[image: C:\Users\daustin\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\G6Z9G2NQ\A4-TNA-logo-small.jpg]

[bookmark: _GoBack]INVITATION TO TENDER - DATA LOSS PREVENTION
CLOSING DATE FOR RESPONSES: 12 PM, 21st JANUARY 2019

1. OBJECTIVE
The National Archives’ IT Operations Department is looking to improve its information security controls relating to the accidental or deliberate release of personal or sensitive information. The objective of this tender exercise is the procurement, implementation and adoption of data loss prevention (DLP) technologies to meet our information security needs.
2. BACKGROUND
The National Archives (TNA) is the official archive and publisher for the UK government, and for England and Wales. Its role is to collect and secure the future of the government record, both digital and physical, to preserve it for generations to come, and to make it as accessible and available as possible. It is based at one site in Kew, South West London. More information on TNA can be found at www.nationalarchives.gov.uk 
The IT Operations Department has recently introduced greater flexibility and mobility in the provision of IT services within The National Archives, and this has increased the need to address security risks around the ways that potentially sensitive and personal information could leave the environment.
The maximum budget available to TNA for implementing, licensing and supporting of this solution is £31,000 exclusive of VAT. 
3. THE REQUIREMENT - OVERVIEW
The overall requirement is to implement a solution, using methods such as data loss prevention (DLP), that is able to examine data entering and leaving systems of The National Archives, and to define and enforce organisational policy relating to this data. The solution must be implemented by March 29th, 2019 and must be licensed and supported for a period of twelve months thereafter.
The data may be explicitly classified in line with UK government standards, through direct inclusion of classification strings in the content of information (e.g. OFFICIAL, OFFICIAL-SENSITIVE), or through such classifications stored in metadata.  Please note that TNA does not use any third-party classification solutions, although we do use an internal email classification plug-in, and we are investigating Office 365 classification methods such as Azure Information Protection.
The data may also not be explicitly classified. Proposed technologies may rely on patterns found within the content of information (e.g. detection of personal information such as names, addresses, passport numbers), either directly or as an input to statistical and analytical methods such as machine learning.
There are various different technical channels over which data may enter and leave systems. Of particular interest are network-based (e.g. web, email), and end-user-based, e.g. use of removable media. Activities such as encryption, transfer of images containing data, document printing, screen sharing, and use of computer “clipboards” may also frustrate the aim of identifying when data is transferred, and solutions should seek to provide capability in these areas.
4. THE REQUIREMENT - ESSENTIAL & DESIRABLE CHARACTERISTICS
	Requirement
	Essential
	Desirable

	Identify explicitly classified information (e.g. OFFICIAL, OFFICIAL-SENSITIVE) at point of use or in transit, allowing for application of data policy.
	
	

	Identify data relevant to UK compliance and regulation requirements where not explicitly classified, such as sensitive or personal data under the Data Protection Act 2018, at point of use or in transit - allowing for application of data policy. This may be based on recognisable patterns or other forms of fingerprinting, or based on statistical or heuristic methods such as machine learning.
	
	

	Apply and enforce data policy on web activity and email activity, in such a way that data loss can be actively prevented, and must integrate with our web and email systems. Web security functions are provided through Forcepoint Web Security proxy appliances, with support for the Internet Content Adaption Protocol (ICAP) in order to allow data loss prevention policies to be applied. Email is implemented as a hybrid Exchange deployment, with components located at Kew and as part of Office 365. Forcepoint Email Security Cloud is used to provide email security functions.
	
	

	Apply and enforce data policy on Windows end user devices, in such a way that data loss can be actively prevented. This includes the ability to permit or deny use of USB or other removable media methods, or other transfers of data, based on user, device, and the explicit classification/detected sensitivity of data. The National Archives has approximately 550 permanent staff, with managed end user devices including Windows 10 and Android smartphones. User accounts and devices are managed through the use of Active Directory, with which the solution must integrate for user policy.
	
	

	Define and apply data policy in a coordinated, consistent way to a variety of channels and situations. A typical high-level data policy would:
· prohibit classified, personal or sensitive information from leaving systems, log and alert an administrator of the attempt, and allow exceptions to this to be set based on defined criteria (e.g. IP, username, email address);
· log an event and alert the user when an action they are taking means classified, personal or sensitive information will leave systems, and invite them either to accept and justify the action or to prevent the movement of data;
· detect and log when classified, sensitive or personal data arrives onto systems from an external source.
	
	

	Detailed controls available for use within policy and rules, such as specification and use of custom rules and methods of pattern identification such as regular expressions.
	
	

	Use in-built capability to log data policy events, generate alerts for the user or an administrator, and produce reports based on them.
	
	

	Apply and enforce data policy for various other data channels in addition to email, web and removable media.
	
	

	Identify and apply data policy regarding bulk data transfers of any kind, whether sensitive or otherwise.
	
	

	Apply and enforce data policy for information hosted and shared from Office 365, such as through SharePoint. 
	
	

	Apply and enforce data policy on Android end user devices, in ways similar to that of Windows end user devices.
	
	

	Supply logs to a Security Incident and Event Monitoring (SIEM) tool or other centralised monitoring solution, as well as its own logging and reporting as above.
	
	












5. THE REQUIREMENT – CLOUD HOSTING
Full or partially cloud-hosted solutions may be proposed. In such cases, the additional essential requirements below apply to cloud-hosted elements of the solution:
· Suppliers, and subcontractors or other sub-suppliers, must be able to demonstrate good information security governance through externally validated accreditation of their policies and security position against a recognised standard, such as ISO 27001 or Cyber Essentials Plus.

· Suppliers, and subcontractors or other sub-suppliers, must be able to demonstrate good information security risk management, through the use of a risk management plan including: roles and responsibilities, risk management activities, and security controls in place. This should also include self-assessment against the NCSC’s Cloud Security Principles: https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 


6. HOW TO RESPOND

Please respond by submitting your proposal to procurement@nationalarchives.gov.uk by 12pm (UK time), Monday 21st January 2019.
If you have any clarification questions related to this requirement, please submit these to procurement@nationalarchives.gov.uk by 5pm (UK time), Monday 7th January 2019.

Your proposal must contain, at a minimum, the following:

· A comprehensive description of your proposed solution, and how it meets or exceeds the requirements specified in Section 3, Section 4 and (if applicable) Section 5 of this document.
· A statement describing how your proposed solution meets typical data policy aims. 
· Your proposed contract price, fully inclusive of any additional expenses such as professional services required to implement the solution and travel & subsistence.  
· Up to three references giving examples of relevant contracts or other work that you have delivered during the past three years to customers of  a similar scale, or in a similar sector, to The National Archives.
· The latest date by which work must commence in order to ensure implementation by 29th March 2019.



7. EVALUATION CRITERIA
Tender submissions will be evaluated using the following criteria:
· Quality		75%
· Price		25%
Quality will be evaluated applying the criteria below:
	10 Points
	Outstanding:
· Potential Supplier has provided a response that addresses all parts of the requirement
· Potential Supplier has provided evidence to support all elements of their response 
· The evidence supplied is convincing and highly relevant to the requirement
· Potential Supplier’s response is clear and easy to understand
· Where relevant, Potential Supplier has demonstrated a high level of capability to deliver new and innovative service approaches

	7 Points
	Good:
· Potential Supplier has provided a response that addresses all parts of the requirement
· Potential Supplier has provided evidence to support most elements of their response 
· The evidence supplied is good and relevant to the requirement
· Potential Supplier’s response is clear and easy to understand
· Where relevant, Potential Supplier has demonstrated some level of capability to deliver new and innovative service approaches

	5 Points
	Average:
· Potential Supplier has provided a response that addresses most parts of the requirement
· Potential Supplier has provided evidence to support most elements of their response 
· The evidence supplied has some relevance to the requirement
· Potential Supplier’s response is clear and easy to understand
· Where relevant, Potential Supplier has demonstrated limited capability to deliver new and innovative service approaches

	3 Points
	Poor:
· Potential Supplier has provided a response that addresses some parts of the requirement
· Potential Supplier has provided evidence to support some elements of their response, but not all 
· The evidence supplied is weak and has limited relevance to the requirement
· Potential Supplier’s response is not always clear and easy to understand
· Where relevant, Potential Supplier has demonstrated limited capability to deliver new and innovative service approaches

	1 Point
	Very Poor:
· Potential Supplier has provided a response that fails to address most parts of the requirement
· Potential Supplier has provided little or no evidence to support most elements of their response 
· The evidence supplied is very weak and has very limited relevance to the requirement
· Potential Supplier’s response is not always clear and easy to understand
· Where relevant, Potential Supplier has demonstrated little or no capability to deliver new and innovative service approaches

	0 Points
	Fail:
· No response provided



Once tender submissions have been evaluated, we envisage that a maximum of three potential suppliers will be shortlisted and invited to provide a demonstration of their proposed solutions to TNA on the morning of January 31st, 2019. 
These presentations will need to exhibit how the proposed solutions meet the following data policy aims:
· Prohibit classified, personal or sensitive information from leaving systems, log and alert an administrator of the attempt, and allow exceptions to this to be set based on defined criteria (e.g. IP, username, email address);
· Log an event and alert the user when an action they are taking means classified, personal or sensitive information will leave systems, and invite them either to accept and justify the action or to prevent the movement of data;
· Detect and log when classified, sensitive or personal data arrives onto systems from an external source.
The demonstration should cover the essential data channels of web, email and removable media and written details about the demonstration - such as speakers’ notes or slides - must be submitted in advance.
After the presentations have been delivered, the submissions will be re-evaluated and may result in a different score. 









8.	TIMESCALES
	Ref.
	Description 
	Date(s)

	1
	Deadline for potential suppliers to submit clarification questions to procurement@nationalarchives.gov.uk
	5pm, Monday 7th January 2019

	2
	Deadline for TNA to respond to clarification questions
	5pm, Monday 14th January 2019

	3
	Deadline for potential suppliers to submit tender responses to procurement@nationalarchives.gov.uk
	12pm, Monday 21st January 2019

	4
	Deadline for evaluation of Phase 1 tender responses. Notification to unsuccessful bidders and shortlisted suppliers. 
	5pm, Friday 25th January 2019

	5
	Shortlisted supplier’s demo presentation, Phase 2, at Kew (AM) 
	Thursday 31st January 2019 (AM)

	6
	Notification of award
	Monday 4th February 2019

	7
	Date for completion of work
	Friday 29th March 2019



9.	CONTRACT TERMS
The contract shall be governed by the short form conditions for services published here.
Please note that the information you supply in your tender submission may be used, in whole or in part, to populate the Contract. As such, please make clear and unambiguous statements about the commitments you are making.
The National Archives reserves the right not to appoint for this requirement and to achieve the outcomes of the project through other methods. 
image1.jpeg
AThe National Archives




