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Part A: Order Form

Buyers must use this template order form as the basis for all call-off contracts and must refrain
from accepting a supplier's prepopulated version unless it has been carefully checked against

template drafting.

Digital Marketplace service ID number

2301304487 34150

Call-Off Contract reference

Cloud Monitoring, Managemen! and
Communication / Alerling Services

Call-Off Contract title

Solarwinds Annual Maintenance Renewal

Call-Off Contract description

SolarWinds Annual Maintenance Renewal

Start date

1* November 2021

Expiry date

31 October 2022

Call-Off Contract value

£28,127.10 excluding VAT

Charging method

Purchase Order

Purchase order number

To follow

This COrder Form is issued under the G-Cloud 12 Frameawork Agreement (RM1557.12).
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an

Crder.

The Order Form cannot be used to alter existing lerms or add any exira terms that materially
change the Deliverables offerad by tha Supplier and defined in the Application.

There are terms in the Call-Off Confract that may be defined in the Order Form. These are

identified in the confract with square brackets.




From the Buyer MHS Digital

Buyer URM: 100361592

Phone number: 0300 303 5678
T & 8 Wellington Place

Leeds

LS1 4AP

United Kingdormn

To the Supplier Prosperon Networks Ltd

Phona: 01903340993

Argyll House

15 Liverpool Gardens

Waorthing

West Sussex

BM11 1RY

United Kingdom

Company number: 5884643
Hereinafter "“Prosperon” or "Supplier”

Together the "Parties’




Call-Off Contract term

Start date

This Call-Off Contract Starts on 31st October 2021 and is valid for 12
{Twelve) Months, until 31* October 2022.

Ending The nolice period for the Supplier needed for Ending the Call-Off
(termination) Contract is at least 90 Working Days from the date of wrilten notice
for undisputed sums (as per clause 18.6).

The notice period for the Buyer is a maximum of 30 days from the
date of written nolice for Ending without cause (as per clause 18.1).
Extension period

Mot required,

Buyer contractual details

This Order is for the G-Cloud Services oullined below. It is acknowledged by the Parties that the
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract,

G-Cloud lot

This Call-Off Confract is for the provision of Services under:
* Lot 3: Cloud support.

G-Cloud services
required

The Services to be provided by the Supplier under the above Lot are
listed in Framework Section 2 and outlined below:

Cuantty  Product name

Solariinds Notwors Perdomance Mondor SLX {unlimiled slomsnts-Standaed
Poling Throwghpad Annusd Manienance Reneswal for 10: SWa1923

Solariinds MeiFlow Troflo Analrer Module for Solardvinds. Hotwork Perdomance
Monibor SLCArvaml Mainiemanoe Foenawal for B0 541529

SoflarWinds Sarver & Applicaton Mondion ALY [unlimiied montors-Siandasd Poling
Thrcughpul Annual Maishenanoe Ronesal for ID: SeWa192a

Solariinds Netvwors, Conliguraton Managor DLEDD {up Bo S nodes i-Annual
Mardenance Renowal Tor 10: S 1023

i Sotariings Addicni! Polirg Engna for Sola®Winds Unlirmiled Licenses |5 lendend
Paling Throughpa Hannusl Mananance Ranewsl lor 1D: SWa1028

SolarWings IP Addmes Marages IPX (urlimiled Ps-Annusl Mantenanca Reneyval
for I SN BB2D

Soariings Web Performance Kordlor WPMZ0 [up o 30 [recondings x locations]
Annasl Manlenercs Renewval SWa1005

Kt Syslog Server-Singia Install 12 Month Annal Mainiesnance Renewal o 10
b ]

Solariings Diatabass Paformance Anakaar par Oracis EE, DBD. o ASE instance
(10 by TH Besnisa HAnnual Mantsnancs Rendwal for ID: SWE2035T03
Solartiings Database Parfomance Analmer for vinlualized erdieonments bor Drachs

1

1

Additional Services

Location

3 EE. D82, or ASE inglarscd |1 10 4 loonsas Anndal Manienason Ronswval bor 10:
SWIFHIGATOE
Mot applicable.

The Services will be delivered to NHS Digital 7 & 8 Wellington Place,
Leads, L51 4AP.




Quality standards

The quality standards required for this Call-Off Contract are Not
applicable.

Technical standards:

The technical standards used as a requirement for this Call-Off
Contract are Not applicable.

Service level
agreement:

The service level and availability criteria required for this Call-Off
Contract are:
PROSFPERON SUPPORT:

Prosperon Networks provide direct support, in addition to what is
included with SolarWinds, as part of the maintenance conftract:

Customers will have access to certified engineers, who have
extensive experience of the solutions and are able to assist with
support as well as general product questions.

NHS Digital will have access to the following:

» Prosperon direct 15t and 2nd line technical support 9am — 5.30pm
Monday — Friday

= Technical support is provided for any issues related to the
SolarWinds platform, which also includes advice and guidance on
the tool.

Any work performed by our technical team that iz not a technical
issue would be considered as consultancy. Customers are advised in
advance, and scoping calls take place before any consultancy is
agreed and delivered between both parties.

¢« Eszcalation of technical tickets to SolarVWinds where required (3rd
line technical support)

= Priority escalation with SolarvWinds

» Prosperon Engineers manage the ticket on behalf of the customer

While both SolarWinds and Prosperon are proud of the speed and
quality of response from the support team, there are not guaranteed
SLA's in place.
Our engineers can be confacted by:
¥ Telephone; 9:00am to 5:30pm Mon-Fri — +44 (0) 1903 340993
(excluding Bank holidays).

+  Email: 9:00am to 5:30pm Mon-Fri - support@prosperon.co.uk
¥ The Prosparon Website
https:/prosparon.co. uklzervices/solarnvinds-technical-support!

COMPLEMENTARY SERVICES INCLUDED AS PART OF THE
RENEWAL ARE:

PROSPERON ORION HEALTH CHECK




The Oron Health Check is an annual remote assessment of the
installation, which is delivered by one of cur SolarWinds certified
engineers, The Health Check includes the following:

s Perform a baseline analysis of the Oron deployment,

= Assess the health of each component that makes up the
solution, identify if any areas are affecting system
performance and stability. [dentify the levels of performance
required for the solution.

# Determine what, where and how performance improvements
can be achiaved to oplimise the architecture of the
deployment.

« Meet customer requirements from the resources available and
identify any training requirements to ensure internal staff are
equipped to gain maximum benefit from the solutions.

+ Provide a report and action plan 1o restore health and
operalional requirements.

REMOTE TRAINING:

2 Hours of training are provided remaotely through a content sharing
platform.

Thesa 2 hours can be used however customers feel is most
appropnate, but some examples of other uses are below:

¥ Mew feature release iraining

+ Refresher courses for non-regular usars
v Mew staff introductions

+  Mew product interest training.

ACCOUNT MANAGEMENT

A dedicated Account manager who will, in agreement with the main
point of contact, contact him/her to ensure the platform is working at
the level requirad, Follow-up calls can be agread to take place monthly,
quarierly, bi-annually or annually cutside of any on-going projects, for
the purpose of recommending new features and functionality which
may have been released and explaining how these are best
implemented based on the business requiremeanis.

Onboarding The onboarding plan for this Call-Off Contract is Not applicable as
this is an annual plan maintenance renewal for licenses support.

Offboarding The offbcarding plan for this Call-Off Contract is Not applicable.

Collaboration

ag it Mot applicable.




Limit on Parties'
liability

The annual total iability of sither Party for all Property defaults will not
exceed £2m.

The annual total liability for Buyer Data defaults will not exceed 125%
of the Charges payable by tha Buyer to the Supplier during the Call-
Off Confract Term (whichever is the greater).

The annual tofal liability for all other defaults will not exceed the
greater of 125% of the Charges payable by the Buyer to the Supplier
during the Call-Off Contract Term (whichever is the greater),

Insurance

The insurance(s) required will be:

s & minimum insurance period of 6 years following the
expiration or Ending of this Call-Off Conftract.

¢ professional indemnity insurance cover to be held by the
Supplier and by any agent, Subcontractor or consultant
involved in the supply of the G-Cloud Services. This
professional indemnity insurance cover will have a minimum
limit of indemmnity of £1,000 000 for each individual claim or
any higher limit the Buyer requires (and as required by Law).

¢ [employers’ liability insurance with a minimum limit of
£5,000,000 or any higher minimum limit required by Law]

Force majeure

A Party may End this Call-Off Contract if the Other Parly is affected
by a Force Majeure Event that lasts for more than 60 consecutive
days.,

responsibilities

Audit The following Framework Agreement audit provisions will be
incorporated under clause 2.1 of this Call-Off Contract to enable the
Buyer to camy out audits. Not applicable.

Buyer's The Buyer is responsible for arranging remote technical session with

the vendor should this be required during the contract tenm.

Buyer's equipment

The Buyer's equipment to be used with this Call-Off Contract includes
- Not applicable.

Supplier's information

Subcontractors or
partners




Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the tabla balow, See Schadule 2 for a full
breakdown.

Payment method The payment method for this Call-Off Contract is via BACS.

The payment profile for this Call-Off Contract is commencement of the

Paymant profile aontrack

The Supplier will issue electronic invoices annual on commencement
Invoice details of the contract. The Buyer will pay the Supplier within 30 days of
receipt of a valid invoice.

Invoicas will be sent o

MHS Digital, TS6 Payables A125, Phoenix House, Topcliffe Lane,
Wakefield, WF2 1WE

Invoicas shall also be sent as a PDF attachment by email to the
Wheo and where to following email address; sbs.apinvoicing@@nhs.net (one invoice per
send invoices to FDF) and emails must nol exceed 10Mb and quote, 'TSE Invoice
scanning’ in subject line or alternatively invoices can be sent via post
to the above address’

Any queries regarding outstanding payments should be directed to
MHS Digital's Accounts Payable section by email at
financialaccounis@@nhs.net.

spvaloe Intormadinn All invoices must include Purchase Order number.

requirad
Invoice frequency Invoice will be sent to the Buyer Annually.

I . .
e The total value of this Call-Off Contract is £28,127.10 (GBP).
Call-Off Contract The breakdown of the Charges are detailed in quote -5
charges shown below.




SolarWwinds Meteosk Performance Monor
SLE jurdmided clemenis-Standard Poling
Throughout)-Anmasl Maintenancs Reneeal
Bor FD: 5Wa1RTe

Solarwinds MetFlow Trafo Analyzer
Module Tor SolatWinds Mobwork
Perlormance koniber SLX-Arual
Malnbemanos Remnswal Tor ID: SWEE028
Solarvwineds Servesr & Applcaton Monitor
ALY [wnlimited manilors-Slamdand Polirg
Threughput)-Anmual Baintenance Renesal
Bor B BWa1RES

SolarWinsds Mefwork GConfiguration
Manager DL500 {up to 500 nodes)-Annasl
Maintenanoe Herewal for ID; SWA1028
SolarWirnds Additens] Polling Erging for
Solarwireds Unlimited Licansaes | Slandend
Polling Thraugkput]-Ansuial Mairsnance
Rarawal for 10 BW410ED

Solariinds P Addrass Mansger P
funlimitad P -Anmpeal Mainbanisadss
Raprsewial for 1D; SW410ES

SolarWwinds Web Performancs Raonibos
WPMIT [@p o 20 [recordings © locations]
Annual Marienance Ronawal SW41929

| Eiwd Syslog Server-Singhe Install 13 Manih
Arenual Mermenancs Ronowal bor i
SWaIg2g
Lalardwinds Dptsthiae Porformance
Analyoer per Ovacle EE, DBZ, or ASE
irskance (10 o 10 Boarmaes i-Anmnaal
Maintenance Rerewal for ID: SWI203575E
Solarwinds Dasabase Ferdormancs
Anadyrer bor wirbealized enviranmaents for
Cracle EE, DB, or ASE instance (1 6o 4
licensoe |sinnual Maintenarce Ronawal for
10 WSS T 0N

FOTAL | E28,127.10
Additional Buyer terms
Performance of the This Call-0Off Conftract will include the following Implemeantation
Service and Plan, exit and offboarding plans and milestones: Mot applicable.

Deliverables

Guarantee Not applicable.




Warranties,
representations

Not applicable.

Supplemental
requirements in addition
to the Call-Off terms

Mot applicable.

Alternative clauses

Not applicable.

Buyer specific
amendments
to/refinements of the
Call-Off Contract terms

Not applicable.

Public Services Network
(PSN)

Mot applicable.

Personal Data and Data
Subjects

Schedule 4: GDPR Information - Prosperon in a guardian and
complies with the GDPR.

1.

Formation of contract

1.1 By signing and returning this Order Form (Part A), the Supplier agreas to enter into a Call-Off

1.2

1.3

1.4

]

Contract with the Buyar.

The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract
terms and by signing below agree lo be bound by this Call-Off Contract.

Thizs Call-Off Confract will be formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

In cases of any ambiguity or conflict, the terms and conditions of the Call-Off Contract (Part
B) and Order Form (Part A) will supersede those of the Supplier Terms and Conditions as
per the order of precedence set out in clause 8.3 of the Framework Agreament,

Background to the agreement

The Supplier is a provider of G-Cloud Services and agreed to provide the Services under
the terms of Framework Agreement number RM1557.12.

10



2.2 The Buyer provided an Order Form for Services (o the Supplier.

Name

Title

Signature

Date

1



Schedule 1: Services

Product

SolarWinds Nebwork Performance Monitor
BLX (unlimited slamamis-Slandard Polling
Therosghpad pAnnieall Mainberaeos Ramewal
fosr 10: SWA 1929

Baolar®inds NetFlos Tralfe Anslyzer Moduls
Tee Solartinds Network Perfoemmarcs Momiior
BLX-Aqinuisl Malnienenos Rervwnl Tor ID:
EWA 1S

Balar®inds Seraer B Application Maniors
ALY [urilenitid mestors-Slandasd Polling
Thiecrg gt j-Annual Mainberasos Rl
fes 10: SWH 1929

BalaiWinds Melwork Configuration Manager
DL500 [ug to 500 nodadsl-Annuas Malnbsnenon
Roniwil far D0 SWE1539

Balariinds Additional Polling Engirss lor
SalarWinds. Unlimited Liconsos | Standard
Palling Thecaghpu-Annusl Malnlsaanos
Raniwal for 10 SW4E1539

SalaiWinds IP Addreia Mandgas |PX
[umlimiad |Pa)-Armual Mearvenancs Ranawal
for 10: SW1929

Saolar®inds Web Perfoimands Monior
WPM20 jup to 20 [recordings & eoationa])-
Annusl Maintenancs Renewal SW4T123

Kiwi Syskog Server-Single Install 12 Month
Annidsl Maintenanos Rendwnl for 1D
EWa19ES

SolarWinds Database Pedaormance Analyzor
par Oracie EE. DOE. or ASE mstance {10 10 18
lipenses)-Anriial Baintenance Reraal for
10: WAL

SalarWinds Database Performance Analyzer
for virtualized erviromments for Oracle EE,
DB, or ASE instance [1 to 4 Bcenses -Annual
Mainienance Renewal for I0: 5%W22015708

GRAND TOTAL (EXCL VAT) EZBIZF.10

Schedule 2: Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with tha
suppliers Digital Marketplace pricing document) can't be amended during the term of the Call-Off
Contract. The detailed Charges breakdown for the provision of Services during the Term will
include:

= As detailed in the specification above

Customer Benefits

For each Call-Off Contract please complete a customer banefits record, by following this link;
)

G-Cloud 12 Customer Benefits Record

Part B: Terms and conditions
1.  Call-Off Contract Start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24
months from the Start date unless Ended earier under clause 18 or extended by the Buyer
under clause 1.3.

12



1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period
in the Order Form, provided that this is within the maximum permitted under the
Framework Agreement of 2 perods of up to 12 months each.

1.4  The Parties must comply with the requirements under clauses 21.3 1o 21.8 if the Buyer
reserves the right in the Order Form o extend the conifract beyond 24 months.

2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms

referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off
Contract obligations and apply between the Supplier and the Buyer.

« 4.1 (Warranties and representations)

= 4210 4.7 (Liability)

« 411 to 4.12 (IR35)

« 5410 5.5 (Force majeure)

= 5.8 (Continuing rights)

« 5910511 (Change of cantrol)

« 512 (Fraud)

= 513 (Notice of fraud)

*  TAto 7.2 (Transparency)

«  B.3 (Order of precedence)

* B.6 (Relationship)

* B.91o 8.11 (Entire agreement)

«  B.12 (Law and jurisdiction)

=  B.13 1o 8.14 {Legislative change)

* B.1510 8.19 (Bribery and corruption)

= B.20 1o 8,29 (Freedom of Information Act)

« B30 to 8.31 (Promoting tax compliance)

« B.32 to 8.33 (Official Secrets Act)

«  B.34 to 8.37 (Transfer and subcontracting)

« B.40 o 8.43 (Complaints handling and resolution)

= B.44 10 8.50 (Conflicts of interest and ethical walls)

«  B.51 10 8.53 (Publicity and branding)

«  B.54 to 8.56 (Equality and diversity)

=  B.59 to 8.60 (Data protection

* B.64 lo 8.65 (Severability)

= B.66 lo 8.69 (Managing disputes and Mediation)

«  B.BO lo 8.88 (Confidentiality)

«  B.89 to 8,90 (Waiver and cumulative remedies)

* 891 to 8.101 (Corporate Social Responsibility)

« paragraphs 1 to 10 of the Framework Agreement glossary and interpretation

« any audit provisions from the Framework Agreement set out by the Buyer in the Order
Form

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:
2.2.1 areference lo the ‘Framework Agreamant” will be a referance to the 'Call-Off
Contract’
2.2.2 areference to "CCS' will be a reference to ‘the Buyer’

13



3.

2.2.3 areference to the 'Parties’ and a 'Party’ will be a reference to the Buyer and
Supplier as Parties under this Call-Off Conftract

2.3 The Parties acknowledge that they are required to complete the applicable Annexes
contained in Schedule 4 (Processing Data) of the Framework Agreamant for the
purposas of this Call-Off Contract. The applicabla Annexas being reproduced at
Schedule 7 of this Call-Off Contract.

2.4 The Framework Agreement incorporated clauses will be referred to as incorporated
Framework clause 200, where J0( is the Framework Agreement clause number,

2.5  When an Order Form is signed, the terms and conditions agreed in it will be
incorporated into this Call-Off Contract.

Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the

3.2

4.4

terms of the Call-Off Contract and the Supplier's Application.
The Supplier undertakes that each G-Cloud Service will meet the Buyers acceptance
criteria, az defined in the Order Form.

Supplier staff

The Supplier Staff must:

4.1.1 be appropnately experienced, qualified and trained to supply the Services
4.1.2 apply all due skill, care and diligence in faithfully parforming those duties

4_1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the
Services to the reasonable satisfaction of the Buyer

4.1.4 respond to any enquiries about the Services as soon as reasonably possible
4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer

The Supplier must retain overall control of the Supplier Staff so that they are not considered
io be employees, workers, agents or contractors of the Buyer.

4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience

4.4

4.5

4.6

and gualifications to the substituted staff member.

The Buyer may conduct IR35 Assessments using the ES| tool to assess whether the
suppliers engagement under the Call-Off Contract is Inside or Qutside IR35.

The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder
if the Supplier is delivering the Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before
the Start date or at any time during the provision of Services to provide a preliminary view
of whether the Services are being delivered Inside or Outside IR35. If the Supplier has
completed the Indicative Test, it must download and provide a copy of the PDF with the

14



14digit ESI reference number from the summary oulcome screen and prompily provide a
copy to the Buyer.

4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35,
the Supplier must provide the Buyer with all relevant information needed to enable the
Buyer to conduct its own |R35 Assessmant.

48 Ifit iz determined by the Buyer that the Supplier is Outside 1R35, the Buyer will provide the
E35l refereance number and a copy of the PDF o the Supplier.

0. Due diligence
5.1  Both Parties agree thal when entering into a Call-Off Contract they:
5.1.1 have made their own enguiries and are satisfied by the accuracy of any information
supplied by the other Party
5.1.2 are confident that they can fulfil their obligations according to the Call-0Off Contract
terms
5.1.3 have raised all due diligence questions before signing the Call-Off Contract
5.1.4 have entered into the Call-Off Contract relying on its own due diligence

6.  Business continuity and disaster recovery
G.1 The Supplier will have a clear business continuity and disaster recovery plan in their service
descriptions.

6.2  The Supplier's business continuity and disaster recovery services are part of the Services
and will be performed by the Supplier when required.

6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ensure that its business continuity and disaster recovery plan is consistent with the Buyer's

own plans,

7. Payment, VAT and Call-Off Contract charges

7.1 Tha Buyer must pay the Charges following clauses 7.2 to 7.11 for tha Supplier's delivery of the
Sernvices.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on
receipt of a valid invoice.

7.3  The Call-Off Contract Charges include all Charges for payment Processing. All invoices
submitted to the Buyer for the Sarvices will be exclusive of any Management Chargea,

74  If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the
Government Procurement Card (GPC). The Supplier will be liable io pay any merchant fee
levied for using the GPC and must not recover this charge from the Buyer.

7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud
Services supplied. The Buyer may request the Supplier provides further documentation to
subslantiate the invoice.

7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each
Subcontract which specifies that payment must be made to the Subcontractor within 30
days of receipt of a valid invoice.

7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.

7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount
as a separate line ibam,

15



79 The Supplier will indemnify the Buyer on demand against any liability arising from the
Supplier's failure to account for or to pay any VAT on payments made to the Supplier under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days
before the date on which the tax or other liability is payable by the Buyer.

7.10  The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is
entitled to End this Call-Of Contract under clause 18.6 for Buyer's failure to pay undisputed
sums of money. Interest will be payable by the Buyer on the late payment of any
undisputed sums of money properly invoiced under the Late Payment of Commaercial Dabts
(Interest) Act 1998,

7.11  If there's an invoice dispute, the Buyer must pay the undisputed portion of the amount and
return the invoice within 10 Working Days of the invoice date. The Buyer will provide a
covering statement with proposed amendments and the reason for any non=-payment. The
Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it
accepts the amendments. If it does then the Supplier must provide a replacement valid
invoice with the responsa,

7.12  Due to the nature of G-Cloud Services it isn't possible in a static Order Form (o exacily
define the consumption of services over the duration of the Call-Off Contract. The Supplier
agreas that the Buyer's volumes indicated in the Order Form are indicative only.

8. Recovery of sums due and right of set-off
8.1 If a Supplier owas monay to the Buyer, the Buyer may deduct that sum from the Call-Off

Confract Charges.

Q. Insurance

91  The Supplier will maintain the insurances required by the Buyer including thase in this
clause.

9.2 The Supplier will ensure that:

8.2.1 during this Call-Off Contract, Subcontractors hold third party public and products
liability insurance of the same amounts that the Supplier would be legally liable to
pay as damages, including the claimants cosis and expenses, for accidental death
of bodily injury and loss of or damage to Property, 1o a minimum of £1,000,000

8.2.2 the third-party public and products liability insurance contains an “indemnity to

principals” clause for the Buyer's banafit

8.2.3 all agents and professional consultants involved in the Services hold professional
indemnity insurancea to a minimum indemnity of £1,000,000 for each individual claim
during the Call-Off Contract, and for 6 years after the End or Expiry Date

8.2.4 all agents and professional consultants involved in the Services hold employers
liability insurance (except where exempt under Law) to a minimum indemmnity of
E5,000,000 for each individual claim during the Call-Off Contract, and for 6 years
after the End or Expiry Date

9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend
existing policies bought under the Framework Agreament.

9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with
this clause:

16



9.5

9.6

9.4.1 a broker's verfication of insurance
9.4.2 receipls for the insurance pramium
8.4 .3 evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the Framework Agreeament or
this Call-Off Contract and the Supplier will:

8.5.1 take all risk control measures using Good Industry Practice, including the
investigation and reports of claims to insurers

8.5.2 promptly notify the insurers in writing of any relevant material fact under any
Insurances

9.5.3 hold all insurance policies and require any broker arranging the insurance to hold any
insurance slips and other evidence of insurance

The Supplier will not do or omit to do anything, which would destroy or impair the legal
validity of the insurance.

9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have

9.8

10.
10.1

1.
11.1

11.2

11.3

been, or are due to be, cancelled, suspended, Ended or not renewed.
The Supplier will be liable for the payment of any:

5.5.1 premiums, which it will pay promptly
0.8.2 excess or deductibles and will not be entitled to recover this from the Buyer

Confidentiality

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully
indemnified against all Losses, damages, costs or expensas and other liabilities (including
legal fees) arising from any breach of the Supplier's obligations under the Data Protection
Lagislation or under incorporated Framework Agreement clauses 8.80 to 8.88. The
indemnity doesn't apply to the extent that the Supplier breach is due to a Buyers
instruction.

Intellectual Property Rights
Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or
interest in or to the Intellectual Property Rights (IPRs) of the other Party or its Licensors,

The Supplier granis the Buyer a non-exclusiva, transferable, perpetual, irevocable, royalty
free licence to use the Project Specific IPRs and any Background IPRs embedded within
the Project Specific IPRs for the Buyer's ordinary business activilies.

The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the
Buyer can enjoy full use of the Project Specific IPRs, including the Buyer's right to publish
the IPR as open source.
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112

11.6

1.7

11.8

12.
121

The Supplier must promptly inform the Buyer if it can't comply with the clause above and
the Supplier must not use third-party IPRs or Background IPRs in relation to the Project
Specific IPRs if it can't obtain the grant of a licence acceptable to the Buyer.

The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses
which it may incur at any time from any claim of infringement or alleged infringement of a
third party’'s IPRs because of the:

11.5.1 rights granted to the Buyer under this Call-Off Contract

11.5.2 Supplier's perfformance of the Services

11.5.3 use by the Buyer of the Services

If an IPR Claim is made, or is likely 1o be made, the Supplier will immediately notify the
Buyer in wriling and must al its own expense after wrillen approval from the Buyer, either:

11.6.1 madify the relevant part of the Services withoul reducing its functionality or
performance

11.6.2 substitute Services of equivalent funclionality and performance, to avoid the
infringement or the alleged infringament, as long as there is no additional cost or
burden to the Buyer

11.6.3 buy a licence to use and supply the Services which are the subject of the alleged
infringement, on terms acceptable to the Buyer

Clause 11.5 will not apply if the IPR Claim is from:

11.7.2 the use of data supplied by the Buyer which the Supplier isn't required to verify
under this Call-Off Confract

11.7.3 other material provided by the Buyer nacessary for the Services

If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money
paid for the affected Services.

Protection of information

The Supplier must:

12.1.1 comply with the Buyer's written instructions and this Call-Off Contract wihen
Frocessing Buyer Personal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Senvices or as required by Law or any Regulatory Body

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer
Fersonal Data act in compliance with Supplier's security processes
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122

123

13.
13.1
13.2

133

134

The Supplier must fully assist with any complaint or request for Buyer Personal Data
including by:

12.2.1 providing the Buyer with full details of the complaint or request

12.2.2 complying with a data access request within the timescales in the Data Protection
Legislation and following the Buyer's instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject
(within the timescales required by the Buyer)

12.2 4 providing the Buyer with any information requested by the Data Subject

The Supplier must get prior writtean consent from the Buyer to transfer Buyer Parsonal Data
o any other parson (including any Subcontractors) for the provision of the G-Cloud
Services.,

Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.
The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.

If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as
requested.

The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure
system thal complies with the Suppliers and Buyer's security policies and all Buyer
requirements in the Crder Form.

13.5 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent

13.6

its cormmuplion and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked
Buyer Diata or other government data will comply with:

13.6.1 the principles in the Security Policy Framework.
hilpsJiwww gov uk/government/publications/security-policy-framework and the
Government Security Classification policy:
hiips fwanw . gov uk/government/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Protection of Mational Infrastructure on Risk
Management: hitps:/fwww .cpni.gov. ukicontent’'adopl-risk-management-
approach and Protection of Sensitive Informalion and Assats:
hittps Hhwasew . cpni.goe ukd pratection-sensitive-information-and-assats

13.6.3 the Mational Cyber Security Centre's (NCSC) information risk managemeant
guidance:
hitps:fwww. nesc gov, ukicollection/risk-management-coliection
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13.6.4 government best practice in the design and implementation of system components,
including network principles, security design principles for digital services and the
sacure email blueprint: hilps:Mweww gov.ukigovernment/publications/technol

code-ofpracticeftechnology-code-of-practice

13.6.5 the sacurity requiremeants of cloud services using the NCSC Cloud Security
Principles and accompanying guidance;
https:iwww nesc gov uk/guidancenmplementing-cloud-security-principles

13.6.6 buyer requirements in respect of Al ethical slandards
13.7 The Buyer will specify any security requirements for this project in the Order Form.

13.8 If the Supplier suspects that the Buyer Data has or may become cormupted, lost, breached
or significantly degraded in any way for any reason, then the Supplier will notify the Buyer
immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer
Data was caused by the action or omission of the Supplier) comply with any remedial action
reasonably proposed by the Buyer.

139 The Supplier agrees to use the appropriate organisational, operational and technological
processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction,
theft or disclosure.

13.10 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as
long as the Supplier holds the Buyer's Data.

14. Standards and quality
14.1  The Supplier will comply with any standards in this Call-Off Contract, the Order Form and
the Framawork Agreamant.

14.2 The Supplier will deliver the Sarvices in a way that enables the Buyer to comply with its
obligations under the Technology Code of Practice, which is at:
hitps:/fwww.gov.ukigovernment/publicationstechnology-code-of-practiceftechnology-
codeot-practice

143 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud
Services comply with the requirements in the PSN Code of Practice.

144 Ifany PSN Sarvices are Subcontracted by the Supplier, the Supplier must ensure that the
services have the relevant PSN compliance certification.

145 The Supplier must immediately disconnect its G-Cloud Servicas from tha PSN if the PSN
Authority considers there is a risk to the PSN's security and the Supplier agrees that the
Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any
other Supplier liabilities which may arise.

15. Open source
15.1 Al software created for the Buyer must be suitable for publication as open source, unless
otherwise agreed by the Buyer.
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15.2

16.
16.1

If software needs to be converted before publication as open source, the Supplier must also
provide the converted format unless otherwise agread by the Buyer,

Security

If requested fo do so by the Buyer, before entering into this Call-Off Contract the Supplier
will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the
Buyer's written approval of) a Security Management Plan and an Information Security
Management System. After Buyer approval the Security Management Plan and Information
Security Management System will apply during the Term of this Call-Off Contract. Both
plans will comply with the Buyer's security policy and protect all aspects and processes
associated with the delivery of the Services.

16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus

16.3

16.4

16.5

16.6

16.7

17.

definitions available from an industry-accepled anfivirus software seller to minimise the
impact of Malicious Software.

If Malicious Software causes loss of operational efficiency or loss or cormuption of Service
Data, the Supplier will help the Buyer to mitigate any lossas and restore the Services to
operaling efficiency as soon as possible.

Responsibility for costs will be at the:

16.4.1 Supplier's expense if the Malicious Software originates from the Supplier software or
the Service Data while the Service Data was under the control of the Supplier,
unless the Supplier can demonstrate that it was already presant, not quarantined or
identified by the Buyer when provided

16.4.2 Buyer's expense if the Malicious Software originates from the Buyer software or the
Service Data, while the Service Data was under the Buyer's control

The Supplier will immediately notify the Buyer of any breach of security of Buyer's
Confidential Information (and the Buyer of any Buyer Confidential Information breach).
Where the breach occurred because of a Supplier Default, the Supplier will recover the
Buyer's Confidential Information however it may be recorded.

Any system development by the Supplier should also comply with the government's “10
Steps to Cyber Security’ guidance:
hitps:/f'www.ncsc.gov.uk/guidance10-steps-cyber-security

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
cerificate, the Supplier must provide the Buyer with a valid Cyber Essentlials certificate (or
equivalent) required for the Services before the Start date.

Guarantee

17.1 If this Call-Off Confract is conditional on recaipt of a Guarantee that is acceplable 1o the

Buyer, the Supplier must give the Buyer on or befora the Start date:

17.1.1 an executed Guarantee in the form at Schedule 5
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18.
18.1

182

18.3

18.4

18.5

18.6

17.1.2 a certified copy of the passed resolution or board minutes of the guarantor approving
the execution of the Guarantee

Ending the Call-Off Contract

The Buyer can End this Call-Off Confract at any time by giving 30 days’ written notice to the
Supplier, unless a shorter period is specified in the Order Form. The Supplier's obligation to
provide the Services will end on the date in the notice.

The Paries agree that the:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable
considering the type of cloud Service being provided

18.2.2 Call-Off Contract Charges paid during the notice pericd is reasonable compensation
and cowvers all the Supplier's avoidable costs or Losses

Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it
will indemnify the Supplier against any commitments, liabilities or expenditure which result
in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonabla
steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its
unavoidable costs by any insurance sums available. The Supplier will submit a fully
itemised and costed list of the unavoidable Loss with supporting evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate effect
by written notice to the Supplier if either the Supplier commits:

18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of
the Buyer, be remedied

18.4.2 any fraud

A Party can End this Call-Off Contract at any time with immediate effect by written notice if:

18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract
(other than failure to pay any amounts due) and, if that breach is remediable, fails to
remedy it within 15 Waorking Days of baing notified in writing to do so

18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Party ceases or threatens to cease to carry on the whole or any material
part of its business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier
must nolify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’l pay
within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of
nofice in the Order Form.
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18.7 A Party who isn't relying on a Force Majeure event will have the right to End this Call-Off
Conftract if clause 23.1 applies.

19. Consequences of suspension, ending and expiry
19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off
Conlract or any part of it.

189.2 Ewven if a notice has been served to End this Call-Off Contract or any part of it, the Supplier
must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.

19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date whichever
applies) of this Call-Off Contract, except those continuing provisions described in clause
19.4.

194 Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration

19.4 .2 the right of either Party to recover any amount cutstanding at the time of Ending or
expiry

19.4 3 the continuing rights, remedies or obligations of the Buyer or the Supplier under
clauses
« 7 (Payment, VAT and Call-Off Contract charges)
« B (Recovery of sums due and right of set-off)
« B {Insurance)
« 10 (Confidentiality)
= 11 {Intellectual property rights)
= 12 (Protection of information)
* 13 (Buyer data)
« 19 (Consequences of suspension, ending and expiry)
= 24 (Liability); incorporated Framewaork Agreement clauses: 4.2 to 4.7 (Liability)
= B.44 to 8.50 (Conflicts of interest and ethical walls)
= B.B9 1o 8.90 (Waiver and cumulative remedies)

19.4 4 any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is in force even if it Ends or expires

19.5 Al the end of the Call-Off Contract Term, the Supplier must promptly:

18.5.1 retum all Buyer Data including all copies of Buyer software, code and any other
software licensed by the Buyer to the Supplier under it

19.5.2 retum any materials created by the Supplier under this Call-Off Contract if the IPRs
are owned by the Buyer

15.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with
a complete and uncorrupted version in electronic form in the formats and on media
agread with the Buyer
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20,
20.1

20.2

21.

21.1

21.2

21.3

214

189.5.4 destroy all copies of the Buyer Data when they recaive the Buyer's written
instructions to do so or 12 calendar months after the End or Expiry Date, and
provide written confirmation to the Buyer that the data has been securely destroyed,
except if the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any ongoing work

19.5.6 retum any sums prepaid for Services which have not been delivered to the Buyer,
within 10 Working Days of the End or Expiry Date

19.6 Each Party will return all of the other Party’s Confidential Information and confirm
this has been done, unless there is a legal requirement to keep it or this Call-Off
Contract states otherwise.

18.7  All licences, leases and authorisations granted by the Buyer to the Supplier will
cease at the end of the Call-Off Contract Term without the need for the Buyer to
sarve notice except if this Call-Off Confract states otherwise,

Motices
Any nolices sent must be in writing. For the purpose of this clause, an email is accepted as
being 'in writing'.

«  Manner of delivery: email

*  Desmed time of delivery: 9am on the first Working Day after sending

«  Proof of service: Sent in an emailed lattar in PDF format to the corract email address
without any error message

This clause does not apply to any legal action or other method of dispute resolution which
should be sent to the addresses in the Order Form (other than a dispute notice under this
Call-Off Contract).

Exit plan
The Supplier must provide an exit plan in its Application which ensures continuity of service
and the Supplier will follow it.

When requested, the Supplier will help the Buyer to migrate the Services to a replacement
supplier in line with the exit plan. This will be ai the Supplier's own expense if the Call-Off
Conftract Ended before the Expiry Date due to Supplier causa.

If the Buyer has reserved the right in the Order Form to extend the Call-0Off Contract Term
beyond 24 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start date.

The Supplier must ensure that the additional exit plan clearly sets out the Supplier's
methodology for achieving an orderly transition of the Services from the Supplier to the
Buyer or its replacement Supplier at the expiry of the proposed extension period or if the
contract Ends during that period.
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21.5

216

21.7

21.8

22.
22.1

Before submitting the additional exit plan to the Buyer for approval, the Supplier will work
with the Buyer to ensure that the additional exit plan is aligned with the Buyers own exil
plan and sirategy.

The Supplier acknowledges that the Buyer's right to extend the Term beyond 24 months is
subject to the Buyer's own governance process. Where the Buyer is a central government
depariment, this includes the need to obtain approval from GDS under the Spend Controls
process. The approval to extend will only be given if the Buyer can clearly demonstrate that
the Supplier's additional exit plan ensures that.

21.6.1 the Buyer will be able 1o transfer the Services to a replacement supplier before the
expiry or Ending of the extension period on terms that are commercially reasonable
and acceptable to the Buyer

21.6.2 there will be no adverse impact on service continuity
21.6.3 there is no vendor lock-in 1o the Suppliers Service al axit
21.6.4 it enables the Buyer to meet its obligations under the Technology Code OF Practice

If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with
its obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, aclivities and roles and
responsibilities of the Parties for:

21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and
code reasonably required by the Buyer to enable a smooth migration from the
Supplier

21.8.2 the sirategy for exporiation and migration of Buyer Data from the Supplier system to
the Buyer or a replacement supplier, including convarsion to open standards or
other standards required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations,
configurations and databases to the Buyer or a replacement supplier

21.8.4 the testing and assurance strategy for exported Buyer Data
21.8.5 if relevant, TUPE-related activity to comply with the TUPE regulations

21.8.6 any other activities and information which is reasonably required to ensure continuity
of Service during the exit penod and an arderly transition

Handover to replacement supplier
At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide
any:
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222

223

23.
23.1

24.
24,1

25.
25.1

252

233

22.1.1 data {including Buyer Data), Buyer Personal Data and Buyer Confidential
Information in the Supplier's possession, power or control

22.1.2 other information reasonably requested by the Buyer

On reasonable notice at any point during the Term, the Supplier will provide any information
and data about the G-Cloud Services reasonably requested by the Buyer (including
information on volumes, usage, technical aspects, service performance and staffing). This
will help the Buyer understand how the Services have been provided and to run a fair
compelition for a new supplier.

This information must be accurate and complete in all materal respects and the level of
detail must be sufficient to reasonably enable a third party to prepare an informed offer for
replacement services and not be unfairly disadvantaged compared to the Supplier in the
buying process.

Force majeure

If a Force Majeure event prevents a Parly from performing its obligations under this Call-Off
Confract for more than the number of consecutive days set out in the Order Form, the other
Party may End this Call-Off Contract with immediate effect by written notice.

Liability
Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total
liability for Defaults under or in connection with this Call-Off Contract (whether expressed as
an indemnity or otherwise) will be set as follows:

24.1.1 Property: for all Defaults by either party resulting in direct loss to the property
(including technical infrastruciure, assets, IPR or equipment but excluding any loss
or damage to Buyer Data) of the other Party, will not exceed the amount in the
Order Farm

24.1.2 Buyer Data: for all Defaults by the Supplier resulting in direct loss, destruction,
corruption, degradation or damage to any Buyer Data, will not excead the amount in
the Order Form

24.1.3 Other Defaults: for all other Defaults by either party, claims, Losses or damages,
whether arsing from breach of contract, misrepreseniation (whether under common
law or statute), tort (including negligence). breach of statutory duty or otherwise will
not exceed the amount in the Order Form.

Premises

If gither Party uses the other Party's premises, that Party is liable for all loss or damage it
causes to the premises. It is responsible for repairing any damage to the premisas or any
objects on the premises, other than fair wear and lear,

The Supplier will use the Buyer's pramisas solely for the performance of its obligations
under this Call-Off Contract.

The Supplier will vacale the Buyer's premises when the Call-Off Contract Ends or expires.
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254

25.5

29,6

26.

This clause does not create a tenancy or exclusive right of occupation.
While on the Buyer's pramises, the Supplier will:

25.5.1 comply with any security requirements at the premises and not do anything to
weaken the security of the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
25.5.3 comply with any health and safety measures implemented by the Buyer

25.5.4 immediately notify the Buyer of any incident on the premises that causes any
damage to Property which could cause personal injury

The Supplier will ensure that its health and safety policy statement (as required by the
Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

Equipment

26.1 The Supplier iz responsible for providing any Equipment which the Supplier requires to
provide the Services.

26.2

26.3

27,

Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer
will have no liability for any loss of, or damage to, any Equipment

When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and
any other materials leaving the premises in a safe and clean condition.

The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn'l Parly to this Call-Off Contract has no

28.
28.1

28.2

29,
29.1

right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms, This
does not affect any right or remedy of any person which exists or is available ctherwise.

Environmental requirements
The Buyer will provide a copy of its environmental policy to the Supplier on request, which
the Supplier will comply with,

The Supplier must provide reasonable support to enable Buyers to work in an
environmantally friendly way, for example by helping them recycle or lower their carbon
footprint.

The Employment Regulations (TUPE)

The Supplier agrees that if the Employment Regulations apply to this Call-0Off Contract on
ihe Start date then it must comply with itz obligations under the Employment Regulations
and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will
indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
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29.2

29.3

Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to
End it, and within 28 days of the Buyer's request, the Supplier will fully and accurately
disclose to the Buyer all staff information including, but not limited to, the tatal number of
staff assigned for the purposes of TUPE 1o the Services, For each person identified the
Supplier must provide details of:

29.2.1 the activities they perform

29.2.2 age

28.2.3 start date

28924 place of work

2825 notice pariod

2926 redundancy payment entitlement
29.2.7 salary, benefits and pension enfitlements
29.2.8 employment stalus

2929 identity of employer

29.2.10 working arangemants

28.2.11 outstanding liabilities

28.2.12 sickness absence

29.2.13 copies of all relevant employment contracts and related documents 298.2.14
all information required under regulation 11 of TUPE or as reasonably requested by
the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and
will notify the Buyer of any changes to the amended information as soon as reascnably
possible. The Supplier will permit the Buyer to use and disclose the information to any
prospective Replacement Supplier.

29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the

identity and number of staff assigned to the Services (unless reasonably requestad by the
Buyer) or their terms and conditions, other than in the ordinary course of business.

29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the

296

29.7

Replacement Supplier to communicate with and meet the affected employees or their
reprasentatives,

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from
both:

28.6.1 its failure to comply with the provisions of this clause

28.6.2 any claim by any employee or person claiming o be an employee (or their employes
reprasentative) of the Supplier which arses or is alleged to arise from any act or
omission by the Supplier on or before the date of the Relevant Transfer

The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely
after it Ends or expires.

28



29.8

30.
30.1

30.2

31.
3.1

31.2

32.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this
clause but their consent will not be required to vary these clauses as the Buyer and
Supplier may agrea.

Additional G-Cloud services

The Buyer may require the Supplier to provide Additional Services. The Buyer doesn't
have to buy any Additional Services from the Supplier and can buy services that are the
same as or similar to the Additional Services from any third party.

If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide
and monitor performance of the Additional Services using an Implementation Plan.

Collaboration

If the Buyer has specified in the Order Form that it requires the Supplier to enter into a
Collaboration Agreament, the Supplier must give the Buyer an executed Collaboration
Agreement before the Star date.

In addition to any obligations under the Collaboraticn Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer's contractors

31.2.2 co-operate and share information with the Buyer's contractors to enable the efficient
operation of the Buyer's ICT services and G-Cloud Services

Varation process

32.1 The Buyer can request in writing a change to this Call-Of Contract if it isn't 8 material

32.2

323

33,
33.1

change to the Framework Agreement/or this Call-Off Contract. Once implementad, it is
called a Variation.

The Supplier must nolify the Buyer immediately in writing of any proposed changes to their
G-Cloud Services or their delivery by submitting a Variation request. This includes any
changes in the Supplier's supply chain,

If Either Party can't agree to or provide the Variation, the Buyer may agree to continue
performing its obligations under this Call-Off Contract without the Variation, or End this
CalOff Contract by giving 30 days notice to the Supplier,

Data Protection Legislation (GDPR)

Fursuant o clause 2.1 and for the avoidance of doubt, clauses 8.59 and 8.60 of the
Framework Agreement are incorporated into this Call-Off Contract. For reference, the
appropriate GDPR templates which are required to be completed in accordance with
clauses 8.59 and 8.60 are reproduced in this Call-Off Contract document at schedule 7.
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Schedule 3: Glossary and interpretations
In this Call-Off Contract the following expressions mean:

Expression

Meaning

Additional Services

Any senvices ancillary to the G-Cloud Services that are in the scope of
Framework Agreement Section 2 {(Servicas Offered) which a Buyer may
request.

Admission Agreement

The agreement to be enterad into to enable the Supplier to participate in the
relevant Civil Service pension schemea(s).

Application

The response submitted by the Supplier o the Invitation to Tender (known
as the Invitation to Apply on the Digital Marketplace).

Audit

An audit carmied out under the incorporated Framework Agreement clauses
specified by the Buyer in the Qrder (if any),

Background IPRs

Faor each Party, IPRs:

« owned by that Party before the date of this Call-Cff Contract (as may
be enhanced and/or modified but not as a consequence of the
Services) including IPRs contained in any of the Party's Know-How,
documentation and processes

« created by the Party indepandantly of this Call-Off Contract, or

Far the Buyer, Crown Copyright which isn't available to the Supplier
otherwise than under this Call-Off Contract, but excluding IPRs awned by
that Party in Buyer software or Supplier software.

Buyer

The contracting authority ordering services as set out in the Order Form,

Buyer Data

All data supplied by the Buyer to the Supplier including Personal Data and
Sarvice Data that is owned and managed by the Buyer,

Buyer Personal Data

The Personal Data supplied by the Buyer to the Supplier for purposes of, or
in connection with, this Call-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-Off Contract

Buyer Software

Software awned by or licensed to the Buyer {other than under this
Agreemeant), which is or will be used by the Supphier 1o provide the Services,
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Call-Off Contract

This call-off confract entered into fallowing the provisions of the Framewark
Agreement for the provision of Services made between the Buyer and the
Supplier comprising the Order Form, the Call-Off terms and conditions, the
Call-Off scheduwles and the Collaboration Agreement.

Charges The prices (excluding any applicable VAT), payable fo the Supplier by the
Buyer under this Call-Off Contract.
Collaboration Agreement | An agreement, substantially in the form sel cut at Schedula 3, betwean the

Buyer and any combination of the Supplier and contraclors, 10 ensura
collaborative working in thair delivery of the Buyer's Services and 1o ensura
that the Buyer receives end-lo-end services across Iis IT estate.

Commercially Sensitive
Information

Information, which the Buyer has been notified about by the Supplier in
writing before the Starl date with Tull details of why the Information is
desmed to be commercially sensitivi.

Confidential Information

Data, Personal Data and any information, which may include (but ism't
limited to) any:

+ information about business, affairs, developments, trade secrats,
Enowe-how, persannel, and third parties, including all Intellectual
Property Righis (IPRs), together with all information derved from
any of the above

« other information clearly designated as being confidential or which
ought reasonably be conskdered to be confidential (whether or nof it
iz marked "confidential’).

Control ‘Control’ a5 defined in section 1124 and 450 of the Corporation Tax
Act 2010, "Confrals’ and "Controlled” will be interpreted accordingly.

Controller Takes the meaning given in the GOPR.

Crown The govarmment of the United Kingdom (ncluding the Morthemn Ireland

Azzembly and Executive Commitles, the Scollish Execulive and the
National Assembly for Wales), including, but not limited to, government
ministers and government departments and particular bodies, persons,
CoOMmMISSions or agencies camying out funclions on its behall,

Data Loss Event

Ewvent thal rasulls, or may resull, in unauthorsed access lo Parsonal Dala
held by the Processor under this Framework Agreement andfor actual or
potential boss andfor destruction of Personal Data in breach of this
Agresment, including any Personal Data Breach,
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Data Protection Impact
Assessment (DPIA)

An assessmant by the Contraller of the impact of the anvisaged Processing
on the protection of Parsonal Data.

Data Protection
Legislation (DPL)

Data Protection Legislation means:

{i} the GDPR, the LED and any applicable national implameniing Laws as

amendad from tima to ime

{il) the DPA 2018 to the exient that it relates 1o Processing of Personal Data
and privacy

{ili) all applicable Law aboul the Processing of Personal Data and privacy
including if applicable legally binding guidance and codes of practice
issued by the Information Commissioner

Data Subject

Takes the meaning given in the GOPR

Default

Dafault is any:
+ breach of the obligations of the Supplier {including any fundamental
breach or breach of a fundamental term)
+ ather Defaull, negligence or negligent statement of the Suppler, of
its Subcontractors or any Supplier Staff (whether by act or
omission), in connection with or in relation to this Call-Of Confract

Unless otherwise specified in the Framework Agreement the Supplier is
liable to CCS for @ Default of the Framework Agreement and in retation to a
Default of the Call-Off Contract, the Supplier is liable o the Buyer.

Deliverable(s)

The G-Cloud Services the Buyer confracis the Supplier to provide under this
Call-Off Contract.

Digital Marketplace

The government markeiplace whare Services are avallable for Buyers to
buy. (hitps.[fwww digitaimarketplace sernvice. gov.ukf)

DPA 2018

Data Protection Act 2018,

Employment Regulations

The Transfer of Underiakings (Prodection of Employment) Regulations 2006
(51 2006/246) (" TUPE") which implements the Acquired Rights Directive.

End

Means o terminate; and Ended and Ending are construed accordingly.

Environmantal
Information Regulations
ar EIR

The Environmental Information Regulations 2004 logather with any guidance
or oodes of practice issued by the Information Commissioner or redevant
govermnment department about the regulations.
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Equipment

The Supplier's hardware, computar and lelecoms devicas, plan, materials
and such other items supplied and used by the Supplier (bul not hired,
leased or loaned from CCS or the Buyer) in the performance of s
chligations under this Call-0Off Contract

ESI Reference Mumbser

The 14 digit ESI reference number from the summary of the culcome screan
of the: ESI ool

Employment Status
indicator test tool or ESI
tool

The HMRC Employment Status Indicator test tool. The most up-lo-date
version must be used, At the time of drafting the tool may be found here:
Ritlps-iwwiw gov ukiguidance/check-employmenl-status-for-tax

Expiry Date

The expiry date of this Call-Off Contract in the Order Form,

Force Majeure

A force Majeurs event means anylhing affacting either Party's performance

of their obligations arising from any:

# acts, evenls or omissions beyond the reasonable control of the affected
Party

+ riols, war or armed conflict, acts of terrorism, nuclear, biological o
chemical warfare

= acts of govarmment, lecal governmeant or Regulalory Bodies

+ fire, flood or disaster and any failure or shorlage of power or fuel

» indusirial dispute affecting a third party for which a substitute third party
izn'l reasonably available

The following do not constitule a Force Majaure event:

= any mdustrial dispute aboul the Supplier, its staff, or failure in tha
Supplier's (or a Subcontractor's) supply chain

= any evant which is attributable to the wilful act, naglect or failure o take
reasonable precautions by the Party seeking to rely on Force Majeure

= ihe event was foreseaable by the Party seeking to rely on Force Majaure
at the tima this Call-0f Contract was entered inta

= any event which is attributable to the Party seeking io rely on Force
Majeure and its failure to comply with its own business continuity and
disaster recovery plang,

& supplier supplying services 1o the Buyer before the Start date thal are the

Former Supplier same as or substantially similar to the Services. This also includes any
Subcontracior or the Supplier {or any subcontractor of the Subcontracior).
The clauses of framework agreement RM1557.12 together with the
Framework Agreement Framework Schedules.
Any offence under Laws crealing offences in respect of fraudulent acls
Fraud {including the Misrepresentation Act 1967) or at common law in respect of

fraudulant acts in retation to this Call-Off Contract or defrauding or
attempting to defraud or conspining to defraud the Crown,
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Freadam of Infarmation
Act or Fold,

The Freedom of Information Act 2000 and any subordinate legislation made
under the Act together with any guidance or codes of practice Bsued by the
Information Commissioner or relevant government departmeent in relation o
the legislation,

The cloud services described in Framework Agreement Section 2 (Services

G-Cloud Services Offered) as defined by the Service Definition, the Supplier Terms and any
related Application documentation, which the Supplier must make available
to CCS and Buyers and those senvices which are deliverable by the Supplier
under the Collaboration Agreement
General Data Protection Regulation {(Regulation (EU) 2016/679)

GDPR

Good Industry Practice

Standards, practices, methods and process conforming to the Law and the
exercise of that degree of skill and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and
experienced parson or body engaged in a similar undertaking in the same or
similar circumstances.

The government's preferred method of purchasing and payment for low

Government value goods or services,
Procurement Card
The guarantee described in Schedula 5.,
Guarantee
Any currant UK governmant guidance on the Public Contracts Regulations
Guldanee 2015, In the event of a conflict between any cumrent UK government

guidance and the Crown Commercial Service guidance. current LIK
government guidance will take precedence,

Implementation Plan

The plan with an oulline of processes (including data standards for
migration}, cosis (for example) of implemeanting the services which may be
required as part of Onboarding.

Indicative test

ESI tool complefed by contractors on their own behalf al the request of CCS
or the Buyer (as applicable) under clause 4.6.

Information

Has the meaning given under section 84 of the Freedom of Information Act
20040,

Information security
management system

The information sacurity management sysiem and process developed by the
Suppler in accordance with clause 18.1.

Inside IR35

Contraciual engagements which would be determined to be within the scope
of the IR35 Intermediaries legislation if assessed using the ES] tool.

Insalvency event

Can be:
+  avoluniary arrangerment
= awinding-up petiton




= the appointment of a recelver or administrator
= an unresolved statutory demand
= a Schedule A1 moratorium

Intellectual Property Rights are:

Intellectual Property « copyright, rights related to or affording protection similar to copyright,
Rights or IPR rights in databases, patents and rights in inventions, semi-conductor
lopography rights, trade marks, rights in internet domain names and
wabsile addresses and other rights in rade names, designs, Know-Haw,
trade secrels and other righis in Confidential Information
# applications for registration, and the right to apply for registration, for any
of the rights lksted at (a) that are capable of being registered in any
country of jurisdiction
« all other rights having equivalent or similar effect in any country or
jurisdiction
Far the purposes of the IR35 rules an intermediary can be:
Intermediary + ihe supplier's own limited company
= 3 service or 8 personal service company
= aparinership
It does not apply i you work for a client through a Managed Service
Company (M3C) or agency (for examgple, an employment agency),
As gl out in clause 11.5.
IPR elaim
IR35 is also known as 'Intermedianies legislation”. I's a sed of rules that
IR35 affect tax and National Insurance where a Supplier is contracled to work for

a client through an Intermediary.

IR35 assassment

Assessment of emplovment status using the ESI (ool to determine if
engagement is Inside or Qulside IR35,

Know-How

All ideas, concepts, schemes, information, knowledge, technigues,
methodolegy, and anything else in the nature of know-how relating to the G-
Cloud Services but excluding know-how already in the Suppliers or CCS's
possession before the Start date.

Any law, subordinate legiskation within the meaning of Section 21(1) of the
Interpretation Act 1978, bye-law, enforceable right within the meaning of
Section 2 of the European Communities Act 1972, regulation, coder,
regulatory policy, mandatory guidance or code of practica, judgment of a
relevant court of law, or direclives or requirements with which the relevant
Party is bound to comply.

LED

Law Enforceament Directive (EU) 2016/680.
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Loss

All losses, liabilities, damages, costs, expanses (including legal feas),
disbursements, costs of investigation, likgation, setthement, judgment,
interest and penalties whether arising in confract, tort {including negligence),
breach of slatutory duty, misrepresentation or otherwise and ‘Losses’ will be
interpreted accordingly.

Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere with, cormupt, o
cause undesired effecis on program flles, data or other information,
executable code or application software macros, whether or not ils operation
iz immediate or delayed, and whether the malicious software is infroduced
wilfully, negligantly or without knowladge of ils existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up to 1% but
currently set at 0.75% of all Charges for the Services invoiced o Buyers (net
of VAT) in each month throughout the duration of the Framework Agreement
and thereafter, until the expiry or End of any Call-Off Conftract.

Management Infarmation

The management information specified in Framework Agreemeant section &
(What you report to CCS).

Material Breach

Those breaches which have been expressly set oul as a Material Breach
and any other single serous breach or persistent faillure to perform as
required under this Call-Off Contract.

Ministry of Justice Code

The Ministry of Justice’s Code of Practice on the Discharge of the Functions
of Public Authaorities under Parl 1 of the Freedom of Information Act 2000,

Mew Fair Deal The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for
staff pensions: staff transfer from central government” issued in October
2013 as amended,

Order An arder for G-Cloud Services placed by a confracting body with the
Supplier in accordance with the ordering processes.

Order Form The onder form set oul in Part A of the Call-Off Contract o be used by a
Buyer to order G-Cloud Services,

Crdered G-Cloud G-Cloud Services which are the subpect of an aorder by the Buyer.

Services
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Qutside IR35 Contraciual engagemeants which would be defermined o nat be within the

scope of the IR3S intermediaries legislation if assessed using the ESI oo,
Party The Buyer or the Supplier and 'Parties’ will be inlerpreted accordingly.
Personal Data Takes the meaning given in the GDPR.

Personal Data Breach

Takes the meaning given in the GOPR.

Processing

Takes the maaning given in the GOPR.

Processor

Takes the meaning given in tha GOPR.

Prohibited act

To directly or indirectly offer, promise or give any person working for or

engaged by a Buyer or CCS a financial or other advantage fo:

= induce that person to perform improperly a relevant function or activity

= reward that person for improper performance of a relevant function or
activity

= commit any offence:

under the Bribery Act 2010

under legislation creating offences concerming Fraud

at common Law concerning Fraud

o committing or attempting or conspiring to commit Fraud

[ O = I =

Project Specific IPRs

Any intellectual property rights in items created or ansing out of the
parformancs by the Supplier (or by a third party on bahalf of tha Suppliar)
specifically for the purposes of this Call-Off Contract including databases,
configurations, code, instructions, technical decumeantation and schema but
nal including the Supplier's Background IPRs.

Property

Assels and property including technical infrastructure, IPRs and equipment.

Protective Measuras

Appropriate technical and organisational measures which may nclude:
pseudonymisation and encrypling Personal Data, ensuring confidentiality.
inbegrity, availability and resflience of systems and services, ensuring that
availability of and access to Personal Data can be restored in a timely
manner after an incident, and regularly assessing and evaluating the
effectiveness of such measures adopted by it
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PSM or Public Sarvices
Metwork

The Public Services Network (PSN) is the govemment's high-perdormance
natwork which helps public sector organisations work together, reduce
duplication and share resources.

Regulatory body or
bodies

Governrmeant departmants and other bodies which, whelher under slatute,
codes of practice or olhervise, are entitled 1o investigate or influence the
matiers dealt with in this Call-Off Contract.

Relevant person

Any employves, agent, servanl, or representative of the Buyer, any other
public body or person employed by or on behalf of the Buyer, or any other
public body.

Relevant Transfer

A transfer of employment to which the employment regulations applies.

Replacement Services Any services which are the same as or substantially similar to any of the
Services and which the Buyer receives in substitution for any of the services
afier the expiry or Ending or partial Ending of the Call-Off Contract, whather
those services are provided by the Buyer or a third party.

Replacement supplier Anvy third-parly service provider of replacement serices appainted by the
Buyer [or where the Buver is providing replacement Services for its own
account, the Buyer).

Security management The Suppliers sacurity management plan devaloped by the Supplier in

plan accordance wilh clause 16.1.

Bervices The services orderad by the Buyer as sal oul in the Order Form.

Service data Data that is owned or managed by the Buyer and used for the G-Cloud
Sarvices, including backup data.

Service definition(s) The definition of the Supplier's G-Cloud Services provided as part of their

Application that includes, but isn't limited to, those items listed in Section 2
(Services Offared) of the Framewark Agreamant.

Service deseription

The description of the Supplier service affering as published on the Digital
Marketplace.

Service Personal Data

The Personal Data supplied by a Buyer 1o the Supplier in the course of the
use of the G-Cloud Services for purposes of or in connection with this Call-
Off Confract,
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Spend controls

The approval process wsed by a central governmant Buyer if it needs to
sp-an-d money on certain drgnal of l.&chnmnng':.r SEMVICES, 580

Start date

The Starl date of this Cal-0f Contract as sel oul in the Order Form.

Subcontract

Any contract or agreament or proposad agreameant batwean the Supplier
and a subcontracior in which the subconiractor agrees (o provide to the
Suppher the G-Cloud Services or any parl thereof or facilities or goods and
services necessary for the provision of the G-Cloud Servicas or any par
thereof.

Subcontractor

Any third party engaged by the Supplier under a subcontract (permitted
under the Framework Agreement and the Call-Of Contract) and its servants
of agents in connection with the provision of G=Cloud Services.

Subprocessor

Anvy thind party appoinied to process Personal Data on behalf of the Supplier
under this Call-Cff Contract.

Supplier

The person, firm of company dentified in the Order Form.

Supplier Representative

The represantative appointed by the Supplier from time (o lime in relation to
the Call-Off Confract.

Supplier staff All persons employed by the Supplier together with the Supplier's servants,
agents, suppliers and subconiractors used in the performance of its
ohigations under this Call-Off Contracl

Supplier terms The relevant G-Cloud Service terms and conditions as set out in the Terms
and Condifions document supplied as par of the Supplier's Application.

Tarm The term of this Call-Off Contract as sef out in the Order Form,

Variation This has the meaning given to itin clause 32 (Variation process).

Working Days Any day other than a Saturday, Sunday or public holiday in England and
Wales,

Yoar A contract year,
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Schedule 4: GDPR Information

This schedule reproduces the annexes to the GDPR schedule contained within the Framework
Agreement and incorporated into this Call-off Confract.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Buyer at its

absolute discration.

1.1 The contact details of the Buyer's Data Protection Officer are: nhsdigital.dpo@nhs.nel
1.2 The contact details of the Supplier's Data Protection Officer is Kathie Crane = Finance

Director.

1.3 The Processor shall comply with any further written instructions with respect to Processing

by the Controlier.

1.4  Any such further instructions shall be incorporated into this Annex,

Descriptions

Details

Identity of Controller for each Category
of Personal Data

The Parties are Joint Controllers

The Parties acknowledge thal (hey are Joint
Controllers for the purposes of the Data Protection
Legislation in respect of:

# Mame, Last Mame, Job Title, Email Address
and Telephone Mumber of all contacts,

» SolarWinds Buyer's account 1D number

# Licenses details and

»  Support details.

Duration of the Processing

During the length of the contract, plus two years after
its expiry date.

Mature and purposes of the Processing

The nature of the Processing means any operation
such as collection, recording, organisation, strucluring,
storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission,
dissemination or otherwise making available,
alignment or combinaftion, restriction, erasure or
destruction of data (whather or not by automated
means) efc.

The purpese might include: employment Processing,
statutory obligation, recruitment assessmeant etc]

Type of Personal Data

* Name, Last Name, Job Title, Email Address
and Telaphone Number of all contacts,

+» SolarWinds Buyer's account ID number

» Licenses delails and

= Support details.
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Categories of Data Subject Customers! clients, suppliers, members of the public,

users of a particular website.

Plan for return and destruction of the See details in Annex 3 — Prosperon Privacy Policy.
data once the Processing is complete
UNLESS requirement under Union or
Member State law to preserva that type
of data

Annex 2: Joint Controller Agreement

i. Jeint Cantralier Starus ond Alfocation of Responsibilities

11

1.2

1.3

With respect to Personal Data under Joint Control of the Parties, the Parties envisage that
they shall each be a Data Controller in respect of that Personal Data in accordance with the
terms of this Annex 2 (Joint Conftroller Agreement) in replacement of paragraphs 2 to 15 of
Schedule 4 of the Framework Agreement (Where one Party is Controller and the other Party
is Processor) and paragraphs 17-27 of Schedule 4 (Independent Controflers of Parsonal
Data). Accordingly, the Parties each undertake lo comply with the applicable Data Protection
Legislation in respact of thair Processing of such Personal Data as Data Controllers.

The Parties agree that the [delete as appropriate Supplier/Buyer]:

(a) is the exclusive point of contact for Data Subjects and is responsible for all steps
necessary to comply with the GDPR regarding the exercize by Data Subjects of their
rights under the GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in
connection with the exercise of their rights as Data Subjects and for any enquiries
concerning their Personal Data or privacy;

(c) iz solely responsible for the Parties’ compliance with all duties to provide information
to Data Subjects under Articles 13 and 14 of the GDFR;

(d) is responsible for obtaining the informed consent of Data Subjects, in accordance with
the GDPR, for Processing in connection with the Services where consent is the
relevant legal basis for that Processing; and

le) shall make available to Data Subjects the essence of this Annex (and notify them of
any changes to it) concerning the allocation of responsibilities as Joint Controller and
its role as exclusive point of contact, the Parties having used their best endeavours
to agres the terms of that essence, This must be outlined in the [Supplier's/Buyer's)
privacy policy (which must be readily available by hyperlink or otherwise on all of its
public facing sernvices and marketing).

MNotwithstanding the terms of clause 1.2, the Parties acknowledge that a data subject has the

right to exercise their lagal rights under the Data Protection Legislation as against the relevant
Party as Controller,
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2.1

Undertakings of both Parties

The Supplier and the Buyer each underake that they shall:

(a)

(b)

(c)

(d)

(e)

(f)

repor to the other Party every [enter number] months on:

(i) the volume of Data Subject Request (or purported Data Subject Requests)
fram Data Subjects (or third parties on their behalf);

(i) the volumea of requests from Data Subjects (or third parties on their behalf) to
rectify, block or erase any Personal Data;

(i} any other requests, complaints or communications from Data Subjects {or
third parties on their behalf) relating to the other Pary's obligations under
applicable Dala Protection Legislation;

(iv)  any communications from the Information Commissioner or any other
regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where
compliance with such reques! is required or purported to be required by Law,
that it has received in relation 1o the subject matter of the Contract during that
period;

notify each other immediately if it receives any request, complaint or communication
made as referred to in Clauses 2.1(a){i) to (v);

provide the other Party with full cooperation and assistance in relation o any request,
complaint or communication made as referred to in Clausas

2. 1(a)(iii) to (v) to enable the other Parly to comply with the relevant limescales set
out in the Data Protection Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for the
provision of the Services and, for any disclosure or transfer of Personal Data to any
third party, (save where such disclosure or transfer is specifically authorised under
the Conlract or is required by Law) ensura consent has been oblained from the Data
Subject prior to disclosing or transferring the Personal Data to the third party. For the
avoidance of doubt the third party to which Personal Data is transferred must be
subject to equivalent obligations which are no less onerous than those set out in this
Annex;

request from the Dala Subject only the minimum information necessary to provide the
Servicas and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Prolective Measures to guard
against unauthorized or unlawful Processing of the Personal Data andfor accidental
loss, destruction or damage o the Persomal Data and unauthorised or unlawiul
disclosure of or access o the Personal Data;
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2.2

(g) take all reasonable steps to ensure the reliability and integrity of any of its personnel
who have access to the Personal Data and ensure that its personnel;

{i) are aware of and comply with their 's duties under this Annex 2 (Joint
Controller Agreement) and those in respect of Confidential Information

(it} are informed of the confidential nature of the Personal Data, are subject to
appropriale obligations of confidentiality and do not publish, disclose or
divulge any of the Persanal Data to any third party where the that Party would
not be permitted {o do so;

(i} have undergone adequate fraining im the use, care, protection and handling
of Personal Data as required by the applicable Data Protection Leqgislation;

(h)  ensure that it has in place Proleclive Measures as appropriate to protect against a
Data Loss Event having taken account of the:

i) nature of the data to be protected;

(i) harm that might result from a Data Loss Event;
(iii} state of technological dewvelopment; and

(v costof implementing any measures;

] ensure that it has the capability (whether technological or otherwise), to the extent
required by Data Protection Legislation, to provide or correct or delete at the request
of a Data Subject all the Personal Data relating to that Data Subject that the Supplier
holds: and

(i) ensure that it notifies the other Party as soon as it becomes aware of a Data
Loss Event.

Each Joint Controlier shall use its reasonable endeavours to assist the other Controller to
comply with any obligations under applicable Data Protection Legislation and shall not
perform its obligations under this Annex in such a way as to cause the other Joint Controller
lo breach any of its obligations under applicable Data Protection Legislation to the extent it
is aware, or ought réasonably to have been aware, that the same would be a breach of such
obligations

Lato Frotecton Bregoh

Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and
without undue delay, and in any event within 48 hours, upon becoming aware of any Personal
Data Breach or circumstances that are likely to give rise to a Personal Data Breach, providing
the other Party and its advisors with:

(a)  sufficient information and in a timescale which allows the other Party to meet any
obligations 1o report @ Personal Data Breach under the Data Protection Legislation;

(B} all reasonable assistance, including:
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3.2

(i) co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;

(i) co-operation with the other Party including taking such reasonable steps as
are directed by the other Party to assist in the investigation, mitigation and
remediation of a Personal Data Breach;

(i) co-ordination with the other Party regarding the management
of public relations and public staterments relating to the Personal Data Breach;

andfor

iiv)  providing the other Party and to the extent instructed by the other Party to do
s0, andfor the Information Commissioner investigating the Personal Data
Breach, with complete information relating to the Personal Data Breach,
including, without limitation, the information set out in Clause 3.2.

Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal Data
where it has losl, damaged, destroyed, altered or corrupted as a result of a Personal Data
Breach as it was that Party's own data at its own cost with all possible speed and shall provide
the other Party with all reasonable assistance in respect of any such Personal Data Breach,
including providing the other Party, as soon as possible and within 48 hours of the Personal
Data Breach relating to the Personal Data Breach, in particular:

(a) the nature of the Personal Data Breach;
(b)  the nature of Personal Data affected,
(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier's Data Protection Officer or other
relevant contact from whom more information may be obtained,

(a) measuras taken or proposed to be taken to address the Personal Data Breach; and
{n describe the likely consequences of the Parsonal Data Braach.

Audit

The Supplier shall permit:

(a) the Buyer, or a third-party auditor acting under the Buyer's direction, to conduct, at
the Buyer's cost, data pavacy and security audits, assessments and inspections
concerning the Supplier's data security and privacy procedures relating to Personal
Data, its compliance with this Annex 2 and the Data Protection Legislation; and/or



ot 1

[{+]] the Buyer, or a third-party auditor acting under the Buyer's direction, access to
premises at which the Personal Data is accessible or at which it is able to inspect any
relevant records, including the record maintained under Article 30 GDPR by the
Supplier 5o far as relevant to the contract, and procedures, including premisas under
the control of any third party appointed by the Supplier to assist in the provision of the
Senvices.

The Buyer may, in ils sole discretion, require the Supplier to provide evidence of the
Supplier's compliance with Clause 4.1 in lieu of conducting such an audit, assessment or
inspaction.

IMEaICt AS5E85MENTS

The Parties shall:

{a) provide all reasonable assistance to the each other to prepare any data protection
impact assessment as may be required (including provision of detailed information
and assessments in relation to Processing operations, risks and measures); and

Ib) maintain full and complete records of all Processing carmied out in respect of the
Pearsanal Data in connaction with the contract, in accordance with the tarms of Aricle
30 GDPR.

IC0 Guidance

The Parties agree 1o take account of any guidance issued by the Information Commissioner
andfor any relevant central government body. The Buyer may on not less than thirty (30)
Working Days’ notice to the Supplier amend the confract to ensure thal it complies with any
guidance issued by the Information Commissioner andfor any relevant central government
body.

Linbilities for Dota Profection Breach

[Guidance: This clause represents a risk share, you may wish to reconsider the apportionment of
liability and whether recoverability of losses are likely to be hindered by the contractual limitation of
liability provisions)

If financial penalties are imposed by the Information Commissionear on aither the Buyer or the
Supplier for a Personal Data Breach ("Financial Penalties™) then the following shall occur:

(a) if in the view of the Information Commissioner, the Buyer is responsible for the
Fersonal Data Breach, in that it is caused as a resull of the actions or inaction of the
Buyer, its employees, agents, contractors (other than the Supplier) or systems and
procedures controlled by the Buyer, then the Buyer shall be responsible for the
payment of such Financial Penalties. In this case, the Buyer will conduct an intermal
audit and engage at its reasonable cost when necessary, an independent third party
to conduct an audit of any such Personal Data Breach. The Supplier shall provide to
the Buyer and its third party invesligators and auditors, on request and at the
Supplier's reasonable cost, full cooperation and access o conduct a thorough audit
of such Perzonal Data Breach;
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7.3

7.4

10.1

(b} if in the view of the Information Commissicner, the Supplier is responsible for the
Personal Data Breach, in that it is not a Personal Data Breach that the Buyer is
responsible for, then the Supplier shall be responsible for the payment of these
Financial Penalties. The Supplier will provide to the Buyer and its auditors, on request
and at the Supplier's sole cost, full cooperation and access to conduct a thorough
audit of such Perscnal Data Breach; or

{c) if no view as to responsibility is expressed by the Information Commissioner, then
the Buyer and the Supplier shall work together to investigate the relevant Personal
Data Breach and allocate responsibility for any Financial Penalties as outlined above,
or by agreement to split any Financial Penalties equally if no responsibility for the
Personal Data Breach can be apportioned. In the event that the Parties do not agree
such apportionment then such Dispute shall be referred to the procedure set out in
clauses B.G66 to 8.79 of the Framework terms (Managing disputes).

If either the Buyer or the Supplier is the defendant in a legal claim brought before a court of
competent jurisdiction ("Court”) by a third party in respect of a Personal Data Breach, then
unless the Parties otherwise agree, the Party that is determined by the final decision of the
Court to be responsible for the Personal Data Breach shall be liable for the losses arising
from such Personal Data Breach. Where both Paries are liable, the liability will be
apportioned between the Parties in accordance with the decision of the Court.

In respect of any losses, cost claims or expenses incurred by either Party as a result of a
Personal Dala Breach (the “Claim Losses™):

{(a) if the Buyer is responsible for the relevant Personal Data Breach, then the Buyer
shall be responsible for the Claim Losses;

(b} if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

(c) if responsibility for the relevant Personal Data Breach is unclear, then the Buyer
and the Supplier shall be responsible for the Claim Losses aqually.

Mothing in either clause 7.2 or clause 7.3 shall preclude the Buyer and the Supplier reaching
any other agreament, including by way of compromise with a third party complainant or
claimant, as to the apporionment of financial responsibility for any Claim Losses as a result
of a Personal Data Breach, having regard 1o all the cireumstances of the Personal Data
Breach and the legal and financial obligations of the Buyer.

Nl used

Termination

If the Supplier is in material Default under any of its obligations under this Annex 2 (joint
controller agreement), the Buyer shall be entitled to lerminate the contract by issuing a
termination notice to the Supplier in accordance with Clause 18.5 (Ending the contract).

Lub-Processing

In respect of any Processing of Personal Data performed by a third party on behalf of a Party,
that Party shall:
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(a) carry oul adequate due diligence on such thind party to ensure that it is capable of
providing the level of protection for the Personal Data as is required by the contract,
and provide evidence of such due diligence to the other Party where reasonably
requested; and

) ensure that a suitable agreement is in place with the third parly as required under
applicable Data Protection Legislation.

11, Data Hetenton

11.1  The Parties agree to erase Personal Data from any computers, storage devices and storage
media that are to be retained as so0on as practicable after it has ceased to be necessary for
them to retain such Personal Data under applicable Data Protection Legistation and their
privacy policy (save to the extent (and for the limited pericd) that such information neads to
be retained by the a Party for statutory compliance purposes or as otherwise required by the
contract), and taking all further actions as may be necessary to ensure its compliance with
Data Protection Legislation and its privacy policy.
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Annex 3: Prosperon’s Privacy Policy

Prasperon Metworks Ltd ("We™) are committed to protecting and respecting your privacy.

This policy (together with our terms of use [INSERT AS LINK TO WEBSITE TERMS OF USE] and any other
documents referred to on it) sets out the basis on which any personal data we collect from you, or that you
provide to us, will be processed by ws. Please read the following carefully to understand our views and
practices regarding your personal data and how we will treat it. By visiting [URL OF RELEVANT WEBSITE] vou
are accepting and consenting to the practices described in this policy.

For the purpese of the Data Protection Act 1993 (the Act), the data controller is Prosperon
Mebworks Ltd of Argyll House, 15 Liverpool Gradens, Worthing, West Sussex BN11 1RY

INFORMATION WE MAY COLLECT FROM YOU
We may collect and process the following data about you:

Information you give us. You may give us information about you by filling in forms on our site
WWWLPIOSPEron, co,uk O wew,. campaign. prosperon.co.uk or by cormesponding with us by phane, e-mail
or othenwise, This includes information you provide when you register to use our site, subscribe to our
service, search for a product, participate in discussion boards or other social media functions on our site,
enter a competition, promotion or survey, register for an event, request Technical Support and when you
report 3 problem with our site, The information you give us may incude your name, address, e-mail
address and phone number, financial and credit card information, personal description and photograph.

Information we collect about you. With regard to each of your wisits to our site we may
automatically collect the following information:

technical information, including the Internet protocol (IP) address used to connect your computer to
the Internet, your login information, browser type and version, time zone setting, browser plug-in types
and versions, operating system and platform;

information about your visit, including the full Uniform Resource Locators (URL) dlickstream to,
throwgh and from our site (including date and time); products you viewed or ssarched for; page response
times, download errors, length of visits to certain pages, page interaction information (such as scrolling,
clicks, and mouseovers), and methods wsed to browse away from the page and any phone number used
o call our customer service number,

Information we receive from other sources. We may receive information about vou if you use
any of the other websites we operate or the other services we provide, In this case we will have informed
you when we collected that data that it may be shared internally and combined with data collected on this
site, We are also working closely with third parties (including, for example, business partners, sub-
contractors in technical, payment and delivery services, advertising networks, analytics providers, search
information providers, credit reference agencies) and may receive information about you from them.

Third parties that we work with and may share data with include but are not limited to:

SolarWinds, You  can view the privacy policy for SolarWinds at;
h - i rwinds.comy| [

EverBridge. You can  view the privacy policy for EverBridge  at:
hitr: 7 bric : Neaal/og sclicsal

NetFort Technologies. You can view the privacy policy for NetFort Technologies at:
hittps./fwww netfort. com,privacy-policy
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LiveAction. You can  view the privacy policy for LiveAction  at:

Mﬁw

Ayehu. You can view the privacy policy for Ayehu at: hitps://ayehu.com/company/privacypolicy/
CooKies

Our website uses cookies to distinguish you from other users of our website. This helps us to provide you with
d Qﬂﬂﬂ experience when you browse our website and also allows us to improve our site. For detailed
ln'FﬂlTnatlun on the l:unheﬁ we use am:l the nurpusaa fur whlr:h we use them see our Cookie policy at:

USES MADE OF THE INFORMATION

We use information held about yvou in the following ways:
« Information you give to us. We will use this Information:

= tocarry out our obligations arising from any contracts entered into between you and ws and
to provide you with the information, products and services that you reguest from us;

* to provide you with information about other goods and services we offer that are similar to
those that you have already purchased or enquired about;

= o provide you, or permit selected third parties to provide you, with information about goods
oF services we feel may interest you. If you are an existing customer, we will only contact you by
electronic means (e-mail or SMS) with information about goods and services similar to those which
were the subject of a previous sale or negotiations of a sale to you. IF you are a new customer,
and where we permit selected third parties to use your data, we (or they) will contact you by
electronic means only if you have consented to this. If you do ot want us to wse your data in this
way, of bo pass your details on to thind parties for marketing purposes, please contact us at:
AccountsE@prosperon.co.uk;

* tonotify you about changes to our service;

= toensure that content from our site is presented in the most effective manner for youw and for
your computer.

= Information we collect about you. We will use this information:

= to administer our site and for internal operations, incduding troubleshooting, data analysis,
testing, research, statistical and survey purposes;

¢ o imprave our site to ensure that content is presented in the most effective manner for you
and for your computer:

= o allow you to participate in interactive features of our service, when you choose to do so;
= as part of our efforts to keep our site safe and secure;

*  tomeasure or understand the effectiveness of advertising we serve to you and others, and to
deliver relevant advertising to you;

= to make suggestions and recommendations to you and other users of cur site about goods or
services that may interest you or them,
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Information we receive from other sources. We may combine this information with
information you give to us and information we codlect about you. We may us this information and
the combined information for the purposes set out above (depending on the types of information
we receive),

DISCLOSURE OF YOUR INFORMATION

We may share your personal information with any member of our group, which means our subsidiaries, our
ultimate holding company and its subsidiaries, as defined in section 1159 of the UK Companies Act 2006.

We may share your information with selected third parties including:

+ Business partners, suppliers and sub-contractors for the performance of any contract we enter into with
[them or] you. These include but are not limited to:

SolarWinds. You can  view the privacy policy for SolarWinds  at:
hitps://www solarwinds.com/legal/privacy

EverBridge. You  can  view the privacy podicy for EverBridge  at:
I 1] rid ! legal/pri il

NetFort Technologies, You can view the privacy policy for MetFort Technologies at:
https:/www netfort. comyprivacy-palicy/

LiveAction. You  can view  the privacy policy for LiveAction at:
https:/ feww. liveaction.comy/ privacy-policy/

Ayehu. You can view the privacy policy for Ayehu at: hitps://ayehu.com/company/privacypolicy/

«  Advertisers and advertising networks that require the data to select and serve relevant adwerts to you
and others. [We do not disclose information about identifiable individuals to our advertisers, but we may
provide them with aggregate information about our users (for example, we may inform them that 500
men aged under 30 have clicked on their advertisement on any given day). We may also use such
aggregate information to help advertisers reach the kind of audience they want to target (for example,
wamen in SWL. We may make use of the personal data we have collected from you to enable us to
comply with our advertisers’ wishes by displaying their advertisernent to that target audience].

v Analytics and search engine providers that assist us in the improvement and optimisation of our site

«  Credit reference agencies for the purpose of assessing your credit score wihere this is a condition of
us entering into a contract with you.

We may disclose vour personal information to third parties:

In the event that we sell or buy any business or assets, in which case we may disclose your personal
data to the prospective seller or buyer of such business or assets,

If Prosperon Networks Ltd or substantially all of its assets are acguired by a third party, in which case
personal data hedd by it about its customers will be one of the transferred assets.

« If we are under a duty to disclose or share your personal data in order to comply with any legal
obligation, ar in order to enforce or apply aur terms of use
https://marketing. ummnmuwaw_m terms and
conditions of supply hitps: :

Wﬁtﬂlﬁﬁ_ﬁ our SJ.IFI-I:IIEH'-EI'II:EI terms  of cﬂndlmrts
a0




: - p Z nditions and other agreements;
or to plﬂedﬁ're thts property, HEBfEt‘FﬂfPTﬂSpEI‘Gﬂ Nehw:u'tsud our customers, or others, This
includes exchanging information with other companies and organisations for the purposes of fraud
protection and credit risk reduction.

WHERE WE STORE YOUR PERSONAL DATA

The data that we collect from you may be transferred to, and stored at, a destination outside the European
Economic Area ("EEA™). It may also be processed by staff operating outside the EEA who work for us or for
one of our supplers. Such staff maybe engaged in, among other thimgs, the fulfilment of your order, the
processing of your payment details and the provision of support services. By submitting your personal data,
you agree to this transfer, storing or processing, Prosperon Networks Lid will take all steps reasonably
necessary bo ensure that your data is treated securely and in accordance with this privacy policy.

Al information you provide to us is stored on our secure servers, Any payment transactions will be encrypted
[using S5L technology]. Where we have given you (or where you have chosen) a password which enables you
to access certain parts of our site, you are responsible for keeping this password confidential. We ask you not
to share a password with anyone,

Unfartunately, the transmission of information via the internet is not completely secure. Although we will do
our best to pratect your personal data, we cannot guarantee the security of your data transmitted to our site;
any transmission is at your own risk. Qnce we have received your information, we will use strict procedures
and security features ko try to prevent unauthorised access,

YOUR RIGHTS

You have the right to ask us not to process yvour personal data for marketing purposes. We will usually inform
you (before collecting your data) If we intend to use your data for such purposes or if we intend to disclose
your information to any third party for such purposes. You can exercise your right to prevent such processing
by checking certain boxes on the forms we use to collect your data. You can also exercise the nght at any
time by contacting us at Prosperon Networks Lid, Argyll House, 15 Liverpool Gardens, Worthing, Wiest Sussex

BN11 1IRY or accounts@prosperon.co.uk.

Qur site may, from time to time, contain finks to and from the websites of our partner networks, advertisers
and affiliabes, IF you follow a link to any of these websites, please note that these websites have their own
privacy policies and that we do not accept any responsibility or liability for these policies.  Please check these
policies before you submit any personal data to these websites.

ACCESS TO INFORMATION

The Act gives you the right to access information held about you. Your right of access can be exercised in
accordance with the Act. Any access request may be subject to a fee of £10 to meet our costs in providing
you with details of the information we hold about yvou,

CHANGES TO OUR PRIVACY POLICY

Any changes we may make to our privacy policy in the future will be posted on this page and, where
appropriate, notified to you by e-mail. Please check back frequently to see any updates or changes to our
privacy palicy.

CoMTACT

Questions, comments and requests regarding this privacy policy are welcomed and should be addressed to
Data Collection Officer, Prosperon Networks Ltd, Argyll House, 15 Liverpool
Gardens, Worthing, West Sussex. BN11 1RY or accounts@prosperon.co.uk
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