"Security Policy
Framework”

"Service Transfer"

"Service Transfer
Date"

"Services"

"Sites"

"Specific Change in
Law™

"Staffing Information"

"Standards”

“Statement of
Requirements”

"Sub-Contract"”

the current HMG Security Policy Framework that can be
found at
https://www.gov.uk/government/publications/security-
policy-framework ;

means any transfer of the Services (or any part of the
Services), for whatever reason, from the Supplier or any
Sub-Contractor to a Replacement Supplier or a
Replacement Sub-Contractor;

means the date of a Service Transfer;

means the services to be provided by the Supplier to the
Customer as referred to in Annex 1 of Call Off Schedule 2
(Services);

means any premises (including the Customer Premises,
the Supplier's premises or third party premises) from, to
or at which:

a) the Services are (or are to be) provided; or

b) the Supplier manages, organises or otherwise
directs the provision or the use of the Services.

means a Change in Law that relates specifically to the
business of the Customer and which would not affect a
Comparable Supply;

has the meaning give to it in Call Off Schedule 10 (Staff
Transfer);

means any:

a) standards published by BSI| British Standards, the
National Standards Body of the United Kingdom, the
International Organisation for Standardisation or
other reputable or equivalent bodies (and their
successor bodies) that a skilled and experienced
operator in the same type of industry or business
sector as the Supplier would reasonably and
ordinarily be expected to comply with,

b) standards detailed in the specification in Framework
Schedule 2 (Services and Key Performance
Indicators);

¢) standards detailed by the Customer in the Call Off
Order Form or agreed between the Parties from time
to time;

d) relevant Government codes of practice and
guidance applicable from time to time.

means a statement issued by the Customer detailing its
requirements in respect of Services issued in accordance
with the Call Off Procedure;

means any contract or agreement (or proposed contract
or agreement) pursuant to which a third party:
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"Sub-Contractor”

"Supplier"

"Supplier Assets"

"Supplier
Background IPR"

"Supplier Equipment™

"Supplier Non-
Performance”

“Supplier Personnel”

"Supplier Profit"

"Supplier Profit
Margin”

a) provides the Services (or any part of them);

b) provides facilities or services necessary for the
provision of the Services (or any part of them);
and/or

c) is responsible for the management, direction or
control of the provision of the Services (or any part
of them);

means any person other than the Supplier, who is a party
to a Sub-Contract and the servants or agents of that
person;

means the person, firm or company with whom the
Customer enters into this Call Off Contract as identified in
the Call Off Order Form;

means all assets and rights used by the Supplier to
provide the Services in accordance with this Call Off
Contract but excluding the Customer Assets;

means

a) Intellectual Property Rights owned by the Supplier
before the Call Off Commencement Date, for
example those subsisting in the Supplier's standard
development tools, program components or
standard code used in computer programming or in
physical or electronic media containing the
Supplier's Know-How or generic business
methodologies; and/or

b) Intellectual Property Rights created by the Supplier'
independently of this Call Off Contract,

means the Supplier's hardware, computer and telecoms
devices, equipment, plant, materials and such other items
supplied and used by the Supplier (but not hired, leased
or loaned from the Customer) in the performance of its
obligations under this Call Off Contract;

has the meaning given to it in Clause 40.1 (Supplier Relief
Due to Customer Cause);

means all directors, officers, employees, agents,
consultants and contractors of the Supplier and/or of any
Sub-Contractor engaged in the performance of the
Supplier’s obligations under this Call Off Contract;

means, in relation to a period or a Milestone (as the
context requires), the difference between the total Call Off
Charges (in nominal cash flow terms but excluding any
Deductions) and total Costs (in nominal cash flow terms)
for the relevant period or in relation to the relevant
Milestone;

means, in relation to a period or a Milestone {(as the
context requires), the Supplier Profit for the relevant
period or in relation to the relevant Milestone divided by
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"Supplier
Representative™

"Supplier's
Confidential
Information"

"Template Call Off
Order Form"

"Template Call Off
Terms"”

"Tender"

"Termination Notice"

"Third Party IPR"

“Transferring
Customer
Employees”

“Transferring Former
Supplier Employees”

"Transferring
Supplier Employees”

"Transparency
Reports"

the total Call Off Contract Charges over the same period
or in relation to the relevant Milestone and expressed as
a percentage;

means the representative appointed by the Supplier
named in the Call Off Order Form;

means

a) any information, however it is conveyed, that relates
to the business, affairs, developments, IPR of the
Supplier (including the Supplier Background IPR)
trade secrets, Know-How, and/or personnel of the
Supplier;

b) any other information clearly designated as being
confidential (whether or not it is marked as
"confidential') or which ought reasonably to be
considered to be confidential and which comes (or
has come) to the Supplier's attention or into the
Supplier's possession in connection with this Call
Off Contract;

¢) information derived from any of the above.

means the template Call Off Order Form in Annex 1 of
Framework Schedule 4 (Template Call Off Order Form
and Template Call Off Terms);

means the template terms and conditions in Annex 2 of
Framework Schedule 4 (Template Call Off Order Form
and Template Call Off Terms);

means the tender submitied by the Supplier to the
Autharity, a copy of which is annexed or referred to in
Framework Schedule 21;

means a written notice of termination given by one Party
to the other, notifying the Party receiving the notice of the
intention of the Party giving the notice to terminate this
Call Off Contract on a specified date and setting out the
grounds for termination;

means Intellectual Property Rights owned by a third party
which is or will be used by the Supplier for the purpose of
providing the Services;

those employees of the Customer to whom the
Employment Regulations will apply on the Relevant
Transfer Date;

in relation to a Former Supplier, those employees of the
Former Supplier to whom the Employment Regulations
wilt apply on the Relevant Transfer Date;

means those employees of the Supplier and/or the
Supplier's Sub-Contractors to whom the Employment
Regulations will apply on the Service Transfer Date.

means the information relating to the Services and
performance of this Call Off Contract which the Supplier
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"Undelivered
Services"

"Undisputed Sums
Time Period"

"Valid Invoice"

"Variation"

"Variation Form"
"Variation Procedure"
“"VAT"

“Worker”

"Working Day"

is required to provide to the Customer in accordance with
the reporting requirements in Schedule 13;

has the meaning given to it in Clause 8.4.1 (Services);

has the meaning given to it Clause 43.1.1 (Termination of
Customer Cause for Failure to Pay);

means an invoice issued by the Supplier to the Customer
that complies with the invoicing procedure in paragraph 7
(Invoicing Procedure) of Call Off Schedule 3 (Call Off
Contract Charges, Payment and Invoicing);

has the meaning given to it in Clause 23.1 (Variation
Procedure);

means the form set out in Call Off Schedule 12 (Variation
Form);

means the procedure set out in Clause 23.1 (Variation
Procedure);

means value added tax in accordance with the provisions
of the Value Added Tax Act 1994;

means any one of the Supplier Personnel which the
Customer, in its reasonable opinion, considers is an
individual to which Procurement Policy Note 08/15 (Tax
Arrangements of Public Appointees)
https:/imwww.gov.uk/government/publications/procuremen
t-policy-note-0815-tax-arrangements-of-appointees
applies in respect of the Services.

means any day other than a Saturday or Sunday or public
holiday in England and Wales unless specified otherwise
by Parties in this Call Off Contract.



CALL OFF SCHEDULE 2: SERVICES
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ANNEX 1: THE SERVICES
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ANNEX 2: NOT USED
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CALL OFF SCHEDULE 3: CALL OFF CONTRACT CHARGES, PAYMENT AND

1. DEFINITIONS

1.1

INVOICING

The following terms used in this Call Off Schedule 3 shall have the following

meaning:

"Reimbursable means the reasonable out of pocket travel and subsistence (for
Expenses”

"Review
Adjustment
Date"

"Supporting

example, hotel and food) expenses, properly and necessarily
incurred in the performance of the Services, calculated at the
rates and in accordance with the Customer's expenses policy
current from time to time, but not including:

a) travel expenses incurred as a result of Supplier
Personnel travelling to and from their usual place of work,
or to and from the premises at which the Services are
principally to be performed, unless the Customer
otherwise agrees in advance in writing; and

b) subsistence expenses incurred by Supplier Personnel
whilst performing the Services at their usual place of
work, or to and from the premises at which the Services
are principally to be performed;

has the meaning given to it in paragraph 10.1.2 of this Call Off
Schedule 3;

means sufficient information in writing to enable the Customer

Documentation”  toreasonably to assess whether the Call Off Contract Charges,

Reimbursable Expenses and other sums due from the
Customer under this Call Off Contract detailed in the
information are praoperly payable.

2. GENERAL PROVISIONS

2.1

This Call Off Schedule 3 details:

211

212
213
214

the Call Off Contract Charges forthe Services under this Call Off
Contract, and

the payment terms/profile for the Call Off Contract Charges;
the invoicing procedure; and

the procedure applicable to any adjustments of the Call Off Contract
Charges.

3. CALL OFF CONTRACT CHARGES

3.1

3.2

The Call Off Contract Charges which are applicable to this Call Off Contract are
set out in Annex 1 of this Call Off Schedule 3.

The Supplier acknowledges and agrees that:

3.21

in accordance with paragraph 2 (General Provisions) of Framework
Schedule 3 (Framework Prices and Charging Structure), the Call Off
Contract Charges can in no event exceed the Framework Prices set out
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in Annex 3 to Framework Schedule 3 (Framework Prices and Charging
Structure); and

3.2.2 subject to paragraph 8 of this Call Off Schedule 3 {Adjustment of Call
Off Contract Charges), the Call Off Contract Charges cannot be
increased during the Call Off Contract Period.

4. COSTS AND EXPENSES

4.1

Except as expressly set out in paragraph 5 of this Call Off Schedule
3(Reimbursable Expenses),] the Call Off Contract Charges include all costs and
expenses relating to the Services and/or the Supplier's performance of its
obligations under this Call Off Contract and no further amounts shall be payable
by the Customer to the Supplier in respect of such performance, including in
respect of matters such as:

411 any incidental expenses that the Supplier incurs, including travel,
subsistence and lodging, document or report reproduction, shipping,
desktop or office equipment costs required by the Supplier Personnel,
network or data interchange costs or other telecommunications charges;
or

41.2 any amount for any services provided or costs incurred by the Supplier
prior to the Call Off Commencement Date.

5. REIMBURSEABLE EXPENSES

5.1

If the Customer has so specified in the Call Off Order Form, the Supplier shail be
entitled to be reimbursed by the Customer for Reimbursable Expenses (in addition
to being paid the relevant Call Off Contract Charges under this Call Off Contract),
provided that such Reimbursable Expenses are supported by Supporting
Documentation. The Customer shall provide a copy of their current expenses
policy to the Supplier upon request.

6. PAYMENT TERMS/PAYMENT PROFILE

6.1

The payment terms/profile which are applicable to this Call Off Contract are set
out in Annex 2 of this Call Off Schedule 3.

7. INVOICING PROCEDURE

7.1

7.2

The Customer shall pay all sums. properly due and payable to the Supplier in
cleared funds within thirty (30) days of receipt of a Valid Invoice, submitted to the
address specified by the Customer in paragraph 7.6 of this Call Off Schedule 3
and in accordance with the provisions of this Call Off Contract.

The Supplier shall ensure that each invoice (whether submitted electronically
through a purchase-to-pay (P2P) automated system (or similar) or in a paper form,
as the Customer may specify (but, in respect of paper form, subject to paragraph
7.3 below)):

7.21 contains:

(a) all appropriate references, including the unique order
reference number set out in the Call Off Order Form; and

(b) a detailed breakdown of the Delivered Services, including
the Milestone(s) (if any) and Deliverable(s) within this Call
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Off Contract to which the Delivered Services relate, against
the applicable due and payable Call Off Contract Charges;
and

7.22 shows separately:
{a) NOT USED;

{b) the VAT added to the due and payable Call Off Contract
Charges in accordance with Clause 24.2.1 of this Call Off
Contract (VAT) and the tax point date relating to the rate of
VAT shown; and

723 is exclusive of any Management Charge (and the Supplier shall not
attempt to increase the Call Off Contract Charges or otherwise recover
from the Customer as a surcharge the Management Charge levied on it
by the Authoarity); and

724 it is supported by any other documentation reasonably required by the
Customer to substantiate that the invoice is a Valid Invoice.

7.3 If the Customer is a Central Government Body, the Customer’s right to request
paper form invoicing shall be subject to procurement policy note 11/15 {available
at
hitps://www.gov.uk/government/uploads/system/uploads/attachment_data/file/43
7471/PPN _e-invoicing.pdf)), which sets out the policy in respect of unstructured
electronic invoices submitted by the Supplier to the Customer (as may be amended
from time to time).

7.4 The Supplier shall accept the Government Procurement Card as a means of
payment for the Services where such card is agreed with the Customer to be a
suitable means of payment. The Supplier shall be solely liable to pay any merchant
fee levied for using the Government Procurement Card and shall not be entitled to
recover this charge from the Customer.

7.5 All payments due by one Party to the other shall be made within thirty (30) days of
receipt of a Valid Invoice unless otherwise specified in this Call Off Contract, in
cleared funds, to such bank or building society account as the recipient Party may
from time to time direct.

7.6 The Supplier shall submit invoices directly to the Customer’s billing address set
out in the Call Off Order Form.

8. ADJUSTMENT OF CALL OFF CONTRACT CHARGES

8.1 The Call Off Contract Charges shall only be varied:

8.1.1 due to a Specific Change in Law in relation to which the Parties agree
that a change is required to all or part of the Call Off Contract Charges
in accordance with Clause 23.2 of this Call Off Contract (Legislative
Change);

81.2 in accordance with Clause 24.1.4 of this Call Off Contract (Call Off
Contract Charges and Payment) where all or part of the Call Off Contract
Charges are reduced as a result of a reduction in the Framework Prices;

8.1.3 where all or part of the Call Off Contract Charges are reduced as a result
of a review of the Call Off Contract Charges in accordance with Clause
19 of this Call Off Contract (Continuous Improvement);
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8.2

8.1.4 where all or part of the Call Off Contract Charges are reduced as a result
of a review of Call Off Contract Charges in accordance with Clause 26
of this Call Off Contract (Benchmarking);

8.1.5 where all or part of the Call Off Contract Charges are reviewed and
reduced in accordance with paragraph 9 of this Call Off Schedule 3;

8.1.6 where a review and increase of Call Off Contract Charges is requested
by the Supplier and Approved, in accordance with the provisions of
paragraph 10 of this Cali Off Schedule 3; or

8.1.7

Subject to paragraphs 8.1.1 to 8.1.5 of this Call Off Schedule 3, the Call Off
Contract Charges will remain fixed for the number of Contract Years specified in
the Call Off Order Form.

9. SUPPLIER PERIODIC ASSESSMENT OF CALL OFF CONTRACT CHARGES

9.1

9.2

Every six (6) Months during the Call Off Contract Period, the Supplier shall assess
the level of the Call Off Contract Charges to consider whether it is able to reduce
them.

Such assessments by the Supplier under paragraph 9 of this Call Off Schedule 3
shall be carried out on the dates specified in the Call Off Order Form in each
Contract Year (or in the event that such dates do not, in any Contract Year, fall on
a Working Day, on the next Working Day following such dates). To the extent that
the Supplier is able to decrease all or part of the Call Off Contract Charges it shall
promptly notify the Customer in writing and such reduction shall be implemented
in accordance with paragraph 12.1.5 of this Call Off Schedule 3 below.,

10. SUPPLIER REQUEST FOR INCREASE OF THE CALL OFF CONTRACT CHARGES

10.1

10.2

10.3

If the Customer has so specified in the Call Off Order Form, the Supplier may
request an increase in all or part of the Call Off Contract Charges in accordance
with the remaining provisions of this paragraph 10 subject always to:

10.1.1  paragraph 3.2 of this Call Off Schedule 3;

10.1.2 the Supplier's request being submitted in writing at least three (3)
Months before the effective date for the proposed increase in the
relevant Call Off Cantract Charges ("Review Adjustment Date") which
shall be subject to paragraph 10.2 of this Call Off Schedule 3; and

10.1.3  the Approval of the Customer which shall be granted in the Customer’s
sole discretion.

The earliest Review Adjustment Date will be the first (1st) Working Day following
the anniversary of the Call Off Commencement Date after the expiry of the period
specified in paragraph 8.2 of this Schedule 3 during which the Contract Charges
shall remain fixed (and no review under this paragraph 10 is permitted). Thereafter
any subsequent increase to any of the Call Off Contract Charges in accordance
with this paragraph 10 of this Call Off Schedule 3 shall not occur before the
anniversary of the previous Review Adjustment Date during the Call Off Contract
Period.

To make a request for an increase of some or all of the Call Off Contract Charges
in accordance with this paragraph 10, the Supplier shall provide the Customer with:

10.3.1  alist of the Call Off Contract Charges it wishes to review;
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10.3.2

1. NOT USED

for each of the Call Off Contract Charges under review, written evidence
of the justification for the requested increase including:

(a) a breakdown of the profit and cost components that
comprise the relevant Call Off Contract Charge;

(b)  details of the movement in the different identified cost
components of the relevant Call Off Contract Charge;

(c) reasons for the movement in the different identified cost
components of the relevant Call Off Contract Charge;

(dy evidence that the Supplier has attempted to mitigate against
the increase in the relevant cost components; and

(e)  evidence that the Supplier's profit component of the relevant
Call Off Contract Charge is no greater than that applying to
Call Off Confract Charges using the same pricing
mechanism as at the Call Off Commencement Date.

12. IMPLEMENTATION OF ADJUSTED CALL OFF CONTRACT CHARGES

12.1 Variations in accordance with the provisions of this Call Off Schedule 3 to all or
part the Call Off Contract Charges (as the case may be) shall be made by the
Customer to take effect:

12.1.1

12.1.2

121.3

1214

121.5

12.1.6

in accordance with Clause 23.2 of this Call Off Contract (Legislative
Change) where an adjustment to the Call Off Contract Charges is made
in accordance with paragraph 8.1.1 of this Call Off Schedule 3;

in accordance with Clause 24.1.4 of this Call Off Contract (Call Off
Contract Charges and Payment) where an adjustment to the Call Off
Contract Charges is made in accordance with paragraph 8.1.2 of this
Call Off Schedule 3;

in accordance with Clause 19 of this Call Off Contract {Continuous
Improvement) where an adjustment to the Call Off Contract Charges is
made in accordance with paragraph 8.1.3 of this Call Off Schedule 3;

in accordance with Clause 26 of this Call Off Contract (Benchmarking)
where an adjustment to the Call Off Contract Charges is made in
accardance with paragraph 8.1.4 of this Call Off Schedule 3;

on the dates specified in the Call Off Order Form where an adjustment
to the Call Off Contract Charges is made in accordance with paragraph
8.1.5 of this Call Off Schedule 3;

on the Review Adjustment Date where an adjustment to the Call Off
Contract Charges is made in accordance with paragraph 8.1.6 of this
Call Off Schedule 3;

and the Parties shall amend the Call Off Contract Charges shown in Annex 1 to this
Call Off Schedule 3 to reflect such variations.
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ANNEX 1: CALL OFF CONTRACT CHARGES
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ANNEX 2: PAYMENT TERMS/PROFILE
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CALL OFF SCHEDULE 4: PROJECT PLAN
1. INTRODUCTION

1.1 This Call Off Schedule 4 specifies the Project Plan in accordance with which the
Supplier shall provide the Services.

2. PROJECT PLAN

2.1 TheProject Plan is set out below.
2.2 The Milestones to be Achieved are Identified below:

Milestone | Deliverables | Duration | Milestone | Customer Milestone | Delay
Date Responsibilities | Payments | Payments
[00] [00] (oo] [00) (00) [(O0] [00]

For the purposes of Clause 6.4.1(b)(ii) the number of days shall be [insert number of
days] days (‘the Delay Period Limit’).
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CALL OFF SCHEDULE 5: NOT USED

CALL OFF SCHEDULE 6: NOT USED
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CALL OFF SCHEDULE 7: SECURITY
1. DEFINITIONS

1. In this Call Off Schedule 7, the following definitions shall apply:
"Breach of Security” means the occurrence of:

a) any unauthorised access to or use of the
Services, the Sites and/or any Information and
Communication Technology (*ICT"), information
or data (including the Confidential Information
and the Customer Data) used by the Customer
and/or the Supplier in connection with this Call
Off Contract; and/or

b) the loss and/or unauthorised disclosure of any
information or data (including the Confidential
Information and the Customer Data), including
any copies of such information or data, used by
the Customer and/or the Supplier in connection
with this Call Off Contract,

in either case as more particularly set out in the
Security Policy;

2. INTRODUCTION

2.1 The purpose of this Call Off Schedule 7 is to ensure a good organisational
approach to security under which the specific requirements of this Call Off Contract
will be met;

2.2 This Call Off Schedule 7 covers:
2.2.1 principles of protective security to be applied in delivering the Services;
222 the creation and maintenance of the Security Management Plan; and
223 obligations in the event of actual or attempted Breaches of Security.

3. PRINCIPLES OF SECURITY

3.1 The Supplier acknowledges that the Customer places great emphasis on the
reliability of the performance of the Services, confidentiality, integrity and
availability of information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 is in accordance with the Law and this Call Off Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;
3.23 complies with the Security Policy;

3.24 meets any specific security threats of immediate relevance to the
Services and/or the Customer Data; and

3.25 complies with the Customer's ICT Policy.
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3.3

34

Subject to Clause 35 of this Call Off Contract (Security and Protection of
Information) the references to standards, guidance and policies contained or set
out in paragraph 3.2 of this Call Off Schedule 7 shall be deemed to be references
to such items as developed and updated and to any successor to or replacement
for such standards, guidance and policies, as notified to the Supplier from time to
time.

In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Customer's Representative
of such inconsistency immediately upon becoming aware of the same, and the
Customer's Representative shall, as soon as practicable, advise the Supplier
which provision the Supplier shall be required to comply with.

4. SECURITY MANAGEMENT PLAN

4.1

4.2

Introduction

41.1 The Supplier shall develop and maintain a Security Management Plan
in accordance with this Call Off Schedule 7. The Supplier shall thereafter
comply with its obligations set out in the Security Management Plan.

Content of the Security Management Plan
421 The Security Management Plan shall:

(a) comply with the principles of security set out in paragraph 3
of this Call Off Schedule 7 and any other provisions of this
Call Off Contract relevant to security;

(b) identify the necessary delegated organisational roles
defined for those respansible for ensuring it is complied with
by the Supplier;

(c) detail the process for managing any security risks from
Sub-Contractors and third parties authorised by the
Customer with access to the Services, processes
associated with the provision of the Services, the Customer
Premises, the Sites and any ICT, Information and data
(including the Customer's Confidential Information and the
Customer Data) and any system that could directly or
indirectly have an impact on that Information, data and/or
the Services;

(d) unless otherwise specified by the Customer in writing, be
developed to protect all aspects of the Services and all
processes associated with the provision of the Services,
including the Customer Premises, the Sites, and any ICT,
Information and data (including the Customer’s Confidential
Information and the Customer Data) to the extent used by
the Customer or the Supplier in connection with this Call Off
Contract or in connection with any system that could directly
or indirectly have an impact on that Information, data and/or
the Services;

(e) set out the security measures to be implemented and
maintained by the Supplier in relation to all aspects of the
Services and all processes associated with the provision of
theServices and shall at all times comply with and specify
security measures and procedures which are sufficient to
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ensure that the Services comply with the provisions of this
Call Off Contract;

(f) set out the plans for transitioning all security arrangements
and responsibilities for the Supplier to meet the full
obligations of the security requirements set out in this Call
Off Contract and the Security Policy; and

(9) be written in plain English in language which is readily
comprehensible to the staff of the Supplier and the
Customer engaged in the provision of the Services and shall
only reference documents which are in the possession of the
Parties or whose location is otherwise specified in this Calt
Off Schedule 7.

4.3 Development of the Security Management Plan

431

- 432

433

434

Within twenty (20) Working Days after the Call Off Commencement Date
(or such other period agreed by the Parties in writing) and in accordance
with paragraph 4.4 (Amendment and Revision of the Security
Management Plan), the Supplier shall prepare and deliver to the
Customer for Approval a fully complete and up to date Security
Management Plan which will be based on the draft Security
Management Plan.

If the Security Management Plan submitted to the Customer in
accordance with paragraph 4.3.1, or any subsequent revision to it in
accordance with paragraph 4.4 (Amendment and Revision of the
Security Management Plan), is Approved it will be adopted immediately
and will replace the previous version of the Security Management Plan
and thereafter operated and maintained in accordance with this Call Off
Schedule 7. [f the Security Management Plan is not Approved, the
Supplier shall amend it within ten (10) Working Days or such other
period as the Parties may agree in writing of a notice of non-approval
from the Customer and re-submit to the Customer for Approval. The
parties will use all reasonable endeavours to ensure that the approval
process takes as little time as possible and in any event no longer than
fifteen {15) Working Days {(or such other period as the parties may agree
in writing) from the date of its first submission to the Customer. If the
Customer does not approve the Security Management Plan following its
resubmission, the matter will be resolved in accordance with the Dispute
Resolution Procedure.

The Customer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to paragraph
4.3.2. However a refusal by the Customer to Approve the Security
Management Plan on the grounds that it does not comply with the
requirements set out in paragraph 4.2 shall be deemed to be
reasonable.

Approval by the Customer of the Security Management Plan pursuant
to paragraph 4.3.2 of this Call Off Schedule 7 or of any change to the
Security Management Plan in accordance with paragraph 4.4 shall not
relieve the Supplier of its obligations under this Call Off Schedule 7.

4.4 Amendment and Revision of the Security Management Plan

441

The Security Management Plan shall be fully reviewed and updated by
the Supplier at least annually to reflect:
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442

443

444

(a) emerging changes in Good Industry Practice;

(b) any change or proposed change to the Services and/or
associated processes;

(c) any change to the Security Policy;
(d) any new perceived or changed security threats; and

(e) any reasonable change in requirements requested by the
Customer.

The Supplier shall provide the Customer with the results of such reviews
as soon as reasonably practicable after their completion and
amendment of the Security Management Plan at no additional cost to
the Customer. The results of the review shall include, without limitation:

{a) suggested improvements to the effectiveness of the Security
Management Plan;

{b) updates to the risk assessments; and

{c) suggested improvements in measuring the effectiveness of
controls.

Subject to paragraph 4.4.4, any change or amendment which the
Supplier proposes to make to the Security Management Plan (as a result
of a review carried out in accordance with paragraph 4.4.1, a request by
the Customer or otherwise) shall be subject to the Variation Procedure
and shall not be implemented until Approved by the Customer.

The Customer may, where it is reasonable to do so, Approve and require
changes or amendments to the Security Management Plan to be
implemented on timescales faster than set out in the Variation
Procedure but, without prejudice to their effectiveness, all such changes
and amendments shall thereafter be subject to the Variation Procedure
for the purposes of formalising and documenting the relevant change or
amendment for the purposes of this Call Off Contract.

§. BREACH OF SECURITY

5.1

5.2

Either party shall notify the other in accordance with the agreed security incident
management process (as detailed in the Security Management Plan if one exists)
upon becoming aware of any Breach of Security or any potential or attempted
Breach of Security.

Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in paragraph 5.1, the Supplier shall:

5.21

immediately take all reasonable steps(which shall include any action or
changes reasonably required by the Customer) necessary to:

(@) minimise the extent of actual or potential harm caused by
any Breach of Security;

(b) remedy such Breach of Security to the extent possible and
protect the integrity of the Customer and the provision of the
Services to the extent within its control against any such
Breach of Security or attempted Breach of Security;

(¢}  prevent an equivalent breach in the future exploiting the
same root cause failure; and
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5.3

(d)

as soon as reasonably practicable provide to the Customer,
where the Customer so requests, full details (using the
reporting mechanism defined by the Security Management
Plan if one exists) of the Breach of Security or attempted
Breach of Security, including a root cause analysis where
required by the Customer.

In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security policy or the requirements of this Call Off
Schedule 7, then any required change to the Security Management Plan shall be
at no cost to the Customer.

1. DEFINITIONS

2,

1.1

In this Call Off Schedule 7, the following definitions shall apply:

"Breach of means the occurrence of:

Security”

"lsMs"

"Security

Tests"

INTRODUCTION

2¢1

2.2

a)

b)

any unauthorised access to or use of the Services, the Sites
and/or any Information and Communication Technology
(“ICT"), information or data (including the Confidential
information and the Customer Data) used by the Customer
and/or the Supplier in connection with this Call Off Contract;
and/or

the loss and/or unauthorised disclosure of any information or
data (including the Confidential Information and the Customer
Data), including any copies of such information or data, used
by the Customer and/or the Supplier in connection with this
Call Off Contract,

in either case as more particularly set out in the security
requirements in the Security Policy;

the information security management system and process
developed by the Supplier in accordance with paragraph 3 (ISMS)
as updated from time to time in accordance with this Schedule 7;

and

tests to validate the ISMS and security of all relevant processes,
systems, incident response plans, patches to vulnerabilities and
mitigations to Breaches of Security.

The Parties acknowledge that the purpose of the ISMS and Security Management
Plan are to ensure a good organisational approach to security under which the
specific requirements of this Call Off Contract will be met.

The Parties shall each appoint a security representative to be responsible for

Security. The initial security representatives of the Parties are:
2.2.1 [insert security representative of the Customer]
222 [insert security representative of the Supplier]
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2.3

24

2.5

26

2.7

2.8

If the persons named in paragraphs 2.2.1 and 2.2.2 are included as Key Personnel,
Clause 27 (Key Personnel) shall apply in relation to such persons.

The Customer shall clearly articulate its high level security requirements so that
the Supplier can ensure that the ISMS, security related activities and any
mitigations are driven by these fundamental needs.

Both Parties shall provide a reasonable level of access to any members of their
personnel for the purposes of designing, implementing and managing security.

The Supplier shall use as a minimum Good Industry Practice in the day to day
operation of any system holding, transferring or processing Customer Data and
any system that could directly or indirectly have an impact on that information, and
shall ensure that Customer Data remains under the effective control of the Supplier
at all times.

The Supplier shall ensure the up-to-date maintenance of a security policy relating
to the operation of its own organisation and systems and on request shall supply
this document as soon as practicable to the Customer.

The Customer and the Supplier acknowledge that information security risks are
shared between the Parties and that a compromise of either the Supplier or the
Customer’'s security provisions represents an unacceptable risk to the Customer
requiring immediate communication and co-operation between the Parties.

. ISMS

3.1

3.2

3.3

The Supplier shall develop and submit to the Customer for the Customer's
Approval, within twenty (20) working days after the Call Off Commencement Date
or such other date as agreed between the Parties, an information security
management system for the purpases of this Call Off Contract, which shall comply
with the requirements of paragraphs 3.3 to 3.5 of this Call Off Schedule 7
(Security).

The Supplier acknowledges that the Customer places great emphasis on the
reliability of the performance of the Services, confidentiality, integrity and
availability of information and consequently on the security provided by the ISMS
and that the Supplier shall be responsible for the effective performance of the
ISMS.

The ISMS shall:

3.3.1 unless otherwise specified by the Customer in writing, be developed to
protect all aspects of the Services and all processes associated with the
provision of the Services, including the Customer Premises, the Sites,
any ICT, information and data (including the Customer's Confidential
Information and the Customer Data) to the extent used by the Customer
or the Supplier in connection with this Call Off Contract;

3.3.2 meet the relevant standards in ISO/IEC 27001 and ISO/IEC27002 in
accordance with Paragraph 7;and

3.3.3 at all times provide a level of security which:
(a) isin accordance with the Law and this Call Off Contract;
(b) as a minimum demonstrates Good Industry Practice;
(c) complies with the Security Policy;
(d) complies with at least the minimum set of security measures
and standards as determined by the Security Policy
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34

3.5

3.6

Framework (Tiers 1-4)
https:/iwww.gov.uk/government/uploads/system/uploads/at
tachment_data/file/255910/HMG_Security_Policy_Framew
ork_V11.0.pdf;

(e) takes account of guidance issued by the Centre for
Protection of National Infrastructure on Risk Management
hitps://www.cpni.qov.uk/

(f) complies with HMG Information Assurance Maturity Model

and Assurance Framework
hitps://’www.ncsc.gov.uk/articles/hmag-ia-maturity-model-
iamm

(g) meets any specific security threats of immediate relevance
to the Services and/or Customer Data; and

(h)  complies with the Customer's ICT policies:

3.34 document the security incident management processes and incident
response plans;

3.35 document the vulnerability management policy including processes for
identification of system vulnerabilities and assessment of the potential
impact on the Services of any new threat, vulnerability or exploitation
technique of which the Supplier becomes aware; and

3.36 be certified by (or by a person with the direct delegated authority of) a
Supplier's main board representative, being the “Chief Security Officer”,
“Chief Information Officer”, “Chief Technical Officer” or “Chief Financial
Officer” (or equivalent as agreed in writing by the Customer in advance
of issue of the relevant Security Management Plan).

Subject to Clause 355 of this Call Off Contract (Security and Protection of
Information) the references to Standards, guidance and policies contained or set
out in paragraph 3.3 of this Call Off Schedule 7 shall be deemed to be references
to such items as developed and updated and to any successor to or replacement
for such standards, guidance and policies, as notified to the Supplier from time to
time.

In the event that the Supplier becomes aware of any inconsistency in the
provisions of the standards, guidance and policies set out in paragraph 3.3 of this
Call Off Schedule 7, the Supplier shall immediately notify the Customer
Representative of such inconsistency and the Customer Representative shall, as
soon as practicable, notify the Supplier as to which provision the Supplier shall
comply with.

If the ISMS submitted to the Customer pursuant to paragraph 3.1 of this Call Off
Schedule 7 is Approved by the Customer, it shall be adopted by the Supplier
immediately and thereafter operated and maintained in accordance with this Call
Off Schedule 7. If the ISMS is not Approved by the Customer, the Supplier shall
amend it within ten (10) Working Days of a notice of non-approval from the
Customer and re-submit it to the Customer for Approval. The Parties shall use all
reasonable endeavours to ensure that the Approval process takes as little time as
possible and in any event no longer than fifteen (15) Working Days (or such other
period as the Parties may agree in writing) from the date of the first submission of
the ISMS to the Customer. If the Customer does not Approve the ISMS following
its resubmission, the matter shall be resolved in accordance with the Dispute
Resolution Procedure. No Approval to be given by the Customer pursuant to this
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3.7

paragraph 3 of this Call Off Schedule 7 may be unreasonably withheld or delayed.
However any failure to approve the ISMS on the grounds that it does not comply
with any of the requirements set out in paragraphs 3.3 to 3.5 of this Call Off
Schedule 7 shall be deemed to be reasonable.

Approval by the Customer of the ISMS pursuant to paragraph 3.6 of this Call Off
Schedule 7 or of any change to the ISMS shall not relieve the Supplier of ifs
obligations under this Call Off Schedule 7.

4. SECURITY MANAGEMENT PLAN

4.1

4.2

Within twenty (20) Working Days after the Call Off Commencement Date, the
Supplier shall prepare and submit to the Customer for Approval in accordance with
paragraph 4 of this Call Off Schedule 7 a fully developed, complete and up-to-date
Security Management Plan which shall comply with the requirements of
paragraph 4.2 of this Call Off Schedule 7.

The Security Management Plan shall:

421 be based on the initial Security Management Plan set out in Annex 2
(Security Management Plan);

422 comply with the Security Policy;

423 identify the necessary delegated organisational roles defined for those
responsible for ensuring this Call Off Schedule 7 is complied with by the
Supplier;

424 detail the process for managing any security risks from Sub-Contractors
and third parties authorised by the Customer with access to the
Services, processes associated with the delivery of theServices, the
Customer Premises, the Sites and any ICT, Information and data
(including the Customer's Confidential Information and the Customer
Data) and any system that could directly or indirectly have an impact on
that information, data and/or the Services;

425 unless otherwise specified by the Customer in writing, be developed to
protect all aspects of the Services and all processes associated with the
delivery of the Services, including the Customer Premises, the Sites and
any ICT, Information and data {including the Customer's Confidential
Information and the Customer Data) to the extent used by the Customer
or the Supplier in connection with this Call Off Contract or in connection
with any system that could directly or indirectly have an impact on that
Information, data and/or the Services;

4.2.6 set out the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Services and all processes
associated with the delivery of the Services and at all times comply with
and specify security measures and procedures which are sufficient to
ensure that the Services comply with the provisions of this Call Off
Schedule 7 {including the requirements set out in paragraph 3.3 of this
Call Off Schedule 7);

4.27 set out the plans for transitioning all security arrangements and
responsibilities from those in place at the Call Off Commencement Date
to those incorporated in the ISMS within the timeframe agreed between
the Parties .
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4.3

4.4

4.2.8 be structured in accordance with ISO/IEC27001 and ISO/AEC27002,
cross-referencing if necessary to other Schedules which cover specific
areas included within those standards; and

429 be written in plain English in language which is readily comprehensible
to the staff of the Supplier and the Customer engaged in the Services
and shall reference only documents which are in the possession of the
Parties or whose location is otherwise specified in this Call Off Schedule
£

If the Security Management Plan submitted to the Customer pursuant to
paragraph 3.1 of this Call Off Schedule 7 is Approved by the Customer, it shall be
adopted by the Supplier immediately and thereafter operated and maintained in
accordance with this Call Off Schedule 7. If the Security Management Plan is not
approved by the Customer, the Supplier shall amend it within ten (10) Working
Days of a notice of non-approval from the Customer and re-submit it to the
Customer for Approval. The Parties shall use all reasonable endeavours to ensure
that the Approval process takes as little time as possible and in any event no longer
than fifteen (15) Working Days (or such other period as the Parties may agree in
writing) from the date of the first submission to the Customer of the Security
Management Plan. If the Customer does not Approve the Security Management
Plan following its resubmission, the matter shall be resolved in accordance with
the Dispute Resolution Procedure. No Approval to be given by the Customer
pursuant to this paragraph may be unreasonably withheld or delayed. However
any failure to approve the Security Management Plan on the grounds that it does
not comply with the requirements set out in paragraph 4.2 of this Call Off Schedule
7 shall be deemed to be reasonable,

Approval by the Customer of the Security Management Plan pursuant to paragraph
4.3 of this Call Off Schedule 7 or of any change or amendment to the Security
Management Plan shall not relieve the Supplier of its obligations under this Call
Off Schedule 7.

5. AMENDMENT AND REVISION OF THE ISMS AND SECURITY MANAGEMENT
PLAN

5.1

5.2

The ISMS and Security Management Pian shall be fully reviewed and updated by
the Supplier and at least annually to reflect:

5.1.1 emerging changes in Good Industry Practice;

51.2 any change or proposed change to Services and/or associated
processes;

513 any changes to the Security Policy;
514 any new perceived or changed security threats; and
5.1.5 any reasonable change in requirement requested by the Customer.

The Supplier shall provide the Customer with the results of such reviews as soon
as reasonably practicable after their completion and amend the ISMS and Security
Management Plan at no additional cost to the Customer. The results of the review
shall include, without limitation:

5.21 suggested improvements to the effectiveness of the ISMS;

522 updates to the risk assessments;

523 proposed modifications to respond to events that may impact on the
ISMS including the security incident management process, incident
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5.3

5.4

response plans and general procedures and controls that affect
information security; and

524 suggested improvements in measuring the effectiveness of controls.

Subject to paragraph 5.4 of this Call Off Schedule 7, any change which the
Supplier proposes to make to the ISMS or Security Management Plan (as a result
of a review carried out pursuant to paragraph 5.1 of this Call Off Schedule 7, a
Customer request, a change to Annex 1 (Security) or otherwise) shall be subject
to the Variation Procedure and shall not be implemented until Approved in writing
by the Customer.

The Customer may, where it is reasonable to do so, Approve and require changes
or amendments to the ISMS or Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without prejudice to
their effectiveness, all such changes and amendments shall thereafter be subject
to the Variation Procedure for the purposes of formalising and documenting the
relevant change or amendment for the purpases of this Call Off Contract.

6. SECURITY TESTING

. 6.1

6.2

6.3

6.4

The Supplier shall conduct Security Tests from time to time (and at least annually
across the scope of the ISMS) and additionally after any change or amendment to
the ISMS (including security incident management processes and incident
response plans) or the Security Management Plan. Security Tests shall be
designed and implemented by the Supplier so as to minimise the impact on the
delivery of the Services and the date, timing, content and conduct of such Security
Tests shall be agreed in advance with the Customer. Subject to compliance by
the Supplier with the foregoing requirements, if any Security Tests adversely affect
the Supplier's ability to deliver the Services, the Supplier shall be granted relief
against any resultant under-performance far the period of the Security Tests.

The Customer shall be entitled to send a representative to witness the conduct of
the Security Tests. The Supplier shall provide the Customer with the resulits of
such Security Tests (in a form approved by the Customer in advance) as soon as
practicable after completion of each Security Test.

Without prejudice to any other right of audit or access granted to the Customer
pursuant to this Call Off Contract, the Customer and/or its authorised
representatives shall be entitled, at any time upon giving reasonable notice to the
Supplier, to carry out such tests (including penetration tests) as it may deem
necessary in relation to the ISMS and the Supplier's compliance with the 1SMS and
the Security Management Plan. The Customer may notify the Supplier of the
results of such tests after completion of each such test. If any such Customer's
test adversely affects the Supplier's ability to deliver the Services so as to meet
the Target Performance Levels, the Supplier shall be granted relief against any
resultant under-performance for the period of the Customer's test.

Where any Security Test carried out pursuant to paragraphs 6.2 or 6.3 of this Call
Off Schedule 7 reveals any actual or potential Breach of Security or weaknesses
(including un-patched vuinerabilities, poor configuration and/or incorrect system
management), the Supplier shall promptly notify the Customer of any changes to
the ISMS and to the Security Management Plan (and the implementation thereof)
which the Supplier proposes to make in order to correct such failure or weakness.
Subject to the Customer's priar written Approval, the Supplier shall implement such
changes to the ISMS and the Security Management Plan and repeat the relevant
Security Tests in accordance with the timetable agreed with the Customer or,
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6.5

otherwise, as soon as reasonably possible. For the avoidance of doubt, where the
change to the ISMS or Security Management Plan is to address a non-compliance
with the Security Policy or security requirements (as set out in Annex 1 (Security)
to this Call Off Schedule 7) or the requirements of this Call Off Schedule 7, the
change to the ISMS or Security Management Plan shall be at no cost to the
Customer.

If any repeat Security Test carried out pursuant to paragraph 6.4 of this Call Off
Schedule 7 reveals an actual or potential Breach of Security exploiting the same
root cause failure, such circumstance shall constitute a material Default of this Call
Off Contract.

. ISMS COMPLIANCE

71

7.2

7.3

The Customer shall be entitled to carry out such security audits as it may
reasonably deem necessary in order to ensure that the ISMS maintains
compliance with the principles and practices of ISO 27001 and/or the Security
Policy.

If, on the basis of evidence provided by such security audits, it is the Customer's
reasonable opinion that compliance with the principles and practices of ISO/EC
27001 and/or the Security Policy are not being achieved by the Supplier, then the
Customer shall notify the Supplier of the same and give the Supplier a reasonable
time (having regard to the extent and criticality of any non-compliance and any
other relevant circumstances) to implement and remedy. If the Supplier does not
become compliant within the required time then the Customer shall have the right
to obtain an independent audit against these standards in whole or in part.

If, as a result of any such independent audit as described in paragraph 7.2 of this
Call Off Schedule 7 the Supplier is found to be non-compliant with the principles
and practices of ISO/NEC 27001 and/or the Security Policy then the Supplier shall,
at its own expense, undertake those actions required in order to achieve the
necessary compliance and shall reimburse in full the costs incurred by the
Customer in obtaining such audit.

. BREACH OF SECURITY

8.1

8.2

Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the ISMS upon becoming aware of any breach
of security or any potential or attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in paragraph 8.1 of this Call Off
Schedule 7, the Supplier shall:

8.2.1 immediately take all reasonable steps (which shall include any action or
changes reasonably required by the Customer) necessary to:

(a) minimise the extent of actual or potential harm caused by
any Breach of Security;

(b) remedy such Breach of Security or any potential or
attempted Breach of Security in order to protect the integrity
of the Customer Property and/or Customer Assets and/or
ISMS to the extent that this within the Supplier's control,

{c) apply a tested mitigation against any such Breach of
Security or attempted Breach of Security and provided that
reasonable testing has been undertaken by the Supplier, if
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8.3

the mitigation adversely affects the Supplier's ability to
provide the Services, the Supplier shall be granted relief
against any resultant under-performance for such period as
the Customer, acting reasonably, may specify by written
notice to the Supplier;

(d) prevent a further Breach of Security or any potential or
attempted Breach of Security in the future exploiting the
same root cause failure;

(e) supply any requested data to the Customer (or the
Computer Emergency Response Team for UK Government
(“GovCertUK")) on the Customer's request within two
(2) Working Days and without charge (where such requests
are reasonably related to a possible incident or
compromise); and

H as soon as reasonably practicable provide to the Customer
full details (using the reporting mechanism defined by the
ISMS) of the Breach of Security or the potential or attempted
Breach of Security, including a root cause analysis where
required by the Customer.

In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the ISMS
with the Security Policy or the requirements of this Call Off Schedule 7, then any
required change to the ISMS shall be at no cost to the Customer.
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ANNEX 1: SECURITY POLICY
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ANNEX 2: SECURITY MANAGEMENT PLAN
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CALL OFF SCHEDULE 8: BUSINESS CONTINUITY AND DISASTER RECOVERY

1. DEFINITIONS

1.1 Inthis Call Off Schedule 8, the following definitions shall apply:
"Business Continuity has the meaning given to it in paragraph 2.2.1(b})
Plan" of this Call Off Schedule 8;
"Disaster Recovery has the meaning given to it in 2.2.1(c) of this Call
Plan" Off Schedule 8§;
"Disaster Recovery means the system embodied in the processes
System" and procedures for restoring the provision of
Services following the occurrence of a disaster;
“Review Report” has the meaning given to it in paragraph 6.2 of
this Call Off Schedule 8;
“Supplier's Proposals" has the meaning given to it in paragraph 6.2.3 of
this Call Off Schedule 8;
2. BCDR PLAN
2.1 Within 30 Working Days from the Call Off Commencement Date the Supplier shall

2.2

23

24

prepare and deliver to the Customer for the Customer's written approval a plan,
which shall detail the processes and arrangements that the Supplier shall follow
to:

2.1.1 ensure continuity of the business processes and operations supported
by the Services following any failure or disruption of any element of the
Services; and

21.2 the recovery of the Services in the event of a Disaster.
The BCDR Plan shall:
2.2.1 be divided into three parts:

(a) Part A which shall set out general principles applicable to
the BCDR Plan;

(b) Part B which shall relate to business continuity (the
“Business Continuity Plan”); and

(c) Part C which shall relate to disaster recovery (the “Disaster
Recovery Plan”); and

222 unless otherwise required by the Customer in writing, be based upon
and be consistent with the provisions of paragraphs 3, 4 and 5.

Following receipt of the draft BCDR Plan from the Supplier, the Customer shall:

2.3.1 review and comment on the draft BCDR Plan as soon as reasonably
practicable; and

2.3.2 notify the Supplier in writing that it approves or rejects the draft BCDR
Plan no later than twenty (20) Working Days after the date an which the
draft BCDR Plan is first delivered to the Customer.

If the Customer rejects the draft BCDR Plan:
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2441

24.2

the Customer shall inform the Supplier in writing of its reasons for its
rejection; and

the Supplier shall then revise the draft BCOR Plan (taking reasonable
account of the Customer's comments) and shall re-submit a revised
draft BCDR Plan to the Customer for the Customer's approval within
twenty (20) Working Days of the date of the Customer's notice of
rejection. The provisions of paragraphs 2.3 and 2.4 of this Call Off
Schedule 8 shall apply again to any resubmitted draft BCDR Plan,
provided that either Party may refer any disputed matters for resolution
by the Dispute Resolution Procedure at any time.

3. PART A OF THE BCDR PLAN AND GENERAL PRINCIPLES AND REQUIREMENTS

3.1 Part A of the BCDR Plan shall:

3.1.1

3.1.2

3.1.3

314

3.1.5

3.16

3.1.7

3.1.8

319

set out how the business continuity and disaster recovery elements of
the BCDR Plan link to each other;

provide details of how the invocation of any element of the BCDR Plan
may impact upon the operation of the provision of the Services oand any
Services provided to the Customer by a Related Supplier;

contain an obligation upon the Supplier to liaise with the Customer and
(at the Customer's request) any Related Suppliers with respect to issues
concerning business continuity and disaster recovery where applicable;

detail how the BCDR Plan links and interoperates with any overarching
and/or connected disaster recovery or business continuity plan of the
Customer and any of its other Related Supplier in each case as notified
to the Supplier by the Customer from time to time;

contain a communication strategy including details of an incident and
problem management service and advice and help desk facility which
can be accessed via multi-channels (including but without limitation a
web-site (with FAQs), e-mail, phone and fax) for both portable and desk
top configurations, where required by the Customer;

contain a risk analysis, including:

(a) failure or disruption scenarios and assessments and
estimates of frequency of occurrence;

(b) identification of any single points of failure within the
provision of Services and processes for managing the risks
arising therefrom;

{(c) identification of risks arising from the interaction of the
provision of Services and with the Services provided by a
Related Supplier; and

{(d) a business impact analysis (detailing the impact on business
processes and operations) of different anticipated failures or
disruptions;

provide for documentation of processes, including business processes,
and procedures;

set out key contact details (including roles and responsibilities) for the
Supplier (and any Sub-Coniractors) and for the Customer;

identify the procedures for reverting to “normal service”;
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3.2

3.3

3.4

3.1.10  set out method(s) of recovering or updating data collected (or which
ought to have been collected) during a failure or disruption to ensure
that there is no more than the accepted amount of data loss and to
preserve data integrity,

3.1.11  identify the responsibilities (if any) that the Customer has agreed it will
assume in the event of the invocation of the BCDR Plan; and

3.1.12  provide for the provision of technical advice and assistance to key
contacts at the Customer as notified by the Customer from time to time
to inform decisions in support of the Customer's business continuity
plans.

The BCOR Plan shall be designed so as to ensure that:

3.21 the Services are provided in accardance with this Call Off Contract at all
times during and after the invocation of the BCDR Plan;

3.22 the adverse impact of any Disaster, service failure, or disruption on the
operations of the Customer is minimal as far as reasonably possible;

3.2.3 it complies with the relevant provisions of ISO/IEC 27002 and all other
industry standards from time to time in force; and

3.24 there is a process for the management of disaster recovery testing
detailed in the BCDR Plan.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any
changes to the Services or to the business processes facilitated by and the
business operations supported by the provision of Services.

The Supplier shall not be entitledany increase in the Charges to the extent that a
Disaster occurs as a consequence of any breach by the Supplier of this Call Off
Contract.

4. BUSINESS CONTINUITY PLAN - PRINCIPLES AND CONTENTS

4.1

4.2

The Business Continuity Plan shall set out the arrangements that are to be invoked
to ensure that the business processes and operations facilitated by the provision
of Services remain supported and to ensure continuity of the business operations
supported by the Services including, unless the Customer expressly states
otherwise in writing:

411 the alternative processes (including business processes), options and
responsibilities that may be adopted in the event of a failure in or
disruption to the provision of Services; and

41.2 the steps to be taken by the Supplier upon resumption of the provision
of Services in order to address any prevailing effect of the failure or
disruption including a root cause analysis of the failure or disruption.

The Business Continuity Plan shall:

4.2.1 address the various possible levels of failures of or disruptions to the
provision of Services;

422 set out the Services to be provided and the steps to be taken to remedy
the different levels of failures of and disruption to the Services (such
Services and steps, the “Business Continuity Services”),

423 Not Used;

128



424 clearly set out the conditions and/or circumstances under which the
Business Continuity Plan is invoked.

5. DISASTER RECOVERY PLAN - PRINCIPLES AND CONTENTS

5.1 The Disaster Recovery Plan shall be designed so as to ensure that upon the
occurrence of a Disaster the Supplier ensures continuity of the business operations
of the Customer supported by the Services following any Disaster or during any
period of service failure or disruption with, as far as reasonably possible, minimal
adverse impact.

5.2 The Disaster Recovery Plan shall be invoked only upon the occurrence of a
Disaster.

5.3 The Disaster Recovery Plan shall include the following:

5.3.1 the technical design and build specification of the Disaster Recovery
System;

Sl B details of the procedures and processes to be put in place by the
Supplier in relation to the Disaster Recovery System and the provision
of the Disaster Recovery Services and any testing of the same including
but not limited to the following:

(a) [data centre and disaster recovery site audits,

(b) backup methodology and details of the Supplier's approach
to data back-up and data verification;

(c) identification of all potential disaster scenarios;
(d) risk analysis;

(e) documentation of processes and procedures;
(f hardware configuration details;

(9) network planning including details of all relevant data
networks and communication links;

{h) invocation rules;
(i) Service recovery procedures; and

(i) steps to be taken upon resumption of the provision of
Services to address any prevailing effect of the failure or
disruption of the provision of Services;]

5.3.3 Not used;

534 details of how the Supplier shall ensure compliance with security
standards ensuring that compliance is maintained for any period during
which the Disaster Recovery Plan is invoked;

5.3.5 access controls to any disaster recovery sites used by the Supplier in
relation to its obligations pursuant to this Schedule 8; and

5.3.6 testing and management arrangements.
6. REVIEW AND AMENDMENT OF THE BCDR PLAN
6.1 The Supplier shall review the BCDR Plan (and the risk analysis on which it is
based):
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6.1.1 on a regular basis and as a minimum once every six (6) months;

6.1.2 within three calendar months of the BCDR Plan (or any part) having
been invoked pursuant to paragraph 7; and

6.1.3 where the Customer requests any additional reviews (over and above
those provided for in paragraphs 6.1.1and 6.1.2 of this Call Off Schedule
8) by notifying the Supplier to such effect in writing, whereupon the
Supplier shall conduct such reviews in accordance with the Customer’s
written requirements. Prior to starting its review, the Supplier shall
provide an accurate written estimate of the total costs payable by the
Customer for the Customer's approval. The costs of both Parties of any
such additional reviews shall be met by the Customer except that the
Supplier shall not be entitled to charge the Customer for any costs that
it may incur above any estimate without the Customer's prior written
approval.

6.2 Each review of the BCDR Plan pursuant to paragraph 6.1 of this Call off Schedule

6.3

6.4

8 shall be a review of the procedures and methodologies set out in the BCDR Plan
and shall assess their suitability having regard to any change to the Services or
any underlying business processes and operations facilitated by or supported by
the Services which have taken place since the later of the original approval of the
BCDR Plan or the last review of the BCDR Plan and shall also have regard to any
occurrence of any event since that date (or the likelihood of any such event taking
place in the foreseeable future) which may increase the likelihood of the need to
invoke the BCDR Plan. The review shall be completed by the Supplier within the
period required by the BCDR Plan or, if no such period is required, within such
period as the Customer shall reasonably require. The Supplier shall, within twenty
(20) Working Days of the conclusion of each such review of the BCDR Plan,
provide to the Customer a report (a “Review Report”) setting out:

6.2.1 the findings of the review;

6.2.2 any changes in the risk profile associated with the provision of Services;
and

6.2.3 the Supplier's proposals (the “Supplier's Proposals™) for addressing
any changes in the risk profile and its proposals for amendments to the
BCDR Plan following the review detailing the impact (if any and to the
extent that the Supplier can reasonably be expected to be aware of the
same) that the implementation of such propesals may have on any
goods, services or systems provided by a third party.

Following receipt of the Review Report and the Supplier's Proposals, the Customer
shall:

6.3.1 review and comment on the Review Report and the Supplier’s Proposals
as soon as reasonably practicable; and

6.3.2 notify the Supplier in writing that it approves or rejects the Review Report
and the Supplier's Proposals no later than twenty (20) Working Days
after the date on which they are first delivered to the Customer.

If the Customer rejects the Review Report and/or the Supplier’s Proposals:

6.4.1 the Customer shall inform the Supplier in writing of its reasons for its
rejection; and

6.4.2 the Supplier shall then revise the Review Report and/or the Supplier's
Proposals as the case may be (taking reasonable account of the
Customer's comments and carrying out any necessary actions in
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