Contract Terms and Conditions: Homes for Net Zero — Research
Crown Copyright 2022

[Subject to Contract]

requirements of any regulatory body with which the Supplier is
bound to comply;

"Law processing under Part 3 of the DPA 2018;

Enforcement

Processing”

"Losses" all losses, liabilities, damages, costs, expenses (including legal
fees), disbursements, costs of investigation, litigation, settlement,
judgment, interest and penalties whether arising in contract, tort
(including negligence), breach of statutory duty, misrepresentation
or otherwise and "Loss" shall be interpreted accordingly;

"Marketing shall be the person identified in the Award Form;

Contact”

"Milestone™ an event or task described in the Implementation Plan;

"Milestone Date"

the target date set out against the relevant Milestone in the
Implementation Plan by which the Milestone must be Achieved;

"Month"

a calendar month and "Monthly" shall be interpreted accordingly;

"National
Insurance”

contributions required by the Social Security Contributions and
Benefits Act 1992 and made in accordance with the Social
Security (Contributions) Regulations 2001 (SI 2001/1004);

"New IPR"

(a) IPRin items created by the Supplier (or by a third party on
behalf of the Supplier) specifically for the purposes of the
Contract and updates and amendments of these items
including database schema; and/or

(b) IPRin or arising as a result of the performance of the
Supplier’s obligations under the Contract and all updates and
amendments to the same;

but shall not include the Supplier's Existing IPR. Unless otherwise
agreed in writing, any New IPR should be recorded in Schedule 36
and updated regularly;

"New IPR Item"

means a deliverable, document, product or other item within which
New IPR subsists;

"Notifiable
Default"”

means:
(a) the Supplier commits a material Default; and/or

(b) the performance of the Supplier is likely to cause or causes a
Critical Service Level Failure;
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"Occasion of Tax where:

Non —

Compliance" (@)

(b)

any tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 which is found on or
after 1 April 2013 to be incorrect as a result of:

(i) a Relevant Tax Authority successfully challenging the Supplier
under the General Anti-Abuse Rule or the Halifax Abuse Principle
or under any tax rules or legislation in any jurisdiction that have
an effect equivalent or similar to the General Anti-Abuse Rule or
the Halifax Abuse Principle;

(ii) the failure of an avoidance scheme which the Supplier was
involved in, and which was, or should have been, notified to a
Relevant Tax Authority under the DOTAS or any equivalent or
similar regime in any jurisdiction; and/or

any tax return of the Supplier submitted to a Relevant Tax
Authority on or after 1 October 2012 which gives rise, on or
after 1 April 2013, to a criminal conviction in any jurisdiction
for tax related offences which is not spent at the Start Date or
to a civil penalty for fraud or evasion;

"Open Book complete and accurate financial and non-financial information
Data" which is sufficient to enable the Buyer to verify the Charges

(@)

(b)

(c)
(d)

(€)

already paid or payable and Charges forecast to be paid during the
remainder of the Contract, including details and all assumptions
relating to:

the Supplier's Costs broken down against each Good and/or
Service and/or Deliverable, including actual capital expenditure
(including capital replacement costs) and the unit cost and total
actual costs of all Deliverables;

operating expenditure relating to the provision of the
Deliverables including an analysis showing:

(i) the unit costs and quantity of Goods and any other consumables
and bought-in Deliverables;

(ii) manpower resources broken down into the number and
grade/role of all Supplier Staff (free of any contingency) together
with a list of agreed rates against each manpower grade;

(iii) a list of Costs underpinning those rates for each manpower
grade, being the agreed rate less the Supplier Profit Margin; and

(iv) Reimbursable Expenses, if allowed under the Award Form;
Overheads;

all interest, expenses and any other third party financing costs
incurred in relation to the provision of the Deliverables;

the Supplier Profit achieved over the Contract Period and on
an annual basis;
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() confirmation that all methods of Cost apportionment and
Overhead allocation are consistent with and not more onerous
than such methods applied generally by the Supplier;

(g) an explanation of the type and value of risk and contingencies
associated with the provision of the Deliverables, including the
amount of money attributed to each risk and/or contingency;
and

(h) the actual Costs profile for each Service Period,;

"Open Licence"

means any material that is published for use, with rights to access
and modify, by any person for free, under a generally recognised
open licence including Open Government Licence as set out at
http://www.nationalarchives.gov.uk/doc/open-government-
licence/version/3/ and the Open Standards Principles documented

at https://www.gov.uk/government/publications/open-standards-
principles/open-standards-principles;

"Open Licence

means items created pursuant to the Contract which the Buyer

Publication may wish to publish as Open Licence which are supplied in a

Material” format suitable for publication under Open Licence;

"Overhead" those amounts which are intended to recover a proportion of the
Supplier’s or the Key Subcontractor’s (as the context requires)
indirect corporate costs (including financing, marketing,
advertising, research and development and insurance costs and
any fines or penalties) but excluding allowable indirect costs
apportioned to facilities and administration in the provision of
Supplier Staff and accordingly included within limb (a) of the
definition of "Costs";

“Parent has the meaning set out in section 1162 of the Companies Act

Undertaking” 2006;

"Parliament” takes its natural meaning as interpreted by Law;

"Party" the Buyer or the Supplier and "Parties" shall mean both of them

where the context permits;

"Personal Data"

has the meaning given to it in the UK GDPR or the EU GDPR as
the context requires;

"Personal Data

has the meaning given to it in the UK GDPR or the EU GDPR as

Breach" the context requires;
"Prescribed a legal adviser, an MP or an appropriate body which a whistle-
Person” blower may make a disclosure to as detailed in ‘Whistleblowing:

list of prescribed people and bodies’, 24 November 2016, available
online at: https://www.gov.uk/government/publications/blowing-the-
whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-

of-prescribed-people-and-bodies;
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"Processing”

has the meaning given to it in the UK GDPR or the EU GDPR as
the context requires;

"Processor"” has the meaning given to it in the UK GDPR or the EU GDPR as
the context requires;

"Processor all directors, officers, employees, agents, consultants and

Personnel” suppliers of the Processor and/or of any Subprocessor engaged in
the performance of its obligations under the Contract;

"Progress a meeting between the Buyer Authorised Representative and the

Meeting” Supplier Authorised Representative;

"Progress a report provided by the Supplier indicating the steps taken to

Report” achieve Milestones or delivery dates;

"Prohibited Acts"

(a) todirectly or indirectly offer, promise or give any person
working for or engaged by the Buyer or any other public body
a financial or other advantage to:

(i) induce that person to perform improperly a relevant function or
activity; or

(ii) reward that person for improper performance of a relevant
function or activity;

(b) to directly or indirectly request, agree to receive or accept any
financial or other advantage as an inducement or a reward for
improper performance of a relevant function or activity in
connection with the Contract; or

(c) committing any offence:

(i) under the Bribery Act 2010 (or any legislation repealed or
revoked by such Act); or

(i)  under legislation or common law concerning fraudulent acts; or

(iii) defrauding, attempting to defraud or conspiring to defraud the
Buyer or other public body; or

(d) any activity, practice or conduct which would constitute one of
the offences listed under (c) above if such activity, practice or
conduct had been carried out in the UK;

"Protective
Measures"

technical and organisational measures which must take account
of:

(a) the nature of the data to be protected

(b) harm that might result from Data Loss Event;

(c) state of technological development

(d) the cost of implementing any measures

including pseudonymising and encrypting Personal Data, ensuring
confidentiality, integrity, availability and resilience of systems and
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services, ensuring that availability of and access to Personal Data
can be restored in a timely manner after an incident, and regularly
assessing and evaluating the effectiveness of the such measures
adopted by it;

"Public Sector
Body "

means a formally established organisation that is (at least in part)
publicly funded to deliver a public or government service;

"Recall"

a request by the Supplier to return Goods to the Supplier or the
manufacturer after the discovery of safety issues or defects
(including defects in the IPR rights) that might endanger health or
hinder performance;

"Recipient Party"

the Party which receives or obtains directly or indirectly
Confidential Information;

"Rectification
Plan"

the Supplier’s plan (or revised plan) to rectify its breach using the
template in Schedule 25 (Rectification Plan) which shall include:

(a) full details of the Notifiable Default that has occurred,
including a root cause analysis;

(b) the actual or anticipated effect of the Notifiable Default; and

(c) the steps which the Supplier proposes to take to rectify the
Notifiable Default (if applicable) and to prevent such Notifiable
Default from recurring, including timescales for such steps
and for the rectification of the Notifiable Default (where
applicable);

"Rectification
Plan Process"

the process set out in Clause 11,

"Regulations”

the Public Contracts Regulations 2015 and/or the Public Contracts
(Scotland) Regulations 2015 (as the context requires);

"Reimbursable
Expenses”

the reasonable out of pocket travel and subsistence (for example,
hotel and food) expenses, properly and necessarily incurred in the
performance of the Services, calculated at the rates and in
accordance with the Buyer's expenses policy current from time to
time, but not including:

(a) travel expenses incurred as a result of Supplier Staff
travelling to and from their usual place of work, or to and from
the premises at which the Services are principally to be
performed, unless the Buyer otherwise agrees in advance in
writing; and

(b) subsistence expenses incurred by Supplier Staff whilst
performing the Services at their usual place of work, or to and
from the premises at which the Services are principally to be
performed;

Mid-tier contract — Version 1.1

50

This document is marked as confidential




Contract Terms and Conditions: Homes for Net Zero — Research

Crown Copyright 2022
[Subject to Contract]

"Relevant
Requirements"

all applicable Law relating to bribery, corruption and fraud,
including the Bribery Act 2010 and any guidance issued by the
Secretary of State pursuant to section 9 of the Bribery Act 2010;

"Relevant Tax

HMRC, or, if applicable, the tax authority in the jurisdiction in which

Authority" the Supplier is established;
"Reminder a notice sent in accordance with Clause 14.6.1 given by the
Notice" Supplier to the Buyer providing notification that payment has not

been received on time;

"Replacement
Deliverables"

any deliverables which are substantially similar to any of the
Deliverables and which the Buyer receives in substitution for any
of the Deliverables, whether those goods are provided by the
Buyer internally and/or by any third party;

"Replacement
Supplier"

any third party provider of Replacement Deliverables appointed by
or at the direction of the Buyer from time to time or where the
Buyer is providing Replacement Deliverables for its own account,
shall also include the Buyer;

"Request For

a request for information or an apparent request relating to the

Information" Contract for the provision of the Deliverables or an apparent
request for such information under the FOIA or the EIRs;

"Required means the action the Buyer will take and what Deliverables it will

Action" control during the Step-In Process;

"Required the insurances required by Schedule 22 (Insurance

Insurances" Requirements);

"Satisfaction

the certificate (materially in the form of the document contained in

Certificate" Annex 2 of Part B of Schedule 8 (Implementation Plan and
Testing) or as agreed by the Parties where Schedule 8 is not used
in this Contract) granted by the Buyer when the Supplier has
Achieved a Milestone or a Test;

"Schedules" any attachment to the Contract which contains important
information specific to each aspect of buying and selling;

"Security the Supplier's security management plan prepared pursuant to

Management Schedule 16 (Security) (if applicable);

Plan"

"Security Policy"

the Buyer's security policy, referred to in the Award Form, in force
as at the Start Date (a copy of which has been supplied to the
Supplier), as updated from time to time and notified to the
Supplier;

"Serious Fraud
Office"

the UK Government body named as such as may be renamed or
replaced by an equivalent body from time to time;
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"Service Credits"

any service credits specified in the Annex to Part A of Schedule 10
(Service Levels) being payable by the Supplier to the Buyer in
respect of any failure by the Supplier to meet one or more Service
Levels;

"Service Levels"

any service levels applicable to the provision of the Deliverables
under the Contract (which, where Schedule 10 (Service Levels) is
used in this Contract, are specified in the Annex to Part A of such
Schedule);

"Service Period"

has the meaning given to it in the Award Form;

"Services"

services made available by the Supplier as specified in Schedule 2
(Specification) and in relation to a Contract as specified in the
Award Form;

"Sites"

any premises (including the Buyer Premises, the Supplier's
premises or third party premises) from, to or at which:

(a) the Deliverables are (or are to be) provided; or

(b) the Supplier manages, organises or otherwise directs the
provision or the use of the Deliverables;

(c) those premises at which any Supplier Equipment or any part
of the Supplier System is located (where ICT Services are
being provided)

IISMEII

an enterprise falling within the category of micro, small and
medium sized enterprises defined by the Commission
Recommendation of 6 May 2003 concerning the definition of
micro, small and medium enterprises;

“Social Value”

the additional social benefits that can be achieved in the delivery of
the Contract set out in Schedule 2 (Specification) and either (i)
Schedule 10 (Service Levels) (where used) or (ii) Part C of
Schedule 26 (Sustainability) (where Schedule 10 (Service Levels)
is not used)

“Social Value
KPIls”

the Social Value priorities set out in Schedule 2 (Specification) and
either (i) Schedule 10 (Service Levels) (where used) or (ii) Part C
of Schedule 26 (Sustainability) (where Schedule 10 (Service
Levels) is not used

“Social Value
Report”

the report the Supplier is required to provide to the Buyer pursuant
to Paragraph 1 of Part C of Schedule 26 (Sustainability) where
Schedule 10 (Service Levels) is not used

"Special Terms"

any additional terms and conditions set out in the Award Form
incorporated into the Contract;
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"Special IPR any additional terms and conditions relating to IPR set out in the
Terms" Award Form incorporated into the Contract;

"Specific Change a Change in Law that relates specifically to the business of the

in Law" Buyer and which would not affect a Comparable Supply where the
effect of that Specific Change in Law on the Deliverables is not
reasonably foreseeable at the Start Date;

"Specification" the specification set out in Schedule 2 (Specification), as may, in
relation to the Contract, be supplemented by the Award Form;

"Standards" any:

(a) standards published by BSI British Standards, the National
Standards Body of the United Kingdom, the International
Organisation for Standardisation or other reputable or
equivalent bodies (and their successor bodies) that a skilled
and experienced operator in the same type of industry or
business sector as the Supplier would reasonably and
ordinarily be expected to comply with;

(b) standards detailed in the specification in Schedule 2
(Specification);

(c) standards detailed by the Buyer in the Award Form or agreed
between the Parties from time to time;

(d) relevant Government codes of practice and guidance
applicable from time to time;

"Start Date" the date specified on the Award Form;
"Step-in the process set out in Clause 13;
Process"

"Step-In Trigger means:

Event"

(a) the Supplier's level of performance constituting a Critical
Service Level Failure;

(b) the Supplier committing a material Default which is
irremediable;

(c) where a right of termination is expressly reserved in this
Contract;

(d) anInsolvency Event occurring in respect of the Supplier or
any Guarantor required under the Award Form;

(e) a Default by the Supplier that is materially preventing or
materially delaying the provision of the Deliverables or any
material part of them;
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() the Buyer considers that the circumstances constitute an
emergency despite the Supplier not being in breach of its
obligations under this agreement;

(g) the Buyer being advised by a regulatory body that the
exercise by the Buyer of its rights under Clause 13 is
necessary,

(h) the existence of a serious risk to the health or safety of
persons, property or the environment in connection with the
Deliverables; and/or

(i) aneed by the Buyer to take action to discharge a statutory
duty;

"Step-Out Plan"

means the Supplier's plan that sets out how the Supplier will
resume the provision of the Deliverables and perform all its
obligations under the Contract following the completion of the
Step-In Process;

"Storage Media"

the part of any device that is capable of storing and retrieving data;

"Sub-Contract"

any contract or agreement (or proposed contract or agreement),
other than the Contract, pursuant to which a third party:

(a) provides the Deliverables (or any part of them);

(b) provides facilities or services necessary for the provision of
the Deliverables (or any part of them); and/or

(c) is responsible for the management, direction or control of the
provision of the Deliverables (or any part of them);,

"Subcontractor” any person other than the Supplier, who is a party to a Sub-
Contract and the servants or agents of that person;

"Subprocessor” any third Party appointed to process Personal Data on behalf of
the Supplier related to the Contract;

“Subsidiary has the meaning set out in section 1162 of the Companies Act

Undertaking” 2006;

"Supplier” the person, firm or company identified in the Award Form,;

"Supplier all assets and rights used by the Supplier to provide the

Assets" Deliverables in accordance with the Contract but excluding the
Buyer Assets;

"Supplier the representative appointed by the Supplier named in the Award

Authorised Form, or later defined in a Contract;

Representative"

"Supplier
Equipment”

the Supplier's hardware, computer and telecoms devices,
equipment, plant, materials and such other items supplied and used
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by the Supplier (but not hired, leased or loaned from the Buyer) in
the performance of its obligations under this Contract;

"Supplier any and all IPR that are owned by or licensed to the Supplier and
Existing IPR" which are or have been developed independently of the Contract
(whether prior to the Start Date or otherwise)

"Supplier means a licence to be offered by the Supplier to the Supplier
Existing IPR Existing IPR as set out in Para 1.3 of Schedule 36.
Licence"

“Supplier Group”

means the Supplier, its Dependent Parent Undertakings and all
Subsidiary Undertakings and Associates of such Dependent Parent
Undertakings;

"Supplier Non-
Performance"

where the Supplier has failed to:
(a) Achieve a Milestone by its Milestone Date;

(b) provide the Goods and/or Services in accordance with the
Service Levels ; and/or

(c) comply with an obligation under the Contract;

"Supplier Profit"

in relation to a period, the difference between the total Charges (in
nominal cash flow terms but excluding any Deductions and total
Costs (in nominal cash flow terms) in respect of the Contract for
the relevant period;

"Supplier Profit
Margin"

in relation to a period or a Milestone (as the context requires), the
Supplier Profit for the relevant period or in relation to the relevant
Milestone divided by the total Charges over the same period or in
relation to the relevant Milestone and expressed as a percentage;

"Supplier Staff"

all directors, officers, employees, agents, consultants and
contractors of the Supplier and/or of any Subcontractor engaged in
the performance of the Supplier’s obligations under the Contract;

"Supplier's (a) any information, however it is conveyed, that relates to the
Confidential business, affairs, developments, IPR of the Supplier
Information™ (including the Supplier Existing IPR) trade secrets, Know-
How, and/or personnel of the Supplier;
(b) any other information clearly designated as being confidential
(whether or not it is marked as "confidential") or which ought
reasonably to be considered to be confidential and which
comes (or has come) to the Supplier's attention or into the
Supplier’s possession in connection with the Contract;
Information derived from any of (a) and (b) above,
"Supplier's the person identified in the Award Form appointed by the Supplier
Contract to oversee the operation of the Contract and any alternative
Manager”
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person whom the Supplier intends to appoint to the role, provided
that the Supplier informs the Buyer prior to the appointment;

"Supply Chain the document at Annex 1 of Schedule 18 (Supply Chain Visibility);
Information

Report Template”

"Supporting sufficient information in writing to enable the Buyer to reasonably

Documentation”

assess whether the Charges, Reimbursable Expenses and other
sums due from the Buyer under the Contract detailed in the
information are properly payable;

"Tender the tender submitted by the Supplier to the Buyer and annexed to
Response" or referred to in Schedule 4 (Tender);
"Termination the activities to be performed by the Supplier pursuant to the Exit
Assistance” Plan, and other assistance required by the Buyer pursuant to the
Termination Assistance Notice;
"Termination has the meaning given to it in Paragraph 5.1 of Schedule 30 (Exit
Assistance Management);
Notice"
"Termination a written notice of termination given by one Party to the other,
Notice" notifying the Party receiving the notice of the intention of the Party
giving the notice to terminate the Contract on a specified date and
setting out the grounds for termination;
"Test Issue” any variance or non-conformity of the Deliverables or Deliverables
from their requirements as set out in the Contract;
"Test Plan” a plan:
(a) forthe Testing of the Deliverables; and
(b) setting out other agreed criteria related to the achievement of
Milestones;
"Tests and any tests required to be carried out pursuant to the Contract as set
Testing" out in the Test Plan or elsewhere in the Contract and "Tested"

shall be construed accordingly;

“The Premises”

participating householders’ homes

"Third Party IPR" Intellectual Property Rights owned by a third party which is or will
be used by the Supplier for the purpose of providing the
Deliverables;

"Third Party IPR means a licence to the Third Party IPR as set out in Paragraph 1.6

Licence” of Schedule 36
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"Transparency
Information"

the Transparency Reports and the content of the Contract,
including any changes to this Contract agreed from time to time,
except for —

(a) any information which is exempt from disclosure in
accordance with the provisions of the FOIA, which shall be
determined by the Buyer; and

(b) Commercially Sensitive Information;

"Transparency
Reports"

the information relating to the Deliverables and performance
pursuant to the Contract which the Supplier is required to provide
to the Buyer in accordance with the reporting requirements in
Schedule 6 (Transparency Reports);

"UK GDPR"

Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free
movement of such data (United Kingdom General Data Protection
Regulation), as it forms part of the law of England and Wales,
Scotland and Northern Ireland by virtue of section 3 of the
European Union (Withdrawal) Act 2018, together with the Data
Protection, Privacy and Electronic Communications (Amendments
etc.) (EU Exit) Regulations 2019

"Variation"

means a variation to the Contract;

"Variation Form

the form set out in Schedule 21 (Variation Form);

"Variation the procedure set out in Clause 28 (Changing the contract);

Procedure"

"VAT" value added tax in accordance with the provisions of the Value
Added Tax Act 1994;

"VCSE" a non-governmental organisation that is value-driven and which
principally reinvests its surpluses to further social, environmental
or cultural objectives;

"Verification has the meaning given to it in the table in Annex 2 of Schedule 3

Period" (Charges);

"Work Day" 7.5 Work Hours, whether or not such hours are worked
consecutively and whether or not they are worked on the same
day;

"Work Hours" the hours spent by the Supplier Staff properly working on the
provision of the Deliverables including time spent travelling (other
than to and from the Supplier's offices, or to and from the Sites)
but excluding lunch breaks;

"Worker" any one of the Supplier Staff which the Buyer, in its reasonable

opinion, considers is an individual to which Procurement Policy
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Note 08/15 (Tax Arrangements of Public Appointees)
(https://www.gov.uk/government/publications/procurement-policy-
note-0815-tax-arrangements-of-appointees) applies in respect of
the Deliverables; and

"Working Day" any day other than a Saturday or Sunday or public holiday in
England and Wales unless specified otherwise by the Parties in
the Award Form.
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Schedule 2 (Specification)

For all Deliverables, the Supplier must help the Buyer comply with any specific
applicable Standards of the Buyer.

Our social value priorities.
These are our priorities in this procurement:

e Fighting Climate Change: Influencing staff, suppliers, customers and
communities through the delivery of the contract to support environmental
protection and improvement.

Full Specification as published below:

HfNZ_ITT (1).docx

Extract of bid:

Social Value

Describe the commitment your organisation will make to ensure that opportunities under the
contract influence staff, suppliers, customer, and communities to support environmental
protection and improvement. Please include:

e your ‘Method Statement’, stating how you will achieve this and how your commitment meets the
Award Criteria, and

e a timed project plan and process, including how you will implement your commitment and by
when. Also, how you will monitor, measure and report on your commitments/the impact of your
proposals. You should include but not be limited to:

o timed action plan

o use of metrics

o tools/processes used to gather data

o reporting

o feedback and improvement

Response starts on next page
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the different measures so staff are aware of them and can implement themselves.
E.ON will do same through their internal Knowledge Share sessions.
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Schedule 3 (Charges)

. HOW CHARGES ARE CALCULATED

1.1 The Charges:

1.1.1 shall be calculated in accordance with the terms of this Schedule;

THE PRICING MECHANISMS

2.1 The pricing mechanisms and prices set out in Annex 1 shall be available for use in calculation
of Charges in the Contract.

WHEN YOU WILL BE REIMBURSED FOR TRAVEL AND SUBSISTENCE

3.1 Expenses shall only be recoverable where:
3.1.1 the Time and Materials pricing mechanism is used; and
3.1.2  the Award Form states that recovery is permitted; and
3.1.3  they are Reimbursable Expenses and are supported by Supporting Documentation.

3.2 The Buyer shall provide a copy of their current expenses policy to the Supplier upon request.
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Annex 1: Rates and Prices
Specific rates and prices are as outlined in Annex A of the tender (Schedule 4).

Table 1: Milestone Payments for Phase 1

The rates below shall not be subject to variation by way of Indexation

Project Delivery Plan
10%

Data Management Plan

Recruitment complete & all homes

onboarded 20%

50% of installations completed
20%

100% of installations completed and
Preliminary findings report

Final Technical Report

Executive Summary Report
Dissemination Presentation
Presentation slide pack

Final data sets

30%

20%

Mid-tier contract — Version 1.1
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Schedule 4 (Tender)
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Schedule 5 (Commercially Sensitive Information)
Schedule 6 (Transparency Reports)

1.1

1.2

1.3

1.4

The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to transparency
principles v1.1 (https://www.gov.uk/government/publications/procurement-policy-note-
0117-update-to-transparency-principles). The Supplier shall comply with the provisions of this
Schedule in order to assist the Buyer with its compliance with its obligations under that PPN.

Without prejudice to the Supplier's reporting requirements set out in the Contract, within
three (3) Months of the Start Date the Supplier shall submit to the Buyer for Approval (such
Approval not to be unreasonably withheld or delayed) draft Transparency Reports consistent
with the content requirements and format set out in the Annex of this Schedule.

If the Buyer rejects any proposed Transparency Report submitted by the Supplier, the Supplier
shall submit a revised version of the relevant report for further Approval within five (5) days of
receipt of any notice of rejection, taking account of any recommendations for revision and
improvement to the report provided by the Buyer. If the Parties fail to agree on a draft
Transparency Report the Buyer shall determine what should be included. Any other
disagreement in connection with Transparency Reports shall be treated as a Dispute.

The Supplier shall provide accurate and up-to-date versions of each Transparency Report to
the Buyer at the frequency referred to in the Annex of this Schedule.
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Annex A: List of Transparency Reports

Title Content Format Frequency
Contracts Finder Redacted contract details https://mww | On signing of
listing including .gov.uk the  contract
contract price /contra and any
cts- significant
finder changes to the
contract
Social Value KPI Performance by the .gov.uk Every 6
Supplier against each months
of the Social Value
KPIs set out at Table
B over the relevant
period
Key subcontractors Disclosure of key .gov.uk On signing of
subcontractors the  contract
and any
subsequent
changes to key
subcontractors
3
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Schedule 9 (Installation Works)

. WHEN THIS SCHEDULE SHOULD BE USED

3.1 This Schedule is designed to provide additional provisions necessary to facilitate the provision
Deliverables requiring installation by the Supplier.

HOW THINGS MUST BE INSTALLED

4.1 Where the Supplier reasonably believes, it has completed the Installation Works it shall notify
the Buyer in writing. The notice shall include explanation of how the supplier will meet
industry standards and best practice for Installation Works, and verify their internal quality
assurance process which guarantees quality.

4.2 The Buyer reserves the right to audit any property or installation location to inspect the
quality of the Installation Works.

4.3 Inthe event of a customer complaint, the Supplier will inform the Buyer of the complaint and
action taken to rectify said complaint with the customer, within seven (7) days of receipt of
the complaint.

4.4 Throughout the Contract Period, the Supplier shall have at all times all licences, approvals and
consents necessary to enable the Supplier and the Supplier Staff to carry out the Installation
Works.
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Schedule 13 (Contract Management)

1. DEFINITIONS

In this Schedule, the following words shall have the following meanings and they shall
supplement Schedule 1 (Definitions):

"Operational Board"

"Project Manager"

the board established in accordance with Paragraph The
Operational Board shall be established by the Buyer for
the purposes of this Contract on which the Supplier and
the Buyer shall be represented. of this Schedule;

the manager appointed in accordance with Paragraph The
Supplier and the Buyer shall each appoint a Project
Manager for the purposes of this Contract through
whom the provision of the Services and the Deliverables
shall be managed day-to-day. of this Schedule;

2. PROJECT MANAGEMENT

2.1

2.2

2.3

The Supplier and the Buyer shall each appoint a Project Manager for the purposes of this
Contract through whom the provision of the Services and the Deliverables shall be managed
day-to-day.

The Parties shall ensure that appropriate resource is made available on a regular basis such
that the aims, objectives and specific provisions of this Contract can be fully realised.

Without prejudice to Paragraph Role of The Operational Board below, the Parties agree to
operate the boards specified as set out in the Annex to this Schedule.

3. ROLE OF THE SUPPLIER PROJECT MANAGER

3.1

3.2

3.3

The Supplier Project Manager shall be:

3.1.1  the primary point of contact to receive communication from the Buyer and will also
be the person primarily responsible for providing information to the Buyer;

3.1.2 able to delegate his position to another person at the Supplier but must inform the
Buyer before proceeding with the delegation and it will be delegated person's
responsibility to fulfil the Project Manager's responsibilities and obligations;

3.1.3  able to cancel any delegation and recommence the position himself; and
3.1.4 replaced only after the Buyer has received notification of the proposed change.

The Buyer may provide revised instructions to the Supplier's Project Manager in regards to the
Contract and it will be the Supplier Project Manager's responsibility to ensure the information
is provided to the Supplier and the actions implemented.

Receipt of communication from the Supplier Project Manager by the Buyer does not absolve
the Supplier from its responsibilities, obligations or liabilities under the Contract.
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ROLE OF THE OPERATIONAL BOARD

4.1 The Operational Board shall be established by the Buyer for the purposes of this Contract on
which the Supplier and the Buyer shall be represented.

4.2 The Operational Board members, frequency and location of board meetings and planned start
date by which the board shall be established are set out in Annex A to the Schedule.

4.3 Inthe event that either Party wishes to replace any of its appointed board members, that
Party shall notify the other in writing for approval by the other Party (such approval not to be
unreasonably withheld or delayed). Each Buyer board member shall have at all times a
counterpart Supplier board member of equivalent seniority and expertise.

4.4 Each Party shall ensure that its board members shall make all reasonable efforts to attend
board meetings at which that board member’s attendance is required. If any board member is
not able to attend a board meeting, that person shall use all reasonable endeavours to ensure
that a delegate attends the Operational Board meeting in his/her place (wherever possible)
and that the delegate is properly briefed and prepared and that he/she is debriefed by such
delegate after the board meeting.

4.5 The purpose of the Operational Board meetings will be to review the Supplier’s performance
under this Contract. The agenda for each meeting shall be set by the Buyer and
communicated to the Supplier in advance of that meeting.

CONTRACT RISK MANAGEMENT

5.1 Both Parties shall pro-actively manage risks attributed to them under the terms of this
Contract.

5.2 The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer, processes
for:

5.2.1 the identification and management of risks;
5.2.2 the identification and management of issues; and
5.2.3  monitoring and controlling project plans.

5.3 The Supplier allows the Buyer to inspect at any time within working hours the accounts and
records which the Supplier is required to keep.

5.4 The Supplier will maintain a risk register of the risks relating to the Contract which the Buyer
and the Supplier have identified.
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Annex 1: Operational Boards

The Parties agree to operate the following boards at the locations and at the frequencies set out
below:

A single named individual will be specified to act as the Project Manager for the project.

The Supplier will provide an escalation process for the Buyer that will allow the Buyer to escalate issues
that are not promptly resolved.

Project meetings will be held with the Department at a minimum of once every two weeks and once per
week during the first 3 months of the project. During these meetings detailed reporting on household
recruitment, household surveys, measures, installations and any other interactions with households
should be made.

A project steering group will be established which meets monthly and will include relevant experts from
outside of the project team as well as representatives from DESNZ and other relevant government
stakeholders which the Department will specify.

The contractor will present key updates and progress including reporting on installations to the group
and record actions and minutes. The group should be chaired by DESNZ.

Contractors will provide a summary of the key risks for the project - quantified and categorised with
mitigating actions proposed.
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Schedule 16 (Security)

Part B: Long Form Security Requirements
5. DEFINITIONS

5.1 In this Schedule the following words shall have the following meanings and they shall
supplement Schedule 1 (Definitions):

"Breach of means the occurrence of:

Security a) any unauthorised access to or use of the

Goods and/or Deliverables, the Sites and/or
any Information and Communication
Technology ("ICT"), information or data
(including the Confidential Information and
the Government Data) used by the Buyer
and/or the Supplier in connection with this
Contract; and/or

b) the loss and/or unauthorised disclosure of
any information or data (including the
Confidential Information and the Government
Data), including any copies of such
information or data, used by the Buyer and/or
the Supplier in connection with this Contract,

in either case as more particularly set out in the
security requirements in the Security Policy where
the Buyer has required compliance therewith in
accordance with Paragraph 7.4.3(d);

"ISMS" the information security management system and
process developed by the Supplier in accordance
with Paragraph 7 (ISMS) as updated from time to
time in accordance with this Schedule; and

"Security Tests" tests to validate the ISMS and security of all
relevant processes, systems, incident response
plans, patches to vulnerabilities and mitigations to
Breaches of Security.

6. SECURITY REQUIREMENTS

6.1 The Parties acknowledge that the purpose of the ISMS and Security Management Plan are to
ensure a good organisational approach to security under which the specific requirements of
this Contract will be met.

6.2 The Parties shall each appoint a security representative to be responsible for Security. The
initial security representatives of the Parties are:

6.2.1 DESNZ Data Protection Officer
1 Victoria Street

London

SW1H OET

dataprotection@beis.gov.uk
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6.3 The Buyer shall clearly articulate its high level security requirements so that the Supplier can
ensure that the ISMS, security related activities and any mitigations are driven by these
fundamental needs.

6.4 Both Parties shall provide a reasonable level of access to any members of their staff for the
purposes of designing, implementing and managing security.

6.5 The Supplier shall use as a minimum Good Industry Practice in the day to day operation of any
system holding, transferring or processing Government Data and any system that could
directly or indirectly have an impact on that information, and shall ensure that Government
Data remains under the effective control of the Supplier at all times.

6.6 The Supplier shall ensure the up-to-date maintenance of a security policy relating to the
operation of its own organisation and systems and on request shall supply this document as
soon as practicable to the Buyer.

6.7 The Buyer and the Supplier acknowledge that information security risks are shared between
the Parties and that a compromise of either the Supplier or the Buyer’s security provisions
represents an unacceptable risk to the Buyer requiring immediate communication and co-
operation between the Parties.

INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)

7.1 The Supplier shall develop and submit to the Buyer, within twenty (20) Working Days after the
Start Date, an information security management system for the purposes of this Contract and
shall comply with the requirements of Paragraphs 7.4 to 7.6.

7.2 The Supplier acknowledges that the Buyer places great emphasis on the reliability of the
performance of the Deliverables, confidentiality, integrity and availability of information and
consequently on the security provided by the ISMS and that the Supplier shall be responsible
for the effective performance of the ISMS.

7.3 The Buyer acknowledges that:

7.3.1 If the Buyer has not stipulated that it requires a bespoke ISMS, the ISMS provided by
the Supplier may be an extant ISMS covering the Services and their implementation
across the Supplier’s estate; and

7.3.2 Where the Buyer has stipulated that it requires a bespoke ISMS then the Supplier
shall be required to present the ISMS for the Buyer’s Approval.

9
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7.4 The ISMS shall:

7.4.1 if the Buyer has stipulated that it requires a bespoke ISMS, be developed to protect
all aspects of the Deliverables and all processes associated with the provision of the
Deliverables, including the Buyer Premises, the Sites, the Supplier System, the Buyer
System (to the extent that it is under the control of the Supplier) and any ICT,
information and data (including the Buyer’s Confidential Information and the
Government Data) to the extent used by the Buyer or the Supplier in connection
with this Contract;

7.4.2 meet the relevant standards in ISO/IEC 27001 (at least ISO/IEC 27001:2013) and
ISO/IEC27002, in accordance with Paragraph 11;

7.4.3 at all times provide a level of security which:

(a) is in accordance with the Law and this Contract;

(b) complies with the Baseline Security Requirements;

(c) as a minimum demonstrates Good Industry Practice;

(d) where specified by a Buyer, complies with the Security Policy and the ICT
Policy;

(e) complies with at least the minimum set of security measures and standards

as determined by the Security Policy Framework (Tiers 1-4)
(https://www.gov.uk/government/publications/security-policy-
framework/hmg-security-policy-framework)

(f) takes account of guidance issued by the Centre for Protection of National
Infrastructure (https://www.cpni.gov.uk)

(g) complies with HMG Information Assurance Maturity Model and Assurance
Framework (https://www.ncsc.gov.uk/articles/hmg-ia-maturity-model-
iamm)

(h) meets any specific security threats of immediate relevance to the ISMS, the
Deliverables and/or Government Data;

(i) addresses issues of incompatibility with the Supplier’'s own organisational
security policies; and

(j) complies with ISO/IEC 27001 (at least ISO/IEC 27001:2013) and

ISO/IEC27002 in accordance with Paragraph 11;
7.4.4 document the security incident management processes and incident response plans;

7.4.5 document the vulnerability management policy including processes for identification
of system vulnerabilities and assessment of the potential impact on the Deliverables
of any new threat, vulnerability or exploitation technique of which the Supplier
becomes aware, prioritisation of security patches, testing of security patches,
application of security patches, a process for Buyer approvals of exceptions, and the
reporting and audit mechanism detailing the efficacy of the patching policy; and

7.4.6 be certified by (or by a person with the direct delegated authority of) a Supplier’s
main board representative, being the "Chief Security Officer", "Chief Information
Officer", "Chief Technical Officer" or "Chief Financial Officer" (or equivalent as
agreed in writing by the Buyer in advance of issue of the relevant Security
Management Plan).

10

This document is marked as confidential



Contract Terms and Conditions: Homes for Net Zero — Research

Crown Copyright 2022

[Subject to Contract]

7.5 Subject to Paragraph 6 the references to Standards, guidance and policies contained or set out
in Paragraph 7.4 shall be deemed to be references to such items as developed and updated
and to any successor to or replacement for such standards, guidance and policies, as notified
to the Supplier from time to time.

7.6 Inthe event that the Supplier becomes aware of any inconsistency in the provisions of the
standards, guidance and policies set out in Paragraph 7.4, the Supplier shall immediately
notify the Buyer Representative of such inconsistency and the Buyer Representative shall, as
soon as practicable, notify the Supplier as to which provision the Supplier shall comply with.

7.7 Ifthe bespoke ISMS submitted to the Buyer pursuant to Paragraph 7.3.1 is Approved by the
Buyer, it shall be adopted by the Supplier immediately and thereafter operated and
maintained in accordance with this Schedule. If the ISMS is not Approved by the Buyer, the
Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the
Buyer and re-submit it to the Buyer for Approval. The Parties shall use all reasonable
endeavours to ensure that the Approval process takes as little time as possible and in any
event no longer than fifteen (15) Working Days from the date of the first submission of the
ISMS to the Buyer. If the Buyer does not Approve the ISMS following its resubmission, the
matter shall be resolved in accordance with the Dispute Resolution Procedure. No Approval
to be given by the Buyer pursuant to this Paragraph 7 may be unreasonably withheld or
delayed. However any failure to approve the ISMS on the grounds that it does not comply
with any of the requirements set out in Paragraphs 7.4 to 7.6 shall be deemed to be
reasonable.

7.8 Approval by the Buyer of the ISMS pursuant to Paragraph 7.7 or of any change to the ISMS
shall not relieve the Supplier of its obligations under this Schedule.

SECURITY MANAGEMENT PLAN

8.1 Within twenty (20) Working Days after the Start Date, the Supplier shall prepare and submit to
the Buyer for Approval in accordance with Paragraph 8 fully developed, complete and up-to-
date Security Management Plan which shall comply with the requirements of Paragraph 8.2.

8.2 The Security Management Plan shall:

8.2.1 be based on the initial Security Management Plan set out in Annex 2 (Security
Management Plan);

8.2.2 comply with the Baseline Security Requirements and, where specified by the Buyer
in accordance with Paragraph 7.4.3(d), the Security Policy;

8.2.3 identify the necessary delegated organisational roles defined for those responsible
for ensuring this Schedule is complied with by the Supplier;

8.2.4 detail the process for managing any security risks from Subcontractors and third
parties authorised by the Buyer with access to the Goods and/or Services, processes
associated with the delivery of the Goods and/or Services, the Buyer Premises, the
Sites, the Supplier System, the Buyer System (to the extent that it is under the
control of the Supplier) and any ICT, Information and data (including the Buyer’s
Confidential Information and the Government Data) and any system that could
directly or indirectly have an impact on that information, data and/or the
Deliverables;

8.2.5 unless otherwise specified by the Buyer in writing, be developed to protect all
aspects of the Deliverables and all processes associated with the delivery of the
Deliverables, including the Buyer Premises, the Sites, the Supplier System, the Buyer
System (to the extent that it is under the control of the Supplier) and any ICT,
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Information and data (including the Buyer’s Confidential Information and the
Government Data) to the extent used by the Buyer or the Supplier in connection
with this Contract or in connection with any system that could directly or indirectly
have an impact on that Information, data and/or the Deliverables;

8.2.6 set out the security measures to be implemented and maintained by the Supplier in
relation to all aspects of the Deliverables and all processes associated with the
delivery of the Deliverables and at all times comply with and specify security
measures and procedures which are sufficient to ensure that the Deliverables
comply with the provisions of this Schedule (including the requirements set out in
Paragraph 7.4);

8.2.7 demonstrate that the Supplier’s approach to delivery of the Deliverables has
minimised the Buyer and Supplier effort required to comply with this Schedule
through consideration of available, appropriate and practicable pan-government
accredited services (for example, ‘platform as a service’ offering from the G-Cloud
catalogue);

8.2.8 set out the plans for transitioning all security arrangements and responsibilities from
those in place at the Start Date to those incorporated in the ISMS within the
timeframe agreed between the Parties;

8.2.9 set out the scope of the Buyer System that is under the control of the Supplier;

8.2.10 be structured in accordance with ISO/IEC 27001 (at least ISO/IEC 27001:2013) and
ISO/IEC 27002, cross-referencing if necessary to other Schedules which cover specific
areas included within those standards; and

8.2.11 be written in plain English in language which is readily comprehensible to the staff of
the Supplier and the Buyer engaged in the Deliverables and shall reference only
documents which are in the possession of the Parties or whose location is otherwise
specified in this Schedule.

8.3 If the Security Management Plan submitted to the Buyer pursuant to Paragraph 8.1 is
Approved by the Buyer, it shall be adopted by the Supplier immediately and thereafter
operated and maintained in accordance with this Schedule. If the Security Management Plan
is not approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a
notice of non-approval from the Buyer and re-submit it to the Buyer for Approval. The Parties
shall use all reasonable endeavours to ensure that the Approval process takes as little time as
possible and in any event no longer than fifteen (15) Working Days from the date of the first
submission to the Buyer of the Security Management Plan. If the Buyer does not Approve the
Security Management Plan following its resubmission, the matter shall be resolved in
accordance with the Dispute Resolution Procedure. No Approval to be given by the Buyer
pursuant to this Paragraph may be unreasonably withheld or delayed. However, any failure to
approve the Security Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 8.2 shall be deemed to be reasonable.

8.4 Approval by the Buyer of the Security Management Plan pursuant to Paragraph 8.3 or of any
change or amendment to the Security Management Plan shall not relieve the Supplier of its
obligations under this Schedule.

9. AMENDMENT OF THE ISMS AND SECURITY MANAGEMENT PLAN
9.1 The ISMS and Security Management Plan shall be fully reviewed and updated by the Supplier
and at least annually to reflect:

9.1.1 emerging changes in Good Industry Practice;
12
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9.1.2 any change or proposed change to the Supplier System, the Deliverables and/or
associated processes;

9.1.3 any new perceived or changed security threats;

9.1.4 where required in accordance with Paragraph 7.4.3(d), any changes to the Security
Policy;

9.15 any new perceived or changed security threats; and
9.16 any reasonable change in requirement requested by the Buyer.

9.2 The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably
practicable after their completion and amend the ISMS and Security Management Plan at no
additional cost to the Buyer. The results of the review shall include:

9.2.1 suggested improvements to the effectiveness of the ISMS;
9.2.2 updates to the risk assessments;

9.2.3 proposed modifications to the procedures and controls that affect information
security to respond to events that may impact on the ISMS; and

9.24 suggested improvements in measuring the effectiveness of controls.

9.3 Subject to Paragraph 9.4, any change which the Supplier proposes to make to the ISMS or
Security Management Plan (as a result of a review carried out pursuant to Paragraph 9.1, a
Buyer request, a change to Annex 1 (Security) or otherwise) shall be subject to the Variation
Procedure and shall not be implemented until Approved in writing by the Buyer.

9.4 The Buyer may, acting reasonably, Approve and require changes or amendments to the ISMS
or Security Management Plan to be implemented on timescales faster than set out in the
Variation Procedure but, without prejudice to their effectiveness, all such changes and
amendments shall thereafter be subject to the Variation Procedure for the purposes of
formalising and documenting the relevant change or amendment.

10. SECURITY TESTING

10.1 The Supplier shall conduct Security Tests from time to time (and at least annually across the
scope of the ISMS) and additionally after any change or amendment to the ISMS (including
security incident management processes and incident response plans) or the Security
Management Plan. Security Tests shall be designed and implemented by the Supplier so as to
minimise the impact on the delivery of the Deliverables and the date, timing, content and
conduct of such Security Tests shall be agreed in advance with the Buyer. Subject to
compliance by the Supplier with the foregoing requirements, if any Security Tests adversely
affect the Supplier’s ability to deliver the Deliverables so as to meet the KPIs, the Supplier shall
be granted relief against any resultant under-performance for the period of the Security Tests.

10.2 The Buyer shall be entitled to send a representative to witness the conduct of the Security
Tests. The Supplier shall provide the Buyer with the results of such Security Tests (in a form
approved by the Buyer in advance) as soon as practicable after completion of each Security
Test.

10.3 Without prejudice to any other right of audit or access granted to the Buyer pursuant to this
Contract, the Buyer and/or its authorised representatives shall be entitled, at any time upon
giving reasonable notice to the Supplier, to carry out such tests (including penetration tests)
as it may deem necessary in relation to the ISMS and the Supplier's compliance with the ISMS
and the Security Management Plan. The Buyer may notify the Supplier of the results of such
tests after completion of each such test. If any such Buyer’s test adversely affects the
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Supplier’s ability to deliver the Deliverables so as to meet the KPIs, the Supplier shall be
granted relief against any resultant under-performance for the period of the Buyer’s test.

10.4 Where any Security Test carried out pursuant to Paragraphs 10.2 or 10.3 reveals any actual or
potential Breach of Security or weaknesses (including un-patched vulnerabilities, poor
configuration and/or incorrect system management), the Supplier shall promptly notify the
Buyer of any changes to the ISMS and to the Security Management Plan (and the
implementation thereof) which the Supplier proposes to make in order to correct such failure
or weakness. Subject to the Buyer's prior written Approval, the Supplier shall implement such
changes to the ISMS and the Security Management Plan and repeat the relevant Security Tests
in accordance with the timetable agreed with the Buyer or, otherwise, as soon as reasonably
possible. For the avoidance of doubt, where the change to the ISMS or Security Management
Plan is to address a non-compliance with the Security Policy or security requirements (as set
out in Annex 1 (Baseline Security Requirements) to this Schedule) or the requirements of this
Schedule, the change to the ISMS or Security Management Plan shall be at no cost to the
Buyer.

10.5 If any repeat Security Test carried out pursuant to Paragraph 10.4 reveals an actual or
potential Breach of Security exploiting the same root cause failure, such circumstance shall
constitute a material Default of this Contract.

COMPLYING WITH THE ISMS

11.1 The Buyer shall be entitled to carry out such security audits as it may reasonably deem
necessary in order to ensure that the ISMS maintains compliance with the principles and
practices of ISO/IEC 27001 (at least ISO/IEC 27001:2013) and/or the Security Policy where
such compliance is required in accordance with Paragraph 7.4.3(d).

11.2 If, on the basis of evidence provided by such security audits, it is the Buyer's reasonable
opinion that compliance with the principles and practices of I1SO/IEC 27001 (at least ISO/IEC
27001:2013) and/or, where relevant, the Security Policy are not being achieved by the
Supplier, then the Buyer shall notify the Supplier of the same and give the Supplier a
reasonable time (having regard to the extent and criticality of any non-compliance and any
other relevant circumstances) to implement and remedy. If the Supplier does not become
compliant within the required time then the Buyer shall have the right to obtain an
independent audit against these standards in whole or in part.

11.3 If, as a result of any such independent audit as described in Paragraph the Supplier is found to
be non-compliant with the principles and practices of ISO/IEC 27001 (at least ISO/IEC
27001:2013) and/or, where relevant, the Security Policy then the Supplier shall, at its own
expense, undertake those actions required in order to achieve the necessary compliance and
shall reimburse in full the costs incurred by the Buyer in obtaining such audit.

12. SECURITY BREACH

12.1 Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the ISMS upon becoming aware of any breach of security
or any potential or attempted Breach of Security.
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12.2 Without prejudice to the security incident management process, upon becoming aware of any
of the circumstances referred to in Paragraph 12.1, the Supplier shall:

12.2.1 immediately use all reasonable endeavours (which shall include any action or
changes reasonably required by the Buyer) necessary to:

(a) minimise the extent of actual or potential harm caused by any Breach of
Security;
(b) remedy such Breach of Security or any potential or attempted Breach of

Security in order to protect the integrity of the Buyer Property and/or
Buyer Assets and/or ISMS to the extent that this is within the Supplier’s
control;

(c) apply a tested mitigation against any such Breach of Security or attempted
Breach of Security and provided that reasonable testing has been
undertaken by the Supplier, if the mitigation adversely affects the
Supplier’s ability to provide the Deliverables so as to meet the relevant
Service Levels the Supplier shall be granted relief against any resultant
under-performance for such period as the Buyer, acting reasonably, may
specify by written notice to the Supplier;

(d) prevent a further Breach of Security or any potential or attempted Breach
of Security in the future exploiting the same root cause failure; and

(e) supply any requested data to the Buyer (or the Computer Emergency
Response Team for UK Government ("GovCertUK")) on the Buyer’s request
within two (2) Working Days and without charge (where such requests are
reasonably related to a possible incident or compromise); and

(f) as soon as reasonably practicable provide to the Buyer full details (using
the reporting mechanism defined by the ISMS) of the Breach of Security or
attempted Breach of Security, including a root cause analysis where
required by the Buyer.

12.3 In the event that any action is taken in response to a Breach of Security or potential or
attempted Breach of Security that demonstrates non-compliance of the ISMS with the
Security Policy (where relevant) or the requirements of this Schedule, then any required
change to the ISMS shall be at no cost to the Buyer.

13. VULNERABILITIES AND FIXING THEM

13.1 The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the ICT
Environment will be discovered which unless mitigated will present an unacceptable risk to
the Buyer’s information.

13.2 The severity of threat vulnerabilities for COTS Software shall be categorised by the Supplier as
‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring
according to the agreed method in the ISMS and using the appropriate vulnerability scoring
systems including:

13.2.1 the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’,
‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out
by NIST http://nvd.nist.gov/cvss.cfm); and

13.2.2  Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘lmportant’,
and the two remaining levels (‘Moderate’ and ‘Low’) respectively.
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13.3 The Supplier shall procure the application of security patches to vulnerabilities within a
maximum period from the public release of such patches with those vulnerabilities
categorised as ‘Critical’ within 14 days of release, ‘Important’ within 30 days of release and all
‘Other’ within 60 Working Days of release, except where:

13.3.1 the Supplier can demonstrate that a vulnerability is not exploitable within the
context of any Service (e.g. because it resides in a software component which is not
running in the service) provided vulnerabilities which the Supplier asserts cannot be
exploited within the context of a Service must be remedied by the Supplier within
the above timescales if the vulnerability becomes exploitable within the context of
the Service;

13.3.2 the application of a ‘Critical’ or ‘Important’ security patch adversely affects the
Supplier’s ability to deliver the Services in which case the Supplier shall be granted
an extension to such timescales of 5 days, provided the Supplier had followed and
continues to follow the security patch test plan agreed with the Buyer; or

13.3.3  the Buyer agrees a different maximum period after a case-by-case consultation with
the Supplier under the processes defined in the ISMS.

13.4 The Specification and Implementation Plan (if applicable) shall include provisions for major
version upgrades of all COTS Software to be upgraded within 6 Months of the release of the
latest version, such that it is no more than one major version level below the latest release
(normally codified as running software no older than the ‘n-1 version’) throughout the Term
unless:

13.4.1  where upgrading such COTS Software reduces the level of mitigations for known
threats, vulnerabilities or exploitation techniques, provided always that such
upgrade is made within 12 Months of release of the latest version; or

13.4.2 s agreed with the Buyer in writing.
13.5 The Supplier shall:

13.5.1 implement a mechanism for receiving, analysing and acting upon threat information
supplied by GovCertUK, or any other competent Central Government Body;

13.5.2  ensure that the ICT Environment (to the extent that the ICT Environment is within
the control of the Supplier) is monitored to facilitate the detection of anomalous
behaviour that would be indicative of system compromise;

13.5.3  ensure it is knowledgeable about the latest trends in threat, vulnerability and
exploitation that are relevant to the ICT Environment by actively monitoring the
threat landscape during the Contract Period;

13.5.4  pro-actively scan the ICT Environment (to the extent that the ICT Environment is
within the control of the Supplier) for vulnerable components and address
discovered vulnerabilities through the processes described in the ISMS as developed
under Paragraph 7.4.5;

13.5.5 from the date specified in the Security Management Plan provide a report to the
Buyer within five (5) Working Days of the end of each Month detailing both patched
and outstanding vulnerabilities in the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) and any elapsed time between the
public release date of patches and either time of application or for outstanding
vulnerabilities the time of issue of such report;
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13.5.6  propose interim mitigation measures to vulnerabilities in the ICT Environment
known to be exploitable where a security patch is not immediately available;

13.5.7 remove or disable any extraneous interfaces, services or capabilities that are not
needed for the provision of the Services (in order to reduce the attack surface of the
ICT Environment); and

13.5.8 inform the Buyer when it becomes aware of any new threat, vulnerability or
exploitation technique that has the potential to affect the security of the ICT
Environment and provide initial indications of possible mitigations.

13.6 If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under
this Paragraph 13, the Supplier shall immediately notify the Buyer.

13.7 Afailure to comply with Paragraph 13.3 shall constitute a Default, and the Supplier shall
comply with the Rectification Plan Process.
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Part B — Annex 1:

Baseline security requirements
14. HANDLING CLASSIFIED INFORMATION

14.1 The Supplier shall not handle Buyer information classified SECRET or TOP SECRET except if
there is a specific requirement and in this case prior to receipt of such information the
Supplier shall seek additional specific guidance from the Buyer.

15. END USER DEVICES

15.1 When Government Data resides on a mobile, removable or physically uncontrolled device it
must be stored encrypted using a product or system component which has been formally
assured through a recognised certification process of the National Cyber Security Centre
(“NCSC”) to at least Foundation Grade, for example, under the NCSC Commercial Product
Assurance scheme ("CPA").

15.2 Devices used to access or manage Government Data and services must be under the
management authority of Buyer or Supplier and have a minimum set of security policy
configuration enforced. These devices must be placed into a ‘known good’ state prior to being
provisioned into the management authority of the Buyer. Unless otherwise agreed with the
Buyer in writing, all Supplier devices are expected to meet the set of security requirements set
out in the End User Devices Security Guidance (https:/www.ncsc.gov.uk/guidance/end-user-
device-security). Where the guidance highlights shortcomings in a particular platform the
Supplier may wish to use, then these should be discussed with the Buyer and a joint decision
shall be taken on whether the residual risks are acceptable. Where the Supplier wishes to
deviate from the NCSC guidance, then this should be agreed in writing on a case by case basis
with the Buyer.

16. DATA PROCESSING, STORAGE, MANAGEMENT AND DESTRUCTION

16.1 The Supplier and Buyer recognise the need for the Buyer’s information to be safeguarded
under the UK Data Protection regime or a similar regime. To that end, the Supplier must be
able to state to the Buyer the physical locations in which data may be stored, processed and
managed from, and what legal and regulatory frameworks Government Data will be subject to
at all times.

16.2 The Supplier shall agree any change in location of data storage, processing and administration
with the Buyer in accordance with Clause 18 (Data protection).

16.3 The Supplier shall:
16.3.1 provide the Buyer with all Government Data on demand in an agreed open format;

16.3.2 have documented processes to guarantee availability of Government Data in the
event of the Supplier ceasing to trade;

16.3.3  securely destroy all media that has held Government Data at the end of life of that
media in line with Good Industry Practice; and

16.3.4  securely erase any or all Government Data held by the Supplier when requested to
do so by the Buyer.
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17. ENSURING SECURE COMMUNICATIONS

17.1 The Buyer requires that any Government Data transmitted over any public network (including
the Internet, mobile networks or un-protected enterprise network) or to a mobile device must
be encrypted using a product or system component which has been formally assured through
a certification process recognised by NCSC, to at least Foundation Grade, for example, under
CPA.

17.2 The Buyer requires that the configuration and use of all networking equipment to provide the
Services, including those that are located in secure physical locations, are at least compliant
with Good Industry Practice.

18. SECURITY BY DESIGN

18.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting systems,
processes and user access to the minimum possible level) to the design and configuration of IT
systems which will process or store Government Data.

18.2 When designing and configuring the ICT Environment (to the extent that the ICT Environment
is within the control of the Supplier) the Supplier shall follow Good Industry Practice and seek
guidance from recognised security professionals with the appropriate skills and/or a NCSC
certification (https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all
bespoke or complex components of the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier).

19. SECURITY OF SUPPLIER STAFF

19.1 Supplier Staff shall be subject to pre-employment checks that include, as a minimum: identity,
unspent criminal convictions and right to work.

19.2 The Supplier shall agree on a case by case basis Supplier Staff roles which require specific
government clearances (such as ‘SC’) including system administrators with privileged access to
IT systems which store or process Government Data.

19.3 The Supplier shall prevent Supplier Staff who are unable to obtain the required security
clearances from accessing systems which store, process, or are used to manage Government
Data except where agreed with the Buyer in writing.

19.4 All Supplier Staff that have the ability to access Government Data or systems holding
Government Data shall undergo regular training on secure information management
principles. Unless otherwise agreed with the Buyer in writing, this training must be
undertaken annually.

19.5 Where the Supplier or Subcontractors grants increased ICT privileges or access rights to
Supplier Staff, those Supplier Staff shall be granted only those permissions necessary for them
to carry out their duties. When staff no longer need elevated privileges or leave the
organisation, their access rights shall be revoked within one (1) Working Day.

20. RESTRICTING AND MONITORING ACCESS

20.1 The Supplier shall operate an access control regime to ensure all users and administrators of
the ICT Environment (to the extent that the ICT Environment is within the control of the
Supplier) are uniquely identified and authenticated when accessing or administering the
Services. Applying the ‘principle of least privilege’, users and administrators shall be allowed
access only to those parts of the ICT Environment that they require. The Supplier shall retain
an audit record of accesses.
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21. AUDIT

21.1 The Supplier shall collect audit records which relate to security events in the systems or that
would support the analysis of potential and actual compromises. In order to facilitate effective
monitoring and forensic readiness such Supplier audit records should (as a minimum) include:

21.1.1  Logs to facilitate the identification of the specific asset which makes every outbound
request external to the ICT Environment (to the extent that the ICT Environment is
within the control of the Supplier). To the extent the design of the Deliverables
allows such logs shall include those from DHCP servers, HTTP/HTTPS proxy servers,
firewalls and routers.

21.1.2  Security events generated in the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) and shall include: privileged
account log-on and log-off events, the start and termination of remote access
sessions, security alerts from desktops and server operating systems and security
alerts from third party security software.

21.2 The Supplier and the Buyer shall work together to establish any additional audit and
monitoring requirements for the ICT Environment.

21.3 The Supplier shall retain audit records collected in compliance with this Paragraph 21 for a
period of at least 6 Months.
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Part B — Annex 2 - Security Management Plan

Attach Plan when approved by Buyer (Receipt of Security Management Plan no longer than twenty (20)
working day after Start Date.)
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Schedule 19 (Cyber Essentials Scheme)

1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Schedule 1 (Definitions):

"Cyber Essentials the Cyber Essentials Scheme developed
Scheme" by the Government which provides a

clear statement of the basic controls
all organisations should implement to
mitigate the risk from common
internet based threats (as may be
amended from time to time). Details of
the Cyber Essentials Scheme can be
found at:
https://www.gov.uk/government/public
ations/cyber-essentials-scheme-

overview
"Cyber Essentials the certificate awarded on the basis of
Basic Certificate" self-assessment, verified by an

independent certification body, under
the Cyber Essentials Scheme and is
the basic level of assurance;

"Cyber Essentials Cyber Essentials Basic Certificate or the
Certificate" Cyber Essentials Plus Certificate to
be provided by the Supplier as set out
in the Award Form

"Cyber Essential sensitive and personal information and
Scheme Data" other relevant information as referred
to in the Cyber Essentials Scheme
"Cyber Essentials the certification awarded on the basis of
Plus Certificate" external testing by an independent

certification body of the Supplier's

cyber security approach under the
Cyber Essentials Scheme and is a
more advanced level of assurance.

2. WHAT CERTIFICATION DO YOU NEED

2.1  Where the Award Form requires that the Supplier provide a Cyber Essentials Certificate by the
time of contract award, the Supplier shall provide a valid Cyber Essentials Certificate to the
Buyer. Where the Supplier fails to comply with this Paragraph 2.1 it shall be prohibited from
commencing the provision of Deliverables under the Contract until such time as the Supplier
has evidenced to the Buyer its compliance with this Paragraph 2.1.

2.2 Where the Supplier continues to Process Cyber Essentials Scheme Data during the Contract
Period of the Contract the Supplier shall deliver to the Buyer evidence of renewal of the Cyber
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Essentials Certificate on each anniversary of the first applicable certificate obtained by the
Supplier under Paragraph 2.1.

2.3  Where the Supplier is due to Process Cyber Essentials Scheme Data after the Start date of the
Contract but before the end of the Contact Period, the Supplier shall deliver to the Buyer
evidence of:

2.3.1 avalid and current Cyber Essentials Certificate before the Supplier Processes any
such Cyber Essentials Scheme Data; and

2.3.2  renewal of the valid Cyber Essentials Certificate on each anniversary of the first
Cyber Essentials Scheme certificate obtained by the Supplier under Paragraph 2.1.

2.4 Inthe event that the Supplier fails to comply with Paragraphs 2.2 or 2.3 (as applicable), the
Buyer reserves the right to terminate this Contract for material Default.

2.5 The Supplier shall ensure that all Sub-Contracts with Subcontractors who Process Cyber
Essentials Data contain provisions no less onerous on the Subcontractors than those imposed
on the Supplier under this Contract in respect of the Cyber Essentials Scheme under
Paragraph 2.1 of this Schedule.

2.6 This Schedule shall survive termination or expiry of this Contract.
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Schedule 20 (Processing Data)

Status of the Controller

1.1 The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature
of the activity carried out by each of them in relation to their respective obligations under a
Contract dictates the status of each party under the DPA 2018. A Party may act as:

1.1.1  “Controller” in respect of the other Party who is “Processor”;
1.1.2 “Processor” in respect of the other Party who is “Controller”;
1.1.3  “Joint Controller” with the other Party;

1.1.4 “Independent Controller” of the Personal Data where the other Party is
also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1
(Processing Personal Data) which scenario they think shall apply in each
situation.

. Where one Party is Controller and the other Party its Processor

2.1 Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1
(Processing Personal Data) by the Controller.

2.2 The Processor shall notify the Controller immediately if it considers that any of the
Controller’s instructions infringe the Data Protection Legislation.

2.3 The Processor shall provide all reasonable assistance to the Controller in the preparation of
any Data Protection Impact Assessment prior to commencing any Processing. Such assistance
may, at the discretion of the Controller, include:

2.3.1 a systematic description of the envisaged Processing and the purpose
of the Processing;

2.3.2 an assessment of the necessity and proportionality of the Processing in
relation to the Services;

2.3.3 an assessment of the risks to the rights and freedoms of Data Subjects;
and

2.3.4 the measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of
Personal Data.

2.4 The Processor shall, in relation to any Personal Data Processed in connection with its
obligations under the Contract:

2.4.1 Process that Personal Data only in accordance with Annex 1
(Processing Personal Data), unless the Processor is required to do
otherwise by Law. If it is so required the Processor shall notify the
Controller before Processing the Personal Data unless prohibited by
Law;

2.4.2 ensure that it has in place Protective Measures, including in the case of
the Supplier the measures set out in Clause 18.4 of the Core Terms,
which the Controller may reasonably reject (but failure to reject shall
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not amount to approval by the Controller of the adequacy of the
Protective Measures) having taken account of the:

a) nature of the data to be protected;
b) harm that might result from a Personal Data Breach;
C) state of technological development; and
d) cost of implementing any measures;
243 ensure that:
a) the Processor Personnel do not Process Personal Data except

in accordance with the Contract (and in particular Annex 1
(Processing Personal Data));

b) it uses all reasonable endeavours to ensure the reliability and
integrity of any Processor Personnel who have access to the
Personal Data and ensure that they:

(i) are aware of and comply with the Processor’s duties
under this Schedule 20, Clauses 18 (Data protection), 19
(What you must keep confidential) and 20 (When you
can share information);

(i) are subject to appropriate confidentiality undertakings
with the Processor or any Subprocessor,

(i)  are informed of the confidential nature of the Personal
Data and do not publish, disclose or divulge any of the
Personal Data to any third party unless directed in
writing to do so by the Controller or as otherwise
permitted by the Contract; and

(iv)  have undergone adequate training in the use, care,
protection and handling of Personal Data;

2.4.4 not transfer Personal Data outside of the UK unless the prior written
consent of the Controller has been obtained and the following
conditions are fulfilled:

a) the transfer is in accordance with Article 45 of the UK GDPR
(or section 73 of DPA 2018); or

b) the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance
with UK GDPR Atrticle 46 or section 75 of the DPA 2018) as
determined by the Controller which could include relevant
parties entering into the International Data Transfer Agreement
(the “IDTA”), or International Data Transfer Agreement
Addendum to the European Commission’s SCCs (the
“Addendum”), as published by the Information Commissioner’s
Office from time to time, as well as any additional measures
determined by the Controller;

C) the Data Subject has enforceable rights and effective legal
remedies;
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d) the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of
protection to any Personal Data that is transferred (or, if it is not
so bound, uses its best endeavours to assist the Controller in
meeting its obligations); and

e) the Processor complies with any reasonable instructions
notified to it in advance by the Controller with respect to the
Processing of the Personal Data;

where the Personal Data is subject to EU GDPR, not transfer Personal
Data outside of the EU unless the prior written consent of the Controller
has been obtained and the following conditions are fulfilled:

a) the transfer is in accordance with Article 45 of the EU GDPR; or

b) the transferring Party has provided appropriate safeguards in
relation to the transfer in accordance with Article 46 of the EU
GDPR as determined by the non-transferring Party which could
include relevant parties entering into Standard Contractual
Clauses in the European Commission’s decision 2021/914/EU
or such updated version of such Standard Contractual Clauses
as are published by the European Commission from time to
time as well as any additional measures determined by the
non-transferring Party;

C) the Data Subject has enforceable rights and effective legal
remedies;

d) the transferring Party complies with its obligations under the
Data Protection Legislation by providing an adequate level of
protection to any Personal Data that is transferred (or, if it is not
so bound, uses its best endeavours to assist the non-
transferring Party in meeting its obligations); and

e) the transferring Party complies with any reasonable instructions
notified to it in advance by the non-transferring Party with
respect to the processing of the Personal Data; and

at the written direction of the Controller, delete or return Personal Data
(and any copies of it) to the Controller on termination of the Contract
unless the Processor is required by Law to retain the Personal Data.

2.5 Subject to Paragraph 2.6 of this Schedule 20, the Processor shall notify the Controller
immediately if in relation to it Processing Personal Data under or in connection with the

Contract it:

2.5.1 receives a Data Subject Access Request (or purported Data Subject
Access Request);

2.5.2 receives a request to rectify, block or erase any Personal Data;

2.5.3 receives any other request, complaint or communication relating to
either Party's obligations under the Data Protection Legislation;

2.5.4 receives any communication from the Information Commissioner or any

other regulatory authority in connection with Personal Data Processed
under the Contract;
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2.5.5 receives a request from any third Party for disclosure of Personal Data
where compliance with such request is required or purported to be
required by Law; or

2.5.6 becomes aware of a Personal Data Breach.

2.6 The Processor’s obligation to notify under Paragraph 2.5 of this Schedule 20 shall include the
provision of further information to the Controller, as details become available.

2.7 Taking into account the nature of the Processing, the Processor shall provide the Controller
with assistance in relation to either Party's obligations under Data Protection Legislation and
any complaint, communication or request made under Paragraph 2.5 of this Schedule 20 (and
insofar as possible within the timescales reasonably required by the Controller) including by
immediately providing:

2.7.1 the Controller with full details and copies of the complaint,
communication or request;

2.7.2 such assistance as is reasonably requested by the Controller to enable
it to comply with a Data Subject Access Request within the relevant
timescales set out in the Data Protection Legislation;

2.7.3 the Controller, at its request, with any Personal Data it holds in relation
to a Data Subject;

2.7.4 assistance as requested by the Controller following any Personal Data
Breach; and/or

2.7.5 assistance as requested by the Controller with respect to any request
from the Information Commissioner’s Office or any other regulatory
authority, or any consultation by the Controller with the Information
Commissioner's Office or any other regulatory authority.

2.8 The Processor shall maintain complete and accurate records and information to demonstrate
its compliance with this Schedule 20. This requirement does not apply where the Processor
employs fewer than 250 staff, unless:

2.8.1 the Controller determines that the Processing is not occasional,

2.8.2 the Controller determines the Processing includes special categories of
data as referred to in Article 9(1) of the UK GDPR or Personal Data
relating to criminal convictions and offences referred to in Article 10 of
the UK GDPR; or

2.8.3 the Controller determines that the Processing is likely to result in a risk
to the rights and freedoms of Data Subjects.

2.9 The Processor shall allow for audits of its Data Processing activity by the Controller or the
Controller’s designated auditor.

2.10 The Parties shall designate a Data Protection Officer if required by the Data Protection
Legislation.

2.11 Before allowing any Subprocessor to Process any Personal Data related to the Contract, the
Processor must:

2.11.1 notify the Controller in writing of the intended Subprocessor and
Processing;

2.11.2 obtain the written consent of the Controller;
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2.11.3 enter into a written agreement with the Subprocessor which give effect
to the terms set out in this Schedule 20 such that they apply to the
Subprocessor; and

2.11.4 provide the Controller with such information regarding the
Subprocessor as the Controller may reasonably require.

2.12 The Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.

2.13 The Buyer may, at any time on not less than 30 Working Days’ notice, revise this Schedule 20
by replacing it with any applicable controller to processor standard clauses or similar terms
forming part of an applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

2.14 The Parties agree to take account of any guidance issued by the Information Commissioner’s
Office. The Buyer may on not less than 30 Working Days’ notice to the Supplier amend the
Contract to ensure that it complies with any guidance issued by the Information
Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data

3.1 Inthe event that the Parties are Joint Controllers in respect of Personal Data under the
Contract, the Parties shall implement Paragraphs that are necessary to comply with UK GDPR
Article 26 based on the terms set out in Annex 2 to this Schedule 20 (Processing Data).

Independent Controllers of Personal Data

3.2 With respect to Personal Data provided by one Party to another Party for which each Party
acts as Controller but which is not under the Joint Control of the Parties, each Party
undertakes to comply with the applicable Data Protection Legislation in respect of their
Processing of such Personal Data as Controller.

3.3 Each Party shall Process the Personal Data in compliance with its obligations under the Data
Protection Legislation and not do anything to cause the other Party to be in breach of it.

3.4 Where a Party has provided Personal Data to the other Party in accordance with Paragraph
3.2 of this Schedule 20 above, the recipient of the Personal Data will provide all such relevant
documents and information relating to its data protection policies and procedures as the
other Party may reasonably require.

3.5 The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in
respect of the Processing of Personal Data for the purposes of the Contract.

3.6 The Parties shall only provide Personal Data to each other:

3.6.1 to the extent necessary to perform their respective obligations under
the Contract;

3.6.2 in compliance with the Data Protection Legislation (including by
ensuring all required data privacy information has been given to
affected Data Subjects to meet the requirements of Articles 13 and 14
of the UK GDPR); and

3.6.3 where it has recorded it in Annex 1 (Processing Personal Data).

3.7 Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of Processing as well as the risk of varying likelihood and severity for the
rights and freedoms of natural persons, each Party shall, with respect to its Processing of
Personal Data as Independent Controller, implement and maintain appropriate technical and
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organisational measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and
the measures shall, at a minimum, comply with the requirements of the Data Protection
Legislation, including Article 32 of the UK GDPR.

3.8 A Party Processing Personal Data for the purposes of the Contract shall maintain a record of
its Processing activities in accordance with Article 30 UK GDPR and shall make the record
available to the other Party upon reasonable request.

3.9 Where a Party receives a request by any Data Subject to exercise any of their rights under the
Data Protection Legislation in relation to the Personal Data provided to it by the other Party
pursuant to the Contract (“Request Recipient”):

3.9.1 the other Party shall provide any information and/or assistance as
reasonably requested by the Request Recipient to help it respond to
the request or correspondence, at the cost of the Request Recipient; or

3.9.2 where the request or correspondence is directed to the other Party
and/or relates to that other Party's Processing of the Personal Data, the
Request Recipient will:

a) promptly, and in any event within five (5) Working Days of
receipt of the request or correspondence, inform the other
Party that it has received the same and shall forward such
request or correspondence to the other Party; and

b) provide any information and/or assistance as reasonably
requested by the other Party to help it respond to the request or
correspondence in the timeframes specified by Data Protection
Legislation.

3.10 Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data
Breach relating to Personal Data provided by the other Party pursuant to the Contract and
shall:

3.10.1 do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach;

3.10.2 implement any measures necessary to restore the security of any
compromised Personal Data;

3.10.3 work with the other Party to make any required notifications to the
Information Commissioner’s Office or any other regulatory authority
and affected Data Subjects in accordance with the Data Protection
Legislation (including the timeframes set out therein); and

3.10.4 not do anything which may damage the reputation of the other Party or
that Party's relationship with the relevant Data Subjects, save as
required by Law.

3.11 Personal Data provided by one Party to the other Party may be used exclusively to exercise
rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data).

3.12 Personal Data shall not be retained or processed for longer than is necessary to perform
each Party’s respective obligations under the Contract which is specified in Annex 1
(Processing Personal Data).

3.13 Notwithstanding the general application of Paragraphs 2.1 to 2.14 of this Schedule 20 to
Personal Data, where the Supplier is required to exercise its regulatory and/or legal
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