
Contract Schedule Q (Lot 1)
Data Protection
1 General

1.1 Any obligation in the Contract Schedule Q includes a requirement to ensure that each of the Parties including the personnel of each Party (personnel shall include directors, officers, employees, servants, agents, consultants, suppliers and sub-contractors) will comply with the obligation and with all of its applicable requirements of the Data Protection Legislation and shall not knowingly or negligently by any act or omission, place the other Party in breach, or potential breach of Data Protection Legislation. This clause is in addition to and does not relieve, remove or replace a Party's obligations under the Data Protection Legislation.  
1.2 Details of the Processing of Personal Data carried out by the Contractor under or in connection with this Contract are set out in this Contract Schedule Q. Annex B is to be completed in response to each Task Order and shall include details of whether the Contractor is Processing Personal Data as a Data Controller (in which case the obligations set out in the Contract apply to such Processing) or as a Data Processor (in which case the obligations set out in this Contract Schedule Q apply to such Processing). 

1.3 The parties agree and acknowledge that where the Contractor is Processing Personal Data on behalf of the Client:

1.3.1 the Client alone shall determine the purposes for which, and the manner in which, Personal Data is, or is to be, Processed in the Provision of the Service or otherwise in connection with this Contract; and 

1.3.2 the parties shall comply with their respective obligations set out in this Contract Schedule Q.
1.4 The Contractor   warrants that it has in place, and undertakes that it shall maintain, appropriate technical and organisational measures to ensure that the Processing of Personal Data by the Contractor, in connection with this Contract meets the requirements of the Data Protection Legislation and this Contract Schedule Q, including ensuring the protection of the rights of Data Subjects in accordance with the Data Protection Legislation. Such technical and organisational measures shall include (without limitation) the measures set out in Annex A. 
1.5 The Contractor shall indemnify and keep the Client indemnified in full from and against all claims, proceedings, actions, damages, loss, penalties, fines, levies, costs and expenses and all loss of profits, business revenue or goodwill (whether direct or indirect) and all consequential or indirect loss howsoever arising out of, in respect of or in connection with, any breach by the Contractor or any of its personnel of this Contract Schedule Q.
2 Restrictions

2.1 The Contractor shall not publish, disclose or divulge Personal Data to any Data Subject or to a third party other than:

2.1.1 at the request of the Client; or 

2.1.2 as provided for in this Contract; or

2.1.3 to the extent required under a court order by a court of competent jurisdiction (provided that the Contractor shall give notice to the Client of any disclosure of Personal Data that it, or any of the Contractor's Subcontractors, is required to make under such a court order as soon as practicable when it is made aware of such a requirement); or 
2.1.4 at the request of the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this contract.
2.2 The Contractor shall:

2.2.1 Process the Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments (including the Data Protection Legislation) in such cases the Contractor shall inform the Client of that legal requirement unless such disclosure is prevented on the grounds of public interest;

2.2.2 Process the Personal Data only to the extent, and in such a manner, as is necessary for the Permitted Purposes and in accordance with the Client's written instructions from time to time and shall not Process the Personal Data for any other purposes; and

2.2.3 notify the Client in writing immediately if, in its reasonable opinion, it considers that any instruction infringes the Data Protection Legislation.

2.3 For the avoidance of doubt, except as expressly set out in this Contract, the Contractor shall not be required to ensure that its Provision of the Service or its other obligations under this Contract comply with the provisions of the GDPR until 25 May 2018, although it may expressly elect or agree in writing to become compliant before that date.
3 Data Collection

3.1   The Contractor shall ensure that it only collects Personal Data on behalf of the Client in the form agreed with the Client which will contain a data protection notice informing the Data Subject of the identity of the Data Controller, the identity of any data protection representative it may have appointed, the purpose or purposes for which the Data Subject's Personal Data will be processed and any other information which is necessary to comply with the Data Protection Legislation. The Contractor shall not modify or alter the form in any way without the prior written consent of the Client. 

4 Data Security and Breach Notification

4.1   The Contractor shall implement appropriate technical and organisational measures, which have been reviewed and approved by the Client, to ensure a level of security appropriate to the risks presented by the Processing of Personal Data pursuant to this Contract, including (without limitation) the risks presented by a Personal Data Breach. Such measures shall include (without limitation):

4.1.1 the pseudonymisation and encryption of Personal Data where appropriate in accordance with good industry practice;

4.1.2 measures to ensure the on-going confidentiality, integrity, availability and resilience of the systems used for Processing and the Provision of the Service;

4.1.3 measures to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical incident;

4.1.4 a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the Processing;
4.1.5 such additional measures as may be necessary to process any sensitive personal data; and

4.1.6 such other security measures as are set out in Annex C and Contract Schedule  H  .

review and approval of the appropriate technical and organisational measures (the 
Protective Measures) by the Client shall not relieve the Contractor of its obligations 
under Data Protection Legislation including, for the avoidance of doubt, putting 
sufficient Protective Measures in place.
4.2 The Contractor will ensure that it has in place Protective Measures as appropriate to protect against a Data Loss Even having taken account of the following: 

4.2.1 nature of the Personal Data to be protected;
4.2.2 harm that might result from a Data Loss Event;
4.2.3 state of technological development; and
4.2.4 implement any Protective Measures at the Contractor’s own expense and at no cost to the Authority; 
4.3   The Contractor shall notify the Client in writing within 24 hours if it becomes aware of:

4.3.1 any Personal Data Breach (whether caused by the Contractor or otherwise); and/or
4.3.2 any event that results, or may result, in unauthorised access to Personal Data held by the Contractor in relation to this Contract Schedule  Q and/or actual or potential loss and/or alteration and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach (a Data Loss Event); and/or
4.3.3 any advance in technology and methods of working or potential security threats which mean that the   Parties should revise the security measures taken by the Contractor to comply with its obligations under this Paragraph 4 (including as set out in Annex C) or as set out in Contract Schedule  H.

4.4 Where the Contractor notifies the Client of advances in technology or methods of working or potential security threats that mean the Parties should revise the security measures set out in Annex C, the Parties shall agree appropriate changes to Annex C. 
4.5 Where a Personal Data Breach occurs the Contractor shall provide such information and assistance and take such steps as the Client may reasonably require to enable the Client:

4.5.1 to mitigate the impact of the Personal Data Breach;

4.5.2 to ensure that Personal Data Breaches of the same nature do not occur again;

4.5.3 to notify the competent regulatory body of the Personal Data Breach; and/or

4.5.4 to notify Data Subjects of the Personal Data Breach.

5 Co-Operation and Assistance

5.1   The Contractor shall provide the Client with all reasonable co-operation and assistance in relation to the Processing of Personal Data, at no cost to the Client, to ensure that the Client is able to comply with all of its obligations under the Data Protection Legislation, including (without limitation):

5.1.1 implementing appropriate technical and organisational measures to assist the Client to fulfil its obligations to respond to requests from Data Subjects made under the Data Protection Legislation (including Data Subject Access Requests);

5.1.2 upon request putting in place measures to restrict the Processing of Personal Data;

5.1.3 upon request providing a copy of Personal Data relating to specific Data Subjects in a structured, commonly used and machine readable format;

5.1.4 upon request providing a copy of the record of any Processing of Personal Data it carries out on behalf of the Client including (without limitation) the records specified in Article 30(2) of the GDPR;

5.1.5 upon request providing information about the Contractor's Processing of Client Data;

5.1.6 assisting the Client with the preparation of data protection impact assessments and preparing data protection impact assessments on behalf of the Client on request including but without limitation to;
5.1.6.1 
a systematic description of the envisaged processing operations and the purpose of the processing; 

5.1.6.2 
an assessment of the necessity and proportionality of the processing operations in relation to the services; 

5.1.6.3
an assessment of the risks to the rights and freedoms of Data Subjects; 

5.1.6.4
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data;

5.1.7 upon request providing a written description of the technical and organisational methods referred to in paragraph 4 (Data security and breach notification). Within thirty (30) days of such a request, the Contractor shall provide written particulars of all such measures to a reasonable level of details such that the Client can determine whether, in connection with the Personal Data, the Data Protection Legislation is being complied with;

5.1.8 promptly complying with any request from the Client requiring   the Contractor to amend, transfer or delete the Personal Data and/or Client Data; and

5.1.9 subject to the Contractor being required to maintain such copies by law, upon expiry or termination of this Contract (for any reason whatsoever), the Contractor shall at the request of the Client promptly return to the Client or destroy all Personal Data and/or Client Data securely (regardless of form, and whether computerised or physical) and shall certify the deletion or destruction (as applicable) to the Client in writing.
5.2 Wherever in this Contract Schedule Q the Contractor is required to provide notice or information to the Client the Contractor will also promptly inform the Client of any further or additional information.

5.3 The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with its Data Processor obligations under this Contract Schedule Q. This requirement does not apply where the Contractor employs fewer than 250 staff, unless:
5.3.1 the Authority determines the processing is not occasional;

5.3.2 the Authority determines the processing includes any Special Categories of Personal Data and/or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 

5.3.3 the Authority determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.
6 Individuals' Rights

6.1   The Contractor shall notify the Client immediately if it receives a request from a Data Subject wishing to exercise any of the Data Subject's rights under the Data Protection Legislation.

6.2 The Contractor shall notify the Client immediately and provide all reasonable co-operation and assistance if:

6.2.1 it receives any complaint, notice or communication not covered under paragraph 6.1 which relates directly or indirectly to the Processing of the Personal Data or to either Party's compliance with the Data Protection Legislation; or

6.2.2 the Contractor is subject to any regulatory investigation by the Information Commissioner or any other data protection supervisory Client; or
6.2.3 It receives a request from third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law. 
6.3 The Contractor shall not without the prior written consent of the Client or as strictly necessary to Provide the Service, carry out Processing by automatic means of any Personal Data and/or Client Data for the purposes of evaluating matters about a Data Subject that constitutes the sole basis for any decision that significantly affects such Data Subjects. 
6.4 Taking into account the nature of the processing, the Contractor shall provide the Authority with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under this clause 6 (and insofar as possible within the timescales reasonably required by the Authority) at no cost to the Authority including by promptly providing:-

6.4.1 the Authority with full details and copies of the complaint, communication or request;

6.4.2 such assistance as is reasonably requested by the Authority to enable the Authority to comply with a Data Subject Access Request promptly; 
6.4.3 the Authority, at its request, with any Personal Data it holds in relation to a Data Subject; 
6.4.4 assistance as requested by the Authority following any Data Loss Event and/or Data Protection Breach to enable the Authority to mitigate the impact of the Personal Data Breach, to ensure that Personal Data Breaches of the same nature do not occur again, to notify the competent regulatory body of the Personal Data Breach and/or to notify the Data Subjects of the Personal Data Breach; 
6.4.5 assistance as requested by the Authority with respect to any request from the Information Commissioner’s Office, or any consultation by the Authority with the Information Commissioner's Office.  
7 Overseas Data Transfers

7.1   The Contractor shall not transfer the Personal Data to a country outside the United Kingdom without the prior written consent of the Client and subject to compliance with such reasonable conditions as the Client may specify, including but not limited to the following:
7.1.1 the Client or the Contractor has appropriate safeguards in relation to the transfer;

7.1.2 the Data Subject has enforceable rights and effective legal remedies;

7.1.3 the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred; and 

7.1.4 the Contractor complies with any reasonable instructions notified to it in advance by the Client with respect to the processing of the Personal Data.
8 Contractor Personnel

8.1 The Contractor shall ensure that access to the Personal Data and/or Client Data is limited to:

8.1.1 the Contractor Personnel who need access to the Personal Data and/or Client Data to enable the Provision of the Service (provided that such access is subject to written terms substantially the same as, and no less stringent than, the relevant terms contained in this Contract and this Contract Schedule Q); and

8.1.2 in the case of any access by any Contractor Personnel, such part or parts of the Personal Data and/or Client Data as is strictly necessary for performance of that Contractor Personnel's duties.

8.2 The Contractor shall ensure that all Contractor Personnel involved in the Processing of the Personal Data and/or Client Data:

8.2.1 are informed of the confidential nature of the Personal Data and/or Client Data;

8.2.2 are subject to legally binding obligations of confidentiality in relation to the Personal Data;

8.2.3 have undertaken reasonably adequate training in the laws relating to the care and handling of Personal Data and/or Client Data; and

8.2.4 are aware both of the Contractor's duties and their personal duties and obligations under such laws and this Contract; and 

8.2.5 do not process Personal Data except in accordance with this Contract and the Data Protection Legislation.
8.3 The Contractor shall take reasonable steps to ensure the reliability of any of the Contractor Personnel who have access to the Personal Data and/or Client Data.
8.4
The Contractor shall designate a data protection officer if required by Data Protection 
Legislation or by the Client in writing.  
9 Subcontractors

9.1 The Contractor may only authorise a Subcontractor to Process the Personal Data:

9.1.1 subject to the Client's prior written consent where the Contractor has supplied the Client with full details of such Subcontractor;

9.1.2 provided that such Subcontractor's contract is on terms which impose the same or equivalent data protection obligations on the Subcontractor as those imposed on the Contractor as set out in this Contract and this Contract Schedule Q, including, but not limited to, the requirement to implement appropriate technical and organisational measures to ensure that the Processing will meet the requirements set out in the Data Protection Legislation; 

9.1.3 provided that such Subcontractor shall where requested enter into a confidentiality undertaking with the Client (in a form specified by the Client);

9.1.4 provided that such Contractor Subcontractor's contract terminates automatically on termination of this Contract for any reason.

9.2 In accordance with paragraph 9.1.1, the Client expressly consents to the Processing of Personal Data by the Contractor's Subcontractors listed in the Contract Data.
9.3 For the avoidance of doubt, the Contractor shall remain liable to the Client for the performance of the Subcontractor's obligations.

10 Records, Information and Audit Rights 

10.1   The Contractor shall keep a record of any Processing of Personal Data it carries out on behalf of the Client including (without limitation) from and including 25 May 2018 the records specified in Article 30 (2) of the GDPR.

10.2 The Client is entitled, on giving reasonable notice of no fewer than five (5) Working Days to the Contractor, and the Contractor shall permit the Client, to inspect or appoint representatives to inspect all facilities, equipment, documents and electronic data relating to the Processing of Personal Data by the Contractor for the purpose of verifying the Contractor's compliance with the Data protection provisions of this Contract and this Contract Schedule Q. 

10.3 The requirement under paragraph 10.2 to give notice will not apply if the Client reasonably believes that   the Contractor is in material breach of any of its obligations under this Contract or the Data Protection Legislation.
10.4 The Client may, at any time on not less than thirty (30) Working Days’ advance notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme under Article 43 of the GDPR (which shall apply when incorporated by an attachment to this Contract).

10.5 The Contractor shall comply with guidance issued by the Information Commissioner’s Office. The Client may on not less than thirty (30) Working Days’ notice to the Contractor amend this Contract to ensure that it complies with any guidance issued by the Information Commissioners Officer and/or any changes to Data Protection Legislation.

Annex A

Technical and Organisational Measures to ensure compliance with Data Protection Legislation

[Drafting note: Details of the Contractor's policies, procedures and other measures to be inserted here.]

Annex   B

Details of Contractor Processing Activities

	Category of Personal Data
	Categories of Data Subjects


	Processing Operations


	Location of Processing Operations


	Identity of sub-contractors


	Purposes


	Duration



	[Specify the Personal Data that will be processed by the Contractor]
	[Specify the categories of data subjects whose Personal Data will be processed by the Contractor]
	[Specify all processing activities to be conducted by the Contractor and whether Contractor is acting as Data Processor or Data Controller]

Contractor is acting as Data Processor / Data Controller [Delete as applicable]
	[Specify all locations where the personal data will be processed by the Contractor]
	[Insert details of all permitted sub-contractors, including full legal name, registered address and location where processing of Personal Data will occur and processing operations]
	[Specify all purposes for which the Personal Data will be processed by the Contractor]
	[Specify the length of time for which data processing activities will be carried out]


Annex C

Security Measures
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