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G-CLOUD SERVICES CALL-OFF TERMS

Home Office

-and -

IBM United Kingdom Ltd
relating to

the provision of G-Cloud Services.
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CALL-OFF AGREEMENT TERMS AND CONDITIONS

THIS CONTRAGCT is made on the i day of June 2016

BETWEEN

{n Secretary of State for the Home Department of 3" Floor, 185 Fleet Street, London EC4A 2DY (the
“Customer"); (the “Customer”), and

(2) IBM United Kingdom Ltd, a company registered in the United Kingdom under company number 741598
and whose registered office is at PO Box 41, North Harbour, Portsmouth . Hampshire, PO8 3AU (the
“Supplier”).

ITIS AGREED AS FOLLOWS:

CO-1 OVERRIDING PROVISIONS

C0O-1.1 The Supplier agrees to supply the G-Cloud Services and any G-Cloud Additional Services in
accordance with the Call-Off Terms, including Supplier's Terms as identified in Framework
Schedule 1 (G-Cloud Services) and incorporated into this Call-Off Agreement.

C0-1.2 In the event of and only to the extent of any conflict or ambiguity between the Clauses of this
Call-Off Agreement, the provisions of the Schedules, any document referred to in the Clauses
of this Call-Off Agreement (including Supplier's Terms) and the Framework Agreement, the
conflict shall be resolved in accordance with the following order of precedence

C0-1.2.1 the Framework Agreement (excluding Framework Schedule 2);
C0-1.2.2 the Clauses of this Call-Off Agreement (exciuding Supplier Terms),
C0-1.2.3 the completed Order Form:

C0-1.2.4 the Collaboration Agreement (Framewaork Scheduie 7);

C0O-1.2.5 the Supplier's Terms as set out in the Framework Schedule 1 (G-Cloud Services) in
Appendix 8; and

CO-1.26 any other document referred to in the Clauses of this Call-Off Agreement

CO-1.3 The Supplier acknowledges and accepts that the order of prevailing provisions in this Calt-0f
Agreement is as set out in Clause CO-1.2 above.

cO-2 PREVENTION OF BRIBERY AND CORRUPTION

CO-2.1 Ifthe Supplier breaches
CO-2.1.1 Clauses FW-22 1 or FW-22 2 of the Framework Agreement; or,
CO-2.1.2 the Bribery Act 2010 in relation to the Framework Agreement
C0O-2.1.3 the Customer may terminate this Call-Off Agreement.

CO-2.2  The Parties agree that the Management Charge payable in accordance with Clause 1'W-§ d
nat constitute an offence under section 1 of the Bribery Act 2010

UNCLASSIFIED




C M@.__lcm Terms

CO-3 PROTECTICN OF INFORMATION

CO-3.1

CO-32

CO-3.3

C0O-3.4

The provisions of this Clause CO-3, shall apply during the Call-Off Agreement Period and for
such time as the Supplier holds the Customer Personal Data.

The Supplier shall and shall procure that Supplier's Staff comply with any notification
requirements under the DPA and both Parties undertake to duly observe all their obligations
under the DPA which arise in connection with the Cal-Off Agreement.

To the extent that the Supplier is Processing the Order Personal Data the Supplier shall

CC0-3.3.1 ensure that it has in place appropriate technical and organisational measures o
ensure the security of the Order Personal Data {and to guard against unauthornsea
or unlawful Processing of the Order Personal Data and against accidental loss o
destruction of, or damage to, the Order Personal Data; and

CO-3.3.2 provide the Customer with such information as the Customer may reasonab!;
request to satisfy itself that the Supplier is complying with its obligations under the
DPA

CO-3.3.3 promptly notify the Customer of any breach of the security measures to be put in
place pursuant to this Clause; and

CO-3.3.4 ensure that it does not knowingly or negligently do or omit to do anything whicn
places the Custemer in breach of its obligations under the DPA.

To the extent that the Supplier Processes Service Personal Data the Supplier shal::

C0-3.4.1 Process Service Personal Data only in accordance with written instructions from the
Customer as set out in this Call-Off Agreement;

CO-3.4.2 Process the Service Personal Data oniy to the extent, and in such mannar as =
necessary for the provision of the G-Cloud Services or as is required by Law or any
Regulatory Body;

CC-3.43 implement appropriate technical and organisational measures to protect Seryice
Personal Data against unauthorised or unlawful Uﬁoomwm_;o and against acc
loss, destruction, damage, alteration or disclosure. ese measures shall
appropriate to the harm which might result from any unauthorised or unizaw
Processing, accidental loss, destruction or damage to Service Personai [
having regard to the nature of the Service Personal Data which is to be protectec.

andi

CO-3.44 take reascnable steps 1o ensure the refiability of any Supplier Stafi who have acces:
to Service Personal Data:

CO-3.4.5 ensure that all Supplier Staff required 10 access Service Personal Data are infor
of the confidential nature of the Service Personal Data and comply with
obligations set out in this Clause;

CO-3.46 ensure that none of the Supplier Staff publish, disclose or divulge Customer <
Personal Data to any third party unless necessary for the provision of the (3-C
Services under the Call-Off Agreement andfor directed in writing to do se by
Customer,

CO-3.4.7 notify the Customer within five (5) Working Days if it receives:

C0O-3.4.7.1 arequest from a Data Subject to have access to Service Perso
relating to that person: or
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C0-34.8

G-Cloud 7

CO-3.4.7.2 a complaint or request relating to the Customer's obligations under the
Data Protection Legislation,

provide the Customer with full cooperation and assistance 1n relation to any
complaint or request made relating to Service Personal Data. including by

C0-3.4.8.1 providing the Customer with full details of the complaint or request.

C0-3.4.8.2 complying with a data access reqguest within the relevant timescales set
out in the Data Protection Legislation and in accordance with the
Customer's instructions;

CO-3.4.8.3 providing the Customer with any Service Persanal Data it holds in
relation to a Data Subject (within the timescales required by the
Customer); and

CO-3.4.8.4 providing the Customer with any information requested by the Data
Subject.

C0O-3.5 The Supplier shall:

CO-3.51

C0-356.2

permit the Customer or the Customer's Representative (subject to the reasonable
and appropriate confidentiality undertakings), to inspect and audit the Supplier's data
Processing activities (and/or those of its agents, subsidiaries and Sub-Contractors)
or provide to the Customer an independent third party inspection and audit certificat
in lieu of the same (unless otherwise agreed between the Parties. the optu
providing a certificate in lieu shall not be available at IL3 and above) and shall
comply with all reasonable requests or directions by the Customer to enable ihe
Customer to verify and/or procure that the Supplier 1s in full compliance with its
obligations under this Call-Off Agreement; and/or

subject to Clause CO-3.6 agree to an appointment of an independent auditor
selected by the Supplier to undertake the activities in Clause CO-3.5.1 prowvided
such selection is acceptable to the Customer or Customer Representative (subject
to such independent auditor complying with the reasonable and appropriate
confidentiality undertakings).

C0-3.6 The Supplier Shalk

C0O-3.6.1

C0-36.2

obtain prior written consent from the Customer in order to transfer Customer
Personal Data to any other person (including for the avoidance of doubt any Sub-
Contractors) for the provision of the G-Cloud Services;

not cause or permit tc be Processed, stored, accessed or otherwise transferred
outside the EEA any Customer Personal Data suppliec to i by the Customer withour
the prior written consent of the Customer. Where the Customer consents to such
Processing, storing, accessing or transfer outside the European Economic Area the
Supplier shall

C0-3.6.3 comply with the obligations of a Data Controller under the Eighth Data
Protection Principle set out in Schedule 1 of the Data Protection Act 189¢
by providing an adequate level of protection to any Persenal Data that s
s0 processed. siored, accessed or transferred

C0-3.6.4 comply with any reasonable instructions notifiea to it oy the Cusior
and either:
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cOo-4

CO-3.7

CO-3.8

.@..‘.‘Qc:g i

CO-3.6.5 ncorporate standard and/or model clauses (which are approved by the
European Commission as offering adequate safeguards under the Data
Protection Legislation) or warrant that that the obligations set out 11 th:
Supplier Terms provide Adequate protection for Personal Data

The Supplier shall not perform its obligations under this Call-Off Agreement in such a way as to
cause the Customer to breach any of its applicable obligations under the Data Protection
Legislation.

The Supplier acknowledges that, in the event that it breaches {(or attempts or threatens tc
breach) its obligations relating to Customer Personal Data that the Customer may be irreparably
harmed (including harm to its reputation). In such circumstances, the Customer may proceea
directly to court and seek injunctive or other equitable relief to remedy or prevent any further
breach (or attempted or threatened breach).

CONFIDENTIALITY

CO-4.1

CO-4.2

C0-4.3

CO-4.4

Co-4.5

Except to the extent set out in this Clause or where disclosure is expressly permitted elsewhere
in this Call-Off Agreement, each Party shall:

CO-4.1.1 treat the other Party’s Confidential information as confidential and safeguard it
accordingly; and

CO-4.1.2 not disclose any Confidential Information belonging to the other Party to any other
person without the prior written consent of the other Party, except to such persons
and to such extent as may be necessary for the performance of this Call-Off
Agreement.

The Supplier may only disclose the Customer's Confidential Information to the Supplier Staff
who are directly involved in the provision of the G-Cloud Services and who need to kKnow the
information, and shall ensure that such Supplier Staff are aware of and shall comply with these
obligations as to confidentiality.

The Supplier shall not, and shall procure that the Supplier Staff do not use any of the
Customer's Confidential Information received otherwise than for the purposes of this Cail-Off
Agreement.

The provisions of Clauses CO-4.1 shall not apply to the extent that

CO-4.4.1 such disclosure is a requirement of Law placed upon the Party making the
disclosure, including any requirements for disclosure under Clause CO.7
(Transparency) and the FOIA, the Ministry of Justice Code or the Environmental

Information Regulations pursuant to Clause CO-6 (i reedom of Information)

CO-4.42 such information was in the possession of the Party making the disclosure withous
obligation of confidentiality prior to its disclosure by the information owner,

CO-4.4.3 such information was obtained from a third party without obligation ot confidentiality:

CO-4.4.4 such information was already in the public doman at the tme of disclosure
otherwise than by a breach of this Call-Off Agreement, or

CO-4.45 it is independently developed without access lo the other Party’'s Confiderta
Information.

Nothing in this Call-Off Agreement shall prevent the Customer from disciosing the Supp!
Confidential Information (including the Management Information obtained under Clause F &
{Provision of Management Information) of the Framework Agreement)
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CO-5

CO-46

CO-4.7

CcO-4.8

CO-4.9

CO-4.51 for the purpose of the examination and certification of the Customer’'s accounis

[

CO-4572 for any examination pursuant to Section 6(1) of the National Audit Act 1983 «f ine
economy, efficiency and effectiveness with which the Customer has us
res0urces;

CO-4.53 to any Crown body or any Other Contracting Body. All Crown bodies or Coniract
Bodies receiving such Supplier's Confidential Information shall be entitled to furt
disclose the Supplier's Confidential Information to other Crown bodies or <
Contracting Bodies on the basis that the information is confidential and is not o be
disclosed to a third party which is not part of any Crown body or any Contracting
Body; or

CO-4.5.4 to any consultant, contractor or other person engaged by the Customer (on the bas:s
that the information shall be held by such consultant, contractor or other person in
confidence and is not to be disclosed to any third party) or any person conducti
Cabinet Office or ERG Gateway review or any additional assurance programme

In the event that the Supplier fails to comply with Clauses C0O-4.1 to Clause CO-4.4 :
Customer reserves the right to terminate this Call-Off Agreement with immediate effect by
notice in writing _

In order to ensure that no unauthorised person gains access to any Confidential Information o
any data obtained in performance of this Call-Off Agreement, the Supplier undertakes 1o
maintain adequate security arrangements that meet the requirements cof Good Industry
Practice

The Supplier will immediately notify the Customer of any breach of security in relation to
Customer Confidential information obtained in the performance of this Call-Off Agreement ana
will keep a record of such breaches. The Supplier will use its best endeavours to recover such
Customer Gonfidential Information however it may be recorded. This obligation is in addition to
the Supplier's obligations under Clauses CO-4.1 to Clause CO-4.4. The Supplier wili co-operate
with the Customer in any investigation that the Customer considers necessary to undertake as
a result of any breach of security in relation to Customer Confidential Information

Subject always to Clause CO-11.4 the Supplier shall, at all times during and after the Call-Off
Agreement Period, indemnify the Customer and keep the Customer fully indemnified against all
losses, damages, costs or expenses and other liabilities (including legal fees} incurred by
awarded against the Customer arising from any breach of the Supplier's obligations undsr the
DOPA or this Clause CO-4 (Confidentiality) except and to the extent that such hiabilities

resulted directly from the Customer's insiructions

CUSTOMER DATA

CO-5.1

C0-6.2

C0-5.3

The Supplier shall not delete or remove any proprietary notices contained within or rela
the Customer Data.

The Supplier shall not store, copy. disclose. or use tne Customer Data except as nacessary
the performance by the Supplier of its obligations under this Call-Off Agreement or as otharwisc
expressly approved by the Customer.

The Supplier shall ensure that any system on which the Supplier holds any Customer Dats
ncluding back-up data, is a secure system that complies with the Supplier securnity pohcy

STATUTORY OBLIGATIONS AND REGULATIONS
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CO-6 FREEDOM OF INFORMATION

C0O-6.1

CO-6.2

CO-6.3

CO-6.4

CO-6.5

jjmmcnc:mﬂmoxzos_ma@mmEmi:mOcmSBmZm mcgmoﬂoSmﬂmcc:ma:m:ac::mﬂ_“o:.,...m_:c.
the Environmental Information Regulations and shall assist and co-operate with the Customes
to enable the Customer to comply with its Information disclosure obligations

The Supplier shall:

CO-6.2.1 transfer to the Customer all Requests for Information that it receives as soon as
practicable and in any event within two (2) Working Days of receiving a Request for
Information;

CO-6.2.2 provide the Customer with a copy of all Information. refating to a Request for
Information, in ils possession or control, in the form that the Customer requires
within five (5) Working Days {or such other period as the Customer may specify} of
the Customer's request; and

CO-6.2.3 provide all necessary assistance as reasonably requested by the Customer o
enable the Customer to respond to the Request for Information within the time for
compliance set out in section 10 of the FOIA or regulation 5 of the Environmentai
Information Regulations

The Customer shall be responsible for determining in its absolute discretion and
notwithstanding any other provision in this Call-Off Agreement or any other agreement whether
the Commercially Sensitive Information and/or any other Information (including Supplier's
Confidential Information) is exempt from disclosure in accordance with the provisions of the
FOIA or the Environmental Information Regulations.

In no event shall the Supplier respond directly to a Request for Information unless authorised in
writing to do so by the Customer.

The Supplier acknowledges that the Customer may, acting in accordance with the Ministry ot
Justice Code, be obliged under the FOIA, or the Environmental Information Regulations to
disclose Information concerning the Supplier or the G-Cloud Services:

C0O-6.5.1 in certain circumstances without consulting the Suppler or
CO-6.5.2 following consuitation with the Supplier and having taken its views into accoun:

provided always that where Clause CO-6.5.1 applies the Customer shali i
accordance with any recommendations of the Ministry of Justice Code, take
reasonable steps. where appropriate, to give the Supplier advanced notice. or failing
that, to draw the disclosure to the Supplier's attention after any such disclosure

CO-6.5.3 The Supplier acknowledges that the description of information as Commercia
Sensitive Information in Framework Schedule 6 (Interpretations and Definitions) 15 of
an indicative nature only and that the Customer may be obiiged to disciose it in
accordance with this Clause CO-6. ‘

CO-7 TRANSPARENCY

CO-71

CO-7.2

The Parties acknowledge that, except for any information which is exempt from disclosure in
accordance with the provisions of the FOIA, the content of this Call-Of Agreement is not
Confidential information. The Customer shall be responsible for determining int its absolute
discretion whether any of the content of this Call-Off Agreement is exempt from disciosure in
accordance with the provisions of the FOIA.

Notwithstanding any other term of this Call-Off Agreement, the Supplier hereby gives is
consent for the Customer to publish this Call-Off Agreement in its entrety (but with any
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CO-8

CO-9

CO-7.3

CO-7.4

G-Cloud ¢

information which 1s exempt from disclosure in accordance with the provisions of the FOIA
redacted), including from time to time agreed changes to this Call-Off Agreement, to the gencrai
public.

The Customer may consult with the Supplier to inform its decision regarding any redactions but
the Customer shall have the final decision in its absolute discretion

The Supplier shall assist and cooperate with the Customer to enable the Customer to publish
this Call-Off Agreement.

OFFICIAL SECRETS ACTS

CO-8.1 The Supplier shall comply with and shall ensure that the Supplier Staif comply with. the
provisions of:

CO-8.1.1 the Official Secrets Act 1911 to 1989, and
CO-8.1.2 Section 182 of the Finance Act 1989.

CO-8.2 In the event that the Supplier or the Supplier Staff fails to comply with this Clause. the Customer
reserves the right to terminate this Call-Off Agreement with immediate effect by giving notice i
writing to the Supplier.

TERM AND TERMINATION

CO-9.1 This Call-Off Agreement shall take effect on the Effective Date and shall expire on.

C0-9.1.1 the date specified in paragraph 1.2 of the Order Form: or
CO-9.1.2 twenty four {24) Months after the Effective Date, whichever is the earlier, unlass
terminated earlier pursuant to this Clause CO-9.

C0-9.2 Termination without Cause
C0-9.2.1 The Customer shall have the right to terminate this Call-Off Agreement at any ume

by giving the length of written notice to the Supplier as set out in paragraph 10 2 o
the Order Form.

C0-9.3 Termination on Change of Control

CO-9.3.1 The Supplier shall notify the Customer immediately if the Supplier undergoes
change of control within the meaning of Section 450 of the Corporation Tax Act 2010
"Change of Control") and provided this does not contravene any Law shail
the Customer immediately in writing of any circumstances suggesting that a Cha
of Control is pianned or in contemplation. The Customer may terminate the Ca
Agreement by notice in writing with immediate effect within six (6) Months of

CO-9.3.1.1 being notified in writing that a Change of Control has cccurred or o
planned or in contemplation; or

C0O-9.2.1.2 where no notification has been made, the date that
becornes aware of the Change of Control,

but shall not be permitted to terminate where a written approval was granted prior 1o
the Change of Control

C0O-9.372 For the purposes of Clause CO-9.3.1, any transfer of shares or of any interest
shares by its affiliate company where such transfer forms part of a
reorganisation or restructuring shall be disregarded
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CO-9.4

CO-9.6

CO-9.86

Termination by Supplier

CO-9.4.1 If the Customer fails to pay the Supplier undisputed sums of money when due the

Supplier shall notify the Customer in writing of such failure to pay and ailow the
Customer five (5) calendar days to settie undisputed invoice. If the Customer fails to
pay such undisputed sums within allotted additional 5 calendar days. the Suppher
may terminate this Call-Cif Agreement subject to giving the length of notice as
specified in paragraph 10.1 of the Order Form.

Termination on Insolvency

C0O-9.5.1

C0-9.5.2

The Customer may terminate this Call-Off Agreement with immediate effect by
notice in writing where the Supplier

C0O-9.5.1.1 being an individual, or where the Supplier is a firm, any partner or
partners in that firm who together are able to exercise diract or indirect
control, as defined by Section 416 of the Income and Corperation
Taxes Act 1988. and:

C0-9.5.1.2 shall at any time become bankrupt or shall have a receiving order or
administration order made against him or shall make any composition
or arrangement with or for the benefit of his creditors. or shall make any
conveyance or assignment for the benefit of his creditors. or shail
purport so to do, or appears unable to pay or to have no reascnabis
prospect of being able to pay a debt within the meaning of Section 268
of the Insolvency Act 1986, or any similar event occurs under the law of
any other jurisdiction; or

C0-9.51.3 a creditor or encumbrancer attaches or takes possession of or a
distress, execution, seguestration or other such process is levied or
enforced on or sued against, the whole or any part of the Suppler
assets and such attachment or process is not discharged within
fourteen {14) calendar days: or

C0-9.5.1.4 he dies or is adjudged incapable of managing his affairs within the
meaning of Part VIl of the Mental Health Act 1983, or

C0-8.5.1.5 the Supplier suspends or ceases, or threatens lo suspend or ceasa. v
carry on all or a substantial part of his business

being a company, passes a resoiution, or the Court makes an order that the Sup
or its Parent Company be wound up otherwise than for the purpose of a bona nde
reconstruction or amalgamation, or a receiver, manager or administrator on benalf o
a creditor is appointed In respect of the business or any part thereof of the Suppuer
or its Parent Company {(or an application for the appointment of an administraior is
made or notice to appoint an administrator is given in relation to the Supplier or s
Parent Company). or circumstances arise which entitle the Court or a creditor o
appoint a receiver, manager or administrator or which entitle the Court othervse
than for the purpose of a bona fide reconstruction or amalgamation to make a
winding-up order. or the Suppler or its Parent Company 1s unable tc pay its debis
within the meaning of Section 123 of the Insolvency Act 1986 (except where !
claim 1s made under Section 123(1)(a) and is for an amount of less
thousand pounds (£10,000)) or any similar event occurs under the taw of any other
jurisdiction

Termination on Material Breach
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