RM 1557 vii
G-CLOUD 7

Call-Off Agreement and Call-Off Terms



Om_w.‘Cm‘ _.Q‘._:m..

Schedule 2: Call-Off Terms

Order Reference

1 July 2016

?:,mmmnzcm Date

FROM:

Customer Home Office  "Customer”

G-Cloud

Customer's Address | 2 Marsham Street, London SW1P 4DF

Invoice Address Home Office Shared Service Centre, HO Box 5015, Newport, NP20 98B

Principal Contact Name: Mark Huckerby

Address: 2 Marsham Street, London SW1P 4DF

Phone: 0785 447 1493

e-mail; Mark. Huckerby1@homeoffice.gsi.gov.uk

TO:

" Supplier | 1BM United Kingdom Ltd “Supplier”

| . S

Supplier's Address | North Harbour, Portsmouth, Hants, PO6 3AU

Account Manager Name: Russ L.atham

w ”1:\ T bl A e a
!

! |

; | Address:76-78 Upper Ground, London, SE1 9PZ

' Phone: 07500 127894

e-mail. russ. latham@uk.ibm.com

" Commencement Date

| This Call-Off Agreement commences on: 01 July 2016
W
[ 1.2 Expiry Date

" This Call-Off Agreement shall expire on.

30 June 2017; or

e
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| pursuant to Clause CO-9 of the Call-Off Agreement.

1.3 Services Reguirements

1.3.1  This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume
the G-Cloud Services utilized by Customer may vary from time to time during the course of this Cs
| Agreement, subject always fo the terms of the Call-Off Agreement.

1.3.2 G-Cloud Services

| 1321Lot1laaS  NA

1.3.2.2 Lot 2 PaaS N/A;

i 1.3.2.3 Lot 3 SaaS N/A; and
1.3.2.4 Lot4 Service ID 7903864977915403 IBM Cioud DevOps and Support Services

1.3.3.1 Detailed Requirements

The Customer's detailed requirements are in Appendix 1

‘. The Supplier's compliance with the requirements is included in Appendix 2a
! The Supplier's proposal reflecting the compliance to requirements is in appendix 2
The Supplier will work as directed by the Customer throughout the Term of this contract.

1.3.3.2 Detailed Security Requirements

_ Supplier personnel will hold appropriate clearance levels in accordance with the Security Aspects Letter i
Appendix 3. ,‘

m
,ﬁ Protectively marked data would be subject to the additional controls defined in the HMG Security Policy
| Framework

i For information assets considered by the Customer to be of a sensitive nature (classified as "“OFFICIAL
SENSITIVE") then only those personnel who have a genuine need to know should have access © tha
information.

The Supplier shall ensure that all systems, where they are operated by Supplier personnel in accordance
with the requirements and proposal or as directed by the Customer. are operated in such a mannar i
support Customer compliance with:  HMG  Security Policy Framework which  is  located =t
hitp://www.cabinetoffice.gov. uk/resource-library/security-policy-framework

Supplier shall ensure that all appropriate CESG Good Practice Guides are followed within the bounds o
: requirements and proposal or as directed by the Customer

A, mcnu:m_.mrm_.m:mc&uwoﬂmnzos025_2_@Saaﬁmgo:mwmmamzqmooﬁm%mzo:oI:mmo_:mgs\:mﬂm
“ appropriate

A Security Aspects Letter with further details is attached as Appendix 3

1.3.3.3 Detailed Reporting Requirements

See Appendix 1. Scope & Requirements: Section 8 2 Reporting

1.3.3.4 Detailed Commercial Requirements

aj Should a resource used to deliver the service (as identified in section 1.3.3.1) become unavatiable the
Supplier may request the replacement of the resource by offering an alternative similarly-s
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b)

sideration by the Customer. Customer retains the right not to accept the offered alternative resource

IPR Indemnity
The Supplier shall at all times, during and after the term, on written demand indemnify the Customer and

keep the Customer indemnified against all damages. costs or expenses and other liabilities (including legal -

fees) awarded against the Customer or agreed to be paid by the Supplier arising from an IPR claim relating

v

to the provision of the Services; or any claim for infringerment or alleged infringement of any patent used to
provide the Services (and any reference to IPR claims in clauses 2 to 6 (inclusive) shall be construed to
include such patent related claims).

1.

9.

The Customer agrees that:

it will notify the Supplier in writing of any IPR claim;

it will allow the Supplier to conduct all negotiations and proceedings and will provide the
Supplier with such reasonable assistance required by the Supplier, each at the Supplier's cost,
regarding the IPR claim; and

it will not, without first agreeing with the Supplier (such agreement by the Supplier not to be
unreasonably withheld or delayed), make an admission relating to the IPR ciaim

The Supplier shall consider and defend the IPR claim diligently using competent counsel and in
such a way as not to bring the reputation of the Customer into disrepute.

The Supplier shall not settle or compromise any IPR claim without consulting with the Cus-
tomer.

If an IPR claim is made, or the Supplier anticipates that an IPR claim might be made, the Sup-
plier may, at its own expense and sole option, either:

procure for the Customer the right to continue using the relevant item which is subject to the
PR claim; or

replace or modify the relevant item with non-infringing substitutes provided that:

the performance and functionality of the replaced or modified item is at least equivalent (o the
performance and functionality of the criginal item;

not used:
there is no additional cost to the Customer; and

the terms of the Agreement shall apply to the replaced or modified services.

If the Supplier elects to modify or replace an item pursuant to clause 5.2 Or to procure a licence
in accordance with clause 5 1. but this has not avoided or resolved the PR claim. then the
Customer may terminate this Call-Off Agreement by written notice with immediate effect anc
without prejudice to the indemnity set out in clause 1, the Supplier shall be liable for all reason
able and unavoidable costs of the substitute items and/or services including the add
costs of procuring, implementing and maintaining the substitute items

noenai

The provisions of clauses 1 to 6 {inclusive) shall not apply in respect of any IPR claim causoc
by

any use by or on behalf of the Customer of the software in combination with any item not sug:
plied pursuant to this Call-Off Agreement; or

the use by or on behaif of the Customer of the software in a manner not reasonably to
ferred from the provisions of this Call-Off Agreement; or

the use by or on behalf of the Supplier of any Customer provided assets in accordance with the |
terms of this Call-Off Agreement.

1.3.3.5 Assumptions (extracted from Appendix 2}

a) Planning. coordinating and managing cross supplier implamentations is out of scope of the Supplier s
2 responsibilities.
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b) Bank Holidays are excluded from IPT Core Hours.

c) mmm support can mn:mﬁcm conducted from non-Customer equipment accredited by the Customer (e Su:-
7 plier laptops) or will utilise Customer provided laptops that can connect securely to the BSG environme:
from remote locations.

d) Access to the BSG tooling will be accessible remotely through its migration to the Cloud
e) All call out support can be executed remotely.

fy During service improvement activity the Acceptance into Service ("AIS") criteria for production releases will

be agreed. The Supplier is a key stakeholder in the AIS process for all IPT and BSG releases to jointiy
W, document and accept risks and associated impacts and mitigations in advance of deployments. Deploy
| ments will not proceed without a validation against the AIS criteria and joint agreement on associated ﬁ_wmw
and mitigations. .

g9) No new Information Security Management System {ISMS) will be required for the delivery of this service.

-h) Additional resources to support BSG QAT during Phase 1 will be funded through the existing BSG FB3A
contract .

1 2. PRINCIPAL LOCATIONS

21 Principal locations where the services are being performed

W
| The Level 2 Support and Operations Service for the IPT and BSG shall be performed across 2 phases which shall

ks '
| include dual site working and business as usual operations at:

Customer Offices at Fleet Street 3rd Floor, 165 Fleet Street, London EC4A 2DY; and 4th Ficor Metro Paint, 49
. Sydenham Road, Croydon, CRO 2EU; and

_ Supplier Secure Shared Delivery Service Centre in Hursley.

i3 STANDARDS

Quality Standards

The supplier warrants that it will carry out the services with reasonable care and skil and that all goods
supplied hereunder shall be of satisfactory quality and suitable for the Customers detailed requirements

32 Technical Standards

(a) Home Office Digital Strategy:

NURS Awww.gov . .o ~imenvpuit = ~+~ns/il me-office-diaita-strateqv/home-oft e-dig tal-strae

(b) Home Office Technology Strategy:
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(d) HMG Security Policy Framework:

2ierZ0

i

yslemiuploads/attachme

BHps/vwww.gov. uk/g .

y_Framework v10 0 Apr-201° Ew

i and also the Government Security Classification Policy
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https:/www qoy ukigevernment/put _ﬁ,.m._:.cm..m‘\doﬁ_‘2 nen

(e) CESG Policies and Guidance:

hitp, femess ~eno goy uk/pub - ations/lagesicate 2oyl

4 %206 +Guida e

(fy Home Office Technology Principles and Standards - Enterprise Architecture

(g) Technology and Methodology Standards and Terms to provide context for ESBA Suppliers (non-
exhaustive):

- TOGAF ADM, BPMN 2.0, W3C WCAG, Archimate 2.0, UML2.0, DevOps, Continuous Integration, Build
. Automation, Agile Development

4, ONBOARDING

4.1 On-boarding

Not used.

5. CUSTOMER RESPONSIBILITIES

5.1 Customer’s Responsibilities (including items from Appendix 2)

5.1.1 The Customer shall ensure that Deliverables are reviewed in a timely manner.

512 The Customer shall ensure that Achievement Certificates are reviewed and approved {if appropriate) in a
timely manner.

5.1.3 The Customer is responsible for the selection of. and contracting with, the cloud hosting provider for the 1P7
and BSG programmes.

514 The Customer shall be responsible for clear release management governance that enables all candidate
releases fo be assessed for their test coverage, known issues, known deployment workarounds prior to
agreement

5.1.5 The Customer shall be responsible for the provision of 3rd line support appropriate to the hours provided by .
Level 2, or agreement to park incidents requiring 3rd line support untit the standard working day

516 Prioritisation of development supplier work to enable improvements as identified in the Service

! Improvement Plan, e.g. updates to work instructions and application alerting, as well as supplier ownd

enhancements identified during this contract as part of the Continuous Service Improvement cycle

V 51.7 The Customer shall be responsible for providing a Live Services Product owner to prioritise mcidents

518 The Customer shall be responsible for providing a Home Office Technology ("HOT") owner responsibie fo

_ the acceptance criteria of services to enter Level 2 support

_ 519 The Customer shall ensure that the programmes (BSG and IPT) will each provide an experienced tec

i release and implementation manager to responsible for detailed assured release plans prior to any

: production deployment

| 5110 The Customer shall be responsible for the provision of a production—like support environment that wili be

i made available to Lavel 2 when required to allow preblem determination, issue recreation and reiease
rehearsals.

5111 Desk space, internet wi-fi or CATS cables and POISE terminal access and desktops for access to systems
with higher levels of security will be pravide in Croydon for users in the Service Acceptance and £

g

| 5112 The Customer's IPT release management team will undertake all administrative change & release
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5.2  Customer’s equipment

If required POISE desktop PC access will be provided by the Customer. This will be subject to relevant security
clearances as described at Appendix 3 Security Aspects Letter.

Licenses for the IPT and BSG Programme tooling software will be provided by the Customer

Licences required by the Supplier to allow the Supplier to work on the IPT and BSG Programmes but, for the
avoidance of doubt, excluding any licences required by the Supplier to deliver their Specialist Cloud Service will be
| provided by the Customer.

i

The Customer will provide laptops that can connect securely to the BSG environment from remote locations

6. PAYMENT

|
}
“ 6.1 Payment profile and method of payment
| Charges attributable to IPT and BSG are as tabled below and represent the total Time and Matenals chargeable
_

The total Time and Materials Charges payable by the Customer during the Term shall not exceed £2,956,977 (Two
million, Nine hundred and fifty six thousand, Nine hundred and seventy seven pounds (GBP)) except that this value
may be increased at the sole discretion of the Customer via a notice to extend or agreed contract change.

The Charges have been calculated using the rate card in section 6.1.2 below and the resource model in Appendix 5

Table 6 1a: IPT and BSG Charges

m ~ Phase1 _ Phase2  Maximum Price
H Nil £907,578
| £542,802 £1,506,597 |
B £542,802 | £2.414,175 £2,956,977

|

| 6.1.2 Time & Materials Service Charges

The Service Charges for delivery are based upon the day rates set out in Appendix 2° Level 2 Support and
Operations Service: IBM Proposal

Table 6.1 Rates included in the Supplier's Proposal compared to G-Cloud rates

SFla Grade | Preposal | G-Cloud Offer”
mzwﬁm,ﬂ, and Architecture 7 1400 ; 1950
Strategy and Architecture T 50500 ¢ 1300 _
Solution Dey and __ij“Bm.:.amo: i 855 1100 .
Solution Dev and implementation 4 597 7 )
Serdce Management N ‘ [ a9z
Serdce Management s i
1 Sarvice Kanagemant 4 591
m Sarace Klanagemant 3 250
Sarace HManagement 2 480 st

“From IBM Cloud DevOps and Support Services - GBS SFIA Rate Card G-Cloud 7

- 6.1.3  Payment Mechanism

Gustomer shall pay the monthly Charges against the signed Acceptance Certificate for tmesheets and
| monthly Deliverables. At the end of each month the Parties shall review a report developed oy the Sup
,* that summarised the works completed n the last period, the time sheet actuals for the Supplier team and

nd mm:_.:maw
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| reportit shall produce an Acceptance Certificate. The Supplier will 1ssue invoices for issued Acceptance
i Certificates.

6.1.4 Expenses

The Charges are inclusive of all Supplier travel and subsistence and all cther expenses for work conducted
within the M25 motorway.

Some travel is expected between those sites within the M25 and the Supplier's site in Hursley and it is
expected that there will be some subsistence and travel expenses associated with work conducted at the
Supplier's site. Such expenses shall be charged to the Customer without margin as incurred and wiil be
i arranged by the Supplier at the lowest logical fare or rate for each journey acting reasonably.

i Any expenses payable by the Customer shall be reasonable and be subject to the approval of the
I Customer’s Head of Delivery, Donna Lea-Dodd - [Donna

oddi@homeolwe

gov.uk

6.1.5 Method of Payment
Customer payment shall be via BACS.
6.1.6 Payment Profile

For information only the ievel of service nitially identified as required i1s as per the table 6. 12 and is baser!
on the forecast within appendix 05.

6.2 Invoice format

6.2.1  The Supplier shall submit invoices electronically. Every invoice must quote a valid purchase order number

. 6.2.3 The Customer shall pay the Supplier within thirty (30) calendar days of receipt of a valid invoice, submitted
in accordance with this paragraph 6.2, the payment profile set out in paragraph 6.1 above, and the provisions of this ”
Call-Off Agreement.

7. DISPUTE RESOLUTION

I 71 Level of Representative to whom disputes should be escalated to:

. {Finance director or equivalent).

- Supplier: "IBM Home Office Account Manager “macolli@ul il =~ ~-un

Sy b e ot L R .

i Customer: "Commercial Director Home Office” .. . Taylor2@homeoffice gs
| 7.2 Mediation Provider

Centre for Effective Dispute Resolution.

8. LIABILITY

,:‘m:c.wmn».ﬂo the provisions of Clause CO 11 ‘Liability’ of the Cali-Off Agreement:

' 8.1 The annual aggregate liability of either *umB\ for all defaults resuiting in direct loss of or mm?m.o.m to the propei
of the other Party {including technical infrastructure, assets, equipment or IPR but excluding any loss or damage to

+ the Customer Data or Customer Personal Data) under or in connection with this Call-Off Agreement shall in _n

» event exceed the total contract value of this call-off order being £2.98m

| 8.2 The annual aggregate liability for all defaults resulting in direct loss. destruction, corruption, aegre
_ damage to the Customer Data or the Customer Personal Data or any copy of such Customer Data. causo
! Supplier's default under or in connection with this Call--Off Agreement shall in no event exceed fifty percent

UNCLASSIFIED B T
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the Charges payable by the Customer to the Supplier during the Call-Off Agreement Period

i 8.3 The annual aggregate liability under this Call-Off Agreement of either Party for all defauits shall in no event
exceed the greater of one hundred and twenty five percent (125%) per cent of the Charges payabic by the
Customer to the Supplier during the Call-Off Agreement Period.

9.  INSURANCE

9.1 Minimum Insurance Period
Six (6) Years following the expiration or earlier termination of this Call-Off Agreement

9.2 To comply with its obligations under this Call-Off Agreement and as a minimum, where reguested
by the Customer in writing the Supplier shail ensure that:

- professional indemnity insurance is held by the Supplier and by any agent, Sub-Contractor or consultant -
involved In the supply of the G-Cloud Services and that such professional indemnity insurance has a .
minimum limit of indemnity of one million pounds sterling (£1,000,000) for each individual claim or such
higher limit as the Customer may reasonably require (and as required by Law) from time to time: :

- employers' liability insurance with a minimum limit of five million pounds sterling (£5,000,000) or such
higher minimum limit as required by Law from time to time.

10. TERMINATION ﬁ

10.1 Undisputed Sums Time Period

At least ninety (90) Working Days of the date of the written notice specified in Clause CO-9.4 of the Call-Of
i Agreement.

140.2  Termination Without Cause

i At least thirty (30) Working Days in accordance with Clause CO-9.2 of the Call-Off Agreement.

11. AUDIT AND ACCESS

m Twelve (12) Months after the expiry of the Call-Off Agreement Period or following termination of this Call-OF
Agreement.

“ 12. PERFORMANCE OF THE SERVICES AND DELIVERABLES

!

12.1 Implementation Plan and Milestones (including dates for noav_m:omw

| The Supplier will deliver the services in line with .puwm.:%x 2and 2a.

-

' Working under the Customer's direction and pricritisation the Supplier will seek to implement the Level 2 support
' programime to the following approximate timescales:

UNCLASSIFIED
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Phase 1 Phase 2

Completon o iranswion plan and
successfui a rement of all exit

| Phase Exit Gates inciuding
joint progress assessment

Milestone for
agreed:-
Transition pian
Entry critena
Governance
Exit criteria
Reporting

....,.”...‘
 including seeding -
n:_»c team into-|

Level of Service Specific Knowledge

Service X '
Improvement '

- Continual Service Improvement Plan

July August September October estimated Time

>m part of the first month of the engagement commencing 1% July 2016 the Sugplier will work with the Customer to
m@ﬁmm the detailed transition plan including entry and exit criteria, governance and reporting, which are described in
i Appendix 2.

Over the following two months to the end of September 2016 the Supplier will seek to pass two phase exits gates
é:ma joint progress will be assessed and joint agreement reached on progression to subsequent phases.

.;m go-live date for BSG is planned for early October 2016. During Phase 1 the IBM Level 2 Service Support and
| Operations team must:

| » Deliver a detailed on-boarding plan in coilaboration with the BSG delivery team

s Ensure readiness to provide BAU 24x7 support for the BSG service.

s Work with HOT to agree the required operational procedures and processes and have the required staif i
place to execute them for the start of Phase 2.

»  Work with HOT to agree the service readiness criteria and to have completed the related skills transfer

Po@ﬂmmm to phase 2 will be dependent cn sufficient progress on service improvement projects as documented in the
Continued Service lmprovement Plan (Appendix 6) as documented in Appendix 2

P
]
_
i
|
H
i
I
i

12.2 Service Levels

| Extract from Appendix 1: Level 2 Suppart and Operations Service: Reguirements

Section 4: Performance levels - Service Levels & KFPls

12.2.1 Incident Resolution

|
| ; ; . ) .
| The Suppler shal! be required to meet the fallowing Incident Resolution Times (from the point of notification from the

' Level 1 HOT Service Desk or an alert generated by monitoring systems) The definitions for each priorty level wil
mammma 5\ Em mcbn__E as part of service moomuﬁm:om Hﬂ mmnj IT mm::% The propos ma 93_:: ons are cap E: d
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Section 11.
e Priority 1: 100% < 4 hours ,
e Priority 2. 100% < 8 hours
e Priority 3: 95% < 5 days
e Priority 4: 90% < & days

The Supplier shall safeguard to ensure that:

e Zero repeat incidents occur in any service month unless caused by an identified problem awaiting resofut
by Level 3 Support teams.

e Incidents are managed in alignment with the severity definitions agreed during service acceptance where e
incident is within the Supplier's service scope and control as defined within Section 11

Service Availability
The Supplier shall be respansible for contributing towards an overall Service Availability target:
Overall Service Availability Target:

. 99.90% (to be monitored by the Supplier) using capabilities provided by delivery programmes

IPT and BSG availability to be measured and reported on separately as distinct, discrete service groups.

. For core hours

. 2417

Lo The Service Target to apply during core hours

' 13. COLLABORATION AGREEMENT

In accordance with Clause CO-20 of this Call-off Agreement, the Customer has included a memorandum i
understanding as Appendix 4. Memorandum of Understanding between Suppliers which the supplier is expected 1o
adhere to as part of this call-off contract.

14. IPR

All Deliverables produced by the Supplier for the purposes of this GCloud Call-Off shall be Chent Mater -
other than any Pre-Existing Works that may be included in Deliverables which are licenced to the Custoiris: b«
the Supplier.

UNCLASSIFIED S



Cm.w__-OR Terms ) ] ] G-Cloud

BY SIGNING AND RETURNING THIS ORDER FORM THE SUPPLIER AGREES to enter a legally binding
contract with the Customer to provide the G-Cloud Services. The Parties hereby acknowledge and agree that
they have read the Call-Off Terms and the Order Form and by signing below agree to be bound by the tenms of
this Call-Cff Agreement.

For and on behalf of the Supplier:

Name and Title M2 (ot w
Position Authorised signatory T
Signature =1 . - o
Womﬁm : 2.9 :u ‘ b .

For and on behalf of the Customer:

Name and Title

N A

i Position aA
s 3 SLTP

WAL

Signature

Date
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