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Call-Off Schedule 6 (ICT Services)
1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Buyer Property" the property, other than real property and IPR, including the
Buyer System, any equipment issued or made available to the Supplier by the Buyer
in connection with this Contract;
"Buyer Software" any software which is owned by or licensed to the Buyer and
which is or will be used by the Supplier for the purposes of providing the
Deliverables;
"Buyer System" the Buyer's computing environment (consisting of hardware,
software and/or telecommunications networks or equipment) used by the Buyer or
the Supplier in connection with this Contract which is owned by or licensed to the
Buyer by a third party and which interfaces with the Supplier System or which is
necessary for the Buyer to receive the Deliverables
"Defect" any of the following:

(a) any error, damage or defect in the manufacturing of a Deliverable; or
(b) any error or failure of code within the Software which causes a Deliverable to

malfunction or to produce unintelligible or incorrect results; or
(c) any failure of any Deliverable to provide the performance, features and

functionality specified in the requirements of the Buyer or the Documentation
(including any adverse effect on response times) regardless of whether or not
it prevents the relevant Deliverable from passing any Test required under this
Call Off Contract; or

(d) any failure of any Deliverable to operate in conjunction with or interface with
any other Deliverable in order to provide the performance, features and
functionality specified in the requirements of the Buyer or the Documentation
(including any adverse effect on response times) regardless of whether or not
it prevents the relevant Deliverable from passing any Test required under this
Contract;

"Emergency Maintenance” ad hoc and unplanned maintenance provided by the
Supplier where either Party reasonably suspects that the ICT Environment or the
Services, or any part of the ICT Environment or the Services, has or may have
developed a fault;
"ICT Environment" the Buyer System and the Supplier System;
"Licensed Software" all and any Software licensed by or through the Supplier, its
Sub-Contractors or any third party to the Buyer for the purposes of or pursuant to
this Call Off Contract, including any COTS Software;
"Maintenance Schedule" has the meaning given to it in paragraph 8 of this
Schedule;
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"Malicious Software" any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data or other information,
executable code or application software macros, whether or not its operation is
immediate or delayed, and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence;
"New Release" an item produced primarily to extend, alter or improve the Software
and/or any Deliverable by providing additional functionality or performance
enhancement (whether or not defects in the Software and/or Deliverable are also
corrected) while still retaining the original designated purpose of that item;
"Open Source Software" computer software that has its source code made
available subject to an open-source licence under which the owner of the copyright
and other IPR in such software provides the rights to use, study, change and
distribute the software to any and all persons and for any and all purposes free of
charge;
"Operating Environment" means the Buyer System and any premises (including
the Buyer Premises, the Supplier’s premises or third party premises) from, to or at
which:

(a) the Deliverables are (or are to be) provided; or
(b) the Supplier manages, organises or otherwise directs the provision or the use

of the Deliverables; or
(c) where any part of the Supplier System is situated

"Permitted Maintenance" has the meaning given to it in paragraph 8.2 of this
Schedule;
"Quality Plans" has the meaning given to it in paragraph 6.1 of this Schedule;
"Sites" has the meaning given to it in Joint Schedule 1(Definitions), and for the
purposes of this Call Off Schedule shall also include any premises from, to or at
which physical interface with the Buyer System takes place;
"Software" Specially Written Software, COTS Software and non-COTS Supplier and
third party Software;
"Software Supporting Materials" has the meaning given to it in paragraph 9.1 of
this Schedule;
"Source Code" computer programs and/or data in eye-readable form and in such
form that it can be compiled or interpreted into equivalent binary code together with
all related design comments, flow charts, technical information and documentation
necessary for the use, reproduction, maintenance, modification and enhancement of
such software;
"Specially Written Software" any software (including database software, linking
instructions, test scripts, compilation instructions and test instructions) created by the
Supplier (or by a Sub-Contractor or other third party on behalf of the Supplier)
specifically for the purposes of this Contract, including any modifications or
enhancements to COTS Software. For the avoidance of doubt Specially Written
Software does not constitute New IPR;
"Supplier System" the information and communications technology system used by
the Supplier in supplying the Deliverables, including the COTS Software, the
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Supplier Equipment, configuration and management utilities, calibration and testing
tools and related cabling (but excluding the Buyer System);

2 When this Schedule should be used

2.1 This Schedule is designed to provide additional provisions necessary to
facilitate the provision of ICT services which are part of the Deliverables.

3 Buyer due diligence requirements

3.1 This paragraph 3 applies where the Buyer has conducted a Further
Competition. The Supplier shall satisfy itself of all relevant details, including but
not limited to, details relating to the following;

3.1.1 suitability of the existing and (to the extent that it is defined or reasonably
foreseeable at the Start Date) future Operating Environment;

3.1.2 operating processes and procedures and the working methods of the Buyer;
3.1.3 ownership, functionality, capacity, condition and suitability for use in the

provision of the Deliverables of the Buyer Assets; and
3.1.4 existing contracts (including any licences, support, maintenance and other

contracts relating to the Operating Environment) referred to in the Due
Diligence Information which may be novated to, assigned to or managed by
the Supplier under this Contract and/or which the Supplier will require the
benefit of for the provision of the Deliverables.

3.2 The Supplier confirms that it has advised the Buyer in writing of:
3.2.1 each aspect, if any, of the Operating Environment that is not suitable for the

provision of the Deliverables;
3.2.2 the actions needed to remedy each such unsuitable aspect; and
3.2.3 a timetable for and the costs of those actions.

4 Software warranty

4.1 The Supplier represents and warrants that:
4.1.1 it has and shall continue to have all necessary rights in and to the Licensed

Software made available by the Supplier (and/or any Sub-Contractor) to the
Buyer which are necessary for the performance of the Supplier’s obligations
under this Contract including the receipt of the Deliverables by the Buyer;

4.1.2 all components of the Specially Written Software shall:
4.1.2.1 be free from material design and programming errors;
4.1.2.2 perform in all material respects in accordance with the relevant

specifications and Documentation; and
4.1.2.3 not infringe any IPR.
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5 Provision of ICT Services

5.1 The Supplier shall:
5.1.1 ensure that the release of any new COTS Software in which the Supplier

owns the IPR, or upgrade to any Software in which the Supplier owns the IPR
complies with any interface requirements of the Buyer specified in this
Contract and (except in relation to new Software or upgrades which are
released to address Malicious Software) shall notify the Buyer three (3)
Months before the release of any new COTS Software or Upgrade;

5.1.2 ensure that all Software including upgrades, updates and New Releases used
by or on behalf of the Supplier are currently supported versions of that
Software and perform in all material respects in accordance with the relevant
specification;

5.1.3 ensure that the Supplier System will be free of all encumbrances;
5.1.4 ensure that the Deliverables are fully compatible with any Buyer Software,

Buyer System, or otherwise used by the Supplier in connection with this
Contract;

5.1.5 minimise any disruption to the Services and the ICT Environment and/or the
Buyer's operations when providing the Deliverables;

6 Standards and Quality Requirements

6.1 The Supplier shall, where specified by the Buyer as part of their Further
Competition, and in accordance with agreed timescales, develop quality plans
that ensure that all aspects of the Deliverables are the subject of quality
management systems and are consistent with BS EN ISO 9001 or any
equivalent standard which is generally recognised as having replaced it
("Quality Plans").

6.2 The Supplier shall seek Approval from the Buyer (not be unreasonably withheld
or delayed) of the Quality Plans before implementing them. Approval shall not
act as an endorsement of the Quality Plans and shall not relieve the Supplier of
its responsibility for ensuring that the Deliverables are provided to the standard
required by this Contract.

6.3 Following the approval of the Quality Plans, the Supplier shall provide all
Deliverables in accordance with the Quality Plans.

6.4 The Supplier shall ensure that the Supplier Personnel shall at all times during
the Call Off Contract Period:

6.4.1 be appropriately experienced, qualified and trained to supply the Deliverables
in accordance with this Contract;

6.4.2 apply all due skill, care, diligence in faithfully performing those duties and
exercising such powers as necessary in connection with the provision of the
Deliverables; and

6.4.3 obey all lawful instructions and reasonable directions of the Buyer (including,
if so required by the Buyer, the ICT Policy) and provide the Deliverables to the
reasonable satisfaction of the Buyer.
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7 ICT Audit

7.1 The Supplier shall allow any auditor access to the Supplier premises to:
7.1.1 inspect the ICT Environment and the wider service delivery environment (or

any part of them);
7.1.2 review any records created during the design and development of the

Supplier System and pre-operational environment such as information relating
to Testing;

7.1.3 review the Supplier’s quality management systems including all relevant
Quality Plans.

8 Maintenance of the ICT Environment

8.1 If specified by the Buyer undertaking a Further Competition, the Supplier shall
create and maintain a rolling schedule of planned maintenance to the ICT
Environment ("Maintenance Schedule") and make it available to the Buyer for
Approval in accordance with the timetable and instructions specified by the
Buyer.

8.2 Once the Maintenance Schedule has been Approved, the Supplier shall only
undertake such planned maintenance (which shall be known as "Permitted
Maintenance") in accordance with the Maintenance Schedule.

8.3 The Supplier shall give as much notice as is reasonably practicable to the
Buyer prior to carrying out any Emergency Maintenance.

8.4 The Supplier shall carry out any necessary maintenance (whether Permitted
Maintenance or Emergency Maintenance) where it reasonably suspects that
the ICT Environment and/or the Services or any part thereof has or may have
developed a fault. Any such maintenance shall be carried out in such a manner
and at such times so as to avoid (or where this is not possible so as to
minimise) disruption to the ICT Environment and the provision of the
Deliverables.

9 Intellectual Property Rights in ICT

9.1 Assignments granted by the Supplier: Specially Written Software

9.1.1 The Supplier assigns (by present assignment of future rights to take effect
immediately on it coming into existence) to the Buyer with full guarantee (or
shall procure assignment to the Buyer), title to and all rights and interest in the
Specially Written Software together with and including:

9.1.1.1 the Documentation, Source Code and the Object Code of the Specially
Written Software; and

9.1.1.2 all build instructions, test instructions, test scripts, test data, operating
instructions and other documents and tools necessary for maintaining and
supporting the Specially Written Software and the New IPR (together the
"Software Supporting Materials").

9.1.2 The Supplier shall:
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9.1.2.1 inform the Buyer of all Specially Written Software or New IPRs that are a
modification, customisation, configuration or enhancement to any COTS
Software;

9.1.2.2 deliver to the Buyer the Specially Written Software and any computer
program elements of the New IPRs in both Source Code and Object Code
forms together with relevant Documentation and all related Software
Supporting Materials within seven days of completion or, if a relevant
Milestone has been identified in an Implementation Plan, Achievement of
that Milestone and shall provide updates of them promptly following each
new release of the Specially Written Software, in each case on media that is
reasonably acceptable to the Buyer and the Buyer shall become the owner
of such media upon receipt; and

9.1.2.3 without prejudice to paragraph 9.1.2.2, provide full details to the Buyer of
any of the Supplier’s Existing IPRs or Third Party IPRs which are embedded
or which are an integral part of the Specially Written Software or New IPR
and the Supplier hereby grants to the Buyer and shall procure that any
relevant third party licensor shall grant to the Buyer a perpetual, irrevocable,
non-exclusive, assignable, royalty-free licence to use, sub-license and/or
commercially exploit such Supplier’s Existing IPRs and Third Party IPRs to
the extent that it is necessary to enable the Buyer to obtain the full benefits
of ownership of the Specially Written Software and New IPRs.

9.1.3 The Supplier shall promptly execute all such assignments as are required to
ensure that any rights in the Specially Written Software and New IPRs are
properly transferred to the Buyer.

9.2 Licences for non-COTS IPR from the Supplier and third parties to the
Buyer

9.2.1 Unless the Buyer gives its Approval the Supplier must not use any:
(a) of its own Existing IPR that is not COTS Software;
(b) third party software that is not COTS Software

9.2.2 Where the Buyer Approves the use of the Supplier’s Existing IPR that is not
COTS Software the Supplier shall grant to the Buyer a perpetual, royalty-free
and non-exclusive licence to use adapt, and sub-license the same for any
purpose relating to the Deliverables (or substantially equivalent deliverables)
or for any purpose relating to the exercise of the Buyer’s (or, if the Buyer is a
Central Government Body, any other Central Government Body’s) business or
function including the right to load, execute, store, transmit, display and copy
(for the purposes of archiving, backing-up, loading, execution, storage,
transmission or display) for the Call Off Contract Period and after expiry of the
Contract to the extent necessary to ensure continuity of service and an
effective transition of Services to a Replacement Supplier.

9.2.3 Where the Buyer Approves the use of third party Software that is not COTS
Software the Supplier shall procure that the owners or the authorised
licensors of any such Software grant a direct licence to the Buyer on terms at
least equivalent to those set out in Paragraph 9.2.2. If the Supplier cannot
obtain such a licence for the Buyer it shall:
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9.2.3.1 notify the Buyer in writing giving details of what licence terms can be
obtained and whether there are alternative software providers which the
Supplier could seek to use; and

9.2.3.2 only use such third party IPR as referred to at paragraph 9.2.3.1 if the Buyer
Approves the terms of the licence from the relevant third party.

9.2.4 Where the Supplier is unable to provide a license to the Supplier’s Existing
IPR in accordance with Paragraph 9.2.2 above, it must meet the requirement
by making use of COTS Software or Specially Written Software.

9.2.5 The Supplier may terminate a licence granted under paragraph 9.2.2 by giving
at least thirty (30) days’ notice in writing if there is an Authority Cause which
constitutes a material Default which, if capable of remedy, is not remedied
within twenty (20) Working Days after the Supplier gives the Buyer written
notice specifying the breach and requiring its remedy.

9.3 Licenses for COTS Software by the Supplier and third parties to the Buyer

9.3.1 The Supplier shall either grant, or procure that the owners or the authorised
licensors of any COTS Software grant, a direct licence to the Buyer on terms
no less favourable than those standard commercial terms on which such
software is usually made commercially available.

9.3.2 Where the Supplier owns the COTS Software it shall make available the
COTS software to a Replacement Supplier at a price and on terms no less
favourable than those standard commercial terms on which such software is
usually made commercially available.

9.3.3 Where a third party is the owner of COTS Software licensed in accordance
with this Paragraph 9.3 the Supplier shall support the Replacement Supplier
to make arrangements with the owner or authorised licencee to renew the
license at a price and on terms no less favourable than those standard
commercial terms on which such software is usually made commercially
available.

9.3.4 The Supplier shall notify the Buyer within seven (7) days of becoming aware
of any COTS Software which in the next thirty-six (36) months:

9.3.4.1 will no longer be maintained or supported by the developer; or
9.3.4.2 will no longer be made commercially available
9.4 Buyer’s right to assign/novate licences

9.4.1 The Buyer may assign, novate or otherwise transfer its rights and obligations
under the licences granted pursuant to paragraph 9.2 (to:

9.4.1.1 a Central Government Body; or
9.4.1.2 to any body (including any private sector body) which performs or carries on

any of the functions and/or activities that previously had been performed
and/or carried on by the Buyer.

9.4.2 If the Buyer ceases to be a Central Government Body, the successor body to
the Buyer shall still be entitled to the benefit of the licences granted in
paragraph 9.2.
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9.5 Licence granted by the Buyer

9.5.1 The Buyer grants to the Supplier a royalty-free, non-exclusive,
non-transferable licence during the Contract Period to use the Buyer Software
and the Specially Written Software solely to the extent necessary for providing
the Deliverables in accordance with this Contract, including the right to grant
sub-licences to Sub-Contractors provided that any relevant Sub-Contractor
has entered into a confidentiality undertaking with the Supplier on the same
terms as set out in Clause 15 (Confidentiality).

9.6 Open Source Publication

9.6.1 Unless the Buyer otherwise agrees in advance in writing (and subject to
paragraph 9.6.3) all Specially Written Software and computer program
elements of New IPR shall be created in a format, or able to be converted (in
which case the Supplier shall also provide the converted format to the Buyer)
into a format, which is:

9.6.1.1 suitable for publication by the Buyer as Open Source; and
9.6.1.2 based on Open Standards (where applicable),

and the Buyer may, at its sole discretion, publish the same as Open Source.
9.6.2 The Supplier hereby warrants that the Specially Written Software and the New

IPR:
9.6.2.1 are suitable for release as Open Source and that the Supplier has used

reasonable endeavours when developing the same to ensure that
publication by the Buyer will not enable a third party to use them in any way
which could reasonably be foreseen to compromise the operation, running or
security of the Specially Written Software, New IPRs or the Buyer System;

9.6.2.2 have been developed using reasonable endeavours to ensure that their
publication by the Buyer shall not cause any harm or damage to any party
using them;

9.6.2.3 do not contain any material which would bring the Buyer into disrepute;
9.6.2.4 can be published as Open Source without breaching the rights of any third

party;
9.6.2.5 will be supplied in a format suitable for publication as Open Source ("the

Open Source Publication Material") no later than the date notified by the
Buyer to the Supplier; and

9.6.2.6 do not contain any Malicious Software.
9.6.3 Where the Buyer has Approved a request by the Supplier for any part of the

Specially Written Software or New IPRs to be excluded from the requirement
to be in an Open Source format due to the intention to embed or integrate
Supplier Existing IPRs and/or Third Party IPRs (and where the Parties agree
that such IPRs are not intended to be published as Open Source), the
Supplier shall:

9.6.3.1 as soon as reasonably practicable, provide written details of the nature of
the IPRs and items or Deliverables based on IPRs which are to be excluded
from Open Source publication; and
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9.6.3.2 include in the written details and information about the impact that inclusion
of such IPRs or Deliverables based on such IPRs, will have on any other
Specially Written Software and/or New IPRs and the Buyer’s ability to
publish such other items or Deliverables as Open Source.

9.7 Malicious Software

9.7.1 The Supplier shall, throughout the Contract Period, use the latest versions of
anti-virus definitions and software available from an industry accepted
anti-virus software vendor to check for, contain the spread of, and minimise
the impact of Malicious Software.

9.7.2 If Malicious Software is found, the Parties shall co-operate to reduce the effect
of the Malicious Software and, particularly if Malicious Software causes loss of
operational efficiency or loss or corruption of Government Data, assist each
other to mitigate any losses and to restore the provision of the Deliverables to
its desired operating efficiency.

9.7.3 Any cost arising out of the actions of the Parties taken in compliance with the
provisions of paragraph 9.7.2 shall be borne by the Parties as follows:

9.7.3.1 by the Supplier, where the Malicious Software originates from the Supplier
Software, the third party Software supplied by the Supplier or the
Government Data (whilst the Government Data was under the control of the
Supplier) unless the Supplier can demonstrate that such Malicious Software
was present and not quarantined or otherwise identified by the Buyer when
provided to the Supplier; and

9.7.3.2 by the Buyer, if the Malicious Software originates from the Buyer Software or
the Buyer Data (whilst the Buyer Data was under the control of the Buyer).

10 Supplier-Furnished Terms

10.1 Software Licence Terms

10.1.1.1Terms for licensing of non-COTS third party software in accordance with
Paragraph 9.2.3 are detailed in Annex A of this Call-Off Schedule 6.

10.1.1.2Terms for licensing of COTS software in accordance with Paragraph 9.3 are
detailed in Annex B of this Call-Off Schedule 6.

10.2 Software Support & Maintenance Terms

10.2.1.1Additional terms for provision of Software Support & Maintenance Services
are detailed in Annex C of this Call-Off Schedule 6.

10.3 Software as a Service Terms

10.3.1.1Additional terms for provision of a Software as a Service solution are
detailed in Annex D of this Call-Off Schedule 6.

10.4 Device as a Service Terms

10.4.1.1Additional terms for provision of a Device as a Service solution are detailed
in Annex E to this Call-Off Schedule 6;
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10.4.1.2Where Annex E is used the following Clauses of the Core Terms shall not
apply to the provision of the Device as a Service solution:
Clause 8.7
Clause 10.2
Clause 10.3.2
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ANNEX A - Non-COTS Third Party Software Licensing Terms

Not Applicable.
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ANNEX B - COTS Licensing Terms

Software Specific Terms:

The Buyer confirms that and agrees that notwithstanding the foregoing, (1) Customer
Data submitted prior to the date the Data Residency Feature is enabled, and (2)
certain limited categories of Customer Data, as more fully described in the Slack
Help Center at https://slack.com/help ("Documentation"), may be delayed or
unavailable for storage in the Data Residency Region during the Order Term. During
the Order Term, Customer may contact its Slack account executive for additional
information regarding such categories of Customer Data.
The Buyer acknowledges and agrees that to the extent Customer enables the
external shared channels feature of the Services, certain Customer Data submitted
to the external shared channel(s) may be stored and processed outside of the Data
Storage Region, as more fully described in the Documentation.

The Buyer acknowledges and agrees that once Customer submits Customer Data
for storage in in the Data Residency Region, such Customer Data will remain in the
Data Residency Region described on the Data Residency Schedule during the Order
Term and the term of any replacement or renewal of the Services, and that there are
currently no Services or support offered by Slack to migrate Customer Data from the
Data Residency Region to another data center or geographic location for storage.

United Kingdom Reseller Data Residency Feature.
The Buyer confirms that if the Customer identifies United Kingdom as a Data
Residency Region, the following additional terms shall apply to the associated Data
Regency Team(s) described in the Data Residency Schedule (each such Data
Residency Team, a "United Kingdom Team"): The Buyer acknowledges and agrees
that as of the Effective Date of this Order Form, the Services support backup of
Customer Data in London, United Kingdom, but do not support backup of Customer
Data outside of the London, United Kingdom geographic region. By selecting
United Kingdom as a Data Residency Region, the Buyer hereby confirms that
Customer understands the risks of storing Customer Data for processing in data
center(s) in only one geographic region in the United Kingdom (e.g. Slack may be
unable to provide the Services in the event of a natural disaster or an outage
affecting all Amazon Web Services data centers in London). As such, Slack
recommends that Customer take reasonable precautions to mitigate any impacts
from such events (e.g. utilize the available API feature(s) of the Services and/or
integrate the Services with third party eDiscovery apps available in the Slack App
Directory to store information in third party data warehouses, as more fully explained
in the Documentation). In the event additional geographic locations for backup of
Customer Data become available in the United Kingdom, The buyer authorizes Slack
to utilize such additional geographic region. The Buyer may request updates to
Slack's geographic regions for data storage and backups by contacting
its account executive. Notwithstanding anything to the contrary, in the event of a
London Service Outage (defined below), the Buyer acknowledges and agrees that
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Slack may temporarily store Customer Data and operate the Services associated
with the United Kingdom Team(s) in a different geographic region until Slack is able
to restore the Services in the United Kingdom. "London Service Outage" means any
one (1) interruption or outage that results in the total disruption of the Services
lasting more than three (3) consecutive days.

Slack Brand Guidelines. The buyer will ensure that any use of Slack’s trademarks,
trade names, logos or services marks permitted will be in accordance with Slack’s
brand guidelines, currently made available at www.slack.com/media-kit , as may be
updated by Slack from time to time.

Improvements to the Services. The Buyer acknowledges that SFDC, including
Slack, may access Customer Data submitted to the Services for the purpose of
improving and training services and features Customer may access, and Customer
instructs SFDC to process its Customer Data for such purpose. Customer retains all
ownership of its Customer Data and SFDC retains all ownership in and
to aggregated machine learning results.

Slack SLA. The following service level agreement (SLA) shall apply to the Services
described therein during the subscription term, as may be updated from time to time:
https://slack.com/terms/service-level-agreement .

Slack Support. Except to the extent otherwise specified herein, the support
applicable to the Services ordered in this Order Form during the subscription term is
described at www.slack.com/help.

Slack Usage Guides and Policies. For clarity, for purposes of the Services ordered
in this Order Form, Slack's usage guides and policies, as updated from time to time,
are accessible via www.slack.com/help or login to the applicable Service. Without
limiting any confidentiality obligations in the Agreement, the pricing hereunder is
strictly confidential and shall not be disclosed to any third party.
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ANNEX C - Software Support & Maintenance Terms

Not Applicable.
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ANNEX D - Software as a Service Terms

Not Applicable.
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Annex E - Device as a Service Terms

Not Applicable.
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Call-Off Schedule 8 (Business Continuity and
Disaster Recovery)
Part A : Long Form Business Continuity and Disaster Recovery

1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"BCDR Plan" has the meaning given to it in Paragraph 2.2 of this Schedule;
"Business Continuity Plan" has the meaning given to it in Paragraph 2.3.2 of Part A
of this Schedule
"Disaster Recovery Deliverables" the Deliverables embodied in the processes and
procedures for restoring the provision of Deliverables following the occurrence of a
Disaster;
"Disaster Recovery Plan" has the meaning given to it in Paragraph 2.3.3 of Part A of this
Schedule

"Disaster Recovery System" the system embodied in the processes and procedures
for restoring the provision of Deliverables following the occurrence of a Disaster;
"Related Supplier" any person who provides Deliverables to the Buyer which are
related to the Deliverables from time to time;
"Review Report" has the meaning given to it in Paragraph 6.3 of Part A of this Schedule;
and

"Supplier's Proposals" has the meaning given to it in Paragraph 6.3 of Part A of this
Schedule;

2 BCDR Plan

2.1 The Buyer and the Supplier recognise that, where specified in Schedule 4 (Framework
Management), CCS shall have the right to enforce the Buyer's rights under this
Schedule.

2.2 No more than [ninety (90]) Working Days after to the Start Date the Supplier shall
prepare and deliver to the Buyer for the Buyer’s written approval a plan (a “BCDR
Plan”), which shall detail the processes and arrangements that the Supplier shall
follow to:

2.2.1 ensure continuity of the business processes and operations supported by the
Services following any failure or disruption of any element of the Deliverables; and

2.2.2 the recovery of the Deliverables in the event of a Disaster
2.3 The BCDR Plan shall be divided into three sections:
2.3.1 Section 1 which shall set out general principles applicable to the BCDR Plan;
2.3.2 Section 2 which shall relate to business continuity (the "Business Continuity

Plan"); and
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2.3.3 Section 3 which shall relate to disaster recovery (the "Disaster Recovery
Plan").

2.4 Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use
reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are
unable to agree the contents of the BCDR Plan within twenty (20) Working Days of its
submission, then such Dispute shall be resolved in accordance with the Dispute
Resolution Procedure.

3 General Principles of the BCDR Plan (Section 1)

3.1 Section 1 of the BCDR Plan shall:
3.1.1 set out how the business continuity and disaster recovery elements of the

BCDR Plan link to each other;
3.1.2 provide details of how the invocation of any element of the BCDR Plan may

impact upon the provision of the Deliverables and any goods and/or services
provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any
Related Suppliers with respect to business continuity and disaster recovery;

3.1.4 detail how the BCDR Plan interoperates with any overarching disaster
recovery or business continuity plan of the Buyer and any of its other Related
Supplier in each case as notified to the Supplier by the Buyer from time to time;

3.1.5 contain a communication strategy including details of an incident and problem
management service and advice and help desk facility which can be accessed via
multiple channels;

3.1.6 contain a risk analysis, including:
a) failure or disruption scenarios and assessments of likely frequency of

occurrence;
b) identification of any single points of failure within the provision of Deliverables

and processes for managing those risks;
c) identification of risks arising from the interaction of the provision of

Deliverables with the goods and/or services provided by a Related Supplier;
and

d) a business impact analysis of different anticipated failures or disruptions;
3.1.7 provide for documentation of processes, including business processes, and

procedures;
3.1.8 set out key contact details for the Supplier (and any Subcontractors) and for

the Buyer;
3.1.9 identify the procedures for reverting to "normal service";
3.1.10 set out method(s) of recovering or updating data collected (or which ought to

have been collected) during a failure or disruption to minimise data loss;
3.1.11 identify the responsibilities (if any) that the Buyer has agreed it will assume in the

event of the invocation of the BCDR Plan; and
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3.1.12 provide for the provision of technical assistance to key contacts at the Buyer as
required by the Buyer to inform decisions in support of the Buyer’s business
continuity plans.

3.2 The BCDR Plan shall be designed so as to ensure that:
3.2.1 the Deliverables are provided in accordance with this Contract at all times

during and after the invocation of the BCDR Plan;
3.2.2 the adverse impact of any Disaster is minimised as far as reasonably possible;
3.2.3 it complies with the relevant provisions of ISO/IEC 27002;

ISO22301/ISO22313 and all other industry standards from time to time in force; and
3.2.4 it details a process for the management of disaster recovery testing.
3.3 The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes

to the Deliverables and the business operations supported by the provision of
Deliverables.

3.4 The Supplier shall not be entitled to any relief from its obligations under the
Performance Indicators (PI’s) or Service levels, or to any increase in the Charges to
the extent that a Disaster occurs as a consequence of any breach by the Supplier of
this Contract.

4 Business Continuity (Section 2)

4.1 The Business Continuity Plan shall set out the arrangements that are to be invoked to
ensure that the business processes facilitated by the provision of Deliverables remain
supported and to ensure continuity of the business operations supported by the
Services including:

4.1.1 the alternative processes, options and responsibilities that may be adopted in
the event of a failure in or disruption to the provision of Deliverables; and

4.1.2 the steps to be taken by the Supplier upon resumption of the provision of
Deliverables in order to address the effect of the failure or disruption.

4.2 The Business Continuity Plan shall:
4.2.1 address the various possible levels of failures of or disruptions to the provision

of Deliverables;
4.2.2 set out the goods and/or services to be provided and the steps to be taken to

remedy the different levels of failures of and disruption to the Deliverables;
4.2.3 specify any applicable Performance Indicators with respect to the provision of

the Business Continuity Services and details of any agreed relaxation to the
Performance Indicators (PI’s) or Service Levels in respect of the provision of other
Deliverables during any period of invocation of the Business Continuity Plan; and

4.2.4 set out the circumstances in which the Business Continuity Plan is invoked.
5 Disaster Recovery (Section 3)

5.1 The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a
Disaster) shall be designed to ensure that upon the occurrence of a Disaster the
Supplier ensures continuity of the business operations of the Buyer supported by the
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Services following any Disaster or during any period of service failure or disruption
with, as far as reasonably possible, minimal adverse impact.

5.2 The Supplier's BCDR Plan shall include an approach to business continuity and
disaster recovery that addresses the following:

5.2.1 loss of access to the Buyer Premises;
5.2.2 loss of utilities to the Buyer Premises;
5.2.3 loss of the Supplier's helpdesk or CAFM system;
5.2.4 loss of a Subcontractor;
5.2.5 emergency notification and escalation process;
5.2.6 contact lists;
5.2.7 staff training and awareness;
5.2.8 BCDR Plan testing;
5.2.9 post implementation review process;
5.2.10 any applicable Performance Indicators (PI’s) with respect to the provision of

the disaster recovery services and details of any agreed relaxation to the
Performance Indicators (PI’s) or Service Levels in respect of the provision of other
Deliverables during any period of invocation of the Disaster Recovery Plan;

5.2.11 details of how the Supplier shall ensure compliance with security standards
ensuring that compliance is maintained for any period during which the Disaster
Recovery Plan is invoked;

5.2.12 access controls to any disaster recovery sites used by the Supplier in relation
to its obligations pursuant to this Schedule; and

5.2.13 testing and management arrangements.
6 Review and changing the BCDR Plan

6.1 The Supplier shall review the BCDR Plan:
6.1.1 on a regular basis and as a minimum once every six (6) Months;
6.1.2 within three (3) calendar Months of the BCDR Plan (or any part) having been

invoked pursuant to Paragraph 7; and
6.1.3 where the Buyer requests in writing any additional reviews (over and above

those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the
Supplier shall conduct such reviews in accordance with the Buyer’s written
requirements. Prior to starting its review, the Supplier shall provide an accurate
written estimate of the total costs payable by the Buyer for the Buyer’s approval. The
costs of both Parties of any such additional reviews shall be met by the Buyer except
that the Supplier shall not be entitled to charge the Buyer for any costs that it may
incur above any estimate without the Buyer’s prior written approval.

6.2 Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability
having regard to any change to the Deliverables or any underlying business processes
and operations facilitated by or supported by the Services which have taken place
since the later of the original approval of the BCDR Plan or the last review of the
BCDR Plan, and shall also have regard to any occurrence of any event since that date
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(or the likelihood of any such event taking place in the foreseeable future) which may
increase the likelihood of the need to invoke the BCDR Plan. The review shall be
completed by the Supplier within such period as the Buyer shall reasonably require.

6.3 The Supplier shall, within twenty (20) Working Days of the conclusion of each such
review of the BCDR Plan, provide to the Buyer a report (a "Review Report") setting
out the Supplier's proposals (the "Supplier's Proposals") for addressing any changes
in the risk profile and its proposals for amendments to the BCDR Plan.

6.4 Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall
use reasonable endeavours to agree the Review Report and the Supplier's Proposals.
If the Parties are unable to agree Review Report and the Supplier's Proposals within
twenty (20) Working Days of its submission, then such Dispute shall be resolved in
accordance with the Dispute Resolution Procedure.

6.5 The Supplier shall as soon as is reasonably practicable after receiving the approval of
the Supplier's Proposals effect any change in its practices or procedures necessary so
as to give effect to the Supplier's Proposals. Any such change shall be at the
Supplier’s expense unless it can be reasonably shown that the changes are required
because of a material change to the risk profile of the Deliverables.

7 Testing the BCDR Plan

7.1 The Supplier shall test the BCDR Plan:
7.1.1 regularly and in any event not less than once in every Contract Year;
7.1.2 in the event of any major reconfiguration of the Deliverables
7.1.3 at any time where the Buyer considers it necessary (acting in its sole

discretion).
7.2 If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier

written notice and the Supplier shall conduct the test in accordance with the Buyer’s
requirements and the relevant provisions of the BCDR Plan. The Supplier's costs of
the additional test shall be borne by the Buyer unless the BCDR Plan fails the
additional test in which case the Supplier's costs of that failed test shall be borne by
the Supplier.

7.3 The Supplier shall undertake and manage testing of the BCDR Plan in full consultation
with and under the supervision of the Buyer and shall liaise with the Buyer in respect of
the planning, performance, and review, of each test, and shall comply with the
reasonable requirements of the Buyer.

7.4 The Supplier shall ensure that any use by it or any Subcontractor of "live" data in such
testing is first approved with the Buyer. Copies of live test data used in any such
testing shall be (if so required by the Buyer) destroyed or returned to the Buyer on
completion of the test.

7.5 The Supplier shall, within twenty (20) Working Days of the conclusion of each test,
provide to the Buyer a report setting out:

7.5.1 the outcome of the test;
7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures)

revealed by the test; and
7.5.3 the Supplier's proposals for remedying any such failures.
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7.6 Following each test, the Supplier shall take all measures requested by the Buyer to
remedy any failures in the BCDR Plan and such remedial activity and re-testing shall
be completed by the Supplier, at its own cost, by the date reasonably required by the
Buyer.

8 Invoking the BCDR Plan

8.1 In the event of a complete loss of service or in the event of a Disaster, the Supplier
shall immediately invoke the BCDR Plan (and shall inform the Buyer promptly of such
invocation). In all other instances the Supplier shall invoke or test the BCDR Plan only
with the prior consent of the Buyer.

9 Circumstances beyond your control

9.1 The Supplier shall not be entitled to relief under Clause 20 (Circumstances beyond
your control) if it would not have been impacted by the Force Majeure Event had it not
failed to comply with its obligations under this Schedule.
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Part B: Short Form Business Continuity & Disaster Recovery

1 The Supplier’s business continuity and disaster recovery plan is appended at Annex 1
hereto.

2 The Supplier’s business continuity and disaster recovery services are part of the
Services and will be performed by the Supplier if required at no additional cost to the
Buyer.

3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ensure that its business continuity and disaster recovery plan is consistent with the
Buyer’s own plans.
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Call-Off Schedule 9 (Security)
Part A: Short Form Security Requirements

1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Breach of Security" the occurrence of:
(a) any unauthorised access to or use of the Deliverables,

the Sites and/or any Information and Communication
Technology ("ICT"), information or data (including the
Confidential Information and the Government Data) used
by the Buyer and/or the Supplier in connection with this
Contract; and/or

(b) the loss and/or unauthorised disclosure of any information
or data (including the Confidential Information and the
Government Data), including any copies of such
information or data, used by the Buyer and/or the Supplier
in connection with this Contract,

in either case as more particularly set out in the Security
Policy where the Buyer has required compliance therewith in
accordance with paragraph 2.2;

"Security Management Plan" the Supplier's security management plan prepared
pursuant to this Schedule, a draft of which has been provided by the Supplier to the
Buyer and as updated from time to time.
2 Complying with security requirements and updates to them

2.1 The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall have the right to enforce the
Buyer's rights under this Schedule.

2.2 The Supplier shall comply with the requirements in this Schedule in respect of the
Security Management Plan. Where specified by a Buyer that has undertaken a
Further Competition it shall also comply with the Security Policy and shall ensure
that the Security Management Plan produced by the Supplier fully complies with
the Security Policy.

2.3 Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

2.4 If the Supplier believes that a change or proposed change to the Security Policy
will have a material and unavoidable cost implication to the provision of the
Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier must
support its request by providing evidence of the cause of any increased costs and
the steps that it has taken to mitigate those costs. Any change to the Charges
shall be subject to the Variation Procedure.
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2.5 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the
Variation Procedure the Supplier shall continue to provide the Deliverables in
accordance with its existing obligations.

3 Security Standards

3.1 The Supplier acknowledges that the Buyer places great emphasis on the reliability
of the performance of the Deliverables, confidentiality, integrity and availability of
information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 is in accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;
3.2.3 meets any specific security threats of immediate relevance to the Deliverables

and/or the Government Data; and
3.2.4 where specified by the Buyer in accordance with paragraph 2.2 complies with the

Security Policy and the ICT Policy.
3.3 The references to standards, guidance and policies contained or set out in

Paragraph 3.2 shall be deemed to be references to such items as developed and
updated and to any successor to or replacement for such standards, guidance and
policies, as notified to the Supplier from time to time.

3.4 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative of
such inconsistency immediately upon becoming aware of the same, and the
Buyer's Representative shall, as soon as practicable, advise the Supplier which
provision the Supplier shall be required to comply with.

4 Security Management Plan

4.1 Introduction

4.1.1 The Supplier shall develop and maintain a Security Management Plan in
accordance with this Schedule. The Supplier shall thereafter comply with its
obligations set out in the Security Management Plan.

4.2 Content of the Security Management Plan

4.2.1 The Security Management Plan shall:
(a) comply with the principles of security set out in Paragraph 3 and any

other provisions of this Contract relevant to security;
(b) identify the necessary delegated organisational roles for those

responsible for ensuring it is complied with by the Supplier;
(c) detail the process for managing any security risks from Subcontractors

and third parties authorised by the Buyer with access to the Deliverables,
processes associated with the provision of the Deliverables, the Buyer
Premises, the Sites and any ICT, Information and data (including the
Buyer’s Confidential Information and the Government Data) and any
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system that could directly or indirectly have an impact on that Information,
data and/or the Deliverables;

(d) be developed to protect all aspects of the Deliverables and all processes
associated with the provision of the Deliverables, including the Buyer
Premises, the Sites, and any ICT, Information and data (including the
Buyer’s Confidential Information and the Government Data) to the extent
used by the Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have an
impact on that Information, data and/or the Deliverables;

(e) set out the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Deliverables and all processes
associated with the provision of the Goods and/or Services and shall at
all times comply with and specify security measures and procedures
which are sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

(f) set out the plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of the security
requirements set out in this Contract and, where necessary in
accordance with paragraph 2.2 the Security Policy; and

(g) be written in plain English in language which is readily comprehensible to
the staff of the Supplier and the Buyer engaged in the provision of the
Deliverables and shall only reference documents which are in the
possession of the Parties or whose location is otherwise specified in this
Schedule.

4.3 Development of the Security Management Plan

4.3.1 Within twenty (20) Working Days after the Start Date and in accordance with
Paragraph 4.4, the Supplier shall prepare and deliver to the Buyer for Approval a
fully complete and up to date Security Management Plan which will be based on
the draft Security Management Plan.

4.3.2 If the Security Management Plan submitted to the Buyer in accordance with
Paragraph 4.3.1, or any subsequent revision to it in accordance with Paragraph
4.4, is Approved it will be adopted immediately and will replace the previous
version of the Security Management Plan and thereafter operated and maintained
in accordance with this Schedule. If the Security Management Plan is not
Approved, the Supplier shall amend it within ten (10) Working Days of a notice of
non-approval from the Buyer and re-submit to the Buyer for Approval. The
Parties will use all reasonable endeavours to ensure that the approval process
takes as little time as possible and in any event no longer than fifteen (15)
Working Days from the date of its first submission to the Buyer. If the Buyer does
not approve the Security Management Plan following its resubmission, the matter
will be resolved in accordance with the Dispute Resolution Procedure.

4.3.3 The Buyer shall not unreasonably withhold or delay its decision to Approve or not
the Security Management Plan pursuant to Paragraph 4.3.2. However a refusal
by the Buyer to Approve the Security Management Plan on the grounds that it
does not comply with the requirements set out in Paragraph 4.2 shall be deemed
to be reasonable.
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4.3.4 Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Plan in
accordance with Paragraph 4.4 shall not relieve the Supplier of its obligations
under this Schedule.

4.4 Amendment of the Security Management Plan

4.4.1 The Security Management Plan shall be fully reviewed and updated by the
Supplier at least annually to reflect:

(a) emerging changes in Good Industry Practice;
(b) any change or proposed change to the Deliverables and/or associated

processes;
(c) where necessary in accordance with paragraph 2.2, any change to the

Security Policy;
(d) any new perceived or changed security threats; and
(e) any reasonable change in requirements requested by the Buyer.

4.4.2 The Supplier shall provide the Buyer with the results of such reviews as soon as
reasonably practicable after their completion and amendment of the Security
Management Plan at no additional cost to the Buyer. The results of the review
shall include, without limitation:

(a) suggested improvements to the effectiveness of the Security
Management Plan;

(b) updates to the risk assessments; and
(c) suggested improvements in measuring the effectiveness of controls.

4.4.3 Subject to Paragraph 4.4.4, any change or amendment which the Supplier
proposes to make to the Security Management Plan (as a result of a review
carried out in accordance with Paragraph 4.4.1, a request by the Buyer or
otherwise) shall be subject to the Variation Procedure.

4.4.4 The Buyer may, acting reasonably, Approve and require changes or amendments
to the Security Management Plan to be implemented on timescales faster than
set out in the Variation Procedure but, without prejudice to their effectiveness, all
such changes and amendments shall thereafter be subject to the Variation
Procedure for the purposes of formalising and documenting the relevant change
or amendment.

5 Security breach

5.1 Either Party shall notify the other in accordance with the agreed security incident
management process (as detailed in the Security Management Plan) upon
becoming aware of any Breach of Security or any potential or attempted Breach of
Security.

5.2 Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in Paragraph 5.1, the Supplier shall:

5.2.1 immediately take all reasonable steps (which shall include any action or changes
reasonably required by the Buyer) necessary to:
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(a) minimise the extent of actual or potential harm caused by any Breach of
Security;

(b) remedy such Breach of Security to the extent possible and protect the
integrity of the Buyer and the provision of the Goods and/or Services to
the extent within its control against any such Breach of Security or
attempted Breach of Security;

(c) prevent an equivalent breach in the future exploiting the same cause
failure; and

(d) as soon as reasonably practicable provide to the Buyer, where the Buyer
so requests, full details (using the reporting mechanism defined by the
Security Management Plan) of the Breach of Security or attempted
Breach of Security, including a cause analysis where required by the
Buyer.

5.3 In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security Policy (where relevant in accordance with
paragraph 2.2) or the requirements of this Schedule, then any required change to
the Security Management Plan shall be at no cost to the Buyer.
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Part B – Annex 1:

Baseline security requirements

1 Handling Classified information

1.1 The Supplier shall not handle Buyer information classified SECRET or TOP
SECRET except if there is a specific requirement and in this case prior to receipt of
such information the Supplier shall seek additional specific guidance from the
Buyer.

2 End user devices

2.1 When Government Data resides on a mobile, removable or physically uncontrolled
device it must be stored encrypted using a product or system component which
has been formally assured through a recognised certification process of the UK
Government Communications Electronics Security Group ("CESG") to at least
Foundation Grade, for example, under the CESG Commercial Product Assurance
scheme ("CPA").

2.2 Devices used to access or manage Government Data and services must be under
the management authority of Buyer or Supplier and have a minimum set of security
policy configuration enforced. These devices must be placed into a ‘known good’
state prior to being provisioned into the management authority of the Buyer. Unless
otherwise agreed with the Buyer in writing, all Supplier devices are expected to
meet the set of security requirements set out in the End User Devices Security
Guidance (https://www.ncsc.gov.uk/guidance/end-user-device-security). Where the
guidance highlights shortcomings in a particular platform the Supplier may wish to
use, then these should be discussed with the Buyer and a joint decision shall be
taken on whether the residual risks are acceptable. Where the Supplier wishes to
deviate from the CESG guidance, then this should be agreed in writing on a case
by case basis with the Buyer.

3 Data Processing, Storage, Management and Destruction

3.1 The Supplier and Buyer recognise the need for the Buyer’s information to be
safeguarded under the UK Data Protection regime or a similar regime. To that end,
the Supplier must be able to state to the Buyer the physical locations in which data
may be stored, processed and managed from, and what legal and regulatory
frameworks Government Data will be subject to at all times.

3.2 The Supplier shall agree any change in location of data storage, processing and
administration with the Buyer in accordance with Clause 14 (Data protection).

3.3 The Supplier shall:
3.3.1 provide the Buyer with all Government Data on demand in an agreed open

format;
3.3.2 have documented processes to guarantee availability of Government Data in the

event of the Supplier ceasing to trade;
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3.3.3 securely destroy all media that has held Government Data at the end of life of that
media in line with Good Industry Practice; and

3.3.4 securely erase any or all Government Data held by the Supplier when requested
to do so by the Buyer.

4 Ensuring secure communications

4.1 The Buyer requires that any Government Data transmitted over any public network
(including the Internet, mobile networks or un-protected enterprise network) or to a
mobile device must be encrypted using a product or system component which has
been formally assured through a certification process recognised by CESG, to at
least Foundation Grade, for example, under CPA.

4.2 The Buyer requires that the configuration and use of all networking equipment to
provide the Services, including those that are located in secure physical locations,
are at least compliant with Good Industry Practice.

5 Security by design

5.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting
systems, processes and user access to the minimum possible level) to the design
and configuration of IT systems which will process or store Government Data.

5.2 When designing and configuring the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) the Supplier shall follow Good
Industry Practice and seek guidance from recognised security professionals with
the appropriate skills and/or a CESG Certified Professional certification
(https://www.ncsc.gov.uk/articles/cesg-certification-ia-professionals-and-guidance-c
ertification-ia-professionals-documents) for all bespoke or complex components of
the ICT Environment (to the extent that the ICT Environment is within the control of
the Supplier).

6 Security of Supplier Staff

6.1 Supplier Staff shall be subject to pre-employment checks that include, as a
minimum: identity, unspent criminal convictions and right to work.

6.2 The Supplier shall agree on a case by case basis Supplier Staff roles which require
specific government clearances (such as ‘SC’) including system administrators with
privileged access to IT systems which store or process Government Data.

6.3 The Supplier shall prevent Supplier Staff who are unable to obtain the required
security clearances from accessing systems which store, process, or are used to
manage Government Data except where agreed with the Buyer in writing.

6.4 All Supplier Staff that have the ability to access Government Data or systems
holding Government Data shall undergo regular training on secure information
management principles. Unless otherwise agreed with the Buyer in writing, this
training must be undertaken annually.

6.5 Where the Supplier or Subcontractors grants increased ICT privileges or access
rights to Supplier Staff, those Supplier Staff shall be granted only those
permissions necessary for them to carry out their duties. When staff no longer need
elevated privileges or leave the organisation, their access rights shall be revoked
within one (1) Working Day.
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7 Restricting and monitoring access

7.1 The Supplier shall operate an access control regime to ensure all users and
administrators of the ICT Environment (to the extent that the ICT Environment is
within the control of the Supplier) are uniquely identified and authenticated when
accessing or administering the Services. Applying the ‘principle of least privilege’,
users and administrators shall be allowed access only to those parts of the ICT
Environment that they require. The Supplier shall retain an audit record of
accesses.

8 Audit

8.1 The Supplier shall collect audit records which relate to security events in the
systems or that would support the analysis of potential and actual compromises. In
order to facilitate effective monitoring and forensic readiness such Supplier audit
records should (as a minimum) include:

8.1.1 Logs to facilitate the identification of the specific asset which makes every
outbound request external to the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier). To the extent the design of the
Deliverables allows such logs shall include those from DHCP servers,
HTTP/HTTPS proxy servers, firewalls and routers.

8.1.2 Security events generated in the ICT Environment (to the extent that the ICT
Environment is within the control of the Supplier) and shall include: privileged
account log-on and log-off events, the start and termination of remote access
sessions, security alerts from desktops and server operating systems and
security alerts from third party security software.

8.2 The Supplier and the Buyer shall work together to establish any additional audit
and monitoring requirements for the ICT Environment.

8.3 The Supplier shall retain audit records collected in compliance with this Paragraph
8 for a period of at least 6 Months.
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Part C: Commodity Service Security Requirements

Definitions - In this Schedule the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

“Security Management Plan” means the Supplier's security management plan
prepared pursuant to paragraph 2.

1 The Supplier will ensure that any Supplier system which holds any protectively
marked Government Data will comply with:

● the principles in the Security Policy Framework at
https://www.gov.uk/government/publications/security-policy-framework and
the Government Security Classification policy at
https://www.gov.uk/government/publications/government-security-classificati
ons

● guidance issued by the Centre for Protection of National Infrastructure on
Risk Management at
https://www.cpni.gov.uk/content/adopt-risk-management-approach and
Accreditation of Information Systems at
https://www.cpni.gov.uk/protection-sensitive-information-and-assets

● the National Cyber Security Centre’s (NCSC) information risk management
guidance, available at
https://www.ncsc.gov.uk/guidance/risk-management-collection

● government best practice in the design and implementation of system
components, including network principles, security design principles for
digital services and the secure email blueprint, available at
https://www.gov.uk/government/publications/technology-code-of-practice/tec
hnology-code-of-practice

● the security requirements of cloud services using the NCSC Cloud Security
Principles and accompanying guidance at
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

2 If requested to do so by the Buyer, before entering into this Call-Off Contract the
Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop
(and obtain the Buyer’s Approval of) a Security Management Plan. After Buyer
Approval the Security Management Plan will apply during the Term of this Call-Off
Contract. The plan will protect all aspects and processes associated with the
delivery of the Services.

3 The Supplier will immediately notify the Buyer of any breach of security of the
Buyer’s Confidential Information. Where the breach occurred because of a Supplier
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Default, the Supplier will recover the Buyer Confidential Information however it may
be recorded.

4 Any system development by the Supplier should also comply with the government’s
‘10 Steps to Cyber Security’ guidance, available at
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
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Call-Off Schedule 10 (Exit Management)
Part A: Long Form Exit Management Requirements - NOT USED

Part B: Short Form Exit Management Requirements

1. Within 20 (twenty) working days of the Start Date the Supplier must provide
the Buyer with an exit plan which ensures continuity of service and which the
Supplier will follow.

2. The Supplier must ensure that the exit plan clearly sets out the Supplier’s
methodology for achieving an orderly transition of the Services from the
Supplier to the Buyer or its Replacement Supplier at the expiry or if the
contract ends before the scheduled expiry.

3. The exit plan should set out full details of timescales, activities and roles and
responsibilities of the Parties for:

● the transfer to the Buyer of any technical information, instructions,
manuals and code reasonably required by the Buyer to enable a
smooth migration from the Supplier

● the strategy for export and migration of Buyer data from the Supplier
system to the Buyer or a Replacement Supplier, including conversion to
open standards or other standards required by the Buyer

● the transfer of project- specific IPR items and other Buyer
customisations, configurations and databases to the Buyer or a
replacement supplier

● the testing and assurance strategy for exported Buyer data

● if relevant, TUPE-related activity to comply with the TUPE regulations

● any other activities and information which are reasonably required to
ensure continuity of Service during the exit period and an orderly
transition

4. When requested, the Supplier will help the Buyer to migrate the Services to a
Replacement Supplier in line with the exit plan. This will be at the Supplier’s
own expense if the Call-Off Contract ended before the Expiry Date due to
Supplier cause. Otherwise any additional costs incurred by the Supplier in
providing such assistance shall be subject to the Variation Procedure.

1



Call-Off Schedule 15 (Call-Off Contract Management)

Call-Off Schedule 15 (Call-Off Contract Management)
1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"Project Manager" the manager appointed in accordance with paragraph 2.1 of this
Schedule;

2 Project Management

2.1 The Supplier and the Buyer shall each appoint a Project Manager for the purposes of
this Contract through whom the provision of the Services and the Deliverables shall be
managed day-to-day.

2.2 The Parties shall ensure that appropriate resource is made available on a regular
basis such that the aims, objectives and specific provisions of this Contract can be fully
realised.

2.3 Without prejudice to paragraph 4 below, the Parties agree to operate the boards
specified as set out in the Annex to this Schedule.

3 Role of the Supplier Contract Manager

3.1 The Supplier's Contract Manager's shall be:

3.1.1 the primary point of contact to receive communication from the Buyer and will also be
the person primarily responsible for providing information to the Buyer;

3.1.2 able to delegate his position to another person at the Supplier but must inform the
Buyer before proceeding with the delegation and it will be delegated person's
responsibility to fulfil the Contract Manager's responsibilities and obligations;

3.1.3 able to cancel any delegation and recommence the position himself; and

3.1.4 replaced only after the Buyer has received notification of the proposed change.

3.2 The Buyer may provide revised instructions to the Supplier's Contract Manager's in
regards to the Contract and it will be the Supplier's Contract Manager's responsibility to
ensure the information is provided to the Supplier and the actions implemented.

3.3 Receipt of communication from the Supplier's Contract Manager's by the Buyer does
not absolve the Supplier from its responsibilities, obligations or liabilities under the
Contract.

4 Contract Risk Management

4.1 Both Parties shall pro-actively manage risks attributed to them under the terms of this
Call-Off Contract.

4.2 The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer,
processes for:

4.2.1 the identification and management of risks;

4.2.2 the identification and management of issues; and
1
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4.2.3 monitoring and controlling project plans.

4.3 The Supplier allows the Buyer to inspect at any time within working hours the accounts
and records which the Supplier is required to keep.

4.4 The Supplier will maintain a risk register of the risks relating to the Call-Off Contract
which the Buyer's and the Supplier have identified.

2
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 Call-Off Schedule 20 (Call-Off Specification)
This Schedule sets out the characteristics of the Deliverables that the Supplier will be
required to make to the Buyers under this Call-Off Contract.

The Supplier will provide the Buyer with a 12 month upgrade to the REDACTED TEXT
under FOIA Section 43, Commercial Interests Slack workspace to the level of
“Business+”.
Business+ will enable the following features:

● Send unlimited messages
● Unlimited message archive
● Group video and voice calls with screen sharing
● Organise channels, messages and apps into custom, collapsible sections
● Flexible alternatives to meetings (Huddles, Clips)
● Slack Connect
● Unlimited apps
● Create no-code workflows
● Build custom apps
● Centralised view of all channels
● Admin analytics
● Message activity
● 24/7 support with fast turnaround times
● 99.99% guaranteed uptime SLA
● Partner dedicated with Customer Success Team
● Two-factor authentication
● Session duration
● User and group provisioning
● SAML-based single sign-on
● App & integration management
● Global retention policies
● Data exports—public channels only
● Data exports—all channels & conversations
● Data residency

Slack Business+ will be required for this workspace for an initial period of 12 months.

The Contract will include the option to extend for a further 12 months. Any Call-Off Optional
Extension Period will be subject to the Buyer’s additional internal governance approval.
Pricing will be agreed between the Parties prior to invoking any Extension Period.

The Buyer requires a Data Residency Region Location of the United Kingdom.
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