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[bookmark: _Toc457568640]1.	INTRODUCTION AND BACKGROUND 

1.1	Thurrock Council has a housing stock of over 9,000 properties as a mixture of dwellings including high rise, low rise and individual houses.  Where required, the Council commission’s contractors to carry out disabled adaptation works to Council properties in order to facilitate independence for residents.  In addition, the Council manages the provision of the Disabled Facilities Grant (DFG) which enables owner occupiers in the borough to secure funding to carry out disabled adaptations to their properties where this is necessary.  

1.2	This contract requires a single, suitably qualified Contractor to deliver Disabled Adaptations Services for the Supply, Installation, Servicing and Breakdown Repairs of lifts (stairs, step, and through floor) and Ceiling Track Hoists

	The Contractor shall note that the start date of the servicing, breakdown repairs and installation elements will be 1 December 2019. 

The terms and conditions of this contract will be the JCT Repairs and Maintenance Contract 2016.


1.3	Primarily the work will be delivered in Thurrock Council properties; however, there will be some work required in owner occupied properties, where this is managed directly by the Council.  Where owner occupiers choose to manage projects directly, they may choose alternative Contractors.

1.4	The scope and volume of work is subject to demand and the Council makes no commitment to value during the Contract Term.  

1.5	In responding to this opportunity, Contractors confirm that they can comply with the relevant statutes and regulations current at the time of the selection process, including as relevant:

· Gas Safety 
· Health and Safety 
· Control of Asbestos, 
· COSHH 
· Electricity at Work
· Manual Handling
· Personal Protective Equipment.

[bookmark: _Toc457568641]2.	AIM OF THE CONTRACT 

	This Contract shall deliver high quality Disabled Adaptations Services to properties in Thurrock.  Achievement of the aims will generally be measured by the Contractor’s performance to this specification as set out in the Key Performance Indicators in Appendix 1 and Customer Satisfaction Surveys.



[bookmark: _Toc457568642]3.	PRELIMINARIES 
[bookmark: _Toc457568643]3.1	Health and Safety
3.1.1	All Contractors are expected to fully comply with ALL health and safety legislation.  All new operatives shall be formally trained in the safe use of all tools and Contractors shall ensure that their operatives have the correct equipment including personal protective equipment.  Full training and assessment records of all operatives must be kept and be available to view upon request.  

3.1.2 	The Contractor and all persons (including sub-Contractors) employed by them on the work shall comply fully with:

· Health and Safety at Work Act 1974 and;

· All appropriate enactment’s which are relevant statutory provisions under the above Act

· All other relevant safety requirements

· Appropriate Codes of Practice

· Health and Safety Executives Good Practice Guidance Notes. 

3.1.3	The Contractor shall provide all necessary equipment and safe provision for power to the works. 

3.1.4		Unless explicitly agreed by the Authorised Officer, the Contractor will not be allowed to use the existing dwellings and their services and amenities. This shall apply irrespective of any permission and/or arrangements given or made between the Contractor and the customer at the dwelling.  

[bookmark: _Toc319654396]3.1.5	Under the Control of Asbestos Regulations2012, the Contractor is expected, where Asbestos Containing Materials (ACMs) are discovered, to stop works immediately and notify the Authorised Officer without delay so corrective action can be taken. Under no circumstances shall any ACM be removed or disturbed, the requirement on the Contractor shall be to provide appropriate feedback immediately. 

3.1.6	The Contractor shall put in place sufficient insurance to cover all on site risks both for their own equipment and staff, and for the resident and their property.

[bookmark: _Toc457568644]3.2	CDM Requirements
3.2.1	Where Contracts are notifiable under CDM the Client will advise on the arrangement prior to the commencement of works in line with legislation. 

[bookmark: _Toc457568645]3.3	Customer Care
3.3.1	Thurrock have an excellent reputation for customer service, and aim to maintain this by working in partnership with their Contractors.

3.3.2	The Contractor shall follow best practice principles in their contact with residents regarding work to be completed in their property.  The following list provides examples of these principles, but is not exhaustive.

· All communication (e.g. letters) must be easy to understand and identify who is the contact (name, address, telephone number etc.)

· All workers must wear identity cards at all times

· The resident’s permission must be sought before the Contractor (or anyone acting for him) works/inspects etc. within the curtilage of the property or on the property itself. 
· All workers will act as quietly as possible and take steps to minimise disruption to residents

· Work will take place in resident’s homes or within communal areas between the hours of 8am to 5pm.

3.3.3	Where the work also needs access to residents’ homes, the Contractor shall comply with the following additional requirements:

· Residents must be treated with respect and in a friendly and courteous manner. 

· At all stages the resident must be consulted about the work.  For example, in making appointments to service gas appliances, making arrangements for the work to be done and deciding whether a satisfactory job has been done. 

· The prescribed level of supervision by the Contractor must be guaranteed and, at an individual level, both client and Contractor representatives must establish good working relationships, understanding each other’s requirements.

· The Contractor shall update Service Users and client on the progress of breakdown repairs, for example, awaiting parts (time line to be included), awaiting approval of quotation etc.

3.3.4	In the interests of safeguarding, all employees will not have unsupervised access to children (under the age of 18) or vulnerable adults and it is important that the resident/householder maintains responsibility for supervision of persons on site during the works. 

3.3.5	Contractors are not permitted to work in premises occupied by persons of under the age of 18 unless supervised by a member of the household of at least 18 years of age.

3.3.6	Where this supervision is not in place, the operatives must withdraw from site immediately until adequate supervision is reinstated,  record any delays, and report to the Contract Manager.

3.3.7	If the Contractor has any further concerns, including the behaviour of the resident/householder, they should report these immediately to the Employer’s representative.

[bookmark: _Toc457568646]3.4	Working in Occupied Homes
3.4.1	Where the work is taking place in homes which are lived in whilst the work is carried out, the Contractor must ensure that the workforce engaged under this contract (including sub-Contractors where used) adopt a high standard of customer care at all times.  

In addition to the customer service requirements set out in Section 3.3, all staff must adhere to the following rules as a minimum:
.
· The use of radios for site entertainment is not permitted

· Use of offensive or abusive language will not be tolerated

· All residents must be treated with proper respect and in particular the requirements of the elderly and those with special needs

· The Contractor shall prohibit staff from smoking or using any of the residents welfare facilities (WC, sink etc.) whilst attending any property; and

· All staff will be required to be properly and presentably dressed in appropriate work-wear to the satisfaction of the Authorised Officer.  

3.4.2	The Contractor must treat the property of the customer with respect.  Specifically, it shall be brought to the Contractor’s notice that they shall be working around customer’s own white goods in confined areas and, therefore, must make all attempts to minimise disruption and damage.  The Contractor shall be liable for any damage he causes to the Resident’s own property by act or failure to act as appropriate.

3.4.3	The Contractor shall ensure that all residents have equal access to the service regardless of vulnerability or diversity. Thurrock will require formal acknowledgement that all operatives have undertaken recognised training with regard to Equality and Diversity

3.4.4 	Where necessary, dust sheets shall be used to minimise the impact of any works to the Resident’s property. 

3.4.5	The Contractor, any workers, or sub-Contractors must not make any comment or pass opinions relating to housing maintenance/servicing decision or Council Policy.  Any queries about such a decision should be referred to the Contract Manager.

[bookmark: _Toc322012268][bookmark: _Toc457568647]3.5	Equality and Diversity
3.5.1	Thurrock Council are committed to equality of opportunity and wish to encourage Contractors to demonstrate a similar commitment. Contractors should therefore:
· Adopt their own equality and diversity policies and procedures;
· Take steps to ensure that they recruit people to reflect the ethnic mix of communities in which they are working;
· Abide by the statutory requirements of the Race Relations Act, the Sex Discrimination Act, the Age Discrimination Act and their respective Codes of Practice; and
· Where appropriate, seek advice from bodies such as the Council for Racial Equality (C.R.E) and the Equal Opportunities Commission (E.O.C).
3.5.2	Discriminatory behaviour or racial or sexual harassment towards its agents, employees, or Residents will not be tolerated. Any allegation of such behaviour will be investigated thoroughly by the Council and appropriate action will be taken if allegations are found to be sustained.
3.5.3	Thurrock Council Tenancy Agreements require Residents not to harass any neighbour, employee or agent of the Council. Contractors or their operatives and any Sub-Contractors who have suffered harassment should bring this to the attention of Thurrock Council who will fully investigate the allegations.

[bookmark: _Toc457568648]3.6	Working with the Council
3.6.1	The Contractor shall deliver this service with the Council in a way that embodies the spirit of partnership. 

3.6.2	The Council’s “Contract Manager” shall provide the overall client management element of the contract.  The “Authorised Officer” will provide the day-to-day liaison in terms of instruction, variation and data collection.

3.6.3	The Contractor, his operatives and sub-contractors must work under the ethos of “zero defects”, and each one of them must take responsibility for ensuring their works are free of defects prior to leaving the property. 

[bookmark: _Toc457568649]3.7	Complaints
3.7.1	The Contractor shall put in place a complaints system that is compatible with the Council’s Complaints Procedure, details of which are available at. https://www.thurrock.gov.uk/how-to-complain/general-complaints  Details of complaints and the remedial action where appropriate shall be shared with the Contract Manager at the performance meetings.
[bookmark: _Toc457568650]4.	SERVICING AND REPAIR REQUIREMENTS
[bookmark: _Toc457568651]4.1	Overview
4.1.1	This contract is for the supply, installation, planned programme of preventative maintenance, and breakdown repairs of stairs, step, and through floor lifts and ceiling track hoists.
4.1.2	Contractors shall confirm that they can comply with the relevant Statutory Instruments and Regulations, current at the date of submission of tenders and in particular the following.

· Lifting Operations and Lifting Equipment Regulations(LOLER) 1998

· 17th Edition of the I.E.E Wiring Regulations plus Amendments
 
· Provision and Use of Work Equipment Regulations(PUWER) 1998

· BSEN 81-40:2008. Safety Rules for the Construction and Installation of Lifts

· BSEN 10535. Hoists for the Transfer of Disabled Persons. Requirements and Test Methods 

· BS 5900: 1999 Specification for Powered Domestic Lifts or European equivalent

· Machinery Directive 2006/42/EC
[bookmark: _Toc457568652]4.2	Repairs, Maintenance and Installation 

4.2.1	Repairs shall be carried out on a responsive basis and new installations shall be left safe and fully operational.

4.2.2	Maintenance of lifts (stairs, step and through floor) shall be on an annual basis and ceiling track hoists shall be bi-annual, made up of one visual check and a load test.

4.2.3	The Contractor shall be required to carry out servicing and breakdown repairs of lifts and ceiling track hoists for Council residents.  

4.2.4	Lifts installed in owner occupier properties under the Disabled Facilities Grant (DFG) shall be serviced and repaired by the installation Contractor, if in warranty. If out of warranty, owner occupiers will have to make their own arrangements for servicing and breakdown repairs. 

4.2.5	The repair cost shall be based on the Schedule of Rates for breakdown repairs set out in the Pricing Schedule.  Where a faulty component is not on the schedule of rates, repairs shall be based on labour and material(s) cost. 

4.2.6	Invoices for such repairs shall be broken down into material and labour cost. 

4.2.7	The Contractor shall employ, under this contract, only Engineers who are competent (approved by equipment manufacturers) and with a level of expertise which will be required in installation, servicing and breakdown repairs of lifts (stairs, step and vertical) and ceiling track hoists of different design and manufacture.

[bookmark: _Toc457568653]4.3	Asset Register

4.3.1	A comprehensive list of equipment, Service User names, addresses and phone numbers shall be provided to the successful Contractor.

4.3.2	At the point of this tender, the Asset Register is made up of the following:

	Equipment
	Total Number
	Number within Warranty

	Housing Properties

	Stair Lifts
	 335
	 44

	Ceiling Track Hoists
	 108
	 8

	Through Floor Lifts
	16
	-

	Step Lifts
	2
	-

	Non Housing Properties

	Stair Lifts
	1
	-

	Step Lifts
	 1
	-

	Changing Benches
	7
	-



  
4.3.3	The Contractor shall ensure that the Housing Lift Asset Register is verified during the first year of the contract period and any discrepancies made known, in writing, to the Authorised Officer.

4.3.4	Equipment within the optional Non Housing Properties (within Thurrock borough boundaries) are discretionary and the successful Contractor will be informed if these are to be included in the first or any year of the contract.



4.3.5	Equipment types within Thurrock include:

	Stair Lifts
	Through Floor Lifts
	Step Lifts
	Ceiling Track Hoists
	Changing Benches

	Minivator/Handicare 930,935, 950,950+, 950L, 1000 and 2000

Stannah 225, 240, 250, 260, 300, 400, 420, 420L and 420SL 
Prism Medical Simplicity, Horizon and Platinum 

Plus also:
· Ambassador
· Nimbus
· Cumbria
· Van Gogh
· Bison Bede
	Wessex VM Series
Terry
Pollock
	Wessex LR800 and KL720
Pollock
	Nopac 601- 603 
Chiltern
Sunrise Voyager
Guildman
BHMV series
Prism TXM4 and TX270
	Chiltern



4.3.6 	All Equipment under warranty with other Contractors will be added onto this contract at the end of the equipment’s warranty period.

4.3.7	The Servicing cost shall be same as that on cContractors pricing schedule.

4.3.8	Break down repairs cost shall be same as cContractors SOR  Schedule of Rates or labour and material charges.

[bookmark: _Toc457568654]4.4	Servicing and Maintenance
	The Contractor shall carry out servicing of the equipment within normal working hours in accordance with Statutory Guidance and this Specification as generally described below and in accordance with the Manufacturers’ Requirements where these supersede.
4.4.1	Stair Lifts – Straight or Curved

· Check motor/gear box for wear, overheating and leakage. Check drive pinion or chain sprocket for wear and correct meshing.

· Check operation of motor brake and over speed governor.

· Check condition of rollers.

· Check all welds including roller brackets, main shaft bearing block and pivot/swivel on seat and footrest.

· Check condition of rail, clean and lubricate track if applicable.

· Check operation of manual/power hinged rail if applicable.

· Check operation of sliding track rail if applicable.

· Check all fixings are tight and correctly torqued including the chair, rail, rail hinge (where applicable) and limit stops.

· Check all clips, split pins etc. are correctly fitted.

· On curved rail lifts, check condition of trailing cable, correct reeling, drum and pulleys are secure and lubricated.

· Check correct operation of all switches, chair and landing controls, all safety gear contacts, time delays, and safety edge contacts. Check condition of wiring.

· Check operation of RCD where fitted. Check spur where fitted.

· Check all earth terminals on rail, carriage and trailing cable. Check earth continuity on relevant points.

· Check start and run current for up and down travel on lift. On DC battery lifts, check for correct charging and charger L.E.D’s are illuminated. Check power chain cable if fitted.

· Check condition and operation of hinged platform if fitted. Check condition of footrest rubber and chair upholstery.

· Check bottom and top call station controls.

· Check operation of seat belt/harness.

· Check operation of footplate.

· Check joints in track.

· Leave a laminated notice, reminding service user or carer to leave their equipment on charge at all times.

· Clean charge strip/points.

· Check operation of safety edges during upward and downward travels.
4.4.2	Ceiling Track Hoists
· Check spreader bolt.

· Check operation of spreader bar.

· Check spreader bar pads.

· Check track fixings.

· Check battery and any leads are fitted correctly.

· Check track end stops

· Check operation of traverse wheel drive.

· Check trolley wheels.

· Check over speed protection.

· Check up/down limit switches.

· Check wiring and fuses.

· Check manual traverse.

· Check batteries main unit.

· Check emergency lowering (in the event of power cut).

· Check back up unit.

· Check hand control.

· Check condition of rollers.

· Check charger.

· Check isolation switch.

· Check emergency stop.

· Check audible overload warning and cut out, where applicable.

· Check labelling/date of visit.

· Check transformer.

· Check sling is clean and undamaged.

· Check label on sling is legible with SWL clearly displayed.

· Check unique identifier on sling.

· Carry out a load test.

· Check transformer.

· Completely unwind strap/lifting tape from drum and check for damage, signs of wear or discolouration.

· Clean inside of track at every visit.

· Clean hoist with a damp cloth using warm water and disinfectant.

· Check LDR reading.

4.4.3	Through Floor Lift

	Lift to be serviced to BS 5900 and includes checks on the following:

· Safety interlocks checks.

· Hydraulic leakage checks (e.g. hoses, fittings etc.)

· Hydraulic pressure and safety valve checks.
· Screws and nuts (as applicable).

· Suspension member checks.

· Safety circuits, fuses and other electrical equipment.

· Lubrication checks.

· Check wall mounted control stations at ground and floor levels.

· Check car lighting.

· Check car sensitive edges/surfaces.

· Check grab handles where fitted.

· Check seat belt where fitted.

· Check emergency lowering controls in lift car.

· Check emergency lowering by pump unit control

· Check safety gear and over speed governor (arrangements for preventing fall of the car and the counter weight).

· Check suspension ropes and their attachments, if applicable.

· Check over running devices.

· Check car fittings, car and counterweight guides, if applicable.

· Check interlocks on car doors.

· Check car doors.

· Check other door fastenings.

4.4.3	Step Lift 

· Check sensitive edge assembly.

· Check actuator assembly.

· Check Ramp lock assembly.

· Check pump box.

· Check controls.

· Check hydraulic ram assembly.

· Check bottom stop switch.

· Check top stop switch.

· Check Ramp Assembly

· Check left hand side assembly.

· Check right hand side assembly.

· Check scissor frame where applicable.

· Check general condition of lift.

[bookmark: _Toc457568655]4.5	Repairs Identified at point of Service/Inspection

4.5.1	Where equipment is found to be at all defective during a service visit, faulty components shall be replaced immediately, but cost of repair must not exceed £150 (excluding VAT) and shall be reported to the Authorised Officer via telephone or email and the details shall be included on the service report.

4.5.2	Where a replacement part is not immediately available or possible, or the value of the proposed repair exceeds £150 (plus VAT), the Contractor shall notify the Authorised Officer and arrangements made as soon as possible to repair.

4.5.3	Unless it can be immediately repaired, equipment found to be unsafe but still operational shall be disabled and a warning notice “Do Not Use. Unsafe Equipment” shall be attached. The Contractor shall notify the Authorised Officer the same day.

4.5.4	The Contractor shall ensure that all engineers maintain a stock of suitable spares to cover minor repairs valued up to £150 excluding VAT to enable the systems to be repaired and left operational without further need to secure parts.  



[bookmark: _Toc457568656]4.6	Breakdown Repairs
4.6.1	Breakdown Repairs will be ordered by the Authorised Officer using the following timescales.
	Call Out Period
	Response Time
	Access Arrangements

	Normal Working Hours 
8am to 5pm Monday to Friday
	2 Hours of instruction
	As this covers visits to residents’ homes, any specific details of resident vulnerability will be communicated to the Contractor at the point of call out.

	Out of Hours
5pm to 8am Monday to Friday, and all weekends and public holidays
	4 Hours of instruction
	



4.6.3	If in the opinion of the Council the breakdown is due to faulty materials, workmanship or design of components provided by the Contractor, the cost of such shall be met by the Contractor.

[bookmark: _Toc457568657]4.7	Removal and Storage of Equipment for Re-use
4.7.1	The Council may require lifting equipment to be removed from properties, and stored by the Contractor for re-use at a later point.  

4.7.2	The Contractor must allow for storage of all reusable equipment with various spare parts for the duration of the contract. An accurate account of stored equipment must be supplied to the Authorised Officer at the end of each month.

[bookmark: _Toc457568658]4.8	Supply and Installation of Lifting Equipment
4.8.1	This Contract Lot includes the supply and installation of stair lifts, ceiling track hoists, step and through floor lifts.  The precise requirement for the installation will be agreed between the Authorised Officer and the Contractor.  The Contractor shall allow for a site visit and design of installation prior to agreement of the order.

4.8.2	All equipment shall be installed and commissioned in accordance with manufacturers’ requirements and subject to warranty.  The Contractor shall ensure that he is able to supply a wide range of equipment in order that the most suitable solution is provided for residents.

4.8.3	In some properties building works will be required to complete the installation.  The Contractor shall ensure they have the capability to carry out these works to the high standards required by the Council and residents.  The final quotation of any installation shall include the cost of such works.

[bookmark: _Toc457568659]4.9	Record Management 
4.9.1	Provision of accurate up-to-date records is a key element of contract performance and the Council’s ability to ensure that maintenance has been carried out within timescales and to best industry practice, and, where appropriate, in compliance with any relevant statutory legislation.



4.9.2	The Contractor shall provide and maintain the following records:

4.9.2.1	Service report sheets shall be designed by the appointed contractor and submitted for approval by the Authorised Officer.

4.9.2.2	Service report must confirm that equipment is safe to use/operate

4.9.2.3	At the end of each month, using electronic mail, contractor shall be required to provide the Authorised Officer with a list of equipment serviced and repaired during the month along with the reports. Forwarded on or before the 10th of the following month. For example, service and break down reports for June to be forwarded on or before 10th July.

4.9.2.4	Repairs cost for each month shall be provided by contractor using an Excel spread sheet issued by the Authorised Officer. Where addresses are missing from the spread sheet, contractor must update the spread sheet accordingly.

4.9.2.5	Service and breakdown reports shall be forwarded electronically.

4.9.2.6	Upon completion of a service, contractor will place a sticker on the equipment. Sticker will have date of service, next service date and service engineer’s name.

4.10      Service Visit Access Arrangements

4.10.1	All service visits must be by prior arrangement with the service user with reasonable notice given and contractor must be flexible when making arrangements for a service visit as service users are vulnerable and may have other appointments (hospital, dental etc.).

4.10.2	Where contractor is having access problems using electronic mail, these should be brought to the attention of the contract administrator with time and date of calls and correspondence to the service user.

[bookmark: _Toc457568664]4.11     Programme of Works for Servicing     

	The contractor will be required to provide a programme of works for servicing of equipment based on the asset register provided. This will be further discussed at the pre-start meeting.  
5.	PERFORMANCE MANAGEMENT 

[bookmark: _Toc457568665]5.1	Performance Management
5.1.1	The Council’s Authorised Officer will be responsible for Performance Management of the Contract.  Management will take place through analysis of data, consideration of performance against the KPIs and regular meetings with the Contractor.

5.1.2	Contract Management meetings shall take place at regular intervals between the Council and the Contractor, according to need and usage.

5.1.3	Also regular progress meetings will be held at the Employer’s representative offices. The contractor is to arrange for a representative to attend.

[bookmark: _Toc457568666]65.2	Key Performance Indicators 
65.2.1	The Contractor shall provide data to evidence their performance against the Key Performance Indicators set out in Appendix 1.  These KPIs are set for the first year of the contract.  Detailed report to be submitted to the Contract Manager and should be to the schedule as set out in the “Reporting Frequency” column.

65.2.2	The Council will measure both the performance and quality against the relevant Key Performance Indicators on an annual basis and agree with the Contractor any revisions of these in advance of the next contract year.
[bookmark: _Toc457568667]65.3	Data Collection
	Additionally, the Contractor shall provide data as requested by the Contract Manager which will evidence further performance of service delivery.  This data may not initially have a target figure, but may form part of the discussions and amendments to the list of Key Performance Indicators.
[bookmark: _Toc457568668]65.4	Contractor’s Quality Assurance
	The Contractor shall put in place a robust quality management system that they will use for internal monitoring to ensure that the level of service delivered is as required by the Council.  Details of the proposed quality Assurance System shall be provided within the tender submission.


6.	GENERAL DATA PROTECTION REGULATIONS (GDPR)

The Service Provider will comply with all aspects of the Data Protection Act 1998 (DPA) and the following Council policies (attached):

· Data Protection Policy
· Information Security Policy 
· Records Management Policy






The Service Provider may act as a ‘Data Processor’ on behalf of the Council. Whilst Service Providers currently have certain responsibilities under the Data Protection Act, the new GDPR will bring increased responsibility and accountability for data processors.

The winning Bidder of this contract will be expected to complete a “General Data Protection Form – Light Touch Questions” and “Data Processor Agreement” prior to commencement of the contract as the data under this contract will be Service User’s name, address and contact telephone number only.
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[bookmark: _Toc457568669]APPENDIX 1 - KEY PERFORMANCE INDICATORS – Installation, Repair & Servicing of Disabled Adaptations for Lifting Aids 
	Objective
	Output
	Measurement
	Target
	Reporting Frequency

	






SERVICE DELIVERY
	a) All Equipment Servicing to be up to date

	1a) Percentage of Servicing reports received within 2 weeks of the end of the month in which the service was scheduled divided by the percentage of reports received within 2 weeks 
2a) Number of services completed per month divided by the number of required services to be completed per month.
	100%


100%
	Quarterly


Monthly

	
	b) Breakdown repair resolved within “Normal hours” (within 2 hours of request)

	b) Number of “Normal hours” repairs resolved divided by the number of “normal hours” repairs required 
	100%
	Quarterly

	
	c) Breakdown Repair resolved “Out of hours” (within 4 calendar days of request

	c) Number of “Out of hours” repairs resolved divided by the number of “Out of hours” repairs required
	95%
	Quarterly

	
	d) Repairs value up to £150 completed at first visit

	d) Number of Repairs up to £150 completed by first visit divided by the number of up to £150 repairs required 
	100%
	Quarterly

	
	e) Repair value >£150 completed within 1 week of Authorisation
	e) Number of repairs >£150 completed within 1 week divided by the number of repairs >£150 required
	95%
	Quarterly

	
	f) Up to date Asset Register
	f)  Number of up to date Asset registers provided divided by the number of up to date Asset Registers required
	100%
	Annually

	
	g) Accurate Account of Stored Equipment
	g) number of up to date storage records provided within 1 week divided by the number of up to date records required within 1 week
	100%
	Monthly 

	Complaints
	To minimise complaints received from the public
	Number of complaints received per quarter
	<3
	Quarterly

	Value for Money
	Expenditure compliant with Contract price 
	Percentage of non-compliant invoices divided by the number of  Invoices compliant with agreed prices 
	100%
	Monthly

	Performance Review
	Performance Review Meetings
	Percentage of Attendance at the  Review Meetings divided by the number of Review Meetings required
	100%
	Quarterly 

	Social Value
	Achievement of Agreed Social Value Outcomes
	TBC
	
	Annually
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1. Introduction   
Information resources are vital to Thurrock Council in the delivery of services to residents, 
businesses and visitors. Their availability, integrity, security and confidentiality are essential to 
maintain service levels, legal compliance and the public image and public perception of the 
Council. 
 
It is important that citizens are able to trust Thurrock to act appropriately when obtaining and 
holding information and when using the authority’s facilities. It is also important that information 
owned by other organisations made available to Thurrock under secondary disclosure 
agreements is also treated appropriately by Thurrock. 
 
Any public authority that uses or provides information resources has a responsibility to maintain, 
safeguard them, and comply with the laws governing the processing and use of information and 
communications technology. 
 
The Chief Executive of Thurrock has ultimate responsibility and endorses the adoption and 
implementation of this Information Security policy. Delegated responsibilities are set out in 
section 6 and rest with the Corporate Information and System Development Board and with the 
Information Manager with regard to the maintenance and review of the Corporate Information 
Security policy, Conditions of Acceptable Use and Personal Commitment Statements as well as 
local policies.  
 
This policy is designed to provide an appropriate level of protection to the information for which 
Thurrock is responsible. Supporting this policy is a set of information security technical controls 
which form the minimum standard that a partner has to comply with. Individual organisations can 
strengthen these policies through local policies and procedures, but cannot weaken them.  
 
It is unacceptable for Thurrock information resources to be used to perform unethical or unlawful 
acts. 
 
The key aspects of this policy and all associated policies have been developed in accordance 
with the British Standard for Information Security BS7799 – 3:2006 which is harmonised with 
ISO/IEC 27001:2005. 
 
This Corporate Information Security policy is supported by further policies, procedures, 
standards and guidelines as detailed in Appendix B. In addition to the Thurrock policy, users 
who are granted access to information owned by other organisations will be subject to the policy 
requirements of the information owners. Details of these policies will be provided before access 
is granted. 
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Information Security Framework 
 


Corporate Information 
Security Policy


Conditions of Acceptable 
use with Personal 


Commitment Statement
Technical Control Table


Local Policies, 
Procedures, Protocols and 


Codes of Practice


 
 
 
3. Objectives 
The objective of the Corporate Information Security Policy is to ensure that: 


• All users are aware of these policy statements and associated legal and regulatory 
requirements and of their responsibilities in relation to Information Security. 


• All Thurrock property including equipment and information is appropriately protected. 
• The availability, integrity and confidentiality of Thurrock information is maintained. 
• A high level of awareness exists of the need to comply with Information Security 


measures. 
• To prevent unauthorised access to software and information.  
• To reduce the risk of the misuse of e-mail services. 
• To protect the network and network resources from unauthorised access. 
• To provide guidance on handling information of each classification in different 


circumstances and locations including creation, modification or processing, storage, 
communication, retention and deletion, disposal or destruction. 


• To manage unwanted incidents such as virus infections, deliberate intrusion and 
attempted information theft.   


• To prevent unauthorised access, damage and interference to business premises, 
Information and Information Technology. 


 
 
4. Scope 
The scope of this policy is for any employee, elected member, agency worker, third party 
organisation or other authorised personnel. 
 
 
5. Legal and regulatory obligations 
Thurrock will comply with all relevant legislation affecting the use of information and 
communication technology.  All users must be made aware of and comply with current 
legislation as they may be held personally responsible for any breach.  
 
A list of key legislation and regulations, with a brief description of each, and a reference to who 
in the organisation can provide further information can be found in Appendix A. 
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6. Roles and Responsibilities 
 
• Chief Executive Officer 
The Chief Executive is ultimately responsible for ensuring that all information is appropriately 
protected.  


 
• Information Security Management Group 
This policy has been written by the Essex OnLine Partnership. Additional policies, procedures 
and standards are written by Thurrock’s Information Management Team. The Corporate 
Information and System Development Board is responsible for reviews and approval of Security 
Policies, which are reviewed on a regular basis. They are also responsible for approving and 
overseeing all information security related projects and initiatives.  


 
• Information Security Officer 
This role is fulfilled by the Information Manager who is responsible for the day to day 
management of information security activities, and for responding to Information Security 
Incidents. 
 
• SIRO (Senior Information Risk Owner) 
Thurrock has appointed a Senior Information Risk Owner (SIRO) to ensure there is 
accountability and this officer is a Director who has responsibility for Information 
Management/Governance. The SIRO must provide written judgement of the security and use of 
the business assets at least annually to support the audit process and provide advice to the 
accounting officer on the content of their statement of internal control. 
 
Local Government Association guidance and best practice suggests that the SIRO  
• Is the officer who is ultimately accountable for the assurance of information security at the 


Council  
• Champions information security at executive management team level  
• Owns the corporate information security policy  
• Provides an annual statement of the security of information assets (as part of the audit 


process)  
• Receives strategic information risk management training at least once a year  
 
The SIRO is not intended to be a new post but rather a newly-defined set of responsibilities for 
an existing ‘board-level’ post. It is not concerned solely with IT, but takes a broader view of our 
information assets as a whole, in any form.  
 
• Risk Manager 
The Risk Manager is responsible for the evaluation of the organisation's exposure to risk and 
controlling these exposures through such means as mitigation, avoidance, management or 
transference. 
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• Information Governance Group 
Information Champions made up of individuals (who will come together as an Information 
Governance Group) will be nominated with the responsibility for the implementation and 
monitoring of information governance across the Authority.  The work undertaken by 
Information Champions will be in line with the Information Governance Group’s Terms of 
Reference. 
 
• Information Owners (also referred to as Information Asset Owners) 
The role of the Information Asset Owner is to understand what information is held and in what 
form, how it is added and removed, who had access, and why. They are tasked with ensuring 
the best use is made of information, and receive and respond to request 
 
They are responsible for: 
 


• Assessing the risks to the information and data for which they are responsible in 
accordance with Thurrock Risk Management Methodology. 


• Defining the appropriate protection of their information taking into consideration the 
sensitivity and value of the information. 


• Information owners will be responsible for defining the value of information, and 
identifying the risks associated with the information, so they must classify their 
information, and define the controls for its protection. 


 
• Directors, Heads of Service and Line Managers 


Are responsible for: 
• Ensuring that their employees are fully conversant with this policy and all associated, 


policies, standards, procedures, guidelines and relevant legislation, and are aware of 
the consequences of non-compliance. 


• Developing procedures, processes and practices which comply with this policy for use 
in their business areas. 


• Ensuring that all external agents and third parties defined in the scope of this policy 
are aware of their requirement to comply. 


• Ensuring that when requesting or authorising access for their staff, they comply with 
the standards and procedures defined by the Information Owners. 


• Notifying the Information Manager of any suspected or actual breaches or perceived 
weaknesses of information security. 


 
• Employees 
Are responsible for: 


• Ensuring that they conduct their business in accordance with this policy and all 
applicable supporting policies. 


• Familiarising themselves with this policy, and all applicable supporting policies, 
procedures, standards and guidelines. 
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Employees responsible for management of third parties must ensure that the third parties are 
contractually obliged to comply with this Policy. 
 
• Users of systems and information  


Those who are granted access to information and information systems must: 
• Only access systems and information, including reports and paper documents to 


which they are authorised. 
• Use systems and information only for the purposes for which they have been 


authorised. 
• Comply with all applicable legislation and regulations. 
• Comply with the controls defined by the Information Owner. 
• Comply with all Thurrock policies, standards, procedures and guidelines, and the 


policies and requirements of other organisations when granted access to their 
information. 


• Not disclose confidential or sensitive information to anyone without the permission of 
the Information Owner, and ensure that sensitive information is protected from view by 
unauthorised individuals. 


• Keep their passwords secret, and not allow anyone else to use their account to gain 
access to any system or information. 


• Notify the Information Manager of any actual or suspected breach of Information 
Security, or of any perceived weakness in the organisation’s security policies, 
procedures, practices, process or infrastructure in accordance with the Incident 
Reporting and Management Procedure. 


• Protect Information from unauthorised access, disclosure, modification, destruction or 
interference. 


• Not attempt to disable or bypass any security features which have been implemented. 
 
 
7. Approach to Risk Management 
Risk management is defined as co-ordinated activities to direct and control an organisation with 
regard to risk. 
 
Thurrock’s approach to information security is through the risk management process to focus on 
providing the business with an understanding of risks to allow effective decision-making to 
control risks.  The risk management process is an ongoing activity that aims to continuously 
improve the efficiency and effectiveness of information security. 
 
 Thurrock should complete a Corporate Information Risk Plan, reviewing all assessments and 
examine forthcoming potential changes in services, technology and threats.  
 


 
8. Incident Reporting and Management 
Thurrock has established an Incident Reporting and Management framework which is supported 
by this policy.  That part of this policy is managed by the Information Management Team.   


 
9. Review 
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The Essex OnLine Partnership must undertake an annual review of Information Security policies 
and associated papers to ensure they still comply with current good practice and standards as 
well as an Equality Impact Assessment if policies change. It is the duty of Thurrock Council to 
review the Information Security management arrangements in place and review local 
arrangements contained within local policies, including an IT Health Check carried out by an 
accredited independent expert.   
 
 
10. Awareness, Compliance and Auditing 
Thurrock will ensure compliance with the Information Security Policy through: 


10.1 Awareness 
a. Information Security will be included in the induction programme. 
b. An ongoing Information Security awareness programme will be implemented for all 


users including third parties. 
c. All users will receive appropriate awareness training and updates in organisational 


policies and procedures as relevant to their job functions. 
d. All users will be required to sign a personal commitment statement. 


10.2 Compliance 
Compliance with this policy is mandatory, and non-compliance with this Information 
Security Policy, supporting policies, procedures and standards may result in 
disciplinary action, or termination of contracts under which a business provides 
services. 
 


10.3 Auditing 
a. Carrying out internal audits and where appropriate keeping audit logs in line with 


legislation and Thurrock’s document retention policy. 
b. Where connectivity to other secure networks such as N3 or GSi is established, 


Thurrock must submit to (and fund) an audit of their security procedures and 
practices in the form of an annual IT Healthcheck, and implement any 
recommendations to demonstrate that they meet the requirements of this security 
policy. 


 
11. Monitoring 
Where appropriate; monitoring arrangements are put in place to ensure compliance with policy 
objectives, guidelines and standards. 
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Appendix A - This is a list of key legislations and regulations. 


Data Protection Act 1998 and EU Directive on Data Protection 
Personal information relating to identifiable individuals must be kept accurate and up to date. It 
must be fairly obtained and securely stored. Personal information may only be disclosed to 
people who are authorised to use it. Unauthorised disclosure of Council or client personal 
information is prohibited and could constitute a breach of this Act. Further information on this Act 
can be obtained from the Information Manager.  


Computer Misuse Act 1990 
Deliberate unauthorised access to, copying, alteration or interference with computer programs or 
data is not allowed and would constitute an offence under this Act for which the penalties are 
imprisonment and/or a fine. 
 
This Act addresses the following offences: 


• Unauthorised access to computer material. 
• Unauthorised access with intent to commit or facilitate commission of further offences. 
• Unauthorised modification of computer material. 


Copyright, Patents and Designs Act 1988 
Documentation must be used strictly in accordance with current applicable copyright legislation, 
and software must be used in accordance with the licence restrictions. Unauthorised copies of 
documents or software may not be made under any circumstances. 
 
Companies Act 1985 
Adequate precautions should be taken against the falsification of records and to discover any 
falsification that occurs. 
 
Freedom of Information Act 2000 
Gives a general right of access to all types of data and information that has been recorded by 
the Council.  There are exemptions to the right of access, but the Council must assist 
applications for information and proactively make details available about the Council.  The 
Council must know what records it holds, where they are stored and must avoid them being lost. 
 
 
Further information can be provided through the Information Management Team  
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Appendix B – Supporting Policies 
 
Below is a list of policies in support of the Information Security Policy: 
 
 


• Clear Desk Policy 
• Computer Misuse Act 
• Conditions of Acceptable Use and Personnel Commitment Statement 
• Copyright Policy 
• Data Protection Policy 
• Data Security and Encryption Policy 
• Document Retention Policy 
• Email Policy 
• Freedom of Information Policy 
• ICT Usage Policy 
• Information Security/Information Management Incident Response Procedures 
• Information Sharing Protocol 
• Security Classification & Data Handling Policy 
• Records Management Policy 
• Information Requests Charging Policy 
• Re-use of Public Sector Information Policy 
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Introduction 
 
Thurrock Council recognises that its records are a vital business resource and 
are key to the effective functioning and accountability of the Council. Efficient 
management of records is essential in order to: 


• Support the Council’s core business activities 
• Comply with legal and regulatory obligations 
• Provide a high quality service to our customers 


 
This policy provides a framework for the management of Thurrock Council’s 
records. 
 
Scope 
 
This policy applies to all records created, received and maintained by the staff of 
Thurrock Council, or those acting as its agents, in the course of Council 
business.  
 
A record is defined as a document held in any format including (but not limited to) 
paper documents, audio recordings, electronic data or visual representations.  
The policy is applicable to all employees of Thurrock Council. 
 
Legislative Framework 
 
The records of Thurrock Council are subject to the Data Protection Act 1998 and 
the Freedom of Information Act 2000, and will be managed in accordance with 
this legislation.   
 
 
Policy Statement 
 
Best Practice 
 
Records should be managed in accordance with the Lord Chancellor’s code of 
practice on the management of records under section 46 of the Freedom of 
Information Act.   
 
The guidelines produced by the Records Management Society and National 
Archives should be used as an aid to assist with best practice. 
 
 
 
 
Record creation and record keeping 
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All records must be authentic and reliable. An authentic record is one that can be 
proven: 


• to be what it purports to be, 
• to have been created or sent by the person purported to have created or 


sent it, and 
• to have been created or sent at the time purported 


 
A reliable record is one whose contents can be trusted as a full and accurate 
representation of the transactions, activities or facts to which they attest and can 
be depended upon in the course of subsequent transactions or activities. 
 
Each Service must have in place a record keeping system which documents its 
activities and allows for quick and easy retrieval of information. This must 
include: 


• Classification of records into a logical and consistent hierarchy 
• Allocation of appropriate metadata consistent with the Government 


Metadata Framework 
• Consistent version control procedures 
• Consistent and appropriate security classification of records 
• Clearly documented authorship and ownership of records 


 
Usability and integrity of records 
 
Usability implies that a record can be ‘located, retrieved, presented and 
interpreted’. 
 
Integrity refers to a record being complete and unaltered. Records must be 
protected against unauthorised alterations by means of good security practice 
(e.g. access permissions) and authorised alterations to records must be 
traceable, as well as being explicitly indicated through version control (see 
below). 
 
Freedom of Information Act 2000 
 
Records which are to be made available via the Council’s Freedom of 
Information Publication Scheme should be clearly marked as such. As part of the 
general move towards transparent government and accountability to the public, it 
is vital that all records are made as easily retrievable as possible, ensuring that 
responses to Freedom of Information access requests are processed within the 
statutory timescales.  
 
The Council’s goal is to provide as much information as possible via the 
Publication Scheme in order to facilitate ease of access for the public and 
minimize time spent on responding to individual FOI requests. 
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Data Protection Act 1998 
 
The Council’s aim is that personal information is managed in accordance with the 
eight data protection principles and is available for subject access requests within 
the required time frame. 
 
 
Auditing 
 
Records management processes and procedures must support the Council’s 
Audit Services requirements. All record keeping systems must be able to display 
a clear audit trail.   
 
In accordance with their audit plan, Audit Services undertake a program of work 
each year to test the completeness, validity and accuracy of records held within 
Departments. 
 
Retention and disposal 
 
All record-keeping procedures must support the corporate document retention 
policy.  
 
Confidential or sensitive documents must be disposed of securely, in accordance 
with the corporate document retention policy. 
 
Security 
 
All staff must ensure that all records are held securely and accessed on a need 
to know basis.  This includes any records that are held in the office environment 
but also includes records that are removed from the office or the normal place of 
work.  
 
Records must not be left in locations that could result in unauthorised access or 
could result in a risk to the record being stolen (examples of this are records left 
in vehicles). 
 
Vital Records / Emergency Planning 
 
Vital records management and emergency planning within the Council is an 
important aspect of records management.  They are part of the Council’s wider 
business continuity and risk management regime.  All individuals have a 
responsibility to ensure that: 
 


 Records (whatever their medium or format) that are vital to the Council in 
the event of an emergency or essential to its continuation of business are 
identified and sufficiently protected. 
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 Measures are in place to prevent disasters compromising the records and 


record keeping systems. 
 
 
 
Version control 
 
Effective version control is essential to good records management practice. It is 
particularly vital where electronic documents are stored in a shared area where 
they may be updated by a number of different users. Whenever any alteration is 
made to a record, it must be allocated a new version number. These should use 
consecutive numbering in a standard format (i.e. Draft records V0.1, V0.2 and for 
final records V1.0, V2.0) 
 
 
Metadata 
 
Metadata is data about data, and therefore provides basic information such as 
the author of a work, the date of creation, links to any related works, etc. One 
recognisable form of metadata is a card (hard or soft copy) index catalogue in a 
library; the information on that card is metadata about a book. Metadata exists for 
almost every conceivable object or group of objects, whether stored in electronic 
form or not.  
 
Any metadata used in electronic documents must conform to the e-Government 
Metadata Standard (e-GMS). The use of metadata is particularly important in 
documents published on the Internet, in order to facilitate retrieval via search 
engines. 
 
 
Roles and Responsibilities 
 
Ownership of the Policy 
 
The owner of the Records Management Policy is the Information Manager, who 
is responsible for the development and implementation of a Records 
Management programme and strategy. 
 
Individual Directorates should only develop procedures and practices in line with 
this policy. 
 
Individual members of Council staff are responsible for creating and maintaining 
records in accordance with best practice, legal requirements and for ensuring 
that records are held securely.  
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Training and awareness 
 
All line managers must ensure that members of staff responsible for managing 
records are appropriately trained, and that all staff are aware of the need for and 
significance of records management. 
 
Monitoring compliance 
 
The Information Management Team will (subject to resources) monitor 
compliance with the policy and performance with regard to the storage, retrieval 
and retention of records.   
 
 
References/Supporting Documents 
 


• Corporate Document Retention Policy  
• Thurrock Councils Publication Scheme 
• ISO 15489 International Standard for Records Management 
• Lord Chancellors code of practice on the management of records under 


section 46 of the Freedom of Information Act 
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Data Protection Policy 
 
1. Introduction 
 
This is a statement of the data protection policy adopted by Thurrock Council. 
 
Thurrock Council needs to collect and use certain types of information about people with who it 
deals in order to operate. These include current, past and present employees, suppliers, the 
public and others to whom it communicates. In addition, it may occasionally be required by law to 
collect and use certain types of information of this kind to comply with the rules of government 
departments. The personal information must be dealt with properly however it is collected, 
recorded, and used - whether on paper, in electronic form, or recorded on other material.  
Legislative safeguards are in place to ensure the safe and lawful processing of personal data 
within the Data Protection Act 1998. 
 
2. Policy Statement 


 
The lawful and correct treatment of personal information by Thurrock Council is very important to 
successful operations, and to maintaining confidence between those with whom we deal 
(internally and externally) and ourselves. We recognise the importance of ensuring that our 
organisation treats personal information lawfully and correctly.  To this end we fully endorse and 
adhere to the principles of data protection detailed in the Data Protection Act 1998. 
 
3. The Data Protection Principles 
 
Specifically, the Principles require that personal information: 
 


 shall be processed fairly and lawfully and, in particular, shall not be processed unless 
specific conditions are met; 


 
 shall be obtained only for one or more specified and lawful purposes and shall not be 


further processed in any manner incompatible with that purpose or those purposes; 
 


 shall be adequate, relevant, and not excessive in relation to the purpose or purposes for 
which they are processed; 


 
 shall be accurate and, where necessary, kept up to date; 


 
 shall not be kept for longer than is necessary for that purpose or those purposes; 


 
 shall be processed in accordance with the rights of the data subjects under the Act; 


 
 appropriate technical and organisational measures shall be taken against unauthorised or 


unlawful processing of personal data and against accidental loss or destruction of, or 
damage to personal data; 


 
 shall not be transferred to a country outside the European Economic Area unless that 


country or territory ensures an adequate level of protection for the rights and freedoms of 
data in relation to the processing of data. 


 
4. Compliance with the Principles 
 







Therefore, Thurrock Council will, through appropriate and strict application of criteria and 
controls: 
 


 observe fully conditions regarding the fair collection and use of information; 
 


 meet its legal obligations to specify the purposes for which information is used; including 
specific requirements that must be met to ensure fair and lawful sharing of personal data 
both internally and externally in line with the Essex Trust Charter and Thurrock’s 
Information Sharing Protocol; 


 
 ensure that the Council’s Notification to the Information Commissioner’s Office remains up 


to date and accurate; 
 


 collect and process appropriate information, and only to the extent that is needed to fulfill 
operational needs or to comply with any legal requirement; 


 
 ensure the quality of information used; 


 
 apply strict checks to determine the length of time information is held; 


 
 ensure that the rights of people about whom information is held, are able to be fully 


exercised under the Act. (These include: the right to be informed that processing is 
undertaken, the right of access to one's personal information, the right to prevent 
processing in certain circumstances and the right to correct rectify, block or erase 
information which is regarded as wrong information); 


 
 ensure compliance with the Thurrock Council ICT Policy/Information Security Polices to 


safeguard personal information; 
 


 in line with the above, ensure that all staff are aware of requirements of the Council’s 
Security of Information and Encryption guidance and implement procedures to 
manage Data Protection breaches in relation to Principle 7; 


 
 ensure that information is not transferred abroad without suitable safeguards. 


 
5. Managing Data Protection 


 
Thurrock Council will ensure that: 
 


 there is someone with specific responsibility for data protection. Currently the nominated 
person is the Information Manager. The Information Management Team are corporately 
responsible for managing Data Protection and will provide advice on all aspects of this 
Policy and supporting documents to data owners across Council Directorates; 


 
 there is a corporate group of Data Protection Coordinators in place (nominated officers 


with additional duties), led by the Information Management Team, in order to embed best 
practice across all Directorates and to assist with Data Protection related projects and 
handling of Subject Access Requests, in line with Data Protection Coordinators – Roles 
and Responsibilities guidance; 


 
 the Data Protection Coordinators’ roles and responsibilities are regularly communicated 


and that these officers work within the agreed terms of reference in line with Data 
Protection Coordinators – Roles and Responsibilities guidance; 


  







 everyone managing and handling personal information understands that they are 
contractually responsible for following good data protection practice; 


 
 everyone managing and handling personal data is appropriately trained to do so; and 


have the opportunity to attend training sessions led by the Information Management 
Team; 


 
 everyone managing and handling personal information is appropriately supervised; 


 
 anyone wanting to make enquiries about handling personal information knows what to do; 


 
 queries about handling personal information are promptly and courteously dealt with; 


 
 methods of handling personal information are clearly described; 


 
 a regular review and audit (subject to resources) is made of the way personal information 


is managed; in line with agreed Data Protection Audit Guidelines that have been designed 
to test compliance with each Principle  


 
 methods of handling personal information are regularly assessed and evaluated; 


 
 performance of handling personal information is regularly assessed and evaluated. 


 
6. Complaints and Breaches of Data Protection 
 


 Thurrock Council will take the following approach to enforcement of this Policy, and 
regulation of any Data Protection related complaints and/or breaches that are notified to 
us via either internal or external sources: 


 
 Data Protection is a term of the Council’s employment contract for staff and the Council’s 


Human Resources department will ensure that staff are aware of this element, and update 
the standard terms and conditions as necessary. 


 
 Complaints about Data Protection related issues and the investigation into potential 


breaches of legislation (including breach of any of the Principles); will be dealt with in line 
with the Council’s Complaints procedure. The outcome of a complaint may or may not 
result in a breach of legislation being identified.  


 
 Separate procedures for follow-up enquiries from data subjects, will be followed in relation 


to disclosures made under Subject Access rights, (in line with guidance on Principle 6 and 
Subject Access Requests). If the data subject remains dissatisfied following an initial 
response from the Information Management Team, then the formal complaints process 
will be followed. 


 
 The Council’s Information Management Team will apply a fair and consistent approach to 


the recording and management of all Data Protection breaches, including notification of 
breaches to affected individuals (data subjects) where necessary. In each case this will 
include a risk assessment of the consequences of the breach; conducted in line with the 
relevant guidance from the Information Commissioner’s Office and up to date case law. 
Precedent within the Council and internal HR investigation outcomes will also be taken 
into account. 


 
 Separate procedures for notifying affected individuals of data security breaches (Principle 


7) will be followed in line with advice from the Information Commissioner’s Office. 
 







 The Information Management Team will consult with Human Resources on each breach 
where a member of staff or department representative is found to be accountable for a 
breach of this Policy. Responsibility may then transfer to Human Resources as 
appropriate and action will be taken in line with the HR Disciplinary Policy. 


 
 
 
 
 
 
 
 
 
 
 
 
 


Thurrock Council Model for Data Protection Policy
and Supporting Documents


Appendix C
Observational Record


Appendix B
Employee DP Questionnaire


Appendix A
Management DP Questionnaire


Data Protection
Audit Guidelines


Data Protection Coordinators
Roles and Responsibilities


IMT Standard Letters


SAR Notice to Staff (email)


IMT Disclosure Decision Record


SAR Application Form


SAR Roles and Responsibilities


IMT Internal Procedures


Principle 6 and SAR
Procedures


Principle 7: Security of Information
and Encryption


Notification to Residents
Letter


Appendix 4


Incident Reporting Form
Appendix 3


Operational Procedures
Appendix 2


The Data Protection Principles
Appendix 1


EIPE Policy


Operational Protocols
Tier 3 (Various)


Crime & Disorder IS Protocol
Tier 2


Vulnerable Persons IS Protocol
Tier 2


Essex Trust Charter and Thurrock's
Information Sharing Protocol


Tier 1


Data Protection Policy
(Overarching Policy)
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