
RM6100 Technology Services 3 Agreement 
Framework Schedule 4 - Annex 1
Lots 2, 3 and 5 Order Form

Order Form

This Order Form is issued in accordance with the provisions of the Technology Services 3 Framework Agreement RM6100 dated 15 June 2021 between the Supplier (as defined below) and the Minister for the Cabinet Office (the "Framework Agreement") and should be used by Buyers after making a direct award or conducting a further competition under the Framework Agreement.
The Contract, referred to throughout this Order Form, means the contract between the Supplier and the Buyer (as defined below) (entered into pursuant to the terms of the Framework Agreement) consisting of this Order Form and the Call Off Terms. The Call-Off Terms are the terms set out in Annex 2 to Schedule 4 to the Framework Agreement and copies of which are available from the Crown Commercial Service website: https://www.crowncommercial.gov.uk/agreements/RM6100 . 

The Supplier shall provide the Services and/or Goods specified in this Order Form (including any attachments to this Order Form) to the Buyer on and subject to the terms of the Contract for the duration of the Contract Period.

In this Order Form, capitalised expressions shall have the meanings set out in Schedule 1 (Definitions) of the Call-Off Terms 

This Order Form shall comprise:

1. This document headed “Order Form”; 
2. Attachment 1 – Services Specification;
3. Attachment 2 – Charges and Invoicing;
4. Attachment 3 – Implementation Plan; 
5. Attachment 4 – Service Levels and Service Credits; 
6. Attachment 5 – Key Supplier Personnel and Key Sub-Contractors; 
7. Attachment 6 – Software;
8. Attachment 7 – Financial Distress;
9. Attachment 8 - Governance 
10. Attachment 9 – Schedule of Processing, Personal Data and Data Subjects;
11. Attachment 10 – Transparency Reports; 
12. Appendix A – Statement of Work (SOW) Template;
13. Annex 1:
A. Call Off Terms;
B. Alternative and Additional Schedules and Clauses;
C. Amendments to the Alternative and Additional Schedules and Clauses;
D. Agile Process. 

The Order of Precedence shall be as set out in Clause 2.2 of the Call-Off Terms being:

1. the Framework, except Framework Schedule 18 (Tender);
2. the Order Form;
3. the Call Off Terms; and 
4. Framework Schedule 18 (Tender).

Section A
General information

	Contract Details

	Contract Reference:
	CP000100/ Atamis Reference: C141144 



	Contract Title:
	Research Systems Delivery Partner Services



	Contract Description:
	The Supplier will build the Research Systems architecture, provide programme leadership and management under the governance of the joint strategic programme board, and work as a single, blended team alongside the Buyer’s staff. 



	Contract Anticipated Potential Value: this should set out the total potential value of the Contract
	Maximum potential value of £17.5m.
This is comprised of:
£8.5M over the Initial Term; and
£9m over the remainder of the Contract Period.





	Estimated Year 1 Charges:
	£3.4m.





	Commencement Date: this should be the date of the last signature on Section E of this Order Form
	23 October 2023




	Buyer details

	Buyer organisation name

Health Research Authority



	Billing address

Hardcopy invoices may be sent to:  
Health Research Authority 
T71 PAYABLES F275
PO Box 312
LEEDS
LS11 1HP

However, electronic invoices are preferred. As our service is provided by NHS SBS the Supplier can contact NHS SBS for a Tradeshift account which will allow them to submit e-invoices to that account, but this needs to be established via NHS SBS. Further details can be found here: https://www.sbs.nhs.uk/supplier-einvoicing  
 
PLEASE DO NOT SEND BOTH HARDCOPY AND ELECTRONIC INVOICES AS THIS WILL CREATE DUPLICATE INVOICES IN THE SYSTEM.




	Buyer representative name
The name of your point of contact for this Order

REDACTION, under FOIA Section 40 Personal Information



	Buyer representative contact details
Email and telephone contact details for the Buyer’s representative. This must include an email for the purpose of Clause 50.6 of the Contract. 

Email: REDACTION, under FOIA Section 40 Personal Information / Commercial@hra.nhs.uk
Telephone: REDACTION, under FOIA Section 40 Personal Information



	Buyer Project Reference
Please provide the customer project reference number.
Atamis Project Reference: 7603




	Supplier details

	Supplier name
The supplier organisation name, as it appears in the Framework Agreement

PA Consulting Services Ltd 



	Supplier address
Supplier’s registered address
10 Bressenden Place, London SW1E 5DN



	Supplier representative name
The name of the Supplier point of contact for this Order

REDACTION, under FOIA Section 40 Personal Information



	Supplier representative contact details
Email and telephone contact details of the supplier’s representative. This must include an email for the purpose of Clause 50.6 of the Contract.

Email: REDACTION, under FOIA Section 40 Personal Information
Telephone: REDACTION, under FOIA Section 40 Personal Information 




	Order reference number or the Supplier’s Catalogue Service Offer Reference Number
A unique number provided by the supplier at the time of the Further Competition Procedure. Please provide the order reference number, this will be used in management information provided by suppliers to assist CCS with framework management.  If a Direct Award, please refer to the Supplier’s Catalogue Service Offer Reference Number.
n/a



	Guarantor details
Guidance Note: Where the additional clause in respect of the guarantee has been selected to apply to this Contract under Part C of this Order Form, include details of the Guarantor immediately below.  

	Guarantor Company Name
The guarantor organisation name 

Not Applicable



	Guarantor Company Number
Guarantor’s registered company number

Not Applicable



	Guarantor Registered Address
Guarantor’s registered address

Not Applicable




Section B
Part A – Framework Lot 

	Framework Lot under which this Order is being placed
Tick one box below as applicable (unless a cross-Lot Further Competition or Direct Award, which case, tick Lot 1 also where the buyer is procuring technology strategy & Services Design in addition to Lots 2, 3 and/or 5. Where Lot 1 is also selected then this Order Form and corresponding Call-Off Terms shall apply and the Buyer is not required to complete the Lot 1 Order Form. 


	1. TECHNOLOGY STRATEGY & SERVICES DESIGN
	☐

	2. TRANSITION & TRANSFORMATION
	☐

	3. OPERATIONAL SERVICES
	

	a: End User Services
	☐

	b: Operational Management
	☐

	c: Technical Management
	☐

	d: Application and Data Management
	X

	5. SERVICE INTEGRATION AND MANAGEMENT
	☐











Part B – The Services Requirement

	Commencement Date
See above in Section A



	Contract Period
Guidance Note – this should be a period which does not exceed the maximum durations specified per Lot below:

	Lot
	Maximum Term (including Initial Term and Extension Period) – Months (Years)

	2
	36 (3)

	3
	60 (5)

	5
	60 (5)




	Initial Term Months
30 Months
	Extension Period (Optional) Months
30 Months

	Minimum Notice Period for exercise of Termination Without Cause
(Calendar days) Insert right (see Clause 35.1.9 of the Call-Off Terms)
	90 Days



	Sites for the provision of the Services
Guidance Note - Insert details of the sites at which the Supplier will provide the Services, which shall include details of the Buyer Premises, Supplier premises and any third party premises. 

The Supplier shall provide the Services from the following Sites: 

Buyer Premises: 

The Supplier will predominantly operate remotely, with travel to the Buyer’s locations across the UK as required. 

Supplier Premises:

Not Applicable 

Third Party Premises: 

Not Applicable
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	Buyer Assets 
Guidance Note: see definition of Buyer Assets in Schedule 1 of the Call-Off Terms 

1. This is the Buyer Assets list as it is understood at Commencement Date.
 
2. Both Parties agree that the Buyer Assets will be validated and, if required updated, as an outcome of the SOW concerning the Foundation Stage. 

3. Both Parties agree that the Buyer Assets will be reviewed and updated from time to time as required to deliver the programme, including on completion of each Indicative Stage in the Outline Delivery Plan as a minimum. 


To be defined in the SOW relating to the Foundation Stage, and may include:
· HRA existing RSP Jira instance containing work items from previous iterations of the RSP programme.
· HRA RSP cloud-based Jira instance, hosted by NIHR. Note: this is expected to the primary workflow management tool for the programme.
· HRA RSP ServiceNow instance, hosted by NIHR. Note: this is expected to the primary service ticket management tool for the programme.
· HRA Microsoft 365 Tenant – available for O365 collaboration.
· HRA Azure Tenant – available for Azure services including access to HRA Data Warehouse
· Microsoft licensing for Windows Server, SQL Databases etc
· HRA have DevOps infrastructure tools available with access to the licensing but would need to understand what tools are required by the Supplier.
· Access to request Dev/QA software installation to HRA managed devices.
· Data asset – HRA Entity relationship diagrams for Legacy RSP systems, including BGO, Pega Systems and any other systems/components forming the existing RSP platform. 
· Test environments for BGO, Pega System and any other existing 3rd party or HRA systems/components required to deliver the RSP scope, including test data. Wherever reasonable to do so, personally identifiable data should be anonymised by the Buyer before providing to the Supplier. 
· BGO and Pega Legacy systems

Additional Buyer Assets may be identified by Statement of Works. 




	Standards 
Guidance Note: see Clause 13 (Standards) and the definition of Standards in Schedule 1 of the Contract. Schedule 1 (Definitions). Specify any particular standards that should apply to the Contract over and above the Standards. 

· Government Digital Service (GDS) standards (Service Standard - Service Manual - GOV.UK (www.gov.uk))
· Government Functional Standards:002 Project Delivery, 005 Digital, data and Technology, and 007 Security (https://www.gov.uk/government/collections/functional-standards )
· NHS Digital service manual: NHS digital service manual (https://service-manual.nhs.uk/ ); and
· The Technology Code of Practice: The Technology Code of Practice - GOV.UK (www.gov.uk)
· There is a requirement to monitor emerging international interoperability standards around health data including, but not exclusively HL7 and Fast Healthcare Interoperability Resources (FHIR) standards.


Both Parties acknowledge that, given feedback from previous iterations of the programme, there is benefit from engaging standards assessors early and often if at all possible. Similarly, both Parties acknowledge the primary role of standards assessors is to assess, not to coach or steer the programme. The Supplier will work with the Buyer to attempt to discuss proposed approaches with the Buyer’s assessors throughout the programme to de-risk any formal assessment. 





	Buyer Security Policy 
Guidance Note: where the Supplier is required to comply with the Buyer’s Security Policy then append to this Order Form below. 

HRA Information Security Policy, as attached:



HRA Cyber Security requirements for partners and suppliers, as attached: 
 



HRA Information Governance Policy, as attached: 




Note that the following documents referred to in the HRA Information and Security Policy and HRA Information Governance Policy are HRA internal documents and do not apply to the Supplier, but most of these requirements are specifically addressed in the Contract: 
· Management of Documents and Records schedule
· IG staff handbook 
· Confidentiality policy  
· Document and records management policy  
· Freedom of information policy  
· Data Protection Impact Assessment Procedure
· Data subject rights request procedure
· Data sharing agreement template 
· Information security breach procedure
· Information security incidence reporting policy and procedure


The Supplier may apply its own practices to the extent that these meet, and do not conflict with, the minimum standards set out in the HRA Policies which are provided as embedded files in this Call-Off Contract. 




	Buyer ICT Policy 
Guidance Note: where the Supplier is required to comply with the Buyer’s ICT Policy then append to this Order Form below. 

HRA Acceptable Use of ICT User Obligations Policy, as attached:









	Insurance 
Guidance Note: if the Call Off Contract requires a higher level of insurance cover than the £1m default in Framework Agreement or the Buyer requires any additional insurances please specify the details below.

Third Party Public Liability Insurance – in accordance with the Framework Agreement; Not less than one million pounds (£1,000,000) in respect of any one occurrence, the number of occurrences being unlimited, but one million pounds (£1,000,000) any one occurrence and in the aggregate in respect of products and pollution liability.

Professional Indemnity Insurance – in accordance with the Framework Agreement; Not less than one million pounds (£1,000,000) in respect of any one claim and in the aggregate.
Employers Liability Insurance - £10,000,000 in respect of any one occurrence and in the aggregate
Cyber Liability Insurance -£10,000,000 in respect of any one occurrence and in the aggregate






	Buyer Responsibilities  
Guidance Note: list any applicable Buyer Responsibilities below. 

The Buyer is responsible for providing the following on commencement of the Contract as reasonably required for the Supplier to deliver the Services: 

· The Buyer will provide a full-time, named Service Owner to oversee the work of Product Managers.
· The Service Owner will allocate a named Buyer Product Manager empowered to prioritise Supplier work, make decisions and “accept” Supplier deliverables in line with the terms set out in Annex 1, Part D – Agile Process (or facilitate these activities with the Buyer’s team).
· In the event that the named Buyer Product Manager is absent from the Buyer’s business for a period of more than five (5) Working Days (for example, an extended holiday or sabbatical), the Buyer will communicate this to the Supplier in advance where reasonable to do so and provide a named alternative Buyer Product Manager, empowered to perform the activities described above.
· The Buyer Product Manager is required to respond to requests made to Accept Supplier deliverables (in line with terms set out in Annex 1, Part D - Agile Process) within a period of five (5) Working Days of the request being made in writing. In the event that no response is received by the Supplier by the Buyer Product Manager, the deliverable(s) in question will be deemed to be “Delivered” in line with the ways of working described in Annex 1, Part D – Agile Process.     
· The Buyer will provide the Supplier with access to relevant existing documentation in a reasonable timeframe of that documentation being requested. In this case we would consider five (5) Working Days to be a reasonable timeframe for the Buyer to identify and share existing documentation. 
· The Buyer will provide the Supplier with access to relevant systems to enable the Supplier to deliver the Services. Both Parties acknowledge that some of these systems may be provided or operated by third-parties providing services to the Buyer (e.g. BGO or Pega Systems. The Buyer will use reasonable endeavours to facilitate and arrange access to these systems with the Buyer’s other suppliers on behalf of the Supplier. 
· The Buyer will provide the Supplier with access to end user community, Buyer business, Buyer technical and Buyer third-party supplier stakeholders (e.g. BGO or Pega Systems) as required to deliver the Supplier services. 

Additional Buyer Responsibilities may be identified and agreed as part of Statements of Works.  




	Goods
Guidance Note: list any Goods and their prices.  

Not Applicable




	Governance – Option Part A or Part B
Guidance Note: the Call-Off Terms has two options in respect of governance. Part A is the short form option and Part B is the long form option. The short form option should only be used where there is limited project governance required during the Contract Period. 

	Governance Schedule
	Tick as applicable

	Part A – Short Form Governance Schedule
	☐

	Part B – Long Form Governance Schedule 
	X



The Part selected above shall apply this Contract. 




	Change Control Procedure – Option Part A or Part B
Guidance Note: the Call-Off Terms has two options in respect of change control. Part A is the short form option and Part B is the long form option. The short form option should only be used where there is no requirement to include a complex change control procedure where operational and fast track changes will not be required.  

	Change Control Schedule
	Tick as applicable

	Part A – Short Form Change Control Schedule
	 X


	Part B – Long Form Change Control Schedule 
	☐



The Part selected above shall apply this Contract. Where Part B is selected, the following information shall be incorporated into Part B of Schedule 5 (Change Control Procedure):

· for the purpose of Paragraph 3.1.2 (a), the figure shall be £N/A; and 
· for the purpose of Paragraph 8.2.2, the figure shall be £N/A.









Section C

Part A - Additional and Alternative Buyer Terms



	[bookmark: _Ref349213525]Additional Schedules and Clauses (see Annex 3  of Framework Schedule 4)
This Annex can be found on the RM6100 CCS webpage. The document is titled RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5.

Part A – Additional Schedules
Guidance Note: Tick any applicable boxes below

	Additional Schedules
	Tick as applicable (those marked with an X are applicable)

	S1: Implementation Plan
	X

	S2: Testing Procedures 
	X
Details of relevant testing will be confirmed in each SOW   and subject to the clarifications in Part C of Annex 1 this Order Form

	S3: Security Requirements (either Part A or Part B)
	Part A ☐ or Part B X

	S4: Staff Transfer 
	X

	S5: Benchmarking 
	☐

	S6: Business Continuity and Disaster Recovery
	X

	S7: Continuous Improvement 
	X

	S8: Guarantee
	☐

	S9: MOD Terms
	☐



Part B – Additional Clauses 
Guidance Note: Tick any applicable boxes below

	Additional Clauses
	Tick as applicable

	C1: Relevant Convictions
	☐

	C2: Security Measures
	☐

	C3: Collaboration Agreement
	☐



Where selected above the Additional Schedules and/or Clauses set out in document RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this Contract. 

Part C - Alternative Clauses
Guidance Note: Tick any applicable boxes below

The following Alternative Clauses will apply:

	Alternative Clauses
	Tick as applicable

	Scots Law
	☐

	Northern Ireland Law
	☐

	Joint Controller Clauses
	☐



Where selected above the Alternative Clauses set out in document RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this Contract. 





Part B - Additional Information Required for Additional Schedules/Clauses Selected in Part A

	Additional Schedule S3 (Security Requirements)
Guidance Note: where Schedule S3 (Security Requirements) has been selected in Part A of Section C above, then for the purpose of the definition of “Security Management Plan” insert the Supplier’s draft security management plan below.  

Draft Security Management Plan to be provided by the Supplier to the Buyer within 20 Working Days of the Commencement Date, and thereafter to be developed and agreed within a further 20 Working Days following the Supplier’s receipt of the Buyer’s review and feedback. 



	Additional Schedule S4 (Staff Transfer)
Guidance Note: where Schedule S4 (Staff Transfer) has been selected in Part A of Section C above, then for the purpose of the definition of “Fund” in Annex D2 (LGPS) of Part D (Pension) insert details of the applicable fund below. 

NHS Pension Scheme




	Additional Clause C1 (Relevant Convictions)
Guidance Note: where Clause C1 (Relevant Convictions) has been selected in Part A of Section C above, then for the purpose of the definition of “Relevant Convictions” insert any relevant convictions which shall apply to this contract below. 

Not Applicable



	Additional Clause C3 (Collaboration Agreement)
Guidance Note: where Clause C3 (Collaboration Agreement) has been selected in Part A of Section C above, include details of organisation(s) required to collaborate immediately below. 

Not Applicable

An executed Collaboration Agreement shall be delivered from the Supplier to the Buyer within the stated number of Working Days from the Commencement Date:

Not Applicable







Section D
Supplier Response


Supplier Response



‘PA Response RM6100 Further Competition Invitation v011222’ attached. 








	Commercially Sensitive information
Any confidential information that the Supplier considers sensitive for the duration of an awarded Contract should be included here. Please refer to definition of Commercially Sensitive Information in the Contract – use specific references to sections rather than copying the relevant information here.

Identity of professional staff and skills experience – 5 years
Fee rates for professional staff - 5 years
PA Consulting Methodologies and Tools - 5 years













Section E
Contract Award

This Call Off Contract is awarded in accordance with the provisions of the Technology Services 3 Framework Agreement RM6100.

	SIGNATURES



For and on behalf of the Supplier
	Name
	REDACTION, under FOIA Section 40 Personal Information

	Job role/title
	REDACTION, under FOIA Section 40 Personal Information

	Signature
	REDACTION, under FOIA Section 40 Personal Information

	Date
	




For and on behalf of the Buyer
	Name
	REDACTION, under FOIA Section 40 Personal Information

	Job role/title
	REDACTION, under FOIA Section 40 Personal Information

	Signature
	REDACTION, under FOIA Section 40 Personal Information

	Date
	



	Name
	REDACTION, under FOIA Section 40 Personal Information

	Job role/title
	REDACTION, under FOIA Section 40 Personal Information

	Signature
	REDACTION, under FOIA Section 40 Personal Information

	Date
	




Attachment 1 – Services Specification 


The Services defined in the Services Specification shall be drawn down in a series of Statements of Works (or SOW) using the template set out in Appendix A of this Order Form. The Buyer shall be responsible for the down-selection of the relevant Services to be delivered under a Statement of Work, and the Supplier shall propose the initial draft of the Statement of Work. The parties shall then discuss the draft Statement of Work and mutually agree its contents.

Upon execution of a Statement of Work the provisions detailed therein shall be incorporated into and form an integral part of the Call-Off Contract to which this Order Form relates.


The Supplier acknowledges and agrees that: 

1. each Statement of Works shall strictly follow the form and structure of the template identified in Appendix A of this Order Form;

2. where a placeholder in the template statement of work is not strictly applicable for the relevant Services to be drawn down, the Supplier shall indicate ‘N/A’ in the initial draft; and

3. there is no obligation whatsoever on the Buyer to execute a Statement of Work.



The Services Specification is as set out in Appendix B of the ‘RM6100 Further Competition Invitation v011222’ attached. 
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Part A – Milestone Payments and Delay Payments
 
1. Refer to the Statement of Works and paragraphs 2 to 5 below. 

Fixed Price Per Sprint 

2. In respect of any Statement of Works where a “Fixed Price Per Sprint” has been selected as the delivery and charging model, the following shall apply:

2.1. The parties will agree in the Statement of Works or otherwise in writing at the commencement of the Statement of Works, the total number of Sprints and the price per Sprint which the Supplier estimates will be required to deliver the Product Backlog associated with the Statement of Works. 

2.2. The Supplier will not perform more than the number of Sprints agreed pursuant to paragraph 2.1, unless the Buyer approves in writing or as otherwise required under clause 7.9 of Part D (Agile Process) of Annex 1 of the Order Form.

2.3. The Supplier’s total charges for the Statement of Works is derived by multiplying the price per Sprint by the total number of authorised Sprints performed and any additional items agreed in advance (for example: software licences, expenses).

2.4. The Supplier shall invoice the Buyer after every two Sprints and after Project Completion or as otherwise required under clause 7.9 of Part D (Agile Process) of Annex 1 of the Order Form.  

2.5. When the Supplier has performed the total number of Sprints authorised under paragraph 2.1 and 2.2, the Supplier will cease provision of Services under that Statement of Work. 

2.6. The meanings of “Minimum Commitment”, “Sprint”, “Product Backlog” and “Project Completion” in the paragraphs above are defined in Part D (Agile Process) of Annex 1 of the Order Form.  

Fixed Price

3. In respect of any Statement of Works where a “Fixed Price” has been selected as the delivery and charging model, the following shall apply:

3.1. The parties will agree in the Statement of Works or otherwise in writing at the commencement of the Statement of Works, a number of Milestones, Buyer acceptance arrangements for each Milestone and an associated schedule of charges for each Milestone.

3.2. The Supplier will request written confirmation of acceptance for each Milestone from the Buyer Product Manager in writing once the work to deliver that Milestone is completed in line with the Buyer acceptance arrangements. 

3.3. The Buyer Product Manager shall not unreasonably withhold acceptance and will respond to the request for acceptance within five (5) working days. If no response is received by the Supplier after this period, unless otherwise agreed the Buyer is deemed to have accepted the Milestone.    

3.4. The Supplier shall invoice the Buyer for the Milestone(s) on receipt of written acceptance in-line with the agreed schedule of charges.

3.5. The Supplier shall invoice the Buyer for any additional items separate to the schedule of charges agreed in advance (for example: software licences, expenses). 

Time & Materials

4. In respect of any Statement of Works where “Time & Materials” has been selected as the delivery and charging model, the following shall apply:

4.1. The parties will agree in the Statement of Works or otherwise in writing at the commencement of the Statement of Works, a Supplier team profile including roles as defined in Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges.

4.2. The Supplier shall invoice the Buyer monthly and the charges shall be calculated in accordance with the day rates set out in Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges and any additional items agreed in advance (for example: software licences, expenses).

Capped Time & Materials

5. In respect of any Statement of Works where “Capped Time & Materials” has been selected as the delivery and charging model, the following shall apply:

5.1. The parties will agree in the Statement of Works or otherwise in writing at the commencement of the Statement of Works, a Supplier team profile including roles as defined in Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges, a scope of work including Buyer acceptance arrangements and a Fee Cap. 

5.2. The Supplier shall invoice the Buyer monthly and the charges shall be calculated in accordance with the day rates set out in Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges and any additional items agreed in advance (for example: software licences, expenses).

5.3. The Supplier will request written confirmation of acceptance of the scope of work from the Buyer Product Manager in writing once the work to deliver that work is completed in line with the Buyer acceptance arrangements. 

5.4. The Buyer Product Manager shall not unreasonably withhold acceptance and will respond to the request for acceptance within five (5) working days. If no response is received by the Supplier after this period, unless otherwise agreed the Buyer is deemed to have accepted the scope of work.

5.5. The total charges due to the Supplier will not exceed the Fee Cap and charging will stop when the Fee Cap is reached however the Supplier will continue to deliver the Services until Buyer acceptance of the scope of work unless otherwise agreed by the parties.

Part B – Service Charges 

Refer to the Statement of Works.

Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges   
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Part D – Risk Register    

1. Both Parties agree that the Risk Register will be populated within 4 weeks of the Commencement Date and validated by the end of the Foundation Stage. 

2. Both Parties agree that the Risk Register will be reviewed and updated from time to time as required to deliver the programme, including on completion of each Indicative Stage in the Outline Delivery Plan as a minimum. 


	Column 1

	Column 2
	Column 3
	Column 4
	Column 5
	Column 6
	Column 7
	Column 8
	Column 9
	Column 10

	Column 12

	Risk Number
	Risk Name

	Description of risk

	Timing

	Likelihood

	Impact (£)

	Impact (description)

	Mitigation (description)

	Cost of mitigation

	Post-mitigation impact (£)
	Owner
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Part E – Early Termination Fee(s)

If the Buyer terminates all or part of the Call-Off Contract in accordance with Clause 35.1.9 the Buyer shall pay the Supplier an early termination fee as set out below:

Early Termination Fees for Fixed Price- or Fixed Price per Sprint-based Work  

If the Supplier’s fees are calculated on a fixed price basis (including fixed price per Sprint (as defined in Part D of Annex 1 of this Order Form)) and the effective date of termination falls between the fixed price payment milestones, the amount due to the Supplier for work-in-progress as at the date of termination shall be calculated in accordance with the day rates set out Part C (Supplier Personnel Rate Card) of Attachment 2 of this Order Form and shall not exceed : 

1. (if Fixed-Price) the Milestone identified as a payment Milestone; or 
2. (If Fixed-Price-per-Sprint) the fixed price for the subsequent Sprint. 

Early Termination Fees for Capped Time & Materials Work

If the Supplier’s fees are calculated on a Capped Time & Materials basis the amount due to the Supplier for work-in-progress as at the effective date of termination shall be calculated in accordance with the day rates set out in Part C (Supplier Personnel Rate Card) of Attachment 2 of this Order Form and shall not exceed the Fee Cap identified in the Statement of Work.


Early Termination Fees for Time & Materials Work

If the Supplier’s fees are calculated on a Time & Materials basis the amount due to the Supplier for work-in-progress as at the date of termination shall be calculated in accordance with the day rates set out in Part C (Supplier Personnel Rate Card) of Attachment 2 of this Order Form, calculated up to the end of the subsequent calendar month following the effective date of termination.

Worked example: If effective date of termination is the 15th day of Month A, the Early Termination Fee shall be calculated up to the end of Month B 



Attachment 3 – Outline Implementation Plan

1. This is the Outline Implementation Plan as it is understood at the Commencement Date.

2. Both Parties agree that the Outline Implementation Plan will be validated and developed into a Detailed Implementation Plan, as an outcome of the Foundation Stage (as identified in the table below). 


3. Both Parties agree that: 

3.1. the Outline Implementation Plan will be reviewed and updated from time to time as required to deliver the programme, including on completion of each Indicative Stage in the Outline Implementation Plan as a minimum;

3.2. if required under future Statements of Works, the Supplier shall prepare an updated version of the Detailed Implementation Plan applicable for the Services requested (such version being an SOW Implementation Plan); and 

3.3. such SOW Implementation Plan shall be treated in the same manner as the Detailed Implementation Plan and, therefore, shall be regarded as imparting to both Parties their respective rights and obligations under the Call Off Terms in respect of the Detailed Implementation Plan. 



	#
	Indicative Stages
	Indicative Stage Date

	F0
	Foundation Stage
· Onboarding
· Mobilisation 
	Contract Y1 Q1
Nov ’23 – Jan ’24 (TBC)

	M0
	Transition State #0: 
· Off IRAS 1 for CTIMPS
· Stand-up infrastructure
	Contract Y1 Q2
Feb ’24 – Apr ‘24 (TBC)

	M0
	Transition State #0: 
· IRAS ID Early in process
	Contract Y1 Q3
May ’24 – Jul ‘24 (TBC)

	M0.5 
	Transition State #0.5: 
· Stand-up Integration Layer
· Demo system
	Contract Y1 Q4
Aug ’24 – Oct ‘24 (TBC)

	M1
	Transition State #1:
· Ionising radiation for CTIMPS
· RTS Integration via NSIP – organisation ID
· GDS Alpha
	Contract Y2 Q1
Nov ’24 – Jan ‘25 (TBC)

	M2
	Transition State #2:
· Off IRAS 2 for CTIMPS
· Pharmacy Technical Assurance
· GDS Beta
· Decommission Pega
· Integration with CPMS via NSIP
Provision of data to the public (research summaries)
· Complete Migration IRAS 2 and OBF/EAA to Future IRAS
	Contract Y2 Q2
Feb ’25 – Apr ‘25 (TBC)

	M3
	Transition State #2.5: 
· Provision of data to registry (updated and for all study types perhaps)
· Off legacy IRAS for biobanks (ie tissue banks, data banks, and combinations of the two)
· NIHR Funders via NSIP
· Complete biobank migration IRAS to Future IRAS
	Contract Y2 Q3
May ’25 – Jul ‘25 (TBC)

	M4
	Transition State #3:
· Migration of IRAS 1 CTIMPS
· Decommission of OBF, EAA
· Decommission IRAS 1& GFI
· Complete Migration IRAS 1 to Future IRAS
· Off legacy IRAS (non-CTIMP projects)
· MHRA Portal Decommission
· Complete migration GFI to Future IRAS
	Contract Y2 Q4
Aug ’25 – Oct ‘25 (TBC)

	M5
	Transition State #4:
· Site Functionality (NHS/HSC sites Non-NHS sites)
· Off Legacy Tops
· Complete Migration TOPS 1 to TOPS 2
	Contract Y3 Q1
Nov ’25 – Jan ‘26(TBC)

	M6
	Transition State #5
· Off Legacy HARP
· Complete Migration REC HARP to Future IRAS
· Complete migration CAG HARP to Future IRAS
	Contract Y3 Q2
Feb ’26 – Apr ‘26 (TBC)



Attachment 4 – Service Levels 


SERVICE LEVEL REQUIREMENTS AND PERFORMANCE INDICATORS 

1. The Supplier shall provide the Buyer with an agreed quality of service and will enable measurement of this against the agreed Service Level Agreements (the SLAs) and Key Performance Indicators (the KPIs).
2. Overarching SLAs and KPIs are defined below and will be augmented with any additional SLAs and KPIs defined in Statements of Works. 
3. The Supplier shall report against the following KPIs to the Buyer each calendar month:


[image: ]
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	KPI
	KPI Name 
	Type
	Description 
	"Good" Threshold
	"Approaching Good" Threshold
	"Inadequate" Threshold 
	"Poor" Threshold
	Publishable?

	1
	Done Work
	%
	% of Product Backlog Items delivered in the reporting period

(Number of PBIs delivered in the reporting period / Total number of PBIs in the reporting period, reported quarterly) 
	80%
	75%
	65%
	60%
	

         Y

	2
	Open Roles
	I
	Number of Supplier team roles not filled, based on agreed SOWs, in the reporting period. 

('Number of supplier team roles required in the reporting period' minus 'Number of supplier team roles filled in the reporting period', reported quarterly)
	0
	1
	2
	3
	


Y

	3
	Issues 
	I
	Number of P1 issues not resolved within the SLA timescale in the reporting period. 

('Total number of P1 issues logged in the reporting period' minus' Number of P1 issues resolved within the SLA timescale in the reporting period', reported quarterly)
	0
	1
	2
	3
	


Y

	4
	Sustainability Consideration
	%
	% of Technical Design Authority (TDA) items which have sustainability impact considered per Sustainable Coding Practices, in the reporting period. 

('Number of TDA items with sustainability impacts demonstrated in the reporting period' / 'Total number of TDA items in the reporting period')
	100%
	90%
	80%
	75%
	


Y

	5
	Open Issues 
	I
	Number of non-P1 issues (discovered post-release of any software delivered by Statements of Works), not resolved within the SLA timescale in the reporting period.

('Number of issues (discovered post-release) in the reporting period' minus 'Number of issues resolved within the SLA timescale in the reporting period', reported quarterly)
	1
	2
	3
	4
	



N

	6
	Onboarding 
	I
	Number of team members not onboarded within two (2) weeks of the request being made, in the reporting period. 

('Total number of team members requested to be onboarded in the reporting period' minus 'Number of team members onboarded within two weeks of request in the reporting period', reported quarterly)
	0
	1
	2
	3
	



N



4. The Supplier will report the following metrics each month:

1 
2 
3 
4 
4.1  The total number of items (typically Stories) in the Product Backlog in all stages of delivery representing the Minimum Viable Product, as these terms are defined in the Agile Process (the Total Work Metric). 
4.2 The total number of expected roles in the Supplier team based on agreed Statements of Works (the Expected Team metric).
4.3 The total number of actual roles in the Supplier team based on agreed Statements of Works (the Actual Team Metric).
4.4 The Whole Time Equivalent roles in the Supplier team based on agreed Statements of Works (the WTE Metric).
4.5 The total value of all current Statements of Works agreed by both Parties (the Committed Cost Metric).
4.6 The total value of Supplier charges accrued by the Buyer (the Cost to Date metric).
4.7 The monthly value of Supplier charges accrued by the Buyer (the Monthly Cost Metric).
4.8 The total value of Supplier charges currently withheld subject to delivery of Minimum Commitment (as defined in Part D – Agile Process) (the Pending Delivery Metric). 
4.9 Number and details of Key Subcontractors used by the Supplier in the month (the Key Subcontractor Metric). 
4.10 Self-assessment against service standards to determine indicative % compliance with GDS and NCSC standards.

5 
6 

5. The Supplier shall provide resources and capabilities to support resolution activities (may include either a complete fix or a work-around solution) to restore live environments for systems delivered under Statements of Works (the Production System) provided one or more Statement of Works is currently active. 

6. Both Parties agree that priority of issues with Production System will be jointly agreed between the Buyer and the Supplier.  

7. The Supplier shall make reasonable endeavours to meet the following SLAs with respect to resolving issues with the Production System:

	SLA Level 
	Description 
	Response Target 
	Resolution Target 

	Priority 1 
	Outage or, major impact to the availability and /or performance of Production System 
	0.25 business hours  
	3 business hours 

	Priority 2 
	Impact to the availability or performance of a critical part of the Production System 
	1 business hour 
	8 business hours 

	Priority 3 
	Impact to the availability or performance of a non-critical part of the Production System 
	8 business hours 
	Next release 

	Priority 4 
	Non availability or performance impacting Production System issue. 
	8 business hours 
	Next release

	Priority 5 
	Non availability or performance impacting Production System issue, may be a service request or normal change request. 
	8 business hours 
	Next release 




8. Both Parties agree that business hours in the context of SLAs will mean UK time between the hours of 09:00 and 17:30 each day, excluding Saturdays, Sundays and English bank holidays. 

9. No warranty period is provided for the Production System by the Supplier unless otherwise defined and agreed with the Buyer within Statements of Works. 

Critical Service Level Failure

1. Any Critical Service Levels will be defined and agreed between Supplier and Buyer within a Statement of Works, if required. 


Attachment 5 – Key Supplier Personnel and Key Sub-Contractors

The Parties agree that they will update this Attachment 5 periodically to record any changes to Key Supplier Personnel and/or any Key Sub-Contractors appointed by the Supplier after the Commencement Date for the purposes of the delivery of the Services.
Part A – Key Supplier Personnel 


	Key Supplier Personnel
	Key Role(s)
	Duration

	REDACTION, under FOIA Section 40 Personal Information
	REDACTION, under FOIA Section 40 Personal Information
	Contract Period

	REDACTION, under FOIA Section 40 Personal Information
	REDACTION, under FOIA Section 40 Personal Information
	Contract Period



Part B – Key Sub-Contractors 


	Key Sub-contractor name and address (if not the same as the registered office)
	Registered office and company number
	Related product/Service description
	Key Sub-contract price expressed as a percentage of total projected Charges over the Contract Period
	Key role in delivery of the Services

	PA Holdings Limited
	02235016
	The Supplier’s parent company and the employer of Supplier personnel
	100%
	Yes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Attachment 6 – Software

0. The Software below is licensed to the Buyer in accordance with Clauses 20 (Intellectual Property Rights) and 21 (Licences Granted by the Supplier).
The Parties agree that they will update this Attachment 6 periodically to record any Supplier Software or Third Party Software subsequently licensed by the Supplier or third parties for the purposes of the delivery of the Services.
Part A – Supplier Software 

Not applicable as at the Commencement Date. 


Part B – Third Party Software

1. This is the Third Party Software as it is understood at Commencement Date. Note: no details entered at Commencement Date. 
 
2. Both Parties agree that the Third Party Software will be validated and, if required updated, as an outcome of the Foundation Stage. 

3. Both Parties agree that the Third Party Software will be reviewed and updated from time to time as required to deliver the programme, including on completion of each Indicative Stage in the Outline Implementation Plan as a minimum. 

The Third Party Software shall include the following items:
	Third Party Software
	Supplier
	Purpose
	Number of Licences
	Restrictions
	Number of Copies
	Type (COTS or NonCOTS)
	Term/
Expiry 

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	




Attachment 7 – Financial Distress

For the purpose of Schedule 7 (Financial Distress) of the Call-Off Terms, the following shall apply:

PART A – CREDIT RATING THRESHOLD 

	Entity
	Credit Rating (long term)
(insert credit rating issued for the entity at the Commencement Date)
	Credit Rating Threshold
(insert the actual rating (e.g. AA-) or the Credit Rating Level (e.g. Credit Rating Level 3)

	Supplier
	Dun and Bradstreet (“D&B”)
5A1 Failure Score 
	D&B
5A2 Failure Score





PART B – RATING AGENCIES

Rating Agency: Dunn & Bradstreet 



Attachment 8 – Governance

PART A – SHORT FORM GOVERNANCE 

Not applicable. 


PART B – LONG FORM GOVERNANCE 

For the purpose of Part B of Schedule 7 (Long Form Governance) of the Call-Off Terms, the following boards shall apply:


	
Service Management Board

	Buyer Members of Service Management Board (include details of chairperson)
	Buyer Delivery Lead
Head of Service Management (Chair)
Service Delivery Manager
Service Implementation Manager
Buyer Product Owner
Buyer Subject Matter Experts (SMEs) x2
Programme Manager
Cyber Security Lead
Problem & Change Manager
IT Service Manager

	Supplier Members of Service Management Board
	Supplier Delivery Lead
Supplier Service Lead


	Start Date for Service Management Board meetings
	 13th November 2023, 10:35am – 11:35am 

	Frequency of Service Management Board meetings
	Weekly


	Location of Service Management Board meetings
	Remote, unless otherwise agreed







	Programme Board (Research Systems Programme Board)

	Buyer members of Programme Board (include details of chairperson)

	HRA Chief Executive Officer (Chair and SRO for Programme)
Chief Digital Transformation Officer 
Chief Business Transformation Officer
HRA Board NED
DHSC Head of Systems and Information (Research)
Director of Approvals
Director of Policy and Partnerships
Deputy Director of Finance
Head of Service Delivery Management
Head of Guidance and Advice
RSP Programme Manager
RSP Project Manager


	Supplier members of Programme Board to attend during ‘open/supplier’ session only (TBC)
	Supplier Account Lead
Supplier Health Research Lead
Supplier Delivery Lead
SMEs (as necessary)

	Start date for Programme Board meetings
	22 November 2023, 1.05pm to 3.05pm 

	Frequency of Programme Board meetings
	At least once a month

	Location of Programme Board meetings
	Remote, unless otherwise agreed







	Change Management Board 

	Buyer Members of Change Management Board (include details of chairperson)
	Programme Manager (Chair)
Chief Digital Transformation Officer
Approvals Service Owner
Chief Business Transformation Officer
Head of User Centred Design
Technical Lead
Head of Service Management
Product Owner
Delivery Leads
SMEs(as necessary)


	Supplier Members of Change Management Board
To attend during ‘open/supplier’ session only, as required relating to operational changes arising from Programme
	Supplier Account Lead 
Supplier Delivery Lead
Supplier Service Lead
Supplier Technical Lead
Supplier Design Principal
Supplier Product Owner
SMEs (as necessary)


	Start Date for Change Management Board meetings
	To be agreed within two weeks of the Contract Commencement Date

	Frequency of Change Management Board meetings
	At least once a month

	Location of Change Management Board meetings
	Remote, unless otherwise agreed



	Technical Board

	Buyer Members of Technical Board (include details of chairperson)
	(The chair will rotate on a six monthly basis between the Technical Lead, the Head of Data Engineering, and the Cyber Security Lead.)
Technical Lead 
Head of Data Engineering 
Cyber Security Lead 
IT Services Manager 
Company Secretary 
Head of Service Delivery 
Head of Communications 
The TDA can co-opt other Subject Matter Experts (SMEs) from supplier, partner, vendor and stakeholder organisations.

	Supplier Members of Technical Board
To attend during ‘open/supplier’ session only, as required relating to the Programme
	Supplier Technical Lead
SMEs (as necessary) 

	Start Date for Technical Board meetings
	31st October 2023, 3:00pm 

	Frequency of Technical Board meetings
	Weekly

	Location of Technical Board meetings
	Remote, unless otherwise agreed



	Risk Management Board 

	Buyer Members for Risk Management Board (include details of chairperson)
	Programme Manager (Chair)
Chief Digital Transformation Officer
Approvals Service Owner
Chief Business Transformation Officer
Head of User Centred Design
Technical Lead
Head of Service Management
Product Owner
Delivery Leads
SMEs (as necessary)

	Supplier Members for Risk Management Board
	Supplier Account Lead 
Supplier Delivery Lead
Supplier Service Lead
Supplier Technical Lead
Supplier Design Principal
Supplier Product Owner
SMEs (as necessary) 

	Start Date for Risk Management Board meetings
	To be agreed within two weeks of the Contract Commencement Date

	Frequency of Risk Management Board meetings
	At least once a month

	Location of Risk Management Board meetings
	Remote, unless otherwise agreed
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Attachment 9 – Schedule of Processing, Personal Data and Data Subjects

This Attachment 9 shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Schedule shall be with the Buyer at its absolute discretion.  

1. The contact details of the Buyer’s Data Protection Officer are: REDACTION, under FOIA Section 40 Personal Information
2. The contact details of the Supplier’s personnel responsible for Data Protection matters on this Call-Off Contract are: REDACTION, under FOIA Section 40 Personal Information
3. The Processor shall comply with any further written instructions with respect to processing by the Controller.
4. Any such further instructions shall be incorporated into this Attachment 9.

	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Buyer is Controller and the Supplier is Processor

The Parties acknowledge that in accordance with Clause 34.2 to 34.15 and for the purposes of the Data Protection Legislation, the Buyer is the Controller and the Supplier is the Processor of the following Personal Data:

Held on IRAS (BGO Platform):  
· contact details of researchers, sponsors and other groups involved in the research application; and may also attach  
· CVs including include standard contact information such as address, email, qualifications. 
 
Held on IRAS (Pega Platform):  
· personal identifiable data of researchers and collaborators, such as publicly available office addresses and contact numbers.   
· Occasionally, researchers can include personal email addresses and mobile phone numbers.   
 
Held on IRAS (Pega Platform): 
· Contract details of Buyer members of staff and Committee members 
· Contact details of Committee members, application information (not E&D), declared interests, training / education 
· Contact details of Researchers, and sometimes CVs 
 
Held on TOPS:  
· General identifier e.g. NHS number, (NI number for UK citizens, passport number and country for non-UK citizens) 

The Supplier is Controller and the Buyer is Processor

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Supplier is the Controller and the Buyer is the Processor in accordance with Clause 34.2 to 34.15 of the following Personal Data:

· Not applicable

The Parties are Joint Controllers

The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection Legislation in respect of:

· Not applicable


The Parties are Independent Controllers of Personal Data

The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation in respect of:

· Business contact details of Supplier Personnel,
· Business contact details of any directors, officers, employees, agents, consultants and contractors of the Buyer (excluding the Supplier Personnel) engaged in the performance of the Buyer’s duties under this Contract.



	Duration of the processing
	Duration of Contract Period

	Nature and purposes of the processing
	The Supplier will facilitate the migration of data from the Buyer’s legacy systems. Full access to the front and back end of the Buyer’s current systems will be required to support this processing.

	Type of Personal Data
	· Name 
· Address 
· date of birth 
· NI number 
· telephone number 
· email address 
· NHS number 
· Passport number 

	Categories of Data Subject
	· Staff 
· Volunteers 
· Researchers 
· Research Sponsors 
· Other users of IRAS, HARP and TOPS application systems 

	Plan for return and destruction of the data once the processing is complete
UNLESS requirement under union or member state law to preserve that type of data
	Once data migration and the contract is complete, access to the data will be removed and no personal data (in respect of which the Supplier is a Processor) will be retained by the supplier.
The Buyer will retain and destroy the data in accordance with its own document control and records management policy and retention schedule. 



Attachment 10 – Transparency Reports

The Supplier will report to the Buyer in accordance with the terms of the Contract. This includes, but is not limited to, obligations specified in the Call Off Terms, Additional/Alternative Schedules and Clauses, and the Order Form. Of particular note is the commitment to provide regular performance data as detailed in Attachment 4 – Service Levels, along with specific KPI data, which will be published.

The table below is not used at the Commencement Date. However, this may be reviewed and updated by agreement from time to time as required or if considered desirable by both Parties.


	
Title

	
Content
	
Format
	
Frequency

	Performance
	
	
	

	Charges
	
	
	

	Key Sub-Contractors
	
	
	

	Technical
	
	
	

	Performance management
	
	
	





Appendix A – Statement of Work (SOW) Template

	1.  STATEMENT OF WORK (“SOW”) DETAILS

	Upon execution, this SOW forms part of the Call-Off Contract (referenced below).

The Parties will execute a SOW for each set of Buyer Deliverables required. Any ad-hoc Deliverables requirements are to be treated as individual requirements in their own right and the Parties should execute a separate SOW in respect of each, or alternatively agree a Variation to an existing SOW.

All SOWs must fall within the Specification and provisions of the Call-Off Contact.

The details set out within this SOW apply only in relation to the Deliverables detailed herein and will not apply to any other SOWs executed or to be executed under this Call-Off Contract, unless otherwise agreed by the Parties in writing.

	Date of SOW:
	

	SOW Title:
	

	SOW Reference:
	

	Call-Off Contract Reference:
	Research Systems Delivery Partner Services
CP000100/ Atamis Reference: C141144

	Buyer:
	Health Research Authority

	Supplier:
	PA Consulting Services Limited

	SOW Commencement Date:
	

	SOW End Date:
	

	Duration of SOW:
	

	Key Personnel (Buyer)

	[Including Buyer Product Manager]

	Key Personnel (Supplier)
		Supplier Personnel Name
	Key Role
	Duration

	
	Project Manager
	

	
	Development Team Members
	




	Subcontractors
	[As set out in the Call-Off Contract Order Form] [and]
· [Company Name]


	Applicable Testing Procedure (select one option only or replace entire text with “not applicable” if Deliverables testing is not applicable to this SOW)

	Agile Process (Annex 1, Part D of the Order Form) – [YES/NO]
S2 Testing Procedures  – [YES/NO]

	2.  CALL-OFF CONTRACT SPECIFICATION - PROGRAMME CONTEXT

	SOW
Deliverables Background
	[Insert details of which elements of the Deliverables this SOW will address].

	Delivery phase(s)
	[Insert item and nature of Delivery phase(s), for example, Onboarding, Foundation, Discovery, Alpha, Beta or Live].

	Overview of Requirement
	[Insert details including Release Types(s), for example, Adhoc, Inception, Calibration or Delivery].

	3. AGILE DEVELOPMENT – as governed by Annex 1, Part D of the Order Form

	Product Backlog Items (Grouped by Sprint) and associated Acceptance Criteria and Definitions of Done (indicative)
	[Insert the initial list of Product Backlog Items (and their Acceptance Criteria and Definitions of Done), to be refined as each Sprint progresses]

	Number of Sprints
	

	Sprint Duration
	

	Resource Effort for each Sprint (indicative)
	

	Size of Development Team per Sprint (indicative)
	

	Sprint Goal and Minimum Commitment for each Sprint (indicative)
	[Insert the Sprint Goal and Minimum Commitment (minimum number of Product Backlog Items) for each Sprint in this SOW, to be refined as each Sprint progresses]
[Insert expectations on the grace period]

	4.  BUYER REQUIREMENTS – SOW SERVICES AND DELIVERABLES

	[If T&M]
The Supplier will provide the following services, on a Time and Materials basis: 
· [INSERT]

[If Milestone based]
The Supplier will deliver the following Milestones by the following Milestone Date:
	Ref
	Milestone Description
	Acceptance Criteria
	Milestone Date
	Payment Milestone (Y/N)

	MS01
	
	
	
	

	MS02
	
	
	
	



	[Insert high-level objectives]






	Implementation Plan and Delay Payments (if appliable)
	[Describe or attach any updates required to the Detailed Implementation Plan]

[Specify Delay Payments (if applicable)]

	Risk Register
	[Describe or attach any updates required to the Risk Register set out in Part D of Attachment 2 of the Call-Off Contract Order Form]

	Buyer Assets:
	[As set out in the Call-Off Contract Order Form] [and]
[list]

	Service Levels (if applicable)
	

	Service Credits (if applicable)
	

	Critical Service Level Failure threshold (if applicable)

	

	Buyer Responsibilities
	[As set out in the Call-Off Contract Order Form] [and]
[list]

	Supplier Resource Plan
	

	Security Applicable to SOW:
	[As set out in the Call-Off Contract Order Form] [and]
[list]

	SOW Standards
	[As set out in the Call-Off Contract Order Form] [and]
 [list]


	Additional Requirements
	[Insert details]

	Key Supplier Staff
	[List]
[Indicate: whether there is any requirement to issue a Status Determination Statement]

	[SOW Reporting Requirements:]
	[As set out in the Call-Off Contract Order Form Attachment 8 and Schedule 7 (Governance)]



	5.  CHARGES

	Charging method
	The applicable charging method(s) for this SOW is:
1. [Capped Time and Materials, and Fee Cap applicable]
1. [Fixed Per Sprint Price - Part A, Attachment 2 of the Order Form applies]
1. [Time and Materials]
1. [Fixed Price (including payment Milestones)]
1. [2 or more of the above charging methods]

The Charges detailed above shall be invoiced in accordance with Clause 15 of the Call-Off Contract and the Financial model set out below. 

	Rate Cards Applicable
	Time and materials-based pricing shall be calculated with reference to the Supplier’s rate card in Attachment 2 of the Call-Off Contract Order Form. 


	Financial Model


	[Supplier to insert its financial model applicable to this SOW]


	Reimbursable Expenses
	[See Expenses Policy [attached][emailed by x to y on date]
[Reimbursable Expenses are capped at [£[Insert] [OR [Insert] percent ([X]%) of the Charges payable under this Statement of Work.]
[None]
[Buyer to delete as appropriate for this SOW]

	1. ASSURANCE

	Commercial Review

	Name: 

	
	Date: 

	Final Business Review

	Name: 

	
	Date: 

	7.  SIGNATURES AND APPROVALS

	Agreement of this SOW
BY SIGNING this Statement of Work, the Parties agree that it shall be incorporated into the Order Form and incorporated into the Call-Off Contract and be legally binding on the Parties:

	For and on behalf of the Supplier
	Name: 
Title: 
Date: 
Signature: 

	For and on behalf of the
Buyer

	Name: 

	
	Title: 

	
	Date: 

	
	Signature: 

	
	Name: 

	
	Title: 

	
	Date: 

	
	Signature: 






Annex 1 

PART A – CALL OFF TERMS
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The parties acknowledge and agree that certain provisions within the Call Off Terms have been amended. For ease of reference, the amendments have been highlighted in the attached:









PART B – ALTERNATIVE AND ADDITIONAL SCHEDULES AND CLAUSES

As published on Technology Services 3 - CCS (crowncommercial.gov.uk) as at the date of this Call-Off Contract, subject to any amendments or additions set out in Part C below.  Both parties acknowledge receiving a copy. 

S1: Implementation Plan – Amendments set out in Part C below. 
S2: Testing Procedures – Amendments set out in Part C below.
S3: Security Requirements (Part B) - No amendments
S6: Business Continuity and Disaster Recovery – No amendments
[bookmark: _heading=h.qsh70q][bookmark: _heading=h.vx1227][bookmark: _heading=h.3fwokq0][bookmark: _Hlt365641371][bookmark: _Hlt365902512][bookmark: _Hlt365641393][bookmark: _Hlt365641390][bookmark: _Hlt365641256][bookmark: _Hlt365641397]S7: Continuous Improvement - No amendments




PART C – AMENDMENTS TO THE ALTERNATIVE AND ADDITIONAL CLAUSES

The parties acknowledge and agree that certain provisions within Schedule S1 (Implementation Plan) and Schedule S2 (Testing Procedures) have been amended. For ease of reference, the amendments have been highlighted in the attached:


[bookmark: _MON_1758450949]



In addition, the parties agree that, for the purposes of this Order Form, the following are agreed in respect of Schedule S2 (Testing Procedures):

1. The provisions of Schedule S2 shall apply to all Statements of Work, where such provisions do not conflict or are inconsistent with the provisions of Part D of this Order Form.
2. In Paragraphs 4.1 and 5.1, references to the term “Commencement Date” shall mean the start date of the Statement of Work in which Schedule S2 is stated as being applicable. This clarification relates to the date by which the Supplier must prepare a Test Strategy and Test Plan.



PART D - AGILE PROCESS


1. Definitions and Interpretation

1.1. Terms not defined in this Part D shall have the meanings given to them in the Call-Off Terms. The following definitions shall also apply in this Part D:

“Acceptance Criteria” means the acceptance criteria set out in a particular Deliverable or User Story. The Acceptance Criteria may be further defined by the Project Participants when the relevant User Story is identified and included in the Sprint Backlog, and as part of the subsequent Sprint Planning Meeting;
“Acceptance Tests” means the tests that are to be run on the Deliverables under clause 9 to determine whether each User Story complies with its Acceptance Criteria;
Agile Process” means the principles and processes described in clauses 4 to 9 of this Part D;
“Agile Change Control Process” means the process described in clause 8;
"Buyer Product Manager" means the Buyer employee described in the relevant Statement of Work and any replacement from time to time. If the relevant Statement of Work does not define a Buyer Product Manager then the Service Owner defined in the Buyer Responsibilities Clause of this Order Form will operate as the Buyer Product Manager;“Defect” means an error or other non-conformity that prevents a Product Backlog Item from meeting the relevant Definition of Done and/or the Acceptance Criteria;
"Definition of Done" means the definition[s] and the criteria set out in the relevant Statement of Work in addition to those criteria agreed by the Project Participants on a case by case basis and used to determine whether a Product Backlog Item meets the Buyer Product Manager’s requirements. The Definition of Done may be further defined by the Project Participants when the relevant User Story is identified and included in the Sprint Backlog, and as part of the subsequent Sprint Planning Meeting;
"Delivered" or "Delivery" means conformity of a particular User Story with the relevant Definition of Done and Acceptance Criteria, and Deliver and Delivered shall be construed accordingly;
"Deliverable(s)" means the output of a Sprint and/or some or all of the following: (i) Services and Software; (ii) object code and source code versions of all Deliverables; and (iii) all materials provided under these Services;
“Delivered” means when a Product Backlog Item meets: 
(a) the relevant Definition of Done; and 
(b) the relevant Acceptance Criteria, in accordance with clause 9;
"Development Team" means the Supplier and Buyer employees described under a relevant Statement of Work and any replacements from time to time permitted under this Order Form;
"Epic" means the non-technical description for a collection of User Stories and/or Deliverables, describing the intended operations, functions, performance and other characteristics of the Specially Written Software or part of the Specially Written Software, Services, or Deliverable that will be contributing towards the achievement of the Product Vision;
“Final Sprint” means the last Sprint of a Project to be performed by the Supplier;
“Minimum Commitment” means for each Sprint, the minimum number of Product Backlog Items from the Sprint Backlog to be Delivered by the Supplier under that applicable Statement of Work;
"Product Vision" means an outline of the Product, describing its goals, scope and benefits, described through the Foundation Stage;
“Nominal Product Backlog Item Cost” means the equal portion of the charges for the Sprint attributable to each Product Backlog Item based on the Minimum Commitment, calculated by dividing the charges for a Sprint by the Minimum Commitment for that Sprint. 
"Project Vision" means an outline of the Project, describing its goals, targeted benefits and overall focus described in the relevant Statement of Work;
"Project" means a project for the provision of Services under a Statement of Work;
“Product Backlog” means a document provided by the Buyer from time to time, based on the Product Vision and kept up to date by the Buyer Product Manager that comprises:
(a) the Product Backlog Items;
(b) the Defects and Delivered Product Backlog Items to date;
(c) the estimated business value of each Product Backlog Item; and
(d) the Resource Effort for each Product Backlog Item;
“Product Backlog Item” means a Deliverable, Epic, User Story or other item of work included in the Product Backlog; 
"Project Completion" has the meaning given to is clause 7.15;
"Project Manager" means the Buyer Employee described in the relevant Statement of Work;
"Project Participants" means the Development Team, the Buyer Product Manager and the Project Manager  involved in the project delivery. as identified in a Statement of Works.
"Project Term" has the meaning given to it in clause 2.1;
"Release Planning Sessions" means a planning meeting between the Project Participants to discuss the matters referred to in clause 7.11;
"Resource Effort" means as the context dictates, the number of day's effort required of the Supplier’s resource for (i) the Project and each Sprint; (ii) Epics; and (iii) User Stories;.
“Retention Amount” means a percentage of the Supplier’s Charges equivalent to the percentage of a Shortfall attributed to the Supplier under the root cause analysis conducted under Clause 7.7 below, calculated as follows: 
if the Minimum Commitment is achieved for a Sprint, the Retention Amount for that Sprint will be 0% of the Fixed Price per Sprint; and
if the Minimum Commitment is not met for a Sprint, the Retention Amount for that Sprint will be the number of items in the Shortfall attributed to the Supplier under the root cause analysis conducted under Clause 7.7 below, multiplied by the Nominal Product Backlog Item Cost for that Sprint. 
“Shortfall” means the number of Product Backlog Items that have not been Delivered within a Sprint, and as a consequence of which results in failure to achieve the Minimum Commitment;
 “SOW Commencement Date” means the commencement date indicated in a Statement of Works;
"Sprint" means a fixed period, as specified in the relevant Statement of Work, during which Product  Backlog items are developed and the relevant Deliverables are tested and Delivered in accordance with this Order Form;
"Sprint Backlog" means the document setting out the Product Backlog Items, determined by the Buyer Product Manager in accordance with clause 6.3, that are to be developed during the current Sprint;
"Sprint Goal" means a singular objective that describes the purpose of the Sprint, outlining a business or user need;
"Sprint Planning Meeting" means a planning meeting between the Project Participants to discuss the matters referred to in clause 6.2;
"Sprint Retrospective Meeting" means a retrospective meeting between the Project Participants to discuss the matters referred to in clause 7.8;
"Sprint Review Meeting" means a review meeting between the Project Participants and any Stakeholders that wish to attend to discuss the issues set out in clause 7.4;
“Statement of Works” or “SoW” means the document which, upon its execution by the Buyer and Supplier, shall become incorporated into the Contract and outlines the agreed body of works to be undertaken as part of the Contract Deliverables. There may be any number of Statements of Work incorporated into the Contract and each Statement of Work shall be in the format set out in Appendix A of this Contract;
"Stand—up" means (unless otherwise agreed) a meeting of the relevant Project Participants on each Working Day during the Project Term (except during any period of leave agreed by the Parties) to discuss: (i) tasks completed on the previous Working Day; (ii) tasks to be completed on the current Working Day; and any impediments potentially affecting attainment of the Sprint Goal;
"User Story" means an individual Product Backlog Item which describes an ‘outcome based’ operation, function, performance and other characteristic of the Deliverable. A User Story may include, but is not limited to, functionality, features, enhancement requests, infrastructure setup, or technical documentation.

1.2. Clause headings shall not affect the interpretation of this Part D.

1.3. Reference to clauses are to the clauses of this Part D, and references to Clauses, Schedules and Paragraphs shall mean the Clauses, Schedules and Paragraphs of the Call-Off Terms.


2. Project duration

2.1. [bookmark: _Ref141955903]Each Project shall commence on the SOW Commencement Date and, unless otherwise terminated in accordance with the Call-Off Terms shall continue until Project Completion, when the Statement of Work shall expire without further notice (such duration being the “Project Term”).


3. Project and Project Participants

3.1. The Project Participants shall participate in the Project, following the Agile Process and, where applicable, the Agile Change Control Process.

3.2. The Project Participants who are Participating in a Project are identified in each Statement of Work.

3.3. The Parties acknowledge and agree that:

(a) the respective roles and responsibilities, level of dedication to the Project and (where appropriate) criteria concerning requisite skills, experience and qualification of the Project Participants are specified in a Statement of Work; and

(b) timely and successful Project Completion depends on continuity of personnel in the roles of Development Team members, the Project Manager and the Buyer Product Manager.

3.4. Any Project Participant shall respond to any queries or reasonable requests for information from any Project Participant as soon as reasonably possible.

4. Agile Process 

4.1. Unless otherwise agreed, the Parties will conduct Projects using an Agile Process. This clause outlines some of the expectations on the Parties in participating in the Agile Process.

4.2. The Supplier shall provide the Services in accordance with this Part D, which shall include:
(a) Performing the Services in accordance with the principles of the Agile Process;
(b) Performing the Services to deliver the Sprint Backlog Items set out in the Sprint Backlog for each Sprint;
(c) Performing the Services at all times in furtherance of the Product Vision;
(d) Attempting to complete the Sprint Goal in each Sprint, but in any event using reasonable endeavours to meet the Minimum Commitment for each Sprint;
(e) Delivering the Deliverables to the Buyer at the end of each Sprint;
(f) Ensuring the Development Team performs their responsibilities as further described in this Part D and the Statement of Works; and
(g) Performing the other obligations of the Supplier as described in this Part D.

4.3. Where an Agile Process is followed, the Parties will work within a time increment of a Sprint.
(a) At the beginning of each Project the Supplier will agree with the Buyer the appropriate length of a Sprint. Where one is not defined, it is assumed that the length of a sprint is 2 (two) calendar weeks. Each Sprint within a Project shall be contiguous.
(b) The Sprint period is assumed fixed regardless of the number of Working Days during the Sprint period (for example, where there is a statutory holiday during the time-period) unless otherwise agreed between the Supplier and the Buyer. For the avoidance of doubt, where a Sprint has fewer Working Days, the number of Product Backlog Items delivered in the Sprint may be reduced.
4.4. For clarity, the Parties acknowledge and agree that the Buyer Product Manager may not amend the Resource Effort determined for specific Stories but it may dispute any such determination. Where there is a dispute the Parties shall endeavour to resolve the dispute promptly. 

5. Product Backlog

5.1. Each Product Backlog Item in the Product Backlog will be allocated a Resource Effort by the Supplier which will reflect the estimated resource effort required by the Supplier to deliver that Product Backlog Item. The Product Backlog Items remaining on the Product Backlog and the corresponding allocation of Resource Effort may be revised by the Supplier both following the completion of each Sprint and also during any Sprint Planning Meeting to reflect greater accuracy of Resource Effort estimation as the Project progresses. The Supplier shall act in good faith, honestly and rationally in the allocation and ongoing refinement of Resource Effort that are allocated to Product Backlog Items.
5.2. Each Product Backlog Item in the Product Backlog in the form of a User Story or a Defect shall have an Acceptance Criteria allocated to it. Such Acceptance Criteria are set by the Buyer Product Manager with input from the Development Team as reasonably required by the Buyer Product Manager and may evolve as the detail of the Product Backlog Item develops.
5.3. Where any new Product Backlog Items are added to the Product Backlog by the Buyer Product Manager, the Supplier shall promptly allocate the required Resource Effort to deliver such new Product Backlog Items, as further described in the Agile Change Control Process.
5.4. The Buyer and the Supplier acknowledge and agree that the Product Backlog, and the Product Backlog Items contained in it, are subject to change over the course of the Supplier’s performance of the Services. As further described in this Part D, the Buyer Product Manager shall be responsible for maintaining and updating the Product Backlog, with support, input and advice from the Supplier as reasonably requested from time to time. For clarity, the Parties acknowledge and agree that the Buyer Product Manager may as it sees fit, from time to time during the Project Term:
(a) sort the Product Backlog Items included in the Product Backlog in terms of priority to the Buyer;
(b) change the priority of the Product Backlog Items included in the Product Backlog and delete Product Backlog Items from the Product Backlog; and
(c) must follow the Agile Change Control Process if it wishes to include any new or varied Product Backlog Item in the Product Backlog.
5.5. The Parties acknowledge and agree that, subject to the Supplier’s obligation to meet the Minimum Commitment in each Sprint:
(a) the Supplier is unable to commit at the commencement of the Project as to which Product Backlog Items will be delivered as part of each Sprint or the constituents of the overall Specially Written Software prior to the Project Completion;
(b) [bookmark: _Ref141974970]the Supplier is not committing to deliver the entire Product Backlog, and the Supplier will only perform Services in respect of the Product Backlog Items that are selected for the applicable Sprint Backlog in each Sprint; and
(c) the Supplier will provide the Buyer with such assistance as the Buyer Product Manager and Project Manager reasonably require to define and prioritise the Product Backlog Items to be delivered by the Supplier within the available Sprints.
6. Sprint Planning
6.1. The Parties shall hold a Sprint Planning Meeting before the relevant Sprint commences.
6.2. [bookmark: _Ref143780916]At each Sprint Planning Meeting:

(a) the Buyer Product Manager and the Supplier shall agree the Development Team to be engaged for the Sprint;
(b) the Buyer Product Manager and the Development Team shall define a Sprint Goal they wish to achieve during the Sprint; 
(c) the Buyer Product Manager shall select Product Backlog Items  from the Product Backlog it wishes to be included in the current Sprint Backlog;
(d) the Buyer Product Manager shall notify the Development Team of the selected Product Backlog Items, their respective Acceptance Criteria, and other relevant information;
(e) the Development Team shall determine how many of the selected Product Backlog Items  they can commit to deliver during the current Sprint and notify the Product Owner accordingly; and
(f) the Buyer Product Manager and the Development Team may agree to replace a higher-priority Product Backlog Item with a lower-priority Product Backlog Item bearing equal or less Resource Effort if it is technically expedient to do so.
6.3. [bookmark: _Ref143780887]The Buyer Product Manager and the Development Team shall jointly agree the selection of Product Backlog Items to be included in the current Sprint Backlog and the Minimum Commitment.
6.4. Once the Product Backlog Items to be included in the Sprint Backlog have been defined no alterations or additions may be made to the Sprint Backlog, unless mutually agreed and the Development Team shall prepare the Sprint Backlog which shall include:
(a) the Sprint Goal;
(b) the User Stories;
(c) the Resource Effort for each User Story; and 
(d) a breakdown of each User Story into specific tasks and allocation of these tasks to specific Development Team members.
6.5. The Development Team shall maintain the Sprint Backlog and update it daily to reflect any changes in the Resource Effort for any Sprint including,

(a) recording the Sprint Goal for each Sprint;
(b) recording a copy of the Sprint Backlog agreed for each Sprint, and the version of the Product Backlog in existence as at the commencement of each Sprint;
(c) recording updates to the Product Backlog made by the Buyer Product Manager from time to time, including the addition of new Product Backlog Items and related Acceptance Criteria and the reprioritisation of the order of the Product Backlog Items;
(d) recording the Resource Effort ascribed to any Product Backlog Item;
(e) recording any refined and/or enhanced Definition of Done agreed by the Buyer Product Manager and Development Team from time to time as part of any Sprint Planning Meeting and/or Sprint Retrospective Meeting;
(f) recording the Product Backlog Items that are Delivered and the Product Backlog Items that are not Delivered following the completion of each Sprint;
(g) recording whether the Minimum Commitment has been met following the completion of each Sprint; and
(h) recording any updates to the Product Vision made by the Buyer Product Manager.
7. Sprints and Sprint Meetings 

7.1. During each Sprint the Development Team shall:
(a) develop the Deliverables in accordance with the Sprint Backlog and the relevant Statement of Work; and
(b) hold regular Stand –up meetings. At the beginning of each Project the Supplier will agree with the Buyer the appropriate regularity of a Stand-up. Where one is not defined, it is assumed that a Stand-up will occur daily. From time to time this regularity may be adjusted by agreement of the Buyer and Supplier.

7.2. The Development Team and the Buyer Product Manager shall:
(a) use reasonable endeavours to complete the Sprint Backlog during the relevant Sprint;
(b) ensure the Minimum Commitment is met; and
(c) from time to time review the Resource Effort for any User Story within the Sprint and determine whether and, if so, what change in the Resource Effort is appropriate.

7.3. Within 2 (two) Working Days of the end of each Sprint, the Project Participants shall hold:

(a) a Sprint Review Meeting in conjunction with any Buyer Representatives that wish to attend;
(b) a Sprint Retrospective Meeting; and
(c) a Sprint Planning Meeting for the next Sprint.

7.4. [bookmark: _Ref143780937]At the Sprint Review Meeting:
(a) the Development Team shall determine which of the Products from the Sprint meet their respective Definitions of Done and whether there is a Shortfall and notify the Buyer Product Manager and relevant stakeholders accordingly; and
(b) the Buyer Product Manager shall determine which of the Deliverables from the Sprint meet the respective Acceptance Criteria in all material respects in accordance with clause 9.

7.5. At or following the Sprint Review Meeting (as appropriate), the Buyer Product Manager shall:

(a) transfer back to the Product Backlog any Sprint Backlog Items that have not been developed during the current Sprint and/or has not been Delivered to the standard required by this Part D (both of which shall be deemed to be an outstanding Product Backlog Item);
(b) add any new Defects to the Product Backlog;
(c) add any new User Stories to the Product Backlog; and
(d) reset all priorities for all outstanding Product Backlog Items (giving priority to any Shortfall so far as reasonably practicable).
7.6. The Agile Change Control Process described in clause 8 shall apply to such changes to the Product Backlog.
7.7. [bookmark: _Ref147522635]Following the Sprint Review Meeting the Project Participants shall conduct a root cause analysis of any Shortall. The Parties shall act in good faith when determining the extent to which the Shortfall is due to an act or omission of the Buyer, including a failure by the Buyer to deliver Buyer Responsibilities or whether the Shortall should be attributed to the Supplier.
7.8. [bookmark: _Ref143780962]At each Sprint Retrospective Meeting, the Project Participants shall discuss and agree potential improvements to their practices, teamwork, environment, or organisation for implementation in future Sprints and review their appropriateness and efficacy at an agreed point in the future.
7.9. To the extent any Shortfall is attributed to the Supplier under the root cause analysis conducted pursuant to paragraph 7.7, the Supplier shall in subsequent Sprints deliver the Shortfall or, if directed to by the Buyer Product Manager, other Product Backlog Items (with equivalent Resource Effort). The Supplier shall not be entitled to invoice for the Retention Amount until such time as it has Delivered the Shortfall or other Product Backlog Items (with equivalent Resource Effort).   

7.10. A minimum of once every six (6) Sprint period the Project Participants shall hold Release Planning Sessions.

7.11. [bookmark: _Ref143780836]At each Release Planning Session, the Project Participants shall:
(a) discuss whether development of the Deliverable remains aligned with the Product Vision and with the Parties’ expectations;

(b) evaluate cost and timeline impacts due to additions of Product Backlog Items to, or deletions of Product Backlog Items from, the Product Backlog.


7.12. Material changes to the Product Backlog shall be subject to the Schedule 5 (Change Control Procedure) of the Call-Off Terms.

7.13. Following each Sprint Review Meeting, Sprint Retrospective Meeting or Release Planning Session (as applicable) the Project Participants shall promptly commence the next Sprint.

7.14. The Parties shall repeat the Agile Process and continue to do so until the end of the Project Term

7.15. [bookmark: _Ref143780802]The Project shall be complete if:

(a) the Product Backlog Items in the Final Sprint have been Delivered and the Buyer product Manager has notified the Supplier accordingly; or 
(b) (subject to clause 7.9 the number of Sprints defined in the relevant Statement of Work has been reached
(and the point when either of the above occur shall be “Project Completion”).

8. [bookmark: _Ref141979874]Agile Change Control Process

8.1. If the Buyer Product Manager requests that a new Product Backlog Item be added to the Product Backlog:

(a) the Development Team shall, to the extent that it can reasonably accommodate it alongside Sprint delivery activities, determine the amount of Resource Effort needed to Deliver that Product Backlog Item and acting in good faith, honestly and rationally; and

(b) the Buyer Product Manager may, at its option:

a. remove from the Product Backlog an existing Product Backlog Item or multiple Product Backlog Items, (the Development Team should confirm if the existing Product Backlog Item or Product Backlog Items have been selected for a Sprint and/or the proposed change is technically viable before the Buyer Product Manager ultimately makes a determination).
b. include such new Product Backlog Item as an additional Product Backlog Item which may be agreed as part of the Sprint Backlog for a future Sprint. In accordance with clause 5.5(b), the Buyer acknowledges and agrees that including additional Product Backlog Items onto the Product Backlog does not commit the Supplier to deliver the same unless and until the same are selected for inclusion in the applicable Sprint Backlog for a future Sprint.
8.2. Save as described in clause 8.1, all other changes to this Part D shall be agreed in accordance with Schedule 5 (Change Control Procedure) of the Call-Off Terms.

9. [bookmark: _Ref141975212]Acceptance Testing Procedure

9.1. In each Sprint, promptly following the delivery of the Product Backlog Items by the Development Team, the Development Team shall undertake the Acceptance Tests to determine whether the Product Backlog Items have met their respective Acceptance Criteria. The Development Team shall ensure that the Product Backlog Items are delivered to the Buyer Product Manager to meet the timescales required in each Sprint, including by allowing the Buyer Product Manager sufficient time to review evidence of Acceptance Tests prior to the Sprint Review Meeting.
9.2. The Development Team shall carry out the Acceptance Tests using the Acceptance Criteria and capture evidence that the Acceptance Tests have been executed. The Development Team shall permit Supplier to attend and observe the Acceptance Tests and the evidence of executed Acceptance Test.
9.3. The Buyer Product Manager shall not unreasonably withhold or delay its agreement that any particular Product Backlog Item meets its Acceptance Criteria.
9.4. [bookmark: _Ref141988469]The Buyer Product Manager shall be deemed to have agreed that the Sprint Backlog Items have met their respective Acceptance Criteria on the earliest of:
(a) the Buyer Product Manager's written agreement to that effect;
(b) the expiry of one Working Day, unless otherwise agreed, after provision of evidence of the relevant Acceptance Tests, unless the Buyer Product Manager has given written notice to the Development Team that one or more Product Backlog Items do not meet their respective Acceptance Criteria, specifying the relevant Product Backlog Item or Product Backlog Items and details of the nature of the failure, in each case; and
(c) the live use of the Specially Written Software comprising the Product Backlog Items (or the relevant part of it) by the Buyer or any of its employees, agents or contractors other than in an Acceptance Testing capacity.
9.5. Where following the performance of the Acceptance Tests, any Product Backlog Items do not meet their corresponding Acceptance Criteria (each a “Failure”):
(a) the parties will discuss the cause and reason of each Failure as part of the earliest of:
a. Stand-up whereby each Product Backlog Item that is a Failure shall be returned to the Sprint Backlog to address the issues until ready to repeat Acceptance Testing as part of the current Sprint; or  
b. Sprint Review Meeting, whereby each Product Backlog Item that is a Failure shall be returned from the Sprint Backlog back to the Product Backlog for potential reselection in a future Sprint. Such revised Product Backlog Item may take the form of a User Story or a Defect, in each case as appropriate for the Failure. Where such Product Backlog Item is returned to the Product Backlog, the Resource Effort applicable to such User Story shall be adjusted by the Development Team to reflect any reduction of the amount of effort now needed to successfully deliver in a future Sprint; and
(b) where the Failure(s) mean that the Minimum Commitment has not been met, the remedy set out in clause 7.7 and 7.9 for failing to meet such Minimum Commitment shall apply. 
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[bookmark: _Toc181522100][bookmark: _Toc45088285][bookmark: _Toc106689789]Abbreviations 

		DPA

		Data Processing Agreement



		DPA 2018

		Data Protection Act 2018



		DPIA

		Data Protection Impact Assessment



		DPO/DDPO

		Data Protection Officer/Deputy Data Protection Officer



		DSA

		Data Sharing Agreement



		DSSR

		Data Subject Rights Request



		ESR

		E learning for health (online training provider)



		FOI/FOIA

		Freedom of Information Act 2000



		GDPR

		General Data Protection Regulations



		HRA

		Health Research Authority



		IAO

		Information Asset Owner



		ICO

		Information Commissioners Office



		IG

		Information Governance



		IT

		Information Technology



		LT

		Leadership Team



		SIRO

		Senior Information Risk Owner



		 IP

		Intellectual Property



		REC

		Research Ethics Committee



		NREAP

		National Research and Ethics Advisors’ Panel 



		EOL

		Exchange Online



		CAG

		Confidentiality Advisory Group 







Glossary

		Confidential information

		Confidential information includes, but is not limited to, all information of a confidential nature relating to the business and affairs of the organisation, its’ clients (including research organisations) and employees / contractors / volunteers. A duty of confidence arises when one person discloses information to another in circumstances where it is reasonable to expect that the information will be held in confidence.



		Freedom of Information Act 2000 (FOI)

		The Freedom of Information Act 2000 provides public access to information held by public authorities



		General Data Protection Regulation (GDPR)

		The General Data Protection Regulation (GDPR), agreed upon by the European Parliament and Council in April 2016, replaced the Data Protection Directive 95/46/ec in Spring 2018 as the primary law regulating how companies protect EU citizens' personal data.



		HRA Staff

		‘HRA Staff’ include directly employed staff, secondees, agency workers, contractors 



		Information Assets

		Includes operating systems, infrastructure, business applications, off-the-shelf products, services, user-developed applications, process and procedures, personal information content, other information content, people skills and experience



		Mobile Devices

		This includes but is not limited to portable computers such as laptops, notebooks, tablets, mobile telephones, and smart phones



		Person Identifiable 

Information / Data

		Key identifiable information includes: 

Name, address, full postcode, date of birth 

• Pictures, photographs, videos, audio-recordings or other images (including digital) 

• Anything else that may be used to identify someone directly or indirectly. For example, rare diseases, drug treatments or statistical analysis which identify small numbers within a small population may allow individuals to be identified.



		Subject Access Request (SAR)

		A subject access request (SAR) is simply a written request made by or on behalf of an individual for the information which he or she is entitled to ask for under the Data Protection Act.







1.0 Background

Information is a vital asset and has a crucial role in the effective management, planning, performance review and provision of a responsive service for all our users. 



When handling information the HRA wishes to ensure directly employed staff, secondees, agency workers, contractors and volunteers including Research Ethics Committee (REC) Confidentiality Advisory Group (CAG) and National Research Ethics and Advisors’ Panel (NREAP) members manage that information and in particular sensitive or confidential information in compliance with the government’s information governance requirements and in accordance with relevant legislation. 



This is done through: 

• the development of a culture of confidentiality and care when handling information; 

• appropriate policies, procedures, accountability and management structures that provide a robust governance framework for information management; and 

• supporting staff by the provision of training. 



The HRA must also comply with the General Data Protection Regulations (GDPR). Confidential information relating to an individual will almost certainly also be personal data under the GDPR and occasionally special category of personal data if it relates to sensitive matters set out in the law. (For more details on this definition please see below). It is a legal requirement of the GDPR for certain breaches of personal data to be reported to the Information Commissioner within 72 hours of becoming aware. If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, you must also inform those individuals without undue delay. 

It is therefore important that we put in place robust procedures in place to detect, investigate and report breaches. This will help us support decision-making about whether or not we need to notify the Information Commissioner and the affected individuals of the breach. We are also required to keep a record of all personal data breaches, regardless of whether they were reportable or not.



2.0 Policy

This policy and procedure has been developed with consideration to the HRA’s six core values: Inspiring Leadership, Integrity, Trusted, Transparent, Collaborative and Empowering.   Further information on our values is available on the HRA website. 



3.0  Procedure



3.1 Purpose



The Health Research Authority is a public body, with information processing as a fundamental part of our purpose. It is important therefore that the organisation has a clear and relevant Information Security Policy. This is essential to our compliance with data protection and other legislation and to ensuring that confidentiality is respected.

The purpose of the Health Research Authority Information Security Policy is to protect, to a consistently high standard, all information assets. The policy covers security which can be applied through technology but perhaps more crucially it encompasses the behaviour of the people who manage information in the line of Health Research Authority business.

Information security is about peoples’ behaviours in relation to the information they are responsible for, facilitated by the appropriate use of technology. The business benefits of this policy and associated guidance are:

· Assurance that information is being managed securely and in a consistent and corporate way. 

· Assurance that Health Research Authority is providing a secure and trusted environment for the management of information used in delivering its business. 

· Clarity over the personal responsibilities around information security expected of staff when working on Health Research Authority business. 

· A strengthened position in the event of any legal action that may be taken against Health Research Authority (assuming the proper application of the policy and compliance with it). 

· Demonstration of best practice in information security. 

· Assurance that information is accessible only to those authorised to have access.

· Assurance that risks are identified, and appropriate controls are implemented and documented.



The objectives of this policy are to establish and maintain the security and confidentiality of information, information systems, applications and networks owned or held by Health Research Authority by:



· Ensuring that all members of staff are aware of their roles, responsibilities and accountability and fully comply with the relevant legislation as described in this and Information Governance policies. 

· Working with other Arm’s Length Bodies (ALBs) who share a common Open Service supply partner, to develop collaborative approaches, systems and processes relating to information security.

· Describing the principles of security and explaining how they are implemented in the organisation. Introducing a consistent approach to security, ensuring that all members of staff fully understand their own responsibilities. 

· Creating and maintaining within the organisation a level of awareness of the need for information security as an integral part of day to day business. 

· Protecting information assets under the control of the organisation.

		Confidentiality

		Access to data shall be confined to those with appropriate authority. 



		Integrity

		Information shall be complete and accurate. All systems, assets and networks shall operate correctly, according to specification. 



		Availability

		Information shall be available and delivered to the right person, at the time, when it is needed.









3.2 Scope



This policy covers directly employed staff, secondees, agency worker, contractors, and volunteers including Research Ethics Committee (REC), Confidentiality Advisory Group (CAG) and National and Ethics Advisors’ Panel (NREAP) members. 

This policy applies to all information processed including:

· Electronic records such as computer and cloud records, and telephone recordings

· Paper records where these are required



3.3 Reference Documents

· Acceptable use of ICT user obligation policy

· IG staff handbook

· Information governance policy 

· Confidentiality policy



4.0 Responsibilities



[bookmark: _Toc23419683][bookmark: _Toc23426447]4.1 Chief Executive



Responsibility for information security resides ultimately with the Chief Executive. This responsibility is discharged through the designated roles of Senior Information Risk Owner (SIRO) and as per business needs and Information Security industry best practice for governance.



4.2 [bookmark: _Toc23419684][bookmark: _Toc23426448]Senior Information Risk Owner

[bookmark: _Toc519664198]The SIRO is responsible for information risk within the Health Research Authority and advises the Board on the effectiveness of information risk management across the organisations.



The SIRO will be responsible for maintaining appropriate policies and guidance for staff around the use and processing of personal data or information contained within HRA information assets in line with data protection and data security legislation and regulations.



[bookmark: _Toc23419685][bookmark: _Toc23426449]4.3 Data Protection Officer 

As a public authority the Health Research Authority is required to appoint a Data Protection Officer (DPO) under the GDPR. The DPO is responsible for providing advice, monitoring compliance, and is the first point of contact in the organisation for data protection matters. The GDPR requires the DPO to operate independently and without instruction from their employer over the way they carry out their DPO tasks. The DPO reports directly to the Board in relation to data protection matters.



4.4 Caldicott Guardian

The Caldicott Guardian is a senior person at the HRA responsible for protecting the confidentiality of people’s health and care information and making sure it is used properly. All health arms’ length bodies are required to have a Caldicott Guardian. The Caldicott Guardian works closely with the SIRO and DPO. 



4.5 Chief Digital Transformation Officer (CDTO)

The CDTO is responsible for ensuring that the HRA technology systems are secure and resilient. The CDTO does this by ensuring that our systems meet the National Data Guardian’s 10 data security standards. The CDTO works with the SIRO and SPO to ensure GDPR and DPA requirements are met. 



The CDTO holds the overall responsibility for the systems and procedures related to information and application security within the HRA ICT infrastructure and research systems.



4.6 [bookmark: _Toc23419686][bookmark: _Toc23426450]Senior Managers



Senior Managers are responsible for the security of their physical environments where information is processed or stored. Furthermore, they are responsible for:

· Ensuring that all staff, permanent, temporary and contractor, are aware of the information security policies, procedures and user obligations applicable to their area of work. 

· Ensuring that all staff, permanent, temporary and contractor, are aware of their personal responsibilities for information security.

· Determining the level of access to be granted to specific individuals. 

· Ensuring staff have appropriate training for the systems they are using. 

· Ensuring staff know how to access advice on information security matters.



4.7 [bookmark: _Toc23419687][bookmark: _Toc23426451]Head of Corporate Governance & Risk



The Head of Corporate Governance & Risk is responsible for managing the HRA response to requests for information received under the Freedom of Information Act (FOIA) and Data Subject Rights Requests.



They are responsible for the management of the HRA’s incident response and business continuity framework including the reporting of information governance security incidents and data breaches. The Head of Corporate Governance & Risk will work with other individuals, including the ICT Service Manager and Research System representative to undertake regular tests and exercises of our information systems in line with the business continuity framework.



4.8  Cyber Security lead



[bookmark: _Hlk43964008]The Cyber Security lead is responsible for developing, implementing and enforcing suitable and relevant information security procedures and protocols to ensure HRA’s systems and infrastructure remain compliant with relevant legislation, guidance and security industry best practice.

They are responsible for ensuring the continuous review, update and alignment of all IT assets as well as policies and procedures to conform to applicable guidance and security requirements.



4.9 NHS E/I (Intelligent Client Services)

NHS E/I will support the Cyber Security lead to implement the above and lead on providing security architecture and technical advice on the operational information security processes and projects across HRA (ICT infrastructure).



4.9 Information Asset Owners (IAOs)

All IAOs are responsible for ensuring the confidentiality of their assets and maintaining up to date access lists of users. They must ensure that third-party data processors have appropriate information security in place for assets stored electronically with third parties. 



IAOs are also responsible for ensuring appropriate data protection assurance from all third-party suppliers processing HRA data for their own information assets. This is captured with the data processing and data sharing register.



IAOs perform an annual review of their Information Assets following the process advised by the SIRO each year.



IAOs are also required to undertake NCSC Certified Cyber Security e-learning for NHS IAOs annually.



[bookmark: _Toc23419691][bookmark: _Toc23426455]4.10 All Staff



All staff are responsible for information security and therefore must understand and comply with this policy and associated guidance. Failure to do so may result in disciplinary action. In particular all staff should undertake their mandatory annual IG and security training and ensure that they also understand:

· [bookmark: _Toc356295750]What information they are using, how it should be protectively handled, stored and transferred.

· [bookmark: _Toc356295751]What procedures, standards and protocols exist for the sharing of information with others.

· [bookmark: _Toc356295752]How to report a suspected beach of information security within the organisation.

· [bookmark: _Toc356295753]Their responsibility for raising any information security concerns with the SIRO and reporting incidents directly through the online incident reporting portal.



4.11 External contractors

Contracts with external contractors that allow access to the organisation’s information systems must be in operation before access is allowed. These contracts must ensure that the staff or sub-contractors of the external organisation comply with all of our appropriate security policies.



Staff with additional ‘administrative’ accounts to systems are required to agree to additional undertakings regarding their enhanced level of responsibilities.



5.0 Policy Framework



[bookmark: _Toc23419693][bookmark: _Toc23426457]5.1 Contracts of Employment



Staff security requirements shall be addressed at the recruitment stage and all contracts of employment shall contain an appropriate confidentiality and GDPR clause. 



[bookmark: _Toc356295757]Information security expectations of staff shall be included within appropriate job definitions and descriptions. All staff are expected to complete mandatory information governance and security training annually. 



Where the need may arise, a review of the employment contract may be taken with mutual agreement to include further security checks and access as per the staff job role. Security requirements are subject to review and therefore staff will be made aware of any such changes where required.



[bookmark: _Toc23419694][bookmark: _Toc23426458]5.2 Security Control of Assets



The HRA ICT team will establish an IT asset management process and associated system; where applicable this will involve support and collaboration from any external vendor or service provider e.g. Advance365, OpenService etc.



All IT assets, (hardware, software, application or data) shall have a named Information Asset Owner who shall be responsible for the information security of that asset.

IT asset registers will be stored by the respective service providers with access and/or updated copies of the registers provided to the ICT team in the IT asset catalogue. All assets which contain personal information will be logged in the Information Asset Register.



[bookmark: _Toc23419695][bookmark: _Toc23426459]5.3 Information Security Management System (ISMS)

An ISMS is a systematic approach to managing information so that it remains secure. The ISMS uses a risk-based approach to secure information by applying stringent checks and controls to human resources, processes and IT systems.



Steps will be taken to align HRA’s information security and ICT policies and procedures in line with industry standards and Data Security and Protection toolkit (DSP toolkit). 



The group responsible for this is IGSG. This group is chaired by the SIRO.





[bookmark: _Toc23419696][bookmark: _Toc23426460]5.4 Access Controls

Access to information shall be restricted to users who have an authorised business need to access the information, as approved by the relevant IAO. All access shall be monitored to ensure it is in line with the user’s role and responsibilities and that there is no excess of access or access creep. This will be done by ongoing vigilance, users informing IT as part of the incident reporting process or annual audits for assurance purposes.



Though primarily access will be granted through Active Directory, other access control mechanisms including single sign-on shall be used and deployed across other systems – such as IRAS and HARP, ESR etc.





[bookmark: _Toc23419697][bookmark: _Toc23426461]5.5 Computer and Application Access Controls

Access to data, system utilities and program source libraries shall be controlled and restricted to those authorised users who have a legitimate business need e.g. systems or database administrators. Authorisation to use an application shall depend on the availability of a license from the supplier.

Access shall be reviewed and where necessary redacted when not required as part of a user’s role. 



[bookmark: _Toc23426463][bookmark: _Toc23419699]5.6 Equipment Security 

In order to minimise loss of, or damage to, all assets the HRA ICT team shall ensure that all electronic equipment and assets shall be identified, registered and physically protected from threats and environmental hazards.

All devices must be kept secure and their screens locked when not in use. In public areas, extra attention should be paid to ensure devices are not left unattended. 

In the event of loss or theft of any mobile or portable device, it must be reported to the police and the crime reference number provided to the ICT Team.



[bookmark: _Toc501034373][bookmark: _Toc23426464]5.7 Mobile/Portable Devices 

[bookmark: _Toc501033654][bookmark: _Toc501034374]Portable devices, for example, laptops must be encrypted and kept securely and their screen locked when not being used. In public areas extra attention should be paid to ensure devices are not left unattended. Use of removable media is not permitted. 



[bookmark: _Toc501034368][bookmark: _Toc23426465]5.8 Physical Security



The physical security of the organisation’s information is the responsibility of all staff. The protection of both personal and non-personal information is paramount in maintaining confidentiality. The physical environment must be recognised as providing a layer of protection to data and information. This is achieved within the HRA’s offices by the following means:



· Controlling access to sites, buildings and offices

· Ensuring desks and work areas are clear at the end of each day

· Use of locked cabinets within offices to restrict access to information

· Checking that visitors to sites are authorised to be there

· Ensuring that when information is carried off site, it is done so securely or preferably via a means of encryption

· Always wearing an ID badge when on site



5.9 Working from home 



Staff security requirements shall be addressed at the recruitment stage and all contracts of employment shall contain an appropriate confidentiality clause. Information security expectations of staff shall be included within appropriate job definitions. 



Many HRA staff work from home, either occasionally or are contracted home-workers. It is important where staff are working from home that staff take steps to ensure personal data and information is protected. This includes:

· Following the HRA’s policies, procedures and guidance

· Only using HRA provided technology for handling personal data and information

· Considering confidentiality when holding conversations or using a screen

· Taking care with print outs

· Not mixing the HRA’s data with your own personal data

· Lock away devices / printouts at the end of the working day if possible

· Use strong passwords

· Communicate securely with HRA provided devices / software



[bookmark: _Toc501034372][bookmark: _Toc23426466]5.10 Viruses, Malware and Malicious Code

All IT equipment used by staff is protected by countermeasures and management procedures to protect against the threat of malicious software. This includes an approved anti-virus (AV) software, intrusion detection and prevention software and hardware controls and suspicious email traffic blocking by Exchange on-Line. The HRA ICT team will ensure that all AV software is functioning correctly and is up to date with the latest virus definitions. All incoming and outgoing internet traffic will be routed through dedicated servers and other network devices that provide AV scanning.



All staff shall be expected to co-operate fully with this policy. Users shall not install software on the HRA’s property without permission from the ICT  service team at itservicedesk@nhseandi.nhs.uk. 



[bookmark: _Toc23419700][bookmark: _Toc23426467]5.11 Computer and Network Procedures 

Management of computers and networks shall be controlled through standard documented procedures. This will also require agreed systems and processes with third party vendors working for and on behalf of HRA.

All changes will be actioned as per section 5.19 below. 



[bookmark: _Toc23419701][bookmark: _Toc23426468]5.12 Email

Access is granted to the internet and Exchange on-Line (EOL) primarily for legitimate business purposes. Limited and reasonable personal use is permissible. The HRA reserves the right to withdraw permission for personal use of the internet and/or email at any time. Personal use should take place substantially out of normal working hours. Your HRA account is provided as a business tool. 

This policy, together with the Acceptable Use of ICT and User Obligations Policy applies to the use of all HRA accounts. In the event that you are absent for a substantial period of time, or where you are no longer employed and access to your mail account is required for business continuity purposes, such access may be granted where deemed necessary and proportionate following an assessment. Requests should be sent to the data@hra.nhs.uk inbox and only after approval from the Senior Information Risk Owner or Data Protection Officer. Usually consent will be sought in these circumstances. Similarly, in the event a FOIA request or data subjects rights request is received access to your mail account may be required. Such access may be granted where deemed necessary and proportionate following assessment by SIRO or DPO.

Emails marked as personal that are stored within your email accounts will only be accessed knowingly in exceptional circumstances and where it is proportionate in the circumstances i.e. an investigation is taking place.

EOL accounts belonging to staff leavers shall remain accessible for a period of 3 months; 6 months for inactive accounts. Access will only ever be provided to a third party after a Data Protection Impact Assessment has been undertaken. Access to archived emails can be sought but only in very exceptional circumstances.



See acceptable use of ICT and user obligations policy. 



[bookmark: _Toc23419702][bookmark: _Toc23426469]5.13 Information Asset Risk Assessment 

All information assets will be identified and assigned an IAO) with their role and responsibilities as IAO confirmed by letter from the SIRO.. IAOs shall ensure the annual information asset review is performed and submit the completed annual reviews and associated mitigation plans to the SIRO for review. 



[bookmark: _Toc23419703][bookmark: _Toc23426470]5.14 Information Security Events and Weaknesses 

All HRA information security events, near misses, and suspected weaknesses are to be reported using the information security incident reporting form available on the hub. For the purpose of reporting, the Information Security Incident Reporting procedures must be complied with.



[bookmark: _Toc23419704][bookmark: _Toc23426471]5.15 Classification of Sensitive Information 

HRA shall implement appropriate information classifications controls, based upon the results of formal risk assessment and guidance contained within the Data Security and Protection (DSP) Toolkit to secure their information assets. Further details of the classifications controls can be found in the Corporate Document and Records Management Policy.



[bookmark: _Toc23426472][bookmark: _Toc23419705]5.16 Protection from Malicious Software 

The organisation and our ICT service providers shall use software countermeasures and management procedures to protect itself against the threat of malicious software. All staff shall be expected to co-operate fully with this policy. Users shall not install software on the organisation’s property without permission from the ICT service manager. 



Users breaching this requirement may be subject to disciplinary action as they are putting the organisation’s network, attached devices, users and the data which HRA holds at risk.



[bookmark: _Toc23419707][bookmark: _Toc23426474]5.17 Monitoring System Access and Use 

An audit trail of system access and staff data use shall be maintained and reviewed on a regular basis. HRA will put in place routines to regularly audit compliance with this and other policies. In addition, we reserve the right to monitor activity where it suspects that there has been a breach of policy. The Regulation of Investigatory Powers Act (2000) permits monitoring and recording of employees’ electronic communications (including telephone communications) for the following reasons: 

· Establishing the existence of facts 

· Investigating or detecting unauthorised use of the system 

· Preventing or detecting crime 

· Ascertaining or demonstrating standards which are achieved or ought to be achieved by persons using the system (quality control and training) 

· In the interests of national security 

· Ascertaining compliance with regulatory or self-regulatory practices or procedures 

· Ensuring the effective operation of the system. 

Any monitoring will be undertaken in accordance with the above act and the Human Rights Act and any other applicable law. All requests for collection of forensic evidence must be submitted to and approved by the SIRO and follow the process detailed in the HRA Acceptable use of ICT and User obligations document.



[bookmark: _Toc23419708][bookmark: _Toc23426475]5.18 Access to locations where personal data is stored and processed

HRA has documented physical access control policies and procedures in place for all our offices .We maintain a system of employee identification, verification and authorisation and generate security passes for our offices. 



Visitor sign-in registers are used in conjunction with temporary access passes to control access for non-employees to sites. 



[bookmark: _Toc23419709][bookmark: _Toc23426476]5.19 Accreditation of Information Systems 

ICT infrastructure:

The organisation shall ensure that all information systems, applications and networks include a System Level Security Policy (SLSP) and are approved by the CDTO after technical review at IMS3 Open Service TDA and SEAG. before they commence operation. 



Research systems

SLSP should be in place approved by the CDTO for all information systems and applications that form part of the HRA’s research systems. 



All SLSPs should also be reviewed by SIRO should the system process personal data before implementation and then annually as part of the Information Asset annual review. 



[bookmark: _Toc23419710][bookmark: _Toc23426477]5.20 Systems Change Control 

Changes to corporate information systems, applications or networks shall be reviewed and submitted to the Change Advisory Board (CAB) NHS E/I for approval prior to change. In certain circumstances minor or routine changes may be approved by ICT service manager after consulting with stakeholders and for urgent emergency changes.



The RSP Change Control Board agrees to changes ahead of them being developed. Once the changes have been developed and tested successfully, the RS Change Advisory Board (CAB) reviews the changes with a view to approve or feedback ahead of promoting the changes to live.



[bookmark: _Toc23419711][bookmark: _Toc23426478]5.21 Business Continuity and Disaster Recovery Plans 

The organisation will implement a business continuity management system (BCMS) that will be aligned to the international standard of best practice (ISO 22301:2012 – Societal security – Business continuity management systems - Requirements).

Business Impact Analyses will be undertaken in all areas of the organisation. Business continuity plans will be put into place to ensure the continuity of prioritised activities in the event of a significant or major incident. 

The SIRO has a responsibility to ensure that appropriate disaster recovery plans are in place for all priority applications, systems and networks and that these plans are reviewed and tested on a regular basis. 



[bookmark: _Toc23419712][bookmark: _Toc23426479]5.22 Risk and audit-based approach

All information assets must be risk assessed and identified risks recorded in the relevant ICT/IG risk register, and will be escalated to the leadership team risk register in line with the HRA risk management policy and procedure. Action plans will subsequently be put in place to mitigate the identified risks. Any implemented information security arrangements will be reviewed on a regular basis by the risk owner.



HRA will ensure that adequate audit provision is in place to ensure continuing effectiveness of information security management arrangements.



Any security measures must be viewed as necessary protection against a risk of an event occurring, or to reduce the impact of such an incident. Some of these events may be deliberate acts of damage and others may be accidental. Nevertheless, a range of security measures can be deployed to address:



· The threat of something damaging the confidentiality, integrity or availability of information held on systems or manual records;

· The impact that such a threat would have if it occurred;

· The likelihood of such a threat occurring.



Additional audits shall be carried out in line with organisational requirements for assurance of security controls, data protection and time to time directives.



Annual audits shall be listed in the information security audit planner. This includes at least annual penetration testing of all HRA internet facing URLs and IP ranges.



[bookmark: _Toc501034384][bookmark: _Toc23426480]5.23 Data and Information backup

[bookmark: _Toc501033667][bookmark: _Toc501034385]The organisation will ensure that data located on network servers is backed up in accordance with the approved network back-up procedure. The backup or restore procedures for all systems will include performing backups to a defined schedule for example, every 24 hours, at the end of each work period.



[bookmark: _Toc501033668][bookmark: _Toc501034386]Such information is to be stored off-site as required to minimise the loss of information destroyed as a result of local building or system damage. Backups are to be checked and assessed for integrity on a regular basis



[bookmark: _Toc501034387][bookmark: _Toc23426481]5.24 Security and storage of backups

[bookmark: _Toc501033670][bookmark: _Toc501034388]All backup media will be securely stored, accounted for and will only be available to authorised persons. Where long term storage is required for regulatory or legislative compliance, care should be taken to ensure that the media on which the data is held will not become obsolete or degraded during the storage period.



[bookmark: _Toc501034389][bookmark: _Toc23426482]5.25 Data Retention

HRA holds and processes a significant amount of data of various types. These different data types additionally have different retention periods which are detailed in the Corporate Records Retention Schedule. 



Records should be reviewed regularly in order to ensure that retention guidelines are being adhered to.  If staff have any queries, they should contact Jane.Martin@hra.nhs.uk.



[bookmark: _Toc501034391][bookmark: _Toc23426483]5.26 Human Resource Security

[bookmark: _Toc501033674][bookmark: _Toc501034392]HRA will ensure that employees and third-party users understand their responsibilities and they’re system access is suitable for the roles they have been appointed to. Security responsibilities shall form part of their contract and induction.



[bookmark: _Toc501033676][bookmark: _Toc501034394]For the duration of their contract all HR disciplinary processes shall be applied to cases of employees committing serious security breaches.



[bookmark: _Toc501033677][bookmark: _Toc501034395][bookmark: _Toc501034396]Upon termination of employment, contract or agreement, all employees are required to return all information assets in their possession back to HRA. Additionally the access rights of all employees, contractors and third-party users to information and information processing facilities will be removed on termination of employment, contract or agreement, or adjusted as necessary on change of role.



[bookmark: _Toc23426484]5.27Security of external parties

[bookmark: _Toc501033679][bookmark: _Toc501034397]HRA will assign access to third party organisations based on a risk assessment and information sharing agreement (if applicable). This will ensure that access is only granted where there is a genuine, authorised business need. Any access will be captured on the data processing and data sharing register. The security of HRA assets may be put at risk by third parties if they do not have the correct security controls in place. The risk assessment shall aim to identify such risks and mitigate against them.



[bookmark: _Toc501034398][bookmark: _Toc23426485]5.28 Third party contracts

[bookmark: _Toc501033681][bookmark: _Toc501034399]All third party contracts must be reviewed and the necessary information governance and information security requirements must reflect their acceptance of the Information Security Policy. Where third party service delivery is used to provide operational services to HRA, security controls, service definitions and delivery levels should be specified in the relevant contracts and agreements. Services, reports and records from the third-party supplier should be regularly reviewed and monitored by the relevant lead/procuring manager supported by SIRO. 



[bookmark: _Toc501033682][bookmark: _Toc501034400]Audits of the services provided should be planned and conducted where practical and possible. The right to monitor, audit and revoke user access and third-party access as a whole is included in the contract clauses. Clauses to ensure the return and/or destruction of any HRA information at the end of the contract must be present in addition to acceptance of any other HRA policies and procedures relevant to the contract.



[bookmark: _Toc23419714][bookmark: _Toc23426487]6.0 Information Disposal

Any equipment which holds, stores or processes data for HRA will be securely cleared or destroyed at the end of its functional life. Sensitive data, licensed software and other material will be securely erased or overwritten prior to releasing equipment for re-use or disposal. Computer assets must be disposed of by the HRA ICT team in a secure manner.



All data storage devices must be purged of personal or commercially sensitive data before disposable. Where this is not possible, the equipment or media must be destroyed by a technical waste service provider.



Printed matter containing sensitive information should be destroyed using an appropriate method, such as shredding or using confidential waste bins.

Working remotely, staff should ensure they dispose of such data in as secure a manner as possible. If you do not have a shredder available nor alternative method of securely disposing of the data then store the printed matter securely until that time when you visit an HRA office where you can place the material into a confidential waste bin. Alternatively, contact the Finance and Estates Contract Manager who will arrange for printed matter to be disposed of securely.

 

[bookmark: _Toc23419715][bookmark: _Toc23426488]7.0 Training & Awareness

A data security EAP is in place and approved annually by IGSG. 

Training is mandatory and all staff are required to complete annual on-line IG and security training via the ESR system which includes data security and protection modules.

All guidance, policy, and awareness related documentation shall be available to all staff on the hub for easy access and reference.

IAO mandatory training is provided by NHS Digital - NCSC Certified Cyber Security e-learning for NHS IAOs.



[bookmark: _Toc23419716][bookmark: _Toc23426489]8.0 IG requirements for New Processes, Services, Information Systems and Assets

The IG requirements for New Processes, Services, Information Systems and Assets procedure must be complied with when: 

· A new process is to be established that involves processing of personal data (data relating to individuals);

· Changes are to be made to an existing process that involves the processing of personal data;

· Procuring a new information system which processes personal data, or the licensing of a third-party system that hosts and or processes personal data;

· Introducing any new technology that uses or processes personal data in any way.



A DPIA should be completed in these instances and submitted to the DPO.



[bookmark: _Toc23419723][bookmark: _Toc23426496]References – legislation

· [bookmark: _Toc356295768]The Data Protection Act (2018) 

· The General Data Protection Regulation

· [bookmark: _Toc356295770]The Copyright, Designs and Patents Act (1988) 

· [bookmark: _Toc356295771]The Computer Misuse Act (1990) 

· [bookmark: _Toc356295772]The Health and Safety at Work Act (1974) 

· [bookmark: _Toc356295773]Human Rights Act (1998) 

· [bookmark: _Toc356295774]Regulation of Investigatory Powers Act (2000) 

· [bookmark: _Toc356295775]Freedom of Information Act (2000) 

· [bookmark: _Toc356295776]Health & Social Care Act (2012) 





9 Monitoring of activities covered by the procedure

 

IGSG monitors the implementation of this policy through quarterly Information Governance and Security report. In addition, this policy is subject to regular audit by the Government Internal Audit Authority and annual ICT health checks. 



10 lessons are learnt and incorporated into the procedure

 

Lessons learnt form an essential element of our approach to information security. Lessons learnt are reviewed by IGSG quarterly and improvements to our policies and procedures are implemented as a result. 



11 Management of Documents and Records



This policy is available on the HRA’s hub. 



12 Supporting paperwork/forms





· IG staff handbook

· Information governance policy

· Acceptable use of ICT and user obligations 

· Confidentiality policy 

· Document and records management policy 

· Freedom of information policy 

· Data sharing agreement template

· Information security incidence reporting policy and procedure

13 Dissemination and publication of the document



This policy will be published on the HRA hub. 



[bookmark: _Toc56078786]Screening Questions - HRA Equality Analysis and Privacy Impact Assessment 

Equality and privacy screening questions



Instructions: For every HRA policy (defined by the Equality and Human Rights Commissions (EHRC) as a function, strategy, procedure, practice, project, or decision, please answer the questions below to determine whether further analysis is required. If the answer is yes, please complete as required either the HRA Initial Equality Analysis and / or Initial Privacy Impact Assessment Template and copy and paste the completed assessment (s) below. This one document can be found on the Intranet. 





		Category

		Question

		Answer yes or no



		Equality 

		With due regard to our Equality Duty, could this policy have the potential to have a detrimental impact on anyone with a protected characteristic?

		No



		Privacy

		With due regard to the Data Protection Act, does this policy involve the use of Personal Information?

		No











[bookmark: _Toc181522117]
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HRA Cyber Security requirements for
partners/suppliers

The following NCSC security principles must be adopted by all HRA solution
providers.





Data in transit protection
Data transiting networks must be adequately protected against tampering and
eavesdropping.

Asset protection and resilience
Application data must be protected against tampering, loss, damage, or seizure.

Separation between users
A malicious or compromised user of the service must not be able to affect the
service or data of another.

Governance framework
The service provider must have a security governance framework which coordinates
and directs its management of the service and information within it.

Operational security

The service must be operated and managed securely to impede, detect, or prevent
attacks. Good operational security should not require complex, bureaucratic, time
consuming or expensive processes. Vulnerability management must be
straightforward.

Personnel security
Thorough screening, supported by adequate training, will be applied to reduce the
likelihood of accidental or malicious compromise by service provider personnel.

Secure development
Services must be designed and developed to identify and mitigate threats to their
security.

Supply chain security
The service provider must ensure that its supply chain meets the same security
standards that the organisation sets for itself.

Secure user management

Management interfaces and procedures are a vital part of the security barrier,
preventing unauthorised access and alteration of resources, applications, and data.
Industry best practice and documented processes must be applied to ensure safe,
authorised access.

Identity and authentication
All access to service interfaces must be constrained to authenticated and authorised
individuals.

External interface protection
All external or less trusted interfaces of the service must be identified and
appropriately defended.





Secure service administration

Systems/accounts used for administration of the service will have highly privileged
access to that service. Their compromise would have significant impact, including
the means to bypass security controls and steal or manipulate large volumes of data.
Administrative accounts must be managed accordingly.

Audit information for users

Audit records needed to monitor access to the service and the data held within it
(especially by privileged users) must be regularly reviewed and enable detection and
response to inappropriate or malicious activity within reasonable timescales.

Secure use of the service

The service provider should make it easy to use their services in a way that is
defended against common attacks and take responsibility for improving the service’s
default configuration, to respond to new threats (this may include altering the
configuration of existing customers, as well as changing the starting point for new
customers). Actionable alerts will be raised when the configuration/patch status of
the service could weaken its security stance or leave it vulnerable to a breach.
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This policy has been developed with consideration to the HRA'’s six core values: Inspiring
Leadership, Integrity, Trusted, Transparent, Collaborative and Empowering. Further
information on our values is available on the HRA Website.

Background

Information Governance (IG) is a framework for handling personal information in a
confidential and secure manner to appropriate ethical and quality standards in a modern
health service. It provides a consistent way for employees to deal with the many different
information handling requirements.

This information governance policy has been developed to provide assurance that the
HRA will handle personal information in a confidential and secure manner and in
accordance with relevant legal, regulatory and governance requirements.

Scope
This policy covers directly employed staff, secondees, agency worker and contractors.

The principles of this policy apply to HRA Community members including volunteers from
Research Ethics Committees (REC) and the Confidentiality Advisory Group (CAG) and
members of the Public Involvement Network. Separate Information Governance principles
and requirements for these individuals are covered within the relevant terms and
conditions / codes of conducts.

This policy applies to all types of information processed by the HRA, including but not
limited to:
e Electronic records;
e Any extracts taken, printed, copied, transferred or verbally connected with the
activities of the HRA;
¢ Manual records such as paper.

Principles and purpose

Information Governance (IG) is a framework for handling personal information in a
confidential and secure manner to appropriate ethical and quality standards in a modern
health service. It provides a consistent way for employees to deal with the many different
information handling requirements.

The HRA recognises the need for a balance between openness and confidentiality in the
management and use of information. We fully support the principles of corporate
governance and public accountability, but also recognise the need for confidentiality,
supported by security arrangements to safeguard personal information about staff, as well
as commercially sensitive and other confidential information. We also recognise the need
to share confidential and personal information with stakeholders and others we conduct
business with in a controlled way that is consistent with both the interests of that
confidentiality and, in certain circumstances, the public interest.

We believe that accurate, relevant and timely information is vital to deliver high quality
services. It is the responsibility of all staff to ensure the quality of information they use in
their work and utilise it to enable sensible evidence-based decisions.

Note: This document is uncontrolled when printed
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Reference Documents

Data Protection Act (DPA) 2018

UK General Data Protection Regulation (UK GDPR)
Freedom of Information Act (FOIA) 2000

The common law duty of confidence

The Confidentiality NHS Code of Practice

The Information Security NHS Code of Practice

The Records Management NHS Code of Practice 2021
The Freedom of Information Act 2000

Principles of Information Governance at the HRA

The lawful and proper treatment of personal information by our organisation is extremely
important to the success of our business and in order to maintain confidence of our
volunteers, employees and wider stakeholders. We must ensure that we process personal
data lawfully and correctly.

There are seven key data protection principles which you must comply with:

Personal data shall be processed lawfully, fairly
Lawful, fair & and in a transparent manner in relation to individuals
transparent

Personal data shall be collected for specified, explicit and
Purpose legitimate purposes and not further processed in a
limitation manner that is incompatible with those purposes

Personal data must be adequate, relevant and limited to
Data what is necessary in relation to the purposes for
minimisation which they are processed

Personal data shall be accurate and,
Accuracy where necessary, kept up to date

Personal data shall be kept in a form which permits
Storage identification of data subjects for no longer than is necessary
limitation for the purposes for which the personal data are processed

Personal data shall be processed in a manner that ensures
Integrity and appropriate security of the personal data, including
confidentiality protection against accidental loss, destruction or damage,
using appropriate technical or organisational measures

Data controllers must be able to demonstrate compliance with all the

Accountability GDPR principles

Note: Thisdoc
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What is personal data

The UK GDPR defines personal data as information that relates to an identified or
identifiable individual. An identifiable individual is one who can be identified, directly or
indirectly by reference to an identifier. Common identifiers include, but are not limited to
names, identification number, location data, an online identifier etc.

Special category data is personal data that needs more protection because it is sensitive.
The UK GDPR defines special category data as:

personal data revealing racial or ethnic origin;

personal data revealing political opinions;

personal data revealing religious or philosophical beliefs;
personal data revealing trade union membership;
genetic data;

biometric data (where used for identification purposes);
data concerning health;

data concerning a person’s sex life; and

data concerning a person’s sexual orientation.

Lawful basis for processing personal data
When processing personal data, and in particular special category data it is important
there is a clear lawful basis for processing the information.

As set out in the UK GDPR, the lawful bases for processing data are as follows, and at
least one of these must apply whenever you process personal data:

(a) Consent: the individual has given clear consent for you to process their personal data
for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the individual, or
because they have asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law (not
including contractual obligations)

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task in the public
interest or for your official functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate interests or the
legitimate interests of a third party, unless there is a good reason to protect the
individual’'s personal data which overrides those legitimate interests.

If you are processing personal data please contact the Data Protection Officer via the
Information Governance team for further advice.

Note: This document is uncontrolled when printed
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Roles and responsibilities

Chief Executive
The Chief Executive has the ultimate responsibility for compliance with the legislation and
guidance and should ensure that:
« responsibility for bringing data protection issues to the Board is delegated
appropriately;
e alead or manager is in place to organise and support the HRA approach to data
protection; and
o the HRA meets its legal obligations to specify the purposes for which information is
used.

Senior Information Risk Owner
The Senior Information Risk Owner (SIRO) will:

e oversee the development and implementation of the information governance
framework, policy, procedure and guidance;

o take ownership of the risk assessment process for information risk, including
review of the information risk assessment in the annual governance statement;

e support and advise on the organisation’s approach to information risk in terms of
resource, commitment and execution;

e undertake an annual review of the HRA’s information assets;

e through the Information Governance Steering Group (IGSG), provide a focal point
for the resolution and/or discussion of information risk issues and review and agree
actions in respect of identified information risks; and

e Dbrief the Board’s Audit and Risk Committee on information risk issues.

Data Protection Officer
The Data Protection Officer (DPO) will:

¢ Inform and advise the HRA and its employees about obligations to comply with the
GDPR and other data protections laws:

e Monitor compliance with the UK GDPR and other data protection laws and with the
HRA'’s data protection policies, including managing internal data protection
activities, raising awareness or data protection issues,

e Advise on and monitor data protection impact assessments;

e Cooperate with the Information Commissioners Officer (ICO);

e Assure all Contracts, Data sharing agreements and Memorandums of
Understanding comply with UK GDPR principles before sign off

e Ensuring compliance with individual’s rights, including subject access,
transparency, right to erasure, correction and objecting to processing by following
the Information Rights Handling procedure

e Refer any unmitigated high privacy risks to the ICO

e Be the first point of contact for supervisory authorities and for individuals whose
data is processed.

Caldicott Guardian
The Caldicott Guardian will:
e Refer any unmitigated high privacy risks to the ICO
e Ensure that the HRA satisfies the highest practical standards for handling patient
identifiable information

Note: This document is uncontrolled when printed
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e Facilitate and enable appropriate information sharing and make decisions on
behalf of the HRA following advice on options for lawful and ethical processing of
information, in particular in relation to disclosures

e Represent and champion Information Governance requirements and issues at
Board level

e Ensure that confidentiality issues are appropriately reflected in organisational
strategies, policies and working procedures for staff, and

e Oversee all arrangements, protocols and procedures where confidential patient
information may be shared with external bodies both within, and outside, the NHS

Directors and Line Managers
Directors and line manager will, by application of criteria and controls:

« ensure all persons reporting to them have signed a copy of the HRA Acceptable
use of ICT user obligations;

e ensure the working practices and functions, strategies, procedures, practices,
projects, or decisions carried out within the Directorate are in line with
organisational information governance policy / procedure / guidance and all
persons reporting to them are aware of their responsibilities with regard to
confidentiality and information governance and are appropriately supervised;

« fully observe conditions for the fair collection and use of information and only
collect and

e process relevant information to the extent it is needed to fulfil operational needs or
to comply with legal requirements;

« ensure adherence to procedures for reporting an Information Governance incident;

e carry out an initial privacy impact assessment involving any function, strategy,
procedure, practice, project, or decision;

e ensure participation in Information Governance audits;

e ensure personal information is not transferred abroad without suitable safeguard
after discussion with the DPO;

e ensure all persons reporting to them have received appropriate Information
Governance mandatory training; and

e address any non-compliance with the policies, procedures and guidelines.

Information Asset Owners
Information Asset Owners (IAOs) will:
e Lead and foster a culture that values, protects and uses information appropriately
¢ Know what information comprises or is associated with their asset(s) and
understand the nature and justification of information flows to and from the asset
¢ Know who has access to the asset, whether system or information, and why, and
ensure access is monitored and compliant with policy
Understand and address risks to the asset and provide assurance to the SIRO
Ensure there is a legal basis for processing and for any disclosures, and
Refer queries about any of the above to the Information Governance team
Ensure all information assets they are owner for are recorded on the Information
Asset Management System (IAMS) and maintained
e Undertake specialist information asset training as required

Note: This document is uncontrolled when printed
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Information Governance & Complaints Team
The Information Governance & Complaints Team will provide expert advice and guidance
to staff on all elements of Information Governance. The team is responsible for:
e Providing advice and guidance on Information Governance to all staff
Managing the delivery of improvement plans to meet DSP Toolkit assertions.
Developing and reviewing internal IG policies and procedures.
Establish clear protocols and templates on how to share information and recording
where and how personal data is processed.
Providing advice and guidance on data protection impact assessments.
Managing the annual review of information assets and updating the register
Developing |G awareness and training programmes for staff.
Ensuring compliance with Data Protection, Information Security and other
information related legislation.
e Providing support to the Caldicott Guardian, SIRO and DPO for internal Information
Governance related issues.

Information Governance & Risk

Information risks are events that may occur which threaten to harm the integrity,
availability and confidentiality of information and the information environment.

Risks which relate to information should be managed in accordance with the HRA's risk
management policy and procedure and escalated through normal governance routes.

Anyone engaged by the HRA in any capacity who manages and handles its information is
responsible for complying with the HRA’s Information Governance policies and for
reporting information risks they are involved in or become aware of to their line manager
or IG team.

The IGSG will review the IG risk register and discuss potential new risks on a quarterly
basis. The IGSG will look to manage risks to information by:
e Ensuring awareness through communications, induction and ongoing training;
e Developing policies and guidelines that improve awareness of how to manage
information and where potential risk may occur;
e Encouraging the reporting of risks;
¢ Implementing procedures dealing with information security for joiners and leavers;
¢ Investigating breaches to information security, identifying any recurrent trends and
putting measures in place to prevent reoccurrence; and
e Taking forward formal disciplinary procedures in the case of a deliberate violation
or breach of HRA policies.

Management of the policy

Minor amendments to this policy can be reviewed and approved by the document owner.
Any major changes will be considered by the Information Governance Steering Group.

Supporting documents

HRA |1G staff handbook

HRA Confidentiality Policy
Information Security Policy
Freedom of Information Policy

Note: This document is uncontrolled when printed
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HRA Acceptable use of ICT user obligations
Data Protection Impact Assessment Procedure
Data subject rights request procedure
Information security breach procedure

Dissemination and publication of the document

This policy will be published on HRA Atlas Central Library and updates communicated via
HRA news.

Screening Questions - HRA Equality Analysis and Privacy Impact
Assessment

Screening questions within policy documents

The screening questions below must be placed in every relevant document. In policy and
procedure documents for example, it will be placed at the end just before the Document
Control section.

For ElAs, this is to ensure that no policy is published without one. For the Privacy
Assessment, this is a screening question to decide whether or not an Initial Privacy
Impact Assessment is required. Both templates are available on HRA Atlas.

Equality and Privacy Assessments

For every HRA policy (defined by the Equality and Human Rights Commission as a
function, strategy, procedure, practice, project or decision), please ensure the following
assessments have been completed:

Assessment | Screening question Answer | Action required

Equality Has an Initial Equality Yes or | If no, please do so now. Do not
Impact Assessment been no publish the policy until the EIA
carried out? is ready to be published

alongside it.

Privacy With due regard to the Yes or | If yes, please complete an
Data Protection Act, does no Initial Privacy Impact
this policy involve the use Assessment. If no, no further
of Personal Information? action is needed.

Templates are available on HRA Atlas

Note: This document is uncontrolled when printed
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Abbreviations

DPA Data Processing Agreement

DPA 2018 Data Protection Act 2018

DPIA Data Protection Impact Assessment
DPO/DDPO Data Protection Officer/Deputy Data Protection Officer
DSA Data Sharing Agreement

DSSR Data Subject Rights Request

ESR Electronic Staff Record

FOI/FOIA Freedom of Information Act 2000
GDPR General Data Protection Regulations
HRA Health Research Authority

IAO Information Asset Owner

ICO Information Commissioners Office
IG Information Governance

IT Information Technology

SIRO Senior Information Risk Owner

IP Intellectual Property

PIN Public Involvement Network

REC Research Ethics Committee

NREAP National Research and Ethics Advisors’ Panel
EOL Exchange Online

CAG Confidentiality Advisory Group

Note: This document is uncontrolled when printed

Page 2 of 20





Acceptable Use of ICT User Obligations Policy V2.2 FINAL
Glossary
Confidential Confidential information includes, but is not limited to, all
information information of a confidential nature relating to the business
and affairs of the organisation, its’ clients (including research
organisations) and employees / contractors / volunteers. A
duty of confidence arises when one person discloses
information to another in circumstances where it is reasonable
to expect that the information will be held in confidence.
Freedom of The Freedom of Information Act 2000 provides public access
Information Act 2000 | to information held by public authorities
(FOI)
Data Protection Act The Data Protection Act 2018 is the UK’s implementation of
2018 / UK General the General Data Protection Regulation (GDPR). Everyone
Data Protection responsible for using personal data has to follow strict laws
Regulation called ‘data protection principles’. They must make sure the

information is: used fairly, lawfully and transparently.

HRA Community

Research Ethics Committee members, Confidentiality
Advisory Group members and Public Involvement Network
members.

HRA Staff

‘HRA Staff’ include directly employed staff, secondees, agency
workers, contractors

Information Assets

Includes operating systems, infrastructure, business
applications, off-the-shelf products, services, user-developed
applications, process and procedures, personal information
content, other information content, people skills and
experience

Mobile Devices

This includes but is not limited to portable computers such as
laptops, notebooks, tablets, mobile telephones, and smart
phones

Person Identifiable
Information / Data

Key identifiable information includes:

Name, address, full postcode, date of birth

* Pictures, photographs, videos, audio-tapes or other images
(including digital)

» Anything else that may be used to identify someone directly
or indirectly. For example, rare diseases, drug treatments or
statistical analysis which identify small numbers within a small
population may allow individuals to be identified.

Data Subject Rights
Request (DSRR)

A DSRR is simply a written request made by or on behalf of an
individual for the information which he or she is entitled to ask
for under the Data Protection Act.

Note: This document is uncontrolled when printed
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Background

Information is a vital asset and has a crucial role in the effective management, planning,
performance review and provision of a responsive service for all our users.

When handling information, the Health Research Authority (HRA) wishes to ensure directly
employed staff, secondees, agency workers and contractors manage that information and
in particular sensitive or confidential information in compliance with the government’'s
information governance standards and in accordance with relevant legislation.

The HRA'’s Information Communication Technology (ICT) infrastructure is in part provided
by NHS E/I under a MoU. This policy aligns with NHS E/I policies where applicable in
support of this MoU.

Policy

This document provides guidance around the acceptable use of corporate ICT hardware
and software. These user obligations are designed to protect the Health Research
Authority (HRA) and users by making clear how the ICT systems provided should be used.
All users are required to abide by the terms of this document which is effective from the
time they are granted access to ICT systems until they terminate their association with the
Health Research Authority.

This policy and procedure have been developed with consideration to the Health Research
Authority’s six core values: Inspiring Leadership, Integrity, Trusted, Transparent,
Collaborative and Empowering.  Further information on our values is available on the
Health Research Authority Website.

Procedure

1. Purpose

The Health Research Authority (HRA) have a responsibility to ensure that the information
for which they are responsible is appropriately protected. This is critical to the continued
operation of the HRA and our services. Failure to adequately protect information
resources could lead, amongst other things, to:

e putting the general public at risk

¢ loss of reputation

¢ legal proceedings against the HRA

e termination of employment for employees

e Asking a volunteer to stand down from their committee / panel

membership
¢ enforcement action by the ICO

For members of staff, non-compliance with the clauses in this document may result in
disciplinary action. Such disciplinary action may include dismissal depending on the
circumstances.

If users require more information to clarify an obligation listed here, they should contact the
Information Governance & Complaints Team via email. This document should be read in
conjunction with the code of conduct and relevant Health, Safety and Welfare and
Information Governance Policies and Procedures.

Note: This document is uncontrolled when printed
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2. Scope

These user obligations cover all activity on the HRA provided ICT equipment, networks and
data sources including mobile phones. This policy covers directly employed staff,
secondees, agency worker and contractors. The principles of this policy apply to the HRA
volunteers and community, including Research Ethics Committee (REC), Confidentiality
Advisory Group (CAG) and Public Involvement Network (PIN) members. Separate terms
and conditions / ways of working for the HRA’s Community specifically sets out their
information governance (IG) requirements.

This policy applies to all information processed including:
¢ Manual records such as paper.
e Electronic records such as computer and cloud records and telephone recordings.

e Any extracts taken, printed, copied, transferred or verbally connected with the
activities of the HRA.

3. Reference Documents

HRA 1G Staff Handbook

HRA Information Security Policy

Confidentiality Policy

Information Governance Policy

HRA Information Security Breach Procedure and form

4. Responsibilities
4.1 Line Managers

Line manager and directors have a responsibility for ensuring awareness of these
guidelines, supporting compliance with these guidelines and ensuring all staff they manage
and volunteers they support, sign acceptance prior to gaining access to HRA business
information systems.

4.2 Employees

All staff are responsible for ensuring that they understand and are familiar with the
requirements of this policy and sign to confirm this as part of their induction. As part of the
appraisal process, staff will be required to confirm they have reviewed this document and
understand their responsibilities on an annual basis.

All staff are required to complete mandatory information governance and security training
annually.

5. Staff, Secondees, Agency Workers, Contractors: Starters and Leavers

In order to protect users when using any ICT equipment for business or personal
purposes and to ensure proper, secure conduct of business and operations, it is important
that all use of equipment MUST comply with the following principles:
+ it does not break the law
+ it does not risk bringing the HRA into disrepute or placing it in a position of liability
* it does not violate any provision set out in this or any other policy or contravene the
HRA standards of conduct

Note: This document is uncontrolled when printed
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* it does not cause damage or disruption to systems or business

In relation to personal use, the following points underpin the principles outlined in this
guidance:

» it does not waste official time or interfere with official duties

+ it does not contravene any policies

» it does not add significantly to running costs

Personal use is not a right and should be exercised with discretion and moderation. The
HRA does not accept any liability for claims arising out of personal use of ICT facilities. The
HRA retains the right to:

+ prohibit personal use of ICT facilities without warning or consultation either
collectively, where evidence points to a risk to business, or individually, where
evidence points to a breach of this or any other policy by the user

* monitor the usage of ICT facilities for the purposes of protecting its legitimate
concerns

All data created and/or managed by the HRA:
» is classified at least as OFFICIAL. It must be handled in accordance with both the
UK government rules and Information Governance policies;
« must be stored and managed in systems appropriate to the level of sensitivity. Those
systems must be controlled, secured and managed in accordance with UK
Government, Data Security and Protection Toolkit and the HRA.

5.1 Creating User Accounts

Users will be given a unique identifier when accessing the HRA'’s systems. Before users
can gain access to the ICT network (and subsequently any of the computer applications -
including Office365, Atlas, intranet and other HRA systems) authorisation MUST be
obtained from a line manager. To accomplish this, line managers must complete and submit
a request to Advance365 through NHS E/I service desk.

When requesting access for a new starter the line manager must ensure that the new user
is provided with the minimum access that is required for them to perform their function.

All access to systems must be authorised by the user’s line manager. All relevant changes
to an employee’s status shall be communicated to Advance365 by the line manager.
Examples of relevant changes are role changes, resignation or termination and other
interruptions to continuous employment.

5.2Changing Job Roles/Departments

To prevent users from accumulating rights as they move around the organisation it is
important that access rights are reviewed/revoked when moving to a new area/role. When
a user moves between departments in the HRA it is the responsibility of the line manager
of the area the user is leaving to ensure that all access to sensitive information that the
user has access to be reviewed/revoked.

The manager is responsible for informing the ICT team of what areas/access should be
removed.

Access to information must not be retained ‘just in case’ the user transitions back into an
area.

Note: This document is uncontrolled when printed
Page 6 of 20





Acceptable Use of ICT User Obligations Policy V2.2 FINAL

Access to all system resources shall be disabled on the day any user leaves the HRA. This
shall include the disablement of Open Service, SharePoint, SBS and ESR accounts. All
information relating to the users of the HRA employment is to be removed by the user prior
to it being transferred to a new organisation.

Any account that is not logged into for more than 90 days will be disabled. If a member of
staff who has been on extended leave, returns, their line manage should contact HRA IT
team to enable the account.

On departure all users (including volunteers, secondees, contractors, temporary users and
permanent users) will surrender all equipment to HRA IT team.

5.3 Access to Leavers Information

It is the responsibility of the line manager to ensure that leavers who depart in a planned
manner hand over all HRA information to which they have access. Data should be stored
in a shared area in a location which can be accessed by HRA staff; ensure that sensitive
information has been saved within a restricted folder with appropriate access rights.

Access to specific data once a user has departed in a planned manner will only be made
available with express authorisation of the ICT Service Manager.

5.3Emergency Access to User Information

In circumstances where an individual is unavailable for unforeseen reasons, and access to
the individual’s information/documentation held on the HRA's equipment is paramount, the
individual’'s consent must be obtained, or, where that is not possible, access may be
granted only with the express authorisation of the SIRO and IT Service Manager and where
necessary |G as well.

This includes information on:
* laptop
+ Office 365 (including exchange on-line, Teams, SharePoint)

5.4 Access to User Information Under the Freedom of Information Act (FOIA) / Data
Subject Rights Request

All emails sent and received under the HRA’s email accounts could potentially be
disclosed under the FOIA or via a data subject rights request. Staff therefore must ensure
care and consideration is exercised when sending emails and be aware anything written
may be made public or viewed by the individual. The SIRO will normally contact the
individual to provide consent for their email accounts to be accessed via the IT Service
Manager. Where it is not possible to obtain consent due to unforeseen reasons the above
emergency access arrangements will be followed. Information in addition to emails, which
may be held within personal folders, may also be accessed in this manner.

6. Forensic Readiness and Investigations

Forensic readiness is the ability of an organisation to use digital evidence in an
information security incident investigation. Forensic evidence may be needed for a
variety of investigations including criminal cases or legal disputes, and breaches of
data protection and/or acceptable use polices. Examples include:
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. security incidents, such as unauthorised access to IT systems or electronic attack;
. criminal activities such as fraud, deception, harassment and stalking;
. commercial disputes such as intellectual property rights;
. disciplinary issues, including malpractice, abuse of acceptable use policy,
grievance procedures; and
. privacy issues e.g. invasions of privacy, compliance with Data Protection Act/the
General Data Protection Regulation (GDPR).

If digital evidence is to be recovered and analysed as part of an investigation, it must be
done in a manner which is systematic, standardised and legal. If a suspicion of a security
breach is identified, and forensic information are required, the Information Asset Owner or
relevant individual will make the request in writing to the SIRO. Information and
documentation which may be reviewed includes:

* laptop
» Office 365 (including exchange on line, teams, SharePoint)

Access to data will only be permitted on the express authorisation of the SIRO and either
the Caldicott Guardian or Data Protection Officer (DPO) If the security breach involves, or
potentially involves, personal data then we must consider whether a report to the
Information Commissioner is required. In this instance, the DPO must be consulted where
appropriate.

All forensic evidence will be stored securely. Access will be limited to IT administration staff,
SIRO, Caldicott guardian and / or DPO. Forensic evidence will be kept for the same length
of time as the retention period of the information asset.

Legal advice may be sought as deemed necessary.

The Information Governance Steering Group will be notified of any investigations taking
place.

7. Administration Rights

The HRA does not provide elevated user rights as standard. In exceptional circumstances
(e.g. developers) elevated access may be provided, subject to the relevant approvals
process.

8. Third Party Atlas/ Teams Access

For third parties to collaborate with the HRA it is possible to permit access to the HRA Atlas.
All data which is being accessed by third parties must be risk assessed by those HRA users

who wish to share the data and appropriate controls put into place.

No data classified as ‘OFFICIAL-SENSITIVE’ is to be placed on externally facing web
servers without approval of the relevant Information Asset Owner and SIRO.
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Access to information which is not in the public domain shall be controlled by identification
and authentication mechanisms which shall control access by third parties, subject to prior
approval by the HRA.

All Third-Party users must always operate the HRA equipment using their username and
password. Passwords must meet the complexity requirements of the system as described
in the next section and must not be shared. Logging onto the HRA equipment with
credentials of belonging to another user account is not permitted.

9. Systems Security/Network Usage

During initial setup of user accounts a temporary password may be created. The
communication procedures for these temporary passwords shall ensure the security of
passwords at all times. Once issued with a temporary password a user MUST change this
at first logging into the system.

All users must always operate the HRA equipment using their own supplied username and
password. Passwords must meet complexity requirements and MUST NOT be shared with
anyone. Logging onto HRA’s equipment with credentials that users are not authorised to
use is not permitted and will be logged as a security incident.

All users shall authenticate themselves using a password at the Windows Login. These
passwords will as a minimum comply with the password complexity policy as set out by the
HRA ICT team.

The HRA users are responsible for the security of their passwords and accounts and are
therefore responsible for all computer transactions that are made with their user ID and
password. Users are solely and personally responsible for maintaining the security of their
password(s) and should register for the self-password reset tool.

Revealing an account password to others or allowing use of an account by others is
prohibited. This includes family and other household members when work is being carried
out at home. If a password becomes known to another person, it must be changed
immediately.

It is not permitted to share user ID’s or passwords for any system. No passwords are to be
shared in order to "cover" for someone out of the office.

Repeated failed attempts to enter the correct password shall result in system lockout.

All access to the HRA'’s corporate networks must be via the equipment provided by the ICT
team or our service provider.

All users MUST lock their laptops, tablet and/or Smartphones when not using the device or
when not at their desks, even if for a short period.

All corporate computer user sessions will lock after a period of five minutes of inactivity.
The HRA equipment is configured in order to restrict certain user activities. These

restrictions are for support, security and management purposes. Circumvention of these
restrictions without appropriate authorisation may lead to disciplinary action.
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Laptop software installations on corporate equipment must be performed by the HRA ICT
Service Provider only. Users are prohibited from installing any software themselves.

No employees (in any capacity), third parties, contractors and temporary staff are allowed
to make unauthorised copies of any software under any circumstances.

No user may access or attempt to access information to which they do not have a legitimate
business need and to which they have not been authorised to view, doing so may lead to
disciplinary and/or legal action.

10. Physical Hardware Security

Laptops should normally not be left unsecured and unattended anywhere. When they must
be left unattended they should be secured using a correctly installed laptop security lock
(e.g. Kensington Lock) or locked in a locker overnight etc.

No mobile device must be left on view in a car, whether the vehicle is occupied or not, nor
must it be left unattended on any form of public transport or in bars / restaurants or any
other public place.

Picking up USB drives from unknown sources and plugging them into your computer can
pose a serious security risk. USB drives can contain malicious software, which can infect
your computer and steal sensitive information such as your passwords, financial details,
and personal files.

By plugging in a USB drive without knowing its origin, you could inadvertently compromise
the security of your computer or the wider HRA network.

To protect yourself and your computer, it is recommended that you only use USB drives
from trusted sources, such as those provided by the HRA IT department or reputable
retailers. Please also note that HRA provides OneDrive and SharePoint for file storage,
both of which are more secure and accessible alternatives to separate, unmanaged USB
drives.

11. Data Storage

Users are not permitted to store personal music/photos on the HRA’s network drives. Use
of unapproved cloud storage (dropbox etc.) is prohibited for all OFFICIAL and OFFICIAL-
SENSITIVE data.

12. Guest Wi-Fi Access

The provision of a ‘Guest Wi-Fi’ facility at the Health Research Authority’s sites allows
guests and visitors the ability to connect directly to Internet services without compromising
the integrity of the HRA’s shared network.

The guest network will be security scanned on a regular basis to ensure that the service is
not abused.

13. Internet Usage

Access to the Internet is provided to support the business, but it may be used for occasional
and reasonable personal use provided that it does not interfere with the performance of
duties and does not conflict with HRA'’s policies.
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Users must comply with the Copyright, Design and Patents Act, 1998 when downloading
material from internet sites.

The person logged in at a computer will be considered to be the person browsing the
internet.

Instant messages and other communications mechanisms made across the internet may
not be secure. The HRA’s authorised communication mechanisms can only be used.

Transactions are not permitted on sites requiring software to be downloaded before
proceeding.

The HRA accepts no responsibility for any charges or loss incurred in relation to personal
purchases or financial transactions using HRA’s ICT facilities regardless of cause.

To intentionally access or forward material that is defamatory, pornographic, sexist, racist,
on-line gambling or material whose publication is illegal or risks causing offence or
disrepute to the HRA may lead to disciplinary action or prosecution. If access to restricted
material is required, a request to the ICT Team with supporting business justification and
Line Manager endorsement should be submitted prior to attempting to access the material
/ site.

Access control software is in operation that will bar users from entering certain sites that
are deemed undesirable. Attempted access to restricted sites is monitored and the
information may be used to support a disciplinary action. Circumventing monitoring controls
is not permitted.

The HRA monitors and logs all internet accesses by individuals and reserves the right to
access and report on this information.

14. Email Usage

The HRA provides exchange online (EOL) email service to support our people in performing
their role.

User responsibilities:

All communication sent through HRA EOL is considered official correspondence from users
acting in their official capacity on behalf of the HRA. In exceptional circumstances, should
you need to send an email of a personal nature you must clearly state that your message
is a personal message and not sent in your official capacity.

Email is admissible as evidence in a court of law and messages can be classified as legal
documents. Internal emails may also need to be disclosed under the Freedom of
Information Act 2000 and the Data Protection Act 2018/General Data Protection
Regulation. Emails should be treated like any other official communication and care should
be taken to ensure that content is accurate, and the tone is appropriate.

All users must check that they are sending their email to the correct recipient, as there may
be more than one person with the same name using the service. User must always check
that they have the correct email address for the person they wish to send to

Email messages are increasingly a source of viruses which often sit within attached
documents. HRA EOL is protected by anti-virus software and should identify and quarantine
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most generally know virus. However, occasionally, as with any email service, a new virus
may not be immediately detected. If a user is unsure of the source of an email or attachment
they should leave it unopened and inform the IT team by emailing a copy of the email to
spam.management@hra.nhs.uk. Users must not introduce or forward any virus or any
other computer programme that may cause damage to the HRA ICT systems.

Users must not attempt to disguise their identity or their sending address.

Users must not send any material by email that could cause distress or offence to another
user. this includes any material that is obscene, sexually explicit or pornographic.

Users must not use the HRA EOL email service to disable or overload any computer system
or network. Where excessive account activity is detected on an account this could be
suspended without notice to safeguard the service for all other users.

Users must not use the HRA EOL email service to harass other users or groups by sending
persistent emails to individuals or distribution lists. Users must not forward chain emails or
other frivolous material to individuals or distribution lists.

Information governance considerations:

HRA EOL supports the secure exchange of information and is not designed as a document
management system. Documents or emails that are required for retention/compliance
purposes should be stored appropriately in accordance with HRA retention schedule.

The HRA is entitled to seek access to the contents of a user's mailbox, sent/received
messages or other audit data as required to support information governance processes
without the user’s prior consent. Such requests are strictly regulated and approved by the
SIRO.

Using HRA EOL email service to exchange personal and / or confidential
information

The HRA EOL email service is a secure service, this means it is authorised for sending
sensitive information, such as personal or confidential data.

The most secure and only route to send emails is using HRA EOL email address as
information is automatically encrypted. Email addresses that are considered secure for
sending sensitive information (meet the same high accreditation and security standards as
hra.nhs.uk) are:

* nhs.net

* secure.nhs.uk
*  Gov.uk

* cjsm.net

* pnn.police.uk
* mod.uk

* parliament.uk

If you need to send an email to a third-party not on any of the above secure email addresses
you must follow the steps below to encrypt the email:

Please note that nhs.uk systems who have not met the accreditation standards are not
considered secure. Always use [secure] in the subject line of the message to encrypt the
message.
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Users intending to use the service to exchange sensitive information should adhere to the
following guidelines:

* Make sure that any exchange of sensitive information is part of an agreed process.
This means that both those sending and receiving the information know what is to
be sent, what it is for and have agreed how the information will be treated.

« HRAs information governance principles should apply whenever sensitive
information is exchanged

 As with printed information, care should be taken that sensitive or personal
information is not left anywhere that it can be accessed by other people, e.g. on a
public computer without password protection.

*  When sending sensitive information, always request a delivery and read receipt so
that you can be sure the information has been received safely.

+ Don'’t hold sensitive or personal data in your calendar if your calendar can be
accessed by other people who do not need to access the data.

» If personal identifiable information is visible to other people, it is the user’s
responsibility to make sure that those people have a valid relationship with the
person.

» Users sending personal and/or sensitive information must make sure that the data
is protected. Only access your account from secure, encrypted devices which are
password protected and unattended devices must be locked to ensure that data is
protected in the event of the device being lost or stolen.

+ Remember that personal information is accessible to the data subject i.e. the staff
member, volunteer, under Data Protection legislation.

Delegation of Email Access

Users may at their own discretion permit other users (i.e. PA’s and other colleagues) to
access their e-mail. It is the e-mail owners’ responsibility to ensure that such access is
appropriate and does not result in individuals having inappropriate access to sensitive
information. The sharing of credentials (usernames and passwords) to allow access is not
permitted, access should only be granted using the delegate option within the email system.

15. Mobile Device (Smartphone and Tablet) Usage

For HRA devices, all mobile devices and some tablets are bound to a 24-month contract
with the supplier once a device has been ordered. The cost centre it has been requested
against is liable for all revenue costs throughout the 24-month contract. If a colleague
leaves the cost centre will still be liable for charges until the connection is reallocated within
the organisation.

Mobile devices will be provided as per the business need, there is no automatic entitlement
to them. For those staff members who work on the move or away from the usual base, the
provision of mobile phones enables flexibility and also safety when lone working. For a staff
member to be eligible for a mobile phone the role must meet specified criteria. To proceed
a request, line managers must complete a New User IT Request Form as part of the starter
process or an Additional Equipment Request Form for a new request for an existing staff
member. for a new request for an existing staff member.

The HRA'’s smartphones will be supplied with a shockproof case. HRA issued cases must
be on the smartphone at all times to ensure that damages are minimised.

If a phone becomes unusable for any reason (lost, stolen, fault/non-fault damage) then the
cost centre of the user will be charged for a replacement.
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When a user leaves the organisation, it is the line manager’s responsibility to ensure that
the mobile device is returned by following the Leavers Process and completing the
Equipment Return Form. Users are not permitted to pass mobile devices to new/existing
colleagues for continued use, these must be returned. On the day the user leaves, the ICT
team will wipe the mobile device to ensure that no IG or ICT security protocols are
breached. If phones are returned damaged, the user’s cost centre will be liable. will wipe
the mobile device to ensure that no IG or ICT security protocols are breached. If phones
are returned damaged, the user’s cost centre will be liable.

The HRA will issue a mobile device based upon the requirements of the role being
performed which needs to be approved by a line manager. If a mobile device is requested
outside of a new user form, business justification will need to be provided.

Smartphones are to be issued and assigned to individuals only. Under no circumstances
can ICT issue pool phones not assigned to a specific user.

All mobile devices issued by the HRA are intended as a business tool to enable the user to
perform their role and not as a personal device for personal usage.

Incidental personal usage of corporately issued mobile devices is permitted under
exceptional circumstances (e.g. calling relatives when working away overnight for comfort
and personal safety, checking of train times / weather websites before travelling, etc). The
HRA has visibility of all usage of mobile devices and should personal usage appear to be
excessive this may be investigated further.

Text messaging and messaging applications must not be used for sending sensitive
personal information unless written consent has been received from the data subject.

HRA smartphones are to be registered with the HRA Mobile Device Management System.
Non-compliant connections will see the SIM barred.

SIM cards are not to be removed from corporate mobile devices and are to be inserted into
devices issued by the ICT team only. The ICT team are alerted to any SIM card removed
from a mobile device and consequently will be barred.

All HRA approved smartphone applications can be found in the “App Catalog”. Applications
that aren’t available via the “App Catalog” can be requested with business justification via
ITservicedesk@nhseandi.nhs.uk. The HRA does not provide support for smartphone
applications and those suspected of causing issues with core business functionality must
be removed.

The HRA can report on all types of data usage including dates, times and sites accessed.
Users are allotted data of 2GB for the month.

Users MUST ensure that mobile devices are stored securely at all times.

Care must be taken when using mobile devices in public places or unprotected areas to
avoid the risk of information being overlooked or overheard.

Mobile devices must not be connected to unsecured public Wi-Fi/hotspots. Corporate
devices connected to these unencrypted networks are put at heightened risk of attack from
a third party. Users must not permit unauthorised personnel/friends/relatives to use
portable equipment in their charge.
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If a mobile device is lost or stolen, the follow should be completed.

* Report as stolen with local Police Force or British Transport Police and crime
reference number attained.

» Lost property reference number if applicable.

* Raise a service call immediately with the with the HRA
itservicedesk@england.nhs.uk

* Complete an Information Governance Breach Form on the SharePoint Central
Library.

Any device that is lost or stolen will be cross charged to the users cost centre.

Employees and users of the HRA’s systems and equipment are not permitted to take their
ICT equipment / devices and use them outside of the UK unless they have been granted
permission (with an accompanying business case) from the HRA’s SIRO.

16. Voice over IP (VolP) Phone Usage

VOIP phones are provided to HRA users as a business tool to enable the user to perform
their role.

Incidental personal usage of HRA VOIP phones is permitted under exceptional
circumstances. The HRA is able to log all phone usage and should personal use appear to
be excessive this may be investigated further.

If HRA users need to make overseas calls this will need to be enabled by submitting a
request with justification using the ICT Request Portal.

17. Incident Management

It is the responsibility of all HRA users to report all ICT related incidents via the correct
channels and ensure a ticket reference is obtained to enable incidents to be resolved.

Any suspected or detected occurrence of a potential breach of information security, or
misuse of hardware or software within the HRA MUST be immediately reported in line with
the directives contained within the Information Security Incident Reporting Procedure,
which is available on the SharePoint Central Library.

18. Computer Misuse

All users are responsible for personal, legal and ethical responsibility for maintaining the
security, confidentiality, integrity and availability at all times of the relevant ICT systems.
This includes the applications and data held within them.

Specifically, in terms of ICT access, users MUST ensure that they do not personally attempt
to gain unauthorised, malicious and / or illegal electronic access to any of the HRA’s users
ICT systems, resources or materials.

Specifically, users have a duty of care towards ensuring:

+ the prevention of unauthorised, malicious and / or illegal access by any individual to
any of the HRA'’s ICT systems, resources and / or materials;
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» the prevention of any individual from using any of the HRA'’s ICT systems, resources
and / or materials in order to commit or facilitate an offence as defined within the law
and / or as advocated within our documented policies and procedures

» the prevention of unauthorised, malicious and / or illegal modification to, or corruption
of, any of the HRA's ICT systems, resources and / or materials;

» Unauthorised disclosure of personal confidential information.

Users MUST report to their Line Manager any suspicions relating to computer misuse that
include:

« any individual attempting to gain access or exceed the access and / or privilege
levels to any of the HRA’s ICT application systems, resources or materials for which
they do not have direct authorisation;

« any individual attempting to use another users ID and password to gain access to
any of the HRA’s ICT application systems, resources or materials.

Users MUST ensure that they do not personally undertake - and prevent wherever possible
by reporting suspicions regarding — illegal electronic activities which attempt to utilise,
modify or adapt any of the HRA’s ICT application systems, resources and / or materials in
order to perform activities or functions that represent a breach of government policy and /
or UK law, and that are therefore in direct contravention of organisation policies and
protocols, including but not limited to:

» proactively sharing account and password details

+ attempting to use the HRA's Internet and / or email system to receive and / or
transmit pornographic, violent or sexual images;

+ attempting to use the HRA's network and / or resources to duplicate copyright
protected software for personal and / or financial gain;

+ attempting to use the HRA'’s network and / or resources to develop, create or
perpetuate any form of computer virus or malicious software, including the
purposeful uploading or transmission of a known computer virus or item of malicious
software to others, whether internal or external to the organisation.

Users MUST ensure that they do not personally undertake - and prevent wherever possible
by reporting suspicions regarding - potential corruption of the HRA’s ICT assets by any
attempt to subvert, amend, modify or otherwise inappropriately compromise or affect, any
of the HRA’s ICT application systems resources and / or materials, including:

+ attempting to alter, erase, modify or otherwise compromise, any legitimate software,
files, databases or any other form of stored information that is either owned by, been
developed by or on behalf of, the HRA’s or is under the guardianship of the HRA’s
without proper and appropriate authority and / or legitimate intent;

« attempting to copy or move any legitimate software and / or associated material to
any storage medium other than that which it is intended by the HRA

» knowingly causing or facilitating damage to any of the HRA’s ICT systems,
resources and / or materials, including any attempt to cause or facilitate negative
effect to the reliability of any of the HRA’s ICT application systems, resources and /
or materials;

» preventing, or otherwise hindering, legitimate electronic access by authorised staff
members to either the HRA’s ICT network and application systems, or to any
information held within the HRA’s ICT network and application systems;
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» corrupting, or knowingly attempting to corrupt, the accuracy and completeness of
any information held within the HRA’s ICT network and application systems.

Users are required to comply with all relevant HRA policies as well as all relevant
legislation and legal precedent, including but not limited to:

Copyright, Designs and Patents Act 1988
Malicious Communications Act 1988
Computer Misuse Act 1990

Criminal Justice and Public Order Act 1994
Trade Marks Act 1994

Data Protection Act 2018

Human Rights Act 1998

Regulation of Investigatory Powers Act 2000
. Freedom of Information Act 2000

10. Communications Act 2003

11. Terrorism Acts

12.Protection of Children Act 1978
13.Criminal Justice Act 1988

CoNo>OhwN =

Should any users fail to comply with any of these regulations they will be considered to be
in breach and this may result in serious disciplinary action being brought against them in
line with the HRA disciplinary policy and may lead to the termination of their employment.

19. Remote Access

The HRA supports agile working by providing a remote access service to enable users to
connect remotely to our network when they are not at an HRA office.

When working from home users should ensure that they have the appropriate facilities to
support Remote Access to the HRA’s network e.g. their own broadband connection and a
safe and secure working environment.

21. Additional Responsibilities for Line Managers

All line managers have a duty to meet the obligations for all users but in addition, some
have additional responsibilities as line managers of Health Research Authority users:

(including contractors, secondees, agency staff and volunteers)

* Ensure users maintain adequate protection of their systems and equipment at all
times particularly when left unattended.

» Ensure that all temporary, agency and contracted staff have time-limited access
to systems based on their role.

» Users’ access is revoked and equipment returned to ICT team or their designated
ICT provider when users move departments / leave the organisation. A Leavers
Form should be completed.

22. Distribution and Implementation

This document will be made available to all staff via the HRA Atlas. A notice will be issued
in HRA news notifying of the release of this document.
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23. Monitoring of activities covered by the procedure

All HRA staff are contractually obligated to adhere to this policy, and compliance of
individuals and teams may be monitored through regular audit and assurance activities co-
ordinated by the Information Governance team.

Should the facilities provided to staff be abused, the HRA reserve the right to revoke such
permission.

The HRA reserve the right for appropriately authorised staff to examine any data including
personal data held on their systems when operationally necessary, for example to give
access to a private account to a line manager or colleague. Certain staff within the
organisations have been authorised to examine files, emails, data within individual
accounts and network traffic, but will only do so when operationally necessary.

The HRA reserve the right to monitor email, telephone and any other electronically-
mediated communications, whether stored or in transit, in line with the relevant regulatory
and legislative rules/laws.

Reasons for such monitoring include the need to:

e Establish the existence of facts (e.g. to provide evidence of commercial transactions
in cases of disputes);

e Investigate or detect unauthorised use of the telecommunications systems and
ensure compliance with this policy or other organisational policies;

e Ensure operational effectiveness of services (e.g. to detect viruses or other threats
to the systems);

e Prevent a breach of the law or investigate a suspected breach of the law, the
organisational policies and contracts;

¢ Monitor standards and ensure effective quality control.

Management of Documents and Records
This policy is available on the HRA Atlas. Relevant documents will be managed in
line with the HRA’s Records Retention Schedule.

Supporting paperwork/forms
New User IT Request Form
Additional Equipment Request Form
Starter Form

Leavers Form

Equipment Return Form.

Dissemination and publication of the document
This policy will be published on the HRA Atlas.

Screening Questions - HRA Equality Analysis and Privacy Impact
Assessment

Equality and privacy screening questions

Equality and Privacy Assessments
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For every HRA policy (defined by the Equality and Human Rights Commission as a
function, strategy, procedure, practice, project or decision), please ensure the following
assessments have been completed:

Assessment Screening question Answer Action
Required

Equality With due regard to our Equality | No If no, please do
Duty, could this policy have the so now. Do not
potential to have a detrimental publish the
impact on anyone with a policy until the
protected characteristic? ElA is ready to

be published
Has an Initial Equality alongside it.
Impact Assessment been
carried out?

Privacy With due regard to the Data No If yes, please
Protection Act, does this policy complete an
involve the use of Personal Initial Privacy
Information? Impact

Assessment. If
no, no further
action is
needed.
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glossary 

In this Further Competition Invitation, the following words and phrases have the following meanings:

“Authority” means The Health Research Authority (the HRA), 2 Redman Place, Stratford, London, E20 1JQ

“CCS” means Crown Commercial Service;

“Contract” has the meaning set out in Framework Agreement Schedule 4;

“Contract Term” means the whole duration of the Contract, from the commencement date to the expiry date, as amended by any Extension Period(s) or earlier termination (up to a maximum of sixty (60) months);  

“Core Team” means the roles identified by green dots in figure 2 of this Further Competition Invitation;

“EDT Structure” means the Authority’s exemplar delivery team structure for the Contract (see Appendix E); 

“Extension Period” means the option to extend the Contract following the end of the Initial Contract Term, in any increments of time, up to a maximum of sixty (60) months;

“Framework Supplier” means the suppliers appointed under Lot 3d (Operational Services – Application and Data Management) of the CCS Technology Services 3 Framework Agreement (reference RM6100);

“Further Competition” means the process used to establish a Contract that facilitates the selection of the Research Systems Delivery Partner (“Delivery Partner”);

“Further Competition Invitation” and “Invitation to Tender” means this document and all related documents published by the Authority in relation to this Further Competition;

“Further Competition Timetable” means the timetable set out in paragraph 4 of this Further Competition Invitation;

“GDS” means the Government Digital Standards;

“GFS” means the Government Functional Standards

“Initial Contract Term” means the first thirty (30) months of the Contract;

“IRAS” means the Authority’s Integrated Research Application System;

“Marking Scheme” means the range of marks that may be given to a Potential Provider depending on the quality of its response to a question which is located in the boxes at ‘Section 7. TENDER EVALUATION AND AWARD CRITERIA’ below;

“Maximum Initial Budget” means the maximum budget for the Initial Contract Term, which is £8.5M;

“Maximum Overall Budget” means the maximum budget for the Contract Term, which is [£17.5m];

“Potential Provider” means a Framework Supplier that submits a Tender in response to this Further Competition Invitation;

“Rate Card” means the Potential Provider’s price (day rate) for each role (see further Appendix B – 16.2-16.3); 

“Rate Card Template” means the template which the Potential Provider should complete with their price (day rate) for each role. The populated Rate Card Template will auto-populate the Rate Scenario.

“Rate Scenario” means the example requirement for a limited period, which the Authority will use to evaluate the Potential Provider’s rates and ensure a value for money service. The total value of the Rate Scenario will only be used to calculate each Potential Provider’s tender price score.

“RSP” means the Authority’s Research Systems Programme;

“RSP Delivery Leadership Team” means the senior managers of both the Delivery Partner and the Authority leading the delivery of the RSP.

“Services” means the services to be provided under the Contract as set out in Appendix B (Specification);

“Supplier” or “Delivery Partner” means the Potential Provider with whom the Authority has concluded the Contract;

“Tender” means the Potential Provider’s formal offer in response to the Further Competition Invitation; 

“Tender Clarification Deadline” means the time and date set out in paragraph 4 (Further Competition Timetable) for the latest submission of clarification questions;

“Tender Submission Deadline” means the time and date set out in paragraph 4 (Further Competition Timetable) for the latest uploading of Tenders;

“Total Score Available” means the maximum potential score that can be awarded for a response to a question;

“UI” means user interface; and

“UX” means user experience.

[bookmark: _Toc110240692][bookmark: _Toc123832410]introduction

This Further Competition is being conducted under Lot 3d (Operational Services – Application and Data Management) of the CCS Technology Services 3 Framework Agreement (reference RM6100).

This Further Competition Invitation contains all the information and instructions that a Potential Provider needs to submit a Tender.    

This Further Competition seeks to award a single Contract for a Research Systems Delivery Partner as a sole Supplier. 

The requirements to be delivered under this Contract are summarised below:

build the required architecture in accordance with Appendix B (Specification), 

provide RSP programme leadership and management under the governance of the joint strategic programme board, and 

work as a single, blended team alongside the Authority’s staff. 

The Contract includes an option to award additional requirements/ services during the Initial Contract Term where the Authority has secured additional funding that was not available at the time of running this Further Competition and any of the following apply (provided always that any modification made is in line with the Public Contracts Regulations (PCR) 2015):

The Authority cannot deliver against activities allocated to them due to capacity or capability;

The Authority wishes to instruct a change in the delivery method or outcome of an aspect of the proposal post award where this requirement has only materialised post award;

The Authority requires the Supplier to provide training, attend additional meetings, provide additional reports or any other activity that can be justified as over and above the scope set out as being part of this initial requirement/ procurement; 

The Authority wishes to accelerate the service originally due to be provided during the Initial Contract Term or bring forward/ commence other elements of the overall project ahead of completing the initial phase.

The Contract allows for additional resources that are identified as requirements during the delivery to be paid using the equivalent rates as the Rate Card, where not listed in the EDT Structure.

The Contract also includes an option to extend the Contract Term. Such an extension may take place within the Maximum Initial Budget, or as a result of additional funding being secured. 

The Contract Term shall be for a maximum period of 60 months with an estimated total Contract value of £17.5m, this includes:

an Initial Contract Term (30 months) with a Maximum Initial Budget (£8.5M); and

any Extension Period (an option to extend the Contract, in any increments of time, up to a maximum Contract Term of 60 months) with a Maximum Overall Budget of £17.5m. The Extension Period is subject to:

the Delivery Partner’s performance during the Initial Contract Term,

the Authority having secured additional funding and spend control approvals as needed, and 

formal instruction by the Authority that additional time and/or expenditure is agreed (any Extension being at the sole discretion of the Authority).

[bookmark: _Ref284694562][bookmark: _Toc110240693][bookmark: _Toc123832411]OVERVIEW OF Further Competition Invitation

The following appendices accompany this ITT:

Appendix A – Terms of the Further Competition

Sets out rights and obligations which apply to the Potential Provider and the Authority during this Further Competition.

Appendix B – Specification

A detailed description of the Services that the Supplier will be required to supply to the Authority under the Contract. The Specification prioritises the outcomes (importance/ sequence) so that the Delivery Partner can optimise their proposed solution and what can be achieved within the Maximum Initial Budget (and the Maximum Overall Budget where appropriate).

Appendix C – Further Competition Questionnaire 

The questionnaire created by the Authority, that will be used to identify the Potential Provider who provides best value to the Authority. This will be based on an assessment of the Potential Providers with regards to their ability to achieve the desired objectives, at the highest quality, within the stated timescales, and without exceeding the Maximum Initial Budget. Each question will be independently weighted based on importance and impact to the successful delivery of this Contract.

Appendix D – Rate Card Template

Potential Providers are required to complete the provided Rate Card Template, which will then auto-populate the Rate Scenario. The Rate Scenario sets out an example requirement for a limited period. The Rate Scenario is required so that the Authority can evaluate the Potential Provider’s rates and ensure a value for money service. The total value of the Rate Scenario will only be used to calculate each Potential Provider’s Tender price score. For the avoidance of doubt, the Rate Scenario is provided for evaluation purposes only. 

The completed Rate Card will form part of the Contract, with these rates being used for all work undertaken during the Initial Contract Term and any extensions to the Contract Term subject to Appendix B – 16.3.

Appendix E – EDT Structure 

The role description for each exemplar role is set out in the EDT Structure (Appendix E). The combination of these roles describes the skills the Delivery Partner will need to provide, as and when needed, to deliver the Services. Potential Providers are therefore required to provide a day rate for all of these roles for the Tender to be compliant.

Potential Providers can use sub-contractors to provide any of these skills but must clearly identify when this is the proposed approach, and as part of their response to the Quality Questions (as defined in paragraph 7.4 below) provide confidence to the Authority that the proposed sub-contractors will deliver the stated quality service and flexibility of availability.

Where additional resources are identified as requirements during the delivery, that are not listed in the EDT Structure, these will be priced and paid on a time and materials basis using the most appropriate grade from the Rate Card.

Appendix F – RSP Strategy Review Report

The report of findings and recommendations produced following the strategic review of the RSP.

[bookmark: _Toc110240694][bookmark: _Toc123832412]FURTHER COMPETITION TIMETABLE 

The timetable for this Further Competition is set out in the table below. 

The Authority may change the stages of the Further Competition and the Further Competition Timetable at any time and at its absolute discretion. Potential Providers will be informed if any changes to the Further Competition Timetable are required.

The Authority must receive all Tenders before the Tender Submission Deadline.  

Tenders received after the Tender Submission Deadline will be rejected by the Authority to ensure that all Potential Providers are treated fairly. 

		​DATE  

		​ACTIVITY  



		​Wed.16.11.22  

		​Invitation for Expressions of Interest (EOI) 



		​Wed.23.11.22, 

​12pm noon 

		​EOI, NDA, EWA Deadline 



		​Thurs. 01.12.22

​ 

		​Issue Further Competition documents to all interested Potential Providers  



		​Thurs. 01.12.22



		​Clarification period starts  



		​Fri.16.12.22 

​12pm noon 

		​Clarification period closes (“Tender Clarification Deadline”)  



		​Wed.21.12.22 

		​Deadline for the publication of Authority responses to Tender Clarification questions   



		​Fri.06.01.23 

​12pm noon 

		​Deadline for submission of a Tender to the Authority Contract (“Tender Submission Deadline”)  



		​Mon.09.01.23 –  

​Mon 23.01.23 

		​Authority evaluation of written submissions and post-tender submission clarifications with Potential Providers 



		​Tues.24.01.23 – Tues.28.02.23 

		​DHSC Investment Committee Approval Process 



		​By Fri.03.03.23  

		​Contract Award Decision Letters (“Supplier Outcome Letters”)



		​By Fri.03.03.23 

		​Start date of Standstill period   



		​By Tues.14.03.23  

		​Expected commencement date for the Contract  
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Pre-Tender Questions and Clarifications

Potential Providers may raise questions or seek clarification regarding any aspect of this Further Competition at any time prior to the Tender Clarification Deadline. 

All clarification questions must be submitted using the messaging function on the procurement portal.

The Authority will not enter into exclusive discussions regarding the requirements of this Further Competition with Potential Providers.

To ensure that all Potential Providers have equal access to information regarding this Further Competition, the Authority will publish all its responses to questions raised by Potential Providers on an anonymous basis, subject to genuine confidentiality considerations. 

If Potential Providers wish the Authority to treat any clarification question as confidential and not issue the response to all Potential Providers, they must state this when submitting the clarification question. If the Authority does not consider that the clarification question is confidential, the Authority will inform the Potential Provider of this, and the Potential Provider will have the opportunity to withdraw the question. If the clarification question is not withdrawn, then the response will be issued to all Potential Providers.

Responses will be published in a “Questions and Answers” document on the procurement portal.

Post-Tender Submission Clarifications

After initial evaluation of Tender submissions, the Authority may seek further clarification from Potential Providers on any aspect of their Tender (“Post-Tender Submission Clarifications”).

All Post-Tender Submission Clarifications will be submitted to Potential Providers using the messaging function on the procurement portal.

As the Post-Tender Submission Clarifications will be Tender specific, these will not be published.

Potential Providers Contact Email Addresses

At times the Authority may issue communications to the email address of the Potential Provider contact as detailed in the Potential Provider’s expression of interest (pre-tender submission) or in Appendix C Further Competition Questionnaire (post-tender submission). Therefore, please ensure that the mailbox(es) is/are reviewed on a regular basis. 

[bookmark: _Toc110240696][bookmark: _Toc123832414]Submitting a tender

Tenders must be submitted via the procurement portal by the Tender Submission Deadline. 

A Tender must remain valid and capable of acceptance by the Authority for a period of 90 calendar days following the Tender Submission Deadline. A Tender with a shorter validity period may be rejected.

[bookmark: _Toc110240697][bookmark: _Toc123832415]tender EVALUATION and Award Criteria

Tenders will be evaluated in line with the Marking Scheme and detailed evaluation criteria set out below within this Section 7.  

The following weightings will apply to the Award Criteria for this Further Competition:

		No.

		Award Criteria

		Weighting



		1

		Quality

		80%



		2

		Social Value

		10%



		3

		Price

		10%







Potential Providers’ Tender scores will be calculated using the following evaluation criteria and Marking Schemes:

Quality Questions 

The Quality score will be awarded based on the responses submitted to a number of technical questions as set out in the table at paragraph 7.7 (the Quality Questions) relating to the quality of delivery of the Services, as set out in Appendix C - Further Competition Questionnaire.

[bookmark: _Hlk109354588]Responses to Quality Questions shall be scored using the following Marking Scheme: 

		Marking Scheme

		Description



		10

Excellent

		The response contains excellent detail and strong evidence of the Potential Provider’s ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response provides strong confidence that the requirements referenced in the question will be met. Response identifies elements that will offer clear added value, which are explained and justified.



		7

Good

		The response contains good detail and strong evidence of the Potential Provider’s ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response provides good confidence that the requirements referenced in the question will be met. Response identifies elements that will offer minor added value, which are explained and justified.



		5

Satisfactory

		The response contains sufficient detail and evidence of the Potential Provider’s ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response provides some confidence that the requirements referenced in the question will be met. 



		3

Less than satisfactory

		The response contains some detail and evidence of the Potential Provider’s ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response provides limited confidence that the requirements referenced in the question will be met.



		1

Limited

		The response contains only limited detail and evidence of the Potential Provider’s ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response raises significant concerns or reservations that the requirements referenced in the question will be met.



		0

Unacceptable

		Does not comply and / or insufficient information provided to demonstrate that the Potential Provider has the ability, understanding, experience, skills, resource and quality measures required to provide the supplies / services as relevant to the question. The response provides no confidence that the requirements reference in the question will be met.







Social Value

The evaluation criteria for Social Value shall be applied to the following three Social Value Model Policy Outcome areas:   

· Increase supply chain resilience and capacity;

· Effective stewardship of the environment; 

· Improve Health and Wellbeing. 

Responses to Social Value criteria questions shall be scored using the following Marking Scheme: 

		Marking Scheme

		Description



		4

Excellent

		Excellent: (exceeds all of the Model Award Criteria).

The response exceeds what is expected for the criteria. Leaves no doubt as to the capability and commitment to deliver what is required. The response therefore shows:

· Very good understanding of the requirements.

· Excellent proposals demonstrated through relevant evidence.

· Considerable insight into the relevant issues.

· The response is also likely to propose additional value in several respects above that expected.

· The response addresses the social value policy outcome and also shows in-depth market experience.



		3

Very Good

		Very good: (exceeds some of the Award Criteria)

The response meets the required standard in all material respects. There are no significant areas of concern, although there may be limited minor issues that need further exploration or attention later in the procurement process. The response therefore shows:

· Good understanding of the requirements.

· Sufficient competence demonstrated through relevant evidence.

· Some insight demonstrated into the relevant issues.

· The response addresses the social value policy outcome and also shows good market experience.



		2

Good

		Good: (meets all of the Award Criteria)

The response broadly meets what is expected for the criteria. There are no significant areas of concern, although there may be limited minor issues that need further exploration or attention later in the procurement process. The response therefore shows:

· Good understanding of the requirements.

· Sufficient competence demonstrated through relevant evidence.

· Some insight demonstrated into the relevant issues.

· The response addresses most of the social value policy outcome and also shows general market experience.



		1

Poor

		Poor: (meets some of the Award Criteria)

The response meets elements of the requirement but gives concern in a number of significant areas. There are reservations because of one or all of the following:

· There is at least one significant issue needing considerable attention.

· Proposals do not demonstrate competence or understanding.

· The response is light on detail and unconvincing.

· The response makes no reference to the applicable sector but shows some general market experience.

· The response makes limited reference (naming only) to the social value policy outcome set out within the invitation.



		0

Fail

		Fail: the response completely fails to meet the required standard or does not provide a proposal.







1.1.1 For further guidance on how to meet the Social Value award criteria, please see the Social Value Model Quick Reference Table: 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/940828/Social-Value-Model-Quick-Reference-Table-Edn-1.1-3-Dec-20.pdf

Price

Due to the complex nature of this project, the 10% Price score will be calculated using the Rate Scenario. 

Potential Providers should complete the Rate Card Template. This will populate the Rate Scenario which provides an example set of roles for a specific time period.

The lowest Rate Scenario Total Price will be identified and this value will be used to calculate the price score for all bidders as follows:

Lowest Rate Scenario Total Price / Potential Provider’s Rate Scenario Total Price) x 10%  

The Total Score Available for each question set out in Appendix C (Further Competition Questionnaire) is as follows:

		[bookmark: _Hlk110018098]QUESTION NUMBER

		QUESTION

		QUESTION TYPE

		TOTAL SCORE AVAILABLE



		[1]

		Company information

		Information Only

		Information Only



		[2]

		Potential provider contact

		Information Only

		Information Only



		[3]

		Cultural fit

		Quality Question

		5%



		[4]

		Partnership working

		Quality Question

		4.5%



		[5]

		Capability

		Quality Question

		8.5%



		[6]

		Ideal partner

		Quality Question

		7.5%



		[7]

		Design and management

		Quality Question

		7.5%



		[8]

		Solutions and outcomes focus

		Quality Question

		8.5%



		[9]

		Product delivery

		Quality Question

		8.5%



		[10]

		Milestone delivery

		Quality Question

		7.5%



		[11]

		Management information

		Quality Question

		5%



		[12]

		Contract management

		Quality Question

		5%



		[13]

		Innovation

		Quality Question

		7.5%



		[14]

		Overcoming challenges

		Quality Question

		5%



		[15a]

		Social value – increase supply chain resilience and capacity

		Social Value Question

		2.5%



		[15b]

		Social value – effective stewardship of the environment

		Social Value Question

		5%



		[15c]

		Social value – improve health and wellbeing

		Social Value Question

		2.5%



		[16]

		Price

		Price Question

		10%



		

		Total

		

		100%







[bookmark: _Toc110240699][bookmark: _Toc123832416]CONTRACT AWARD

It is the Authority’s intention to award the Contract to the Potential Provider that achieves the highest total score.

[bookmark: _Hlk110018372]The Authority reserves the right to not award the Contract to a Potential Provider with the highest total score where they meet either of the following criteria: 1) score 3 or below on two or more Quality Questions, 2) score 1 or below on two or more Social Value Questions. In such a case, the Authority will award the Contract to the Potential Provider with the next highest total score who does not meet any of the above criteria.

[bookmark: _Toc110240700][bookmark: _Toc342297656]If two or more Potential Providers obtain the same highest total score, the Potential Provider with the highest score for Q6 – Ideal Partner will be deemed the winner and be awarded the Contract.   

[bookmark: _Toc123832417]Supplier Outcome Letters 

Upon award of the Contract, Potential Providers will be notified of the outcome of this Further Competition by letter via the procurement portal.

[bookmark: _Toc110240701][bookmark: _Toc123832418]
Appendix A –Terms of the Further Competition 
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The Terms of the Further Competition regulate the conduct of the Potential Provider and the Authority throughout the Further Competition. These terms also grant the Authority specific rights and limit its liability.

In these Terms of the Further Competition any reference to 'person' includes, but is not limited to, any person, firm, body, or association, corporate or incorporate.

The Further Competition Invitation has been prepared in good faith but does not purport to be a comprehensive statement of all matters relevant to this Further Competition nor has it been independently verified.  Neither the Authority nor its advisers, directors, officers, members, employees or other staff or agents:

accept any liability or responsibility for the adequacy, accuracy or completeness of the Further Competition Invitation; 

make any representation or warranty, express or implied, with respect to the information the Further Competition Invitation contains nor shall any of them be liable for any loss of damage arising as a result of reliance on such information or any subsequent communication.  

The Potential Provider shall form its own conclusions and make its own independent assessment of the requirements of the terms and conditions of the Contract and should seek its own financial and legal advice about the methods and resources needed to meet the Authority's requirements.  

The Authority does not accept responsibility for the Potential Providers' assessment of the requirements of this Further Competition.  

The Potential Provider is responsible at its own expense, for obtaining all information required to prepare its Tender.

Any exclusions of liability of the Authority in this paragraph do not apply to the extent of any deceit or fraudulent misrepresentation made by or on behalf of the Authority.
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The Potential Provider agrees to abide by these terms and any instructions given in the Further Competition Invitation and agrees to ensure that any of its staff, contractors, subcontractors, consortium members and advisers involved or connected with the Further Competition abide by the same.

Contact and Canvassing During the Further Competition



[bookmark: _Ref280192254]The Potential Provider must not directly or indirectly canvass any Minister, public sector employee or agent regarding this Further Competition or attempt to procure any information from the same regarding the Further Competition (except where permitted by the Further Competition Invitation). Any attempt to do so may result in the Potential Provider’s disqualification from this Further Competition. 

Collusive Behaviour



[bookmark: _Ref287364080]The Potential Provider must not (and shall ensure that its subcontractors, consortium members, advisors, or companies within its group do not):

3.1.1 fix or adjust any element of the Tender by agreement or arrangement with any other person;

3.1.2 communicate with any person other than the Authority about the value, price or rates set out in the Tender; or information which would enable the precise or approximate value, price or rates to be calculated by any other person; 

3.1.3 enter into any agreement or arrangement with any other person, so that person refrains from submitting a Tender; 

3.1.4 share, permit or disclose to another person access to any information relating to the Tender (or another Tender to which it is party) with any other person;

3.1.5 offer or agree to pay, give or does pay, give any sum or sums of money, inducement or valuable consideration directly or indirectly to any other person, for doing or having done or causing or having caused to be done in relation to the Tender any other Tender or proposed Tender, any act or omission, except where such prohibited acts are undertaken with persons who are also participants in the Potential Provider’s Tender, such as subcontractors, consortium members, advisors or companies within its group, or where disclosure to such person is made in confidence in order to obtain quotations necessary for the preparation of the Tender or obtain any necessary security.

3.1.6 If the Potential Provider breaches paragraph 2.1, the Authority may (without prejudice to any other criminal or civil remedies available to it) disqualify the Potential Provider from further participation in the Further Competition.

3.1.7 [bookmark: _Toc280187313]The Authority may require the Potential Provider to put in place any procedures or undertake any such action(s) that the Authority in its sole discretion considers necessary to prevent or curtail any collusive behaviour.

[bookmark: _Toc342297364][bookmark: _Toc106715541][bookmark: _Toc108511996][bookmark: _Toc108773544][bookmark: _Toc110240704]Warranties



By participating in this Further Competition, the Potential Provider warrants (without limitation to any other warranties in these Terms or elsewhere in the Further Competition Invitation) that: 

3.1.8 it has made sufficient enquiries and has received sufficient information from the Authority to fully understand the requirements of this Further Competition and agree to provide the Services in accordance with the Terms of this Further Competition;

3.1.9 it has all the requisite corporate authority to sign its Tender;

3.1.10 all the information contained in its Tender (including any attachments) is accurate and true and the Potential Provider undertakes to notify the Authority of any changes as soon as practicable; and

3.1.11 has complied with all the requirements set out in the Further Competition Invitation, including these Terms of the Further Competition.



Abnormally Low Bids



Where the Authority considers that a price submitted by a Potential Provider as part of its Tender may be abnormally low it shall require the Potential Provider to explain the proposed price or costs and shall assess the information provided by the Potential Provider. Where the evidence supplied does not satisfactorily account for the low level of price or costs proposed, the Authority may reject the Tender. Potential Providers acknowledge that the Authority may be required to reject their Tender if it is abnormally low for the reasons set out in regulation 69(5) of the Regulations and in accordance with the procedure set out within regulation 69 of the Regulations.

Data Protection



The Authority will collect, hold and use personal data (as defined in the General Data Protection Regulations (GDPR) (Regulation (EU) 2016/679) and the Data Protection Act 2018) obtained from and about the Potential Provider including any members of the Group of Economic Operators and their staff during the course of the Further Competition (“Personal Data”). The Potential Provider must consent to such Personal Data being collected, held and used in accordance with and for the purpose of administering this Further Competition and for contract management of any contract subsequently awarded.

The Potential Provider warrants, on a continuing basis, that it has:

3.1.12 all requisite authority and has obtained and will maintain all necessary consent required under the General Data Protection Regulations 2016, the Data Protection Act 2018, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all relevant regulations together with any codes of conduct and guidance issued by the Information Commissioner (the “Data Protection Regulations”); and

3.1.13 otherwise fully complied with all of its obligations under the Data Protection Regulations, in order to disclose to the Authority the Personal Data, and allow the Authority to carry out this Further Competition.

The Potential Provider shall immediately notify the Authority if any of the consents are revoked or changed in any way which impacts on the Authority’s rights or obligations in relation to such Personal Data.

Confidentiality

The contents of the Further Competition Invitation are being made available by the Authority on the conditions that the Potential Provider: 

treats the Further Competition Invitation (the "Information") as confidential at all times, unless the Information is already published in the public domain;

does not disclose, copy, reproduce, distribute or pass any of the Information to any other person at any time or allow any of these things to happen, except where, and to the extent that, the Information has been publicised in accordance with paragraphs 2.10 – 2.16 (Freedom of Information) and 2.17 – 2.18 (Transparency) of these Terms of the Further Competition ;

only uses the Information for the purposes of preparing a Tender (or deciding whether to respond); and

does not undertake any promotional or similar activity related to this Procurement within any section of the media during this Procurement.

Freedom of Information

In accordance with the obligations and duties placed upon public authorities by the FoIA and the EIR and in accordance with any government Code of Practice on the discharge of public authorities' functions under the FoIA (as defined in the glossary the Invitation to Tender), all information submitted to the Authority may be disclosed under a request for information made pursuant to the FoIA and the EIR (as defined in the glossary the Invitation to Tender).  

A Potential Provider should note that the information disclosed pursuant to a FoIA or EIR request may include, but is not limited to, the disclosure of its Tender (including any attachments or embedded documents) and/or any score or details of the evaluation of its Tender.

If the Potential Provider considers any part of its Tender or any other information it submits to be confidential or commercially sensitive, the Potential Provider should:

clearly identify such information as confidential or commercially sensitive;

explain the potential implications of disclosure of such information taking into account and specifically addressing the public interest test as set out in the FoIA; and

provide an estimate of the period of time during which it believes that such information will remain confidential or commercially sensitive.

If the Potential Provider identifies that part of its Tender or other information it submits is confidential or commercially sensitive, the Authority in its sole discretion will consider whether or not to withhold such information from publication. The Potential Providers should note that, even where information is identified as confidential or commercially sensitive, the Authority may be required to disclose such information in accordance with the FoIA or the EIR.   

The Authority is required to form an independent judgement of whether the Potential Provider's information referred to in paragraph 12.4 is exempt from disclosure under the FoIA or the EIR and whether the public interest favours disclosure or not.  The Authority cannot guarantee that any information indicated as being confidential or commercially sensitive by the Potential Provider will be withheld from publication.

The Authority will not accept attempts to class all, or any broad categories of information as “confidential information” or “commercially sensitive” and may disregard a Potential Provider’s attempts to classify information in this way. Potential Providers are reminded that the Authority shall be responsible for determining in its absolute discretion whether information is exempt from disclosure in accordance with the FoIA or the EIR. 

If the Potential Provider receives a request for information under the FoIA or the EIR during and in relation to this procurement, it should be immediately referred to the Authority.

Transparency 

In accordance with the Government's policy on transparency, the Authority reserves the right to make all or part of the Information (which, for the avoidance of doubt, includes the contract) publicly available (subject to any redactions made at the discretion of the Authority by considering and applying relevant exemptions under the FoIA).

Potential Providers should note that the terms of the contract will permit the Authority to publish the full text of such contract awarded with the Potential Provider after considering (at the Authority's sole discretion respectively) any representations made by the Potential Provider regarding the application of any relevant FoIA or EIR exemptions.

Intellectual Property Rights

The Further Competition Invitation shall remain the property of the Authority and shall be used by the Potential Provider only for the purposes of this procurement. 

The Potential Provider grants the Authority an irrevocable, perpetual, non-exclusive licence to copy, amend and reproduce any intellectual property contained within its Tender for the purposes of carrying out this procurement; complying with the law and/or any government guidance; and/or carrying out the Authority's business activities.  This licence shall also permit the Authority to sublicense the use of the Potential Provider's Tender to its advisers or sub-contractors or other Contracting Authorities (as defined in Regulation 2 of the Public Contracts Regulations 2015) for the same purposes.

Right to Verify Information

The Authority may contact (or may require the Potential Provider to contact on its behalf) any of the Potential Provider's customers, sub-contractors or other third parties to whom information relates in the Potential Provider's Tender, to ask that they testify that such information is accurate and true. 

The Authority reserves the right to seek third party independent advice or assistance to validate information submitted by a Potential Provider and/or to assist in the tender evaluation process. 

The Authority may require the Potential Provider to clarify aspects of its Tender in writing and/or provide additional information.  Failure to respond adequately may result in the rejection of the Potential Provider's Tender and its elimination from further participation in all or part of this Further Competition.

[bookmark: _Toc123832421]3. COmpliance AND RIGHT TO EXCLUDE

The Potential Provider agrees that in cases where their Tender is deemed non-compliant when compared with the requirements set out within the Further Competition Invitation (e.g. budget, terms and conditions) they will be excluded from the Further Competition.

The Authority may exclude a Potential Provider's Tender from this Further Competition if the Potential Provider fails to provide to the Authority:

4.1.1 any information requested;

4.1.2 a full and satisfactory response to any question or information request; 

4.1.3 a Tender, or response to the Authority's queries, within any specified timescales; and/or

4.1.4 documentation referred to in its Tender.

The Authority may exclude a Potential Provider from any participation in this Further Competition at any stage, if the Potential Provider:

4.1.5 fails to comply fully with the requirements of this Further Competition as set out in the Invitation to Tender; 

4.1.6 has breached these Terms of the Further Competition;

4.1.7 has committed a wilful omission or misrepresentation in its Tender; or

4.1.8 or any of its sub-contractors or member of its group of economic operators has an actual or potential conflict of interest.

If the Authority has the right to exclude a Potential Provider under these Terms of Participation or the Invitation to Tender it may (in its sole discretion):

4.1.9 exclude the affected Tender but allow the Potential Provider to participate as member of a sub-contractor in another Tender; and/or

4.1.10 completely exclude the Potential Provider from any involvement in this Further Competition in its own name, and/or as member of a and/or sub-contractor in another Tender.

4.1.11 Potential Providers are under a continuing obligation to notify the Authority of any actual or potential conflict of interest. Potential Providers are therefore advised to review carefully their prior and/or current involvement with the Authority, and to identify any such conflict, notifying the Authority prior to submission of their Tender and at any time thereafter when they identify such conflict. 

4.1.12 The Authority may exclude a Potential Provider from participation in this Further Competition in the event of an actual or potential conflict of interest that cannot be mitigated or resolved to the satisfaction of the Authority.

4.1.13 The Authority may exclude a Potential Provider from participation in this Further Competition where there is a change in identity, control, financial standing or other factor impacting on the selection and/or award process, which would affect or would have affected the Authority's evaluation of the Potential Provider's Tender in accordance with the Regulations.



[bookmark: _Toc287440409][bookmark: _Toc342297365][bookmark: _Toc106715542][bookmark: _Toc108511997][bookmark: _Toc108773545][bookmark: _Toc110240705][bookmark: _Toc123832422]4. RIGHT TO CANCEL OR VARY THE Further Competition

The Authority reserves the right: 

5.1.1 to amend, clarify, add to or withdraw all or any part of the Further Competition Invitation at any time during the Further Competition;

5.1.2 to vary any timetable or deadlines set out in the Further Competition Invitation;

5.1.3 not to conclude a contract for some or all of the goods and / or services (as applicable) for which Tenders are invited;

5.1.4 to cancel all or part of the Further Competition at any stage at any time.

The Potential Provider accepts and acknowledges that by issuing the Further Competition Invitation, the Authority is not bound to accept a Tender or obliged to conclude a contract with the Potential Provider at all.

[bookmark: _Toc123832423]5. COSTS

The Authority will not reimburse any costs incurred by a Potential Provider in connection with the preparation and/or submission of the Potential Provider's Tender, including (without limit) where:

6.1.1 this Further Competition is cancelled, shortened or delayed for any reason (including, without limitation, where such action is necessary due to non-compliance or potential non-compliance with the law, including the Regulations); 

6.1.2 all or any part of the Invitation to Tender is at any time amended, clarified, added to or withdrawn for any reason; 

6.1.3 a contract not awarded in respect of some or all of the Goods and/or Services for which tenders are invited; or

6.1.4 the Potential Provider and/or its Tender is disqualified from participation in this Further Competition for any reason, including breach of these Terms of Further Competition.


[bookmark: _Toc110240706][bookmark: _Toc123832424]Appendix B – SPECIFICATION 

1. [bookmark: _Toc368573027][bookmark: _Toc522714834][bookmark: _Toc106715544][bookmark: _Toc108511999][bookmark: _Toc108773547][bookmark: _Toc110240707][bookmark: _Toc123832425]PURPOSE

[bookmark: _Toc368573028][bookmark: _Toc522714835][bookmark: _Toc296415805][bookmark: _Toc297554773]The Research Systems Delivery Partner shall deliver the Health Research Authority’s Research Systems Digital Transformation Programme, working in close collaboration with the HRA.

[bookmark: _Toc106715545][bookmark: _Toc108512000][bookmark: _Toc108773548][bookmark: _Toc110240708][bookmark: _Toc123832426]the Health Research Authority

[bookmark: _Hlk106694148]The HRA’s mission is to protect and promote the interests of patients and the public in health and social care research, working with partners across the UK. The HRA does this by providing expert advice and guidance to researchers and by reviewing research studies through 80 Research Ethics Committees across the UK (with the devolved administrations), the Confidentiality Advisory Group and undertaking specialist review and assurance of research on behalf of NHS organisations.

The HRA works across the whole of the UK’s health and care system - reviewing around 6,000 new research studies each year, from multi-centre clinical trials of new medicines and advanced therapeutics, to observational studies using tissue banks or health data. The HRA also reviews 18,000 amendments to research studies each year.

The HRA provides a UK-wide research review system, coordinated across the regulators in the four nations, streamlining governance and promoting good practice across health and social care research. The HRA’s staff enable collaboration to streamline the set-up and review of research, to provide specialist advice, guidance and learning and to support the HRA’s committees and advisory groups. 

The HRA manages the technology platforms for national health and social care research approval on behalf of its partners across the UK. This includes the Integrated Research Application System (IRAS) and the back-office systems that support the review of applications to enable researchers to apply for research approvals from a number of different regulators, committees, and review bodies.

[bookmark: _Toc368573029][bookmark: _Toc522714836][bookmark: _Toc106715546][bookmark: _Toc108512001][bookmark: _Toc108773549][bookmark: _Toc110240709][bookmark: _Toc123832427][bookmark: _Toc297554774]The Research Systems Programme (RSP)

Vision

The purpose of the RSP is to replace the HRA's existing primary research systems. The RSP vision is as follows: 

“The Research Systems Programme will create a world-class hub for health and social care research in the UK. It will offer smooth and intuitive access to gaining research approvals for regulatory and NHS purposes and best practice guidance and lay-friendly information about the results of all health and care research studies taking place in the UK. It will ensure that the HRA can deliver its strategic objective to make the UK a great place to do health and social care research.”

The RSP will play a key role in enabling fast, efficient, and integrated approval of research in the UK across multiple approval bodies, 80 Research Ethics Committees and numerous other committees. This major improvement programme will create intuitive research systems that interact with other systems in the research sector - creating one seamless online resource for users. This will build on and enhance the HRA’s existing work with partners to further improve its services. The new systems will support researchers throughout the lifecycle of their projects.

Background

Work on RSP was initiated in 2017 and a strategic supplier was appointed in 2020 to deliver the transition from the HRA’s legacy system to a new platform. 

However, by October 2021 the programme was significantly behind the strategic ambition for delivery and the HRA recognised that a review was needed to identify the root causes of the delay and to get the programme back on track. 

In January 2022, PA Consulting Services Ltd (Company No. 00414220) were appointed via the CCS G-Cloud Framework to support the HRA in carrying out the review. The review was completed in Q1 of FY2022/23 and the main findings were:

The operating model for delivery was not fit for purpose for a digital transformation programme of this size.

The chosen technology platform did not appear to have delivered the promised speed and reuse benefits of a low code platform, and licences are expensive. Lack of reuse was impacting both initial development and ongoing costs.

There was a lack of a human-centred design methodology, approach or governance. The system ran the risk of not meeting the needs of users or addressing their problems. Ease of use is a key requirement for RSP, given most users don’t use the system day-to-day, but the current platform is not able to easily support an intuitive, GDS approved user experience and interface.

[bookmark: _Hlk109351210][bookmark: _Hlk109378536]Further details of the strategic review findings and recommendations are set out in Appendix F – RSP Strategy Review Report (‘HRA FinalDeck 110522 – commercial redactions’).  This report has been redacted of commercially sensitive and personal data, to protect the legitimate interests of the parties referred to in the redactions. However, the Authority has assessed that the redacted information is not relevant or advantageous for the purpose of Potential Providers preparing a Tender for this Further Competition. 

Updated Strategy

In response to the strategic review findings and recommendations, the HRA has adopted a new strategy. The strategy places a focus on providing greater clarity of vision, a robust delivery approach and a scalable technology stack:

A clear vision for the RSP, understood by all, an insight-driven future target experience (a high-level ‘To Be journey’) that spans all user touchpoints.

A technology stack and supplier ecosystem (based around a microservices architecture) that will be fit for purpose to deliver the vision for RSP.

A robust delivery model, including the addition of enterprise delivery expertise to the HRA team and a human-centred design approach.

The Delivery Partner will lead on the technical delivery of the new strategy, working closely with the HRA staff, and under the direction of a joint strategic programme board. The board will comprise of senior managers of both the Delivery Partner and the HRA (the RSP Delivery Leadership Team), and will be chaired by the HRA’s Chief Digital Transformation Officer, or deputy.

[bookmark: _Toc109375202][bookmark: _Toc109375324][bookmark: _Toc109375436][bookmark: _Toc109375203][bookmark: _Toc109375325][bookmark: _Toc109375437][bookmark: _Toc109375204][bookmark: _Toc109375326][bookmark: _Toc109375438][bookmark: _Toc106715547][bookmark: _Toc108512002][bookmark: _Toc108773550][bookmark: _Toc110240710][bookmark: _Toc123832428]OUTCOMES

The intended outcomes of the delivery partnership for the RSP are set out below. The Delivery Partner will lead on the technical delivery of the new strategy, working closely with the HRA.

A clear vision for the RSP:

Take the unified insight-driven target ’to-be’ experience created as part of the strategic review and use this to inform and guide all transformation activity throughout the Contract Term.

Test this vision with users, refine it and ensure the illustrated ‘To Be’ journey is widely socialised and understood by all team members / stakeholders.

Pivot to a custom-build stack, based on a modern / extensible / flexible microservices architecture. This will separate concerns, keep components loosely coupled, and be interoperable and highly scalable in small increments. This will empower a highly complex application whilst: fully meeting business and user needs; enabling scalability in the solution / development approach; facilitating delivery at pace; utilising skillsets that are readily available in the market; and promoting re-use.

Deploy a suitably resourced, efficient, cost effective and empowered team to reset the RSP, expediting method / experience / expertise, upskilling the existing team and / or helping to recruit new team members.

Align RSP delivery to Government Digital Standards (GDS) approaches

Leverage service standards, user experience/user interface (UX/UI) component libraries, and other artefacts as proven accelerators to delivery.

Technology stack and supplier ecosystem:

	Select an architectural approach / technology stack that can support the required integration consolidation / standardisation / open standards, is appropriate for the target state, can support the required data migration / data analysis / data extraction to third-parties / the HRA Data Warehouse, and facilitates easier supplier selection​.

	Select a technology stack that can meet GDS / accessibility standards, branding and mobile requirements from the outset, facilitating streamlined assessments and acting as an accelerator to design and build speed and quality. This will ensure the HRA keeps a structured and semantically consistent data model at the heart of the solution, consolidating / standardising integrations and providing open standards.

Delivery model:

	Embed a human-centred design methodology and robust design governance, with a team of experienced user researchers, service design and UX / UI practitioners. Ensure user needs drive prioritisation of the product roadmap​.

	Prototype and iterate quickly, using design prototypes to test with users, and technical prototypes to prove solutions to complex areas of the system will work, being unafraid to learn quickly and adapt​.

	Multiple delivery streams to achieve the target timescales. Common ways of working, including shared quarterly releases and RSP leadership across teams. 

	Implement a resilient, scalable infrastructure to support the delivery of the strategy, and be able to manage iterative reviews and updates as needed over the life of the product. It must be supported by a robust agile method, mindsets and behaviours; a defined and well-described product roadmap; a well-groomed and estimated backlog of activity; and clearly defined transitional states in the product roadmap. 

	Use the exemplar role descriptions in the EDT Structure (Appendix E) to agree the allocation of unambiguous roles and responsibilities for both the Delivery Partner and HRA staff, empowering team members to feel ownership of overall outcomes within the RSP.

	Provide clarity around delivery approach, set the bar for what “good” looks like and embed proactive supplier management into this operating model​.

[bookmark: _Toc120704882][bookmark: _Toc123832429]Long Term Project Goals

5.1. Implement a product and ways of working that can be sustainably delivered throughout and beyond the Contract Term.

[bookmark: _Toc106715548][bookmark: _Toc108512003][bookmark: _Toc108773551][bookmark: _Toc110240711][bookmark: _Toc123832430]PARTNERSHIP

The Delivery Partner will provide the HRA with the required breadth and depth of technology capabilities to build the required architecture, provide RSP leadership and management under the governance of the joint strategic programme board, and work as a single, blended team alongside the HRA’s staff. The Partner’s understanding of the intended working relationship, and demonstrable expertise and value add gained from relevant experience, will be significant factors in the evaluation process:

Relationship: 

The Delivery Partner and the HRA will form an integrated and complementary delivery team that will work together seamlessly to ensure the RSP delivery meet the HRA’s needs. In order to achieve this, the Delivery Partner will need to:  

Understand and be aligned with the HRA’s values;

Have extensive experience and maturity in programme delivery, enabling them to provide professional and necessary challenge throughout the RSP, to continually improve the delivery approach and ensure the optimal outcomes for the HRA are achieved;

Bring creativity and innovation to problem solving, ensuring obstacles to delivery are overcome; 

Have senior leadership that are aligned to the HRA’s strategic ambitions, and are able to make decisions which contribute to the HRA’s long-term success and direction;

Have and demonstrate a growth mindset in systems development;

Maintain agility and stamina, delivering motivation and reinforcement from its leadership to ensure a high-performing team. The Delivery Partner will not focus solely on milestones, but will ensure quality and success is delivered throughout all aspects of the RSP.

Delivery expertise:

The Delivery Partner will have a detailed understanding of the UK research ecosystems of which the HRA is a part. Knowledge of the roles and relationships between the HRA, MHRA (Medicines and Healthcare products Regulatory Agency), NIHR (National Institute for Health and Care Research), and the research support organisations in Northern Ireland, Scotland,  and Wales, in particular, would be advantageous in helping the HRA consider the external interdependencies and political factors which may impact successful delivery of the RSP. 

The Delivery Partner will support the HRA in meeting the requirements of the  Government Functional Standards (GFS), Government Digital Standards (GDS) and associated assessments (GDS assessment and DHSC gateway reviews).

The Delivery Partner will deliver a human-centred design (HCD)-driven software product delivery approach and an agile approach at scale (multiple delivery teams, quarterly planning).

The Delivery Partner will excel in delivery management and building capability within the customer organisation.

The Delivery Partner will bring a culture of working in partnership with customers as a single team to the HRA, improving delivery culture, and educating in-house teams on good practice and full / comprehensive adoption of digital standards.

Technical expertise:

[bookmark: _Hlk117016952]The Delivery Partner will provide expertise of modern microservice architectures and migrating legacy research systems to the Authority.

The Delivery Partner will provide expert advice and facilitate the migration of data from complex legacy systems, and systems that have data anomalies as a result of a lack of system data governance. 

The Delivery Partner will provide extensive expertise in the development of digital services using open source code and public code repositories.

The Delivery Partner will provide extensive expertise in creating digital services with coding / components that are highly re-usable.

The Delivery Partner will provide extensive expert advice and support to the HRA in creating digital services using Gov.uk styles, components and patterns. 

The Delivery Partner will provide mature in-house coding, development and technology centres of excellence based on industry good practices.  

The Delivery Partner will provide expertise in knowing what code, components etc. can't be shared and ensuring these are not published.

The Delivery Partner will provide Digital Service delivery expertise, whilst working collaboratively with other / multiple Gov.uk, public sector and NHS organisations.

[bookmark: _Toc106715549][bookmark: _Toc108512004][bookmark: _Toc108773552][bookmark: _Toc110240712][bookmark: _Toc123832431][bookmark: _Toc296415793]Scope of requirement

“To Be” Architecture

[bookmark: _Toc368573031][bookmark: _Toc522714839]The Delivery Partner will help create a custom (React / .NET) microservices-based solution, which offers flexibility / agility for delivery at pace. Whilst the solution will leverage out-of-the-box features and functionality where possible, the business needs are complex (in terms of UX, question sets, workflow engine, integration, amendments etc.) which will require the creation of “custom” code as needed. 

The solution will be heavily externally-facing. Therefore, user volumes are key, with a growth of 1,000 new users every month and an anticipated concurrency rate of 25,000 each month (note: user volumes will scale as more user types, e.g. Sites, are assimilated into the journey). Consequently, the solution needs to have controlled and regular releases (having gone through a robust test / release cycle) and needs to be designed to be flexible and scalable to future needs as innovation unfolds.

The HRA has recently completed a significant piece of work which has produced the “to-be” microservices-based architecture and RSP transition roadmap. This work has identified some architecturally significant and complex areas which will require an early proof of concept.

The technology stack to support the “to-be” architecture will:

be hosted on the public cloud;

incorporate defence-in-depth to protect users’ privacy and data;

fully leverage open standards and open source to avoid vendor lock-in;

provide full and easy interoperability and integration with other systems; and

be flexible and scalable to future needs and as innovation unfolds, by providing modularisation of the HRA business into modern and widely used microservices.



Figure 1 – ‘To Be’ architecture
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[bookmark: _Toc106715550][bookmark: _Toc108512005][bookmark: _Toc108773553][bookmark: _Toc110240713][bookmark: _Toc123832432]The requirement

Technical Requirements 

The Delivery Partner is required to:

Fully implement and deliver the HRA’s “to-be” .NET microservices based architecture and technology stack along with the production of associated architecture design artifacts.

Develop and deliver the loosely coupled microservices using open source code. 

Deliver an early proof of concept for the identified architecturally significant and complex areas. 

Use REACT and REACT Native UX layer for the delivery of all User Interfaces. These interfaces will be mobile-friendly, meet WCAG AA accessibility requirements, incorporate corporate branding and utilise GDS UI templates and components to accelerate both delivery and NHSX Assessments.

Implement and deliver the integration layer, leveraging widely used integration patterns and technologies to deliver standardised interfaces using open standards across the 15+ integrations that the HRA requires.

Deliver a structured storage of data using an enterprise-wide taxonomy and governance to facilitate question set management and streamlined data migration.

Implement and deliver a reporting layer, leveraging structured data to provide rich operational reporting and extracts of data to power detailed outcome analysis.

Implement and deliver a commercial, off-the-shelf, open source workflow and rules engine specialising in microservice orchestration and human workflow to facilitate accelerated development, leveraging subject matter expertise.

Deliver using industry best practice and fully automated CI / CD pipelines which incorporates controlled and regular releases going through a robust test and release cycle.

Build and deliver the digital services to meet Government Functional Standards (GFS), Government Digital Standards (GDS) and associated assessments (GDS assessment and DHSC gateway reviews).

Undertake timely and continuous testing throughout the delivery cycle.

Follow Software Test Lifecycle (STLC) aligned with the HRA’s Test Strategy.  Testing is to include: Unit Testing including Accessibility Conformance, System Testing (User Interface Testing, Microservice Testing, API Testing, Database Testing), Integration Testing, User Acceptance Testing, Migration Testing, Volume / Load / Performance testing, Disaster Recovery Testing, Post-go-live Testing, and Automation Testing (configurable to DevOps pipelines).

Service Requirements

The strategic programme review has highlighted the fact that the current programme uses a mixture of delivery methods, rather than the recommended agile, iterative user-centred approach, which is laid out by GDS and has proven to be successful in large scale digital transformations of this kind. 

As described in the GDS Service Standards, “using agile methods means getting your service in front of real users as soon as possible. Then observing and generating data on how they use it, and iterating the service based on what you’ve learned”. Unfortunately, the HRA has been unable to fully establish and embed this methodology with previous suppliers. Therefore, a key requirement of the Delivery Partner is to utilise this approach, and support the HRA in utilising and adopting it, through their leadership and experienced digital delivery practitioners, who will become a seamless part of the cross-functional delivery team.

A lack of capabilities and experience in the Authority’s current team, will need to be mitigated with support from the Delivery Partner. Teams will need to be bolstered with the right expertise, training and coaching and a definitive view of what “good” looks like for agile delivery. The new combined product development needs to be supported to adopt a user-first approach.

RSP will be managed as a single programme (which includes the HRA IRAS (Integrated Research Application System) website and other research system related projects as they come onstream e.g. research registration) using a common architecture, governance structure and delivery cadence. The Delivery Partner will engage proactively in the delivery model, expediting method, experience and expertise, upskill the existing team and / or help recruit new team members.

The proposed programme delivery team structure will consist of three blended teams, including roles from both the HRA and the Delivery Partner, to start the delivery of Future IRAS. These teams will run on the same cadence to take advantage of planning cycles, shared routines (i.e., ‘scrum of scrums’ and joint demos) to maximise velocity against the product roadmap. The joint strategic programme board will be responsible for ensuring overall delivery, standards and quality are met by the team, and that the delivery team structure continues to be fit for purpose or adapted according to the RSP’s needs through a structured process of managed change as required. The Delivery Partner will ensure that the appropriate capacity and capability of resources are available within their delivery team as required, to meet the overall delivery timetable, standards and quality.

The Delivery Partner shall align to product mindsets and behaviours, deliver best-practice and align to industry standards in all design, development and testing activities, and to help implement and drive the following delivery enablers:

One agile product development method rigorously applied. All of the teams working in aligned sprints, with consistency in ceremonies, definitions and tooling;

An empowered, experienced product owner with a clear product vision, principles and roadmap, driving a mindset of ‘products over projects’;

Human-centred design, to ensure user needs drive product decisions; 

Ongoing rolling wave, multi-level planning and dependency mapping;

A well-articulated, regularly groomed, estimated and prioritised backlog of requirements;

Sprints that have goals and deliver an increment of working software;

High-fidelity UX / UI designs, specified for build and mapped to stories, define the product design – running ahead of development;

Developing on cadence, release to plan – with continuous testing and flow of value;

Functioning feedback loops and / or metrics at all levels;

Small, cross functional teams with shared responsibility for outcomes, prioritising value over activity; and

Skilled practitioners, supported by coaching where development needs exist. 

[bookmark: _Toc106715551][bookmark: _Toc108512006][bookmark: _Toc108773554][bookmark: _Toc110240714][bookmark: _Toc123832433]Roles and responsibilities

The Authority has an exemplar delivery team structure (the EDT Structure) for the RSP. 

The roles to be fulfilled by the Delivery Partner in the EDT Structure are shown in grey in Figure 2 below:

Figure 2.:  

[bookmark: _Toc108512007][bookmark: _Toc108773555][image: ]



The roles identified by green dots are designated as part of the “Core Team”. The Core Team will be required to be available from day one of the onboarding period (see Foundation Stage, Section 9.1 below) and as required (i.e. team members should be consistent) throughout the Contract Term. All appointments to the Core Team will require the HRA’s prior approval. 

The RSP Delivery Leadership Team roles must be based onshore to enable face-to-face working as needed. However, it is for the Potential Provider to determine their preferred split between onshore and offshore resource for the remaining members of their team in the EDT Structure. 

Appendix E sets out exemplar role descriptions for all of the EDT Structure roles to be delivered by the Delivery Partner, comprised of the following: 

· 1 x Delivery Lead (Core Team and RSP Delivery Leadership role)

· [bookmark: _Hlk109345161]4 x Business Data Analyst (of which 1 (one) shall be part of the Core Team)

· 1 x Backend Data Analyst

· 3 x Scrum Master (of which 2 (two) shall be part of the Core Team)

· 1 x QA Lead (Core Team role)

· 3 x QA Tester

· 2 x Dev Ops

· 1 x Technical Lead (Core Team and RSP Delivery Leadership role)

· 3 x Principal Engineer

· 6 x Senior Engineer

· 3 x Engineer

· 1 x Design Principal (Core Team and RSP Delivery Leadership role)

· 3 x Design Lead (of which 1 (one) shall be part of the Core Team)

· 2 x Designer (both part of the Core Team)

· 1 x User Researcher (part of the Core Team)

· 1 x Product Owner(s) (Core Team and RSP Delivery Leadership role)

· [bookmark: _Toc106715552]3 x Product Manager (of which 1 (one) shall be part of the Core Team)

[bookmark: _Toc108512008][bookmark: _Toc108773556][bookmark: _Toc110240715][bookmark: _Toc123832434]DELIVERY STAGES

Foundation Stage (12-14 weeks)

The joint strategic programme board will ensure that:

Onboarding 

The combined delivery team will run a number of ‘kick-off’ sessions to agree the plan, goals, ways of working and required governance, map known risks and dependencies. 

The Delivery Partner’s team will be familiarised with the detail of the product vision, roadmap user insight, current understanding of legacy data and other key artefacts and findings.

The Delivery Partner will undertake proof of concepts to provide assurance regarding the HRA’s “to-be” microservices architecture.

Planning 

This will be a period of human-centred product design and definition, focused entirely on detailed low-fidelity user flows and journeys, user research, fragment sketching and rough prototyping, alongside detailed technical swim-laning, technical spikes and next-stage detailed planning. 

This period will be used to create the detailed low fidelity flows and user journeys for a number (not all) of the key journeys and test them with users. Taking the ‘Alpha’ mindset, the merged team will ‘test the riskiest assumptions’, and derive sufficient detailed journey flow information to inform detailed user stories to support the first sprints of design and development work.

Alongside the detailed flows the merged team will swim-lane the data flows and operational impacts, as well as updating any architectural transition states. 

The design team will onboard to the GDS design system and undertake an assessment of it, alongside the known Epics (large groupings of features / themes) and high-level requirements of the ‘To Be’ journey.

The Delivery Partner will run an Agile coaching programme for the HRA’s product owners and other HRA team members, to get them ready for the commencement of the design and development work.

A visual depiction of the “Planning” stage is shown in Figure 3 below:

Figure 3.:

[image: ]

Design and build 

Following the successful Foundational Activity, features and functionality will be elaborated and prioritised, designed and validated with users, built, iterated, and deployed. 

The delivery team will undertake quarterly planning: 

Define goals, map risks and dependencies

Agree ways of working, routines, estimating, approvals

Detail the product backlog and acceptance criteria

Design planning and estimating

Backlog analysis and prioritisation 

Following this, the three blended product delivery teams will work in agile design and build sprints, visually depicted in Figure 4 below:

Figure 4.:

[image: ]

[bookmark: _Toc106715553][bookmark: _Toc108512009][bookmark: _Toc108773557][bookmark: _Toc110240716][bookmark: _Toc123832435]Contract milestones / deliverables:

Please find below an architecture roadmap (Figure 5), that shows a series of transitions, migrating from the “As Is” architecture to the “To Be” target architecture. Each transition is a quarter (running from October 22 to March 2025 as per original tender, although now is likely to be April 23 to September 2025). The diagrams show architecture states and the bottom row identifies the key milestones. From Q1 2023 an additional left column has been included that shows the Epics (large groupings of features / themes) to be delivered. The roadmaps will need to be developed and reviewed during the 1st quarter of the Contract to ensure an optimal deployment, taking into account lessons learned to date.

Figure 5.:

[bookmark: _Toc106715554][bookmark: _Toc108512010][bookmark: _Toc302637211][image: ] 
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[bookmark: _Toc106715555][bookmark: _Toc108512011][bookmark: _Toc108773558][bookmark: _Toc368573033][bookmark: _Toc522714841][image: ]

[bookmark: _Toc106715556][bookmark: _Toc108512012][bookmark: _Toc108773559][image: ]
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[bookmark: _Toc106715562][bookmark: _Toc108512018][bookmark: _Toc108773565][bookmark: _Toc110240717][bookmark: _Toc123832436]MANAGEMENT INFORMATION / reporting

[bookmark: _Toc368573039][bookmark: _Toc522714848]The Delivery Partner shall provide effective Management Information ("MI") to ensure and support delivery measurement and inform the joint strategic programme board. The MI required will include the following:

Monthly reports, illustrating performance against all KPIs, progress against plan, issues, risks, achievements, finances, resource utilisation and required resources for the next three months

	These reports must illustrate examples of how the user research approach and resulting ‘Service Design’, ‘User Experience Design’ and ‘User Interface Design’, are compliant with latest GDS guidelines

	Compliance with the NCSC Cloud Security Principles (where applicable / appropriate)

[bookmark: _Toc106715563][bookmark: _Toc108512019][bookmark: _Toc108773566][bookmark: _Toc110240718][bookmark: _Toc123832437]Service level requirements and Performance indicators

The Delivery Partner must be capable of providing the HRA with an agreed quality of service, and enable measurement of this against pre-agreed (during the onboarding period) Service Level Agreements. Example SLAs and performance indicators are provided below, with key indicators that will be used for contract management marked with an asterisk*: 

A monthly KPI illustrating the number of issues discovered post release of any new software - this includes number of incidents per microservice.*

A monthly KPI around number of issues raised after unit testing, system testing and UAT

A monthly KPI around number of change requests recorded to agreed scope

Monthly measures around ‘Technical Debt’ to help inform the HRA of the predicted overall future cost of the RSP infrastructure. 

AGILE Ceremonies:

A weekly/monthly KPI around the number of daily stand-ups 

Sprint planning: where the HRA will plan out the content of the current sprint and future sprints based upon product owner priority 

Sprint retrospectives: ensuring the HRA is continuously improving in the ways it works 

Backlog refinement: ensuring the overarching backlog is well understood and prioritised to business needs

RSP management monthly KPIs:

Planned Value (PV) KPI - Also referred to as Budgeted Cost of Work Scheduled (BCWS)

Actual Cost (AC) KPI - Also referred to as the Actual Cost of Work Performed (ACWP)

Earned Value (EV) KPI - This KPI is also referred to as Budgeted Cost of Work Performed (BCWP)

Return on Investment (ROI) - ROI reflects on profitability and shows whether the understood benefits of the RSP exceed its cost

Cost Variance (CV) (Planned Budget vs Actual Budget) - Project’s cost variance reflects the project expenses.*

Cost Performance Index (CPI) - Helps to approximate how much time the project is behind or ahead of the approved project schedule. 

Overdue project tasks / crossed deadlines - An overview of how many project activities are overdue. 

Missed milestones - Similar to the number of missed deadlines, this KPI is widely used in dashboards. It indicates whether capacities have been overestimated and the project is running behind schedule or if the project is meeting all milestones*

Percentage of tasks completed 

Percentage of milestones completed on time*

As the RSP has close working connections with both the NIHR and MHRA, the Delivery Partner will provide resources and capabilities to support resolution activities (may include either a complete fix or a work-around solution) to restore live environments. Current SLAs pertaining to this service are detailed below:   

		SLA Level

		Description

		Response Target

		Resolution Target



		Priority 1

		Outage or, major impact to the availability and /or performance of client’s digital service

		15 minutes

		3 business hours



		Priority 2

		Impact to the availability or performance of a critical part of the client’s digital service

		1 business hour

		8 business hours



		Priority 3

		Impact to the availability or performance of a non-critical part of the client’s digital service

		8 business hours

		3 business days or next release?



		Priority 4

		Non availability or performance impacting client digital service issue.

		8 business hours

		4 business days of next release?



		Priority 5

		Non availability or performance impacting client digital service issue, may be a service request or normal change request.

		8 business hours

		5 business days or next release?







[bookmark: _Toc123832438][bookmark: _Toc522714851][bookmark: _Toc106715564]SOCIAL VALUE 

The Delivery Partner will also deliver social value through the Contract in the three Social Value Model Policy Outcome areas of: Increasing supply chain resilience and capacity; Effective stewardship of the environment; and Health and Wellbeing in the Contract workforce. The Delivery Partner will achieve these policy outcomes by implementing the measures proposed as part of their Tender submission to meet the respective Social Value Model Award Criteria (MAC) set out below:  

		Social Value Model Policy Outcome

		Social Value Model Award Criteria (MAC) 



		Increase supply chain resilience and capacity

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 3.1: Create a diverse supply chain to deliver the Contract including new businesses and entrepreneurs, start-ups, SMEs, VCSEs and mutuals. 

· MAC 3.2: Support innovation and disruptive technologies throughout the supply chain to deliver lower cost and/or higher quality goods and services. 

· MAC 3.3: Support the development of scalable and future-proofed new methods to modernise delivery and increase productivity. 

· MAC 3.4: Demonstrate collaboration throughout the supply chain, and a fair and responsible approach to working with supply chain partners in delivery of the Contract. 

· MAC 3.5: Demonstrate action to identify and manage cyber security risks in the delivery of the Contract including in the supply chain.



		Effective stewardship of the environment 

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 4.1 Deliver additional environmental benefits in the performance of the Contract including working towards net zero greenhouse gas emissions. 

· MAC 4.2 Influence staff, suppliers, customers and communities through the delivery of the Contract to support environmental protection and improvement.



		Improve Health and Wellbeing

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 7.1: Demonstrate action to support health and wellbeing, including physical and mental health, in the Contract workforce. 

· MAC 7.2: Influence staff, suppliers, customers and communities through the delivery of the Contract to support health and wellbeing, including physical and mental health. 







[bookmark: _Toc108512020][bookmark: _Toc108773567][bookmark: _Toc110240719][bookmark: _Toc123832439]CONTRACT Governance 

The HRA and the Delivery Partner shall establish and maintain throughout the Contract, a number of meetings / boards and teams through which the governance between the two shall be managed.  At the top of this governance structure for the Contract shall be a joint strategic programme board (comprised of, but not limited to, the RSP Delivery Leadership Team), which in turn will report to the HRA RSP programme board. 

Detailed descriptions of each of the meetings, including Contract-level meetings, will be developed during the onboarding (Foundation Stage) including the terms of reference, inputs, outputs, attendees, agenda, operational arrangements and escalation.  

[bookmark: _Toc368573037][bookmark: _Toc522714846][bookmark: _Toc368573042][bookmark: _Toc368573043][bookmark: _Toc522714852]The purpose is to create a structure for the ongoing management of the Contract.  The HRA and the Delivery Partner agree that additional Boards / meetings may be convened from time to time to address aspects of Contract delivery. 

[bookmark: _Toc106715565][bookmark: _Toc108512021][bookmark: _Toc108773568][bookmark: _Toc110240720][bookmark: _Toc123832440]PRICING and contract BUDGET

The maximum available budget for the Initial Contract Term (30 months) is £8.5M (the Maximum Initial Budget). If extension options are exercised, the Total Contract Value may reach up to £17.5M over the maximum 5-year Contract Term, subject to further governance approvals, including Cabinet Office Spend Control approvals, as required. 

All prices included within the Rate Card Schedule (Appendix D) must be exclusive of VAT, but inclusive of all other expenses relating to Contract delivery.

[bookmark: _Toc522714850]The tendered rates will apply, unchanged, for the duration of the Initial Contract Term. Should the HRA choose to extend the Contract Term, the Delivery Partner will be able to amend their tendered rates at the commencement of any Extension Period. Any increase in rates will be limited to the lower of either RPI or 5%.

[bookmark: _Toc123832441][bookmark: _Toc106715566][bookmark: _Toc108512022][bookmark: _Toc108773569]CONTRACT VARIATIONS AND EXTENSIONS

The Authority reserves the right to instruct additional requirements and/ or modify activities that were agreed as part of the initial tender where it is deemed to be in the Authority’s and the project’s best interest to do so, provided always that any modifications to the Contract shall be in compliance with PCR 2015.

Where a modification is required, 

The Authority will clearly set out to the Delivery Partner what is required; this may be a specific activity such as training or a change to an outcome or a change in performance/ solution methodology.

The Delivery Partner will scope up and detail what activities are required, price this change using the Rate Card and issue a draft Contract Change Notice (CCN) to the Authority for Review

The Authority may engage in discussion with the Delivery Partner on the draft CCN regarding both the activities and costs until a final CCN can be produced or a decision is made not to proceed with the change.

Once finalised, both parties must sign the CCN in accordance with the Contract requirements.

7.1 Where an extension is required, the same process will be followed (including completion of a Rate Card) as detailed above.  These discussions and activities must be completed before the live Contract expires, in accordance with the Contract requirements.

[bookmark: _Toc110240721][bookmark: _Toc123832442]payment model

7.2 [bookmark: _Hlk109356302]Payments under this Contract shall be predominantly outcomes based (on achievement of agreed deliverables).

[bookmark: _Toc110240722][bookmark: _Toc123832443]PAYMENT AND INVOICING 

Invoices will be raised by the Delivery Partner upon the successful completion of the agreed deliverables.

Each invoice must include the Contract Reference number, the Authority’s Contract manager name (TBC), a detailed breakdown of the work completed and the associated costs. 

Hardcopy invoices should be sent to:

  

Health Research Authority 

T71 Payable F275 

Phoenix House 

Topcliffe Lane 

Wakefield, West Yorkshire 

WF3 1WE 

 

However, electronic invoices are preferred. As the HRA’s accounts payable service is provided by NHS SBS the Delivery Partner should contact NHS SBS for a Tradeshift account which will allow them to submit e-invoices. Further details can be found here: https://www.sbs.nhs.uk/supplier-einvoicing  



PLEASE DO NOT SEND BOTH HARDCOPY AND ELECTRONIC INVOICES AS THIS WILL CREATE DUPLICATE INVOICES IN THE SYSTEM. 



Compliant, approved invoices will be paid within 30 days of receipt.

[bookmark: _Toc106715567][bookmark: _Toc108512023][bookmark: _Toc108773570][bookmark: _Toc110240723][bookmark: _Toc123832444]Location 

The Delivery Partner will predominantly operate remotely, with travel to the HRA’s locations across the UK as required. All prices quote by Potential Providers must include travel and subsistence.




[bookmark: _Toc110240724][bookmark: _Toc123832445]Appendix C – Further Competition Questionnaire

1. [bookmark: _Toc300056695][bookmark: _Toc106715569][bookmark: _Toc108512025][bookmark: _Toc108773572][bookmark: _Toc110240725][bookmark: _Toc123832446]introduction

Appendix C sets out the questions that will be evaluated as part of this Further Competition. 

The applicable evaluation criteria can be found in Section 7 – Tender Evaluation.

Potential Providers can use sub-contractors to provide any of the required skills but must clearly identify when this is the proposed approach, and as part of their response to the Quality Questions provide confidence to the Authority that the proposed subcontractors will deliver the stated quality service and flexibility of availability.

[bookmark: _Toc106715570][bookmark: _Toc108512026][bookmark: _Toc108773573][bookmark: _Toc110240726][bookmark: _Toc123832447][bookmark: _Toc323222359]DOCUMENT COMPLETION 

Potential Providers must provide an answer to every question in the blue shaded boxes. All responses must be in Arial font, size 11.

Only attachments that have been specifically requested within a question will be evaluated.

Potential Providers should use the stated word limits as an indication of the level of detail required within an answer. Any content that exceeds the stated word limits will not be evaluated.

Tables and diagrams can be included within answers, but all text will count towards answers’ word counts.

Potential Providers must not alter / amend the document in any way. 

[bookmark: _Toc120704902][bookmark: _Toc300056696][bookmark: _Toc106715571][bookmark: _Toc108512027][bookmark: _Toc108773574][bookmark: _Toc110240727][bookmark: _Toc123832448][bookmark: _Hlk107479757]RESPONSE TEMPLATE

		 [1]

		COMPANY INFORMATION



		[1.1]

		Please state your full company name

		PA Consulting Services Ltd









		[2]

		POTENTIAL PROVIDER CONTACT



		[2.1]

		Please state the contact’s name

		Matt Whalley



		[2.2]

		Please state the contact’s position

		Member of PA’s Management Group



		[2.3]

		Please state the contact’s telephone number

		+447811517193



		[2.4]

		Please state the contact’s e-mail address

		matt.whalley@paconsulting.com







		[3]

		Cultural fit

		Weighting 5%



		Question: How do your company values align to those of the HRA and how will you ensure these values are embedded in every aspect of your engagement (see particularly Appendix B 6.1-6.2)? The HRA’s values are set out below:

Inspiring leadership

Enabling people and teams to develop and deliver dynamic, innovative and transformative services and systems.

Integrity

Being fair, ethical and honest in everything we do.

Trusted

Being respected for delivering to consistently high standards.

Transparent

Being accountable and open about all aspects of our work.

Collaborative

Listening to and working with others to identify and make improvements to the health research environment.

Empowering

Supporting independent thinking and decision-making.





		

Our values are well aligned with the HRA’s  

From our time working together, we have gained insight into your vision, strategy and the values that underpin your organisation. We are not surprised to see how well our values align, at PA we believe in the power of ingenuity to build a positive human future, this is our lighthouse guiding what we do and how we work with you. (6.2.1.1)
 

		HRA values 

		PA values 



		Inspiring 

leadership 

 

		Passionate about people 

We are proud to be part of a team of brilliant people – our firm’s most prized asset. We are passionate about supporting each other in our continued growth to fulfil our ambitions. See PAs report on A new way to lead. 



		Integrity 

 

		Prizing our ethical approach 

We prize our integrity and honesty. We strive to do ‘the right thing,’ rather than ‘the easy thing,’ which guides us through the responsibility of day-to-day activities and our most difficult challenges. 



		Transparent 

 

		



		Trusted 

 

		Inspired by client value 

We are committed to creating visible and sustained value for our clients. We are proud of our clients and what they think of us; we build long-lasting relationships with them, responding to and anticipating their needs. 



		Collaborative 

 

		Achieving success through shared endeavours 

We work collaboratively in diverse teams, shoulder to shoulder with our clients. We achieve more together than we could alone. 



		Empowering 

		Seeking to excel 

We aspire to continually enhance our learning; we are ambitious to grow our innovation and insight. 





  

Our practical steps to embed these values: 



Inspiring Leadership - we will foster an environment where innovation can flourish 

To inspire innovation, we will implement innovation sprints to explore new ideas, those that add most value will be taken forwards for development, creating an environment where obstacles to delivery are overcome. PA will showcase innovative ideas from other industries through our Ingenuity Workshops (6.2.1.3). The PA leadership team will be accountable to the strategic programme board and will provide quarterly updates on progress (6.1).

  

Integrity - we will deliver user centred solutions that deliver the most value 

We will design for value in an inclusive, fair and transparent way following GDS and accessibility standards WCAG 2.1 AA: working with you to design the models, experiences, processes, and architectures that will enable research findings which can be trusted by all to improve patient care for everyone.  

 

Transparent – we will demonstrate progress back out to the wider community 

We will deliver as one blended team (6.2.1), prioritising the backlog, seeking user feedback, running workshops and refinement sessions to continuously assess priorities and align these to your strategic vision. We will ensure accountability by actively reviewing those priorities in our quarterly planning meetings. Estimating effort for tasks will be undertaken openly and honestly. (6.2.1.4)



Progress will be reported back to the wider network through publicising Feature releases, providing accessible instructions on how to use new functionality with the option to run Feature specific public webinars. 

 

Trusted – we will deploy a team you know to deliver to the highest standards 

We will embed a core leadership team with knowledge and experience of your business to oversee the engagement. Deploying trusted team members who you know will quickly build credibility, integrating seamlessly and providing expert challenge from day one and contributing to your long-term success. (6.2.1.2/6.2.1.4). We are a trusted partner to many of your peers including NIHR, MHRA and HDR UK.

 

Collaborative – working as one team, we will consistently upskill your team 

We will work as one single blended team using agile methods - running showcasing of work / retros where team members to share knowledge in a collaborative environment. During mobilisation we will provide training to ensure the blended team has a common understanding of agile. We will dedicate time to coaching and mentoring your team to build the essential skills required to operate independently, stay motivated and make key decisions. (6.1)

 

Empowering – lunch and learns will create a space for growth and new ideas 

As a leadership team we support independent thinking to deliver as a high performing team that is empowered to make key decisions day to day, pushing governance to the lowest level whilst providing assurance through leadership alignment sessions, creating networks for teams with like-minded interests to share ideas through lunch and learns.  (6.2.1.6)





		Maximum 750 words









		[4]

		Partnership working

		Weighting 4.5 %



		Question: How will you approach a partnership with the HRA (see particularly Appendix B 6 and 8.2.5 to 8.2.6) including:

· How you will provide the necessary challenge to ensure the optimal success of product delivery

· How you will apply the principles of a growth mind set to the partnership and your approach

· How you will align to the HRA’s strategy

· How you will provide knowledge sharing and training to upskill the HRA’s team



		

Previous suppliers to the RSP programme have not worked in partnership which has hampered delivery. We will work as a single integrated and complementary team, as we do with most clients, creating a culture of empowerment where everyone’s voice is heard and individuals are able to suggest improvement to the programme (6.2.1.4).  



We bring deep technical and delivery expertise with nine years’ experience of successfully delivering the most challenging digital projects across HRA, NIHR, and MHRA (6.3.1). Our team will come with knowledge and understanding of the HRA values, systems and progress to date, including being fully briefed on the challenges of the programme (6.2.1.1). 



Your success is our success, together and with your continued support we will focus on delivering your programme (6.2.1). We will bring best practice, improving delivery culture and drive adoption of industry digital standards (6.3.5). 



We will provide necessary challenge to ensure optimal success of product delivery 

Key to our successful delivery in the health research ecosystem has been providing challenge and a transparent view of the choices that need to be made to deliver the programme vision. We will do this by:



· Agreeing a vision and plan - Building on the RSP Reset, we will create a detailed vision, outcomes, and backlog (8.2.6.5). Using user feedback and HCD approaches (6.3.3/8.2.6.3) we will build a roadmap and prioritised backlog to deliver value to users that is aligned to HRA’s strategy. Experienced Product Owners (PO) who are empowered to define the road map and milestones (e.g. transition from IRAS) for each of the products are key, managing trade-offs between cost/value and challenging the delivery teams (8.2.6.2). We have used this approach during nine years of successful delivery with NIHR (6.1/6.2.1.2)



· A Transparent View of Progress and Cost to Complete - We will establish a common delivery approach and governance across the three teams (8.2.6.1), following the same Agile approach, sprint cadence, ceremonies and planning (8.2.5). 

· At the end of each Sprint we will hold a Show and tell, of working software and associated value (8.2.6.8) we will collect feedback to identify areas of improvement (8.2.6.9).  

· During sprint planning POs, will prioritise items for delivery in the next sprint, based on progress to date and remaining backlog, using this data to challenge the business on the benefits and costs of features. The backlog will be regularly groomed, estimated and prioritised, providing you with confidence in milestones delivery (8.2.6.5).  We will create a rolling wave plan, with clear resource requirements and the associated dependency mapping (8.2.6.4), successfully used with NIHR DSI programme (6.3.4). 

 

· Creating a culture of positive challenge – Using the objective data together we will be empowered to challenge each other to deliver the vison in the most cost-effective manner (e.g. focusing on delivering the outcome in the simplest way).  



We will apply the principles of a growth mindset to the partnership and our approach 

A growth mindset is critical, we need to focus on delivering the vision, seeing challenges as opportunities for growth.  We will create a sense of purpose in the team by aligning the goals to the vision and strategy. Our team will collaborate through regular creative problem-solving workshops (e.g. art of possible), creating an environment to ask questions, challenge thinking and determine different and innovative approaches (8.2.6.10/6.2.1.3). 



The Agile process will enable this, in particular Show and Tells will capture user feedback (6.3.2) as a way to identify opportunities for improvements (e.g. on SSO better error messages reduced user issues) (6.2.1.5). 



We will learn, from each other and from users, via UCD and feedback, with a mindset of continuous improvement, establishing innovation sprints encouraging innovation and growth, allowing time to practice and perfect and creating a culture where we learn from each other's mistakes rather than attribute blame (8.2.6.11). 



We will align to the HRA’s strategy 

Building on the vision we created together we will ensure your strategy and our delivery approach are aligned by delivering in a user centred way; working with you and the users of your systems to determine their needs, delivering solutions that realise value.  



We will share the vision of “making it simple and fast to deliver research that people can trust”, guided by the underpinning principles of ‘include and accelerate’ regularly incorporating these goals into our agile ceremonies.



Our design team will work with you to bring the strategy to life using design models, experiences, architectures, and processes.  This will allow us to create high fidelity UX/UI design ahead of build (8.2.6.7). 



Through continuous review we will ensure that sprint planning, quarterly planning, and continuous feedback (6.2.1.6), are aligned to the HRA strategy delivering real business value, rather than just hitting milestones.



Teams will collaborate and innovate to deliver digital systems which are accessible, easy to use (e.g. leveraging NIHR profile). We will support the HRA in ensuring systems meet the GFS, GDS, and DHSC standards and associated reviews. We will use GDS styles and components where possible, promoting re-use, accelerating delivery and increasing the scoring of reviews as this is a key-criteria (6.4.5). 



We will provide knowledge sharing and training to upskill the HRA’s team 

PA believe in continuous development and training of our blended teams, recognising that PA often brings delivery and technical skills to teams.  We will add value to your team by helping them develop, and learn new skills. Allowing the team to thrive, drives innovation and results in high performing teams.  We propose to do this through the following initiatives: 

· Training and mentoring (8.2.6.11) and Lunch and Learn sessions - on modern microservice architectures, open-source technologies, public code repositories and systems migration (6.4.1/6.4.2) 

· Bootcamps, virtual, self-led and in-person courses, Paired programming - working to create digital services, using industry best practice, re-usable components (6.4.4/6.4.6), and delivering GDS/GFS services and assessments, and publishing code securely and safely (6.4.7/6.4.8)

· Communities of Practice, covering the delivery and technical topics above.

· Strong knowledge management, so knowledge is shared with HRA colleagues throughout this partnership.
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		Capability

		Weighting 8.5%



		Question: How will you ensure that every resource you provide has sufficient and flexible capacity, and relevant capability and experience to fulfil their role? Please provide details regarding the proposed team including example anonymised CVs for each role (maximum of 2 pages per CV). (See particularly Appendix B 4.2.4, 8.2.5 and 9 and Appendix E)



		

Historic delivery has been hampered by resources who are inexperienced in healthcare research and do not adhere to human centred design and agile practices. PA will provide a team to reset the RSP who, understand the health research ecosystem, specialise in digital delivery and health research and can deliver this programme while upskilling your team.

  

We will ensure that the team has sufficient and relevant capability and experience by deploying a leadership team you know, filling remaining roles with people who have experience with peer organisations and drawing upon our wider team experienced in delivering to GDS guidelines. 



We can flex resource up and down throughout the programme as needed, continually re-assessing the team shape to deliver your requirements, rapidly onboarding new team-members (PA/HRA/offshore).



Providing a core leadership team that you know 

Our leadership team will be onshore, available from day one for face-to-face working (9.3/9.4) and ideally comprised of individuals who have worked with you before (Stacey Clegg, Colin Ashworth, Gareth Madge). This consistency will expediting delivery and provide you with the assurance of our teams sufficient and relevant capability.



Filling delivery team roles with digital experts experienced in health research 

Drawing from a pool of 50+ people experienced in health research and digital delivery who have worked with the HRA, NIHR, MHRA and HDR UK. Our team is experienced in delivering to GDS guidelines and using GOV.UK service standards. 



Our large team of highly qualified individuals provides flexibility to grow the team

You will access our large, experienced, permanent team of 600+ highly qualified/certified digital engineers and 200 data engineers. We operate as a diamond shaped organisation of highly skilled individuals, we can deliver the end-to-end lifecycle of the programme, covering the breadth of delivery from concept to deployment in a consistent and flexible way, scaling with quality without having to rely on large numbers of sub-contractors or graduates. (4.2.4)



Ensuring the delivery of overseas partners  

We regularly partner with Codibly (c.2017), Sparta (c.2018) and Daemon (c.2012). We can draw upon over 3,000 technical experts to expand capacity. Ensuring capability through the technical team vetting all offshore roles. Running 3 teams on the same cadence means offshore roles will start working in an off/on-shore blended team before moving into a leadership role within an off-shore team (8.2.5).



Providing rapid onboarding

The core leadership team will provide a full induction to new blended team members, preparing them to be efficient and add value from day one. We often provide clients with recruitment support(e.g. participating in interview panels) and will do the same for the HRA. (4.2.4)



We will use the Home Office proven onboarding processes with the RSP blended delivery team.  As digital delivery partner to the Home Office's Immigration Portfolio, PA were asked to implement the Global Talent Visa, two days before Christmas, we briefed the team within a week and delivered the visa service ahead of schedule. 



[image: ]

Figure 1: Onboarding process 



Regularly reviewing to maintain high standards 

Quarterly we will critically assess the team to ensure it is suitably resourced to meet your requirements. This is not just about milestone delivery, we will work as one team, taking joint ownership of keeping a happy, motivated, engaged and empowered team, including pastoral support, coaching/mentoring to upskill your team in agile delivery and product ownership (4.2.4).  Changes will be managed through proposals to the joint strategic programme board (8.2.5/9.3).  



Running a cost-effective blended team

With a team you know there is no need to repeat work, saving you time and money. We will pull the following levers to provide the most efficient and cost-effective team profile (9.3):

· Leadership/delivery

· Core/non-core

· part-time/full-time

· onshore/offshore

· short-term/long-term resource 

· PA/HRA



Throughout the programme we will focus on upskilling your team ensuring cost-effectiveness and sustainability in the long term.
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		Ideal partner

		Weighting 7.5%



		Question: How does your relevant delivery and technical expertise and associated experience (a) position you as the ideal partner for the HRA (see particularly Appendix B 4.3-4.4 and 6.3-6.4) (2.5%) and (b) allow you to deliver the maximum benefit within the Initial Contract Term, and position the product in the best position for long-term sustainability (see particularly Appendix B 4 and 5) (5%)?



		

Our delivery and technical experience make us the ideal partner for HRA because:

1. Our unrivalled experience delivering, reviewing and resetting programmes for you and partners across the UK Research Environment (UKRE) over 9+ years. We have gained a detailed understanding of the ecosystem and the organisational roles, interdependencies and cultural factors required (6.3). 

2. Your delivery will be accelerated as our team will hit the ground running, because during RSP Reset we helped you develop the target to-be experience, the delivery roadmap and target architecture (4.3.1) which guides all your transformation activity (4.2.1). We will continue to use this as the ‘North Star’ for RSP delivery. 

3. Your delivery will benefit from our unparalleled relationships across the UKRE as we help you build collaborative ways of working with your partners. For example NIHR - where have long-term relationships, and recently worked aligning future HRA and NIHR digital journeys (6.4.8).

4. Your RSP delivery will be de-risked from day 1 as we have a detailed understanding of the architecturally significant elements of the target architecture (e.g. Question Set Data, Long Running Workflows) and how these relate to the existing BGO IRAS and Pega solutions (4.3.1). Our work with you to help define and select an extensible custom-build microservices stack is designed to meet these challenges directly (4.2.3).



As your ideal delivery partner, we will provide: 



· Modern microservices architecture expertise, including expert advice for data migration from legacy systems (in this case, BGO IRAS and Pega) into microservices-based platforms (6.4.1)

· Practical data governance expertise to implement pragmatic data-cleansing, de-duplication and basic data governance as part of data migration (6.4.2). We know there are complexities arising from Pega implementation decisions related to duplication of Question Set data, for example. 

· Expertise developing services using open-source code and public code repositories (6.4.3) to accelerate delivery. Working closely with your TDA and other stakeholders we will ensure there is clear visibility of what components can be published, and aspects that can’t. These will be tracked these as Key Design Decisions (KDDs) to provide transparency (6.4.7).

· Experience of using highly reusable components, chiefly the GOV.UK styles, components and patterns (4.3.2). We will apply this experience to RSP service designs, including custom elements, and will provide expertise to the wider RSP team as required via workshops and formal/informal reviews (6.4.4, 6.5.4). We are experienced in delivering GDS-compliant services across UK public services including NIHR Volunteer Service, www.joindementiaresearch.nihr.ac.uk, Home Office, Foreign Office, Ministry of Justice, and DHSC (4.2.6, 4.2.5, 6.3.2).  

· A mature development workflow, including coding standards, peer-review approach for code check-ins, KPIs (e.g. code coverage and defect injection rates) based on good industry practice. 



We will bring our 30+ years of experience of delivering digital systems in this way to HRA as part of a ‘one team’ approach for RSP, and PA team members will be also able to access PA’s capabilities for subject matter expertise if required outside the team. 



We will deliver maximum benefit within the initial contract term, positioning RSP products for long-term sustainability:



1. You will benefit from lessons learned from our 9+ years’ experience successfully managing delivery and building capability within the UKRE, navigating the specific delivery challenges specific to this sector (6.3.4). 

2. We will deliver your highest value items first by operating a SAFE Agile approach for programme delivery similar to how we work at NIHR and the Home Office using common ways of working (such as shared quarterly releases) with a leadership team coordinating multiple workstreams to a set of common program goals (4.4.3). 

3. You will always have clarity of RSP delivery allowing us to collectively and proactively course correct throughout to maintain focus on timescales and goals (4.4.6). Our agile approach will provide a well-defined roadmap, transition states and product backlog allowing you to iteratively and update the product through beta & live phases of the product lifecycle and reprioritise product delivery, if necessary, each quarter (4.4.4), providing ways-of-working that can be sustainably delivered during and adopted by the HRA team beyond the term of the contract (5.1).

4. We will lower delivery risk and accelerate time to value with HCD and agile delivery (6.3.3), using rapid prototyping/user-testing and technical spikes to learn and adapt designs quickly (4.4.1) and iterating based on objective evidence until we have a pragmatic solution that works for users, staff and the HRA (4.4.2).  We will test the To-Be’ experience, that we created together during RSP Reset, throughout the design process, ensuring it is widely socialised with the team and stakeholders (4.2.2).



Our technology stack will include:

· a single UX layer GDS-compliant design system

· common, reusable UX/tech components

· common data standards such as FIHR, and

· a consistent, interoperable data model. 

This will enable the HRA to:

· maintain, swap and enhance components and technologies in isolation without impacting the components around them

· efficiently create web sites/services that work seamlessly across desktop, mobile and tablets

· meet the GDS Service Standards, and 

· integrate easily with partners in the health and care research ecosystem.



We form a single supportive team with clients, which has been recognised by NIHR’s CDIO and senior DHSC stakeholders (6.3.5). Evidenced by our strong relationships working with HRA on the RSP review. We have a track record of building capability with clients, for example the NIHR improved delivery culture, educated in-house teams and promoted best practice. We will run a workshop at the start of the assignment to share and get HRA feedback on our proposed team roles (aligned to those in Appendix E) and ways of working, so the split of responsibilities between PA and HRA is unambiguous and we work in a way that empowers teams to have ownership of outcomes, ensuring we deploy a suitably resourced, efficient, cost effective, empowered team to reset the RSP (4.2.4).



By working this way, we will provide HRA with the right blend of pragmatism to achieve their immediate delivery goals couple with the flexibility required to support business and technology changes for a long-term, sustainable product in the complex UKRE.
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		Design and management

		Weighting 7.5%



		Question: How will your delivery approach (see particularly Appendix B 4.4 and 10) and technical capabilities (see particularly Appendix B 4.3) ensure the ambitions of the RSP (see particularly Appendix B 4.2) are achieved including:

· Combining a human-centred design methodology and robust design governance with agile delivery methodologies 

· Implementing multiple delivery streams to achieve the target timescales, including programme managing multiple user engagements, scrums, software and hardware deliveries, testing and release schedules

· Managing the programme to ensure continual high performance of team members



		

The regulatory approvals process is complex, RSP users are occasional users (e.g. REC panel members, investigators), that don't want to spend their time navigating complicated systems or re-keying information. They want to work efficiently through the regulatory process. We understand the challenges of delivering this level of complexity, managing multiple teams in parallel, maintaining a motivated high-quality team of technical experts. We have a successful track record, especially within the health research sector at FNIHR, of implementing human-centred design (HCD) and Agile delivery, and we will solve these challenges by increasing HRA’s maturity and capability, designing processes and systems that are easy and intuitive to use, delivering the target experience. (4.2.1)



We will combine our HCD methodology and robust design governance with agile to create a sustainable approach for the RSP vision

We will bring an experienced group of user researchers, service, and user experience designers, who will follow established HCD methods, leveraging GDS and NHS service standards. We have adopted this method with health and life sciences clients, and the public sector, including the NHS England Vaccine Delivery Programme, HDR UK, and NIHR - where we are fully immersed in the research ecosystem. (4.2.5, 4.2.6, 4.4.1)



[image: ]
Figure 1: Service Design approach maps to the Government Digital Service’s (GDS) 





Our approach to HCD will enable us to deliver value from the outset, integrating and onboarding into the HRA team, establishing the goals, ways of working and governance. Working together to generate ideas that we validate with users and iterate quickly. Refining the future experience as we gather new insight. We will obtain input, decisions and approval at the right time, with the right people, working with key HRA stakeholders to form a dedicated HRA design governance group that helps socialise the vision, and ensures that user needs drive the prioritisation of the product roadmap. (4.2.2, 4.4.1, 4.4.2)

 

Whilst onboarding we will implement the shared cadence of ceremonies across the cross-discipline blended teams, evolving these into Agile design and build sprints following the foundational activities. Through collaborative working with HRA and relevant SMEs we will familiarise the team with the product vision, ensuring solutions are designed that meet user needs. (10.1.1, 10.1.2, 10.2.3)  



Our initial stage of design will deliver clear definition and understanding through mapping user journeys and flows, supported with user insight. We will prototype high risk concepts and ideas with users - aligning with the GDS alpha phase approach. Supporting this with iterative capability mapping, along with technical and data swimlaning, that allows us to develop our detailed development user stories and updated architectural view, progressively understanding the impact operationally. (10.1.2.1, 10.1.2.2, 10.1.2.3)



We will develop the architectural model & technology underpinning the user validated target experience by engaging with stakeholders and SMEs through collaborative workshops and interviews. We will identify risks and opportunities, define the requirements for scalable integration, open standards, and data migration, analysis and extraction, providing a platform for meeting the GDS accessibility standards. (4.3.1, 4.3.2)



We will implement programme management of multiple delivery streams using SAFe Agile Framework to achieve the target timescales

The current RSP has struggled to manage multiple streams because it uses a mixture of delivery methods, and when sprints are used, they lack goals, are not shippable and have a poor definition of done. The backlog is incomplete and is not effectively maintained through regular grooming sessions. The current RSP is not being driven by a well-articulated vision and product roadmap, by implementing our methods we can resolve these issues.  



We recommend running the RSP using a scaled agile methodology such as SAFe. Implementing this approach can be complex, but we have embedded and used SAFe across other health/public sector organisations, such as NIHR, with enormous success. We achieve success by addressing your specific challenges and aligning multiple delivery teams to work towards the vision, using the principles of SAFe to coordinate sprints, create a consistent approach, and set of definitions and tooling. (4.4.3, 4.4.4)



We will create a dedicated leadership team, responsible for: 

· programme level prioritisation,  

· cross delivery team dependency management 

· stakeholder engagement,  

· programme RAID  

· facilitation of quarterly planning meetings.  



The leadership team will consist of PA and HRA representatives. They will be accountable for ensuring that the programme delivers according to HRA’s strategic ambition for RSP.  



Quarterly Planning & Goal Setting: Epics were extracted from your vision and assigned to quarters during our strategic reset of RSP. As part of the Foundation Stage this roadmao will be our basis for creating the Delivery teams backlogs, quarterly goals, and Features for Q2 2023 and beyond. Features and functionality will be evolved and scheduled based on priority as we move from the foundational activities into the process of iterative design, testing, build and deployment. At quarterly intervals programme team, delivery teams and key HRA stakeholders will come together to plan the next 6 sprints of work allowing teams to map dependencies, agree milestones and commit to the Features they will deliver. (10.2.1, 10.2.2) 



We will deploy experienced cross-functional delivery teams, robustly supported using the Agile methodology, running to the same Scrum cadence, with shared sprint Show and Tells and quarterly planning. Each team will follow a common way of working, and have an empowered, experienced Product Owner (PO) with a clear vision, principles and roadmap for their delivery stream. Supporting the PO will be experienced Scrum Masters to facilitate sprint ceremonies; coaching and leading teams to ensure maximum output and quality. Ceremonies will consist of (4.4.3, 4.4.4, 4.4.6, 10.2.2):   

   

· Backlog Refinement: Refine, estimate, and prioritise stories   

· Sprint Planning: Determine the work to be performed in the sprint whilst keeping the product goal in mind   

· Daily Stand-ups: Discuss progress, plans and impediments   

· Sprint Review: Demonstrate achievements in the sprint and alignment to the product goal 

· Sprint Retrospective: Review of the sprint to enable future improvements   



Continuous Deployment approach will be taken by all delivery teams, ensuring all Features that have met the Definition of Done are deployed to an environment that represents the current working version of the product. This can then be reviewed by users and stakeholders for User Acceptance Testing. A robust Continuous Integration process will run on all code deployments, with unit and automated tests running, alerting any failures caused by changes, ensuring the highest quality output from the teams. A regular release cadence will be established in line with key milestones from the Product Roadmap. (4.4.2) 

  

We will actively manage the programme to ensure continual high performance of team members

The one team approach will be at the heart of our partnership with HRA, ensuring everyone aligns to a common purpose and understands the importance of collaboration. This will be achieved by safeguarding common ways of working where all ceremonies, artefacts and workflows are mapped out, allowing the team to take ideas and change them into valuable increments for HRA. Jira will be utilised for roadmapping, dependencies and scope definitions, ensuring the team have the same goal. (4.4.6) 



We value performance management and strive to ensure continual high performance within the teams to boost morale, support workforce planning, and improve accountability. We demonstrated our approach on a blended HRA, NIHR and PA team as part of the NIHR DSI programme’s Interoperability workstream. Complementing our formal quarterly performance management with informal feedback from NIHR and HRA colleagues, we adjusted staff development plans, made resource changes where necessary, to ensure the continued high performance of the delivery team.  



Transparency is pivotal to our way of working. It encourages clear communication within the team, as those both performing and receiving the work know exactly what is expected. We will elevate the importance of daily scrums to ensure all team members have visibility of progress, risks, and tasks within the sprint. The team will feel confident in the work being carried out and will try and achieve the product goals set by HRA. (4.4.5)



We will ensure that all PO get the best training possible from our coaches, on how to create valued increments including: 



· Facilitating communication between HRA goals and translating it to scrum team 

· Keeping product backlog in shape and supporting prioritisation 

· Establish empirical product planning that helps achieve each HRA goal 



This will be delivered through an Agile coaching programme, so that all team members will have a path to follow which will ensure continual high performance. (10.1.2.5)



Sprint retrospectives will allow team members to evaluate each sprint, resulting in increased confidence, ideas, and feedback on what is important or what can be improved for future sprints. Actionable commitments will be added to the backlog to help develop continuous high performance.



Quarterly team reviews will provide a platform to consider individuals’ development, providing recognition and encouragement, and an opportunity for growth so they can succeed, whilst ensuring we have the right team to meet your requirements each quarter.  





		Maximum 1,500 words









		[8]

		Solutions and outcomes focus

		Weighting 8.5%



		Question: How will you ensure the solution delivers the intended outcomes (see particularly Appendix B 4 and 8) including:

· Selecting and delivering a custom-build solution, based on a microservices architecture

· Using the ‘To Be’ architecture to inform and guide all transformation activity 

· Testing the vision with users, prototyping and iterating quickly

· Aligning the solution to the UK NHS Digital strategy, Government Functional Standards (GFS), Government Digital Standards (GDS) and associated assessments (GDS assessment and DHSC gateway reviews)

· Ensuring the solution meets accessibility standards



		

The BGO IRAS platform is aging and faces operational challenges. The replacement plan using Pega has failed to deliver key requirements a) accelerated go-live, b) flexibility for emerging requirements, c) support the complex HRA business and d) rationalisation/modernisation of your end-to-end architecture. 



Together we created a revised approach based on a custom-build solution addressing these requirements. However, in custom-build solutions it is critical to make the right ‘Reuse before Buy/Build’ choices, especially with the complex business requirements you must meet, such as long-running, non-linear end-to-end processes, complex questions sets that are subject to change and an infrequent user base. 



Our solution will deliver your outcomes by explicitly mitigating your delivery risk:



We will select and deliver a custom-build solution based on a microservices architecture to decompose complex functionality and release value incrementally

We identified several architecturally significant components within the ‘To Be’ architecture that warrant a Proof of Concept (PoC) (8.1.1.3). These form a set of Key Design Decisions (KDDs) that will inject risk to the programme if not managed. We will work closely with your Technical Design Authority (TDA) to identify, prioritise and recommend technologies for KDDs.



We will select a custom-build microservices architecture by (4.3.1): 

· Modularising the complex HRA business into modern, widely used microservices, facilitating scaling and extensibility of services and teams.

· Limiting amount of custom code written, leveraging software components/libraries wherever possible. We’ll select technologies readily available in the market (.NET and REACT) so HRA has options for skills transfer, and vendor lock-in challenges are minimised (8.1.1.1)

· Designing for separation of concerns between presentation, application and data layers, realising HRA’s mobile-first, branding and service design ambition. We’ll use the GDS UI component library to meet GDS/WCAG standards and to accelerate both delivery and assessments. (8.1.1.4)

· Implementing a well-defined integration layer, leveraging common integration patterns and technologies to deliver interfaces using open standards across HRA’s 15+ integrations. As business processes are long-running, it’s vital that integrations are robust with retry regimes/alerting for failures. (8.1.1.5)

· Creating structured data using enterprise-wide taxonomy/governance for question set management and streamlined data migration. Early transitions include IRAS, IRAS2 and new microservices each providing related functionality in parallel. Your question set data is architecturally significant and identified as a POC, covering both data management and migration. (8.1.1.6)

· Selecting commercial, off-the-shelf, open-source workflow and rules engine specialising in microservice orchestration and human workflow.  Technologies selected must provide robust management of long-running workflows. UIs supporting workflows must be intuitive with minimal training overhead for infrequent use. (8.1.1.8)

· Implementing a reporting layer, leveraging structured data to provide operational reporting and data extracts for detailed analysis. (8.1.1.7)

· Embedding continuous testing throughout the delivery lifecycle, using DevOps pipelines and automation wherever possible. This will include unit, integration, functional, non-functional and operational testing. (8.1.1.11, 8.1.1.12) 



We are experienced delivering microservices solutions at comparable scale and complexity. At the Home Office we delivered a case-working system using a microservices architecture. Enabling c.15,000 caseworkers to operate using one platform. Similarities with HRA include long-running business processes, touchpoints with external businesses and provision of a GDS-assessed service. We have found through multiple projects that clients achieve more successful outcomes when they operate a manageable number of services (~80) and potentially share resources rather than slavishly following patterns. 

 

We will embed the ‘To Be’ Architecture into programme governance and planning so that it informs and guides all transformation activity

Everyone must have a shared understanding of the ‘To Be’ architecture. Enabling multiple teams across releases to deliver maximum value aligned with expectations. 

We will achieve this by making the ‘To Be’ architecture and the transitional roadmap an active lens for programme planning activity, with the impact of planning on the roadmap considered and understood by the team. These artefacts are already in place as part of the programme reset exercise; we anticipate they will be refined over time. (4.2.1)



Our approach is:

· Ensure that the architecture is easily consumable by the team. Sharing using tooling accessible across the programme, such as Jira, Confluence and Microsoft productivity applications, minimising reliance on ‘specialist’ tools to prevent information silos (4.2.2). 

· ‘To Be’ architecture and transitional roadmap will be ‘living’ artefacts. During a multi-year delivery, requirements and prioritises change. We will consider the architecture to be evolving throughout the delivery. Architecturally significant building blocks and patterns as KDDs will be addressed during Foundation and early releases to create a solid basis for delivery. We’ll discover more about your requirements over time, refining the architecture as KDDs emerge. 

· ‘To Be’ architecture and transitional roadmap will be socialised within the team. Whenever significant changes are made, and at regular programme planning sessions, we’ll brief the team on ‘To Be’ architecture and immediate transitions so that HRA and PA colleagues are aligned. We will be proactive about changes to the architecture with ‘push’ communication channels for the team.  

· We will challenge ourselves as a programme throughout the regular planning process. (e.g. are milestones being delivered, are we realising ‘To Be’ architecture, retiring legacy systems in line with transitions)



We’ve successfully used this approach in multiple deliveries. Our central government client embarked on a £1bn programme to digitise several public-facing services using agile, Azure and microservices. We defined their reference architecture and roadmap by implementing a tailored version of the steps above to embed the ‘To Be’ architecture into the planning and governance process, making architecture alignment a central theme in the planning of their transformation activity.



We will test the vision with our users using Rapid User Prototyping throughout delivery 

Our service design approach is human-centred, optimising how users and HRA interact so each can achieve their goals. HRA’s end-to-end processes are long running. People will use the platform infrequently, so visuals are powerful, and UIs must be intuitive. To achieve this, we will engage users to ensure they have a voice in the delivery. (4.2.2, 4.4.1, 4.4.2, 8.2.6.3)



We will:

· Collaborate closely by ensuring product owner/managers, designers and users are all engaged by designers during our Design Sprints (8.2.6.6)

· Iterate requirements into high- and low-fidelity wireframes demonstrating proposed solutions (8.2.6.7)

· Build prototypes using GOV.UK design system components to realise designs

· Conduct testing with users to iterate prototypes based on user feedback 

· Use GDS Service Design Manual (SDM) and GOV.UK templates to establish a ‘design language’ for the solution.

· Embed prototypes into User Stories to guide Engineers, with Design Sprints taking place slightly ahead of Build Sprints 



Using this approach, we delivered Cabinet Office’s EU Exit Transition Dashboard using rapid prototyping, we designed, built and uploaded high-fidelity prototypes to a cloud platform for user researcher/testing access. We met their user needs; the dashboard was used by No10 to measure the UK’s readiness to leave the EU.



We will mitigate any need to “get ready for assessment” by aligning to GDS and associated assessments from the start

GDS, GFS and DHSC assessments will be fundamental to successful delivery. To address their requirements from the start of the Foundation Stage. (8.1.1.10, 4.2.5) we will:

· Provide team members with GDS-assessed programme experience

· Select of GDS/NHS X components wherever possible to accelerate delivery and satisfy assessment criteria 

· Analyse using GDS criteria (and existing assessment results) during Foundation to identify any gaps

· Perform regular, proactive ‘self-testing’ RAG statuses against assessment areas to understand issues early challenging team to ensure issues are addressed.

· Establish a continuous improvement approach within the team, addressing assessment concerns/gaps during regular programme planning and treating remediation as a ‘high order’ activity within the team.

· Embed GDS assessment considerations into reporting to ensure the team has shared understanding. 

· Embed assessment dates into programme governance, including quality gates and delivery plans, so they’re visible and surprises are minimised. 



We have 300+ specialists experienced with GDS assessments. We have architected and delivered multiple solutions meeting GDS guidelines, successfully passing service assessments. 

Our Home Office work is considered an exemplar GDS programme across UK government. We delivered a £200million+ Home Office Immigration-Platform-Technologies Programme, completing the Discovery and Alpha phases. All 18 GDS assessment criteria received unqualified passes. Our NIHR VS work passed GDS assessment using GDS components.



Our custom-build architecture will meet accessibility standards via extensive use of proven GDS components

Your Research Systems must meet GDS accessibility requirements. This is significant for HRA as there are multiple users of the system throughout the Health Research ecosystem from various backgrounds and environments. (4.3.2)



We will:

· Align custom-build UIs to the GDS SDM and built using REACT and REACT Native (8.1.1.3)

· Leverage existing, pre-built GDS UI component libraries to meet the GDS/WCAG standards. 

· Test Accessibility using automated regression packs, screen reader compatibility testing (e.g. NVDA) and adding to quality gates.

· Develop accessibility acceptance criteria User Stories and select technology required within your TDA governance where UIs are not suited to GDS UI components, 

· Manage new UI components as shared libraries for consistency and reuse.



At the Home Office, we delivered in line with GDS SDM and Technology Code of Practice (TCP). Designing and developing screens using GOV.UK template, toolkit and element components. Using common components delivered through microservices, migrating services onto cloud infrastructure in line with TCP. 





		Maximum 1,500 words









		[9]

		Product delivery

		Weighting 8.5%



		Question: In relation to the Foundation stage referenced in Appendix B 10, how will you prepare effectively for product delivery? Your answer should include:

· Familiarising with the detail of the product vision, roadmap user insight, current understanding of legacy data and other key artefacts and findings

· Running a number of “kick-off” sessions to agree the plan, goals, ways of working, required governance, identify and map known risks and dependencies, and develop robust mitigations. The HRA would like to understand how the Potential Provider would recommend these sessions be delivered to ensure the entire team is set-up correctly prior to commencing design and delivery sprints

· Undertaking Proof of Concepts to provide assurance regarding the HRA’s “to-be” microservices architecture

· Creating the detailed low fidelity flows and user journeys for a number of the key journeys and testing them with users

· Swim-laning the data flows and operational impacts as well as updating any architectural transition states

· Onboarding to and assessing the GDS design system, alongside the known Epics and high-level requirements of the “to-be” journey.

· Running an Agile coaching programme for the HRA’s product owners and other team members



		

The Foundation stage will be a period of human-centred product design and definition bringing together human and technology factors (10.1.2.1, 10.1.2.6). To prepare effectively for product delivery we will consider:



Understanding the product vision, roadmap, user insight current understanding of legacy data and your strategic reset artefacts/findings 

PA worked with HRA to establish your vision and create your “North Star” (underpinned with a TCE and roadmap). We have a second-to-none understanding of where you are and where you want to be, which will enable us to very quickly get up to speed. To deliver the new RSP system to time and quality, we will provide continuity of team wherever possible by drawing on RSP Strategic Reset team members, so the collective vision remains at the heart of delivery. 



We have unrivalled experience of the health research eco-system developed over the last 9 years of successful assignments with HRA, NIHR and MHRA. We are leading the end-to-end service design at NIHR and working to define the data and processes to support these services (e.g. study data exchanged with IRAS and CPMS). This includes what legacy data is currently captured and what is business critical. We will undertake detailed data mapping as part of the assessment of data flows and operational change impact. This will enable us to understand the current data captured and its business criticality, allowing us to develop an approach/associated transitional states, while decommissioning BGO IRAS and Pega IRAS. Our detailed understanding of the “knowns” gathered during the strategic reset will expedite our work, while our agile delivery approach will enable us to uncover and adapt to any “unknowns” as they appear. (10.1.1.2)



Kick-off Sessions 

PA will run multiple workshops prior to programme initiation (two per theme) with HRA colleagues to agree workstream vision, initial Epics (large groupings of features) and Features. We propose the following themes (10.1.1.1): 



· Goals & Vision: 

· Goals: Define high-level programme goals to give further depth to your “North Star” vision 

· Inputs: Milestone plan 

· Outputs: Draft vision statement, draft epics, defined goals 



· High-level delivery plan: 

· Goals: Define high-level, clear and adaptable delivery plan across workstreams, critical path 

· Inputs: Milestone plan 

· Outputs: Workstreams and scope defined, high-level delivery plan by workstream, Epics in workstreams, Features in Epics 



· Ways of Working: 

· Goals: Define Programme Ways of Working to ensure consistency

· Inputs: Draft Ways of Working for review and discussion 

· Outputs: Agreed agile ceremonies (e.g. Show and Tells, Scrum of Scrums), cadence, roles and responsibilities and tools to be used (e.g. Jira and its setup, CI/CD tools) 



· Governance: 

· Goals: Agree required Governance forums, reviewing what exist that could be repurposed 

· Inputs: Draft Governance pack, highlighting key forums and decision-making boards needed, mapped to existing forums 

· Outputs: Agreed sign-off procedures, required governance forums, and approach to setting these up, Test approach, The Definition of Done 



· Risks & Dependencies: 

· Goals: Understand programme risk profile, identify early risks, agree mitigations, map external dependencies (e.g. NSP, ASD) 

· Input: Draft Risks, Actions, Issues and Dependencies (RAID) log 

· Outputs: Populated RAID log.  Agreed review cadence and reporting approach 



Agreed outputs will be disseminated to wider stakeholders to ensure transparency and set expectations.  



We successfully ran kick-off workshops for NIHR in 2021, agreeing the approach to running their Digital Strategy Implementation Programme. This resulted in a framework that could be implemented, communicated and iterated.  



Proof of Concepts (PoC) approach to ‘to-be’ microservices Architecture: 

Our strategic reset identified certain complex architecture ‘hot spots’, where a Proof of Concept (PoC) was required to determine the right solution. PA will follow a PoC approach to microservices delivery, ensuring you select the right solutions. Each PoC will be designed to inform the GDS Re-use/Buy or Build principle, validating that the technology is suited to meeting the requirement. This will reduce risk, as the PoC will provide confidence the complex ‘hot spots’ can be addressed.  



We will present the outputs and impact on To-Be Architecture to a Technical Design Authority governance forum for ratification. The To-Be Architecture will be updated to reflect the outputs of the PoCs.  



Recommended PoCs to address hot spots (10.1.1.3): 

· User experience/interface – suitable for occasional users.  The technology needs to support accessibility requirements (WCAG 2.1 AA), meet GDS compliance standards, use GDS component libraries, have capability for personalised service, and be compatible with NIHR SSO. The UI must be responsive, supporting PC and mobile. We will consider GDS and NHSX component libraries, which if re-used will accelerate development and meet GDS assessment.  

· Questions sets – based on inputs from HRA and 15 different authorities, creating a single question set. This needs to be updated and managed across the life of approvals. A COTS solution or bespoke option needs to be developed; HDR UK’s open-source question engine is one candidate. 

· Workflow – to implement approvals from wider authorities, funders and research delivery organisations. It must minimise end-to-end approval time, allow parallel approvals, amendments and support ad-hoc changes based on using structured data in the process. These are long running processes and may change in response to regulation / approval changes; the rules engine must be able to accommodate these. 

· Integration and messaging – RSP success depends on a simpler, standardised integration pattern and solution with the 15 approval bodies and NIHR. The technical solution will need to be suited to this. Based on our experience with NIHR, a candidate technology is the one used for NSIP. 

· Data models - a standard data model is required for use across HRA systems (e.g. IRAS and Registry), which must be compatible with partner organisations and relevant international standards (e.g. FHIR, CDISC). The PoC will look at requirements, building on our work at NIHR. 

· Reporting – understanding the status of approvals and the time taken across the approval bodies is critical to understand and accelerate approval time. Reporting must support this and the ability to assess how structured data, see ‘Simplify and Signpost’ in HRAFinalDeck, can be used to optimise the approval process.  

· Track changes – tracking changes across question sets and approval submissions is complex. The PoC will look at requirements for this and technical solutions for tracking.  



In 2022 we ran a PoC for NIHR’s Common ID service that will enable linking of all health research across the ecosystem, proving the feasibility of creating, reading and updating IDs across NIHR organisations as a precursor to including HRA study IDs later. This has greatly aided our understanding of your data and the challenges when tracking data flows. 



Creating detailed low fidelity flows and testing user journeys with users

We will use visuals to map and understand the most complex requirements of the system. 

 

[image: ]


Figure 1: Low-Fi prototypes will be used to test key assumptions, and developed into Hi-Fi prototypes for further testing (images redacted for confidentiality) 



We will collaborate with researchers, REC members, approval body reviewers and HRA colleagues to refine the user journey further. We will create well-informed low-fi prototypes as early designs. We will take an “Alpha” mindset in testing and iterating the riskiest and lowest confidence parts of the concept with users; once satisfied we will move to hi-fi designs. (10.1.2.2)



[image: ]

Figure 2: Prototyping riskiest assumptions as part of wider HRA user-journey (image redacted for confidentiality) 



We have delivered several projects this way, including Cabinet Office’s EU Exit Transition Dashboard. Creating a fully developed solution in 4 weeks, we defined requirements and wireframed the solution, then built HTML prototypes using GOV.UK design system. We tested these concepts with department users to iterate the prototype and progressed from low to high-fidelity prototype collaboratively using a rapid prototyping design approach. Number 10 then used the dashboard to measure the UK’s readiness to leave the EU. 



Swim-laning data flows and operational impacts and updating architectural transition states

We will map data flows to the operational and system impact that the prospective service design changes may have to ensure the enterprise and data architecture remain inherently aligned to the agreed design. We will incorporate existing platforms – mapping data across IRAS (BGO), New IRAS (Pega), and the new RSP to understand points of impact across the solutions.  



PA will undertake capability mapping for user testing to test and iterate the future Digital Reference Architecture (DRA) ensuring the technical components exist to support the proposed service design. This will involve swim-laning the front-office, back-office, system, support and data requirements, and will involve collaboration between the Design & Technical team to “Walk the Walk” across the proposed end-to-end service design.   Where there are gaps, the DRA will be updated. Data flows across the system will be mapped, highlighting where data is captured and could/should be used elsewhere.  (10.1.2.3)



Where data is to be shared outside systems, we will map it into the HRA architecture to support the enhanced journey. PA benefit from a strong knowledge of the health research ecosystem and will identify interoperability opportunities. Our work with NIHR gives us a good knowledge of data shared between HRA and NIHR (both manually and automatically) which we will bring into this work. 



Onboarding to and assessing the GDS design system 

PA have delivered many GDS compliant services / projects in alpha and through to beta and live, passing 50+ service assessments, applying the 14 service standards, design system, TCoP, open data, WCAG accessibility, etc. We are well-versed in GDS requirements and will run immersion and support sessions to ensure the HRA and PA blended team have a shared understanding of the approach.  



PA will implement an HRA Universal Design System based upon GDS Design System, we’ll reuse GDS/NHS components that have been extensively user tested. This is a key component to GDS review compliance and from the outset will accelerate delivery and enable HRA to move quickly through Alpha and Beta phases.  



We will align GDS components to requirements of the “To-Be” HRA journey. When existing GDS patterns and components do not meet our user needs we will build and test new ones. We will use the GDS Prototyping Toolkit to ensure adherence and compliance while developing components. ​ (10.1.2.4)



In tandem, PA will be working with NIHR to develop their Universal Design System, enabling synergies, lessons and repeatable components to be shared as appropriate.  



We have experience building GDS compliant Design Systems, most recently creating the Design System for HMCTS. This toolkit included archetype models and pattern libraries for the vertical services, and we developed Design System tutorial sessions for all HMCTS UX teams. We embedded the GDS Design System across the programme, provided immersion and support sessions and develop a design community of practice. HMCTS teams are now using these methods and tools to deliver consistent, user-centric service design outcomes. Services have successfully passed multiple GDS Alpha and Beta assessments. 



Running an Agile Coaching Programme 

PA are a Scaled Agile Gold Partner, with 300+ Agile coaches, have run 250+ Scaled Agile Framework (SAFe) training courses and have supported 100+ clients adopt Agile. PA will create a sustainable Agile Centre of Excellence and will provide Agile training and coaching for the entire team including identified HRA Product Owners (POs) – empowering them to make appropriate decisions. Alongside a planned cadence (below) we will employ a just-in-time approach to Agile training, incorporating feedback and maturity into what training and/or coaching is delivered and when. (10.1.2.5)



Our Agile training roadmap will provide: 

· PO coaching - with trained Agile coach for POs. Including 1-2-1 coaching where specific challenges and advice can be given. 

· Agile methodologies training (ongoing) – incl. sessions on Introduction to Agile, Agile Roles and Responsibilities, Agile Techniques (incl. WSJIF, OKRs).  

· Agile Toolset Training (quarterly) - incl. Jira and Confluence, for new/intermediate users. Drop-in sessions organised for ad-hoc support. 

· PO Sync (ongoing) - enabling POs across programme to gather to share insight and challenges supported by our trained Agile specialists.  



We recognise that POs prioritising work aligning to Epics is fundamental to delivering value early and consistently. Through upskilling your POs, we will empower HRA to effectively prioritise work based on value and complexity.  
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		Milestone delivery

		Weighting 7.5%



		Question: How will you ensure each quarterly milestone, as detailed in Appendix B 11 , is delivered on-time and in-budget, whilst also ensuring that all our required deliverables will still be achievable within the initial term and overall maximum initial budget?



		

We will ensure quarterly milestones are delivered on-time and in-budget by managing scope in accordance with a detailed and fully scoped Product Roadmap, maintaining a prioritised and sized backlog, following a quarterly planning process, with delivery teams committing to work, syncing sprint cadence, and maintaining real-time visibility of progress. 



Milestone delivery will be ensured through a) a detailed and fully scoped Product Roadmap and b) a prioritised and t-shirt sized Backlog

We will work with you, your partners and your users during the Foundation Stage, to create your Product Roadmap, validate your prioritised Backlog and confirm the candidate Features to be delivered in each quarter. 



A detailed and fully scoped product roadmap will be essential to milestone delivery on-time and in-budget, it must cover the breadth of the programme and the backlog must be sized and prioritised in the foundation stage to ensure sprint content aligns to the roadmap and your vision. Without this approach there is a risk that sprints are filled with points but that don’t move you any closer to your vision.  



We will transition your quarterly release schedule (11.1) to the next level of detail, epics and features will be prioritised, ticketed and sized to ensure that in aggregate they fit within the initial term. Where effort required outstrips capacity available strict prioritisation with your product owners will need to take place.  This process will ensure that required deliverables are achievable within the initial term and overall maximum initial budget. 



We will ensure that your Product Owners take ownership of the Epics and Features to be released in each quarter to progress the completion of each milestone. We will provide healthy challenge to ensure that these are aligned to your business goals and vision. Too many agile delivery projects focus on sprint-by-sprint delivery, forgetting the bigger picture, our approach recognises the need for strict project management controls to remain on track.



We will use the Product Roadmap to provide early confidence, greater transparency and an easy-to-understand view for all stakeholders. It will ensure transparency of progress each against milestones, evidenced by working software, and will stimulate early discussions on dependencies and risks.  Thus, encouraging mitigation actions to be considered as early as possible (e.g. early integration with NSIP will de-risk integration with RTS, CPMS, and Realms in releases Q3/2023, Q4/2023 and Q1/2024).  



We will maintain a prioritised Backlog based on this Product Roadmap and its Release Plan, continuously reviewing the Backlog with technical and business stakeholders, to ensure that all Epics and Features are feasible, sized, dependencies mapped, risks understood, and key skills and capabilities identified.  Prioritisation will be based on de-risking delivery and releasing value as early as possibly, whilst also delivering the OKRs set out in the Release Plan.  This will ensure delivery of the Epics and Features required for each Milestone in line with your Release Plan. 



We will use pre-quarterly planning to make the quarterly planning meeting more informed

We will facilitate a pre-quarterly planning workshop ahead of each quarterly planning with HRA stakeholders, to jointly agree the candidate Features, any potential blockers, and the stakeholders and delivery teams required.  Our inherent Health Research and Digital Transformation expertise will help identify risks (e.g. agree study statuses across HRA, CRNCC and funders, agreeing standard definition for studies across registries ISRCTN), issues, scope and resource requirements.  We have successfully delivered software for NIHR/CRNCC since 2013, by following such a rigorous approach to quarterly planning. This enabled successful delivery of CPMS, after a previous supplier had struggled for seven years.  



Delivery teams, during the pre-quarterly planning workshop, will commit to the scope of work they will deliver within the fixed duration and cost of the next quarter.  To commit to delivering work, us as your suppliers, your partners and yourselves, will rigorously refine the prioritised backlog to ensure work planned for the next quarter is appropriate, achievable, realistic, and the teams have every they need to complete the work.  The output of this workshop will be a recommendation of the work to be delivered in the next quarter.  This enables a more informed quality quarterly planning meeting, during which work is committed to that can be delivered on-time and in-budget.  This process has been used successfully throughout our NIHR engagement, where we have a ‘Pre-Quarterly Planning’ workshop approximately 9 weeks before the start of the Quarter.  



Quarterly planning meetings will lock-in a ‘Programme Board’ delivery dashboard 

We will run quarterly planning meetings to review, plan and understand the recommended work to be delivered, and jointly lock-in the scope of work to be delivered in that quarter.  We have run quarterly planning meetings for a wide range of Clients, including the NIHR, and they are seen as a key event in delivering agile solutions at scale.  They are successful when all stakeholders attend, for example your Delivery Leads, Product Owners, and external partners should all attend. 



The key output of our quarterly planning meetings will be a ‘Programme Board’.  The Programme Board will clearly visualise the work committed and will be linked to our real time delivery dashboard in Jira, from which we will generate progress reports that show the percentage completion of each milestone. Jira will be used to track the delivery pipeline, providing a transparent view of releases for example the release of the CPMS integration with the NIHR. 



[image: ]

Figure 1: Jira release history (image redacted for confidentiality) 



We’ll manage Delivery Teams in a synchronised sprint cadence 

Once the work committed to be delivered in the quarter is locked-in, our delivery teams will be managed to the same synchronised Sprint Cadence based on each sprint: 

· being 2 weeks in duration 

· starting with a planning meeting 

· having daily stand ups to review progress 

· ending with a Sprint Show and Tell, and which outputs will be demonstrated to gather and incorporate user feedback 

· including a Retrospective to identify lessons learnt and drive our growth mindset 



We find that this Sprint cadence is highly effective with Delivery teams that are both new to agile and those teams that are experienced with agile. We will provide expert Sprint facilitators (typically a Scrum Master or Agile Delivery Lead/Coach), who understand agile culture and behaviours required to effectively deliver solutions. 



Our scrum masters will ensure our delivery teams take full end-to-end ownership of solution delivery, as established during the Foundation Stage and maintained through pre-quarterly workshops and quarterly planning meetings. They will ensure delivery starts well, remains on track, and delivers work (and therefore milestones) on-time and to-budget. 



Delivery teams will update a real-time delivery dashboard 

Our Delivery Teams will use Jira to provide a real-time delivery dashboard to ensure transparency of progress across committed activities and any blocked activities.  See below: 
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Figure 2: Jira real-time delivery dashboard (image redacted for confidentiality) 



Managing Dependencies across teams through ‘Scrum of Scrums’ 

It is likely that there will dependencies across delivery teams and external partners that will need to be included in the Prioritised Backlog and reviewed in ‘Scrum of Scrums’ events to ensure that delivery is on-track. 



We will host ’Scrum of Scrums’ events to ensure that any dependencies are managed and handled in a way which maximises the flow of value through the delivery of work. The Scrum of Scrums invites each Delivery team’s agile facilitator (the Scrum Master) to attend and present progress against their committed work, OKGs and overall Quarterly Milestones. Any dependencies are then reviewed collaboratively, and any issues raised for mitigations to be agreed.  This forum it creates an open platform for collaboration across teams and helps to break down any siloes which may occur naturally from being team and delivery focussed.  



Our real-time delivery dashboard will inform our reporting 

We will use this real-time delivery dashboard in Jira as an input into our progress reports for the monthly DDaT board, RSP Delivery Board, and Joint Strategic Programme Board. 



In addition, we will report on the KPIs you require in our Management Information (MI) reports.  Specifically, to report on the on-time and in-budget delivery of milestones, we will report on the following metrics: 



· the percentage completion of each milestone, based on the completion of those Epics and Features required to complete each milestone. 

· any missed milestones 

· the percentage of milestones completed on time  



These reports and our real-time delivery dashboard will provide transparency of our progress in delivering milestones on-time and in-budget.
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		Management information

		Weighting 5%



		Question: Referring to Appendix B 12, how will you provide effective Management Information to ensure the accurate measurement of programme delivery?



		

Accurate measurement of programme delivery and provision of effective MI will be a key focus within the programme, providing insight to understand progress against plan, forecast budget and resourcing, and mitigating risks before they happen.  



Using our delivery expertise, experience on similar programmes, and knowledge of HRA, we will provide an effective, accurate and transparent suite of MI, and yield insights.  Specifically, we will: 



· Track progress against plan: tracking completed work against Features and milestones from the quarterly plan and product roadmap 

· Track quality: tracking and reporting on risks and issues found during testing and post-release, achieving an upward trend in quality through reducing issue counts 

· Assess impact of change requests: recording, estimating and reporting on change requests, where scope creep is impacting milestones and budget 

· Tracking budgets and resourcing: tracking completed work and team velocity to forecast quarterly resource requirements and budget position 



A common issue with AGILE reporting is that it is limited to point in time status and does not provide context of the full critical path. We will establish a suite of MI so that the Delivery Leadership Team can identify what has happened and why, what could happen and what will happen. Our MI will be descriptive, diagnostic, prescriptive and predictive. 



How will we provide effective MI? 

Our chosen tool for tracking programme progress for large, complex agile deliveries is Jira, ensuring a consistent and accurate approach to data capture and management reporting. We provide the capability to harness this Jira data to provide effective MI through detailed management level dashboards.  This MI will not be limited to point in time status but instead visualise an ongoing plan changing throughout the course of the programme, allowing you to measure and benchmark progress as it evolves.  



We know HRA use Jira, but not to its full effect. Our agile delivery experts will: 

· Configure Jira in line with the RSP quarterly milestones and Features, ensuring progress can be tracked accurately throughout delivery 

· Construct a real-time dashboard, providing insights into progress against quarterly plans e.g., % progress complete by Feature, and towards overall quarterly milestones 



As teams update stories and track issues, the dashboard will automatically update, ensuring insights are up-to-date and accurately and transparently reflecting the current programme status (example below).  



When used correctly, Jira is the bedrock that will allow you to visualise progress against plan in real time, highlight risks and issues, and understand your financial commitments and resource utilisations. PA have successfully embedded this approach on similarly complex deliveries for clients including NIHR, HDR UK and the Home Office. 



A summary of how we will approach your monthly KPIs: (12.1.1)

		KPI 

		Source  

(Where) 

		Objective (Why) 

		What insight will this drive (So What) 



		Issues  

		JIRA dashboard (real-time) 

		Details issues found during delivery 

		Highlights potential quality problems, drives improvements of development and testing approach 



		Risks 

		JIRA dashboard (real-time) 

		Details risks which have potential to impact delivery 

		Allows mitigating actions to be taken to reduce impact.  Highlights decisions required to resolve.  



		Change requests  

		JIRA 

		Tracks changes in scope and impact on roadmap 

		Provides insight into decisions required to mitigate any negative impact on the roadmap. 



		Technical Debt 

		JIRA 

		Forgotten compromises can quickly become long-term burdens 

		Informs HRA of predicted overall future cost of RSP infrastructure 



		Finance (BCWS/ACWP/BCWP etc)  

		JIRA - % work completed against budget. 

		Details progress and remaining work, measured against budget and estimated remaining cost of the programme. 

		Allows resource allocation decisions to be made and provides insight into actions to be taken to ensure progress remains on track. 



		Percentage of tasks complete  

		JIRA- Stories moved to Done 

		Accuracy on size of work completed in comparison to estimated size of backlog.  

		Insight into progress against plan, enables information to determine if decisions on resourcing/requirements are required. 



		Percentage milestones completed on time 

		JIRA- releases 

		Progress towards specific milestones and predicted milestones using release burndown. 

		Insight into progress against plan and enables information to determine if decisions on resourcing/requirements are required. 

 



		GDS Compliance (12.1.2)  

		Acceptance Criteria, TDD and stories Done. 

		Informs % of development compliant with GDS standards 

		Determines compliance with GDS and informs decisions to remediate if required.  Prepares for GDS audits. 



		NCSC Compliance (12.1.3) 

		Acceptance Criteria, TDD and stories in Done. 

 

		Informs % of development compliance with NCSC compliance 

		Determines compliance with NSCS principles and informs decisions to remediate if required. 
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Figure 1: Example Jira real-time dashboard
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		Contract management

		Weighting 5%



		Question: Referring to Appendix B 13 and 15 , how will you approach Contract Management to ensure the programme is governed effectively?



		

We will agree rigorous governance structures, see below, to provide transparency when delivering against our agreed programme milestones, clearly illustrating our plan on a quarterly basis, including quarterly value delivered vs budget; providing progress against KPIs, see question 11; aligning stakeholders on a common cadence; and managing internal/external dependencies. 



A detailed description of each meeting and the KPIs to be used for contract management to be agreed during the onboarding (13.1). Any additional boards / meetings will be convened when required. (15.3)



A well-established governance structure will support delivery and contractual management: (15.1, 15.2) 



Portfolio delivery board and RS programme board: 

These sessions will:

· Provide visibility of the work committed per quarter and future roadmap

· Gain senior stakeholder approval

· Ensure alignment with key projects, including IRAS/HARP/TOPS



We will engage stakeholders in advance with proposed candidate Features, providing visibility of the upcoming quarter’s work plan. We will commit to Features, a sprint-by-sprint plan, working with POs to clearly articulate benefits and map dependencies internally and externally. Senior stakeholders will agree mitigations to dependencies, risks and issues. 



We will provide high-level summaries of the RS Programme Board to the Portfolio delivery group in line with HRA governance.



RSP Delivery Leadership Group and communication group: 

We will establish a regular leadership team session to provide transparency of the roadmap, focus on the next quarter’s Features and support prioritisation mechanisms for leaders and POs (WSJF and MoSCoW). This ensures delivery is focuses on the aims of the programme, agreed scope and definitions of done. Show and Tell forums will allow delivery teams to present progress made, as used successfully with NIHR. 

 

Delivery teams Scrum of Scrums: 

We will ensure alignment between delivery teams by running weekly Scrum-of-Scrums sessions for all Delivery Leads (IRAS/HARP/TOPS /IRAS website/HRA Registry) to track achievements against the committed plan, manage internal/external dependencies and map milestones on a common programme board to clearly illustrate the milestones each project is set to achieve per quarter. We recommend ensuring alignment with NIHR DSI programme



Technical Design Authority (TDA): 

The TDA establishes technical guardrails (e.g. data model) and sets our technical standards. We will run the TDA weekly and invite a broad technical audience to sign off technical designs, promoting consistency and promoting re-use.



The TDA will consider architecturally significant decisions critical to the shared success of HRA and broader ecosystem (e.g. NIHR). PA bring added value through our deep knowledge and involvement with both organisations, including interfaces built by PA (e.g. NSIP).



Live Systems (inc RSP delivery group) and Change Control (13.2): 

Focusing on the management of live services, maintaining SLAs and managing change (e.g. changes, patches, pen test fixes). It will act as a focal point for change, covering links to other forums such as NIHR CAB, to track interdependencies (e.g. SSO, CPMS feeds). We can meet you SLA’s as demonstrated by successful delivery across NIHR.



Weekly Leadership call:  

We suggest a weekly call to discuss progress and any issues arising. 

 

Quarterly Planning:

Quarterly Feature planning will drive our agreement on delivery team size and forecast spend. You have a fixed budget and during the Foundation Stage we will provide a forecast cost based on agreed deliverables/outcomes. Quarterly planning meetings will then be used to agree:

· Progress against agreed outcomes

· Team size

· Forecasted cost



Contract Review: 

We will put in place a monthly contract review, allowing commercial leads need to meet to ensure PA are delivering against plan and budget, ensuring we meet your expectations.  

These will track committed spend versus forecast to ensure we are on track to meet our fixed budget (13.1.6).



Payment Model:

The team needed for different delivery stages will vary depending on scope, backlog maturity and work type. Teams will be proposed based on:

· Continuity - maintain knowledge of HRA

· Reducing delivery risk

· Availability

· Capability required for work

· Building capability within HRA

· Optimising costs - balancing capability with the right mixture of HRA/onshore/offshore resources



Your tender discussed outcome-based payments. To deliver great outcomes for HRA, payment models need to be structured to align incentives. We propose:

· Agile working with outcomes e.g. working software

· Fixed price per sprint for team(s), based on delivering scope agreed during calibration sprints in story-points meeting a quality threshold expressed in defect levels

· Allowing flexibility over project lifecycle due to changes in team composition, ramp up/down and building HRA capability in roles. Individuals will be subject to availability

· Jointly focusing on outcomes



We successfully use this model with clients for large scale deliveries, including CPMS and DSI for NIHR.
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		Innovation

		Weighting 7.5%



		Question: How will you bring innovation to the RSP product delivery (see Appendix B 6.2.1.3 and 7.2.5)?



		

At PA we see innovation as both an approach and a mindset that when used pragmatically will take RSP further and faster.  The decision to replace the existing system is the first step. Without innovation, the programme risks becoming stale, leading to at best under delivery, at worst the wrong delivery. 



PA will take practical steps to embed innovation into programme delivery, through discrete events (Ingenuity Workshops), actions (rapid prototyping and user engagement) and by embedding an innovation mindset into your culture and ways of working – this approach will ensure the blended team are set up to overcome obstacles (6.2.1.3).



We will help you focus on the future – injecting insight, enabling swift adaptation 

We will work with you to ensure that the RSP product delivery embraces the opportunities provided by future innovation and respond to its threats, using: 



· Ingenuity Workshops for long-term planning

We will run quarterly Ingenuity Workshops, curated based on themes relevant to RSP and upcoming quarterly releases e.g., digitising approval processes from other industries, data migration, automation, data enabled decision making. We run similar workshops with NIHR covering Transcelerate, the impact of digital connected devices on trials helping NIHR determine how to innovate and deliver their digital ambition. 



We will curate the latest innovations from other industries, the digital healthcare and RegTech landscape leading providers (e.g. AWS, Google, Azure) showcasing opportunities of pioneering actors that align to your future needs. Guest industry speakers, PA healthcare, research and regulatory experts (PA have worked with 23 UK regulators including the GMC), and technology providers will bring these themes to life. Workshops will inspire participants enabling them to ideate, prioritise and amplify ideas that will benefit RSP and meet your strategic goals.  



During the workshops we will prioritise actions, where to investigate further, what goes into a Quarterly Release and what prototypes to explore further. 

 

 [image: ]
Figure 1: Ingenuity Workshop Process 



· Prototyping and Proof of concepts (tech spikes and innovation sprints) 

Story points will be dedicated to developing prototypes to assess innovation opportunities during an Innovation Sprint, user testing and assessing feasibility ahead of intended quarterly releases. For example, Dynamic form building ahead of Q1 2023. 



Proof of Concepts will be used for architecturally complex components, identifying options and assessing the best fit. The number run will be based on need, identified in the product backlog and delivery plan.  



These activities will allow us to identify the newest technological innovations and will de-risk any new technology choices. As a principal, preference will be given to microservices that enable modularisation and services that are already widely used (7.2.5). Where we pivot to a modern / new technology, we follow the GDS principle of “Reuse before buy/build”.



There are 3 key benefits of our micro-service approach (1) reusing components speeds up delivery (2) user journeys are simpler because of a common UX patterns (3) HRA easily add innovative features by swapping in new micro-services without a major impact on other systems & services. Examples of micro-services we are deploying at NIHR include single-sign-on, single user profile across all services, post-code lookup and GDS Notify.



We will draw on the ideas / aspirations of your user base  

Your community bring with them creativity, innovative ideas and potential solutions, we must tap into that ‘hivemind’ to solve tricky problems (6.2.1.3). We will embed your users into the innovation processes to identify problems / opportunities and propose / steer innovative ideas, using: 



· Art of the possible workshops

Engaging users in the exploration of innovative ideas, what others are doing and how this could be applied in the RSP.We have used this format successfully with the NIHR (including HRA participants) and 40+ other organisations. 

 

“… the Art of the Possible kick off workshop led by PA… set the tone for the project, engaging Working Group members really effectively and creating a culture of ambition and collaboration that has influenced the entire delivery, with clear communication of concepts and insights from that day setting the template for the rest of the work.”.  

Philippa Kennedy, CPS client project lead 



· Crowdsourced user engagement

In addition to user research conducted in product development we will use crowdsourcing tools to engage users to contribute and prioritise innovative ideas. Working with Manchester University to enhance its research capabilities we used ThoughtExchange to open-up the debate to the research community, crowdsourcing answers to questions in real-time. We engage 650+ people creating 1,077 thoughts and 11,234 ratings, with the ability to differentiate the needs of early-career researchers from established academics. 



We will build an innovative culture – where your people are empowered to explore new ideas 

We will accelerate the momentum built in Ingenuity Workshops creating a culture that values innovation. Working from the top down to ensure your vision continues to be aligned with an innovative culture and this is disseminated to your team through our work and our collaborative workspaces.  



· Investing in people

The team needs to know that innovation matters, aligns to your strategy and there is a commitment to removing barriers to implement ideas. Providing interesting and varied work allows people to solve complex problems and find ingenious solutions. Innovation will become core to the team by providing collaborative working practices, deploying a diverse cross-functional team and empowering your people to become active participants in an innovative culture through proposed events and actions. 



Agile methods provide space to nurture new and innovative ideas 

Innovation can be one dramatic change or smaller changes that modify ways of working and increase time to value. Agile methodologies will mean you can rapidly mobilise, be creative, change quickly and keep track of your delivery using Jira. Agile enables innovation by providing product owners with the tools and information needed to re-prioritise work based upon those ideas with the higher value.  





		Maximum 1,000 words









		[14]

		Overcoming challenges

		Weighting 5%



		Question: What key learnings have you taken from delivering similar programmes? How will these be applied to the RSP and what benefits will this deliver to the HRA?



		

PA has been delivering complex digital programmes with the NHS for 30 years. We have had the privilege of working with the UK health-research system since 2013, across NIHR, CRNCC, HRA MHRA, and HDR UK. Below, we summarise key learnings, how we will apply them to RSP and the benefits this will deliver.



Embed user-centred design to simplify the system and process

Defining requirements in isolation from users risks over-complicating the system. The first delivery of Join Dementia Research had 150+ mandatory questions, resulting in low sign-ups. The question set was later simplified based on user feedback.



We will apply a GDS-aligned user-centric approach to design and will seek feedback from real users throughout the delivery. This will bring benefits by ensuring the system works for users without compromising simplicity. It may also unlock benefits through users identifying improvements.



De-risk as early as possible

Identifying risks early and taking actions to mitigate the risks is fundamental to successful delivery. When delivering CPMS, we identified data migration as a key risk and mitigated it by starting data migration in sprint 3, in parallel with delivering the system. This ensured the new system worked with the complexity/volume of real data.   



Building on our work on NIHR DSI delivery, we will create a risk register using Jira. We will identify risks (e.g., architecture hot-spots and data migration) and review throughout delivery. Risks will be scored against impact, and mitigation actions identified. We will create a risk burndown, displayed in real-time, on the programme dashboard to ensure transparency and show progress towards risk reduction, reducing the overall delivery risk.



Conduct spikes to choose the right technology

Wrong technology choices can hamstring delivery, add complexity and increase expense (e.g. choosing a platform that can’t meet your requirements such as Pega). Choosing the right technology to deliver each element of the solution, considering what can be “Reuse before buy/build” as per the GOV.UK Service Manual is key to success. We will do this by creating requirements, then accessing technologies against these, if necessary conducting POCs. For example, for NIHR, we conducted POCs with search solutions identifying the best solution for searching across NIHRs content, before selecting Google Search based on evidence.



Informed by our Discovery work, in the Foundation Stage we will take architecturally significant elements, which we identified in RSP Reset, and run POCs to inform technology. We will also establish a TDA board, like in the NIHR DSI programme, to provide technology governance and ratify design choices. This will reduce risk by ensuring architectures meet the requirements and create an ecosystem of reuse across the programme.  



Shared ownership and understanding of the product backlog is essential

If we don’t have a single view of the backlog, it is hard to prioritise and challenge the complexity of requirements. It is essential that backlogs are prioritised, refined and estimated collaboratively between PA and HRA. This provides clarity to all stakeholders on what needs to be delivered and the progress being made towards the overall goal. For example, on CPMS an earlier delivery wanted to build the DB and system around a principle which meant we could add any entity at any time, massively over-complicating, adding cost and but this was a requirement they did not have. So PA simplified the implementation leading to a successful delivery.



During Foundation Stage, building on our North Star, we will elaborate the backlogs and map against the delivery timeline. Our Agile experts will provide coaching and challenge to the Product Owners throughout the delivery. This will bring the benefit that at each Sprint Review, we can see the value delivered each sprint and what remains in the backlog against milestones.



Engage stakeholders early and manage them effectively throughout the programme

Our experience with NHS England, where we engaged over 200 clinical specialists across 28 specialty associations to build the first ever national system allowing surgeons to view patient outcomes, taught us the importance of engaging and managing stakeholders early in the process to bring credibility to the programme and ensure success.



RSP is a similarly complex programme, providing an integrated approvals system working across the home nations/80 RECs/NIHR CCs/15 approval bodies. During Foundation Stage we will create a stakeholder map and engagement plan. We will recommend inviting stakeholders to the sprint reviews to provide feedback to help prioritise the backlog. This approach has been used successfully with the NIHR DSI programme and will ensue stakeholders are supportive of the programme and their feedback has a clear mechanism to be captured/addressed.





		Maximum 750 words









		[15a]

		Social value – increase supply chain resilience and capacity

		Weighting 2.5%



		Question: Describe the commitment your organisation will make to ensure that opportunities under the Contract deliver the Social Value Policy Outcome and Model Award Criteria (see Appendix B 14). 

Please include: 

· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 

· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. 

You should include but not be limited to: 

○ timed action plan 

○ use of metrics 

○ tools/processes used to gather data 

○ reporting 

○ feedback and improvement 

○ transparency

· how you will influence staff, suppliers, customers and communities through the delivery of the Contract to support the Policy Outcome, e.g. engagement, co-design/creation, training and education, partnering/collaborating, volunteering.



		

Method Statement:

To increase supply chain resilience, we will create a Supply Chain Pod (involving PA and HRA representation where applicable). Our commitments align to the Social Value Model MAC 3.1-3.5 and Appendix 14.1.
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Theme 1:  Create a diverse supply chain to deliver the Contract including new businesses and entrepreneurs, start-ups, SMEs, VCSEs and mutuals (MAC 3.1).

		Implementation

		Outcome



		Commitment: Implementing screening process for suppliers and subcontractors to ensure transparency and cost: value ratio, overseeing ongoing performance management.



		· Initial assessment including size, structure and employee diversity

· Using procurement platforms e.g. CompeteFor and subcontracting platforms e.g. Contracts Finder.

· Regular commercial/performance account reviews.

		· Ensures diversity and fairness in identifying new contracts.

· Offers opportunity to new providers wanting a supportive prime contractor in PA.



Metric: a) Diversity of supply chain/subcontractor directory. 

b) Ongoing performance statistics for suppliers.



		Influence: PA will collaboratively manage performance, commercial arrangements and ensure access to universal tools.









Theme 2:  Support innovation and disruptive technologies throughout the supply chain to deliver lower cost and/or higher quality goods and services (MAC 3.2).

		Implementation

		Outcome



		Commitment: Innovation in approach and design, including opportunity to link into the PA Global Innovation Centre.



		· Link suppliers directly into our Global Innovation Centre in Cambridge via quarterly Ingenuity Workshops.



		· Suppliers will have an opportunity to innovate and understand issues in more detail, and opportunities for scale.



Metric: No. of Ingenuity Workshops held, outcome of sessions.



		Influence: Co-design solutions with supply chain using innovative and diverse approach /technologies. User-centric design approach ensures customer communities directly influence design. 









Theme 3:  Support the development of scalable, future-proofed methods to modernise delivery and increase productivity (MAC 3.3).



		Implementation

		Outcome



		Commitment: Onboarding suppliers/subcontractors onto HRA Program Ways of Working where appropriate to ensure consistent best-in-class delivery across supply chain.



		· Utilising Agile delivery methodologies enhances predictability of the digital service delivery, thus an increase in sustainable working patterns.

		· Delivery and benefits are traceable for continued purpose alignment and productivity.



		Influence: Training provided across the supply chain on proposed Agile Ways of Working. 











Theme 4: Demonstrate collaboration throughout the supply chain, and a fair and responsible approach to working with supply chain partners in delivery of the Contract (MAC 3.4). 



		Implementation

		Outcome



		Commitment: To work closely with suppliers, partners, and external suppliers to ensure continued communication and collaboration in delivery.



		· A regular sprint cadence of meetings will be setup incorporating key supply chain representatives.

		· Risks raised early, dependencies clearly communicated, and progress is monitored and reported.



Metric: Risks and dependencies tracked through RAID meetings



		Influence: PA will provide benefit as the core supplier for NIHR CPMS and NSIP platforms. Utilising shared modern collaboration tools we will ensure transparency and communication. 









Theme 5:  Demonstrate action to identify and manage cyber security risks in the delivery of the Contract including in the supply chain (MAC 3.5).



		Implementation

		Outcome



		Commitment: Complete a Cyber and IG Supply Chain Assessment.



		· Initial assessment of the supply chain organisations of planned adherence to Cyber Essentials and ICO Accountability Framework / DSP Toolkit. 

		· Ensure all supply chain meet minimum Cyber and IG standard.



Metric: No. of Suppliers with Cyber Essentials/DSP+ or equivalent 



		Commitment: All ongoing Cyber and IG decisions across the supply chain will be managed through appropriate governance.



		· Supply chain decisions governed through the Technical Design Authority (TDA), ensuring they meet required standard.

		· Cyber and IG standards must be met before acceptance of high-level designs.



Metric: No. of TDA decision log entries 



		Influence: PA is certified to the ISO27001 and Cyber Essentials Plus standards which shape our policies and culture. We will ensure the same high standard of the supply chain we work with.









Monitoring, Measuring and Reporting on Commitments

The action plan identifies Supply Chain commitments, which can be adapted to suit ongoing requirements of the programme.

Action Plan:

[image: ]

Tools

Shared Jira board to track supply chain activity and responsibilities

Slack and Outlook (or equivalent) to manage day to day communications 



Reporting, Feedback/Improvement and Transparency

The Supply Chain Pod will report as follows:

· Continuous reporting on progress against the Supply Chain plan, including changes and performance.

· Complete Supply Chain assessment (incl. Cyber and IG) and incorporate recommendations and risks to RAID log, with these continually monitored.

· Supply Chain benefit baseline and quarterly reporting, ensuring adherence to high standards/identifying improvements.





		Maximum 750 words









		[15b]

		Social value – effective stewardship of the environment

		Weighting 5%



		Question: Describe the commitment your organisation will make to ensure that opportunities under the Contract deliver the Policy Outcome and Model Award Criteria (see Appendix B 14). 

Please include: 

· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 

· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. 

You should include but not be limited to: 

○ timed action plan 

○ use of metrics 

○ tools/processes used to gather data 

○ reporting 

○ feedback and improvement 

○ transparency



		

Method Statement:

We will create a Sustainability Pod (involving both PA and HRA representation where applicable) who will be responsible for ensuring the commitments below are met. Our commitments align to the Government Social Value Model MAC 4.1-4.2 and Appendix 14.1
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How we will implement our Commitments



Theme 1:  Deliver additional environmental benefits in the performance of the Contract including working towards net zero greenhouse gas emissions (MAC 4.1)

PA have pledged commitment to an ambitious sustainability roadmap, whereby PA will look to achieve a 50% emissions reduction by 2030 and a commitment to reducing Science Based Targets (SBTs) to 1.5°C. PA are a contributing member of the Ellen MacArthur foundation and PA is a partner and specialist technical advisor to the UN Global Compact – the largest corporate sustainability initiative in the world. PA will further commit to the following initiatives for the duration of our contracted period:


		Implementation

		Outcome



		Commitment: We will actively reduce our Carbon Footprint while acting as HRA’s primary supplier by ensuring we utilise sustainable operating procedures.



		· Electricity supplied through a variety of sources globally including, green tariffs, renewable energy certificates, energy attribute certificates (EACs) and virtual purchase power agreements (VPPAs) 

		· Green Tariffs and Renewable Energy sources ensure responsible energy provision in powering our operations



Metric: Current and future sustainability certificates and efforts etc. shared



		· We will ensure Carbon offsets for our residual emissions, purchased in line with PAS2060:2014 for the demonstration of carbon neutrality, audited sources such as Clean Development Mechanism, Gold Standard, and Verified Carbon Standard. 

		· PA’s carbon footprint while working with the HRA will be actively reduced, which will directly help reduce environmental impact and aligns with the UN Sustainable Development Goals (UNSDGs)



Metric: Current and future sustainability certificates and efforts etc. shared





		Commitment: We will limit in-person workshops and associated travel requirements to reduce carbon emissions associated with transportation



		· Reducing our travel footprint considerably supported by the adoption of digital technology

		· Environmental impact associated with travel will be significantly reduced, meaning on average there will be one in-person “essential” meeting per quarter (PI Planning)



Metric: Average travel footprint of remote/hybrid meetings vs. all in-person meetings





		Commitment: We will implement Sustainable Coding Practices for ongoing technical development



		· This encompasses behavioural and structural considerations around energy consumption and measures and will be important to ensure minimal environmental impact from the work we undertake.

		· With technical development a substantial part of the HRA Program, we will minimise environmental impact of our work



Metric: Sustainable coding decisions recorded as part of Technical Design Authority decision log













Theme 2: Influence staff, suppliers, customers and communities through the delivery of the Contract to support environmental protection and improvement (MAC 4.2)



PA work with our clients to make positive environmental decisions that also help improve the efficiency in how they work. PA delivered DocuSign for the NIHR in 2020, reducing the time taken to gather signatures, while making a positive environmental impact by removing the paper-based process. PA will continue to work with HRA to identify where new operations could lead to positive environmental impact.



		Implementation

		Outcome



		Commitment: We will complete an assessment of our suppliers to understand sustainability commitments to ensure alignment to RSP Sustainability practice & goals



		· We will ask suppliers to provide/use provided tools to assess the environmental impact of their input in the Supply Chain

		· This will understand the specifics for our particular requirements, to ensure we are factoring in Environmental Impact to our architectural decision making.


Metric: use tools e.g. AWS Customer Carbon Footprint Tool or equivalent to assess suppliers on carbon footprint impact



		Commitment: We will establish agreed sustainability goals for the HRA to give a clear sustainability vision, and report against the agreed metrics associated with those goals



		· PA will support HRA in defining alignment to the 17 UN Sustainability Goals

		· This will give a clear vision as to what the HRA Programme stands for, enabling a sustainability roadmap to be developed to align to them



		· PA will support HRA in defining the required metrics associated with the agreed Sustainability Goals

		· These metrics can show ongoing commitment to the Sustainability Goals and associated improvements toward these goals



Metric: Use defined metrics to report on alignment to desired sustainability goals. 









How we will Monitor, Measure & Report on Commitments

The action plan identifies Sustainability commitments, which can be adapted to suit ongoing requirements of the programme.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Timed Action Plan & Metrics
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Tools

· Supplier Sustainability Assessment tools e.g. AWS Carbon Footprint Tool

· Jira board for managing Sustainability activities

· Slack & Outlook (or equivalent) for managing communications with suppliers and internally across teams



Reporting, Feedback/Improvement & Transparency

The Sustainability Pod will report as follows:

· We will report quarterly on our supplier estimated Environmental Impact using tools such as AWS Customer Carbon Footprint Tool to understand the specifics for our requirements.

· Agreed Sustainability Goals and associated metrics will be reported on quarterly (showcasing baseline vs. current)

· In line with the proposed Governance, during the sign-off process at the Technical Design Authority, consideration of Sustainable Coding practices will be requested as part of the presentation and subsequent agreement. 

· Each workstream will have Sustainability impact as part of their benefit statements. This will identify where new operations could lead to positive environmental impact. 





		Maximum 1,000 words









		[15c]

		Social value – improve health and wellbeing

		Weighting 2.5%



		Question: Describe the commitment your organisation will make to ensure that opportunities under the Contract deliver the Social Value Model Policy Outcome and Award Criteria (see Appendix B 14). 

Please include: 

· your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 

· a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. 

You should include but not be limited to: 

○ timed action plan 

○ use of metrics 

○ tools/processes used to gather data 

○ reporting 

○ feedback and improvement 

○ transparency



		

Method Statement:

PA will create a Wellbeing Pod (involving both PA and HRA representation where applicable) who will be committed to supporting the Programme Health and Wellbeing. Our commitments are aligned to the Government Social Value Model MAC 7.1-7.2 and Appendix 14.1.







Theme 1:  Demonstrate action to support health and wellbeing, including physical and mental health, in the Contract workforce (MAC 7.1)



PA are commited to ensuring the wellbeing of their colleagues having signed the Mental Health at Work Commitment and Thriving at Work for general operations and assignments. Alongside this, PA will demonstrate the following commitments for the duration of the contract period:



		Implementation

		Outcome



		Commitment: An appropriate Health and Wellbeing Support Network provided with clear support process to ensure the ongoing proactive wellbeing of contracted staff



		· Trained Assignment Managers Promoting Wellbeing across the team, enabling communicative and flexible practices

		· Ongoing support from managers to identify  potential health and wellbeing concerns early


Metric: N/A



		· 900+ Mental Health First Aiders (MHFA) and 250 Mental Health Champions across PA, with an aim to have MHFA on HRA assignment, leading the Wellbeing Pod 

		· MHFA providing trained support across the Programme

· Network of MHFA across PA for ongoing support outside the Programme



Metric: Anonymised challenges and risks identified



		Commitment: Bespoke package of Health and Wellbeing Resources to ensure availability of self-serve content and wellbeing management



		· Bespoke Assignment Wellbeing toolkit hosted on local site, including:

· Team charter with supporting exercises

· Assignment wellbeing plan

· Tool to plan, monitor and course correct wellbeing

		· The Wellbeing Toolkit will act as artefacts at the start of the Delivery Programme and communicated as the start of the ongoing Health and Wellbeing narrative



Metric: Engagement with Assignment Wellbeing Toolkit. Feedback survey results



		· PA Wellbeing Hub – access to stories, advice and events to support our people, incorporating signposting to support channels

		· Assignment Agnostic materials available for self-serve access to resources and signposting to professional services



Metric: Feedback survey results (e.g. have you used PA Wellbeing Hub while on HRA Programme)









Theme 2:  Influence staff, suppliers, customers and communities through the delivery of the Contract to support health and wellbeing, including physical and mental health (MAC 7.2)



		Implementation

		Outcome



		Commitment: Ongoing Health and Wellbeing Activities to ensure continued H&W awareness



		· A series of Wellbeing Challenges to encourage colleagues to undertake exercises to support mental and physical health. Results celebrated across the Programme. Available across all programme stakeholders.

		· Building wellbeing awareness and community



Metric: Engagement with challenges (e.g. email opening rates, response to challenges)) 



		Commitment: Implement a continuous feedback and temperature check across the Programme to ensure continued monitoring



		· Gathering quantitative and qualitative data through: 

· Live-Feedback: monthly anonymised wellbeing live check-ins (using e.g. Slido)

· Slower-time Feedback: surveys on current challenges, mood and improvement opportunities

		· Teams can input into the improvement our Health and Wellbeing initiatives



Metric: average mood ratings, challenge themes (through wordcloud or similar), improvement opportunity themes



		Commitment: Track Stakeholder Time allocation to the programme avoid overcommitting our stakeholders 



		· Time allocation survey tracking weekly stakeholder time allocation vs. estimations (pre-quarter)

		· Identifying stakeholders who may not be as involved or are overcommitted, and adapt our estimations based on learnings from previous quarters



Metric: time estimated vs. actual time allocated and discrepancies









How we will Monitor, Measure & Report on Commitments



Timed Action Plan & Metrics

The action plan below identifies ongoing H&W commitments across the Programme and can be adapted to suit ongoing requirements of the programme:











Tools

· Wellbeing microsite to host Assignment Wellbeing Toolkit and other resources

· Mail Merge for engagement tracking with Wellbeing Challenges

· Mentimeter or equivalent (Live Survey Tool) to capture real-time anonymised temperature-check data

· Microsoft Form or equivalent to gather slower-time feedback data



Reporting, Feedback/Improvement and Transparency

The Wellbeing Pod will report as follows:

· Continuous reporting on progress against the wellbeing plan, alongside proposed changes

· Live-Feedback and Slower-Time Feedback Analysis. Reports provided quarterly, monitored on monthly basis for efficient escalation of concerning data

· Time allocation monitored and reported to CIDO and Programme Team, reporting average time allocation vs. estimates and individuals of high concern in their actual vs. estimated time. Insight to inform future planning to not overuse personnel time, and escalated to Line Managers

· Feedback presented to Programme Team as new/adapted commitments for sign-off.





		Maximum 750 words







		[bookmark: _Hlk110009094][16]

		Price

		Weighting 10%



		Question: Please complete the Rate Card Template (Appendix D) and submit it as a separate attachment. All prices quoted must be exclusive of VAT and include travel and subsistence.







[bookmark: _Toc110240728][bookmark: _Toc123832449]Appendix D – Rate Card Template

[bookmark: _Toc108512029][bookmark: _Toc108773576]Published as a separate Excel file on the procurement portal. 

[bookmark: _Toc110240729][bookmark: _Toc123832450]
Appendix E – EDT Structure

[bookmark: _Toc110240730]Published as a separate pdf file on the procurement portal (‘RSP Delivery Team Outline Role Descriptions v2.0’).

[bookmark: _Toc110240731][bookmark: _Toc123832451]
appendix f – RSP strategy review report

[bookmark: _Hlk109650445]Published as a separate pdf file on the procurement portal (‘HRA FinalDeck 110522 – commercial redactions’). This report has been redacted of commercially sensitive and personal data, to protect the legitimate interests of the parties referred to in the redactions. However, the Authority has assessed that the redacted information is not relevant or advantageous for the purpose of Potential Providers preparing a Tender for this Further Competition.
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[bookmark: _Toc110240706][bookmark: _Toc120729800]Appendix B – SPECIFICATION 

1. [bookmark: _Toc368573027][bookmark: _Toc522714834][bookmark: _Toc106715544][bookmark: _Toc108511999][bookmark: _Toc108773547][bookmark: _Toc110240707][bookmark: _Toc120729801]PURPOSE

[bookmark: _Toc368573028][bookmark: _Toc522714835][bookmark: _Toc296415805][bookmark: _Toc297554773]The Research Systems Delivery Partner shall deliver the Health Research Authority’s Research Systems Digital Transformation Programme, working in close collaboration with the HRA.

[bookmark: _Toc106715545][bookmark: _Toc108512000][bookmark: _Toc108773548][bookmark: _Toc110240708][bookmark: _Toc120729802]the Health Research Authority

[bookmark: _Hlk106694148]The HRA’s mission is to protect and promote the interests of patients and the public in health and social care research, working with partners across the UK. The HRA does this by providing expert advice and guidance to researchers and by reviewing research studies through 80 Research Ethics Committees across the UK (with the devolved administrations), the Confidentiality Advisory Group and undertaking specialist review and assurance of research on behalf of NHS organisations.

The HRA works across the whole of the UK’s health and care system - reviewing around 6,000 new research studies each year, from multi-centre clinical trials of new medicines and advanced therapeutics, to observational studies using tissue banks or health data. The HRA also reviews 18,000 amendments to research studies each year.

The HRA provides a UK-wide research review system, coordinated across the regulators in the four nations, streamlining governance and promoting good practice across health and social care research. The HRA’s staff enable collaboration to streamline the set-up and review of research, to provide specialist advice, guidance and learning and to support the HRA’s committees and advisory groups. 

The HRA manages the technology platforms for national health and social care research approval on behalf of its partners across the UK. This includes the Integrated Research Application System (IRAS) and the back-office systems that support the review of applications to enable researchers to apply for research approvals from a number of different regulators, committees, and review bodies.

[bookmark: _Toc368573029][bookmark: _Toc522714836][bookmark: _Toc106715546][bookmark: _Toc108512001][bookmark: _Toc108773549][bookmark: _Toc110240709][bookmark: _Toc120729803][bookmark: _Toc297554774]The Research Systems Programme (RSP)

Vision

The purpose of the RSP is to replace the HRA's existing primary research systems. The RSP vision is as follows: 

“The Research Systems Programme will create a world-class hub for health and social care research in the UK. It will offer smooth and intuitive access to gaining research approvals for regulatory and NHS purposes and best practice guidance and lay-friendly information about the results of all health and care research studies taking place in the UK. It will ensure that the HRA can deliver its strategic objective to make the UK a great place to do health and social care research.”

The RSP will play a key role in enabling fast, efficient, and integrated approval of research in the UK across multiple approval bodies, 80 Research Ethics Committees and numerous other committees. This major improvement programme will create intuitive research systems that interact with other systems in the research sector - creating one seamless online resource for users. This will build on and enhance the HRA’s existing work with partners to further improve its services. The new systems will support researchers throughout the lifecycle of their projects.

Background

Work on RSP was initiated in 2017 and a strategic supplier was appointed in 2020 to deliver the transition from the HRA’s legacy system to a new platform. 

However, by October 2021 the programme was significantly behind the strategic ambition for delivery and the HRA recognised that a review was needed to identify the root causes of the delay and to get the programme back on track. 

In January 2022, PA Consulting Services Ltd (Company No. 00414220) were appointed via the CCS G-Cloud Framework to support the HRA in carrying out the review. The review was completed in Q1 of FY2022/23 and the main findings were:

The operating model for delivery was not fit for purpose for a digital transformation programme of this size.

The chosen technology platform did not appear to have delivered the promised speed and reuse benefits of a low code platform, and licences are expensive. Lack of reuse was impacting both initial development and ongoing costs.

There was a lack of a human-centred design methodology, approach or governance. The system ran the risk of not meeting the needs of users or addressing their problems. Ease of use is a key requirement for RSP, given most users don’t use the system day-to-day, but the current platform is not able to easily support an intuitive, GDS approved user experience and interface.

[bookmark: _Hlk109351210][bookmark: _Hlk109378536]Further details of the strategic review findings and recommendations are set out in Appendix F – RSP Strategy Review Report (‘HRA FinalDeck 110522 – commercial redactions’).  This report has been redacted of commercially sensitive and personal data, to protect the legitimate interests of the parties referred to in the redactions. However, the Authority has assessed that the redacted information is not relevant or advantageous for the purpose of Potential Providers preparing a Tender for this Further Competition. 

Updated Strategy

In response to the strategic review findings and recommendations, the HRA has adopted a new strategy. The strategy places a focus on providing greater clarity of vision, a robust delivery approach and a scalable technology stack:

A clear vision for the RSP, understood by all, an insight-driven future target experience (a high-level ‘To Be journey’) that spans all user touchpoints.

A technology stack and supplier ecosystem (based around a microservices architecture) that will be fit for purpose to deliver the vision for RSP.

A robust delivery model, including the addition of enterprise delivery expertise to the HRA team and a human-centred design approach.

The Delivery Partner will lead on the technical delivery of the new strategy, working closely with the HRA staff, and under the direction of a joint strategic programme board. The board will comprise of senior managers of both the Delivery Partner and the HRA (the RSP Delivery Leadership Team), and will be chaired by the HRA’s Chief Digital Transformation Officer, or deputy.

[bookmark: _Toc109375202][bookmark: _Toc109375324][bookmark: _Toc109375436][bookmark: _Toc109375203][bookmark: _Toc109375325][bookmark: _Toc109375437][bookmark: _Toc109375204][bookmark: _Toc109375326][bookmark: _Toc109375438][bookmark: _Toc106715547][bookmark: _Toc108512002][bookmark: _Toc108773550][bookmark: _Toc110240710][bookmark: _Toc120729804]OUTCOMES

The intended outcomes of the delivery partnership for the RSP are set out below. The Delivery Partner will lead on the technical delivery of the new strategy, working closely with the HRA.

A clear vision for the RSP:

Take the unified insight-driven target ’to-be’ experience created as part of the strategic review and use this to inform and guide all transformation activity throughout the Contract Term.

Test this vision with users, refine it and ensure the illustrated ‘To Be’ journey is widely socialised and understood by all team members / stakeholders.

Pivot to a custom-build stack, based on a modern / extensible / flexible microservices architecture. This will separate concerns, keep components loosely coupled, and be interoperable and highly scalable in small increments. This will empower a highly complex application whilst: fully meeting business and user needs; enabling scalability in the solution / development approach; facilitating delivery at pace; utilising skillsets that are readily available in the market; and promoting re-use.

Deploy a suitably resourced, efficient, cost effective and empowered team to reset the RSP, expediting method / experience / expertise, upskilling the existing team and / or helping to recruit new team members.

Align RSP delivery to Government Digital Standards (GDS) approaches

Leverage service standards, user experience/user interface (UX/UI) component libraries, and other artefacts as proven accelerators to delivery.

Technology stack and supplier ecosystem:

	Select an architectural approach / technology stack that can support the required integration consolidation / standardisation / open standards, is appropriate for the target state, can support the required data migration / data analysis / data extraction to third-parties / the HRA Data Warehouse, and facilitates easier supplier selection​.

	Select a technology stack that can meet GDS / accessibility standards, branding and mobile requirements from the outset, facilitating streamlined assessments and acting as an accelerator to design and build speed and quality. This will ensure the HRA keeps a structured and semantically consistent data model at the heart of the solution, consolidating / standardising integrations and providing open standards.

Delivery model:

	Embed a human-centred design methodology and robust design governance, with a team of experienced user researchers, service design and UX / UI practitioners. Ensure user needs drive prioritisation of the product roadmap​.

	Prototype and iterate quickly, using design prototypes to test with users, and technical prototypes to prove solutions to complex areas of the system will work, being unafraid to learn quickly and adapt​.

	Multiple delivery streams to achieve the target timescales. Common ways of working, including shared quarterly releases and RSP leadership across teams. 

	Implement a resilient, scalable infrastructure to support the delivery of the strategy, and be able to manage iterative reviews and updates as needed over the life of the product. It must be supported by a robust agile method, mindsets and behaviours; a defined and well-described product roadmap; a well-groomed and estimated backlog of activity; and clearly defined transitional states in the product roadmap. 

	Use the exemplar role descriptions in the EDT Structure (Appendix E) to agree the allocation of unambiguous roles and responsibilities for both the Delivery Partner and HRA staff, empowering team members to feel ownership of overall outcomes within the RSP.

	Provide clarity around delivery approach, set the bar for what “good” looks like and embed proactive supplier management into this operating model​.

[bookmark: _Toc120704882][bookmark: _Toc120729805]Long Term Project Goals

5.1. Implement a product and ways of working that can be sustainably delivered throughout and beyond the Contract Term.

[bookmark: _Toc106715548][bookmark: _Toc108512003][bookmark: _Toc108773551][bookmark: _Toc110240711][bookmark: _Toc120729806]PARTNERSHIP

The Delivery Partner will provide the HRA with the required breadth and depth of technology capabilities to build the required architecture, provide RSP leadership and management under the governance of the joint strategic programme board, and work as a single, blended team alongside the HRA’s staff. The Partner’s understanding of the intended working relationship, and demonstrable expertise and value add gained from relevant experience, will be significant factors in the evaluation process:

Relationship: 

The Delivery Partner and the HRA will form an integrated and complementary delivery team that will work together seamlessly to ensure the RSP delivery meet the HRA’s needs. In order to achieve this, the Delivery Partner will need to:  

Understand and be aligned with the HRA’s values;

Have extensive experience and maturity in programme delivery, enabling them to provide professional and necessary challenge throughout the RSP, to continually improve the delivery approach and ensure the optimal outcomes for the HRA are achieved;

Bring creativity and innovation to problem solving, ensuring obstacles to delivery are overcome; 

Have senior leadership that are aligned to the HRA’s strategic ambitions, and are able to make decisions which contribute to the HRA’s long-term success and direction;

Have and demonstrate a growth mindset in systems development;

Maintain agility and stamina, delivering motivation and reinforcement from its leadership to ensure a high-performing team. The Delivery Partner will not focus solely on milestones, but will ensure quality and success is delivered throughout all aspects of the RSP.

Delivery expertise:

The Delivery Partner will have a detailed understanding of the UK research ecosystems of which the HRA is a part. Knowledge of the roles and relationships between the HRA, MHRA (Medicines and Healthcare products Regulatory Agency), NIHR (National Institute for Health and Care Research), and the research support organisations in Northern Ireland, Scotland,  and Wales, in particular, would be advantageous in helping the HRA consider the external interdependencies and political factors which may impact successful delivery of the RSP. 

The Delivery Partner will support the HRA in meeting the requirements of the  Government Functional Standards (GFS), Government Digital Standards (GDS) and associated assessments (GDS assessment and DHSC gateway reviews).

The Delivery Partner will deliver a human-centred design (HCD)-driven software product delivery approach and an agile approach at scale (multiple delivery teams, quarterly planning).

The Delivery Partner will excel in delivery management and building capability within the customer organisation.

The Delivery Partner will bring a culture of working in partnership with customers as a single team to the HRA, improving delivery culture, and educating in-house teams on good practice and full / comprehensive adoption of digital standards.

Technical expertise:

[bookmark: _Hlk117016952]The Delivery Partner will provide expertise of modern microservice architectures and migrating legacy research systems to the Authority.

The Delivery Partner will provide expert advice and facilitate the migration of data from complex legacy systems, and systems that have data anomalies as a result of a lack of system data governance. 

The Delivery Partner will provide extensive expertise in the development of digital services using open source code and public code repositories.

The Delivery Partner will provide extensive expertise in creating digital services with coding / components that are highly re-usable.

The Delivery Partner will provide extensive expert advice and support to the HRA in creating digital services using Gov.uk styles, components and patterns. 

The Delivery Partner will provide mature in-house coding, development and technology centres of excellence based on industry good practices.  

The Delivery Partner will provide expertise in knowing what code, components etc. can't be shared and ensuring these are not published.

The Delivery Partner will provide Digital Service delivery expertise, whilst working collaboratively with other / multiple Gov.uk, public sector and NHS organisations.

[bookmark: _Toc106715549][bookmark: _Toc108512004][bookmark: _Toc108773552][bookmark: _Toc110240712][bookmark: _Toc120729807][bookmark: _Toc296415793]Scope of requirement

“To Be” Architecture

[bookmark: _Toc368573031][bookmark: _Toc522714839]The Delivery Partner will help create a custom (React / .NET) microservices-based solution, which offers flexibility / agility for delivery at pace. Whilst the solution will leverage out-of-the-box features and functionality where possible, the business needs are complex (in terms of UX, question sets, workflow engine, integration, amendments etc.) which will require the creation of “custom” code as needed. 

The solution will be heavily externally-facing. Therefore, user volumes are key, with a growth of 1,000 new users every month and an anticipated concurrency rate of 25,000 each month (note: user volumes will scale as more user types, e.g. Sites, are assimilated into the journey). Consequently, the solution needs to have controlled and regular releases (having gone through a robust test / release cycle) and needs to be designed to be flexible and scalable to future needs as innovation unfolds.

The HRA has recently completed a significant piece of work which has produced the “to-be” microservices-based architecture and RSP transition roadmap. This work has identified some architecturally significant and complex areas which will require an early proof of concept.

The technology stack to support the “to-be” architecture will:

be hosted on the public cloud;

incorporate defence-in-depth to protect users’ privacy and data;

fully leverage open standards and open source to avoid vendor lock-in;

provide full and easy interoperability and integration with other systems; and

be flexible and scalable to future needs and as innovation unfolds, by providing modularisation of the HRA business into modern and widely used microservices.



Figure 1 – ‘To Be’ architecture
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[bookmark: _Toc106715550][bookmark: _Toc108512005][bookmark: _Toc108773553][bookmark: _Toc110240713][bookmark: _Toc120729808]The requirement

Technical Requirements 

The Delivery Partner is required to:

Fully implement and deliver the HRA’s “to-be” .NET microservices based architecture and technology stack along with the production of associated architecture design artifacts.

Develop and deliver the loosely coupled microservices using open source code. 

Deliver an early proof of concept for the identified architecturally significant and complex areas. 

Use REACT and REACT Native UX layer for the delivery of all User Interfaces. These interfaces will be mobile-friendly, meet WCAG AA accessibility requirements, incorporate corporate branding and utilise GDS UI templates and components to accelerate both delivery and NHSX Assessments.

Implement and deliver the integration layer, leveraging widely used integration patterns and technologies to deliver standardised interfaces using open standards across the 15+ integrations that the HRA requires.

Deliver a structured storage of data using an enterprise-wide taxonomy and governance to facilitate question set management and streamlined data migration.

Implement and deliver a reporting layer, leveraging structured data to provide rich operational reporting and extracts of data to power detailed outcome analysis.

Implement and deliver a commercial, off-the-shelf, open source workflow and rules engine specialising in microservice orchestration and human workflow to facilitate accelerated development, leveraging subject matter expertise.

Deliver using industry best practice and fully automated CI / CD pipelines which incorporates controlled and regular releases going through a robust test and release cycle.

Build and deliver the digital services to meet Government Functional Standards (GFS), Government Digital Standards (GDS) and associated assessments (GDS assessment and DHSC gateway reviews).

Undertake timely and continuous testing throughout the delivery cycle.

Follow Software Test Lifecycle (STLC) aligned with the HRA’s Test Strategy.  Testing is to include: Unit Testing including Accessibility Conformance, System Testing (User Interface Testing, Microservice Testing, API Testing, Database Testing), Integration Testing, User Acceptance Testing, Migration Testing, Volume / Load / Performance testing, Disaster Recovery Testing, Post-go-live Testing, and Automation Testing (configurable to DevOps pipelines).

Service Requirements

The strategic programme review has highlighted the fact that the current programme uses a mixture of delivery methods, rather than the recommended agile, iterative user-centred approach, which is laid out by GDS and has proven to be successful in large scale digital transformations of this kind. 

As described in the GDS Service Standards, “using agile methods means getting your service in front of real users as soon as possible. Then observing and generating data on how they use it, and iterating the service based on what you’ve learned”. Unfortunately, the HRA has been unable to fully establish and embed this methodology with previous suppliers. Therefore, a key requirement of the Delivery Partner is to utilise this approach, and support the HRA in utilising and adopting it, through their leadership and experienced digital delivery practitioners, who will become a seamless part of the cross-functional delivery team.

A lack of capabilities and experience in the Authority’s current team, will need to be mitigated with support from the Delivery Partner. Teams will need to be bolstered with the right expertise, training and coaching and a definitive view of what “good” looks like for agile delivery. The new combined product development needs to be supported to adopt a user-first approach.

RSP will be managed as a single programme (which includes the HRA IRAS (Integrated Research Application System) website and other research system related projects as they come onstream e.g. research registration) using a common architecture, governance structure and delivery cadence. The Delivery Partner will engage proactively in the delivery model, expediting method, experience and expertise, upskill the existing team and / or help recruit new team members.

The proposed programme delivery team structure will consist of three blended teams, including roles from both the HRA and the Delivery Partner, to start the delivery of Future IRAS. These teams will run on the same cadence to take advantage of planning cycles, shared routines (i.e., ‘scrum of scrums’ and joint demos) to maximise velocity against the product roadmap. The joint strategic programme board will be responsible for ensuring overall delivery, standards and quality are met by the team, and that the delivery team structure continues to be fit for purpose or adapted according to the RSP’s needs through a structured process of managed change as required. The Delivery Partner will ensure that the appropriate capacity and capability of resources are available within their delivery team as required, to meet the overall delivery timetable, standards and quality.

The Delivery Partner shall align to product mindsets and behaviours, deliver best-practice and align to industry standards in all design, development and testing activities, and to help implement and drive the following delivery enablers:

One agile product development method rigorously applied. All of the teams working in aligned sprints, with consistency in ceremonies, definitions and tooling;

An empowered, experienced product owner with a clear product vision, principles and roadmap, driving a mindset of ‘products over projects’;

Human-centred design, to ensure user needs drive product decisions; 

Ongoing rolling wave, multi-level planning and dependency mapping;

A well-articulated, regularly groomed, estimated and prioritised backlog of requirements;

Sprints that have goals and deliver an increment of working software;

High-fidelity UX / UI designs, specified for build and mapped to stories, define the product design – running ahead of development;

Developing on cadence, release to plan – with continuous testing and flow of value;

Functioning feedback loops and / or metrics at all levels;

Small, cross functional teams with shared responsibility for outcomes, prioritising value over activity; and

Skilled practitioners, supported by coaching where development needs exist. 

[bookmark: _Toc106715551][bookmark: _Toc108512006][bookmark: _Toc108773554][bookmark: _Toc110240714][bookmark: _Toc120729809]Roles and responsibilities

The Authority has an exemplar delivery team structure (the EDT Structure) for the RSP. 

The roles to be fulfilled by the Delivery Partner in the EDT Structure are shown in grey in Figure 2 below:

Figure 2.:  

[bookmark: _Toc108512007][bookmark: _Toc108773555][image: ]



The roles identified by green dots are designated as part of the “Core Team”. The Core Team will be required to be available from day one of the onboarding period (see Foundation Stage, Section 9.1 below) and as required (i.e. team members should be consistent) throughout the Contract Term. All appointments to the Core Team will require the HRA’s prior approval. 

The RSP Delivery Leadership Team roles must be based onshore to enable face-to-face working as needed. However, it is for the Potential Provider to determine their preferred split between onshore and offshore resource for the remaining members of their team in the EDT Structure. 

Appendix E sets out exemplar role descriptions for all of the EDT Structure roles to be delivered by the Delivery Partner, comprised of the following: 

· 1 x Delivery Lead (Core Team and RSP Delivery Leadership role)

· [bookmark: _Hlk109345161]4 x Business Data Analyst (of which 1 (one) shall be part of the Core Team)

· 1 x Backend Data Analyst

· 3 x Scrum Master (of which 2 (two) shall be part of the Core Team)

· 1 x QA Lead (Core Team role)

· 3 x QA Tester

· 2 x Dev Ops

· 1 x Technical Lead (Core Team and RSP Delivery Leadership role)

· 3 x Principal Engineer

· 6 x Senior Engineer

· 3 x Engineer

· 1 x Design Principal (Core Team and RSP Delivery Leadership role)

· 3 x Design Lead (of which 1 (one) shall be part of the Core Team)

· 2 x Designer (both part of the Core Team)

· 1 x User Researcher (part of the Core Team)

· 1 x Product Owner(s) (Core Team and RSP Delivery Leadership role)

· [bookmark: _Toc106715552]3 x Product Manager (of which 1 (one) shall be part of the Core Team)

[bookmark: _Toc108512008][bookmark: _Toc108773556][bookmark: _Toc110240715][bookmark: _Toc120729810]DELIVERY STAGES

Foundation Stage (12-14 weeks)

The joint strategic programme board will ensure that:

Onboarding 

The combined delivery team will run a number of ‘kick-off’ sessions to agree the plan, goals, ways of working and required governance, map known risks and dependencies. 

The Delivery Partner’s team will be familiarised with the detail of the product vision, roadmap user insight, current understanding of legacy data and other key artefacts and findings.

The Delivery Partner will undertake proof of concepts to provide assurance regarding the HRA’s “to-be” microservices architecture.

Planning 

This will be a period of human-centred product design and definition, focused entirely on detailed low-fidelity user flows and journeys, user research, fragment sketching and rough prototyping, alongside detailed technical swim-laning, technical spikes and next-stage detailed planning. 

This period will be used to create the detailed low fidelity flows and user journeys for a number (not all) of the key journeys and test them with users. Taking the ‘Alpha’ mindset, the merged team will ‘test the riskiest assumptions’, and derive sufficient detailed journey flow information to inform detailed user stories to support the first sprints of design and development work.

Alongside the detailed flows the merged team will swim-lane the data flows and operational impacts, as well as updating any architectural transition states. 

The design team will onboard to the GDS design system and undertake an assessment of it, alongside the known Epics (large groupings of features / themes) and high-level requirements of the ‘To Be’ journey.

The Delivery Partner will run an Agile coaching programme for the HRA’s product owners and other HRA team members, to get them ready for the commencement of the design and development work.

A visual depiction of the “Planning” stage is shown in Figure 3 below:

Figure 3.:

[image: ]

Design and build 

Following the successful Foundational Activity, features and functionality will be elaborated and prioritised, designed and validated with users, built, iterated, and deployed. 

The delivery team will undertake quarterly planning: 

Define goals, map risks and dependencies

Agree ways of working, routines, estimating, approvals

Detail the product backlog and acceptance criteria

Design planning and estimating

Backlog analysis and prioritisation 

Following this, the three blended product delivery teams will work in agile design and build sprints, visually depicted in Figure 4 below:

Figure 4.:

[image: ]

[bookmark: _Toc106715553][bookmark: _Toc108512009][bookmark: _Toc108773557][bookmark: _Toc110240716][bookmark: _Toc120729811]Contract milestones / deliverables:

Please find below an architecture roadmap (Figure 5), that shows a series of transitions, migrating from the “As Is” architecture to the “To Be” target architecture. Each transition is a quarter (running from October 22 to March 2025 as per original tender, although now is likely to be April 23 to September 2025). The diagrams show architecture states and the bottom row identifies the key milestones. From Q1 2023 an additional left column has been included that shows the Epics (large groupings of features / themes) to be delivered. The roadmaps will need to be developed and reviewed during the 1st quarter of the Contract to ensure an optimal deployment, taking into account lessons learned to date.

Figure 5.:

[bookmark: _Toc106715554][bookmark: _Toc108512010][bookmark: _Toc302637211][image: ] 
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[bookmark: _Toc106715562][bookmark: _Toc108512018][bookmark: _Toc108773565][bookmark: _Toc110240717][bookmark: _Toc120729812]MANAGEMENT INFORMATION / reporting

[bookmark: _Toc368573039][bookmark: _Toc522714848]The Delivery Partner shall provide effective Management Information ("MI") to ensure and support delivery measurement and inform the joint strategic programme board. The MI required will include the following:

Monthly reports, illustrating performance against all KPIs, progress against plan, issues, risks, achievements, finances, resource utilisation and required resources for the next three months

	These reports must illustrate examples of how the user research approach and resulting ‘Service Design’, ‘User Experience Design’ and ‘User Interface Design’, are compliant with latest GDS guidelines

	Compliance with the NCSC Cloud Security Principles (where applicable / appropriate)

[bookmark: _Toc106715563][bookmark: _Toc108512019][bookmark: _Toc108773566][bookmark: _Toc110240718][bookmark: _Toc120729813]Service level requirements and Performance indicators

The Delivery Partner must be capable of providing the HRA with an agreed quality of service, and enable measurement of this against pre-agreed (during the onboarding period) Service Level Agreements. Example SLAs and performance indicators are provided below, with key indicators that will be used for contract management marked with an asterisk*: 

A monthly KPI illustrating the number of issues discovered post release of any new software - this includes number of incidents per microservice.*

A monthly KPI around number of issues raised after unit testing, system testing and UAT

A monthly KPI around number of change requests recorded to agreed scope

Monthly measures around ‘Technical Debt’ to help inform the HRA of the predicted overall future cost of the RSP infrastructure. 

AGILE Ceremonies:

A weekly/monthly KPI around the number of daily stand-ups 

Sprint planning: where the HRA will plan out the content of the current sprint and future sprints based upon product owner priority 

Sprint retrospectives: ensuring the HRA is continuously improving in the ways it works 

Backlog refinement: ensuring the overarching backlog is well understood and prioritised to business needs

RSP management monthly KPIs:

Planned Value (PV) KPI - Also referred to as Budgeted Cost of Work Scheduled (BCWS)

Actual Cost (AC) KPI - Also referred to as the Actual Cost of Work Performed (ACWP)

Earned Value (EV) KPI - This KPI is also referred to as Budgeted Cost of Work Performed (BCWP)

Return on Investment (ROI) - ROI reflects on profitability and shows whether the understood benefits of the RSP exceed its cost

Cost Variance (CV) (Planned Budget vs Actual Budget) - Project’s cost variance reflects the project expenses.*

Cost Performance Index (CPI) - Helps to approximate how much time the project is behind or ahead of the approved project schedule. 

Overdue project tasks / crossed deadlines - An overview of how many project activities are overdue. 

Missed milestones - Similar to the number of missed deadlines, this KPI is widely used in dashboards. It indicates whether capacities have been overestimated and the project is running behind schedule or if the project is meeting all milestones*

Percentage of tasks completed 

Percentage of milestones completed on time*

As the RSP has close working connections with both the NIHR and MHRA, the Delivery Partner will provide resources and capabilities to support resolution activities (may include either a complete fix or a work-around solution) to restore live environments. Current SLAs pertaining to this service are detailed below:   

		SLA Level

		Description

		Response Target

		Resolution Target



		Priority 1

		Outage or, major impact to the availability and /or performance of client’s digital service

		15 minutes

		3 business hours



		Priority 2

		Impact to the availability or performance of a critical part of the client’s digital service

		1 business hour

		8 business hours



		Priority 3

		Impact to the availability or performance of a non-critical part of the client’s digital service

		8 business hours

		3 business days or next release?



		Priority 4

		Non availability or performance impacting client digital service issue.

		8 business hours

		4 business days of next release?



		Priority 5

		Non availability or performance impacting client digital service issue, may be a service request or normal change request.

		8 business hours

		5 business days or next release?







[bookmark: _Toc120729814][bookmark: _Toc522714851][bookmark: _Toc106715564]SOCIAL VALUE 

The Delivery Partner will also deliver social value through the Contract in the three Social Value Model Policy Outcome areas of: Increasing supply chain resilience and capacity; Effective stewardship of the environment; and Health and Wellbeing in the Contract workforce. The Delivery Partner will achieve these policy outcomes by implementing the measures proposed as part of their Tender submission to meet the respective Social Value Model Award Criteria (MAC) set out below:  

		Social Value Model Policy Outcome

		Social Value Model Award Criteria (MAC) 



		Increase supply chain resilience and capacity

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 3.1: Create a diverse supply chain to deliver the Contract including new businesses and entrepreneurs, start-ups, SMEs, VCSEs and mutuals. 

· MAC 3.2: Support innovation and disruptive technologies throughout the supply chain to deliver lower cost and/or higher quality goods and services. 

· MAC 3.3: Support the development of scalable and future-proofed new methods to modernise delivery and increase productivity. 

· MAC 3.4: Demonstrate collaboration throughout the supply chain, and a fair and responsible approach to working with supply chain partners in delivery of the Contract. 

· MAC 3.5: Demonstrate action to identify and manage cyber security risks in the delivery of the Contract including in the supply chain.



		Effective stewardship of the environment 

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 4.1 Deliver additional environmental benefits in the performance of the Contract including working towards net zero greenhouse gas emissions. 

· MAC 4.2 Influence staff, suppliers, customers and communities through the delivery of the Contract to support environmental protection and improvement.



		Improve Health and Wellbeing

		Effective measures to deliver any/all of the following benefits through the Contract: 

· MAC 7.1: Demonstrate action to support health and wellbeing, including physical and mental health, in the Contract workforce. 

· MAC 7.2: Influence staff, suppliers, customers and communities through the delivery of the Contract to support health and wellbeing, including physical and mental health. 







[bookmark: _Toc108512020][bookmark: _Toc108773567][bookmark: _Toc110240719][bookmark: _Toc120729815]CONTRACT Governance 

The HRA and the Delivery Partner shall establish and maintain throughout the Contract, a number of meetings / boards and teams through which the governance between the two shall be managed.  At the top of this governance structure for the Contract shall be a joint strategic programme board (comprised of, but not limited to, the RSP Delivery Leadership Team), which in turn will report to the HRA RSP programme board. 

Detailed descriptions of each of the meetings, including Contract-level meetings, will be developed during the onboarding (Foundation Stage) including the terms of reference, inputs, outputs, attendees, agenda, operational arrangements and escalation.  

[bookmark: _Toc368573037][bookmark: _Toc522714846][bookmark: _Toc368573042][bookmark: _Toc368573043][bookmark: _Toc522714852]The purpose is to create a structure for the ongoing management of the Contract.  The HRA and the Delivery Partner agree that additional Boards / meetings may be convened from time to time to address aspects of Contract delivery. 

[bookmark: _Toc106715565][bookmark: _Toc108512021][bookmark: _Toc108773568][bookmark: _Toc110240720][bookmark: _Toc120729816]PRICING and contract BUDGET

The maximum available budget for the Initial Contract Term (30 months) is £8.5M (the Maximum Initial Budget). If extension options are exercised, the Total Contract Value may reach up to £17.5M over the maximum 5-year Contract Term, subject to further governance approvals, including Cabinet Office Spend Control approvals, as required. 

All prices included within the Rate Card Schedule (Appendix D) must be exclusive of VAT, but inclusive of all other expenses relating to Contract delivery.

[bookmark: _Toc522714850]The tendered rates will apply, unchanged, for the duration of the Initial Contract Term. Should the HRA choose to extend the Contract Term, the Delivery Partner will be able to amend their tendered rates at the commencement of any Extension Period. Any increase in rates will be limited to the lower of either RPI or 5%.

[bookmark: _Toc120729817][bookmark: _Toc106715566][bookmark: _Toc108512022][bookmark: _Toc108773569]CONTRACT VARIATIONS AND EXTENSIONS

The Authority reserves the right to instruct additional requirements and/ or modify activities that were agreed as part of the initial tender where it is deemed to be in the Authority’s and the project’s best interest to do so, provided always that any modifications to the Contract shall be in compliance with PCR 2015.

Where a modification is required, 

The Authority will clearly set out to the Delivery Partner what is required; this may be a specific activity such as training or a change to an outcome or a change in performance/ solution methodology.

The Delivery Partner will scope up and detail what activities are required, price this change using the Rate Card and issue a draft Contract Change Notice (CCN) to the Authority for Review

The Authority may engage in discussion with the Delivery Partner on the draft CCN regarding both the activities and costs until a final CCN can be produced or a decision is made not to proceed with the change.

Once finalised, both parties must sign the CCN in accordance with the Contract requirements.

0.1 Where an extension is required, the same process will be followed (including completion of a Rate Card) as detailed above.  These discussions and activities must be completed before the live Contract expires, in accordance with the Contract requirements.

[bookmark: _Toc110240721][bookmark: _Toc120729818]payment model

0.2 [bookmark: _Hlk109356302]Payments under this Contract shall be predominantly outcomes based (on achievement of agreed deliverables).

[bookmark: _Toc110240722][bookmark: _Toc120729819]PAYMENT AND INVOICING 

Invoices will be raised by the Delivery Partner upon the successful completion of the agreed deliverables.

Each invoice must include the Contract Reference number, the Authority’s Contract manager name (TBC), a detailed breakdown of the work completed and the associated costs. 

Hardcopy invoices should be sent to:

  

Health Research Authority 

T71 Payable F275 

Phoenix House 

Topcliffe Lane 

Wakefield, West Yorkshire 

WF3 1WE 

 

However, electronic invoices are preferred. As the HRA’s accounts payable service is provided by NHS SBS the Delivery Partner should contact NHS SBS for a Tradeshift account which will allow them to submit e-invoices. Further details can be found here: https://www.sbs.nhs.uk/supplier-einvoicing  



PLEASE DO NOT SEND BOTH HARDCOPY AND ELECTRONIC INVOICES AS THIS WILL CREATE DUPLICATE INVOICES IN THE SYSTEM. 



Compliant, approved invoices will be paid within 30 days of receipt.

[bookmark: _Toc106715567][bookmark: _Toc108512023][bookmark: _Toc108773570][bookmark: _Toc110240723][bookmark: _Toc120729820]Location 

The Delivery Partner will predominantly operate remotely, with travel to the HRA’s locations across the UK as required. All prices quote by Potential Providers must include travel and subsistence.
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1. [bookmark: _heading=h.3znysh7][bookmark: _Toc48825010]DEFINITIONS

1.1 In this Contract, unless the context otherwise requires, capitalised expressions shall have the meanings set out in these Call Off Terms and in particular Schedule 1 (Definitions).

1.2 If no meaning is given to a capitalised expression in this Contract, it shall, in the first instance, be interpreted in accordance with the Order Form and related documents and otherwise in accordance with common interpretation within the relevant services sector/industry where appropriate.

2. [bookmark: _heading=h.2et92p0][bookmark: _Toc48825011]Interpretation

2.1 In this Contract, unless the context otherwise requires:

2.1.1 the singular includes the plural and vice versa;

2.1.2 references to a person include an individual, company, body corporate, corporation, unincorporated association, firm, partnership or other legal entity or Crown Body;

2.1.3 a reference to any Law includes a reference to that Law as amended, extended, consolidated or re-enacted from time to time;

2.1.4 the words "including", "other", "in particular", "for example" and similar words shall not limit the generality of the preceding words and shall be construed as if they were immediately followed by the words "without limitation";

2.1.5 references to “writing” include typing, printing, lithography, photography, display on a screen, electronic and facsimile transmission and other modes of representing or reproducing words in a visible form and expressions referring to writing shall be construed accordingly;

2.1.6 references to “Clauses” and “Schedules” are, unless otherwise provided, references to the clauses and schedules of this Contract and references in any Schedule to paragraphs, parts, annexes and tables are, unless otherwise provided, references to the paragraphs, parts, annexes and tables of the Schedule or the part of the Schedule in which the references appear;

2.1.7 the headings in this Contract are for ease of reference only and shall not affect the interpretation or construction of this Contract; and

2.1.8 any reference which immediately before Exit Day was a reference to (as it has effect from time to time):

(a) any EU regulation, EU decision, EU tertiary legislation or provision of the EEA agreement (“EU References”) which is to form part of domestic law by application of section 3 of the European Union (Withdrawal) Act 2018 shall be read on and after Exit Day as a reference to the EU References as they form part of domestic law by virtue of section 3 of the European Union (Withdrawal) Act 2018 as modified by domestic law from time to time; and

(b) any EU institution or EU authority or other such EU body shall be read on and after Exit Day as a reference to the UK institution, authority or body to which its functions were transferred.

2.2 [bookmark: _heading=h.tyjcwt]In the event and to the extent only of a conflict between the Order Form, these Call Off Terms and the provisions of the Framework, the conflict shall be resolved in accordance with the following descending order of precedence:

2.2.1 the Framework, except Framework Schedule 18 (Tender);

2.2.2 the Order Form;

2.2.3 these Call Off Terms; and 

2.2.4 Framework Schedule 18 (Tender).

2.3 Where Framework Schedule 18 (Tender) contains provisions which are more favourable to the Buyer in relation to this Contract such provisions of the Tender (as applicable) shall prevail. The Buyer shall in its absolute and sole discretion determine whether any provision in the Tender and/or this Contract is more favourable to it in this context.

3. [bookmark: _heading=h.1t3h5sf][bookmark: _Toc48825012]GUARANTEE

Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S8 (Guarantee). 

4. [bookmark: _Toc48825013]DUE DILIGENCE 

4.1 The Supplier acknowledges that:

4.1.1 the Buyer has delivered or made available to the Supplier all of the information and documents that the Supplier considers necessary or relevant for the performance of its obligations under this Contract;

4.1.2 it has made its own enquiries to satisfy itself as to the accuracy and adequacy of the Due Diligence Information;

4.1.3 it has satisfied itself (whether by inspection or having raised all relevant due diligence questions with the Buyer before the Commencement Date) of all relevant details, including but not limited to, details relating to the:

(a) [bookmark: _bookmark6]suitability of the existing and (to the extent that it is defined or reasonably foreseeable at the Commencement Date) future Operating Environment;

(b) operating processes and procedures and the working methods of the Buyer;

(c) ownership, functionality, capacity, condition and suitability for use in the provision of the Services of the Buyer Assets; and

(d) existing contracts (including any licences, support, maintenance and other agreements relating to the Operating Environment) referred to in the Due Diligence Information which may be novated to, assigned to or managed by the Supplier under this Contract and/or which the Supplier will require the benefit of for the provision of the Services; and

4.1.4 it has advised the Buyer in writing of:

(a) each aspect, if any, of the Operating Environment that is not suitable for the provision of the Services;

(b) the actions needed to remedy each such unsuitable aspect; and

(c) [bookmark: _Toc139079924]a timetable for and, to the extent that such costs are to be payable to the Supplier, the costs of those actions,

and such actions, timetable and costs are fully reflected in this Contract, including the Services Specification and/or Buyer Responsibilities, as applicable.

4.2 The Supplier shall not be excused from the performance of any of its obligations under this Contract on the grounds of, nor shall the Supplier be entitled to recover any additional costs or charges, arising as a result of:

4.2.1 any unsuitable aspects of the Operating Environment; and/or 

4.2.2 any failure by the Supplier to satisfy itself as to the accuracy and/or adequacy of the Due Diligence Information.

5. [bookmark: _Toc48825014]Warranties and Representations

5.1 [bookmark: _Ref45880153]Each Party warrants and represents that:

5.1.1 it has full capacity and authority to enter into and to perform this Contract; 

5.1.2 this Contract is executed by its duly authorised representative;

5.1.3 here are no actions, suits or proceedings or regulatory investigation before any court or administrative body or arbitration tribunal pending or, to its knowledge, threatened against it (or, in the case of the Supplier, any of its Affiliates) that might affect its ability to perform its obligations under this Contract; and

5.1.4 its obligations under this Contract constitute its legal, valid and binding obligations, enforceable in accordance with their respective terms subject to applicable (as the case may be for each Party) bankruptcy, reorganisation, insolvency, moratorium or similar Laws affecting creditors’ rights generally and subject, as to enforceability, to equitable principles of general application (regardless of whether enforcement is sought in a proceeding in equity or Law).

5.2 [bookmark: _Ref45880154]The Supplier warrants and represents that:

5.2.1 it is validly incorporated, organised and subsisting in accordance with the Law of its place of incorporation;

5.2.2 it has all necessary consents and regulatory approvals to enter into this Contract; 

5.2.3 it has notified the Buyer in writing of any actions, suits or proceedings or regulatory investigations before any court or administrative body or arbitration tribunal pending or, to its knowledge, any threatened against it or any of its Affiliates that might affect its ability to perform its obligations under this Contract;

5.2.4 its execution, delivery and performance of its obligations under this Contract will not constitute a breach of any Law or obligation applicable to it and will not cause or result in a default under any agreement by which it is bound;

5.2.5 its obligations under this Contract constitute its legal, valid and binding obligations, enforceable in accordance with their respective terms subject to applicable bankruptcy, reorganisation, insolvency, moratorium or similar Laws affecting creditors’ rights generally and subject, as to enforceability, to equitable principles of general application (regardless of whether enforcement is sought in a proceeding in equity or law);

5.2.6 all written statements and representations in any written submissions made by the Supplier as part of the procurement process, including without limitation its Tender and any other documents submitted remain true and accurate except to the extent that such statements and representations have been superseded or varied by this Contract or to the extent that the Supplier has otherwise disclosed to the Buyer in writing prior to the date of this Contract; 

5.2.7 it has all necessary rights in and to the Licensed Software, the Third Party IPRs, the Supplier Background IPRs and any other materials made available by the Supplier (and/or any SubContractor) to the Buyer which are necessary for the performance of the Supplier’s obligations under this Contract and/or the receipt of the Services by the Buyer; 

5.2.8 it is not subject to any contractual obligation, compliance with which is likely to have a material adverse effect on its ability to perform its obligations under this Contract;

5.2.9 no proceedings or other steps have been taken and not discharged (nor, to the best of its knowledge, are threatened) for the winding up of the Supplier or for its dissolution or for the appointment of a receiver, administrative receiver, liquidator, manager, administrator or similar officer in relation to any of the Supplier’s assets or revenue; and

5.2.10 within the previous 12 months, no Financial Distress Events (as defined in Schedule 8 (Financial Distress) have  occurred or are subsisting (or any events that would be deemed to be Financial Distress Events under this Contract had this Contract been in force)  and there are currently no matters that it is aware of that could cause a Financial Distress Event to occur or subsist.

5.3 Each of the representations and warranties set out in Clauses 5.1 and 5.2 shall be construed as a separate representation and warranty and shall not be limited or restricted by reference to, or inference from, the terms of any other representation, warranty or any other undertaking in this Contract.

5.4 If at any time a Party becomes aware that a representation or warranty given by it under Clauses 5.1 and 5.2 has been breached, is untrue or is misleading, it shall immediately notify the other Party of the relevant occurrence in sufficient detail to enable the other Party to make an accurate assessment of the situation.  

5.5 For the avoidance of doubt, the fact that any provision within this Contract is expressed as a warranty shall not preclude any right of termination which the Buyer may have in respect of breach of that provision by the Supplier.

5.6 Except as expressly stated in this Contract, all warranties and conditions whether express or implied by statute, common law or otherwise are hereby excluded to the extent permitted by Law.

6. [bookmark: _heading=h.4d34og8][bookmark: _Ref44276590][bookmark: _Toc48825015]Contract Period

6.1 [bookmark: _heading=h.2s8eyo1]This Contract shall take effect on the Commencement Date specified in the Order Form and shall unless terminated earlier under the terms of this Contract, shall expire:

6.1.1 at the end of the Initial Term (as specified in the Order Form); or

6.1.2 [bookmark: _Ref147499153]if the Buyer elects to extend the Initial Term by giving the Supplier at least thirty (30) days’ notice before the end of the Initial Term, at the end of the notified Extension Period.

7. [bookmark: _heading=h.17dp8vu][bookmark: _Toc48825016]Implementation  

Quality Plans

7.1 [bookmark: _Ref46125511]The Supplier shall develop, within 30 Working Days (or such other date as agreed between the Parties) of the Commencement Date, quality plans that ensure that all aspects of the Services are the subject of quality management systems and are consistent with BS EN ISO 9001 or any equivalent standard which is generally recognised as having replaced it (“Quality Plans”).

7.2 The Supplier shall obtain the Buyer Representative’s written approval of the Quality Plans before implementing them, which approval shall not be unreasonably withheld or delayed.  The Supplier acknowledges and accepts that the Buyer's approval shall not act as an endorsement of the Quality Plans and shall not relieve the Supplier of its responsibility for ensuring that the Services are provided to the standard required by this Contract.  

7.3 Following the approval by the Buyer of the Quality Plans:

7.3.1 the Supplier shall design and deliver all Deliverables in accordance with the Quality Plans; and

7.3.2 any Changes to the Quality Plans shall be agreed in accordance with the Change Control Procedure.

Implementation Plan 

7.4 Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S1 (Implementation Plan) in relation to the agreement and maintenance of the Detailed Implementation Plan. 

7.5 The Supplier shall:

7.5.1 comply with the Implementation Plan (if any); 

7.5.2 ensure that each Milestone (if any) is Achieved on or before the Milestone Date. 

Delays and Delay Payments

7.6 If the Supplier becomes aware that there is, or there is reasonably likely to be, a Delay under this Call Off Contract:

7.6.1 it shall:

(a) notify the Buyer as soon as practically possible and no later than within two (2) Working Days from becoming aware of the Delay or anticipated Delay; and

(b) include in its notification an explanation of the actual or anticipated impact of the Delay; and

(c) comply with the Buyer’s instructions in order to address the impact of the Delay or anticipated Delay; and

(d) use all reasonable endeavours to eliminate or mitigate the consequences of any Delay or anticipated Delay; and

7.6.2 if the Delay or anticipated Delay relates to a Milestone Clauses 7.7 and 7.8 below shall apply.

7.7 [bookmark: _Ref45810100]If a Milestone has not been Achieved by its relevant Milestone Date, the provisions of Paragraph 1 of Part C of Schedule 2 (Charges and Invoicing) shall apply in relation to the payment of Delay Payments. 

7.8 [bookmark: _Ref45810102]Delay Payments shall be the Buyer's exclusive financial remedy for the Supplier’s failure to Achieve a Milestone by its Milestone Date except where:

7.8.1 the Buyer is entitled to or does terminate this Contract pursuant to Clause  35.1 (Buyer Termination Rights) except Clause 35.1.9 (Termination Without Cause); or

7.8.2 the Delay exceeds the Delay Deduction Period. 





Testing and Achievement of Milestones 

7.9 [bookmark: _Ref45949629]Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S2 (Testing Procedures) in relation to the procedures to determine whether a Milestone or Test has been Achieved. 

8. [bookmark: _Toc48825017]Provision and Receipt of the Services 

Standards of Services

8.1 The Supplier shall ensure the Services:

8.1.1 comply in all respects with the Services Specification set out or referred to in Attachment 1 (Services Specification) of the Order Form; and

8.1.2 are supplied in accordance with the provisions of this Contract.

8.2 The Supplier shall perform the Services under this Contract in accordance with:

8.2.1 [bookmark: _Ref45873744]all applicable Laws; 

8.2.2 Good Industry Practice; 

8.2.3 the Standards; 

8.2.4 the Security Policy (if so required by the Buyer);

8.2.5 [bookmark: _Ref45873746]the ICT Policy (if so required by the Buyer);

8.2.6 the Supplier's own established procedures and practices to the extent the same do not conflict with the requirements of Clauses 8.2.1 to 8.2.5.

8.3 The Supplier shall take reasonable steps to ensure that the in the performance of its obligations under this Contract it does not disrupt the Buyer’s operations, employees or other contractor engaged by the Buyer. 

8.4 The Buyer shall comply with its Buyer Responsibilities set out in the Order Form.

Supplier Covenants

8.5 The Supplier shall:

8.5.1 [bookmark: _Ref45874652]at all times allocate sufficient resources with the appropriate technical expertise to supply the Deliverables and to provide the Services in accordance with this Contract;

8.5.2 [bookmark: _Ref45874618]save to the extent that obtaining and maintaining the same are Buyer Responsibilities and subject to Clause 49 (Change), obtain, and maintain throughout the duration of this Contract, all the consents, approvals, licences and permissions (statutory, regulatory contractual or otherwise) it may require and which are necessary for the provision of the Services; 

8.5.3 ensure that:

(a) it shall continue to have all necessary rights in and to the Licensed Software, the Third Party IPRs, the Supplier Background IPRs and any other materials made available by the Supplier (and/or any SubContractor) to the Buyer which are necessary for the performance of the Supplier’s obligations under this Contract and/or the receipt of the Services by the Buyer;

(b) the release of any new Software or Upgrade to any Software complies with the interface requirements of the Buyer and (except in relation to new Software or upgrades which are released to address Malicious Software) shall notify the Buyer three (3) months before the release of any new Software or Upgrade; 

(c) all Software including Upgrades, Updates and New Releases used by or on behalf of the Supplier are currently supported versions of that Software and perform in all material respects in accordance with the relevant specification;

(d) any products or services recommended or otherwise specified by the Supplier for use by the Buyer in conjunction with the Deliverables and/or the Services shall enable the Deliverables and/or Services to meet the requirements of the Buyer; and

(e) the Supplier System and Assets used in the performance of the Services will be free of all encumbrances (except as agreed in writing with the Buyer) and will be Euro Compliant;

8.5.4 [bookmark: _Ref45874620]minimise any disruption to the Services, the IT Environment and/or the Buyer's operations when carrying out its obligations under this Contract; 

8.5.5 [bookmark: _Ref45874664]ensure that any Documentation and training provided by the Supplier to the Buyer are comprehensive, accurate and prepared in accordance with Good Industry Practice;

8.5.6 [bookmark: _Ref45878335]co-operate with the Other Suppliers and provide reasonable information (including any Documentation), advice and assistance in connection with the Services to any Other Supplier to enable such Other Supplier to create and maintain technical or organisational interfaces with the Services and, on the expiry or termination of this Contract for any reason, to enable the timely transition of the Services (or any of them) to the Buyer and/or to any Replacement Supplier; 

8.5.7 [bookmark: _Ref45874286]to the extent it is legally able to do so, hold on trust for the sole benefit of the Buyer, all warranties and indemnities provided by third parties or any Sub-Contractor in respect of any Deliverables and/or the Services and, where any such warranties are held on trust, at its cost enforce such warranties in accordance with any reasonable directions that the Buyer may notify from time to time to the Supplier;

8.5.8 unless it is unable to do so, assign to the Buyer on the Buyer’s written request and at the cost of the Supplier any such warranties and/or indemnities as are referred to in Clause 8.5.7;

8.5.9 provide the Buyer with such assistance as the Buyer may reasonably require during the Contract Period in respect of the supply of the Services; and

8.5.10 [bookmark: _Ref45874678]gather, collate and provide such information and co-operation as the Buyer may reasonably request for the purposes of ascertaining the Supplier’s compliance with its obligations under this Contract; 

8.5.11 ensure that neither it, nor any of its Affiliates, embarrasses the Buyer or otherwise brings the Buyer into disrepute by engaging in any act or omission in relation to this Contract which is reasonably likely to diminish the trust that the public places in the Buyer.

8.6 An obligation on the Supplier to do, or to refrain from doing, any act or thing shall include an obligation upon the Supplier to procure that all Sub-Contractors and Supplier Personnel also do, or refrain from doing, such act or thing.

8.7 Without prejudice to Clauses 23.2 and 23.3 (IPR Indemnity)  and without prejudice to any other rights and remedies of the Buyer howsoever arising the Supplier shall:

8.7.1 remedy any breach of its obligations in Clauses  8.5.2  to 8.5.4 inclusive within three (3) Working Days of becoming aware of the breach or being notified of the breach by the Buyer or within such other time period as may be agreed with the Buyer (taking into account the nature of the breach that has occurred); 

8.7.2 remedy any breach of its obligations in Clause 8.5.1 and Clauses  8.5.5 to 8.5.10 inclusive within twenty (20) Working Days of becoming aware of the breach or being notified of the breach by the Buyer; 

8.7.3 meet all the costs of, and incidental to, the performance of such remedial work.

Specially Written Software 

8.8 [bookmark: _Ref46327688]The Supplier warrants to the Buyer that all components of the Specially Written Software shall:

8.8.1 be free from material design and programming errors;

8.8.2 perform in all material respects in accordance with the relevant specifications contained in the Order Form and Documentation; and

8.8.3 not infringe any Intellectual Property Rights.

Continuing Obligation to Provide the Services 

8.9 [bookmark: _Ref45884651]The Supplier shall continue to perform all of its obligations under this Contract and shall not suspend the supply of the Services, notwithstanding:

8.9.1 any withholding or deduction by the Buyer of any sum due to the Supplier pursuant to the exercise of a right of the Buyer to such withholding or deduction under this Contract; 

8.9.2 the existence of an unresolved Dispute; and/or

8.9.3 any failure by the Buyer to pay any Charges,

unless the Supplier is entitled to terminate this Contract under Clause 35.2 (Termination by the Supplier) for failure to pay undisputed Charges. 

9. [bookmark: _heading=h.3rdcrjn][bookmark: _heading=h.26in1rg][bookmark: _Toc48825018]Service Levels, service credits and PERFORMANCE MONITORING 

9.1 The Parties shall comply with the provisions of Part A (Service Levels and Service Credits) of Schedule 3 (Service Levels, Service Credits and Performance Monitoring). 

9.2 The Supplier shall at all times provide the Services to meet or exceed the Service Level Performance Measure for each Service Level.

9.3 The Supplier acknowledges that any Service Level Failure shall entitle the Buyer to the rights set out in Part A (Service Levels and Service Credits) of Schedule 3 (Service Levels, Service Credits and Performance Monitoring), including the right to any Service Credits and that any Service Credit is a price adjustment and not an estimate of the Loss that may be suffered by the Buyer as a result of the Supplier’s failure to meet any Service Level Performance Measure.

9.4 The Supplier shall send Performance Monitoring Reports to the Buyer detailing the level of service which was achieved in accordance with the provisions of Part B (Performance Monitoring) of Schedule 3 (Service Levels, Service Credits and Performance Monitoring).

9.5 [bookmark: _Ref45861633]A Service Credit shall be the Buyer’s exclusive financial remedy for a Service Level Failure except where:

9.5.1 the Supplier has over the previous (twelve) 12 Month period exceeded the Service Credit Cap; and/or

9.5.2 the Service Level Failure:

(a) exceeds the relevant Service Level Threshold;

(b) has arisen due to a Prohibited Act or wilful Default by the Supplier or any Supplier Personnel; 

(c) results in the corruption or loss of any Buyer Data; and/or

(d) results in the Buyer being required to make a compensation payment to one or more third parties; and/or

9.5.3 [bookmark: _Ref45812876]the Buyer is otherwise entitled to or does terminate this Contract pursuant to Clause  35.1 (Buyer Termination Rights) except Clause 35.1.9 (Termination Without Cause); 

9.6 Not more than once in each Contract Year, the Buyer may, on giving the Supplier at least three (3) Months’ notice, change the weighting of Service Level Performance Measure in respect of one or more Service Levels and the Supplier shall not be entitled to object to, or increase the Charges as a result of such changes, provided that:

9.6.1 the total number of Service Levels for which the weighting is to be changed does not exceed the number applicable as at the Commencement Date; 

9.6.2 the principal purpose of the change is to reflect changes in the Buyer's business requirements and/or priorities or to reflect changing industry standards; and

9.6.3 there is no change to the Service Credit Cap.

10. [bookmark: _Toc48825019][bookmark: _Ref45813036]CRITICAL SERVICE LEVEL FAILURE 

10.1 [bookmark: _Ref45884991]On the occurrence of a Critical Service Level Failure:

10.1.1 any Service Credits that would otherwise have accrued during the relevant Service Period shall not accrue; and

10.1.2 [bookmark: _Ref45815786]the Buyer shall (subject to the Service Credit Cap) be entitled to withhold and retain as compensation a sum equal to any Charges which would otherwise have been due to the Supplier in respect of that Service Period ("Compensation for Critical Service Level Failure"),

provided that the operation of this Clause 10 shall be without prejudice to the right of the Buyer to terminate this Contract and/or to claim damages from the Supplier for material Default as a result of such Critical Service Level Failure.

11. [bookmark: _Ref45884390][bookmark: _Toc48825020]SUPPLIER Personnel 

Supplier Personnel 

11.1 The Supplier shall:

11.1.1 provide in advance of any admission to Buyer Premises a list of the names of all Supplier Personnel requiring such admission, specifying the capacity in which they require admission and giving such other particulars as the Buyer may reasonably require; 

11.1.2 ensure that all Supplier Personnel involved in the performance of this Contract:

(a) are adequately trained and suitably qualified and experienced to perform the tasks assigned to them, and in sufficient number to ensure that the Supplier’s obligations are fulfilled in accordance with this Contract; 

(b) are vetted in accordance with Good Industry Practice and, where applicable, the security requirements set out in Schedule S3 (Security Requirements), where used; and

(c) comply with any reasonable instructions issued by the Buyer from time to time (including, if so required, the ICT Policy). 

11.1.3 subject to Schedule S4 (Staff Transfer) where used, retain overall control of the Supplier Personnel at all times so that the Supplier Personnel shall not be deemed to be employees, agents or contractors of the Buyer; 

11.1.4 be liable at all times for all acts or omissions of Supplier Personnel, so that any act or omission of a member of any Supplier Personnel which results in a Default under this Contract shall be a Default by the Supplier;

11.1.5 use all reasonable endeavours to minimise the number of changes in  Supplier Personnel; 

11.1.6 replace (temporarily or permanently, as appropriate) any Supplier Personnel as soon as practicable if any Supplier Personnel have been removed or are unavailable for any reason whatsoever; 

11.1.7 bear the programme familiarisation and other costs associated with any replacement of any Supplier Personnel; and

11.1.8 procure that the Supplier Personnel shall vacate the Buyer Premises immediately upon the termination or expiry of this Contract.

11.2 If the Buyer reasonably believes that any of the Supplier Personnel are unsuitable to undertake work in respect of this Contract, it may:

11.2.1 refuse admission to the relevant person(s) to the Buyer’s Premises; and/or 

11.2.2 require that the Supplier replace as soon as reasonably practicable any such relevant person(s) with a suitably qualified alternative and procure that any security pass issued by the Buyer to the relevant person(s) replaced is surrendered.

              Key Supplier Personnel

11.3 The Supplier shall ensure that the Key Supplier Personnel fulfil the Key Roles at all times during the Contract Period. 

11.4 The Buyer may identify any further roles as being Key Roles and, following agreement to the same by the Supplier, the relevant person selected to fill those Key Roles shall for the purposes of this Contract be included on the list of Key Supplier Personnel. 

11.5 The Supplier shall not and shall procure that any Sub-Contractor shall not remove or replace any Key Supplier Personnel (including when carrying out Exit Management, if any) unless:

11.5.1 requested to do so by the Buyer or the Supplier obtains the Buyer’s prior written consent to such removal or replacement (such consent not to be unreasonably withheld or delayed);

11.5.2 the person concerned resigns, retires or dies or is on maternity leave, paternity leave or shared parental leave or long-term sick leave; or

11.5.3 the person’s employment or contractual arrangement with the Supplier or Sub-Contractor is terminated for material breach of contract by the employee.

11.6 The Supplier shall:

11.6.1 notify the Buyer promptly of the absence of any Key Supplier Personnel (other than for short-term sickness or holidays of two (2) weeks or less, in which case the Supplier shall ensure appropriate temporary cover for that Key Role); 

11.6.2 ensure that any Key Role is not vacant for any longer than ten (10) Working Days; 

11.6.3 give as much notice as is reasonably practicable of its intention to remove or replace any member of Key Supplier Personnel and, except in the cases of death, unexpected ill health or a material breach of the Key Supplier Personnel’s employment contract, this will mean at least three (3) Months’ notice;

11.6.4 ensure that all arrangements for planned changes in Key Supplier Personnel provide adequate periods during which incoming and outgoing staff work together to transfer responsibilities and ensure that such change does not have an adverse impact on the provision of the Services and Deliverables; and

11.6.5 ensure that any replacement for a Key Role has a level of qualifications and experience appropriate to the relevant Key Role and is fully competent to carry out the tasks assigned to the Key Supplier Personnel whom he or she has replaced.

11.7 The Buyer may require the Supplier to remove or procure that any Sub-Contractor shall remove any Key Supplier Personnel that the Buyer considers in any respect unsatisfactory. The Buyer shall not be liable for the cost of replacing any Key Supplier Personnel.

Employment Liabilities 

11.8 [bookmark: _Ref46327814]The Parties agree that: 

11.8.1 [bookmark: _Ref46325151]the Supplier shall both during and after the Contract Period indemnify the Buyer against all Employee Liabilities that may arise as a result of any claims brought against the Buyer by any person where such claim arises from any act or omission of the Supplier or any Supplier Personnel; and

11.8.2 [bookmark: _Ref46325191]the Buyer shall both during and after the Contract Period indemnify the Supplier against all Employee Liabilities that may arise as a result of any claims brought against the Supplier by any person where such claim arises from any act or omission of the Buyer or any of the Buyer’s employees, agents, consultants and contractors. 

12. [bookmark: _Toc48825021]STAFF TRANSFER 

Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S4 (Staff Transfer).

13. [bookmark: _Toc48825022]STANDARDS

The Supplier shall at all times during the Contract Period comply with the Standards and maintain, where applicable, accreditation with the relevant Standards' authorisation body.

14. [bookmark: _heading=h.lnxbz9][bookmark: _Toc48825023]EQUIPMENT AND MAINTENANCE 

[bookmark: _Toc139080079]Supplier Equipment 

14.1 The Supplier shall be solely responsible for the cost of carriage of Supplier Equipment to the Sites and to the Buyer Premises, including its off-loading, removal of all packaging and all other associated costs.  Likewise on termination or expiry of this Contract the Supplier shall be responsible for the removal and safe disposal of all relevant Supplier Equipment from the Sites and the Buyer Premises, including the cost of packing, carriage and making good the Sites and/or the Buyer Premises following removal, and taking account of any sustainability requirements, including safe removal of data and recycling requirements.

14.2 [bookmark: _Toc139080080]All the Supplier's property, including Supplier Equipment, shall remain at the sole risk and responsibility of the Supplier, except that the Buyer shall be liable for loss of or damage to any of the Supplier's property located on Buyer Premises which is due to the negligent act or omission of the Buyer.

14.3 [bookmark: _Toc139080082]Subject to any express provision of the BCDR Plan (if any) to the contrary, the loss or destruction for any reason of any Supplier Equipment shall not relieve the Supplier of its obligation to supply the Services in accordance with this Contract, including the Service Levels.

Maintenance 

14.4 [bookmark: _Ref128208978]The Supplier shall create and maintain a rolling schedule of planned maintenance to the IT Environment (the “Maintenance Schedule”) which shall be agreed with the Buyer. Once the Maintenance Schedule has been agreed with the Buyer Representative, the Supplier shall only undertake such planned maintenance (which shall be known as “Permitted Maintenance”) in accordance with the Maintenance Schedule. 

14.5 The Supplier shall give as much notice as is reasonably practicable to the Buyer Representative prior to carrying out any Emergency Maintenance.

14.6 The Supplier shall carry out any necessary maintenance (whether Permitted Maintenance or Emergency Maintenance) where it reasonably suspects that the IT Environment or the Services or any part thereof has or may have developed a fault. Any such maintenance shall be carried out in such a manner and at such times so as to avoid (or where this is not possible so as to minimise) disruption to the IT Environment and the Services.

Supply of Goods

14.7 Where, as part of the Services, the Supplier is to sell goods or equipment (“Goods”) to the Buyer: 

14.7.1 the relevant Goods and their prices shall be as set out in the Order Form; 

14.7.2 the Supplier shall supply and, where relevant, install the Goods in accordance with the relevant specification;

14.7.3 the Supplier shall ensure that the Goods are free from material defects in design, materials and workmanship and remain so for 12 months after delivery;

14.7.4 if following inspection or testing the Buyer considers that the Goods do not conform with the relevant specification, the Buyer shall inform the Supplier and the Supplier shall immediately take such remedial action as is necessary to ensure compliance; and

14.7.5 without prejudice to any other rights or remedies of the Buyer:

(a) risk in the Goods shall pass to the Buyer at the time of delivery; and

(b) ownership of the Goods shall pass to the Buyer at the time of payment.

15. [bookmark: _Ref45517363][bookmark: _Toc48825024]Charges and INVOICING

[bookmark: _heading=h.35nkun2]              Charges and Invoicing

15.1 In consideration of the Supplier carrying out its obligations under this Contract, including the provision of the Services, the Buyer shall pay the Charges to the Supplier in accordance with the pricing and payment profile and the invoicing procedure specified in Schedule 2 (Charges and Invoicing).

15.2 Except as otherwise provided, each Party shall each bear its own costs and expenses incurred in respect of compliance with its obligations under Clauses 7.9 (Testing and Achievement of Milestones), 29 (Reports and Audits), 41 (Transparency and Freedom of Information), 34 (Protection of Personal Data) and, to the extent specified therein, Clause 31 in respect of step-in.

15.3 If the Buyer fails to pay any undisputed Charges properly invoiced under this Contract, the Supplier shall have the right to charge interest on the overdue amount at the applicable rate under the Late Payment of Commercial Debts (Interest) Act 1998, accruing on a daily basis from the due date up to the date of actual payment, whether before or after judgment. 

VAT

15.4 [bookmark: _Ref370143971]The Charges are stated exclusive of VAT, which shall be added at the prevailing rate as applicable and paid by the Buyer following delivery of a valid VAT invoice. 

15.5 [bookmark: _Ref370143976]The Supplier shall indemnify the Buyer on a continuing basis against any liability, including any interest, penalties or costs incurred, that is levied, demanded or assessed on the Buyer at any time in respect of the Supplier's failure to account for or to pay any VAT relating to payments made to the Supplier under this Contract.  Any amounts due under this Clause 15.5 shall be paid in cleared funds by the Supplier to the Buyer not less than five (5) Working Days before the date upon which the tax or other liability is payable by the Buyer.  

Set-off and Withholding 

15.6 [bookmark: _bookmark62][bookmark: _Ref45950573]The Buyer may retain or set off any amount owed to it by the Supplier against any amount due to the Supplier under this Contract or under any other agreement between the Supplier and the Buyer.

15.7 [bookmark: _Ref46327741]If the Buyer wishes to exercise its right pursuant to Clause 15.6 it shall give notice to the Supplier within thirty (30) days of receipt of the relevant invoice, setting out the Buyer’s reasons for withholding or retaining the relevant Charges.

16. [bookmark: _heading=h.2jxsxqh][bookmark: _Ref46327840][bookmark: _Toc48825025]INCOME tax AND NATIONAL INSURANCE CONTRIBUTIONS 

16.1 [bookmark: _Ref413840305][bookmark: _Ref414634784]Where the Supplier or any Supplier Personnel are liable to be taxed in the UK or to pay national insurance contributions in respect of consideration received under this Contract, the Supplier shall:

16.1.1 [bookmark: _Ref413838311][bookmark: _Ref414634884]at all times comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax, and the Social Security Contributions and Benefits Act 1992 (including IR35) and all other statutes and regulations relating to national insurance contributions, in respect of that consideration; and

16.1.2 [bookmark: _Hlt359343231][bookmark: _Hlt359519039][bookmark: _Hlt359519841][bookmark: _Hlt363733567][bookmark: _Hlt365630084][bookmark: _Hlt365648928][bookmark: _Ref44490874][bookmark: _Ref358294219]indemnify the Buyer against any income tax, national insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made (whether before or after the making of a demand pursuant to the indemnity hereunder) in connection with the provision of the Services and/or Deliverables by the Supplier or any Supplier Personnel.

16.2 [bookmark: _Ref413836287][bookmark: _Ref413835885]In the event that any one of the Supplier Personnel is a Worker who receives consideration relating to the Services and/or Deliverables, then, in addition to its obligations under Clause 16.1 the Supplier shall ensure that its contract with the Worker contains the following requirements:

16.2.1 [bookmark: _Ref413838553][bookmark: _Ref414544355][bookmark: _Ref414634827]that the Buyer may, at any time during the Contract Period, request that the Worker provides information which demonstrates how the Worker complies with the requirements of Clause 16.1, or why those requirements do not apply to it. In such case, the Buyer may specify the information which the Worker must provide and the period within which that information must be provided;

16.2.2 that the Worker’s contract may be terminated at the Buyer's request if:

(e) the Worker fails to provide the information requested by the Buyer within the time specified by the Buyer; or

(f) the Worker provides information which the Buyer considers is inadequate to demonstrate how the Worker complies with Clause 16.1 or confirms that the Worker is not complying with those requirements; 

16.2.3 that the Buyer may supply any information it receives from the Worker to HMRC for the purpose of the collection and management of revenue for which they are responsible.

17. [bookmark: _Toc48825026]BENCHMARKING AND CONTINOUS IMPROVEMENT

17.1 Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S5 (Benchmarking) in relation to the benchmarking of any or all of the Services.

17.2 Where indicated in the Order Form, the Parties shall comply with the provisions of Schedule S7 (Continuous Improvement) in relation to the continuous improvement of the Services. 

18. [bookmark: _Toc48825027]FINANCIAL DISTRESS

The Parties shall comply with the provisions of Schedule 8 (Financial Distress) in relation to the assessment of the financial standing of the Supplier and the consequences of a change to that financial standing. 

19. [bookmark: _Ref46328012][bookmark: _Toc48825028]LiMITATION OF LIABILITY

Unlimited Liability 

19.1 [bookmark: _heading=h.z337ya][bookmark: _Ref45816497][bookmark: _Ref44489769]Neither Party limits its liability for:

19.1.1 [bookmark: _Toc139080428]death or personal injury caused by its negligence, or that of its employees, agents or Sub-Contractors (as applicable); 

19.1.2 [bookmark: _Toc139080429]fraud or fraudulent misrepresentation by it or its employees; 

19.1.3 [bookmark: _Toc139080430]breach of any obligation as to title implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or

19.1.4 any liability to the extent it cannot be limited or excluded by Law.

19.2 [bookmark: _Ref45816476][bookmark: _Ref87945684][bookmark: _Toc139080432]The Supplier's liability in respect of the indemnities in Clause 15.5 (VAT), Clause 11.8.1 (Employment Indemnity), Clause 16.1.2 (Income Tax and National Insurance Contributions), Clause 23 (IPRs Indemnity) and where used, Schedule S4 (Staff Transfer) and the Annexes to Schedule S4 (Staff Transfer) be unlimited.

19.3 [bookmark: _Ref45816926]The Buyer’s liability in respect of the indemnities in Clause 11.8.2 (Employment Indemnity) and where used, Schedule S4 (Staff Transfer) and the Annexes to Schedule S4 (Staff Transfer) shall be unlimited.

Financial and other limits 

19.4 [bookmark: _Ref86817761][bookmark: _Toc139080431][bookmark: _Ref45818785]Subject to Clauses 19.1 and 19.2 and Clauses 19.7:

19.4.1 [bookmark: _Ref45867756]the Supplier's aggregate liability in respect of loss of or damage to the Buyer Premises or other property or assets of the Buyer (including technical infrastructure, assets or equipment but excluding any loss or damage to the Buyer's Data or any other data) that is caused by Defaults of the Supplier occurring in each and any Contract Year shall in no event exceed £10 million;

19.4.2 [bookmark: _Ref45867758]the Supplier's aggregate liability in respect of loss of or damage to Buyer Data or breach of the Data Protection Legislation that is caused by Default of the Supplier occurring in each and any Contract Year shall in no event exceed £10 million;

19.4.3 [bookmark: _Ref45867759]the Supplier's aggregate liability in respect of all:

(g) Service Credits; and

(h) Compensation for Critical Service Level Failure;

incurred in any rolling period of 12 months shall be subject to the Service Credit Cap; and

19.4.4 [bookmark: _Ref45816821]the Supplier's aggregate liability in respect of all other Losses incurred by the Buyer under or in connection with this Contract as a result of Defaults by the Supplier shall in no event exceed: 

(i) in relation to Defaults occurring in the first Contract Year, an amount equal to 150% of the Estimated Year 1 Charges; 

(j) in relation to Defaults occurring during any subsequent Contract Year, an amount equal to 150% of the Charges paid and/or due to be paid to the Supplier under this Contract in the Contract Year immediately preceding the occurrence of the Default; and 

(k) in relation to Defaults occurring after the end of the Contract Period, an amount equal to 150% of the Charges paid and/or due to be paid to the Supplier in the 12 month period immediately prior to the last day of the Contract Period, 

provided that where any Losses referred to this Clause 19.4.4 have been incurred by the Buyer as a result of the Supplier’s abandonment of this Contract or the Supplier’s wilful default, wilful breach of a fundamental term of this Contract or wilful repudiatory breach of this Contract, the references in such Clause to 150% shall be deemed to be references to 200%.

19.5 Deductions from Charges shall not be taken into consideration when calculating the Supplier’s liability under Clause 19.4.4. 

19.6 Subject to Clauses 19.1 and 19.3 and Clause 19.7 and without prejudice to the Buyer’s obligation to pay the Charges as and when they fall due for payment:

19.6.1 the Buyer's total aggregate liability as a result of early termination of this Contract by the Buyer pursuant to Clause 35.1.9 (Termination Without Cause) shall comprise the fee calculated in accordance with the provisions of Clause 36.2 and Attachment 2 (Charges) of the Order Form; 

19.6.2 the Buyer's aggregate liability in respect of all Losses incurred by the Supplier under or in connection with this Contract as a result of Defaults of the Buyer shall in no event exceed:

(l) in relation to Defaults occurring in the first Contract Year, an amount equal to the Estimated Year 1 Charges; 

(m) in relation to Defaults occurring during any subsequent Contract Year, an amount equal to the total Charges paid and/or due to be paid under this Contract in the Contract Year immediately preceding the occurrence of the Default; and

(n) in relation to Defaults occurring after the end of the Contract Period, an amount equal to the total Charges paid and/or due to be paid to the Supplier in the 12 month period immediately prior to the last day of the Contract Period. 

Consequential Losses 

19.7 [bookmark: _Ref45818748]Subject to Clauses 19.1, 19.2 and 19.3 and Clause 19.8, neither Party shall be liable to the other Party for: 

19.7.1 any indirect, special or consequential Loss; or

19.7.2 any loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect).  

19.8 [bookmark: _Ref45819258]Notwithstanding Clause 19.7 but subject to Clause 19.4, the Supplier acknowledges that the Buyer may, amongst other things, recover from the Supplier the following Losses incurred by the Buyer to the extent that they arise as a result of a Default by the Supplier:

19.8.1 any additional operational and/or administrative costs and expenses incurred by the Buyer, including costs relating to time spent by or on behalf of the Buyer in dealing with the consequences of the Default;

19.8.2 any wasted expenditure or charges; 

19.8.3 the additional cost of procuring Replacement Services for the remainder of the Contract Period and/or replacement Deliverables, which shall include any incremental costs associated with such Replacement Services and/or replacement Deliverables above those which would have been payable under this Contract;

19.8.4 any compensation or interest paid to a third party by the Buyer; and

19.8.5 any fine or penalty incurred by the Buyer pursuant to Law and any costs incurred by the Buyer in defending any proceedings which result in such fine or penalty.

Mitigation 

19.9 Each Party shall use all reasonable endeavours to mitigate any loss or damage suffered arising out of or in connection with this Contract, including any Losses for which the relevant Party is entitled to bring a claim against the other Party pursuant to the indemnities in this Contract.

20. [bookmark: _heading=h.2xcytpi][bookmark: _Ref46327891][bookmark: _Toc48825029]Intellectual Property Rights

20.1 [bookmark: _Ref45819726]Except as expressly set out in this Contract:

20.1.1 [bookmark: _Ref45822579]the Buyer shall not acquire any right, title or interest in or to the Intellectual Property Rights of the Supplier or its licensors, namely:

(a) the Supplier Software;

(b) the Third Party Software; 

(c) the Third Party IPRs; and

(d) the Supplier Background IPRs;

20.1.2 the Supplier shall not acquire any right, title or interest in or to the Intellectual Property Rights of the Buyer or its licensors, including:

(a) the Buyer Software;

(b) the Buyer Data; and

(c) the Buyer Background IPRs;

20.1.3 Specially Written Software and Project Specific IPRs (except for any Know-How, trade secrets or Confidential Information contained therein) shall be the property of the Buyer. 

20.2 Where either Party acquires, by operation of law, title to Intellectual Property Rights that is inconsistent with the allocation of title set out in Clause 20.1, it shall assign in writing such Intellectual Property Rights as it has acquired to the other Party on the request of the other Party (whenever made).

20.3 Neither Party shall have any right to use any of the other Party's names, logos or trade marks on any of its products or services without the other Party's prior written consent. 

20.4 Unless the Buyer otherwise agrees in advance in writing:

20.4.1 all Specially Written Software and any software element of Project Specific IPRs shall be created in a format, or able to be converted into a format, which is suitable for publication by the Buyer as open source software; and 

20.4.2 where the Specially Written Software and any software element of Project Specific IPRs are written in a format that requires conversion before publication as open source software, the Supplier shall also provide the converted format to the Buyer.

20.5 Where the Buyer agrees that any Specially Written Software and/or any software element of Project Specific IPRs should be excluded from Open Source publication, the Supplier shall as soon as reasonably practicable provide written details of the impact that such exclusion will have on the Buyer’s ability to publish other Open Source software under Clause 24.

20.6 The Supplier waives (and shall procure that each of the Supplier Personnel shall waive) any moral rights which it is now or may at any future time be entitled under Chapter IV of the Copyright Designs and Patents Act 1988 or any similar provisions of law in any jurisdiction, to the extent such rights arise. 

21. [bookmark: _Ref45822123][bookmark: _Toc48825030]TRANSFERS AND LICENCES GRANTED BY THE SUPPLIER 

[bookmark: _Toc350929577][bookmark: _Toc351475997][bookmark: _Toc352145141][bookmark: _Toc353367076][bookmark: _Toc353551824]Specially Written Software and Project Specific IPRs

21.1 Subject to Clause 21.17 the Supplier hereby agrees to transfer to the Buyer, or shall procure the transfer to the Buyer of, all rights (subject to Clause 20.1.1 in the Specially Written Software and the Project Specific IPRs including (without limitation):

21.1.1 the Documentation, Source Code and the Object Code of the Specially Written Software; and

21.1.2 [bookmark: _Ref45887937]all build instructions, test instructions, test scripts, test data, operating instructions and other documents and tools necessary for maintaining and supporting the Specially Written Software (together the “Software Supporting Materials”);

but not including any Know-How, trade secrets or Confidential Information.

21.2 The Supplier:

21.2.1 [bookmark: _Ref45822697]shall:

(a) inform the Buyer of all Specially Written Software and any element of Project Specific IPRs that constitutes a modification or enhancement to Supplier Software or Third Party Software; and

(b) [bookmark: _Ref45822686]deliver to the Buyer the Specially Written Software and the software element of Project Specific IPRs in both Source Code and Object Code forms together with relevant Documentation and all related Software Supporting Materials within seven (7) days of the issue of a Milestone Achievement Certificate in respect of the relevant Deliverable and shall provide updates of the Source Code and of the Software Supporting Materials promptly following each new release of the Specially Written Software, in each case on media that is reasonably acceptable to the Buyer; and

(c) without prejudice to Clause 21.11, provide full details to the Buyer of any Supplier Background IPRs or Third Party IPRs which are embedded in or which are an integral part of the Specially Written Software or any element of Project Specific IPRs;

21.2.2 acknowledges and agrees that the ownership of the media referred to in Clause 21.2.1(b) shall vest in the Buyer upon their receipt by the Buyer; and

21.2.3 shall execute all such assignments as are required to ensure that any rights in the Specially Written Software and Project Specific IPRs are properly transferred to the Buyer. 

Supplier Software and Supplier Background IPRs

21.3 The Supplier shall not use any Supplier Non-COTS Software or Supplier Non-COTS Background IPR in the provision of the Services unless it is detailed in the Order Form, and where Part A of Schedule 7 (Governance) applies to this Contract as indicated in the Order Form, sent to the Technical Board (as defined therein) for review and approval granted by the Buyer.

21.4 [bookmark: _Ref45823211]The Supplier hereby grants to the Buyer:

21.4.1 [bookmark: _Ref45822849]subject to the provisions of Clause 21.17, perpetual, royalty-free and non-exclusive licences to use (including but not limited to the right to load, execute, store, transmit, display and copy (for the purposes of archiving, backing-up, loading, execution, storage, transmission or display)):

(a) [bookmark: _Ref45822845]the Supplier NonCOTS Software for which the Supplier delivers a copy to the Buyer for any purpose relating to the Services (or substantially equivalent services) or for any purpose relating to the exercise of the Buyer’s (or any other Central Government Body’s) business or function; and

(b) [bookmark: _Ref349137965][bookmark: _Ref45822859]the Supplier NonCOTS Background IPRs for any purpose relating to the Services (or substantially equivalent services) or for any purpose relating to the exercise of the Buyer’s (or any other Central Government Body’s) business or function; 

21.4.2 a licence to use the Supplier COTS Software for which the Supplier delivers a copy to the Buyer and Supplier COTS Background IPRs on the licence terms  identified in a letter or substantially in the form set out in Part A of Schedule 9 (Software) and signed by or on behalf of the Parties on or before the Commencement Date provided always that the Buyer shall remain entitled to sub-license and to assign and novate the Supplier COTS Software and Supplier COTS Background IPRs on equivalent terms to those set out in Clauses 21.7 and 21.8 in relation to the Supplier NonCOTS Software and Supplier NonCOTS Background IPRs; and

21.4.3 a perpetual royalty-free non-exclusive licence  to use without limitation any Know-How, trade secrets or Confidential Information contained within the Specially Written Software or the Project Specific IPRs. 

21.5 [bookmark: _Ref45822985]At any time during the Contract Period or following termination or expiry of this Contract, the Supplier may terminate the licence granted in respect of the Supplier NonCOTS Software under 21.4.1(a) or in respect of the Supplier NonCOTS Background IPRs under Clause 21.4.1(b) by giving thirty (30) days’ notice in writing (or such other period as agreed by the Parties) if the Buyer or any person to whom the Buyer grants a sub-licence pursuant to Clause 21.7 (Buyer’s right to sublicense) commits any material breach of the terms of Clause 21.4.1(a) or 21.4.1(b) or 21.7.1 (as the case may be) which, if the breach is capable of remedy, is not remedied within twenty (20) Working Days after the Supplier gives the Buyer written notice specifying the breach and requiring its remedy.

21.6 In the event the licence of the Supplier NonCOTS Software or the Supplier NonCOTS Background IPRs is terminated pursuant to Clause 21.5, the Buyer shall: 

21.6.1 immediately cease all use of the Supplier Non-COTS Software or the Supplier Non-COTS Background IPRs (as the case may be);

21.6.2 [bookmark: _Ref349139594]at the discretion of the Supplier, return or destroy documents and other tangible materials to the extent that they contain any of the Supplier NonCOTS Software and/or the Supplier NonCOTS Background IPRs, provided that if the Supplier has not made an election within 6 months of the termination of the licence, the Buyer may destroy the documents and other tangible materials that contain any of the Supplier Non-COTS Software and/or the Supplier NonCOTS Background IPRs (as the case may be); and

21.6.3 ensure, so far as reasonably practicable, that any Supplier NonCOTS Software and/or Supplier NonCOTS Background IPRs that are held in electronic, digital or other machine-readable form ceases to be readily accessible (other than by the information technology staff of the Buyer) from any computer, word processor, voicemail system or any other device containing such Supplier NonCOTS Software and/or Supplier NonCOTS Background IPRs. 

Buyer’s right to sub-license

21.7 [bookmark: _Ref45822782]Subject to Clause 21.17, the Buyer may sub-license:

21.7.1 [bookmark: _Ref45822954]the rights granted under Clause 21.4 to a third party (including for the avoidance of doubt, any Replacement Supplier) provided that:

(a) the sub-licence is on terms no broader than those granted to the Buyer; 

(b) [bookmark: _Ref45822963]the sub-licence authorises the third party to use the rights licensed in Clause 21.4 only for purposes relating to the Services (or substantially equivalent services) or for any purpose relating to the exercise of the Buyer’s (or any other Central Government Body’s) business or function; and

(c) the sub-licensee shall have executed a confidentiality undertaking in favour of the Supplier in or substantially in the form set out in Part B to Schedule 9 (Software); and

21.7.2 the rights granted under Clause 21.4 to any Approved Sub-Licensee to the extent necessary to use and/or obtain the benefit of the Specially Written Software and/or the Project Specific IPRs provided that:

(a) the sub-licence is on terms no broader than those granted to the Buyer; and

(b) the Supplier has received a confidentiality undertaking in its favour in or substantially in the form set out in Part B to Schedule 9 (Software) duly executed by the Approved Sub-Licensee. 

Buyer’s right to assign/novate licenses 

21.8 [bookmark: _Ref45822793][bookmark: _Ref349054211]The Buyer may assign, novate or otherwise transfer its rights and obligations under the licences granted pursuant to Clause 21.4 to:

21.8.1 a Central Government Body; or

21.8.2 to any body (including any private sector body) which performs or carries on any of the functions and/or activities that previously had been performed and/or carried on by the Buyer.

21.9 [bookmark: _Ref349054212]Any change in the legal status of the Buyer which means that it ceases to be a Central Government Body shall not affect the validity of any licence granted in Clause 21.4. If the Buyer ceases to be a Central Government Body, the successor body to the Buyer shall still be entitled to the benefit of the licence granted in Clause 21.4. 

21.10 If a licence granted in Clause 21.4 is novated under Clause 21.8 or there is a change of the Buyer’s status pursuant to Clause 21.9, the rights acquired on that novation or change of status shall not extend beyond those previously enjoyed by the Buyer.

Third Party Software and Third Party IPRs 

21.11 [bookmark: _Ref45822623]The Supplier shall not use in the provision of the Services  (including in any Specially Written Software or in the software element of Project Specific IPRs) any Third Party NonCOTS Software or Third Party NonCOTS IPRs unless detailed in the Order Form, where Part A of Schedule 7 (Governance)  applies to this Contract as indicated in the Order Form, approval is granted by the Buyer following a review by the Technical Board and has in each case either:

21.11.1 [bookmark: _Ref45823409]first procured that the owner or an authorised licensor of the relevant Third Party Non-COTS IPRs or Third Party Non-COTS Software (as the case may be) has granted a direct licence to the Buyer on a royalty-free basis to the Buyer and on terms no less favourable to the Buyer than those set out in Clauses 21.4.1 and 21.5 and Clause 21.8; or

21.11.2 complied with the provisions of Clause 21.12.

21.12 [bookmark: _Ref45823283]If the Supplier cannot obtain for the Buyer a licence in respect of any Third Party NonCOTS Software and/or Third Party NonCOTS IPRs in accordance with the licence terms set out in Clause 21.11.1, the Supplier shall:

21.12.1 [bookmark: _Ref45823433]notify the Buyer in writing giving details of what licence terms can be obtained from the relevant third party and whether there are alternative software providers which the Supplier could seek to use; and

21.12.2 use the relevant Third Party NonCOTS Software and/or Third Party NonCOTS IPRs only if the Buyer has first approved in writing the terms of the licence from the relevant third party.

21.13 The Supplier shall:

21.13.1 notify the Buyer in writing of all Third Party COTS Software and Third Party COTS IPRs that it uses and the terms on which it uses them; and

21.13.2 unless instructed otherwise in writing by the Buyer in any case within twenty (20) Working Days of notification pursuant to 21.12.1, use all reasonable endeavours to procure in each case that the owner or an authorised licensor of the relevant Third Party COTS Software and Third Party COTS IPRs grants a direct licence to the Buyer on terms no less favourable (including as to indemnification against IPRs Claims) than those on which such software is usually made commercially available by the relevant third party. 

21.14 Should the Supplier become aware at any time, including after termination, that the Specially Written Software and/or the Project Specific IPRs contain any Intellectual Property Rights for which the Buyer does not have a suitable licence, then the Supplier must notify the Buyer within ten (10) days of what those rights are and which parts of the Specially Written Software and the Project Specific IPRs they are found in.

Termination and Replacement Suppliers

21.15 For the avoidance of doubt, the termination or expiry of this Contract shall not of itself result in any termination of any of the licences granted by the Supplier or relevant third party pursuant to or as contemplated by this Clause 21.

21.16 The Supplier shall, if requested by the Buyer and at the Supplier’s cost:

21.16.1 grant (or procure the grant) to any Replacement Supplier of:

(a) a licence to use any Supplier NonCOTS Software, Supplier NonCOTS Background IPRs, Third Party NonCOTS IPRs and/or Third Party NonCOTS Software on a royalty-free basis to the Replacement Supplier and on terms no less favourable than those granted to the Buyer in respect of the relevant Software and/or IPRs pursuant to or as contemplated by this Clause  21 subject to receipt by the Supplier of a confidentiality undertaking in its favour in or substantially in the form set out in Part B to Schedule 9 (Software) duly executed by the Replacement Supplier; 

(b) a licence to use any Supplier COTS Software and/or Supplier COTS Background IPRs, on terms no less favourable (including as to indemnification against IPRs Claims) than those on which such software is usually made commercially available by the Supplier; and/or

21.16.2 use all reasonable endeavours to procure the grant to any Replacement Supplier of a licence to use any Third Party COTS Software and/or Third Party COTS IPRs on terms no less favourable (including as to indemnification against IPRs Claims) than those on which such software is usually made commercially available by the relevant third party.

Patents 

21.17 [bookmark: _Ref45822528]Where a patent owned by the Supplier is necessarily infringed by the use of the Specially Written Software or Project Specific IPRs by the Buyer or any Replacement Supplier, the Supplier hereby grants to the Buyer and the Replacement Supplier a non-exclusive, irrevocable, royalty-free, worldwide patent licence to use the infringing methods, materials or software solely for the purpose for which they were delivered under this Contract. 

22. [bookmark: _heading=h.3as4poj][bookmark: _Toc48825031]Licences granted by the buyer

22.1 [bookmark: _Ref45823785]The Buyer hereby grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Term to use the Buyer Software, the Buyer Background IPRs, the Specially Written Software, the Project Specific IPRs and the Buyer Data solely to the extent necessary for performing the Services in accordance with this Contract, including (but not limited to) the right to grant sub-licences to Sub-Contractors provided that:

22.1.1 any relevant Sub-Contractor has entered into a confidentiality undertaking with the Supplier on the same terms as set out in Clause 39; and

22.1.2 the Supplier shall not, without the Buyer’s prior written consent, use the licensed materials for any other purpose or for the benefit of any person other than the Buyer.

22.2 In the event of the termination or expiry of this Contract, the licence granted pursuant to Clause 22.1 and any sub-licence granted by the Supplier in accordance with Clause 22.1 shall terminate automatically on the date of such termination or expiry and the Supplier shall:

22.2.1 immediately cease all use of the Buyer Software, the Buyer Background IPRs and the Buyer Data (as the case may be);

22.2.2 at the discretion of the Buyer, return or destroy documents and other tangible materials that contain any of the Buyer Software, the Buyer Background IPRs and the Buyer Data, provided that if the Buyer has not made an election within 6 months of the termination of the licence, the Supplier may destroy the documents and other tangible materials that contain any of the Buyer Software, the Buyer Background IPRs and the Buyer Data (as the case may be); and

22.2.3 ensure, so far as reasonably practicable, that any Buyer Software, Buyer Background IPRs and Buyer Data that are held in electronic, digital or other machine-readable form ceases to be readily accessible from any Supplier computer, word processor, voicemail system or any other Supplier device containing such Buyer Software, Buyer Background IPRs and/or Buyer Data.

23. [bookmark: _Ref45883687][bookmark: _Toc48825032]IPR INDEMNITY

23.1 [bookmark: _Ref64005966][bookmark: _Toc139080411][bookmark: _Ref45824219][bookmark: _Ref29863800]The Supplier shall at all times, during and after the Contract Period, on written demand indemnify the Buyer and each other Indemnified Person, and keep the Buyer and each other Indemnified Person indemnified, against all Losses incurred by, awarded against or agreed to be paid by an Indemnified Person arising from an IPRs Claim.

23.2 [bookmark: _Toc139080419][bookmark: _Ref349228623][bookmark: _Ref45883309]If an IPRs Claim is made, or the Supplier anticipates that an IPRs Claim might be made, the Supplier may, at its own expense and sole option, either:

23.2.1 [bookmark: _Ref29863776][bookmark: _Toc139080420]procure for the Buyer or other relevant Indemnified Person the right to continue using the relevant item which is subject to the IPRs Claim; or

23.2.2 [bookmark: _Toc139080421][bookmark: _Ref349228467][bookmark: _Ref349229080][bookmark: _Ref45824210][bookmark: _Ref29863748]replace or modify the relevant item with non-infringing substitutes provided that:

(a) the performance and functionality of the replaced or modified item is at least equivalent to the performance and functionality of the original item;

(b) the replaced or modified item does not have an adverse effect on any other services or the IT Environment;

(c) there is no additional cost to the Buyer or relevant Indemnified Person (as the case may be); and

(d) the terms and conditions of this Contract shall apply to the replaced or modified Services.

23.3 [bookmark: _Ref45883311][bookmark: _Ref64005978][bookmark: _Toc139080422]If the Supplier elects to procure a licence in accordance with Clause 23.2.1 or to modify or replace an item pursuant to Clause 23.2.2, but this has not avoided or resolved the IPRs Claim, then: 

23.3.1 the Buyer may terminate this Contract (if subsisting) with immediate effect by written notice to the Supplier; and

23.3.2 without prejudice to the indemnity set out in Clause 23.1, the Supplier shall be liable for all reasonable and unavoidable costs of the substitute items and/or services including the additional costs of procuring, implementing and maintaining the substitute items.

24. [bookmark: _Ref45824597][bookmark: _Toc48825033]Open Source publication 

24.1 The Supplier agrees that the Buyer may at its sole discretion publish as Open Source all or part of the Specially Written Software and any software element of the Project Specific IPRs after the Commencement Date.

24.2 The Supplier hereby warrants that the Specially Written Software and any software element of the Project Specific IPRs:

24.2.1 are suitable for release as Open Source and that any release will not allow a third party to use the Open Source to in any way compromise the operation, running or security of the Specially Written Software, the Project Specific IPRs or the Buyer System;

24.2.2 shall not cause any harm or damage to any party using anything published as Open Source and that the Specially Written Software and the Project Specific IPRs do not contain any Malicious Software;

24.2.3 do not contain any material which would bring the Buyer into disrepute upon publication as Open Source;

24.2.4 do not contain any IPR owned or claimed to be owned by any third party which is found, or alleged to be found, in the Specially Written Software and the Project Specific IPRs (“Non-Party IPRs”); and

24.2.5 will be supplied in a format suitable for publication as Open Source (“the Open Source Publication Material”) no later than the Commencement Date.

24.3 The Supplier shall ensure that the Open Source Publication Material provided to the Buyer does not include any Supplier Software or Supplier Background IPRs save that which the Supplier is willing to allow to be included in any Open Source publication. In such a case, the Supplier hereby acknowledges that any such Supplier Software or Supplier Background IPRs will become Open Source and will be licensed and treated as such following publication by the Buyer and any third party that uses the Open Source Publication Materials on the terms of the Open Source licence used by the Buyer when publishing as Open Source.

24.4 The Supplier hereby indemnifies the Buyer against all claims in which the Buyer is, or is threatened to be, a party for any alleged infringement of any Non-Party IPRs arising from publication of the Specially Written Software and any software element of the Project Specific IPRs as Open Source under Clause 24.

25. [bookmark: _Ref45875764][bookmark: _Toc48825034]publicity and branding

25.1 The Supplier shall not, and shall take all reasonable steps to ensure the Supplier Personnel do not, make any press announcements or publicise this Contract or any part of it in any way nor use the Buyer’s name or brand in any promotion or marketing or announcement of orders, without the Buyer’s prior written approval (the decision of the Buyer to approve or not shall not be unreasonably withheld or delayed).

25.2 Each Party acknowledges to the other that nothing in this Contract either expressly or by implication constitutes an endorsement of any products or services of the other Party (including the Services and Deliverables) and each Party agrees not to conduct itself in such a way as to imply or express any such approval or endorsement.

26. [bookmark: _heading=h.1pxezwc][bookmark: _Ref45872107][bookmark: _Toc48825035]Buyer data and security requirements

[bookmark: _Ref45703790]Security Requirements 

26.1 Where indicated in the Order Form, the Parties shall comply with either Part A or Part B of Schedule S3 (Security Requirements).

26.2 [bookmark: _Ref48915581]Where a Buyer has notified the Supplier that the award of this Contract by the Buyer shall be conditional upon the Supplier having an accredited security facility and a number of UK national security cleared personnel, the Supplier shall have: 

26.2.1 (or be willing obtain within such period as agreed between the Parties) an accredited secure facility environment in accordance with HMG Security Policy Framework May 2018 and/or any future variations to the policy, (commonly referred to as List X). Further information on List X accreditation can be found at: https://www.gov.uk/government/publications/security-policy-framework; and 

26.2.2 a number of UK national security cleared personnel prior to the Commencement Date. 

26.3 If the Supplier fails to comply with Clause 26.2 above, then without prejudice to the Buyer’s other rights and remedies (if any), the Buyer shall be entitled to terminate this Contract for material Default in accordance with Clause 35.1.1. 

Protection of Buyer Data 

26.4 [bookmark: _Ref458425961][bookmark: _Toc139080258]The Supplier shall not delete or remove any proprietary notices contained within or relating to the Buyer Data.

26.5 [bookmark: _Toc139080259]The Supplier shall not store, copy, disclose, or use the Buyer Data except as necessary for the performance by the Supplier of its obligations under this Contract or as otherwise expressly authorised in writing by the Buyer.

26.6 To the extent that the Buyer Data is held and/or Processed by the Supplier, the Supplier shall supply that Buyer Data to the Buyer as requested by the Buyer and in the format (if any) specified in this Contract and in any event as specified by the Buyer from time to time in writing.

26.7 [bookmark: _Toc139080261]The Supplier shall preserve the integrity of Buyer Data and prevent the corruption or loss of Buyer Data at all times that the relevant Buyer Data is under its control or the control of any Sub-Contractor.

26.8 [bookmark: _Toc139080262]The Supplier shall perform secure back-ups of all Buyer Data and shall ensure that up-to-date back-ups are stored off-site in accordance with the BCDR Plan or otherwise.  The Supplier shall ensure that such back-ups are available to the Buyer (or to such other person as the Buyer may direct) at all times upon request and are delivered to the Buyer at no less than 6 monthly intervals (or such other intervals as may be agreed in writing between the Parties).

26.9 [bookmark: _Toc139080263]The Supplier shall ensure that any system on which the Supplier holds any Buyer Data, including back-up data, is a secure system that complies with the Security Policy and the Security Management Plan (if any).

26.10 If the Buyer Data is corrupted, lost or sufficiently degraded as a result of a Default so as to be unusable, the Buyer may:

26.10.1 require the Supplier (at the Supplier's expense) to restore or procure the restoration of buyer Data to the extent and in accordance with the requirements specified in Schedule S6 (Business Continuity and Disaster Recovery) where used, or as otherwise required by the Buyer, and the Supplier shall do so as soon as practicable but not later than five (5) Working Days from the date of receipt of the Buyer’s notice; and/or

26.10.2 itself restore or procure the restoration of Buyer Data, and shall be repaid by the Supplier any reasonable expenses incurred in doing so to the extent and in accordance with the requirements specified in Schedule S6 (Business Continuity and Disaster Recovery) where used, or as otherwise required by the Buyer.

27. [bookmark: _heading=h.49x2ik5][bookmark: _Toc48825036][bookmark: _Ref44413431][bookmark: _Ref45710054]MALICIOUS SOFTWARE

27.1 [bookmark: _Ref490057316]The Supplier shall, throughout the Contract Period, use the latest versions of anti-virus definitions and software available from an industry accepted anti-virus software vendor to check for, contain the spread of, and minimise the impact of Malicious Software.

27.2 [bookmark: _Ref490057322]If Malicious Software is found, the Parties shall co-operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, assist each other to mitigate any losses and to restore the provision of the Services to its desired operating efficiency.

27.3 Any cost arising out of the actions of the Parties taken in compliance with the provisions of Clause 27.2 shall be borne by the Parties as follows:

27.3.1 by the Supplier, where the Malicious Software originates from the Supplier Software, the Third Party Software supplied by the Supplier or the Buyer Data (whilst the Buyer Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier; and

27.3.2 by the Buyer, if the Malicious Software originates from the Buyer Software or the Buyer Data (whilst the Buyer Data was under the control of the Buyer).

28. [bookmark: _Toc48825037]Governance 

28.1 The Parties shall comply with the provisions of Schedule 7 (Governance) in relation to the management and governance of this Contract. 

Representatives

28.2 [bookmark: _Ref68525587][bookmark: _Toc139080102]Each Party shall have a representative for the duration of this Contract who shall have the authority to act on behalf of their respective Party on the matters set out in, or in connection with, this Contract.

28.3 [bookmark: _Ref45872869]The initial Supplier Representative shall be the person named as such in the Order Form.  Any change to the Supplier Representative shall be agreed in accordance with Clause 11 (Supplier Personnel). 

28.4 [bookmark: _Ref45872801]The initial Buyer Representative shall be the person named as such in the Order Form.  The Buyer may, by written notice to the Supplier, revoke or amend the authority of the Buyer Representative or appoint a new Buyer Representative.

29. [bookmark: _Ref45949700][bookmark: _Toc48825038]records AND audit 

29.1 [bookmark: _heading=h.2p2csry][bookmark: _Ref45859315]The Supplier shall keep and maintain for seven (7) years after termination or expiry of this Contract (or as long a period as may be agreed between the Parties), full and accurate records and accounts of the operation of this Contract including the Services provided under it, any Sub-Contracts and the amounts paid by the Buyer.

29.2 The Supplier shall:

29.2.1 keep the records and accounts referred to in Clause 29.1 in accordance with Good Industry Practice and Law; and

29.2.2 afford any Auditor access to the records and accounts referred to in Clause 29.1 at the Supplier’s premises and/or provide records and accounts (including copies of the Supplier's published accounts) or copies of the same, as may be required by any of the Auditors from time to time during the Contract Period and the period specified in Clause 29.1, in order that the Auditor(s) may carry out an inspection to assess compliance by the Supplier and/or its Sub-Contractors of any of the Supplier’s obligations under this Contract including for the following purposes to:

(a) verify the accuracy of the Charges and any other amounts payable by the Buyer under this Contract (and any proposed or actual variations to them in accordance with this Contract);

(b) verify the costs of the Supplier (including the costs of all Sub- Contractors and any third party suppliers) in connection with the provision of the Services;

(c) verify the Supplier’s and each Sub-Contractor’s compliance with the applicable Law;

(d) identify or investigate an actual or suspected Prohibited Act, impropriety or accounting mistakes or any breach or threatened Breach of Security and in these circumstances the Buyer shall have  no  obligation  to  inform  the  Supplier  of  the  purpose  or objective of its investigations;

(e) identify or investigate any circumstances which may impact upon the financial stability of the Supplier, the Guarantor (if applicable) and/or any Sub-Contractors or their ability to perform the Services;

(f) obtain such information as is necessary to fulfil the Buyer’s obligations to supply information for parliamentary, ministerial, judicial or administrative purposes including the supply of information to the Comptroller and Auditor General;

(g) review any books of account and the internal contract management accounts kept by the Supplier in connection with this Contract;

(h) carry out the Buyer’s internal and statutory audits and to prepare, examine and/or certify the Buyer's annual and interim reports and accounts;

(i) enable the National Audit  Office to carry out an examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Buyer has used its resources;

(j) review any Performance Monitoring Reports provided under Part B (Performance Monitoring) of Schedule 3 (Service Levels, Service Credits and Performance Monitoring) and/or other records relating to the Supplier’s performance of the provision of the Services and to verify that these reflect the Supplier’s own internal reports and records;

(k) verify the accuracy and completeness of any information delivered or required by this Contract;

(l) inspect the IT Environment (or any part of it) and the wider service delivery environment (or any part of it);

(m) review any records created during the design and development of the Supplier System and pre-operational environment such as information relating to Testing;

(n) review the Supplier’s quality management systems (including all relevant Quality Plans and any quality manuals and procedures);

(o) review the Supplier’s compliance with the Standards;

(p) inspect the Buyer Assets, including the Buyer's IPRs, equipment and facilities, for the purposes of ensuring that the Buyer Assets are secure and that any register of assets is up to date; and/or

(q) review the integrity, confidentiality and security of the Buyer Data.

29.3 The Buyer shall use reasonable endeavours to ensure that the conduct of each audit does not unreasonably disrupt the Supplier or delay the provision of the Services save insofar as the Supplier accepts and acknowledges that control over the conduct of audits carried out by the Auditor(s) is outside of the control of the Buyer.

29.4 Subject to the Supplier’s rights in respect of Confidential Information, the Supplier shall on demand provide the Auditor(s) with all reasonable co-operation and assistance in:

29.4.1 all reasonable information requested by the Buyer within the scope of the audit;

29.4.2 reasonable  access  to  sites  controlled  by  the  Supplier  and  to  any Supplier Equipment used in the provision of the Services; and

29.4.3 access to the Supplier Personnel.

29.5 [bookmark: _bookmark49][bookmark: _Ref45865001]The Parties agree that they shall bear their own respective costs and expenses incurred in respect of compliance with their obligations under this Clause 29.1, unless the audit reveals a Default by the Supplier in which case the Supplier shall reimburse the Buyer for the Buyer's reasonable costs incurred in relation to the audit.

30. [bookmark: _heading=h.147n2zr]INSURANCE

30.1 Without limitation to the generality of Clause 30.2, the Supplier shall ensure that it maintains the policy or policies of insurance referred to in the Order Form. 

30.2 [bookmark: _Ref45521865]Notwithstanding the benefit to the Buyer of the policy or polices of insurance referred to in Framework Schedule 14 (Insurance Requirements), the Supplier shall effect and maintain any such further policy or policies of insurance or extensions to such existing policy or policies of insurance procured by under the Framework in respect of all risks which may be incurred by the Supplier arising out of its performance of its obligations under this Contract.  

31. [bookmark: _heading=h.3o7alnk][bookmark: _heading=h.23ckvvd][bookmark: _Toc48825039][bookmark: _Ref45949829][bookmark: _Ref44483174]Buyer REMEDIES FOR DEFAULT 

Remedies 

31.1 Without prejudice to any other right or remedy of the Buyer howsoever arising (including under Schedule 3 (Service Levels, Service Credits and Performance Monitoring)) and subject to the exclusive financial remedy provisions in Clauses 9.5 and 7.87.5, if the Supplier commits any Default of this Contract then the Buyer may (whether or not any part of the Services have been delivered) do any of the following:

31.1.1 at the Buyer's option, give the Supplier the opportunity (at the Supplier's expense) to remedy the Default together with any damage resulting from such Default (and where such Default is capable of remedy) or to supply Replacement Services and carry out any other necessary work to ensure that the terms of this Contract are fulfilled, in accordance with the Buyer's instructions;

31.1.2 [bookmark: _bookmark134][bookmark: _Ref45884941]carry out, at the Supplier's expense, any work necessary to make the provision of the Services comply with this Contract;

31.1.3 [bookmark: _bookmark135][bookmark: _Ref45884943]if the Default is a material Default that is capable of remedy (and for these purposes a material Default may be a single material Default or a number of Defaults or repeated Defaults (whether of the same or different)) obligations and regardless of whether such Defaults are remedied, which taken together constitute a material Default):

(a) [bookmark: _bookmark136]instruct the Supplier to comply with the Rectification Plan Process;

(b) [bookmark: _bookmark137][bookmark: _Ref45861808]suspend this Contract (whereupon the relevant provisions of Clause 35.3 (Partial Termination, Suspension and Partial Suspension) shall apply) and step- in to itself supply or procure a third party to supply (in whole or in part) the Services;

(c) [bookmark: _bookmark138][bookmark: _Ref45861816]without terminating or suspending the whole of this Contract, terminate or suspend this Contract in respect of part of the provision of the Services only (whereupon the relevant provisions of Clause 35.3 (Partial Termination, Suspension and Partial Suspension) shall apply) and step-in to itself supply or procure a third party to supply (in whole or in part) such part of the Services;

31.2 Where the Buyer exercises any of its step-in rights under Clauses 31.1.3(b) or 31.1.3(c), the Buyer shall have the right to charge the Supplier for and the Supplier  shall on demand pay any costs reasonably incurred by the Buyer (including any reasonable administration costs) in respect of the supply of any part of the Services by the Buyer or a third party and provided that the Buyer uses its reasonable endeavours to mitigate any additional expenditure in obtaining Replacement Services.

Rectification Plan Process 

31.3 [bookmark: _Ref45862495]Where the Buyer has instructed the Supplier to comply with the Rectification Plan Process pursuant to Clause 31.1.3(c) the Supplier shall submit a draft Rectification Plan to the Buyer for it to review as soon as possible and in any event within ten 10) Working Days (or such other period as may be agreed between the Parties) from the date of Buyer’s instructions. The Supplier shall submit a draft Rectification Plan even if the Supplier disputes that it is responsible for the Default giving rise to the Buyer’s request for a draft Rectification Plan.

31.4 The draft Rectification Plan shall set out:

31.4.1 full details of the Default that has occurred, including a root cause analysis; 

31.4.2 the actual or anticipated effect of the Default; and

31.4.3 the steps which the Supplier proposes to take to rectify the Default (if applicable) and to prevent such Default from recurring, including timescales for such steps and for the rectification of the Default (where applicable).

31.5 The Supplier shall promptly provide to the Buyer any further documentation that the Buyer requires to assess the Supplier’s root cause analysis. If the Parties do not agree on the root cause set out in the draft Rectification Plan, either Party may refer the matter to be determined by an Expert in accordance with Paragraph 61.8 of Schedule 4 (Dispute Resolution Procedure).

31.6 The Buyer may reject the draft Rectification Plan by notice to the Supplier if, acting reasonably, it considers that the draft Rectification Plan is inadequate, for example because the draft Rectification Plan:

31.6.1 is insufficiently detailed to be capable of proper evaluation; 

31.6.2 will take too long to complete;

31.6.3 will not prevent recurrence of the Default; and/or

31.6.4 will rectify the Default but in a manner which is unacceptable to the Buyer.

31.7 The Buyer shall notify the Supplier whether it consents to the draft Rectification Plan as soon as reasonably practicable. If the Buyer rejects the draft Rectification Plan, the Buyer shall give reasons for its decision and the Supplier shall take the reasons into account in the preparation of a revised Rectification Plan. The Supplier shall submit the revised draft of the Rectification Plan to the Buyer for review within five (5) Working Days (or such other period as agreed between the Parties) of the Buyer’s notice rejecting the first draft.

31.8 [bookmark: _Ref45862554]If the Buyer consents to the Rectification Plan, the Supplier shall immediately start work on the actions set out in the Rectification Plan.

32. [bookmark: _Ref45863116][bookmark: _Toc48825040]SUPPLIER RELIEF DUE TO BUYER CAUSE 

32.1 [bookmark: _Ref45863453]Notwithstanding any other provision of this Contract, if the Supplier has failed to:

32.1.1 Achieve a Milestone by its Milestone Date; 

32.1.2 provide the Services in accordance with the Service Levels; and/or

32.1.3 comply with its obligations under this Contract,

(each a “Supplier Non-Performance”), 

and can demonstrate that the Supplier Non-Performance would not have occurred but for an Buyer Cause, then (subject to the Supplier fulfilling its obligations in this Clause 32): 

(a) the Supplier shall not be treated as being in breach of this Contract to the extent the Supplier can demonstrate that the Supplier Non-Performance was caused by the Buyer Cause; 

(b) the Buyer shall not be entitled to exercise any rights that may arise as a result of that Supplier Non-Performance to terminate this Contract pursuant to Clause 35.1 (Buyer Termination Rights) except Clause 35.1.9 (Termination Without Cause);

(c) where the Supplier Non-Performance constitutes the failure to Achieve a Milestone by its Milestone Date:

(i) the Milestone Date shall be postponed by a period equal to the period of Delay that the Supplier can demonstrate was caused by the Buyer Cause;

(ii) if the Buyer, acting reasonably, considers it appropriate, the Implementation Plan shall be amended to reflect any consequential revisions required to subsequent Milestone Dates resulting from the Buyer Cause; 

(iii) the Supplier shall have no liability to pay any Delay Payments associated with the Milestone to the extent that the Supplier can demonstrate that such failure was caused by the Buyer Cause; and

(d) where the Supplier Non-Performance constitutes a Service Level Failure:

(iv) the Supplier shall not be liable to accrue Service Credits;

(v) the Buyer shall not be entitled to any Compensation for Critical Service Level Failure pursuant to Clause 10; and

(vi) the Supplier shall be entitled to invoice for the Service Charges for the relevant Services affected by the Buyer Cause,

in each case, to the extent that the Supplier can demonstrate that the Service Level Failure was caused by the Buyer Cause.

32.2 In order to claim any of the rights and/or relief referred to in Clause 32.1, the Supplier shall as soon as reasonably practicable (and in any event within ten (10) Working Days) after becoming aware that an Buyer Cause has caused, or is reasonably likely to cause, a Supplier Non-Performance, give the Buyer notice (a “Relief Notice”) setting out details of:

32.2.1 the Supplier Non-Performance; 

32.2.2 the Buyer Cause and its effect, or likely effect, on the Supplier’s ability to meet its obligations under this Contract;

32.2.3 any steps which the Buyer can take to eliminate or mitigate the consequences and impact of such Buyer Cause; and 

32.2.4 the relief claimed by the Supplier.

32.3 Following the receipt of a Relief Notice, the Buyer shall as soon as reasonably practicable consider the nature of the Supplier Non-Performance and the alleged Buyer Cause and whether it agrees with the Supplier’s assessment set out in the Relief Notice as to the effect of the relevant Buyer Cause and its entitlement to relief, consulting with the Supplier where necessary.

32.4 The Supplier shall use all reasonable endeavours to eliminate or mitigate the consequences and impact of an Buyer Cause, including any Losses that the Supplier may incur and the duration and consequences of any Delay or anticipated Delay.

32.5 Without prejudice to Clause 8.98.10 (Continuing obligation to provide the Services), if a Dispute arises as to:

32.5.1 whether a Supplier Non-Performance would not have occurred but for an Buyer Cause; and/or

32.5.2 the nature and/or extent of the relief and/or compensation claimed by the Supplier,

either Party may refer the Dispute to the Dispute Resolution Procedure. Pending the resolution of the Dispute, both Parties shall continue to resolve the causes of, and mitigate the effects of, the Supplier Non-Performance.  

32.6 Any Change that is required to the Implementation Plan or to the Charges pursuant to this Clause 32.1 shall be implemented in accordance with the Change Control Procedure.

33. [bookmark: _Ref45805280][bookmark: _Ref45806547][bookmark: _Toc48825041]FORCE MAJEURE

33.1 Subject to the remaining provisions of this Clause 33 (and, in relation to the Supplier, subject to its compliance with its obligations in Schedule S6 (Business Continuity Plan and Disaster Recovery where used)), a Party may claim relief under this Clause 33 from liability for failure to meet its obligations under this Contract for as long as and only to the extent that the performance of those obligations is directly affected by a Force Majeure Event. Any failure or delay by the Supplier in performing its obligations under this Contract which results from a failure or delay by an agent, Sub-Contractor or supplier shall be regarded as due to a Force Majeure Event only if that agent, Sub-Contractor or supplier is itself impeded by a Force Majeure Event from complying with an obligation to the Supplier.

33.2 The Affected Party shall as soon as reasonably practicable issue a Force Majeure Notice, which shall include details of the Force Majeure Event, its effect on the obligations of the Affected Party and any action the Affected Party proposes to take to mitigate its effect. 

33.3 If the Supplier is the Affected Party, it shall not be entitled to claim relief under this Clause 33 to the extent that consequences of the relevant Force Majeure Event:

33.3.1 are capable of being mitigated, but the Supplier has failed to do so;

33.3.2 should have been foreseen and prevented or avoided by a prudent provider of services similar to the Services, operating to the standards required by this Contract; or

33.3.3 are the result of the Supplier’s failure to comply with its BCDR Plan (except to the extent that such failure is also due to a Force Majeure Event that affects the execution of the BCDR Plan).

33.4 Subject to Clause 33.5, as soon as practicable after the Affected Party issues the Force Majeure Notice, and at regular intervals thereafter, the Parties shall consult in good faith and use reasonable endeavours to agree any steps to be taken and an appropriate timetable in which those steps should be taken, to enable continued provision of the Services affected by the Force Majeure Event. 

33.5 [bookmark: _Ref45805952]The Parties shall at all times following the occurrence of a Force Majeure Event and during its subsistence use their respective reasonable endeavours to prevent and mitigate the effects of the Force Majeure Event. Where the Supplier is the Affected Party, it shall take all steps in accordance with Good Industry Practice to overcome or minimise the consequences of the Force Majeure Event.

33.6 Where, as a result of a Force Majeure Event:

33.6.1 [bookmark: _Ref45869589]an Affected Party fails to perform its obligations in accordance with this Contract, then during the continuance of the Force Majeure Event:

(a) [bookmark: _Ref45869575]the other Party shall not be entitled to exercise any rights to terminate this Contract in whole or in part as a result of such failure unless the provision of the Services is materially impacted by a Force Majeure Event which endures for a continuous period of more than ninety (90) days and the Other Party may terminate this Contract in whole or in part after such continuous period by issuing a Termination Notice to the other Party; and

(b) neither Party shall be liable for any Default arising as a result of such failure;

33.6.2 the Supplier fails to perform its obligations in accordance with this Contract:

(a) the Buyer shall not be entitled:

(i) during the continuance of the Force Majeure Event to exercise its rights under Clause 31.1.2 and 31.1.3 (Buyer Remedies for Default) as a result of such failure;

(ii) to receive Delay Payments pursuant to Clause 7.87.5 (Delay Payments) to the extent that the Achievement of any Milestone is affected by the Force Majeure Event; and

(iii) to receive Service Credits or withhold and retain any of the Service Charges as Compensation for Critical Service Level Failure pursuant to Clause 10.1 (Critical Service Level Failure) to the extent that a Service Level Failure or Critical Service Level Failure has been caused by the Force Majeure Event; and

(b) the Supplier shall be entitled to receive payment of the Charges (or a proportional payment of them) only to the extent that the Services (or part of the Services) continue to be performed in accordance with the terms of this Contract during the occurrence of the Force Majeure Event.

33.7 [bookmark: _Ref45806515]The Affected Party shall notify the other Party as soon as practicable after the Force Majeure Event ceases or no longer causes the Affected Party to be unable to comply with its obligations under this Contract. 

33.8 Relief from liability for the Affected Party under this Clause 33 shall end as soon as the Force Majeure Event no longer causes the Affected Party to be unable to comply with its obligations under this Contract and shall not be dependent on the serving of notice under Clause 33.7.

33.9 The costs of termination incurred by the Parties shall lie where they fall if either Party terminates or partially terminates this Contract under Clause 33.6.1(a) for a continuing Force Majeure Event.

34. [bookmark: _Ref45886559][bookmark: _Toc48825042]Protection of Personal Data

[bookmark: _heading=h.ihv636]               Status of the Controller 

34.1 The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity carried out by each of them in relation to their respective obligations under this Contract will determine the status of each Party under the Data Protection Legislation. A Party may act as:

34.1.1 “Controller” (where the other Party acts as the “Processor”);

34.1.2 “Processor” (where  the other Party acts as the “Controller”);

34.1.3 “Joint Controller” (where both Parties are considered to jointly control the same Personal Data); 

34.1.4 “Independent Controller” of the Personal Data where the other Party is also “Controller” of the same Personal Data in its own right (but there is no element of joint control);

and the Parties shall set out in the Schedule of Processing, Personal Data and Data Subjects which scenario or scenarios are intended to apply under this Contract. 

Where One Party is Controller and the other Party its Processor

34.2 [bookmark: _Ref45871605]Where a Party is a Processor, the only processing that the Supplier is authorised to do is listed in the Schedule of Processing, Personal Data and Data Subjects by the Controller. 

34.3 The Processor shall notify the Controller immediately if it considers that any of the Controller’s instructions infringe the Data Protection Legislation.

34.4 The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any Processing.  Such assistance may, at the discretion of the Controller, include:

34.4.1 a systematic description of the envisaged processing operations and the purpose of the Processing;

34.4.2 an assessment of the necessity and proportionality of the Processing operations in relation to the Services;

34.4.3 an assessment of the risks to the rights and freedoms of Data Subjects; and

34.4.4 the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

34.5 The Processor shall, in relation to any Personal Data Processed in connection with its obligations under this Contract:

34.5.1 Process that Personal Data only in accordance with the Schedule of Processing, Personal Data and Data Subjects, unless the Processor is required to do otherwise by Law. If it is so required the Processor shall promptly notify the Controller before Processing the Personal Data unless prohibited by Law;

34.5.2 ensure that it has in place Protective Measures, including in the case of the Supplier the measures set out in Clause 26 (Buyer Data and Security Requirements) which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the:

(a) nature of the data to be protected;

(b) harm that might result from a Data Loss Event;

(c) state of technological development; and

(d) cost of implementing any measures;

34.5.3 ensure that:

(a) the Processor Personnel do not Process Personal Data except in accordance with this Contract (and in particular the Schedule of Processing, Personal Data and Data Subjects);

(b) it takes all reasonable steps to ensure the reliability and integrity of any of the Processor Personnel who have access to the Personal Data and ensure that they:

(i) are aware of and comply with the Supplier’s duties under this Clause, Clauses 39 (Confidentiality) and in the case of the Supplier, 26 (Buyer Data and Security Requirements);

(ii) are subject to appropriate confidentiality undertakings with the Supplier or any Sub-processor;

(iii) are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third party unless directed in writing to do so by the Buyer or as otherwise permitted by this Contract; and

(iv) have undergone adequate training in the use, care, protection and handling of Personal Data; and

34.5.4 [bookmark: _heading=h.32hioqz][bookmark: _Ref44483155]not transfer Personal Data to a Restricted Country unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:

(a) the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37 as relevant) as determined by the Buyer;

(b) the Data Subject has enforceable rights and effective legal remedies;

(c) the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); 

(d) the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; and

(e) in respect of any Processing in, or transfer of Personal Data to, any Restricted Country permitted in accordance with this Clause 34.5.4, the Processor shall, when requested by the Controller, promptly enter into an agreement with the Controller including or on such provisions as the Standard Contractual Clauses and/or such variation as a regulator or the Controller might require which terms shall, in the event of any conflict, take precedence over those in this Clause 34, and the Processor shall comply with any reasonable instructions notified to it in advance by the Controller with respect to the transfer of the Personal Data; and

34.5.5 at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of this Contract unless the Processor is required by Law to retain the Personal Data.

34.6 [bookmark: _heading=h.1hmsyys][bookmark: _Ref44483253]Subject to Clause 34.7, the Processor shall notify the Controller immediately if in relation to it Processing Personal Data under or in connection with this Contract it:

34.6.1 receives a Data Subject Request (or purported Data Subject Request);

34.6.2 receives a request to rectify, block or erase any Personal Data; 

34.6.3 receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation; or

34.6.4 receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;

34.6.5 receives a request from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 

34.6.6 becomes aware of a Data Loss Event. 

34.7 [bookmark: _heading=h.41mghml][bookmark: _Ref44483198]The Processor’s obligation to notify under Clause 34.6 shall include the provision of further information to the Controller in phases, as details become available.

34.8 Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under Clause 34.6 (and insofar as possible within the timescales reasonably required by the Buyer) including by promptly providing:

34.8.1 the Controller with full details and copies of the complaint, communication or request;

34.8.2 such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;

34.8.3 the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;

34.8.4 assistance as requested by the Controller following any Data Loss Event; and 

34.8.5 assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office.

34.9 The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Clause 34. This requirement does not apply where the Processor employs fewer than 250 staff, unless:

34.9.1 the Controller determines that the processing is not occasional;

34.9.2 the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; or

34.9.3 the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.

34.10 The Processor shall allow for audits of its Processing activity by the Controller or the Controller’s designated auditor or representative.

34.11 Each Party shall designate its own data protection officer if required by the Data Protection Legislation.

34.12 Before allowing any Sub-processor to Process any Personal Data related to this Contract, the Processor must:

34.12.1 notify the Controller in writing of the intended Sub-processor and processing;

34.12.2 obtain the written consent of the Controller;

34.12.3 enter into a written agreement with the Sub-processor which give effect to the terms set out in this Clause 34 such that they apply to the Sub-processor; and

34.12.4 provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require.

34.13 The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors.

34.14 The Buyer may, at any time on not less than thirty (30) Working Days’ notice, revise this Clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract).

34.15 [bookmark: _Ref45871644]The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Buyer may on not less than thirty (30) Working Days’ notice to the Supplier amend this Contract to ensure that it complies with any guidance, codes of practice, codes of conduct, regulatory guidance, standard clauses or any other related laws arising from the GDPR.

Where the Parties are Joint Controllers of Personal Data

34.16 [bookmark: _Ref45871649]In the event that the Parties are Joint Controllers in respect of Personal Data under this Contract, the Parties shall implement Clauses that are necessary to comply with GDPR Article 26 based on the terms set out in the alternative Joint Controller clauses as indicated in Section C, Part C (Alternative Clauses) of the Order Form. 

Where the Parties are Independent Controllers of Personal Data 

34.17 [bookmark: _Ref45871202]With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable Data Protection Legislation in respect of their Processing of such Personal Data as Controller.

34.18 Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legislation and not do anything to cause the other Party to be in breach of it. 

34.19 Where a Party has provided Personal Data to the other Party in accordance with Clause 34.17, the recipient of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Party may reasonably require.

34.20 The Parties shall be responsible for their own compliance with Articles 13 and 14 GDPR in respect of the processing of Personal Data for the purposes of this Contract. 

34.21 The Parties shall only provide Personal Data to each other:

34.21.1 to the extent necessary to perform the respective obligations under this Contract;

34.21.2 in compliance with the Data Protection Legislation (including by ensuring all required fair processing information has been given to affected Data Subjects); and

34.21.3 where it has recorded it in the Schedule of Processing, Personal Data and Data Subjects.

34.22 Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the GDPR.

34.23 A Party Processing Personal Data for the purposes of this Contract shall maintain a record of its Processing activities in accordance with Article 30 GDPR and shall make the record available to the other Party upon reasonable request.

34.24 Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Personal Data provided to it by the other Party pursuant to this Contract (“the Request Recipient”):

34.24.1 the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or

34.24.2 where the request or correspondence is directed to the other party and/or relates to the other Party's Processing of the Personal Data, the Request Recipient will:

(a) promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and

(b) provide any information and/or assistance as reasonably requested by the other party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.

34.25 Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating to Personal Data provided by the other party pursuant to this Contract and shall: 

34.25.1 do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Data Breach; 

34.25.2 implement any measures necessary to restore the security of any compromised Personal Data; 

34.25.3 work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and

34.25.4 not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law. 

34.26 Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obligations under this Contract as specified in the Schedule of Processing, Personal Data and Data Subjects.

34.27 [bookmark: _Ref45871658]Personal Data shall not be retained or Processed for longer than is necessary to perform each Party’s obligations under this Contract which is specified in the Schedule of Processing, Personal Data and Data Subjects.

34.28 [bookmark: z337ya]Notwithstanding the general application of Clauses 34.2 to 34.15 to Personal Data, where the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall act as an Independent Controller of Personal Data in accordance with Clause 34.16 to 34.27.

35. [bookmark: _heading=h.2grqrue][bookmark: _Ref45726352][bookmark: _Toc48825043]Termination and Expiry

35.1 [bookmark: _Ref45867143]Buyer Termination Rights

Termination on Material Default

35.1.1 [bookmark: _Ref45864741][bookmark: _Ref44367225]The Buyer may terminate this Contract for material Default by issuing a Termination Notice to the Supplier where:

(a) the Supplier commits a Critical Service Level Failure;

(b) as a result of any Defaults, the Buyer incurs Losses in any Contract Year which exceed 80% of the value of the Supplier’s aggregate annual liability limit for that Contract Year as set out in Clause 19.4.1, 19.4.2, 19.4.3 and 19.4.4;

(c) the Buyer expressly reserves the right to terminate this Contract for material Default, including pursuant to any of the following: Clause 23 (IPRs Indemnity), Clause 46.5.2 (Prevention of Fraud and Bribery) and Paragraph 4 of Schedule 8 (Financial Distress);

(d) the Supplier commits any material Default of this Contract which is not, in the reasonable opinion of the Buyer, capable of remedy; 

(e) the Supplier commits a Default, including a material Default, which in the opinion of the Buyer is remediable but has not remedied such Default to the satisfaction of the Buyer in accordance with the Rectification Plan Process; and/or

(f) the Buyer has become aware that the Supplier should have been excluded under Regulation 57(1) or (2) of the Public Contracts Regulations 2015 from the procurement procedure leading to the award of this Contract; 

35.1.2 [bookmark: _Ref45868567]For the purpose of Clause 35.1.1, a material Default may be a single material Default or a number of Defaults or repeated Defaults (whether of the same or different obligations and regardless of whether such Defaults are remedied) which taken together constitute a material Default.

Termination in Relation to Financial Standing 

35.1.3 [bookmark: _Ref45868571]The Buyer may terminate this Contract by issuing a Termination Notice to the Supplier where in the reasonable opinion of the Buyer  there is a material detrimental change in the financial standing and/or the credit rating of the Supplier which:

(a) adversely impacts on the Supplier's ability to supply the Services under this Contract; or

(b) could reasonably be expected to have an adverse impact on the Suppliers ability to supply the Services under this Contract.

Termination on Insolvency 

35.1.4 [bookmark: _Ref45885460]The Buyer may terminate this Contract with immediate effect by issuing a written notice to the Supplier where an Insolvency Event affecting the Supplier occurs.

Termination on Change of Control 

35.1.5 [bookmark: _bookmark156][bookmark: _Ref45865663]The Supplier shall notify the Buyer immediately in writing and as soon as the Supplier is aware (or ought reasonably to be aware) that it is anticipating, undergoing, undergoes or has undergone a Change of Control and provided such notification does not contravene any Law.

35.1.6 The Supplier shall ensure that any notification made pursuant to Clause 35.1.5 shall set out full details of the Change of Control including the circumstances suggesting and/or explaining the Change of Control.

35.1.7 The Buyer may terminate this Contract by issuing a Termination Notice to the Supplier within six (6) Months of:

(a) being notified in writing that a Change of Control is anticipated or in contemplation or has occurred; or

(b) where no notification has been made, the date that the Buyer becomes aware that a Change of Control is anticipated or is in contemplation or has occurred,

but shall not be permitted to terminate where written consent of the Buyer was granted prior to the Change of Control.

Termination for breach of Regulations 

35.1.8 The Buyer may terminate this Contract by issuing a Termination Notice to the Supplier on the occurrence of any of  the statutory provisos contained in Regulation 73 (1) (a) to (c) of the Regulations.

Termination Without Cause 

35.1.9 [bookmark: _Ref45867159]The Buyer shall have the right to terminate this Contract at any time by issuing a Termination Notice to the Supplier giving written notice of at least the number of days stipulated in the Order Form.

Termination in Relation to the Framework

35.1.10 [bookmark: _Ref45868575]The Buyer may terminate this Contract by giving by issuing a Termination Notice to the Supplier if the Framework is terminated for any reason whatsoever.

Termination in Relation to Benchmarking 

35.1.11 [bookmark: _Ref45868578]The Buyer may terminate this Contract by issuing a Termination Notice to the Supplier if the Supplier refuses or fails to comply with its obligations as set out in Paragraph 3 Schedule S5 (Benchmarking) where used.

35.2 [bookmark: _Ref46335199]Supplier Termination Right

35.2.1 [bookmark: _Ref46162410]Supplier may issue a Reminder Notice if the Buyer does not pay an undisputed invoice on time. The Supplier can terminate this Contract if the Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30 days of the date of the Reminder Notice.

35.2.2 The Supplier shall continue to perform all of its obligations under this Contract and shall not suspend the provision of the Services for failure of the Buyer to pay undisputed sums of money (whether in whole or in part).

35.3 [bookmark: _Ref45884462]Partial Termination, Suspension and Partial Suspension 

35.3.1 [bookmark: _bookmark169][bookmark: _Ref45866637]Where the Buyer has the right  to terminate this Contract, the Buyer shall be entitled to terminate or suspend all or part of this Contract provided always that, if the Buyer elects to terminate or suspend this Contract in part, the parts of this Contract not terminated or suspended can, in the Buyer’s reasonable opinion, operate effectively to deliver the intended purpose of the surviving parts of this Contract.

35.3.2 Any suspension of this Contract under Clause 35.3.1 shall be for such period as the Buyer may specify and without prejudice to any right  of termination which has already accrued, or subsequently accrues, to the Buyer.

35.3.3 The Parties shall seek to agree the effect of any Change necessitated by a partial termination, suspension or partial suspension in accordance with the Change Control Procedure, including the effect that the partial termination, suspension or partial suspension may have on the provision of any other Services and the Charges, provided that the Supplier shall not be entitled to:

(a) an increase in the Charges in respect of the provision of the Services that have not been terminated if the partial termination arises due to the exercise of any of the Buyer’s termination rights under Clause 35.1 (Buyer Termination Rights) except Clause 35.1.9 (Termination Without Cause); and

(b) reject the Change. 

36. [bookmark: _Ref44359795][bookmark: _Toc48825044]consequences of termination and expiry

36.1 [bookmark: _Ref45868745]Consequences of termination under Paragraph 1.2 Schedule S8 (Guarantee) where used, 35.1.1 (Termination on Material Default), 35.1.3 (Termination in Relation to Financial Standing), 35.1.10 (Termination in Relation to Framework Agreement) and 35.1.11 (Termination in Relation to Benchmarking) 

36.1.1 Where the Buyer:

(a) terminates (in whole or in part) this Contract under any of the Clauses referred to in Clause 36.1; and

(b) then makes other arrangements for the supply of the Services,

the Buyer may recover from the Supplier the cost reasonably incurred of making those other arrangements and any additional expenditure incurred by the Buyer throughout the remainder of the Contract Period provided that Buyer shall take all reasonable steps to mitigate such additional expenditure. No further payments shall be payable by the Buyer to the Supplier until the Buyer has established the final cost of making those other arrangements.

36.2 [bookmark: _Ref46334543]Consequences of termination under Clauses 35.1.9 (Termination without Cause) 

36.2.1 [bookmark: _Ref45950924][bookmark: _Ref46334052]Where the Buyer terminates (in whole or in part) this Contract under Clause 35.1.9 (Termination without Cause) and Attachment 2 (Charges) of the Order Form expressly states:

(a) the Supplier is entitled to be paid an early termination fee pursuant to this Clause 36.2.1 where the Buyer terminates this Contract pursuant to Clause 35.1.9 (Termination without Cause); and 

(b) in detail how any such early termination fee is to be calculated in the event of termination for convenience (including where relevant details of any formula for such calculation),

the Buyer shall pay to the Supplier the early termination fee (calculated in accordance with the formula set out in Attachment 2 (Charges) of the Order Form and due solely as a result of the Buyer terminating this Contract for convenience pursuant to Clause 35.1.9 (Termination without Cause)). 

36.2.2 The Buyer shall not be liable under Clause 36.2.1 to pay any early termination fee(s):

(a) which are claimable under insurance held by the Supplier, and the Supplier has failed to make a claim on its insurance, or has failed to make a claim in accordance with the procedural requirements of the insurance policy; 

(b) which when added to any sums paid or due to the Supplier under this Contract, exceeds the total sum that would have been payable to the Supplier if this Contract had not been terminated; or 

(c) where no such calculation details are expressly set out in Attachment 2 (Charges) of the Order Form.

36.3 Consequences of  Termination for Any Reason or Expiry

36.3.1 [bookmark: _Ref45869190]Save as otherwise expressly provided in this Contract:

(a) termination or expiry of this Contract shall be without prejudice to any rights, remedies or obligations accrued under this Contract prior to termination or expiration and nothing in this Contract shall prejudice the right of either Party to recover any amount outstanding at the time of such termination or expiry; and

(b) termination of this Contract shall not affect the continuing rights, remedies or obligations of the Buyer or the Supplier under Clauses 8.8 (Specially Written Software), 15.4 and 15.5 (VAT), 15.6 and 15.7 (Set-off and Withholding), 29 (Records and Audits), 11.8 (Employment Liabilities), 16 (Income Tax and National Insurance Contributions), 20 (IPRs), 21 (Transfers and Licenses Granted by the Supplier), 23 (IPRs Indemnity), 40 (Confidentiality), 41 (Transparency and FOIA), 34 (Protection of Personal Data), 19 (Limitation of Liability), 36 (Consequences of Termination or Expiry), 44 (Severance), 51 (Entire Agreement), 52 (Third Party Rights), 54 (Disputes), 55 (Governing Law and Jurisdiction), Schedule 1 (Definitions), Schedule 4 (Dispute Resolution Procedure), Schedule 10 (Exit Management), Schedule S4 (Staff Transfer) where used, Clause C3 (Collaboration Agreement) where used and without limitation to the foregoing, any other provision of this Contract which expressly or by implication is to be performed or observed notwithstanding termination or expiry shall survive termination or expiry of this Contract.

36.3.2 The Parties shall comply with the provision of Schedule 10 (Exit Management) any current Exit Plan in relation to the orderly transition of the Services to the Buyer or a Replacement Supplier. 

37. [bookmark: _heading=h.1v1yuxt][bookmark: _Toc48825045]APPOINTMENT OF SUB-CONTRACTORS 

37.1 The Supplier shall exercise due skill and care in the selection and appointment of any Subcontractors to ensure that the Supplier is able to:

37.1.1 manage any Subcontractors in accordance with Good Industry Practice; and

37.1.2 comply with its obligations under this Contract in the delivery of the Services.

37.2 [bookmark: _Ref45707983]Prior to sub-contracting any of its obligations under this Contract, the Supplier shall notify the Buyer in writing of: 

37.2.1 the proposed Sub-Contractor’s name, registered office and company registration number;

37.2.2 the scope of any Services to be provided by the proposed SubContractor; and

37.2.3 where the proposed SubContractor is an Affiliate of the Supplier, evidence that demonstrates to the reasonable satisfaction of the Buyer that the proposed SubContract has been agreed on “arm’s-length” terms. 

37.3 [bookmark: _Ref45708106]If requested by the Buyer within 10 Working Days of receipt of the Supplier’s notice issued pursuant to Clause 37.2, the Supplier shall also provide:

37.3.1 a copy of the proposed SubContract; and 

37.3.2 any further information reasonably requested by the Buyer. 

37.4 The Buyer may, within 10 Working Days of receipt of the Supplier’s notice issued pursuant to Clause 37.2 (or, if later, receipt of any further information requested pursuant to Clause 37.3), object to the appointment of the relevant SubContractor if it considers that:

37.4.1 the appointment of a proposed SubContractor may prejudice the provision of the Services and/or may be contrary to the interests of the Buyer; 

37.4.2 the proposed SubContractor is unreliable and/or has not provided reasonable services to its other customers; and/or

37.4.3 the proposed SubContractor employs unfit persons; 

in which case, the Supplier shall not proceed with the proposed appointment.

37.5 If:

37.5.1 the Buyer has not notified the Supplier that it objects to the proposed Sub-Contractor’s appointment by the later of 10 Working Days of receipt of:

(a) the Supplier’s notice issued pursuant to Clause 37.2; and

(b) any further information requested by the Buyer pursuant to Clause 37.3; and

37.5.2 the proposed SubContract is not a Key SubContract (which shall require the written consent of CCS and the Buyer in accordance with Clause 38 (Appointment of Key Sub-contractors),

the Supplier may proceed with the proposed appointment.

37.6 The Supplier shall remain responsible for all acts and omissions of its Sub-Contractors and the acts and omissions of those employed or engaged by the Sub-Contractors as if they were its own.

38. [bookmark: _heading=h.4f1mdlm][bookmark: _Toc48825046][bookmark: _Ref44272961]APPOINTMENT OF KEY SUB-CONTRACTORS 

38.1 The Supplier shall only be entitled to sub-contract its obligations to the Key Sub-Contractors listed in Framework Schedule 7 (Key Sub-Contractors) where such Key Sub-Contractors are set out in the Order Form. 

38.2 Where during the Contract Period the Supplier wishes to enter into a new Key SubContract or replace a Key Sub-Contractor, it must obtain the prior written consent of CCS and the Buyer (such consent not to be unreasonably withheld or delayed).  CCS and/or the Buyer may reasonably withhold its consent to the appointment of a Key Sub-Contractor if any of them considers that:

38.2.1 the appointment of a proposed Key Sub-Contractor may prejudice the provision of the Services or may be contrary to its interests;

38.2.2 the proposed Key Sub-Contractor is unreliable and/or has not provided reliable goods and or reasonable services to its other customers; and/or

38.2.3 the proposed Key Sub-Contractor employs unfit persons.

38.3 [bookmark: _Ref379879118]The Supplier shall ensure that each new or replacement Key SubContract shall include: 

38.3.1 provisions which will enable the Supplier to discharge its obligations under this Contract;

38.3.2 a right under CRTPA for the Buyer to enforce any provisions under the Key Sub-Contract which confer a benefit upon the Buyer;

38.3.3 a provision enabling the Buyer to enforce the Key SubContract as if it were the Supplier; 

38.3.4 a provision enabling the Supplier to assign, novate or otherwise transfer any of its rights and/or obligations under the Key SubContract to the Buyer; 

38.3.5 obligations no less onerous on the Key Sub-Contractor than those imposed on the Supplier under this Contract in respect of:

(a) the data protection requirements set out in Clause 31 (Data Protection);

(b) the FOIA requirements set out in Clause 41 (Transparency and FOIA);

(c) the keeping of records in respect of the services being provided under the Key SubContract; and

(d) the conduct of audits set out in Clause 27 (Records and Audit);

38.3.6 provisions enabling the Supplier to terminate the Key SubContract on notice on terms no more onerous on the Supplier than those imposed on the Buyer under Clauses 35 and 36 of this Contract; 

38.3.7 a provision restricting the ability of the Key Sub-Contractor to subcontract all or any part of the provision of the Services provided to the Supplier under the Key SubContract without first seeking the written consent of the Buyer; 

38.3.8 a provision requiring the Key SubContractor to participate in, and if required by the Buyer in the relevant Multi-Party Procedure Initiation Notice to procure the participation of all or any of its SubContractors in, the Multi-Party Dispute Resolution Procedure; 

38.3.9 a provision requiring the Key SubContractor to:

(a) promptly notify the Supplier and the Buyer in writing of any of the following of which it is, or ought to be, aware:

(i) the occurrence of a Financial Distress Event in relation to the Key SubContractor; or

(ii) any fact, circumstance or matter of which it is aware which could cause the occurrence of a Financial Distress Event in relation to the Key SubContractor, 

and in any event, provide such notification within ten (10) Working Days of the date on which the Key SubContractor first becomes aware of such); and 

(b) co-operate with the Supplier and the Buyer in order to give full effect to the provisions of Schedule 8 (Financial Distress), including meeting with the Supplier and the Buyer to discuss and review the effect of the Financial Distress Event on the continued performance and delivery of the Services, and contributing to and complying with the Financial Distress Remediation Plan, and providing the information specified at Paragraph 3.3.2(b) of Schedule 8 (Financial Distress).

39. [bookmark: _Ref45875556][bookmark: _Toc48825047][bookmark: _Ref45708721]SUPPLY CHAIN PROTECTION 

Advertising Sub-Contract Opportunities 

39.1 [bookmark: _Ref45890280]The Supplier shall:

39.1.1 subject to Clauses 39.3 and 39.4, advertise on Contracts Finder all Sub-contract opportunities arising from or in connection with the provision of the Goods and/or Services above a minimum threshold of £25,000 that arise during the Contract Period;

39.1.2 within ninety (90) days of awarding a Sub-Contract to a Sub-Contractor, update the notice on Contracts Finder with details of the successful Sub-Contractor; 

39.1.3 [bookmark: _Ref45890258]monitor the number, type and value of the Sub-Contract opportunities placed on Contracts Finder advertised and awarded in its supply chain during the Contract Period;

39.1.4 provide reports on the information at Clause 39.1.3 to the Buyer in the format and frequency as reasonably specified by the Buyer; and

39.1.5  promote Contracts Finder to its suppliers and encourage those organisations to register on Contracts Finder.

39.2 Each advert referred to in Clause 39.1 above shall provide a full and detailed description of the Sub-Contract opportunity with each of the mandatory fields being completed on Contracts Finder by the Supplier.

39.3 [bookmark: _Ref45890211]The obligation at Clause 39.1 shall only apply in respect of Sub-Contract opportunities arising after the Commencement Date.

39.4 [bookmark: _Ref45890214]Notwithstanding Clause 39.1 the Buyer may, by giving its prior written approval, agree that a Sub-Contract opportunity is not required to be advertised on Contracts Finder.

Supply Chain Protection 

39.5 The Supplier shall ensure that all Subcontracts (which in this sub-clause includes any contract in the Supplier’s supply chain made wholly or substantially for the purpose of performing or contributing to the performance of the whole or any part of this Contract) contain provisions:

39.5.1 giving the Supplier a right to terminate the Sub-Contract if the Sub-Contractor fails to comply in the performance of the Sub-Contract with legal obligations in the fields of environmental, social or labour law;

39.5.2 [bookmark: _Ref45875539]requiring the Supplier or other party receiving goods or services under the contract to consider and verify invoices under that contract in a timely fashion;

39.5.3 that if the Supplier or other party fails to consider and verify an invoice in accordance with sub-paragraph 39.5.2, the invoice shall be regarded as valid and undisputed for the purpose of sub-paragraph 39.5.4 after a reasonable time has passed;

39.5.4 [bookmark: _Ref45875545]requiring the Supplier or other party to pay any undisputed sums which are due from it to the SubContractor within a specified period not exceeding thirty (30) days of verifying that the invoice is valid and undisputed; 

39.5.5 giving the Buyer a right to publish the Supplier’s compliance with its obligation to pay undisputed invoices within the specified payment period; and

39.5.6 requiring the Sub-Contractor to include a clause to the same effect as this Clause 39 in any contracts it enters into wholly or substantially for the purpose of performing or contributing to the performance of the whole or any part of this Contract.

39.6 The Supplier shall:

39.6.1 [bookmark: _Ref45875685]pay any undisputed sums which are due from it to a SubContractor within thirty (30) days of verifying that the invoice is valid and undisputed;

39.6.2 include within the Performance Monitoring Reports required under Part B of Schedule 3 (Service Levels, Service Credits and Performance Monitoring) a summary of its compliance with Clause 39.6.1,such data to be certified each quarter by a director of the Supplier as being accurate and not misleading.

39.7 Notwithstanding any provision of Clauses 40 (Confidentiality) and 25 (Publicity and Branding) if the Supplier notifies the Buyer that the Supplier has failed to pay an undisputed Sub-Contractor’s invoice within thirty (30) days of receipt, or the Buyer otherwise discovers the same, the Buyer shall be entitled to publish the details of the late or non-payment (including on government websites and in the press).

39.8 The Buyer may require the Supplier to terminate:

39.8.1  a Sub-Contract where:

(a) the acts or omissions of the relevant Sub-Contractor have caused or materially contributed to the Buyer's right  of  termination pursuant to  any of  the termination events in Clause 35.1 (Buyer Termination Rights) except Clause 35.1.9 (Termination Without Cause); and/or

(b)  the relevant Sub-Contractor or its Affiliates embarrassed the Buyer or otherwise brought the Buyer into disrepute by engaging in any act or omission which is reasonably likely to diminish the trust that the public places in the Buyer, regardless of whether or not such act or omission is related to the Sub-Contractor’s obligations in relation to the Services or otherwise; and/or

39.8.2 a Key Sub-Contract where there is a Change of Control of the relevant Key Sub-Contractor, unless:

(c) the Buyer has given its prior written consent to the particular Change of Control, which subsequently takes place as proposed; or

(d) the Buyer has not served its notice of objection within six (6) months of the later of the date the Change of Control took place or the date on which the Buyer was given notice of the Change of Control.

40. [bookmark: _Ref45875748][bookmark: _Toc48825048]Confidentiality

40.1 For the purposes of this Clause 40, the term “Disclosing Party” shall mean a Party which discloses or makes available directly or indirectly its Confidential Information and “Recipient” shall mean the Party which receives or obtains directly or indirectly Confidential Information.

40.2 [bookmark: _Ref44278729]Except to the extent set out in this Clause 40 or where disclosure is expressly permitted elsewhere in this Contract, the Recipient shall:

40.2.1 treat the Disclosing Party's Confidential Information as confidential and keep it in secure custody (which is appropriate depending upon the form in which such materials are stored and the nature of the Confidential Information contained in those materials); and

40.2.2 not disclose the Disclosing Party's Confidential Information to any other person except as expressly set out in this Contract or without obtaining the owner's prior written consent;

40.2.3 not use or exploit the Disclosing Party’s Confidential Information in any way except for the purposes anticipated under this Contract; and

40.2.4 immediately notify the Disclosing Party if it suspects or becomes aware of any unauthorised access, copying, use or disclosure in any form of any of the Disclosing Party’s Confidential Information.

40.3 [bookmark: _Ref44278740]The Recipient shall be entitled to disclose the Confidential Information of the Disclosing Party where:

40.3.1 the Recipient is required to disclose the Confidential Information by Law;

40.3.2 the need for such disclosure arises out of or in connection with:

(a) any legal challenge or potential legal challenge against the Buyer arising out of or in connection with this Contract;

(b) the purpose of the examination and certification of the Buyer's accounts (provided that the disclosure is made on a confidential basis) or for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Buyer is making use of any Services provided under this Contract; or

(c) the conduct of a Central Government Body review in respect of this Contract;

40.3.3 the Recipient has reasonable grounds to believe that the Disclosing Party is involved in activity that may constitute a criminal offence under the Bribery Act 2010 and the disclosure is being made to the Serious Fraud Office.

40.4 If the Recipient is required by Law to make a disclosure of Confidential Information, the Recipient shall as soon as reasonably practicable and to the extent permitted by Law notify the Disclosing Party of the full circumstances of the required disclosure including the relevant Law and/or regulatory body requiring such disclosure and the Confidential Information to which such disclosure would apply.

40.5 Subject to Clauses 40.2 and 40.3, the Supplier may only disclose the Buyer’s Confidential Information on a confidential basis to:

40.5.1 Supplier Personnel who are directly involved in the provision of the Services and need to know the Confidential Information to enable the performance of the Supplier’s obligations under this Contract; and

40.5.2 its professional advisers for the purposes of obtaining advice in relation to this Contract.

40.6 Where the Supplier discloses Confidential Information of the Buyer pursuant to this Clause 40, it shall remain responsible at all times for compliance with the confidentiality obligations set out in this Contract by the persons to whom disclosure has been made.

40.7 The Buyer may disclose the Confidential Information of the Supplier:

40.7.1 on a confidential basis to any Central Government Body for any proper purpose of the Buyer or of the relevant Central Government Body;

40.7.2 to Parliament and Parliamentary Committees or if required by any Parliamentary reporting requirement;

40.7.3 to the extent that the Buyer (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions;

40.7.4 on a confidential basis to a professional adviser, consultant, supplier or other person engaged by the Buyer for any purpose relating to or connected with this Contract;

40.7.5 on a confidential basis for the purpose of the exercise of its rights under this Contract; or

40.7.6 to a proposed transferee, assignee or novatee of, or successor in title to the Buyer,

and for the purposes of the foregoing, references to disclosure on a confidential basis shall mean disclosure subject to a confidentiality agreement or arrangement containing terms no less stringent than those placed on the Buyer under this Clause 40.

40.8 [bookmark: _Ref45865110]In the event of a breach by the Supplier of any of the applicable provisions of this Clause 40, the Buyer reserves the right to terminate this Contract for material Default.

41. [bookmark: _heading=h.2u6wntf][bookmark: _Ref44494895][bookmark: _Toc48825049]TRANSPARENCY AND FOIA

41.1 The Parties acknowledge that:

41.1.1 the Transparency Reports; and 

41.1.2 the content of this Contract, including any changes to this Contract agreed from time to time, except for: 

(a) any information which is exempt from disclosure in accordance with the provisions of the FOIA, which shall be determined by the Buyer; and

(b) Commercially Sensitive Information; 

 (together the “Transparency Information”) are not Confidential Information.    

41.2 Notwithstanding any other provision of this Contract, the Supplier hereby gives its consent for the Buyer to publish to the general public the Transparency Information in its entirety (but with any information which is exempt from disclosure in accordance with the provisions of the FOIA redacted).  The Buyer shall, prior to publication, consult with the Supplier on the manner and format of publication and to inform its decision regarding any redactions but shall have the final decision in its absolute discretion.

41.3 The Supplier shall assist and co-operate with the Buyer to enable the Buyer to publish the Transparency Information, including the preparation of the Transparency Reports in accordance with Schedule 6 (Transparency Reports). 

41.4 The Supplier acknowledges that the Buyer is subject to the requirements of the FOIA and the EIRs. The Supplier shall:

41.4.1 provide all necessary assistance and cooperation as reasonably requested by the Buyer to enable the Buyer to comply with its obligations under the FOIA and EIRs;

41.4.2 transfer to the Buyer all Requests for Information relating to this Contract that it receives as soon as practicable and in any event within two (2) Working Days of receipt; 

41.4.3 provide the Buyer with a copy of all Information held on behalf of the Buyer which is requested in a Request For Information and which is in its possession  or control in the form that the Buyer requires within five (5) Working Days (or such other period as the Buyer may reasonably specify) of the Buyer's request for such Information; and

41.4.4 not respond directly to a Request For Information addressed to the Buyer unless authorised in writing to do so by the Buyer.

41.5 The Supplier acknowledges that the Buyer may be required under the FOIA and EIRs to disclose Information (including Commercially Sensitive Information) without consulting or obtaining consent from the Supplier. The Buyer shall take reasonable steps to notify the Supplier of a Request For Information (in accordance with the Secretary of State’s section 45 Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the FOIA) to the extent that it is permissible and reasonably practical for it to do so but (notwithstanding any other provision in this Contract) the Buyer shall be responsible for determining in its absolute discretion whether any Commercially Sensitive Information and/or any other information is exempt from disclosure in accordance with the FOIA and EIRs.

42. [bookmark: _heading=h.19c6y18][bookmark: _heading=h.3tbugp1][bookmark: _Toc48825050]waiver

42.1 A partial or full waiver or relaxation of the terms of this Contract is only valid if it is stated to be a waiver in writing to the other Party.

42.2 Unless otherwise provided in this Contract, rights and remedies under this Contract are cumulative and do not exclude any rights or remedies provided by Law, in equity or otherwise.

43. [bookmark: _heading=h.28h4qwu][bookmark: _Toc48825051]FURTHER ASSURANCES 

Each Party undertakes at the request of the other, and at the cost of the requesting Party to do all acts and execute all documents which may be reasonably necessary to give effect to the meaning of this Contract.

44. [bookmark: _Ref46328066][bookmark: _Toc48825052]SEVERANCE 

44.1 [bookmark: _Ref45791041]If any provision of this Contract (or part of any provision) is held to be void or otherwise unenforceable by any court of competent jurisdiction, such provision (or part) shall to the extent necessary to ensure that the remaining provisions of this Contract are not void or unenforceable be deemed to be deleted and the validity and/or enforceability of the remaining provisions of this Contract shall not be affected.

44.2 [bookmark: _Ref45791148]In the event that any deemed deletion under Clause 44.1 is so fundamental as to prevent the accomplishment of the purpose of this Contract or materially alters the balance of risks and rewards in this Contract, either Party may give notice to the other Party requiring the Parties to commence good faith negotiations to amend this Contract so that, as amended, it is valid and enforceable, preserves the balance of risks and rewards in this Contract and, to the extent that is reasonably possible, achieves the Parties' original commercial intention.

44.3 [bookmark: _Ref45791214]If the Parties are unable to agree on the revisions to this Contract within 5 Working Days of the date of the notice given pursuant to Clause 44.2, the matter shall be dealt with in accordance with Paragraph 41.4 (Commercial Negotiation) of Schedule 4 (Dispute Resolution Procedure) except that if the representatives are unable to resolve the dispute within 30 Working Days of the matter being referred to them, this Contract shall automatically terminate with immediate effect. The costs of termination incurred by the Parties shall lie where they fall if this Contract is terminated pursuant to this Clause 44.3. 

45. [bookmark: _heading=h.nmf14n][bookmark: _Toc48825053][bookmark: _Ref44486962]relationship of the parties

45.1 Except as expressly provided otherwise in this Contract, nothing in this Contract, nor any actions taken by the Parties pursuant to this Contract, shall create a partnership, joint venture or relationship of employer and employee or principal and agent between the Parties, or authorise either Party to make representations or enter into any commitments for or on behalf of any other Party.

46. [bookmark: _Ref44487308][bookmark: _Toc48825054]PREVENTING FRAUD BRIBERY AND CORRUPTION

46.1 [bookmark: _heading=h.37m2jsg][bookmark: _Ref44486986]The Supplier must not during the Contract Period:

46.1.1 commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and 57(2); nor

46.1.2 do or allow anything which would cause the Buyer, including any of their employees, consultants, contractors, Sub-Contractors or agents to breach any of the Relevant Requirements or incur any liability under them.

46.2 [bookmark: _heading=h.1mrcu09][bookmark: _Ref44486991]The Supplier must during the Contract Period:

46.2.1 create, maintain and enforce adequate policies and procedures to ensure it complies with the Relevant Requirements to prevent a Prohibited Act and require its Sub-Contractors to do the same;

46.2.2 keep full records to show it has complied with its obligations under this Clause 46 and give copies to the Buyer on request; and

46.2.3 if required by the Buyer, within 20 Working Days of the Commencement Date, and then annually, certify in writing to the Buyer, that it has complied with this Clause 46, including compliance of Supplier Personnel, and provide reasonable supporting evidence of this on request, including its policies and procedures.

46.3 [bookmark: _heading=h.46r0co2][bookmark: _Ref44487025]The Supplier must immediately notify the Buyer if it becomes aware of any breach of Clauses 46.1 and 46.2 or has any reason to think that it, or any of the Supplier Personnel, has either:

46.3.1 been investigated or prosecuted for an alleged Prohibited Act;

46.3.2 been debarred, suspended, proposed for suspension or debarment, or is otherwise ineligible to take part in procurement programmes or contracts because of a Prohibited Act by any government department or agency;

46.3.3 received a request or demand for any undue financial or other advantage of any kind related to the Framework or any contract entered into under the Framework; or

46.3.4 suspected that any person or Party directly or indirectly related to the Framework or any contract entered into under the Framework has committed or attempted to commit a Prohibited Act.

46.4 [bookmark: _heading=h.2lwamvv][bookmark: _Ref44487036]If the Supplier notifies the Buyer as required by Clause 46.3, the Supplier must respond promptly to their further enquiries, co-operate with any investigation and allow the audit of any books, records and relevant documentation.

46.5 If the Supplier breaches Clause 46.2 , the Buyer may by notice:

46.5.1 [bookmark: _bookmark186]require the Supplier to remove from performance of this Contract any Supplier Personnel whose acts or omissions have caused the Supplier’s breach; or

46.5.2 [bookmark: _Ref46326416]immediately terminate this Contract for material Default.

46.6 In any notice the Supplier gives under Clause 46.3 it must specify the:

46.6.1 Prohibited Act;

46.6.2 identity of the Party who it thinks has committed the Prohibited Act; and

46.6.3 action it has decided to take.

47. [bookmark: _heading=h.111kx3o][bookmark: _Toc48825055]EQUALITY, DIVERSITY AND HUMAN RIGHTS

47.1 The Supplier must follow all applicable equality Law when it performs its obligations under this Contract, including:

47.1.1 protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise; and

47.1.2 any other requirements and instructions which the Buyer reasonably imposes related to equality Law.

47.2 The Supplier must take all necessary steps, and inform the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on a Contract.

48. [bookmark: _heading=h.3l18frh][bookmark: _Toc48825056]ASSIGNMENT AND NOVATION 

48.1 [bookmark: _heading=h.4k668n3]The Supplier shall not assign, novate or otherwise dispose of or create any trust in relation to any or all of its rights, obligations or liabilities under this Contract without the prior written consent of the Buyer.

48.2 [bookmark: _Ref45791982]The Buyer may at its discretion assign, novate or otherwise dispose of any or all of its rights, obligations and liabilities under this Contract and/or any associated licences to:

48.2.1 any Central Government Body; or

48.2.2 to a body other than a Central Government Body (including any private sector body) which performs any of the functions that previously had been performed by the Buyer,

and the Supplier shall, at the Buyer’s request, enter into a novation agreement in such form as the Buyer shall reasonably specify in order to enable the Buyer to exercise its rights pursuant to this Clause 48.2.

48.3 A change in the legal status of the Buyer such that it ceases to be a Central Government Body shall not, subject to Clause 48.4, affect the validity of this Contract and this Contract shall be binding on any successor body to the Buyer.

48.4 [bookmark: _Ref45792095]If the Buyer assigns, novates or otherwise disposes of any of its rights, obligations or liabilities under this Contract to a body which is not a Central Government Body or if a body which is not a Central Government Body succeeds the Buyer (any such body a “Successor Body”), the Supplier shall have the right to terminate for an Insolvency Event affecting the Successor Body identical to the right of termination of the Buyer under Clause 35.1.4 as if references in that Clause to the Supplier and to Supplier or Guarantor (if applicable) in the definition of Insolvency Event were references to the Successor Body).

49. [bookmark: _Ref45794493][bookmark: _Toc48825057]CHANGE

Change Control Procedure

49.1 Any requirement for a Change shall be subject to the Change Control Procedure. 

Change in Law 

49.2 [bookmark: _Toc139080365]The Supplier shall neither be relieved of its obligations to supply the Services in accordance with the terms and conditions of this Contract nor be entitled to an increase in the Charges as the result of:

49.2.1 [bookmark: _Toc139080366]a General Change in Law; or 

49.2.2 [bookmark: _Ref88801225][bookmark: _Toc139080367]a Specific Change in Law where the effect of that Specific Change in Law on the Services is reasonably foreseeable at the Commencement Date.

49.3 [bookmark: _Toc139080369]If a Specific Change in Law occurs or will occur during the Contract Period (other than as referred to in Clause 49.2.2), the Supplier shall:

49.3.1 notify the Buyer as soon as reasonably practicable of the likely effects of that change, including:

(a) [bookmark: _Toc139080370]whether any Change is required to the Services, the Charges or this Contract; and

(b) [bookmark: _Toc139080371]whether any relief from compliance with the Supplier's obligations is required, including any obligation to Achieve a Milestone and/or to meet the Service Level Performance Measures; and

49.3.2 [bookmark: _Toc139080373]provide the Buyer with evidence:

(a) that the Supplier has minimised any increase in costs or maximised any reduction in costs, including in respect of the costs of its Sub-Contractors; 

(b) [bookmark: _Toc139080375]as to how the Specific Change in Law has affected the cost of providing the Services; and

(c) [bookmark: _Toc139080376]demonstrating that any expenditure that has been avoided, for example which would have been required under the provisions of Schedule S7 (Continuous Improvement) where used, has been taken into account in amending the Charges.

49.3.3 [bookmark: _Toc139080377]Any change in the Charges or relief from the Supplier's obligations resulting from a Specific Change in Law (other than as referred to in Clause 49.2.2) shall be implemented in accordance with the Change Control Procedure. 

50. [bookmark: _heading=h.2zbgiuw][bookmark: _Ref44494938][bookmark: _Toc48825058]notices

50.1 Any notices sent under this Contract must be in writing.

50.2 [bookmark: _Ref46127065]Subject to Clause 50.3, the following table sets out the method by which notices may be served under this Contract and the respective deemed time and proof of service:



		Manner of Delivery

		Deemed time of service

		Proof of service



		Email 

		9.00am on the first Working Day after sending

		Dispatched as a pdf attachment to an e-mail to the correct e-mail address without any error message. 



		Personal delivery

		On delivery, provided delivery is between 9.00am and 5.00pm on a Working Day. Otherwise, delivery will occur at 9.00am on the next Working Day.

		Properly addressed and delivered as evidenced by signature of a delivery receipt 



		Prepaid, Royal Mail Signed For™ 1st Class or other prepaid, next Working Day service providing proof of delivery.

		At the time recorded by the delivery service, provided that delivery is between 9.00am and 5.00pm on a Working Day. Otherwise, delivery will occur at 9.00am on the same Working Day (if delivery before 9.00am) or on the next Working Day (if after 5.00pm).

		Properly addressed prepaid and delivered as evidenced by signature of a delivery receipt





50.3 [bookmark: _Ref46127163]The following notices may only be served as an attachment to an email if the original notice is then sent to the recipient by personal delivery or recorded delivery in the manner set out in the table in Clause 50.2:

50.3.1 notices issued by the Supplier pursuant to Clause  35.2 (Termination by the Supplier);

50.3.2 Termination Notices; and

50.3.3 Dispute Notices.

50.4 [bookmark: _Ref46127049]Failure to send any original notice by personal delivery or recorded delivery in accordance with Clause 50.3 shall invalidate the service of the related e-mail transmission. The deemed time of delivery of such notice shall be the deemed time of delivery of the original notice sent by personal delivery or Royal Mail Signed For™ 1st Class delivery (as set out in the table in Clause 50.2) or, if earlier, the time of response or acknowledgement by the other Party to the email attaching the notice. 

50.5 This Clause 50 does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution (other than the service of a Dispute Notice under Schedule 4 (Dispute Resolution Procedure)).

50.6 For the purposes of this Clause 50, the address and email address of each Party shall be the address and email address set out in the Order Form.

51. [bookmark: _heading=h.1egqt2p][bookmark: _Ref46328085][bookmark: _Toc48825059][bookmark: _Ref46127305]Entire Agreement 

51.1 [bookmark: _heading=h.3ygebqi][bookmark: _Ref44487329]This Contract constitutes the entire agreement between the Parties in respect of the matter and supersedes and extinguishes all prior negotiations, course of dealings or agreements made between the Parties in relation to its subject matter, whether written or oral. 

51.2 Neither Party has been given, nor entered into this Contract in reliance on, any warranty, statement, promise or representation other than those expressly set out in this Contract. 

51.3 Nothing in this Clause 51 shall exclude any liability in respect of misrepresentations made fraudulently.

52. [bookmark: _heading=h.2dlolyb][bookmark: _Ref46328110][bookmark: _Toc48825060]THIRD PARTY RIGHTS

52.1 [bookmark: _Ref46127553][bookmark: _Ref62030655][bookmark: _Toc139080623]The provisions of Clause 23 (IPRs Indemnity), Paragraphs 2.1 and 3.1 of Part A, Paragraphs 2.1, 3.1 and 3.3 of Part B, Paragraphs 1.2 and 1.5 of Part C, Part D and Paragraphs 1.4, 2.3 and 2.5 of Part E of Schedule S4 (Staff Transfer) where used and the provisions of Paragraph 8.9 of Schedule 10  (Exit Management) (together “Third Party Provisions”) confer benefits on persons named or identified in such provisions other than the Parties (each such person a “Third Party Beneficiary”) and are intended to be enforceable by Third Parties Beneficiaries by virtue of the CRTPA.

52.2 Subject to Clause 52.1, a person who is not a Party to this Contract has no right under the CRTPA to enforce any term of this Contract but this does not affect any right or remedy of any person which exists or is available otherwise than pursuant to that Act.

52.3 No Third Party Beneficiary may enforce, or take any step to enforce, any Third Party Provision without the prior written consent of the Buyer, which may, if given, be given on and subject to such terms as the Buyer may determine.

52.4 [bookmark: _Toc139080624]Any amendments or modifications to this Contract may be made, and any rights created under Clause 52.1 may be altered or extinguished, by the Parties without the consent of any Third Party Beneficiary. 



53. [bookmark: _Toc48825061]conflicts of interest

53.1 The Supplier must take action to ensure that neither the Supplier nor the Supplier’s staff are placed in the position of an actual or potential Conflict of Interest.

53.2 The Supplier must promptly notify and provide details to the Buyer if a Conflict of Interest happens or is expected to happen.

53.3 The Buyer can terminate this Contract immediately by giving notice in writing to the Supplier or take any steps it thinks are necessary where there is or may be an actual or potential Conflict of Interest.

54. [bookmark: _heading=h.sqyw64][bookmark: _Ref45885728][bookmark: _Toc48825062]Disputes

54.1 [bookmark: _Toc139080176]The Parties shall resolve Disputes arising out of or in connection with this Contract in accordance with the Dispute Resolution Procedure.

54.2 [bookmark: _Toc139080177]The Supplier shall continue to provide the Services in accordance with the terms of this Contract until a Dispute has been resolved.

55. [bookmark: _Ref46328172][bookmark: _Toc48825063][bookmark: _Ref45801603]Governing Law and Jurisdiction 

55.1 This Contract and any issues, disputes or claims (whether contractual or non-contractual) arising out of or in connection with it or its subject matter or formation shall be governed by and construed in accordance with the laws of England and Wales. 

55.2 [bookmark: a107931]Subject to Clause 54 (Disputes) and Schedule 4 (Dispute Resolution Procedure) (including the Buyer’s right to refer the dispute to arbitration), the Parties agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim (whether contractual or non-contractual) that arises out of or in connection with this Contract or its subject matter or formation.




[bookmark: _heading=h.4bvk7pj][bookmark: _Toc48825064]SCHEDULE 1 - Definitions

1. In accordance with Clause 1 (Definitions), in this Contract the following expressions shall have the meanings ascribed in the table below.

		Achieve

		means:

(a) in respect of a Test, to successfully pass a Test without any Test Issues; and 

(b) in respect of a Milestone, the issue of a Milestone Achievement Certificate in respect of that Milestone in accordance with the provisions of Schedule S2 (Testing Procedures) where used,

and “Achieved” and “Achievement” shall be construed accordingly



		Affected Party 

		means the Party seeking to claim relief in respect of a Force Majeure Event



		Affiliates

		means in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control of that body corporate from time to time



		Approved Sub-Licensee

		means any of the following: 

(a) a Central Government Body; 

(b) any third party providing services to a Central Government Body; and/or

(c) any body (including any private sector body) which performs or carries on any of the functions and/or activities that previously had been performed and/or carried on by the Buyer



		Attachment

		means an attachment to the Order Form



		Assets

		means all assets and rights used by the Supplier to provide the Services in accordance with this Contract but excluding the Buyer Assets



		Auditor

		means:

(a)     the Buyer’s internal and external auditors;    

(b) the Buyer’s statutory or regulatory auditors;

(c) the Comptroller and Auditor General, their staff and/or any appointed representatives of the National Audit Office;

(d) HM Treasury or the Cabinet Office;

(e) any party formally appointed by the Buyer to carry out audit or similar review functions; and

(f) successors or assigns of any of the above



		BCDR Plan

		means the plan prepared pursuant to Paragraph 2.1 of Schedule S6 (Business Continuity and Disaster Recovery), as may be amended from time to time



		Breach of Security

		the occurrence of:

(a) any unauthorised access to or use of the Services, the Sites, the IT Environment and/or any IT, information or data (including the Confidential Information and the Buyer Data) used by the Buyer and/or the Supplier in connection with this Contract; and/or

(b) the loss and/or unauthorised disclosure of any information or data (including the Confidential Information and the Buyer Data), including any copies of such information or data, used by the Buyer and/or the Supplier in connection with this Contract,

in either case as more particularly set out in the Security Policy (if any)



		Buyer

		means the organisation eligible to use the Framework as specified in the Order Form



		Buyer Assets

		means the Buyer’s infrastructure, data, software, materials, assets, equipment or other property owned by and/or licensed or leased to the Buyer and which is or may be used in connection with the provision of the Services details of which shall be set out in the Order Form



		Buyer’s Existing Entitlement

		means Buyer’s funds held on account by the Supplier in respect of another transaction(s) outside of this Contract and to be used as part or whole payment of the Charges



		Buyer Background IPRs

		means

(a) IPRs owned by the Buyer before the Commencement Date, including IPRs contained in any of the Buyer's Know-How, documentation, processes and procedures; 

(b) IPRs created by the Buyer independently of this Contract; and/or

(c) Crown Copyright which is not available to the Supplier otherwise than under this Contract;

but excluding IPRs owned by the Buyer subsisting in the Buyer Software



		Buyer Cause

		any material breach by the  Buyer of any of the Buyer Responsibilities, except to the extent that such breach is:

(d) the result of any act or omission by the Buyer to which the Supplier has given its prior consent; or

(e) caused by the Supplier, any SubContractor or any Supplier Personnel



		Buyer Data

		means:

(a) the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which:

i) are supplied to the Supplier by or on behalf of the Buyer; or

ii) the Supplier is required to generate,  process, store or transmit pursuant to this Contract; or


(b) any Personal Data for which the Buyer is the Controller



		Buyer Premises

		means premises owned, controlled or occupied by the Buyer which are made available for use by the Supplier or its Sub-Contractors for the provision of the Services and/or Deliverables (or any of them) as set out or referred to in the Order Form



		Buyer Representative

		means the representative appointed by the Buyer (as may be changed from time to time in accordance with Clause 28.4, the details of which as at the Commencement Date are set out in the Order Form



		Buyer Responsibilities

		means the responsibilities of the Buyer set out the Order Form or agreed in writing between the Parties from time to time in connection with this Contract



		Buyer Software 

		software which is owned by or licensed to the Buyer (other than under or pursuant to this Contract) and which is or will be used by the Supplier for the purposes of providing the Services



		Buyer System

		the Buyer's computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Buyer or the Supplier in connection with this Contract which is owned by the Buyer or licensed to it by a third party and which interfaces with the Supplier System or which is necessary for the Buyer to receive the Services



		Call Off Terms

		means these terms and conditions



		CCS

		means Crown Commercial Service, the authority to the Framework



		Central Government Body

		means a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:

(a) Government Department;

(b) Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);

(c) Non-Ministerial Department; or

(d) Executive Agency



		Change 

		means any change to this Contract



		Change Control Procedure 

		means the procedures for changing this Contract set out in Part A and Part B of Schedule 5 (Change Control Procedure) and either Part A or Part B shall apply to this Contract as indicated in the Order Form



		Change in Law

		means any change in Law which impacts on the performance of the Services which comes into force after the Commencement Date



		Charges

		means the charges for the provision of the Services set out in or otherwise calculated in accordance with Schedule 2 (Charges and Invoicing), including any Milestone Payment or Service Charge



		Commencement Date

		means the date specified as such in the Order Form



		Commercially Sensitive Information

		the Confidential Information listed in Section D of the Order Form (if any) comprising of commercially sensitive information relating to the Supplier, its IPR or its business or which the Supplier has indicated to the Buyer that, if disclosed by the Buyer, would cause the Supplier significant commercial disadvantage or material financial loss



		Comparable Supply

		means the supply of services to another customer of the Supplier that are the same or similar to any of the Services



		Compensation for Critical Service Level Failure 

		has the meaning given to it in Clause 10.1.2



		Confidential Information

		means the Buyer's confidential information and/or the Supplier's confidential information, as the context requires, but not including any information which:

(a) was in the possession of the Recipient without obligation of confidentiality prior to its disclosure by the Disclosing Party; 

(b) the Recipient obtained on a non-confidential basis from a third party who is not, to the Recipient’s knowledge or belief, bound by a confidentiality agreement with the Disclosing Party or otherwise prohibited from disclosing the information to the Recipient; 

(c) was already generally available and in the public domain at the time of disclosure otherwise than by a breach of this Contract or breach of a duty of confidentiality; or 

(d) was independently developed without access to the Confidential Information



		Conflict of Interest

		a conflict between the financial or personal duties of the Supplier or the Supplier’s staff and the duties owed to the Buyer under this Contract, in the reasonable opinion of the Buyer



		Contract

		means the contract between the Buyer and the Supplier (entered into pursuant to the terms of the Framework) consisting of:

(e) the Order Form; and

(f) the Call Off Terms



		Contract Finder

		means the online government portal which allows suppliers to search for information about contracts worth over £10,000 (excluding VAT) as prescribed by Part 4 of the Public Contract Regulations 2015



		Contract Period

		means the period commencing on the Commencement Date and ending on:

(a)  expiry of the Initial Term or the Extension Period; or

(b) on the earlier of termination of this Contract, 

which for the avoidance of doubt may not exceed the Maximum Contract Period. 



		Contract Value

		means the higher of the actual or expected total Charges paid or payable under this Contract where all obligations are met by the Supplier



		Contract Year

		means a consecutive period of twelve (12) Months commencing on the Commencement Date or each anniversary thereof



		Control

		means control in either of the senses defined in sections 450 and 1124 of the Corporation Tax Act 2010 and "Controlled" shall be construed accordingly



		Controller

		has the meaning given to it in the GDPR



		Critical Service Level Failure 

		means  any  instance  of  critical  service  level  failure specified in Attachment 4 of the Order Form



		Crown Body

		the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf



		CRTPA

		means the Contracts (Rights of Third Parties) Act 1999



		Data Loss Event

		means any event that results, or may result, in unauthorised access to Personal Data held by the Supplier under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach



		Data Protection Impact Assessment

		means an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data



		Data Protection Legislation

		means (i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 to the extent that it relates to Processing of personal data and privacy; (iii) all applicable Law about the Processing of personal data and privacy



		Data Protection Officer

		has the meaning given to it in the GDPR



		Data Subject

		has the meaning given to it in the GDPR



		Data Subject Request

		means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data



		Default

		means any breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term) or any other default, act, omission, misrepresentation, negligence or negligent statement of the Supplier or its personnel in connection with or in relation to this Contract or the subject matter of this Contract and in respect of which the Supplier is liable to the Buyer



		Defect

		means:

(a) any error, damage or defect in the manufacturing of a Deliverable; or

(b) any error or failure of code within the Software which causes a Deliverable to malfunction or to produce unintelligible or incorrect results; or

(c) any failure of any Deliverable to provide the performance, features and functionality specified in the Documentation (including any adverse effect on response times) regardless of whether or not it prevents the relevant Deliverable from meeting its associated Test Success Criteria; or

(d) any failure of any Deliverable to operate in conjunction with or interface with any other Deliverable in order to provide the performance, features and functionality specified in the Documentation (including any adverse effect on response times) regardless of whether or not it prevents the relevant Deliverable from meeting its associated Test Success Criteria



		Delay 

		means:

(a) a delay in the Achievement of a Milestone by its Milestone Date; or  

(b) a delay in the design, development, testing or implementation of a Deliverable by the relevant date set out in the Implementation Plan



		Delay Deduction Period

		the period of one hundred (100) days commencing on the relevant Milestone Date



		Delay Payments 

		means the amounts payable by the Supplier to the Buyer in respect of a Delay in Achieving a Milestone as specified in Schedule 2 (Charges and Invoicing)



		Deliverable 

		means an item or feature delivered or to be delivered by the Supplier at or before a Milestone Date or at any other stage during the performance of this Contract



		Detailed Implementation Plan

		means the plan developed and revised from time to time in accordance with Paragraphs  3 and 4 of Schedule S1 (Implementation Plan) where used



		Dispute

		means any dispute, difference or question of interpretation arising out of or in connection with this Contract, including any dispute, difference or question of interpretation relating to the Services, failure to agree in accordance with the Change Control Procedure or any matter where this Contract directs the Parties to resolve an issue by reference to the Dispute Resolution Procedure



		Dispute Resolution Procedure 

		means the dispute resolution procedure set out in Schedule 4 (Dispute Resolution Procedure)



		Documentation

		means all documentation as:

(a) is required to be supplied by the Supplier to the Buyer under this Contract;

(b) would reasonably be required by a competent third party capable of Good Industry Practice contracted by the Buyer to develop, configure, build, deploy, run, maintain, upgrade and test the  individual systems that provide the Services;

(c) is required by the Supplier in order to provide the Services; and/or

(d) has been or shall be generated for the purpose of providing the Services



		DPA 2018

		means the Data Protection Act 2018



		Due Diligence Information

		any information supplied to the Supplier by or on behalf of the Buyer prior to the Commencement Date



		EIR

		the Environmental Information Regulations 2004



		Emergency Maintenance

		means ad hoc and unplanned maintenance provided by the Supplier where:

(a) the Buyer reasonably suspects that the IT Environment or the Services, or any part of the IT Environment or the Services, has or may have developed a fault, and notifies the Supplier of the same; or 

(b) the Supplier reasonably suspects that the IT Environment or the Services, or any part the IT Environment or the Services, has or may have developed a fault



		Employment Liabilities 

		all claims, actions, proceedings, orders, demands, complaints, investigations (save for any claims for personal injury which are covered by insurance) and any award, compensation, damages, tribunal awards, fine, loss, order, penalty, disbursement, payment made by way of settlement and costs, expenses and legal costs reasonably incurred in connection with a claim or investigation related to employment including in relation to the following:

(a) redundancy payments including contractual or enhanced redundancy costs, termination costs and notice payments; 

(b) unfair, wrongful or constructive dismissal compensation;

(c) compensation for discrimination on grounds of  sex, race, disability, age, religion or belief, gender reassignment, marriage or civil partnership, pregnancy and maternity  or sexual orientation or claims for equal pay; 

(d) compensation for less favourable treatment of part-time workers or fixed term employees;

(e) outstanding employment debts and unlawful deduction of wages including any PAYE and national insurance contributions;

(f) employment claims whether in tort, contract or statute or otherwise;

(g) any investigation relating to employment matters by the Equality and Human Rights Commission or other enforcement, regulatory or supervisory body and of implementing any requirements which may arise from such investigation



		Electronic Invoice

		an invoice which has been issued, transmitted and received in a structured electronic format which allows for its automatic and electronic processing and which complies with (a) the European standard and (b) any of the syntaxes published in Commission Implementing Decision (EU) 2017/1870



		Estimated Year 1 Charges

		means the sum in pounds estimated by the Buyer to be payable by it to the Supplier as the total aggregate Charges from the Commencement Date until the end of the first Contract Year stipulated in the Order Form



		Euro Compliant

		means that: (i) the introduction of the euro within any part(s) of the UK shall not affect the performance or functionality of any relevant items nor cause such items to malfunction, end abruptly, provide invalid results or adversely affect the Buyer’s business; (ii) all currency-reliant and currency-related functions (including all calculations concerning financial data) of any relevant items enable the introduction and operation of the euro; and (iii) in particular each and every relevant item shall, to the extent it performs or relies upon currency-related functions (including all calculations concerning financial data): 

(a) be able to perform all such functions in any number of currencies and/or in euros;

(b) during any transition phase applicable to the relevant part(s) of the UK, be able to deal with multiple currencies and, in relation to the euro and the national currency of the relevant part(s) of the UK, dual denominations;

(c) recognise accept, display and print all the euro currency symbols and alphanumeric codes which may be adopted by any government and other European Union body in relation to the euro; 

(d) incorporate protocols for dealing with rounding and currency conversion;

(e) recognise data irrespective of the currency in which it is expressed (which includes the euro) and express any output data in the national currency of the relevant part(s) of the UK and/or the euro; and

(f) permit the input of data in euro and display an outcome in euro where such data, supporting the Buyer’s normal business practices, operates in euro and/or the national currency of the relevant part(s) of the UK;



		Exit Day

		shall have the meaning in the European Union (Withdrawal) Act 2018



		Exit Management

		means services, activities, processes and procedures to ensure a smooth and orderly transition of all or part of the Services from the Supplier to the Buyer and/or a Replacement Supplier, as set out or referred to in Schedule 10 (Exit Management) 



		Exit Plan

		means the plan produced and updated by the Supplier during the Contract Period in accordance with Paragraph 4 of Schedule 10 (Exit Management) where used



		Extension Period

		means (where applicable) a period as specified in the Order Form to take effect from the end of the Initial Term 



		FOIA

		the Freedom of Information Act 2000 and any subordinate legislation made under that Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation



		Force Majeure Event

		any event outside the reasonable control of either Party affecting its performance of its obligations under this Contract arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control and which are not attributable to any wilful act, neglect or failure to take reasonable preventative action by that Party, including riots, war or armed conflict, acts of terrorism, acts of government, local government or regulatory bodies, fire, flood, storm or earthquake, or other natural disaster but excluding any industrial dispute relating to the Supplier or the Supplier Personnel or any other failure in the Supplier’s or a Sub-Contractor’s supply chain



		Force Majeure Notice

		means a written notice served by the Affected Party on the other Party stating that the Affected Party believes that there is a Force Majeure Event



		Framework

		means the framework agreement reference RM6100 between the Supplier and CCS



		GDPR

		the General Data Protection Regulation (Regulation (EU) 2016/679)



		General Change in Law

		means a Change in Law where the change is of a general legislative nature (including taxation or duties of any sort affecting the Supplier) or which affects or relates to a Comparable Supply



		Government

		the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Government and the National Assembly for Wales), including government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf



		Guarantee

		means a deed of guarantee executed by the Guarantor in favour of the Buyer in the form set out in the Annex of Schedule S8 (Guarantee) where used



		Guarantor

		means the entity (if any) set out in the Order Form who executes a Guarantee in favour of the Buyer



		Implementation Plan 

		means the Outline Implementation Plan or (if and when approved by the Buyer pursuant to Paragraph 3 of Schedule S1 (Implementation Plan)), where used, the Detailed Implementation Plan as updated in accordance with Paragraph 4 of Schedule S1 (Implementation Plan) where used, from time to time



		Indemnified Person

		means the Buyer and each and every person to whom the Buyer (or any direct or indirect sublicensee of the Buyer) sublicenses, assigns or novates any Relevant IPRs or rights in Relevant IPRs in accordance with this Contract



		Information

		has  the  meaning  given  to  it  under  section  84  of  the Freedom of Information Act 2000



		Independent Control

		where a Controller has provided Personal Data to another Party which is not a Processor or a Joint Controller because the recipient itself determines the purposes and means of Processing but does so separately from the Controller providing it with Personal Data and “Independent Controller” shall be construed accordingly



		Initial Term

		means a period from the Commencement Date as specified in the Order Form



		Insolvency Event

		means, in respect of the Supplier or Guarantor (as applicable):

(a) a proposal is made for a voluntary arrangement within Part I of the Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors; or

(b) a shareholders' meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation); or

(c) a petition is presented for its winding up (which is not dismissed within fourteen (14) Working Days of its service) or an application is made for the appointment of a provisional liquidator or a creditors' meeting is convened pursuant to section 98 of the Insolvency Act 1986; or

(d) a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets; or

(e) an application is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given; or

(f) it is or becomes insolvent within the meaning of section 123 of the Insolvency Act 1986; or

(g) being a "small company" within the meaning of section 382(3) of the Companies Act 2006, a moratorium comes into force pursuant to Schedule A1 of the Insolvency Act 1986; or

(h) where the person is an individual or partnership, any event analogous to those listed in limbs (a) to (g) (inclusive) occurs in relation to that individual or partnership; or

(i) any event analogous to those listed in limbs (a) to (h) (inclusive) occurs under the law of any other jurisdiction



		Intellectual Property Rights or IPR

		means:

(a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in Internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information;

(b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and

(c) all other rights having equivalent or similar effect in any country or jurisdiction



		IPRs Claim

		[bookmark: _Toc139080424]means any claim against any Indemnified Person of infringement or alleged infringement (including the defence of such infringement or alleged infringement) of any Relevant IPRs save for any such claim to the extent that it is caused by any use by or on behalf of that Indemnified Person of any Relevant IPRs, or the use of the Buyer Software by or on behalf of the Supplier, in either case in combination with any item not supplied or recommended by the Supplier pursuant to this Contract or for a purpose not reasonably to be inferred from the Services Specification or the provisions of this Contract



		IT

		means information and communications technology



		IT Environment

		means the Buyer System and the Supplier System



		ICT Policy

		means the Buyer’s ICT policy, referred to in the Order Form, in force as at the Commencement Date (a copy of which has been supplied to the Supplier), as updated from time to time and notified to the Supplier



		Joint Controllers

		where two or more Controllers jointly determine the purposes and means of Processing



		Key Sub-Contract

		means each Sub-Contract with a Key Sub-Contractor 



		Key Sub-Contractor

		means any Sub-Contractor:

(a) listed as such in the Order Form;

(b) which, in the opinion of CCS or the Buyer performs (or would perform if appointed) a critical role in the provision of all or any part of the Services and/or Deliverables; and/or

(c) with a Sub-Contract with a contract value which at the time of appointment exceeds (or would exceed if appointed) 10% of the aggregate Charges forecast to be payable under this Contract



		Know-How

		means all ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the Services but excluding know-how already in the other Party’s possession before the Commencement Date;



		Law

		means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Supplier is bound to comply



		LED

		means the Law Enforcement Directive (Directive (EU) 2016/680)



		Licensed Software

		means all and any Software licensed by or through the Supplier, its Sub-Contractors or any third party to the Buyer for the purposes of or pursuant to this Contract, including any Supplier Software, Third Party Software specified in the Order Form and/or any Specially Written Software



		Losses or Loss

		means all losses, liabilities, damages, costs, fines, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise



		Malicious Software 

		means any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence



		Maximum Contract Period

		means the period from the Commencement Date set out in the Order Form in respect of the applicable lot



		Milestone

		means an event or task described in the Implementation Plan which, if applicable, shall be completed by the relevant Milestone Date



		Milestone Date 

		means the target date set out against the relevant Milestone in the Implementation Plan by which the Milestone must be Achieved



		Milestone Payment

		means a payment identified in Schedule 2 (Charges and Invoicing) to be made following the issue of a Milestone Achievement Certificate



		Milestone Achievement Certificate 

		means the certificate to be granted by the Buyer when the Supplier has Achieved a Milestone, which shall be in substantially the same form as that set out in Annex 3 of Schedule S2 (Testing Procedures)



		New Releases

		an item produced primarily to extend, alter or improve the Software and/or any Deliverable by providing additional functionality or performance enhancement (whether or not defects in the Software and/or Deliverable are also corrected) while still retaining the original designated purpose of that item



		Non-trivial Customer Base

		means a significant customer base with respect to the date of first release and the relevant market but excluding Affiliates and other entities related to the licensor



		Object Code

		means software and/or data in machine-readable, compiled object code form



		Open Source

		means computer software that is released on the internet for use by any person, such release usually being made under a recognised open source licence and stating that it is released as open source



		Operating Environment

		means the Buyer System and the Sites



		Order

		means the order placed by the Buyer with the Supplier for the provision of the Services and/or Deliverables in accordance with the Framework and under the terms of this Contract



		Order Form

		means the form (based on the template included at Annex 1 to Framework Schedule 4 (Template Order Form and Template Call Off Terms)) together with any Attachments, as completed and forming part of this Contract, which contains details of an Order together with other information in relation to such Order, including the description of the Services to be provided



		Other Supplier

		any supplier to the Buyer (other than the Supplier) which is notified to the Supplier from time to time and/or of which the Supplier should have been aware



		Outline Implementation Plan 

		the outline plan set out at Attachment 3 (Outline Implementation Plan) of the Order Form (where used)



		Party

		means a party to this Contract, namely either the Buyer or the Supplier (together the “Parties”)



		Performance Monitoring Reports

		has the meaning given in Paragraph 1.2 Part B (Performance Monitoring) of Schedule 3 (Service Levels, Service Credits and Performance Monitoring)



		Personal Data

		has the meaning given to it in the GDPR



		Personal Data Breach

		has the meaning given to it in the GDPR



		Processing

		has the meaning given to it in the GDPR and “Process” and “Processed” shall be interpreted accordingly



		Processor

		has the meaning given to it in the GDPR



		Processor Personnel

		means all directors, officers, employees, agents, consultants and suppliers of the Processor and/or of any Sub-processor engaged in the performance of its obligations under this Contract



		Prohibited Acts

		means:

(a) to directly or indirectly offer, promise or give any person working for or engaged by a Buyer or any other public body a financial or other advantage to:

i) induce that person to perform improperly a relevant function or activity; or

ii) reward that person for improper performance of a relevant function or activity;

(b) to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with this Contract; or

(c) committing any offence:

i) under the Bribery Act 2010 (or any legislation repealed or revoked by such Act); or

ii) under legislation or common law concerning fraudulent acts; or

(d) defrauding, attempting to defraud or conspiring to defraud a Buyer or other public body; or

(e) any activity, practice or conduct which would constitute one of the offences listed under (c) above if such activity, practice or conduct had been carried out in the UK



		“Project Specific IPRs”

		(a) Intellectual Property Rights in items created by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Contract and updates and amendments of these items including (but not limited to) database schema; and/or

(b) Intellectual Property Rights arising as a result of the performance of the Supplier's obligations under this Contract;

but shall not include the Supplier Background IPRs or the Specially Written Software;



		Protective Measures

		means appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it 



		Quality Plans

		has the meaning given in Clause 7.1



		Rectification Plan 

		means the rectification plan pursuant to the Rectification Plan Process



		Rectification Plan Process

		means the process set out in Clauses 31.3 to 31.8



		Regulations

		means the Public Contracts Regulations 2015 and/or the Public Contracts (Scotland) Regulations 2015 (as the context requires)



		Relevant IPRs

		means IPRs used to provide the Services or as otherwise provided and/or licensed by the Supplier (or to which the Supplier has provided access) to the Buyer or a third party in the fulfilment of the Supplier’s obligations under this Contract including IPRs in the Specially Written Software, the Supplier NonCOTS Software, the Supplier NonCOTS Background IPRs, the Third Party NonCOTS Software and the Third Party NonCOTS IPRs but excluding any IPRs in the Buyer Software, the Buyer Background IPRs, the Supplier COTS Software, the Supplier COTS Background IPRS, the Third Party COTS Software and/or the Third Party COTS IPRs



		Relevant Requirements

		means all applicable Law relating to bribery, corruption and fraud, including the Bribery Act 2010 and any guidance issued by the Secretary of State pursuant to section 9 of the Bribery Act 2010



		Replacement Services 

		means any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services following the expiry or termination (in whole or in part) of this Contract, whether those services are provided by the Buyer internally and/or by any third party



		Replacement Supplier

		means any third party service provider of Replacement Services appointed by the Buyer from time to time (or where the Buyer is providing replacement Services for its own account, the Buyer)



		Reminder Notice

		means a notice sent in accordance with Clause 35.2.1 given by the Supplier to the Buyer providing notification that payment has not been received on time



		Request for Information

		means a request for information or an apparent request relating to this Contract or an apparent request for such information under the FOIA or the EIRs



		Restricted Country

		means any country which is not:

(a) a member of the European Economic Area;

(b) the United Kingdom; or

(c) deemed adequate by the European Commission pursuant to article 25(6) of Directive 95/46/EC or article 45(3) of the GDPR



		Risk Register

		means the register of risk and contingencies that have been identified by the Parties, a copy of which is set out in Part D of Attachment 2 of the Order Form



		Schedule of Processing, Personal Data and Data Subjects

		means the schedule of processing, personal data and data subjects set out in Attachment 9 of the Order Form (to be completed by the Buyer) which sets out various details concerning the processing of Personal Data including:

(a) identity of the Controller and Processor;

(b) subject matter of processing;

(c) duration of the processing;

(d) nature and purposes of the processing; 

(e) type of Personal Data being Processed;

(f) categories of Data Subject; and

(g) plan for return of the data once the processing is complete unless requirement under Data Protection Legislation to preserve that type of data



		Service Charges

		means the periodic payments made in accordance with Schedule 2 (Charges and Invoicing) in respect of the supply of the Services



		Service Credit Cap

		means the service credit cap specified in Attachment 4 of the Order Form



		Service Credits

		means any service credits specified in Attachment 4 of the Order Form being payable by the Supplier to the Buyer in respect of any failure by the Supplier to meet one or more Service Levels;



		Service Level Failure 

		means a failure to meet the Service Level Performance Measure in respect of a Service Level



		Service Level Performance Measure

		shall be as set out against the relevant Service Level in Attachment 4 of the Order Form



		Service Level Threshold

		shall be as set out against the relevant Service Level in Attachment 4 of the Order Form



		Service Levels

		means any service levels applicable to the provision of the Services under this Contract specified in Attachment 4 of the Order Form



		Service Period

		means a service period which, for the purposes of this Contract and unless otherwise agreed, shall be a recurrent period of one (1) month during the Contract Period



		Services

		means the services which the Supplier shall make available to the Buyer under this Contract as set out or referred to in the Order Form



		Security Policy

		means the security policy, referred to in the Order Form, in force as at the Commencement Date (a copy of which has been supplied to the Supplier), as updated from time to time and notified to the Supplier



		Services Specification

		means the specification of the Services as set out or referred to in Attachment 1 to the Order Form



		Sites

		means any premises (including the Buyer Premises, the Supplier’s premises or third party premises) from, to or at which:

(a) the Services and/or Deliverables are (or are to be) provided; or

(b) the Supplier manages, organises or otherwise directs the provision or the use of the Services and/or Deliverables, 

and which are set out in or referred to in the Order Form 



		Software 

		means the Specially Written Software, Supplier Software and Third Party Software



		Software Supporting Materials

		has the meaning given in Clause 21.1.2



		Source Code

		means computer programs and/or data in eye-readable form and in such form that it can be compiled or interpreted into equivalent binary code together with all related design comments, flow charts, technical information and documentation necessary for the use, reproduction, maintenance, modification and enhancement of such software



		Specially Written Software

		means any software (including database software, linking instructions, test scripts, compilation instructions and test instructions) created by the Supplier (or by a Sub-Contractor or other third party on behalf of the Supplier) specifically for the purposes of this Contract, including any modifications or enhancements to Supplier Software or Third Party Software created specifically for the purposes of this Contract



		Specific Change in Law

		means a Change in Law that relates specifically to the business of the Buyer and which would not affect a Comparable Supply



		Standards

		means any standards set out or referred to in these Call Off Terms (if any), the Order Form and the Framework



		Standard Contractual Clauses

		means the standard contractual clauses for the transfer of Personal Data to processors established in third countries which do not ensure an adequate level of protection as set out in Commission Decision C (2010) 593 and reference to the standard contractual clauses shall be to the clauses as updated, amended, replaced or superseded from time to time by the European Commission



		Sub-Contract

		means any contract or agreement or proposed agreement between the Supplier and any third party whereby that third party agrees to provide to the Supplier the Services (or any part thereof) or to provide facilities or services necessary for the provision of the Services (or any part thereof) or necessary for the management, direction or control of the provision of the Services or any part thereof



		Sub-Contractor

		means any third party other than the Supplier, who is a party to a Sub-Contract and the servants or agents of that person



		Sub-processor

		means any third party appointed to process Personal Data on behalf of the Supplier related to this Contract 



		Supplier

		means the entity identified as such in the Order Form



		Supplier Background IPRs

		means

(a) Intellectual Property Rights owned by the Supplier before the Commencement Date, for example those subsisting in the Supplier's standard development tools, program components or standard code used in computer programming or in physical or electronic media containing the Supplier's Know-How or generic business methodologies; and/or

(b) Intellectual Property Rights created by the Supplier independently of this Contract,

which in each case is or will be used before or during the Contract Period for designing, testing implementing or providing the Services but excluding Intellectual Property Rights owned by the Supplier subsisting in the Supplier Software



		Supplier COTS Background IPRs

		means any embodiments of Supplier Background IPRs that:

(a) the Supplier makes generally available commercially prior to the date of this Contract (whether by way of sale, lease or licence) on standard terms which are not typically negotiated by the Supplier save as to price; and

(b) has a Non-trivial Customer Base;



		Supplier COTS Software

		means Supplier Software (including open source software) that:

(a) the Supplier makes generally available commercially prior to the date of this Contract (whether by way of sale, lease or licence) on standard terms which are not typically negotiated by the Supplier save as to price; and

(b) has a Non-trivial Customer Base;



		Supplier Equipment 

		means the hardware, computer and telecoms devices and equipment used by the Supplier or its Sub-Contractors (but not hired, leased or loaned from the Buyer) for the provision of the Services



		Supplier NonCOTS Background IPRs

		means any embodiments of Supplier Background IPRs that have been delivered by the Supplier to the Buyer and that are not Supplier COTS Background IPRs



		Supplier NonCOTS Software

		means Supplier Software that is not Supplier COTS Software



		Supplier Personnel

		means all persons employed or engaged by the Supplier together with the Supplier's servants, agents, suppliers, consultants and Sub-Contractors (and all persons employed by any Sub-Contractor together with the Sub-Contractor’s servants, consultants, agents, suppliers and sub-contractors) used in the performance of its obligations under this Contract



		Supplier Representative

		means the representative appointed by the Supplier (as may be changed from time to time in accordance with Clause 28.3, the details of which as at the Commencement Date are set out in the Order Form



		Supplier Software

		software which is proprietary to the Supplier (or an Affiliate of the Supplier) and which is or will be used by the Supplier for the purposes of providing the Services, including the software specified as such in the Order Form



		Supplier System 

		means the information and communications technology system used by the Supplier in implementing and performing the Services including the Software, the Supplier Equipment, configuration and management utilities, calibration and testing tools and related cabling (but excluding the Buyer System)



		Tender

		means the tender submitted by the Supplier to CCS and annexed to or referred to in Framework Schedule 18



		Termination Notice

		means a written notice of termination given by one Party to the other, notifying the Party receiving the notice of the intention of the Party giving the notice to terminate this Contract (or any part thereof) on a specified date and setting out the grounds for termination



		Test Issues

		has the meaning given in Schedule S2 (Testing Procedures) where used



		Test and Testing

		means any tests required to be carried out under this Contract, as further described in Schedule S2 (Testing Procedure) where used and “Tested” shall be construed accordingly



		Test Success Criteria

		has the meaning given in Paragraph 1 of Schedule S2 (Testing Procedure)



		Third Party Beneficiary 

		has the meaning given in Clause 52.1



		Third Party COTS IPRs

		means Third Party IPRs that:

(a) the supplier makes generally available commercially prior to the date of this Contract (whether by way of sale, lease or licence) on standard terms which are not typically negotiated by the supplier save as to price; and

(b) has a Non-trivial Customer Base



		Third Party COTS Software

		means Third Party Software (including open source software) that:

(a) the supplier makes generally available commercially prior to the date of this Contract(whether by way of sale, lease or licence) on standard terms which are not typically negotiated by the supplier save as to price; and

(b) has a Non-trivial Customer base;



		Third Party IPRs

		means Intellectual Property Rights owned by a third party but excluding Intellectual Property Rights owned by the third party subsisting in any Third Party Software



		Third Party NonCOTS IPRs

		means Third Party IPRs that are not Third Party COTS IPRs



		Third Party NonCOTS Software

		means Third Party Software that is not Third Party COTS Software



		Third Party Software

		means software which is proprietary to any third party (other than an Affiliate of the Supplier) or any Open Source which in any case is, will be or is proposed to be used by the Supplier for the purposes of providing the Services, including the software specified as such in the Order Form



		Transparency Reports

		means the information relating to the Services and performance of this Contract which the Supplier is required to provide to the Buyer in accordance with the reporting requirements in Schedule 6 (Transparency Reports)



		Updates

		in relation to any Software and/or any Deliverable means a version of such item which has been produced primarily to overcome Defects in, or to improve the operation of, that item



		Upgrades

		any patch, New Release or upgrade of Software and/or a Deliverable, including standard upgrades, product enhancements, and any modifications, but excluding any Update which the Supplier or a third party software supplier (or any Affiliate of the Supplier or any third party) releases during the Contract Period



		VAT

		means value added tax in accordance with the provisions of the Value Added Tax Act 1994



		Worker 

		any one of the Supplier Personnel which the Buyer, in its reasonable opinion, considers is an individual to which Procurement Policy Note 08/15 (Tax Arrangements of Public Appointees) (https://www.gov.uk/government/publications/procurement-policy-note-0815-tax-arrangements-of-appointees) applies in respect of the Services and/or Deliverables



		Working Day

		means any day other than a Saturday, Sunday or public holiday in England and Wales





[bookmark: _heading=h.2r0uhxc]

[bookmark: _Toc48825065]SCHEDULE 2 -  CHARGES AND INVOICING



1. DEFINITIONS

In this Schedule 2, the following definitions shall apply:

		[bookmark: _DV_M41]“Delay Payment Rate”

		has the meaning given in Paragraph 1.1.1 of Part C;



		“Indexation” and “Index”

		the adjustment of an amount or sum in accordance with Paragraph 3 of Part C;



		“Reimbursable Expenses”

		reasonable out of pocket travel and subsistence (for example, hotel and food) expenses, properly and necessarily incurred in the performance of the Services, calculated at the rates and in accordance with the Buyer's expenses policy current from time to time, but not including:

(a) travel expenses incurred as a result of Supplier Personnel travelling to and from their usual place of work, or to and from the premises at which the Services are principally to be performed, unless the Buyer otherwise agrees in advance in writing; and

(b) subsistence expenses incurred by Supplier Personnel whilst performing the Services at their usual place of work, or to and from the premises at which the Services are principally to be performed; and



		“Supporting Documentation”

		sufficient information in writing to enable the Buyer reasonably to assess whether the Charges, Reimbursable Expenses and other sums due from the Buyer detailed in the information are properly payable, including copies of any applicable Milestone Achievement Certificates or receipts.































































PART A – PRICING



1. FIXED PRICE CHARGES

1.1 The Milestone Payments and Service Charges due under this Contract are charged on a fixed price basis.

1.2 The Milestone Payments and Service Charges due under this Contract are set out in the respective tables in Part A (Milestone Payments and Delay Payments) and Part B (Service Charges) of Attachment 2 (Charges and Invoicing) of the Order Form.

2.  TIME AND MATERIAL CHARGES

2.1 Where the Parties agree in writing that a particular Charge is to be calculated by reference to a Time and Materials pricing mechanism (e.g. pursuant to a Contract Change):

2.1.1 the day rates set out in the table in Part C (Supplier Personnel Rate Card for Calculation of Time and Materials Charges) of Attachment 2 (Charges and Invoicing) of the Order Form shall be used to calculate the relevant Charges, provided that the Supplier (or its Sub-Contractor) shall:

(a) not be entitled to include any uplift for risks or contingencies within its day rates;

(b) [bookmark: _DV_M80]not be paid any Charges to the extent that they would otherwise exceed any cap on such Charges agreed in writing by the Parties unless the Supplier has obtained the Buyer’s prior written consent. The Supplier shall monitor the amount of each Charge incurred in relation to the relevant cap and notify the Buyer immediately in the event of any risk that the cap may be exceeded and the Buyer shall instruct the Supplier on how to proceed;

(c) only be entitled to be paid Charges that have been properly and reasonably incurred, taking into account the Supplier’s obligation to deliver the Services in a proportionate and efficient manner; and

2.1.2 the Supplier shall keep records of hours properly worked by Supplier Personnel (in the form of timesheets) and expenses incurred and submit a summary of the relevant records with each invoice. If the Buyer requests copies of such records, the Supplier shall make them available to the Buyer within ten (10) Working Days of the Buyer’s request.

2.2 The Supplier shall be entitled to Index the rates set out in table in Part C (Supplier Personnel Rate Card for Calculation of Time and Materials Charges) of Attachment 2 (Charges and Invoicing) of the Order Form in accordance with Paragraph 3 of Part C of this Schedule 2 (Charges and Invoicing).

3. REIMBURSEABLE EXPENSES

3.1 [bookmark: _Ref45952155]Where:

3.1.1 Services are to be charged using the Time and Materials pricing mechanism; and

3.1.2 the Buyer so agrees in writing,

the Supplier shall be entitled to be reimbursed by the Buyer for Reimbursable Expenses (in addition to being paid the relevant Charges), provided that such Reimbursable Expenses are supported by Supporting Documentation.

3.2 The Buyer shall provide a copy of its current expenses policy to the Supplier upon request.

3.3 Except as expressly set out in Paragraph 3.1, the Charges shall include all costs and expenses relating to the Deliverables, the Services and/or the Supplier’s performance of its obligations under this Contract and no further amounts shall be payable by the Buyer to the Supplier in respect of such performance, including in respect of matters such as:

3.3.1 any incidental expenses that the Supplier incurs, including travel, subsistence and lodging, document and report reproduction, shipping, desktop and office equipment costs required by the Supplier Personnel, including network or data interchange costs or other telecommunications charges; or

3.3.2 any amount for any services provided or costs incurred by the Supplier prior to the Commencement Date.




PART B – CHARGING MECHANISMS



1. MILESTONE PAYMENTS

1.1 Subject to the provisions of Paragraph 1.2 of Part C of this Schedule 2 (Charges and Invoicing) in relation to the deduction of Delay Payments, on the Achievement of a Milestone the Supplier shall be entitled to invoice the Buyer for the Milestone Payment associated with that Milestone.

1.2 Each invoice relating to a Milestone Payment shall be supported by a Milestone Achievement Certificate.

2. SERVICE CHARGES

2.1 Service Charges shall be invoiced by the Supplier for each Service Period in arrears in accordance with the requirements of Part D of this Schedule 2 (Charges and Invoicing).

2.2 If a Service Charge:

2.2.1 commences on a day other than the first day of a month; and/or

2.2.2 ends on a day other than the last day of a month,

the Service Charge for the relevant Service Period shall be pro-rated based on the proportion which the number of days in the month for which the Service is provided bears to the total number of days in that month.








PART C – ADJUSTMENTS TO THE CHARGES AND RISK REGISTER



1. DELAY PAYMENTS

1.1 If a Milestone has not been Achieved on or before the relevant Milestone Date, the Supplier shall pay a Delay Payment to the Buyer in respect of that Milestone. Delay Payments shall accrue:

1.1.1 [bookmark: _Ref45828708]at the daily rate (the “Delay Payment Rate”) set out in the Milestone Payment table in Part A (Milestone Payments and Delay Payments) of Attachment 2 of the Order Form;

1.1.2 from (but excluding) the relevant Milestone Date to (and including) the earlier of:

(a) the date on which the Milestone is Achieved;

(b) the expiry of the Delay Deduction Period; and

1.1.3 on a daily basis, with any part day’s Delay counting as a day.

1.2 [bookmark: _Ref45827970][bookmark: _Ref45827204]Where the Supplier serves a notice of Delay in achieving a Milestone, the Supplier shall, within five (5) Working Days of the date the notice is served:

1.2.1 pay to the Buyer in cleared funds on account of the relevant Delay Payment (but subject always to Paragraph 1.3) an amount equal to 10 days of Delay Payments in accordance with paragraph 1.4, calculated at the applicable Delay Payment Rate; and

1.2.2 issue a credit note to the Buyer  in respect of the relevant amount.

Failure to make payment within ten (10) Working Days of the Supplier’s notice shall invalidate the notice.

1.3 [bookmark: _Ref45827279]Any amounts paid to the Buyer pursuant to Paragraph 1.2 shall not be refundable to the Supplier in any circumstances, including where a Delay as referred to in the Supplier's notice:

1.3.1 does not occur; or

1.3.2 does occur but continues for fewer days during the relevant Delay Deduction Period than the number of days referred to in Paragraph 1.2.

1.4 [bookmark: _Ref45827936]The Parties agree that Delay Payments calculated in accordance with the applicable Delay Payment Rates are in each case a genuine pre-estimate of the Losses which the Buyer will incur as a result of any failure by the Supplier to Achieve the relevant Milestone by the Milestone Date. Delay Payment Rates are stated exclusive of VAT.

1.5 The Delay Payment in respect of a Milestone (net of any payment made in respect of that Milestone pursuant to Paragraph 1.3) shall be shown as a deduction from the amount due from the Buyer to the Supplier in the next invoice due to be issued by the Supplier after the date on which the relevant Milestone is Achieved or the expiry of the Delay Deduction Period (as the case may be). If the relevant Milestone is not Achieved by the expiry of the Delay Deduction Period and no invoice is due to be issued by the Supplier within ten (10) Working Days of expiry of the Delay Deduction Period, then the Supplier shall within ten (10) Working Days of expiry of the Delay Deduction Period:

1.5.1 issue a credit note to the Buyer in respect of the total amount of the Delay Payment in respect of the Milestone (net of any payment made in respect of the Milestone pursuant to Paragraph 1.2); and

1.5.2 pay to the Buyer as a debt a sum equal to the total amount of the Delay Payment in respect of the Milestone together with interest on such amount at the applicable rate under the Late Payment of Commercial Debts (Interest) Act 1998, accruing on a daily basis from (and including) the due date up to (but excluding) the date of actual payment, whether before or after judgment.

2. CHANGES TO CHARGES

2.1 Any Changes to the Charges shall be developed and agreed by the Parties in accordance with Schedule 5 (Change Control Procedure).

2.2 [bookmark: _DV_M170]The Buyer may request that any Impact Assessment (as defined in Schedule 5 (Change Control Procedure)) presents Charges without Indexation for the purposes of comparison.

3. [bookmark: _Ref45826768]INDEXATION

3.1 Any amounts or sums in this Contract which are expressed to be “subject to Indexation” shall be adjusted in accordance with the provisions of this Paragraph 3 to reflect the effects of inflation but limited to the lower of RPI or 5%.. For the avoidance of doubt, Milestone Payment amounts shall not be subject to Indexation.	Comment by TLT LLP: Given the new charging mechanisms in the Order Form, are there any forms of charges which should not be subject to Indexation (i.e. that you want to keep fixed throughout the lifetime of the Contract)?

3.2 The Supplier’s tendered rates will apply, unchanged, for the duration of the Initial Contract Term. Should the Authority choose to extend the Contract Term, the Supplier will be permitted to amend their tendered rates at the commencement of any Extension Period subject to Indexation.	Comment by TLT LLP: I don’t think this is necessary, 3.3 already says what this is trying to achieve (with tweaks).

3.3 Where Indexation applies, the relevant adjustment shall be:

3.3.1 applied on the first day of any agreed Extension Period (each such date being an “adjustment date”); and

3.3.2 [bookmark: _DV_M168][bookmark: _DV_M169][bookmark: _Ref67231532]determined by multiplying the relevant amount or sum by the lower of:

3.3.2.1  the percentage increase or changes in the  Retail Price Index published for the 12 months ended on the 31 January immediately preceding the relevant adjustment date; or

3.3.2.2 five per cent (5%).

3.4 [bookmark: _DV_M171][bookmark: _DV_M172]Except as set out in this Paragraph 3, neither the Charges nor any other costs, expenses, fees or charges shall be adjusted to take account of any inflation, change to exchange rate, change to interest rate or any other factor or element which might otherwise increase the cost to the Supplier or Sub-Contractors of the performance of their obligations.





4. RISK REGISTER

The Parties shall review the Risk Register set out in Part D (Risk Register) of Attachment 2 (Charges and Invoicing) of the Order Form from time to time and as otherwise required under Schedule 7 (Governance).




PART D – ADJUSTMENTS TO THE CHARGES AND RISK REGISTER



1. SUPPLIER INVOICES 

1.1 The Buyer shall accept for processing any Electronic Invoice that complies with any standards required by this Contract or otherwise agreed in writing by the Parties, provided that it is valid and undisputed.

1.2 If the Supplier proposes to submit for payment an invoice that does not comply with such agreed standards the Supplier shall comply with the requirements of the Buyer’s e-invoicing system. In the alternative the Supplier shall:

1.2.1 prepare and provide to the Buyer for approval of the format a template invoice within ten (10) Working Days of the Commencement Date which shall include, as a minimum, the details set out in Paragraph 1.2.3 together with such other information as the Buyer may reasonably require to assess whether the Charges that will be detailed therein are properly payable; and

1.2.2 make such amendments as may be reasonably required by the Buyer if the template invoice outlined in (1.2.1) is not approved by the Buyer.

1.2.3 [bookmark: _Ref45828612]The Supplier shall ensure that each invoice contains the following information:

(a) the date of the invoice;

(b) a unique invoice number;

(c) the Service Period or other period(s) to which the relevant Charge(s) relate;

(d) the correct reference for this Contract;

(e) the reference number of the purchase order to which it relates (if any);

(f) the dates between which the Services subject of each of the Charges detailed on the invoice were performed;

(g) a description of the Services;

(h) the pricing mechanism used to calculate the Charges (such as Fixed Price, Time and Materials etc.);

(i) any payments due in respect of Achievement of a Milestone, including the Milestone Achievement Certificate number for each relevant Milestone;

(j) the total Charges gross and net of any applicable deductions and, separately, the amount of any Reimbursable Expenses properly chargeable to the Buyer under the terms of this Contract, and, separately, any VAT or other sales tax payable in respect of each of the same;

(k) details of any Service Credits or Delay Payments or similar deductions that shall apply to the Charges detailed on the invoice; 

(l) reference to any reports required by the Buyer in respect of the Services to which the Charges detailed on the invoice relate (or in the case of reports issued by the Supplier for validation by the Buyer, then to any such reports as are validated by the Buyer in respect of the Services);

(m) a contact name and telephone number of a responsible person in the Supplier's finance department in the event of administrative queries;

(n) the banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number); 

(o) where the Services have been structured into separate Service lines, the information at (1.2.3(a)) to (1.2.3(n)) of this paragraph 1.2.3  shall be broken down in each invoice per Service line; and

(p) and any other information reasonably required by the Buyer.

1.3 The Supplier shall invoice the Buyer in respect of Services in accordance with the requirements of Part B of Schedule 2 (Charges and Invoicing).

1.4 Each invoice shall at all times be accompanied by Supporting Documentation. Any assessment by the Buyer as to what constitutes Supporting Documentation shall not be conclusive and the Supplier undertakes to provide to the Buyer any other documentation reasonably required by the Buyer from time to time to substantiate an invoice.

1.5 The Supplier shall submit all invoices and Supporting Documentation through the Buyer’s electronic system (as notified to the Supplier) or if that is not possible to the address or email set out in the Order Form with a copy (again including any Supporting Documentation) to such other person and at such place as the Buyer may notify to the Supplier from time to time.

1.6 All Supplier invoices shall be expressed in sterling or such other currency as shall be permitted by the Buyer in writing.

1.7 The Buyer shall regard an invoice as valid only if it complies with the provisions of this Part D.  Where any invoice does not conform to the Buyer's requirements set out in this Part D, the Buyer shall promptly return the disputed invoice to the Supplier and the Supplier shall promptly issue a replacement invoice which shall comply with such requirements.

2. PAYMENT TERMS

2.1 Subject to the relevant provisions of this Schedule 2 (Charges and Invoicing), the Buyer shall make payment to the Supplier within thirty (30) days of verifying that the invoice is valid and undisputed.

2.2 Unless the Parties agree otherwise in writing, all Supplier invoices shall be paid in sterling by electronic transfer of funds to the bank account that the Supplier has specified on its invoice.




[bookmark: _Toc48825066]SCHEDULE 3 -  SERVICE LEVELS, SERVICE CREDITS AND PERFORMANCE MONITORING



1. SCOPE

1.1 This Schedule 3 (Service Levels, Service Credits and Performance Monitoring) sets out the Service Levels which the Supplier is required to achieve when providing the Services, the mechanism by which Service Level Failures and Critical Service Level Failures will be managed and the method by which the Supplier's performance in the provision by it of the Services will be monitored.

1.2 This Schedule 3 comprises:

1.2.1 Part A: Service Levels and Service Credits; and 

1.2.2 Part B: Performance Monitoring.




PART A – SERVICE LEVELS AND SERVICE CREDITS



1. SERVICE LEVELS

1.1 If the level of performance of the Supplier:

1.1.1 is likely to or fails to meet any Service Level Performance Measure; or

1.1.2 is likely to cause or causes a Critical Service Failure to occur, 

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its absolute discretion and without limiting any other of its rights, may:

(a) require the Supplier to immediately take all remedial action that is reasonable to mitigate the impact on the Buyer and to rectify or prevent a Service Level Failure or Critical Service Level Failure from taking place or recurring; 

(b) instruct the Supplier to comply with the Rectification Plan Process; 

(c) if a Service Level Failure has occurred, deduct from the Charges the applicable Service Level Credits payable by the Supplier to the Buyer; and/or

(d) if a Critical Service Level Failure has occurred, exercise its right to Compensation for Critical Service Level Failure in accordance with Clause 10 (including the right to terminate for material Default).

2. SERVICE CREDITS

2.1 The Buyer shall use the Performance Monitoring Reports supplied by the Supplier under Part B (Performance Monitoring) of this Schedule 3 to verify the calculation and accuracy of the Service Credits, if any, applicable to each Service Period.

2.2 The liability of the Supplier in respect of Service Credits shall be subject to Clause 19.4.3 provided that, for the avoidance of doubt, the operation of the Service Credit Cap shall not affect the continued accrual of Service Credits in excess of such financial limit in accordance with the provisions of this Schedule 3.

2.3 Service Credits are a reduction of the amounts payable in respect of the Services and do not include VAT. The Supplier shall set-off the value of any Service Credits against the appropriate invoice in accordance with calculation formula set out in Attachment 4 (Service Levels and Service Credits) of the Order Form. 




PART B – PERFORMANCE MONITORING



1. PERFORMANCE MONITORING AND PERFORMANCE REVIEW

1.1 [bookmark: _Ref45814206]Within twenty (20) Working Days of the Commencement ate the Supplier shall provide the Buyer with details of how the process in respect of the monitoring and reporting of Service Levels will operate between the Parties and the Parties will endeavour to agree such process as soon as reasonably possible.

1.2 [bookmark: _Ref45815406]The Supplier shall provide the Buyer with performance monitoring reports ("Performance Monitoring Reports") in accordance with the process and timescales agreed pursuant to paragraph 1.1 of Part B of this Schedule 3 (Service Levels, Service Credits and Performance Monitoring) which shall contain, as a minimum, the following information in respect of the relevant Service Period just ended:



1.2.1 for each Service Level, the actual performance achieved over the Service Level for the relevant Service Period;

1.2.2 a summary of all failures to achieve Service Levels that occurred during that Service Period;

1.2.3 details of any Critical Service Level Failures;

1.2.4 for any repeat failures, actions taken to resolve the underlying cause and prevent recurrence;

1.2.5 the Service Credits to be applied in respect of the relevant period indicating the failures and Service Levels to which the Service Credits relate; and

1.2.6 such other details as the Buyer may reasonably require from time to time.

1.3 The Parties shall attend meetings to discuss Performance Monitoring Reports ("Performance Review Meetings") on a monthly basis (unless otherwise agreed). The Performance Review Meetings will be the forum for the review by the Supplier and the Buyer of the Performance Monitoring Reports.  The Performance Review Meetings shall (unless otherwise agreed):



1.3.1 take place within one (1) week of the Performance Monitoring Reports being issued by the Supplier at such location and time (within normal business hours) as the Buyer shall reasonably require;

1.3.2 be attended by the Supplier Representative and the Buyer Representative; and

1.3.3 be fully minuted by the Supplier and the minutes will be circulated by the Supplier to all attendees at the relevant meeting and also to the Buyer Representative and any other recipients agreed at the relevant meeting.  

1.4 The minutes of the preceding Month's Performance Review Meeting will be agreed and signed by both the Supplier Representative and the Buyer Representative at each meeting.

1.5 The Supplier shall provide to the Buyer such documentation as the Buyer may reasonably require in order to verify the level of the performance by the Supplier and the calculations of the amount of Service Credits for any specified Service Period.

2. SATISFACTION SURVEYS

2.1 The Buyer may undertake satisfaction surveys in respect of the Supplier's provision of the Services. The Buyer shall be entitled to notify the Supplier of any aspects of their performance of the provision of the Services which the responses to the satisfaction surveys reasonably suggest are not in accordance with this Contract.
















[bookmark: _Toc48825067]SCHEDULE 4 -  DISPUTE RESOLUTION PROCEDURE

1. DEFINITIONS

In this Schedule 4, the following definitions shall apply:

		“CEDR”

		the Centre for Effective Dispute Resolution of International Dispute Resolution Centre, 70 Fleet Street, London, EC4Y 1EU;



		“Counter Notice”

		has the meaning given in Paragraph 7.2;



		“Expert”

		in relation to a Dispute, a person appointed in accordance with Paragraph 6.2 to act as an expert in relation to that Dispute;



		“Expert Determination”

		determination by an Expert in accordance with Paragraph 6;



		“Expedited Dispute Timetable”

		the expedited dispute timetable set out in Paragraph 3;



		“Mediation Notice”

		has the meaning given in Paragraph 4.2;



		“Mediator”

		the independent third party appointed in accordance with Paragraph 5.2 to mediate a Dispute;



		“Multi-Party Dispute”

		a Dispute which involves the Parties and one or more Related Third Parties; 



		“Multi-Party Dispute Representatives”

		has the meaning given in Paragraph 9.7;



		“Multi-Party Dispute Resolution Board”

		has the meaning given in Paragraph 9.7;



		“Related Third Party(ies)”

		a party to:

(a) another contract with the Buyer or the Supplier which is relevant to this Contract; or

(b) a SubContract; and



		“Supplier Request”

		a notice served by the Supplier requesting that the Dispute be treated as a Multi-Party Dispute, setting out its grounds for that request and specifying each Related Third Party that it believes should be involved in the Multi-Dispute Resolution Procedure in respect of that Dispute.





2. DISPUTE NOTICES

2.1 [bookmark: _Ref45802469]If a Dispute arises then:

2.1.1 the Buyer Representative and the Supplier Representative shall attempt in good faith to resolve the Dispute; and

2.1.2 if such attempts are not successful within a reasonable period, not being longer than twenty (20) Working Days, either Party may issue to the other a Dispute Notice.

2.2 A Dispute Notice:

2.2.1 shall set out:

(a) the material particulars of the Dispute;

(b) the reasons why the Party serving the Dispute Notice believes that the Dispute has arisen; and

(c) if the Party serving the Dispute Notice believes that the Dispute should be dealt with under the Expedited Dispute Timetable, the reason why; and

2.2.2 [bookmark: _Ref45801427]may specify in accordance with the requirements of Paragraphs 9.2 and 9.3 that the Party issuing the Dispute Notice has determined (in the case of the Buyer) or considers (in the case of the Supplier) that the Dispute is a Multi-Party Dispute, in which case Paragraph 2.3 shall apply.

2.3 [bookmark: _Ref45801389]If a Dispute Notice specifies that the Dispute has been determined or is considered to be a Multi-Party Dispute pursuant to Paragraph 2.2.2, then:

2.3.1 if it is served by the Buyer it shall be treated as a Multi-Party Procedure Initiation Notice; and 

2.3.2 if it is served by the Supplier it shall be treated as a Supplier Request,

and in each case the provisions of Paragraph 9 shall apply.

2.4 Subject to Paragraphs 2.5 and 3.2 and so long as the Buyer has not served a Multi-Party Procedure Initiation Notice in respect of the relevant Dispute, following the issue of a Dispute Notice the Parties shall seek to resolve the Dispute:

2.4.1 first by commercial negotiation (as prescribed in Paragraph 4);

2.4.2 then, if either Party serves a Mediation Notice, by mediation (as prescribed in Paragraph 5); and 

2.4.3 lastly by recourse to arbitration (as prescribed in Paragraph 7) or litigation (in accordance with Clause 55.

2.5 [bookmark: _Ref45801483]Specific issues shall be referred to Expert Determination (as prescribed in Paragraph 6) where specified under the provisions of this Contract and may also be referred to Expert Determination where otherwise appropriate as specified in Paragraph 6.1.

2.6 Unless agreed otherwise in writing, the Parties shall continue to comply with their respective obligations under this Contract regardless of the nature of the Dispute and notwithstanding any issue of a Dispute Notice or a Multi-Party Procedure Initiation Notice or proceedings under Paragraph 8.

3. [bookmark: _Ref45801678]EXPEDITED DISPUTE TIMETABLE

3.1 [bookmark: _Ref45801698]In exceptional circumstances where the use of the times in this Schedule 4 would be unreasonable, including (by way of example) where one Party would be materially disadvantaged by a delay in resolving the Dispute, the Parties may agree to use the Expedited Dispute Timetable.  If the Parties are unable to reach agreement on whether to use the Expedited Dispute Timetable within five (5) Working Days of the issue of a Dispute Notice, the use of the Expedited Dispute Timetable shall be at the sole discretion of the Buyer.

3.2 [bookmark: _Ref45801489]If the Expedited Dispute Timetable is to be used pursuant to the provisions of Paragraph 3.1 or is otherwise specified under the provisions of this Contract, then the following periods of time shall apply in lieu of the time periods specified in the applicable Paragraphs:

3.2.1 in Paragraph 4.2.3, ten (10) Working Days;

3.2.2 in Paragraph 5.2, ten (10) Working Days;

3.2.3 in Paragraph 6.2, five (5) Working Days; and

3.2.4 in Paragraph 7.2, ten (10) Working Days.

3.3 If at any point it becomes clear that an applicable deadline cannot be met or has passed, the Parties may (but shall be under no obligation to) agree in writing to extend the deadline.  If the Parties fail to agree within two (2) Working Days after the deadline has passed, the Buyer may set a revised deadline provided that it is no less than five (5) Working Days before the end of the period of time specified in the applicable paragraphs (or two (2) Working Days in the case of Paragraph 6.2). Any agreed extension shall have the effect of delaying the start of the subsequent stages by the period agreed in the extension. If the Buyer fails to set such a revised deadline then the use of the Expedited Dispute Timetable shall cease and the normal time periods shall apply from that point onwards.

4. [bookmark: _Ref45801513]COMMERCIAL NEGOTIATION

4.1 [bookmark: _Ref45802018]Following the service of a Dispute Notice, then, so long as the Buyer has not served a Multi-Party Procedure Initiation Notice in respect of the relevant Dispute, the Buyer and the Supplier shall make reasonable endeavours to resolve the Dispute as soon as possible by commercial negotiation between the  Buyer Representative and the Supplier Representative, or such other individual as may be notified by a Party to the other Party from time to time. 

4.2 [bookmark: _Ref45802788]If: 

4.2.1 either Party is of the reasonable opinion that the resolution of a Dispute by commercial negotiation, or the continuance of commercial negotiation, will not result in an appropriate solution; 

4.2.2 the Parties have already held discussions of a nature and intent (or otherwise were conducted in the spirit) that would equate to the conduct of commercial negotiation in accordance with this Paragraph 4; or

4.2.3 [bookmark: _Ref45801740]the Parties have not settled the Dispute in accordance with Paragraph 4.1 within thirty (30) Working Days of service of the Dispute Notice, 

4.2.4 either Party may serve a written notice to proceed to mediation in accordance with Paragraph 5 (a “Mediation Notice”).

5. [bookmark: _Ref45801527]MEDIATION

5.1 If a Mediation Notice is served, the Parties shall attempt to resolve the dispute in accordance with the version of CEDR's Model Mediation Procedure which is current at the time the Mediation Notice is served (or such other version as the Parties may agree). 

5.2 [bookmark: _Ref45801749]If the Parties are unable to agree on the joint appointment of an independent person to mediate the Dispute within twenty (20) Working Days from (and including) the service of a Mediation Notice then either Party may apply to CEDR to nominate such a person.

5.3 If the Parties are unable to reach a settlement in the negotiations at the mediation, and only if both Parties so request and the Mediator agrees, the Mediator shall produce for the Parties a non-binding recommendation on terms of settlement. This shall not attempt to anticipate what a court might order but shall set out what the Mediator suggests are appropriate settlement terms in all of the circumstances.

5.4 Any settlement reached in the mediation shall not be legally binding until it has been reduced to writing and signed by, or on behalf of, the Parties (in accordance with the Change Control Procedure where appropriate). The Mediator shall assist the Parties in recording the outcome of the mediation.

6. [bookmark: _Ref45801551]EXPERT DETERMINATION

6.1 [bookmark: _Ref45801564]If a Dispute relates to any aspect of the technology underlying the provision of the Services or otherwise relates to a technical matter of an IT, accounting or financing nature and the Dispute has not been resolved by commercial negotiation in accordance with Paragraph 4 or, if applicable, mediation in accordance with Paragraph 5, then either Party may by written notice to the other request (agreement to which request shall not be unreasonably withheld or delayed) that the Dispute be referred to an expert for determination.

6.2 [bookmark: _Ref45801756]The expert shall be appointed by agreement in writing between the Parties, but in the event of a failure to agree within ten (10) Working Days of the relevant request made pursuant to Paragraph 6.1, or if the person appointed is unable or unwilling to act, the expert shall be appointed:

6.2.1 [bookmark: _Ref45802152]if the Dispute relates to any aspect of the technology underlying the provision of the Services or a matter of an IT technical nature, on the instructions of the President of the British Computer Society (or any other association that has replaced the British Computer Society); 

6.2.2 [bookmark: _Ref45802154]if the Dispute relates to a matter of a financial technical nature, on the instructions of the President of the Institute of Chartered Accountants of England and Wales; or

6.2.3 if the Dispute relates to a matter of a technical nature not falling within Paragraphs 6.2.1 or 6.2.2, on the instructions of the president (or equivalent) of:

(a) an appropriate body agreed between the Parties; or

(b) if the Parties do not reach agreement on the relevant body within fifteen (15) Working Days of the relevant request made pursuant to Paragraph 6.1, such body as may be specified by the President of the Law Society on application by either Party.

6.3 The Expert shall act on the following basis:

6.3.1 he/she shall act as an expert and not as an arbitrator and shall act fairly and impartially;

6.3.2 the Expert's determination shall (in the absence of a material failure to follow the agreed procedures) be final and binding on the Parties;

6.3.3 the Expert shall decide the procedure to be followed in the determination and shall be requested to make his/her determination within thirty (30) Working Days of his appointment or as soon as reasonably practicable thereafter and the Parties shall assist and provide the documentation that the Expert requires for the purpose of the determination;

6.3.4 any amount payable by one Party to another as a result of the Expert's determination shall be due and payable within twenty (20) Working Days of the Expert's determination being notified to the Parties;

6.3.5 the process shall be conducted in private and shall be confidential; and

6.3.6 the Expert shall determine how and by whom the costs of the determination, including his/her fees and expenses, are to be paid.

7. [bookmark: _Ref45801540]ARBITRATION

7.1 [bookmark: _Ref45802365]Subject to compliance with its obligations under Paragraph 4.1 and to the provisions of Paragraph 6, the Buyer may at any time before court proceedings are commenced refer the Dispute to arbitration in accordance with the provisions of Paragraph 7.5.

7.2 [bookmark: _Ref45801763]Before the Supplier commences court proceedings or arbitration, it shall serve written notice on the Buyer of its intentions and the Buyer shall have fifteen (15) Working Days following receipt of such notice to serve a reply (a “Counter Notice”) on the Supplier requiring the Dispute to be referred to and resolved by arbitration in accordance with Paragraph 7.5 or be subject to the exclusive jurisdiction of the courts of England and Wales. The Supplier shall not commence any court proceedings or arbitration until the expiry of such fifteen (15) Working Day period. 

7.3 If the Buyer serves a Counter Notice, then:

7.3.1 if the Counter Notice requires the Dispute to be referred to arbitration, the provisions of Paragraph 7.5 shall apply; or

7.3.2 if the Counter Notice requires the Dispute to be subject to the exclusive jurisdiction of the courts of England and Wales, the Dispute shall be so referred to those courts and the Supplier shall not commence arbitration proceedings.

7.4 [bookmark: _Ref45802367]If the Buyer does not serve a Counter Notice within the fifteen (15) Working Day period referred to in Paragraph 7.2, the Supplier may either commence arbitration proceedings in accordance with Paragraph 7.5 or commence court proceedings in the Courts of England and Wales which shall (in those circumstances) have exclusive jurisdiction.

7.5 [bookmark: _Ref45802255]The Parties hereby confirm that if any arbitration proceedings are commenced pursuant to Paragraphs 7.1 to 7.4:

7.5.1 the Dispute shall be referred to and finally resolved by arbitration under the Rules of the London Court of International Arbitration (“LCIA”) (subject to Paragraphs 7.5.5, 7.5.6 and 7.5.7); 

7.5.2 the arbitration shall be administered by the LCIA;

7.5.3 the LCIA procedural rules in force at the date that the Dispute was referred to arbitration shall be applied and are deemed to be incorporated by reference into this Contract and the decision of the arbitrator shall be binding on the Parties in the absence of any material failure to comply with such rules;

7.5.4 if the Parties fail to agree the appointment of the arbitrator within ten (10) Working Days from the date on which arbitration proceedings are commenced or if the person appointed is unable or unwilling to act, the arbitrator shall be appointed by the LCIA; 

7.5.5 [bookmark: _Ref45802409]the chair of the arbitral tribunal shall be British;

7.5.6 [bookmark: _Ref45802410]the arbitration proceedings shall take place in London and in the English language; and

7.5.7 [bookmark: _Ref45802411]the seat of the arbitration shall be London. 

8. [bookmark: _Ref45801638]URGENT RELIEF

8.1 	Either Party may at any time take proceedings or seek remedies before any court or tribunal of competent jurisdiction:

8.1.1 for interim or interlocutory remedies in relation to this Contract or infringement by the other Party of that Party’s Intellectual Property Rights; and/or

8.1.2 where compliance with Paragraph 2.1 and/or referring the Dispute to mediation may leave insufficient time for that Party to commence proceedings before the expiry of the limitation period. 

9. [bookmark: _Ref45801464]MULTI-PARTY DISPUTES

9.1 All Multi-Party Disputes shall be resolved in accordance with the procedure set out in this Paragraph 9 (the “Multi-Party Dispute Resolution Procedure”).

9.2 [bookmark: _Ref45801333]If at any time following the issue of a Dispute Notice, the Buyer reasonably considers that the matters giving rise to the Dispute involve one or more Related Third Parties, then the Buyer shall be entitled to determine that the Dispute is a Multi-Party Dispute and to serve a notice on the Supplier which sets out the Buyer’s determination that the Dispute is a Multi-Party Dispute and specifies the Related Third Parties which are to be involved in the Multi-Party Dispute Resolution Procedure, such notice a “Multi-Party Procedure Initiation Notice”.

9.3 [bookmark: _Ref45801334]If following the issue of a Dispute Notice but before the Dispute has been referred to Expert Determination or to arbitration in accordance with Paragraph 7, the Supplier has reasonable grounds to believe that the matters giving rise to the Dispute have been contributed to by one or more Related Third Parties, the Supplier may serve a Supplier Request on the Buyer.

9.4 The Buyer shall (acting reasonably) consider each Supplier Request and shall determine within 5 Working Days whether the Dispute is:

9.5 a Multi-Party Dispute, in which case the Buyer shall serve a Multi-Party Procedure Initiation Notice on the Supplier; or

9.5.1 not a Multi-Party Dispute, in which case the Buyer shall serve written notice of such determination upon the Supplier and the Dispute shall be treated in accordance with Paragraphs 3 to 8.

9.6 If the Buyer has determined, following a Supplier Request, that a Dispute is not a Multi-Party Dispute, the Supplier may not serve another Supplier Request with reference to the same Dispute.

9.7 [bookmark: _Ref45802808]Following service of a Multi-Party Procedure Initiation Notice a Multi-Party Dispute shall be dealt with by a board (in relation to such Multi-Party Dispute, the “Multi-Party Dispute Resolution Board”) comprising representatives from the following parties to the Multi-Party Dispute, each of whom shall be of a suitable level of seniority to finalise any agreement with the other parties to settle the Multi-Party Dispute:

9.7.1 the Buyer;

9.7.2 the Supplier;

9.7.3 each Related Third Party involved in the Multi-Party Dispute; and

9.7.4 any other representatives of any of the Parties and/or any Related Third Parties whom the Buyer considers necessary,

	(together “Multi-Party Dispute Representatives”).

9.8 The Parties agree that the Multi-Party Dispute Resolution Board shall seek to resolve the relevant Multi-Party Dispute in accordance with the following principles and procedures:

9.8.1 the Parties shall procure that their Multi-Party Dispute Representatives attend, and shall use their best endeavours to procure that the Multi-Party Dispute Representatives of each Related Third Party attend, all meetings of the Multi-Party Dispute Resolution Board in respect of the Multi-Party Dispute; 

9.8.2 the Multi-Party Dispute Resolution Board shall first meet within ten (10) Working Days of service of the relevant Multi-Party Procedure Initiation Notice at such time and place as the Parties may agree or, if the Parties do not reach agreement on the time and place within five (5) Working Days of service of the relevant Multi-Party Procedure Initiation Notice, at the time and place specified by the Buyer, provided such place is at a neutral location within England and that the meeting is to take place between 9.00am and 5.00pm on a Working Day; and

9.8.3 in seeking to resolve or settle any Multi-Party Dispute, the members of the Multi-Party Dispute Resolution Board shall have regard to the principle that a Multi-Party Dispute should be determined based on the contractual rights and obligations between the Parties and the Related Third Parties and that any apportionment of costs should reflect the separate components of the Multi-Party Dispute.

9.9 If a Multi-Party Dispute is not resolved between the Parties and all Related Third Parties within twenty-five (25) Working Days of the issue of the Multi-Party Procedure Initiation Notice (or such longer period as the Parties may agree in writing), then:

9.9.1 either Party may serve a Mediation Notice in respect of the Multi-Party Dispute in which case Paragraph 5 shall apply; 

9.9.2 either Party may request that the Multi-Party Dispute is referred to an expert in which case Paragraph 6 shall apply; and/or

9.9.3 subject to Paragraph 9.10, Paragraph 7 shall apply to the Multi-Party Dispute,

	and in each case references to the “Supplier” or the “Parties” in such provisions shall include a reference to all Related Third Parties.







9.10 [bookmark: _Ref45802702]If a Multi-Party Dispute is referred to arbitration in accordance with Paragraph 7 or a Dispute becomes a Multi-Party Dispute during the course of arbitration proceedings and either Party is unable to compel a Related Third Party to submit to such arbitration proceedings, the Buyer or the Supplier may discontinue such arbitration proceedings and instead initiate court proceedings. The costs of any such discontinued arbitration proceedings shall be borne by the Party which is in a direct contractual relationship with the Related Third Party or, where the Related Third Party is a SubContractor, by the Supplier.
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[bookmark: _Toc48825068]SCHEDULE 5 -  CHANGE CONTROL PROCEDURE

PART A – SHORT FORM CHANGE CONTROL PROCEDURE



1. CHANGE CONTROL PROCEDURE 

1.1 Subject to the provisions of Clause 49, either Party may request a Change to this Contract provided that such variation does not amount to a material change of this Contract within the meaning of the Regulations and the Law. 

1.2 A Party may request a Change by completing and sending the Change Form set out in Annex 1 of this Part A (Short Form Change Control Procedure) of Schedule 5 (Change Control Procedure) to the other Party giving sufficient information for the receiving Party to assess the extent of the proposed Change and any additional cost that may be incurred.

1.3 [bookmark: _bookmark52]The Buyer may require the Supplier to carry out an impact assessment of the Change on the Services (the “Impact Assessment”). The Impact Assessment shall be completed in good faith and shall include:

1.3.1 details of the impact of the proposed Change on the Services and the Supplier's ability to meet its other obligations under this Contract;

1.3.2 details of the cost of implementing the proposed Change;

1.3.3 details of the ongoing costs required by the proposed Change when implemented, including any increase or decrease in the Charges, any alteration in the resources and/or expenditure required by either Party and any alteration to the working practices of either Party;

1.3.4 a timetable for the implementation, together with any proposals for the testing of the Change; and

1.3.5 such other information as the Buyer may reasonably request in (or in response to) the Change request.

1.4 [bookmark: _bookmark53][bookmark: _Ref45794664]The Parties may agree to adjust the time limits specified in the Change request to allow for the preparation of the Impact Assessment.

1.5 Subject to paragraph 1.4 above, the receiving Party shall respond to the request within the time limits specified in the Change Form. Such time limits shall be reasonable and ultimately at the discretion of the Buyer having regard to the nature of the Services and the proposed Change. 

1.6 In the event that the Supplier is unable to agree to or provide the Change and/or the Parties are unable to agree a change to the Charges that may be included in a request of a Change or response to it as a consequence thereof, the Buyer may:

1.6.1 agree to continue to perform its obligations under this Contract without the Change; or

1.6.2 terminate this Contract with immediate effect, except where the Supplier has already fulfilled part or all of the Services in accordance with this Contract or where the Supplier can show evidence of substantial work being carried out to provide the Services under this Contract, and in such a case, the Parties shall attempt to agree upon a resolution to the matter. Where a resolution cannot be reached, the matter shall be dealt with under the Dispute Resolution Procedure.

1.7 If the Parties agree the Change, the Supplier shall implement such Change and be bound by the same provisions so far as is applicable, as though such Change was stated in this Contract.








ANNEX 1 – CHANGE FORM





No of Order Form being varied:

…………………………………………………………………… 

Change Form No:

…………………………………………………………………………………… 

BETWEEN:

[insert name of Buyer] ("the Buyer") and

[insert name of Supplier] ("the Supplier")



1. This Contract is varied as follows and shall take effect on the date signed by both Parties:



[Guidance Note: Insert details of the Variation]



2. Words and expressions in this Change shall have the meanings given to them in this Contract.



3. This Contract, including any previous Changes, shall remain effective and unaltered except as amended by this Change.



Signed by an authorised signatory for and on behalf of the Buyer

Signature





Date





Name (in Capitals)









Address









Signed by an authorised signatory to sign for and on behalf of the Supplier



Signature





Date





Name (in Capitals)









Address








PART B – LONG FORM CHANGE CONTROL PROCEDURE



NOT USED

1. DEFINITIONS

	In this Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure), the following definitions shall apply:

		“Buyer Change Manager”

		the person appointed to that position by the Buyer from time to time and notified in writing to the Supplier or, if no person is notified, the Buyer Representative;



		“Change Authorisation Note”

		an authorisation note setting out an agreed Contract Change which shall be substantially in the form of Annex 2 of this Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure);



		“Change Request”

		a written request for a Contract Change which shall be substantially in the form of Annex 1 of this Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure);



		“Change Communication”

		any Change Request, Impact Assessment, Change Authorisation Note or other communication sent or required to be sent pursuant to Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure);



		“Contract Change”

		any change to this Contract other than an Operational Change;



		“Fast-track Change”

		any Contract Change which the Parties agree to expedite in accordance with Paragraph 8;



		“Impact Assessment”

		an assessment of a Change Request in accordance with Paragraph 5;



		“Impact Assessment Estimate”

		has the meaning given in Paragraph 4.3;



		“Operational Change”

		any change in the Supplier's operational procedures which in all respects, when implemented:

will not affect the Charges and will not result in any other costs to the Buyer; 

may change the way in which the Services are delivered but will not adversely affect the output of the Services or increase the risks in performing or receiving the Services; 

will not adversely affect the interfaces or interoperability of the Services with any of the Buyer's IT infrastructure; and

will not require a change to this Contract;





		“Receiving Party”

		the Party which receives a proposed Contract Change; 



		“RFOC”

		has the meaning given in Paragraph 9.2; and 



		“Supplier Change Manager”

		the person appointed to that position by the Supplier from time to time and notified in writing to the Buyer or, if no person is notified, the Supplier Representative.





2. GENERAL PRINCIPLES OF CHANGE CONTROL PROCEDURE

2.1 This Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure) sets out the procedure for dealing with Changes.

2.2 Operational Changes shall be processed in accordance with Paragraph 9.  If either Party is in doubt about whether a Change falls within the definition of an Operational Change, then it must be processed as a Contract Change.

2.3 The Parties shall deal with Contract Change as follows:

2.3.1 either Party may request a Contract Change which they shall initiate by issuing a Change Request in accordance with Paragraph 4;

2.3.2 unless this Contract otherwise requires, the Supplier shall assess and document the potential impact of a proposed Contract Change in accordance with Paragraph 5 before the Contract Change can be either approved or implemented;

2.3.3 the Buyer shall have the right to request amendments to a Change Request, approve it or reject it in the manner set out in Paragraph 6;

2.3.4 the Supplier shall have the right to reject a Change Request solely in the manner set out in Paragraph 7;

2.3.5 save as otherwise provided in this Contract, no proposed Contract Change shall be implemented by the Supplier until a Change Authorisation Note has been signed and issued by the Buyer in accordance with Paragraph 6.2; and

2.3.6 if a proposed Contract Change is a Fast-track Change, it shall be processed in accordance with Paragraph 8.

2.4 To the extent that any Contract Change requires testing and/or a programme for implementation, then the Parties shall follow the procedures set out in Schedule S2 (Testing Procedures) where used, and, where appropriate, the Change Authorisation Note relating to such a Contract Change shall specify Milestones and Milestone Date(s) in respect of such Contract Change for the purposes of such procedures.

2.5 Until a Change Authorisation Note has been signed and issued by the Buyer in accordance with Paragraph 6.2, then:

2.5.1 unless the Buyer expressly agrees (or requires) otherwise in writing, the Supplier shall continue to supply the Services in accordance with the existing terms of this Contract as if the proposed Contract Change did not apply; and

2.5.2 any discussions, negotiations or other communications which may take place between the Buyer and the Supplier in connection with any proposed Contract Change, including the submission of any Change Communications, shall be without prejudice to each Party’s other rights under this Contract.

2.6 The Supplier shall:

2.6.1 within 10 Working Days of the Buyer’s signature and issue of a Change Authorisation Note, deliver to the Buyer a copy of this Contract updated to reflect all Contract Changes agreed in the relevant Change Authorisation Note and annotated with a reference to the Change Authorisation Note pursuant to which the relevant Contract Changes were agreed; and

2.6.2 thereafter provide to the Buyer such further copies of the updated Contract as the Buyer may from time to time request.

3. [bookmark: _Ref139341747]COSTS

3.1 Subject to Paragraph 3.3:

3.1.1 the costs of preparing each Change Request shall be borne by the Party making the Change Request; and

3.1.2 the costs incurred by the Supplier in undertaking an Impact Assessment shall be borne by the Party making the Change Request provided that the Buyer shall not be required to pay any such costs if:

(a) such costs are below the figure set out in Order Form;

(b) the Supplier is able to undertake the Impact Assessment by using resources already deployed in the provision of the Services; or

(c) such costs exceed those in the accepted Impact Assessment Estimate.

3.2 The cost of any Contract Change shall be calculated and charged in accordance with the principles and day rates or day costs (as applicable) set out in Schedule 2 (Charges and Invoicing).  The Supplier shall be entitled to increase the Charges only if it can demonstrate in the Impact Assessment that the proposed Contract Change requires additional resources and, in any event, any change to the Charges resulting from a Contract Change (whether the change will cause an increase or a decrease in the Charges) will be strictly proportionate to the increase or decrease in the level of resources required for the provision of the Services as amended by the Contract Change.

3.3 [bookmark: _Ref139341470]Both Parties' costs incurred in respect of any use of this Change Control Procedure as a result of any error or Default by the Supplier shall be paid for by the Supplier.

4. [bookmark: _Ref139341313]CHANGE REQUEST

4.1 Either Party may issue a Change Request to the other Party at any time during the Contract Period.  A Change Request shall be substantially in the form of Annex 1 of this Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure) and state whether the Party issuing the Change Request considers the proposed Contract Change to be a Fast-track Change.

4.2 If the Supplier issues the Change Request, then it shall also provide an Impact Assessment to the Buyer as soon as is reasonably practicable but in any event within 10 Working Days of the date of issuing the Change Request.

4.3 [bookmark: _Ref45797665][bookmark: _Ref139341652]If the Buyer issues the Change Request, then the Supplier shall provide as soon as reasonably practical and in any event within ten (10) Working Days of the date of receiving the Change Request an estimate (“Impact Assessment Estimate”) of the cost of preparing an Impact Assessment and the timetable for preparing it. The timetable shall provide for the completed Impact Assessment to be received by the Buyer within ten (10) Working Days of acceptance of the Impact Assessment Estimate or within any longer time period agreed by the Buyer.

4.4 If the Buyer accepts an Impact Assessment Estimate then following receipt of notice of such acceptance the Supplier shall provide the completed Impact Assessment to the Buyer as soon as is reasonably practicable and in any event within the period agreed in the Impact Assessment Estimate. If the Supplier requires any clarification in relation to the Change Request before it can deliver the Impact Assessment, then it shall promptly make a request for clarification to the Buyer and provided that sufficient information is received by the Buyer to fully understand:

4.4.1 the nature of the request for clarification; and

4.4.2 the reasonable justification for the request;

	the time period to complete the Impact Assessment shall be extended by the time taken by the Buyer to provide that clarification.  The Buyer shall respond to the request for clarification as soon as is reasonably practicable. 

5. [bookmark: _Ref139341337]IMPACT ASSESSMENT

5.1 Each Impact Assessment shall be completed in good faith and shall include:

5.1.1 details of the proposed Contract Change including the reason for the Contract Change; 

5.1.2 details of the impact of the proposed Contract Change on the Services and the Supplier's ability to meet its other obligations under this Contract; and

5.1.3 any variation to the terms of this Contract that will be required as a result of that impact, including changes to:

(a) the Services Specification and/or the Service Levels;

(b) the Milestones, Implementation Plan and any other timetable previously agreed by the Parties;

(c) other services provided by third party contractors to the Buyer, including any changes required by the proposed Contract Change to the Buyer's IT infrastructure;

5.1.4 [bookmark: _Ref45798841]details of the cost of implementing the proposed Contract Change;

5.1.5 [bookmark: _Ref45798843]details of the ongoing costs required by the proposed Contract Change when implemented, including any increase or decrease in the Charges, any alteration in the resources and/or expenditure required by either Party and any alteration to the working practices of either Party;

5.1.6 a timetable for the implementation, together with any proposals for the testing of the Contract Change;

5.1.7 details of how the proposed Contract Change will ensure compliance with any applicable Change in Law; and

5.1.8 such other information as the Buyer may reasonably request in (or in response to) the Change Request.

5.2 If the Contract Change involves the processing or transfer of any Personal Data outside the European Economic Area, the preparation of the Impact Assessment shall also be subject to Clause 34 (Protection of Personal Data).

5.3 Subject to the provisions of Paragraph 5.4, the Buyer shall review the Impact Assessment and respond to the Supplier in accordance with Paragraph 6 within fifteen (15) Working Days of receiving the Impact Assessment.

5.4 [bookmark: _Ref139341494][bookmark: _Ref45798685]If the Buyer is the Receiving Party and the Buyer reasonably considers that it requires further information regarding the proposed Contract Change so that it may properly evaluate the Change Request and the Impact Assessment, then within five (5) Working Days of receiving the Impact Assessment, it shall notify the Supplier of this fact and detail the further information that it requires.  The Supplier shall then re-issue the relevant Impact Assessment to the Buyer within ten (10) Working Days of receiving such notification.  At the Buyer's discretion, the Parties may repeat the process described in this Paragraph 5.4 until the Buyer is satisfied that it has sufficient information to properly evaluate the Change Request and Impact Assessment.

5.5 The calculation of costs for the purposes of Paragraphs 5.1.4 and 5.1.5 shall:

5.5.1 include estimated volumes of each type of resource to be employed and the applicable rate card;

5.5.2 include full disclosure of any assumptions underlying such Impact Assessment; 

5.5.3 include evidence of the cost of any assets required for the Change; and

5.5.4 include details of any new Sub-Contracts necessary to accomplish the Change.

6. [bookmark: _Ref139341359]BUYER’S RIGHT OF APPROVAL

6.1 [bookmark: _Ref139341601]Within fifteen (15) Working Days of receiving the Impact Assessment from the Supplier or within ten (10) Working Days of receiving the further information that it may request pursuant to Paragraph 5.4, the Buyer shall evaluate the Change Request and the Impact Assessment and shall do one of the following:

6.1.1 approve the proposed Contract Change, in which case the Parties shall follow the procedure set out in Paragraph 6.2;

6.1.2 in its absolute discretion reject the Contract Change, in which case it shall notify the Supplier of the rejection.  The Buyer shall not reject any proposed Contract Change to the extent that the Contract Change is necessary for the Supplier or the Services to comply with any Changes in Law.  If the Buyer does reject a Contract Change, then it shall explain its reasons in writing to the Supplier as soon as is reasonably practicable following such rejection; or

6.1.3 in the event that it reasonably believes that a Change Request or Impact Assessment contains errors or omissions, require the Supplier to modify the relevant document accordingly, in which event the Supplier shall make such modifications within five (5) Working Days of such request. Subject to Paragraph 5.4, on receiving the modified Change Request and/or Impact Assessment, the Buyer shall approve or reject the proposed Contract Change within ten (10) Working Days.

6.2 [bookmark: _Ref139341396]If the Buyer approves the proposed Contract Change pursuant to Paragraph 6.1 and it has not been rejected by the Supplier in accordance with Paragraph 7, then it shall inform the Supplier and the Supplier shall prepare two copies of a Change Authorisation Note which it shall sign and deliver to the Buyer for its signature.  Following receipt by the Buyer of the Change Authorisation Note, it shall sign both copies and return one copy to the Supplier.  On the Buyer's signature the Change Authorisation Note shall constitute (or, where the Buyer has agreed to or required the implementation of a Change prior to signature of a Change Authorisation Note,  shall constitute confirmation of) a binding variation to this Contract.

6.3 If the Buyer does not sign the Change Authorisation Note within ten (10) Working Days, then the Supplier shall have the right to notify the Buyer and if the Buyer does not sign the Change Authorisation Note within five (5) Working Days of such notification, then the Supplier may refer the matter to the Expedited Dispute Timetable pursuant to Paragraph 3 of Schedule 4 (Dispute Resolution Procedure).

7. [bookmark: _Ref139341381]SUPPLIER’S RIGHT OF APPROVAL

7.1 	Following an Impact Assessment, if:

7.1.1 the Supplier reasonably believes that any proposed Contract Change which is requested by the Buyer would:

(a) materially and adversely affect the risks to the health and safety of any person; and/or

(b) require the Services to be performed in a way that infringes any Law; and/or

7.1.2 the Supplier demonstrates to the Buyer's reasonable satisfaction that the proposed Contract Change is technically impossible to implement and the Services Specification does not state that the Supplier does have the technical capacity and flexibility required to implement the proposed Contract Change,

then the Supplier shall be entitled to reject the proposed Contract Change and shall notify the Buyer of its reasons for doing so within five (5) Working Days after the date on which it is obliged to deliver the Impact Assessment pursuant to Paragraph 4.3.



8. [bookmark: _Ref139341411]FAST-TRACK CHANGES

8.1 The Parties acknowledge that to ensure operational efficiency there may be circumstances where it is desirable to expedite the processes set out above.

8.2 [bookmark: _Ref45799458][bookmark: _Ref139341170]If:

8.2.1 the total number of Contract Changes in relation to which this Fast-track Change procedure has been applied does not exceed 4 in any 12 month period; and 

8.2.2 both Parties agree the value of the proposed Contract Change over the remaining Contract Period and any period for which Termination Assistance may be required does not exceed the figure set out in the Order Form and the proposed Contract Change is not significant (as determined by the Buyer acting reasonably),

	then the Parties shall confirm to each other in writing that they shall use the process set out in Paragraphs 4, 5, 6 and 7 but with reduced timescales, such that any period of fifteen (15) Working Days is reduced to five (5) Working Days, any period of ten (10) Working Days is reduced to two (2) Working Days and any period of five (5) Working Days is reduced to one (1) Working Day.

8.3 The Parties may agree in writing to revise the parameters set out in Paragraph 8.2 from time to time or that the Fast-track Change procedure shall be used in relation to a particular Contract Change notwithstanding that the total number of Contract Changes to which such procedure is applied will then exceed 4 in a 12 month period.

9. [bookmark: _Ref139341280]OPERATIONAL CHANGE PROCEDURE

9.1 Any Operational Changes identified by the Supplier to improve operational efficiency of the Services may be implemented by the Supplier without following the Change Control Procedure for proposed Contract Changes provided they do not:

9.1.1 have an impact on the business of the Buyer;

9.1.2 require a change to this Contract;

9.1.3 have a direct impact on use of the Services; or

9.1.4 involve the Buyer in paying any additional Charges or other costs.

9.2 [bookmark: _Ref45799776]The  Buyer may request an Operational Change by submitting a written request for Operational Change (“RFOC”) to the Supplier Representative.

9.3 The RFOC shall include the following details:

9.3.1 the proposed Operational Change; and

9.3.2 the time-scale for completion of the Operational Change.

9.4 The Supplier shall inform the Buyer of any impact on the Services that may arise from the proposed Operational Change.

9.5 The Supplier shall complete the Operational Change by the timescale specified for completion of the Operational Change in the RFOC, and shall promptly notify the Buyer when the Operational Change is completed.

10. COMMUNICATIONS

For any Change Communication to be valid under this Part B (Long Form Change Control Procedure) of this Schedule 5 (Change Control Procedure), it must be sent to either the Buyer Change Manager or the Supplier Change Manager, as applicable. The provisions of Clause 50 (Notices) shall apply to a Change Communication as if it were a notice. 


ANNEX 1: Change Request Form



		CR NO.:

		TITLE:

		TYPE OF CHANGE: 



		CONTRACT:

		REQUIRED BY DATE:



		ACTION: 

		NAME:

		DATE:



		RAISED BY: 



		AREA(S) IMPACTED (OPTIONAL FIELD): 



		ASSIGNED FOR IMPACT ASSESSMENT BY: 



		ASSIGNED FOR IMPACT ASSESSMENT TO: 



		SUPPLIER REFERENCE NO.: 



		FULL DESCRIPTION OF REQUESTED CONTRACT CHANGE (INCLUDING PROPOSED CHANGES TO THE WORDING OF THE CONTRACT): 



		DETAILS OF ANY PROPOSED ALTERNATIVE SCENARIOS:



		REASONS FOR AND BENEFITS AND DISADVANTAGES OF REQUESTED CONTRACT CHANGE:



		SIGNATURE OF REQUESTING CHANGE OWNER:



		DATE OF REQUEST:








ANNEX 2: Change Authorisation Note



		CR NO.:

		TITLE:

		DATE RAISED: 



		CONTRACT:

		TYPE OF CHANGE:

		REQUIRED BY DATE: 



		[KEY MILESTONE DATE: [if any]   ]



		DETAILED DESCRIPTION OF CONTRACT CHANGE FOR WHICH IMPACT ASSESSMENT IS BEING PREPARED AND WORDING OF RELATED CHANGES TO THE CONTRACT: 



		PROPOSED ADJUSTMENT TO THE CHARGES RESULTING FROM THE CONTRACT CHANGE:



		DETAILS OF PROPOSED ONE-OFF ADDITIONAL CHARGES AND MEANS FOR DETERMINING THESE (E.G. FIXED PRICE BASIS): 









		SIGNED ON BEHALF OF THE BUYER:



		SIGNED ON BEHALF OF THE SUPPLIER:



		Signature:_____________________



		Signature:_____________________



		Name:________________________



		Name:________________________



		Position:______________________



		Position:______________________



		Date:________________________



		Date:_________________________










[bookmark: _Toc48825069]SCHEDULE 6 -  TRANSPARENCY REPORTS



1. Within three (3) months from the Commencement Date the Supplier shall provide to the Buyer for approval (the Buyer’s decision to approve or not shall not be unreasonably withheld or delayed) draft Transparency Reports consistent with the content and format requirements specified in Attachment 10 (Transparency Reports) of the Order Form.

2. If the Buyer rejects any proposed Transparency Report submitted by the Supplier, the Supplier shall submit a revised version of the relevant report for approval by the Buyer within five (5) days of receipt of any notice of rejection, taking account of any recommendations for revision and improvement to the report provided by the Buyer. If the Parties fail to agree on a draft Transparency Report the Buyer shall determine what should be included.

3. The Supplier shall provide accurate and up-to-date versions of each Transparency Report to the Buyer at the frequency referred to in Attachment 10 (Transparency Reports) of the Order Form.

4. Any disagreement in connection with the preparation and/or approval of Transparency Reports, other than under Paragraph 2 above in relation to the contents of a Transparency Report, shall be treated as a Dispute.

5. The requirements in this Schedule 6 are in addition to any other reporting requirements in this Contract.




[bookmark: _Toc48825070]SCHEDULE 7 -  GOVERNANCE

PART A – SHORT FORM GOVERNANCE 

1. DEFINITIONS

In this Part A (Short Form Governance) of this Schedule 7 (Governance), the following definitions shall apply: 

		"Operational Board"

		the board established in accordance with Paragraph 2.1 of this Part A (Short Form Governance) of this Schedule 7 (Governance); and



		"Project Manager"

		the manager appointed in accordance with Paragraph 2.1 of Part A (Short Form Governance) of this Schedule 7 (Governance).







2. PROJECT MANAGEMENT

2.1 [bookmark: _Ref492661229][bookmark: _Ref492656750]The Supplier and the Buyer shall each appoint a Project Manager for the purposes of this Contract through whom the provision of the Services shall be managed day-to-day.

2.2  The Parties shall ensure that appropriate resource is made available on a regular basis such that the aims, objectives and specific provisions of this Contract can be fully realised.

2.3 Without prejudice to Paragraph 4 below, the Parties agree to operate the boards specified as set out in Part A of Attachment 8 (Governance) of the Order Form. 

3. ROLE OF THE SUPPLIER CONTRACT MANAGER

3.1 The Supplier's Contract Manager's shall be:

3.1.1 the primary point of contact to receive communication from the Buyer and will also be the person primarily responsible for providing information to the Buyer; 

3.1.2 able to delegate his position to another person at the Supplier but must inform the Buyer before proceeding with the delegation and it will be delegated person's responsibility to fulfil the Contract Manager's responsibilities and obligations; 

3.1.3 able to cancel any delegation and recommence the position himself; and

3.1.4 replaced only after the Buyer has received notification of the proposed change. 

3.2 The Buyer may provide revised instructions to the Supplier's Contract Manager's in regards to this Contract and it will be the Supplier's Contract Manager's responsibility to ensure the information is provided to the Supplier and the actions implemented. 

3.3 Receipt of communication from the Supplier's Contract Manager's by the Buyer does not absolve the Supplier from its responsibilities, obligations or liabilities under this Contract.

4. [bookmark: _Ref46045330]ROLE OF THE OPERATIONAL BOARD

4.1 The Operational Board shall be established by the Buyer for the purposes of this Contract on which the Supplier and the Buyer shall be represented.

4.2 The Operational Board members, frequency and location of board meetings and planned start date by which the board shall be established are set out in Part A of Attachment 8 (Governance) of the Order Form.

4.3 In the event that either Party wishes to replace any of its appointed board members, that Party shall notify the other in writing for approval by the other Party (such approval not to be unreasonably withheld or delayed). Each Buyer board member shall have at all times a counterpart Supplier board member of equivalent seniority and expertise.

4.4 Each Party shall ensure that its board members shall make all reasonable efforts to attend board meetings at which that board member’s attendance is required. If any board member is not able to attend a board meeting, that person shall use all reasonable endeavours to ensure that a delegate attends the Operational Board meeting in his/her place (wherever possible) and that the delegate is properly briefed and prepared and that he/she is debriefed by such delegate after the board meeting.

4.5 The purpose of the Operational Board meetings will be to review the Supplier’s performance under this Contract. The agenda for each meeting shall be set by the Buyer and communicated to the Supplier in advance of that meeting.

5. CONTRACT RISK MANAGEMENT 

5.1 The Parties shall:

5.1.1 subject to the Change Control Procedure, accept or reject new risks proposed for inclusion in the Risk Register; 

5.1.2 agree which risks to close on the Risk Register; and

5.1.3 identify risks relating to or arising out of the performance of the Services and provisional owners of these risks. 

5.2 [bookmark: _Ref46047620]The Supplier will maintain the Risk Register in relation to the risks relating to this Contract which the Buyer's and the Supplier have identified and shall submit this to the Buyer for the Buyer’s review. 

6. CONTRACT MANAGEMENT MECHANISMS

6.1 Both Parties shall pro-actively manage risks attributed to them under the terms of this Contract.

6.2 The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer, processes for:

6.2.1 the identification and management of risks;

6.2.2 the identification and management of issues; and

6.2.3 monitoring and controlling project plans.

6.3 The Risk Register shall be updated by the Supplier and submitted to the Buyer for review in accordance with Paragraph 5.2 above. 

PART B – LONG FORM GOVERNANCE

1. DEFINITIONS

In this Part B (LongShort Form Governance) of this Schedule 7 (Governance), the following definitions shall apply: 	Comment by Janet Messer: This should say Long Form	Comment by Claire Luu: corrected

		“Board Member”

		the initial persons appointed by the Buyer and Supplier to the Boards as set out in Part B of Attachment 8 (Governance) of the Order Form and any replacements from time to time agreed by the Parties in accordance with Paragraph 3.3;



		“Boards”

		the Service Management Board, Programme Board, Change Management Board, Technical Board and Risk Management Board and “Board” shall mean any of them;



		“Change Management Board”

		the body described in Paragraph 6;





		“Project Managers”

		the individuals appointed as such by the Buyer and the Supplier in accordance with Paragraph 2; 



		“Risk Management Board”

		the body described in Paragraph 8;



		“Service Management Board”

		the body described in Paragraph 4; and



		“Technical Board”

		the body described in Paragraph 7.





2. [bookmark: _Ref46047968]MANAGEMENT OF THE SERVICES

2.1 [bookmark: _Ref350360363][bookmark: _Ref350360394]The Supplier and the Buyer shall each appoint a project manager for the purposes of this Contract through whom the Services shall be managed at a day-to-day. 

2.2 Both Parties shall ensure that appropriate resource is made available on a regular basis such that the aims, objectives and specific provisions of this Contract can be fully realised. 

3. BOARDS

Establishment and structure of the Boards

3.1 The Boards shall be established by the Buyer for the purposes of this Contract on which both the Supplier and the Buyer shall be represented.

3.2 In relation to each Board, the:

3.2.1 Buyer Board Members;

3.2.2 Supplier Board Members;

3.2.3 frequency that the Board shall meet (unless otherwise agreed between the Parties);

3.2.4 location of the Board's meetings; and

3.2.5 planned start date by which the Board shall be established,



	shall be as set out in Part B of Attachment 8 (Governance) of the Order Form. 

3.3 [bookmark: _Ref46047937]In the event that either Party wishes to replace any of its appointed Board Members, that Party shall notify the other in writing of the proposed change for agreement by the other Party (such agreement not to be unreasonably withheld or delayed).  Notwithstanding the foregoing it is intended that each Buyer Board Member has at all times a counterpart Supplier Board Member of equivalent seniority and expertise.

 Board Meetings 


3.4 Each Party shall ensure that its Board Members shall make all reasonable efforts to attend Board meetings at which that Board Member's attendance is required.  If any Board Member is not able to attend a Board meeting, that person shall use all reasonable endeavours to ensure that:

3.4.1 a delegate attends the relevant Board meeting in his/her place who (wherever possible) is properly briefed and prepared; and

3.4.2 that he/she is debriefed by such delegate after the Board Meeting.

3.5 A chairperson shall be appointed by the Buyer for each Board as identified in Part B of Attachment 8 (Governance) of the Order Form.  The chairperson shall be responsible for:

3.5.1 scheduling Board meetings;

3.5.2 setting the agenda for Board meetings and circulating to all attendees in advance of such meeting;

3.5.3 chairing the Board meetings;

3.5.4 monitoring the progress of any follow up tasks and activities agreed to be carried out following Board meetings;

3.5.5 ensuring that minutes for Board meetings are recorded and disseminated electronically to the appropriate persons and to all Board meeting participants within seven (7) Working Days after the Board meeting; and

3.5.6 facilitating the process or procedure by which any decision agreed at any Board meeting is given effect in the appropriate manner.

3.6 Board meetings shall be quorate as long as at least two representatives from each Party are present.

3.7 The Parties shall ensure, as far as reasonably practicable, that all Boards shall as soon as reasonably practicable resolve the issues and achieve the objectives placed before them.  Each Party shall endeavour to ensure that Board Members are empowered to make relevant decisions or have access to empowered individuals for decisions to be made to achieve this.

4. [bookmark: _Ref46047999]ROLE OF THE SERVICE MANAGEMENT BOARD	Comment by Janet Messer: Is this the contract management group? Or is this the proposed new delivery leadership team? If the latter then contract management should be included 	Comment by Claire Luu: I have interpreted this as the Delivery Leadership Group. Contract oversight is currently set out as a responsibility of the programme board at 5.1.3 below. I'm not aware of our establishing a separate 'contract management group'?	Comment by Claire Luu: Resolved - agreed on 15/09/2023 that Service Management Board will be the existing Live System Monitoring Group expanded to include RSP new developments under this Contract. 

4.1 The Service Management Board shall be responsible for the executive management of the Services and shall:

4.1.1 be accountable to the Programme Board for comprehensive oversight of the Services and for the senior management of the operational relationship between the Parties;

4.1.2 report to the Programme Board on significant issues requiring decision and resolution by the Programme Board and on progress against the high level Implementation Plan;

4.1.3 receive reports from the Project Managers on matters such as issues relating to delivery of existing Services and performance against Performance Indicators, progress against the Implementation Plan and possible future developments;

4.1.4 review and report to the Programme Board on service management, co-ordination of individual projects and any integration issues;

4.1.5 deal with the prioritisation of resources and the appointment of Project Managers on behalf of the Parties;

4.1.6 [bookmark: _Ref127944779]consider and resolve Disputes (including Disputes as to the cause of a Delay or the performance of the Services) in the first instance and if necessary escalate the Dispute to the Programme Board; and

4.1.7 develop operational/supplier relationship and develop and propose the relationship development strategy and ensure the implementation of the same.

5. ROLE OF THE PROGRAMME BOARD	Comment by Janet Messer: Existing programme board	Comment by Claire Luu: Agreed. But note that the TDA currently reports into the Digital Strategy and Priorities Group, not RSP Board. I'm not clear how the TDA feeds into the RSP Board or how the DSPB interacts with RSP Board. 	Comment by Claire Luu: Resolved in call on 15/09/2023. Agreed RSP Board is Programme Board. 

5.1 The Programme Board shall:

5.1.1 provide senior level guidance, leadership and strategy for the overall delivery of the Services;

5.1.2 be the point of escalation from the Change Management Board, the Technical Board and the Service Management Board; 

5.1.3 ensure that this Contract is operated throughout the Contract Period in a manner which optimises the value for money and operational benefit derived by the Buyer and the commercial benefit derived by the Supplier;

5.1.4 receive and review reports from the Service Management Board and review reports on technology, service and other developments that offer potential for improving the benefit that either Party is receiving, in particular value for money;

5.1.5 determine business strategy and provide guidance on policy matters which may impact on the implementation of the Services; 

5.1.6 provide guidance and authorisation to the Change Management Board on relevant Changes. 

6. [bookmark: _Ref46047949]ROLE OF THE CHANGE MANAGEMENT BOARD	Comment by Janet Messer: Matches our change control board – we can adopt the new name	Comment by Claire Luu: I have left this name 'as is' here and just added Change Control Board in brackets in the Order Form so it's clear we're referring to the same thing.  	Comment by Claire Luu: Resolved in meeting on 15/09/2023 - Change Management Board will be a function of the Delivery Leadership Group meeting and able to approve its own changes. DLG itself will not exist as an entity for the purposes of the contract but will exist for operational purposes. Change Control Board will be a separate entity/meeting from Change Management board and will feed into DLG/Change Management board decision making. 

6.1 The Change Management Board shall assess the impact and approve or reject all Change Requests. Changes which will have a significant impact on the Services shall be escalated to the Programme Board.

6.2 The Change Management Board shall:

6.2.1 analyse and record the impact of all Changes, specifically whether the proposed Change: 

(a) has an impact on other areas or aspects of this Contract and/or other documentation relating to the Services; 

(b) has an impact on the ability of the Buyer  to meet its agreed business needs within agreed time-scales; 

(c) will raise any risks or issues relating to the proposed Change; and

(d) will provide value for money in consideration of any changes to the future Charges and/or Service Levels;

6.2.2 provide recommendations, seek guidance and authorisation from the Programme Board as required; and

6.2.3 approve or reject (close) all proposed Changes.

7. [bookmark: _Ref46047989]ROLE OF THE TECHNICAL BOARD 	Comment by Janet Messer: Matches Technical Design Authority which is a standard industry term so not sure if we want to change name	Comment by Claire Luu: TDA currently reports to the Digital Strategy and Priorities Group. I have added TDA in brackets in the Order Form so it's clear that we're referring to the same thing. 	Comment by Claire Luu: Resolved on 15/09/2023 - agreed TDA will include Technical Board going forwards. 

7.1 The Technical Board shall be accountable to the Programme Board for oversight of the technology used in the Services and ensuring that technological choices are made to maximise the long term value of the Services.

7.2 The Technical Board shall:

7.2.1 ensure compliance with the Standards;

7.2.2 grant dispensations for variations from such compliance where appropriate;

7.2.3 assure the coherence and consistency of the systems architecture for the Services;

7.2.4 monitor developments in new technology and reporting on their potential benefit to the Services; and

7.2.5 provide advice, guidance and information on technical issues.

8. [bookmark: _Ref46047981]ROLE OF THE RISK MANAGEMENT BOARD 	Comment by Janet Messer: We don’t have this. Would we want to merge into contract management group?	Comment by Claire Luu: I would wrap these risk management responsibilities up with the Delivery Leadership Group (Service Management Board). I'm not aware of a separate contract management group? 	Comment by Claire Luu: Resolved in meeting on 15/09/2023 - Risk management board will be addressed in meeting of the Delivery Leadership Group (DLG itself will exist for operational purposes but not in the contract). 

8.1 The Risk Management Board shall identify and manage risks relating to the performance of the Services.

8.2 The Risk Management Board shall:

8.2.1 provide assurance to the Programme Board that risks are being effectively managed across the Services, including reporting the ‘top 5’ risks to the Programme Board on a monthly basis; 

8.2.2 identify the risks to be reported to the Programme Board via the regular risk reports; 

8.2.3 subject to the Change Control Procedure, accept or reject new risks proposed for inclusion in the Risk Register; 

8.2.4 ratify or refuse requests to close risks on the Risk Register; and

8.2.5 identify risks relating to or arising out of the performance of the Services and provisional owners of these risks.

9. CONTRACT MANAGEMENT MECHANISMS

9.1 Both Parties shall pro-actively manage risks attributed to them under the terms of this Contract.

9.2 The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer, processes for:

9.2.1 the identification and management of risks;

9.2.2 the identification and management of issues; and

9.2.3 monitoring and controlling project plans.

9.3 The Risk Register shall be updated by the Supplier and submitted for review by the Risk Management Board.

10. ANNUAL REVIEW

10.1 An annual review meeting shall be held throughout the Contract Period on a date to be agreed between the Parties.

10.2 The meetings shall be attended by the Buyer Representative and Supplier Representative and any other persons considered by the Buyer necessary for the review.




















[bookmark: _Toc48825071]SCHEDULE 8 -  FINANCIAL DISTRESS

1. DEFINITIONS

In this Schedule 8 (Financial Distress), the following definitions shall apply:

		"Credit Rating Threshold"

		the minimum credit rating level for the Monitored Company as set out in Part A of Attachment 7 (Financial Distress) of the Order Form; 



		"Financial Distress Event"

		the occurrence or one or more of the following events:

a) the credit rating of the Monitored Company dropping below the applicable Credit Rating Threshold;

b) the Monitored Company issuing a profits warning to a stock exchange or making any other public announcement about a material deterioration in its financial position or prospects;

c) there being a public investigation into improper financial accounting and reporting, suspected fraud or any other impropriety of the Monitored Party; 

d) Monitored Company committing a material breach of covenant to its lenders; 

e) a Key Sub-Contractor (where applicable) notifying the Buyer that the Supplier has not satisfied any sums properly due under a specified invoice and not subject to a genuine dispute; or

f) any of the following:

i) commencement of any litigation against the Monitored Company with respect to financial indebtedness or obligations under a contract; 

ii) non-payment by the Monitored Company of any financial indebtedness;

iii) any financial indebtedness of the Monitored Company becoming due as a result of an event of default; or

iv) the cancellation or suspension of any financial indebtedness in respect of the Monitored Company;

in each case which the Buyer reasonably believes (or would be likely reasonably to believe) could directly impact on the continued performance delivery of the Services in accordance with this Contract;



		"Financial Distress Service Continuity Plan"

		a plan setting out how the Supplier will ensure the continued performance and delivery of the Services in accordance with this Contract in the event that a Financial Distress Event occurs;



		“Monitored Company”

		Supplier, Guarantor (if any) or any Key Sub-Contractor; and



		"Rating Agencies"

		the rating agencies set out in Part B of Attachment 7 (Financial Distress) of the Order Form.





2. WARRANTIES AND DUTY TO NOTIFY

2.1 [bookmark: _Ref64470397]The Supplier warrants and represents to the Buyer that as at the Commencement Date the long term credit ratings issued for the Monitored Companies by each of the Rating Agencies are as set out in Part B of Attachment 7 (Financial Distress) of the Order Form. 

2.2 The Supplier shall promptly (and in any event within five (5) Working Days) notify the Buyer in writing if there is any downgrade in the credit rating issued by any Rating Agency for a Monitored Company.

2.3 If there is any downgrade credit rating issued by any Rating Agency for the Monitored Company the Supplier shall ensure that the Monitored Company’s auditors thereafter provide the Buyer within ten (10) Working Days of the end of each Contract Year and within ten (10) Working Days of written request by the Buyer (such requests not to exceed four (4) in any Contract Year) with written calculations of the quick ratio for the Monitored Company as at the end of each Contract Year or such other date as may be requested by Buyer.  For these purposes the "quick ratio" on any date means:

[image: ]

where:

		A

		is the value at the relevant date of all cash in hand and at the bank of the Monitored Company;



		B

		is the value of all marketable securities held by the Supplier the Monitored Company determined using closing prices on the Working Day preceding the relevant date; 



		C

		is the value at the relevant date of all account receivables of the Monitored; and



		D

		is the value at the relevant date of the current liabilities of the Monitored Company.







2.4 [bookmark: _Ref366055935][bookmark: _Ref228788222]The Supplier shall: 

2.4.1 regularly monitor the credit ratings of each Monitored Company with the Rating Agencies; and 

2.4.2 promptly notify (or shall procure that its auditors promptly notify) the Buyer in writing following the occurrence of a Financial Distress Event or any fact, circumstance or matter which could cause a Financial Distress Event and in any event, ensure that such notification is made within ten (10) Working Days of the date on which the Supplier first becomes aware of the Financial Distress Event or the fact, circumstance or matter which could cause a Financial Distress Event.

2.5 For the purposes of determining whether a Financial Distress Event has occurred the credit rating of the Monitored Company shall be deemed to have dropped below the applicable Credit Rating Threshold if any of the Rating Agencies have rated the Monitored Company at or below the applicable Credit Rating Threshold.

3. CONSEQUENCES OF FINANCIAL DISTRESS EVENTS

3.1 [bookmark: _Ref184577481]In the event of a Financial Distress Event then, immediately upon notification of the Financial Distress Event (or if the Buyer becomes aware of the Financial Distress Event without notification and brings the event to the attention of the Supplier), the Supplier shall have the obligations and the Buyer shall have the rights and remedies as set out in Paragraphs 3.3 to 3.6.

3.2 In the event that a Financial Distress Event arises due to a Key Sub-Contractor notifying the Buyer that the Supplier has not satisfied any sums properly due under a specified invoice and not subject to a genuine dispute then, the Buyer shall not exercise any of its rights or remedies under Paragraph 3.3 without first giving the Supplier ten (10) Working Days to:

3.2.1 rectify such late or non-payment; or 

3.2.2 demonstrate to the Buyer's reasonable satisfaction that there is a valid reason for late or non-payment.

3.3 [bookmark: _Ref184577622][bookmark: _Ref228774405]The Supplier shall and shall procure that the other Monitored Companies shall:

3.3.1 [bookmark: _Ref230266896]at the request of the Buyer, meet the Buyer as soon as reasonably practicable (and in any event within three (3) Working Days of the initial notification (or awareness) of the Financial Distress Event) to review the effect of the Financial Distress Event on the continued performance and delivery of the Services in accordance with this Contract; and

3.3.2 [bookmark: _Ref46051688][bookmark: _Toc139079947][bookmark: _Ref184578818][bookmark: _Ref230414686]where the Buyer reasonably believes (taking into account the discussions and any representations made under Paragraph 3.3.1) that the Financial Distress Event could impact on the continued performance and delivery of the Services in accordance with this Contract: 

(a) submit to the Buyer for its approval, a draft Financial Distress Service Continuity Plan as soon as reasonably practicable (and in any event, within ten (10) Working Days of the initial notification (or awareness) of the Financial Distress Event); and

(b) [bookmark: _Ref236310875][bookmark: _Ref236311614]provide such financial information relating to the Monitored Company as the Buyer may reasonably require.

3.4 [bookmark: _Toc139079948][bookmark: _Ref228774109][bookmark: _Ref230417548]If the Buyer does not (acting reasonably) approve the draft Financial Distress Service Continuity Plan, it shall inform the Supplier of its reasons and the Supplier shall take those reasons into account in the preparation of a further draft Financial Distress Service Continuity Plan, which shall be resubmitted to the Buyer within five (5) Working Days of the rejection of the first or subsequent (as the case may be) drafts. This process shall be repeated until the Financial Distress Service Continuity Plan is approved by the Buyer or referred to the Dispute Resolution Procedure under Paragraph 3.5.

3.5 [bookmark: _Ref196127887]If the Buyer considers that the draft Financial Distress Service Continuity Plan is insufficiently detailed to be properly evaluated, will take too long to complete or will not remedy the relevant Financial Distress Event, then it may either agree a further time period for the development and agreement of the Financial Distress Service Continuity Plan or escalate any issues with the draft Financial Distress Service Continuity Plan using the Dispute Resolution Procedure. 

3.6 [bookmark: _Ref228793691][bookmark: _Toc139079949][bookmark: _Ref184578843][bookmark: _Ref196127916]Following approval of the Financial Distress Service Continuity Plan by the Buyer, the Supplier shall:

3.6.1 [bookmark: _Ref228786877]on a regular basis (which shall not be less than monthly), review the Financial Distress Service Continuity Plan and assess whether it remains adequate and up to date to ensure the continued performance and delivery of the Services in accordance with this Contract;

3.6.2 [bookmark: _Ref230416300]where the Financial Distress Service Continuity Plan is not adequate or up to date in accordance with Paragraph 3.6.1, submit an updated Financial Distress Service Continuity Plan to the Buyer for its approval, and the provisions of Paragraphs 3.5 and 3.6 shall apply to the review and approval process for the updated Financial Distress Service Continuity Plan; and 

3.6.3 [bookmark: _Ref228869754]comply with the Financial Distress Service Continuity Plan (including any updated Financial Distress Service Continuity Plan).

3.7 [bookmark: _Ref228869227]Where the Supplier reasonably believes that the relevant Financial Distress Event (or the circumstance or matter which has caused or otherwise led to it) no longer exists, it shall notify the Buyer and subject to the agreement of the Parties, the Supplier may be relieved of its obligations under Paragraph 3.6. 

4. [bookmark: _Ref46051651]TERMINATION RIGHTS

4.1 [bookmark: _Ref490148056]The Buyer shall be entitled to terminate this Contract for material Default if: 

4.1.1 the Supplier fails to notify the Buyer of a Financial Distress Event in accordance with Paragraph 2.4; 

4.1.2 the Parties fail to agree a Financial Distress Service Continuity Plan (or any updated Financial Distress Service Continuity Plan) in accordance with Paragraphs 3.3 to 3.5; and/or

4.1.3 the Supplier fails to comply with the terms of the Financial Distress Service Continuity Plan (or any updated Financial Distress Service Continuity Plan) in accordance with Paragraph 3.6.3.

5. PRIMACY OF CREDIT RATINGS

5.1 Without prejudice to the Supplier’s obligations and the Buyer’s rights and remedies under Paragraph 4, if, following the occurrence of a Financial Distress Event, the Rating Agencies review and report subsequently that the credit ratings do not drop below the relevant Credit Rating Threshold, then:

5.1.1 the Supplier shall be relieved automatically of its obligations under Paragraphs 3.3 to 3.6; and

5.1.2 the Buyer shall not be entitled to require the Supplier to provide financial information in accordance with Paragraph 3.3.2(b). 








ANNEX – RATING AGENCIES 

Rating Agencies:

· Dun and Bradstreet


























[bookmark: _Toc48825072]SCHEDULE 9 -  SOFTWARE

PART A – FORM OF LETTER RE SUB-LICENSING OF SUPPLIER COTS SOFTWARE AND SUPPLIER COTS BACKGROUND IPRs

[insert Buyer
name and address]

[Date]

Dear Sirs



LICENCES FOR SUPPLIER COTS SOFTWARE AND SUPPLIER COTS BACKGROUND IPRs



We refer to the contract between us dated [insert date] in respect of [brief summary of subject of the contract] (the “Contract”). Capitalised expressions used in this letter have the same meanings as in the Contract.



In accordance with Clause 21.4.2 of the Contract we confirm that:



1. the Buyer is licensed by the Supplier to use the Supplier COTS Software and Supplier COTS Background IPRs identified in the first column of the Appendix to this letter (the “Appendix”) on the terms of the licences identified in the second column of the Appendix (the “Licences”); and

2. notwithstanding any provision to the contrary in the Licences, it is agreed that the Buyer may sub-license, assign and novate the Supplier COTS Software and Supplier COTS Background IPRs as referred to in Clause 21.4.2 of the Contract.

Yours faithfully,



Signed:

On behalf of [name of the Supplier]




PART B - FORM OF CONFIDENTIALITY UNDERTAKING CONFIDENTIALITY AGREEMENT



THIS AGREEMENT is made on [date] 



BETWEEN:



(1) [insert name] of [insert address] (the “Sublicensee”); and

(2) [insert name] of [insert address] (the “Supplier” and together with the Supplier, the “Parties”).

WHEREAS:



(A) [insert name of Buyer] (the “Buyer”) and the Supplier are party to a contract dated [insert date] (the “Contract”) for the provision by the Supplier of [insert brief description of services] to the Buyer.

(B) The Buyer wishes to grant a sublicence to the Sublicensee in respect of certain software and intellectual property rights licensed to the Buyer pursuant to the Contract (the “Sublicence”).

(C) It is a requirement of the Contract that, before the Buyer grants such sublicence to the Sublicensee, the Sublicensee execute a confidentiality agreement in favour of the Supplier in or substantially in the form of this Agreement to protect the Confidential Information of the Supplier.

IT IS AGREED as follows:

1. INTERPRETATION

1.1 In this Agreement, unless the context otherwise requires: 

		“Confidential Information”

		means:

0. Information, including all personal data within the meaning of the Data Protection Act 2018, and however it is conveyed, provided by the Buyer to the Sublicensee pursuant to or in connection with the Sublicence that relates to:

0. the Supplier; or

0. the operations, business, affairs, developments, intellectual property rights, trade secrets, know-how and/or personnel of the Supplier;

0. the source code and the object code of the software sublicensed to the Sublicensee pursuant to the Sublicence together with build information, relevant design and development information, technical specifications of all functionality including those not included in standard manuals (such as those that modify system performance and access levels), configuration details, test scripts, user manuals, operating manuals, process definitions and procedures, and all such other documentation supplied by the Supplier to the Buyer pursuant to or in connection with the Sublicence;

0. other Information provided by the Buyer pursuant to this Agreement to the Sublicensee that is clearly designated as being confidential or equivalent or that ought reasonably to be considered to be confidential which comes (or has come) to the Sublicensee’s attention or into the Sublicensee’s possession in connection with the Sublicence; and

0. Information derived from any of the above,

          but not including any Information that:

(a) was in the possession of the Sublicensee without obligation of confidentiality prior to its disclosure by the Buyer; 

(b) was already generally available and in the public domain at the time of disclosure otherwise than by a breach of this Agreement or breach of a duty of confidentiality; or

(c) was independently developed without access to the Information;



		“Information”

		means all information of whatever nature, however conveyed and in whatever form, including in writing, orally, by demonstration, electronically and in a tangible, visual or machine-readable medium (including CD-ROM, magnetic and digital form); and





		“Sublicence” 

		has the meaning given to that expression in recital (B) to this Agreement.





1.2 In this Agreement:

1.2.1 a reference to any gender includes a reference to other genders;

1.2.2 the singular includes the plural and vice versa;

1.2.3 the words “include” and cognate expressions shall be construed as if they were immediately followed by the words “without limitation”;

1.2.4 references to any statutory provision include a reference to that provision as modified, replaced, amended and/or re-enacted from time to time (before or after the date of this Agreement) and any prior or subsequent subordinate legislation made under it; 

1.2.5 headings are included for ease of reference only and shall not affect the interpretation or construction of this Agreement; and

1.2.6 references to Clauses are to clauses of this Agreement.

2. CONFIDENTIALITY OBLIGATIONS

2.1 In consideration of the Buyer entering into the Sublicence, the Sublicensee shall:

2.1.1 treat all Confidential Information as secret and confidential;

2.1.2 have in place and maintain proper security measures and procedures to protect the confidentiality of the Confidential Information (having regard to its form and nature); 

2.1.3 not disclose or permit the disclosure of any of the Confidential Information to any other person without obtaining the prior written consent of the Supplier or except as expressly set out in this Agreement; 

2.1.4 not transfer any of the Confidential Information outside the United Kingdom;

2.1.5 not use or exploit any of the Confidential Information for any purpose whatsoever other than as permitted under the Sublicence; 

2.1.6 immediately notify the Supplier in writing if it suspects or becomes aware of any unauthorised access, copying, use or disclosure in any form of any of the Confidential Information; and

2.1.7 upon the expiry or termination of the Sublicence:

(a) destroy or return to the Supplier all documents and other tangible materials that contain any of the Confidential Information;

(b) ensure, so far as reasonably practicable, that all Confidential Information held in electronic, digital or other machine-readable form ceases to be readily accessible (other than by the information technology staff of the Sublicensee) from any computer, word processor, voicemail system or any other device; and

(c) make no further use of any Confidential Information. 

3. PERMITTED DISCLOSURES 

3.1 The Sublicensee may disclose Confidential Information to those of its directors, officers, employees, consultants and professional advisers who:

3.1.1 reasonably need to receive the Confidential Information in connection with the Sublicence; and

3.1.2 have been informed by the Sublicensee of the confidential nature of the Confidential Information; and

3.1.3 have agreed to terms similar to those in this Agreement.

3.2 The Sublicensee shall be entitled to disclose Confidential Information to the extent that it is required to do so by applicable law or by order of a court or other public body that has jurisdiction over the Sublicensee.

3.3 Before making a disclosure pursuant to Clause 3.2, the Sublicensee shall, if the circumstances permit:

3.3.1 notify the Supplier in writing of the proposed disclosure as soon as possible (and if possible before the court or other public body orders the disclosure of the Confidential Information); and

3.3.2 ask the court or other public body to treat the Confidential Information as confidential.

4. GENERAL

4.1 The Sublicensee acknowledges and agrees that all property, including intellectual property rights, in Confidential Information disclosed to it by the Supplier shall remain with and be vested in the Supplier.

4.2 This Agreement does not include, expressly or by implication, any representations, warranties or other obligations:

4.2.1 to grant the Sublicensee any licence or rights other than as may be expressly stated in the Sublicence;

4.2.2 to require the Supplier to disclose, continue disclosing or update any Confidential Information; or

4.2.3 as to the accuracy, efficacy, completeness, capabilities, safety or any other qualities whatsoever of any Information or materials provided pursuant to or in anticipation of the Sublicence.

4.3 The rights, powers and remedies provided in this Agreement are cumulative and not exclusive of any rights, powers or remedies provided by law.  No failure or delay by either Party to exercise any right, power or remedy will operate as a waiver of it nor will any partial exercise preclude any further exercise of the same, or of some other right, power or remedy.

4.4 Without prejudice to any other rights or remedies that the Supplier may have, the Sublicensee acknowledges and agrees that damages alone may not be an adequate remedy for any breach by the Sublicensee of any of the provisions of this Agreement.  Accordingly, the Sublicensee acknowledges that the Supplier shall be entitled to the remedies of injunction and specific performance as well as any other equitable relief for any threatened or actual breach of this Agreement and/or breach of confidence and that no proof of special damages shall be necessary for the enforcement of such remedies.

4.5 The maximum liability of the Sublicensee to the Supplier for any breach of this Agreement shall be limited to ten million pounds (£10,000,000).

4.6 For the purposes of the Contracts (Rights of Third Parties) Act 1999 no one other than the Parties has the right to enforce the terms of this Agreement.

4.7 Each Party shall be responsible for all costs incurred by it or on its behalf in connection with this Agreement.

4.8 This Agreement may be executed in any number of counterparts and by the Parties on separate counterparts, but shall not be effective until each Party has executed at least one counterpart.  Each counterpart shall constitute an original of this Agreement, but all the counterparts shall together constitute but one and the same instrument.

5. NOTICES

5.1 Any notice to be given under this Agreement (each a “Notice”) shall be given in writing and shall be delivered by hand and shall be deemed to have been duly given at the time of delivery provided that such Notice is sent to the relevant physical address, and expressly marked for the attention of the relevant individual, set out in Clause 5.2.

5.2 Any Notice:

5.2.1 if to be given to the Supplier shall be sent to:

[Address]

Attention:  [Contact name and/or position, e.g. “The Finance Director”]



5.2.2 if to be given to the Sublicensee shall be sent to:

[Name of Organisation]
[Address]

Attention: [             ]

6. GOVERNING LAW

6.1 This Agreement shall be governed by, and construed in accordance with, English law and any matter claim or dispute arising out of or in connection with this Agreement whether contractual or non-contractual, shall be governed by and determined in accordance with English law.  

6.2 Each Party hereby irrevocably submits to the exclusive jurisdiction of the English courts in respect of any claim or dispute arising out of or in connection with this Agreement.  

IN WITNESS of the above this Agreement has been signed by the duly authorised representatives of the Parties on the date which appears at the head of page 1.



For and on behalf of [name of Supplier]



		Signature: ______________________________



		Date:



		Name:

		Position:







For and on behalf of [name of Sublicensee]



		Signature: ______________________________



		Date:



		Name:

		Position:







[bookmark: _Toc48825073]SCHEDULE 10 -  EXIT MANAGEMENT 



1. Definitions

In this Schedule 10, the following definitions shall apply:

		"Exclusive Assets"

		Assets used exclusively by the Supplier or a Key Sub-Contractor in the provision of the Services;



		"Exit Information"

		has the meaning given to it in Paragraph 3.1 of this Schedule 10;



		"Exit Manager"

		the person appointed by each Party to manage their respective obligations under this Schedule 10;



		"Net Book Value"

		the current net book value of the relevant Asset(s) calculated in accordance with the depreciation policy of the Supplier (which the Supplier shall ensure is in accordance with Good Industry Practice);



		"Non-Exclusive Assets"

		those Assets used by the Supplier or a Key Sub-Contractor in connection with the Services but which are also used by the Supplier or Key Sub-Contractor for other purposes;



		"Registers"

		the register and configuration database referred to in Paragraph 2.2 of this Schedule 10; 



		"Replacement Goods"

		any goods which are substantially similar to any of the Goods and which the Buyer receives in substitution for any of the Goods following termination or expiry of this Contract, whether those goods are provided by the Buyer internally and/or by any third party;



		"Termination Assistance"

		the activities to be performed by the Supplier pursuant to the Exit Plan, and other assistance required by the Buyer pursuant to the Termination Assistance Notice;



		"Termination Assistance Notice"

		has the meaning given to it in Paragraph 5.1 of this Schedule 10;



		"Termination Assistance Period"

		the period specified in a Termination Assistance Notice for which the Supplier is required to provide the Termination Assistance as such period may be extended pursuant to Paragraph 5.2 of this Schedule 10; 



		"Transferable Assets"

		Exclusive Assets which are capable of legal transfer to the Buyer;



		"Transferable Contracts"

		Sub-Contracts, licences for Supplier's Software, licences for Third Party Software or other agreements which are necessary to enable the Buyer or any Replacement Supplier to provide the Services or the Replacement Goods and/or Replacement Services, including in relation to licences all relevant Documentation;



		"Transferring Assets"

		has the meaning given to it in Paragraph 8.2.1 of this Schedule 10;



		"Transferring Contracts"

		has the meaning given to it in Paragraph 8.2.3 of this Schedule 10.





SUPPLIER MUST ALWAYS BE PREPARED FOR CONTRACT EXIT 

[bookmark: _Ref492297382]The Supplier shall within 30 days from the Commencement Date provide to the Buyer a copy of its depreciation policy to be used for the purposes of calculating Net Book Value.

[bookmark: _Ref492660626]During the Contract Period, the Supplier shall promptly:

[bookmark: _Hlt364348582][bookmark: _Ref364241015]create and maintain a detailed register of all Assets (including description, condition, location and details of ownership and status as either Exclusive Assets or Non-Exclusive Assets and Net Book Value) and Sub-Contracts and other relevant agreements required in connection with the Services; and

[bookmark: _Hlt364348591][bookmark: _Hlt365641905][bookmark: _Ref364241031]create and maintain a configuration database detailing the technical infrastructure and operating procedures through which the Supplier provides the Services 

("Registers").

The Supplier shall:

ensure that all Exclusive Assets listed in the Registers are clearly physically identified as such; and

[bookmark: _Ref62027068]procure that all licences for Third Party Software and all Sub-Contracts shall be assignable and/or capable of novation (at no cost or restriction to the Buyer) at the request of the Buyer to the Buyer (and/or its nominee) and/or any Replacement Supplier upon the Supplier ceasing to provide the Services (or part of them) and if the Supplier is unable to do so then the Supplier shall promptly notify the Buyer and the Buyer may require the Supplier to procure an alternative Sub-Contractor or provider of Services. 

[bookmark: _Hlt364348563][bookmark: _Hlt365641888][bookmark: _Hlt365641892][bookmark: _Ref364241382]Each Party shall appoint an Exit Manager within three (3) Months of the Commencement Date. The Parties' Exit Managers will liaise with one another in relation to all issues relevant to the expiry or termination of this Contract.

ASSISTING RE-COMPETITION FOR SERVICES

[bookmark: _Hlt364348558][bookmark: _Hlt365641855][bookmark: _Ref364242404]The Supplier shall, on reasonable notice, provide to the Buyer and/or its potential Replacement Suppliers (subject to the potential Replacement Suppliers entering into reasonable written confidentiality undertakings), such information (including any access) as the Buyer shall reasonably require in order to facilitate the preparation by the Buyer of any invitation to tender and/or to facilitate any potential Replacement Suppliers undertaking due diligence (the "Exit Information").

[bookmark: _Ref364242981]The Supplier acknowledges that the Buyer may disclose the Supplier's Confidential Information (excluding the Supplier’s or its Sub-Contractors’ prices or costs) to an actual or prospective Replacement Supplier to the extent that such disclosure is necessary in connection with such engagement.

The Supplier shall provide complete updates of the Exit Information on an as-requested basis as soon as reasonably practicable and notify the Buyer within five (5) Working Days of any material change to the Exit Information which may adversely impact upon the provision of any Services (and shall consult the Buyer in relation to any such changes).

The Exit Information shall be accurate and complete in all material respects and shall be sufficient to enable a third party to prepare an informed offer for those Services; and not be disadvantaged in any procurement process compared to the Supplier.

EXIT PLAN

[bookmark: _Ref496627172][bookmark: _Ref349211738]The Supplier shall, within three (3) Months after the Commencement Date, deliver to the Buyer an Exit Plan which complies with the requirements set out in Paragraph 4.3 of this Schedule 10 and is otherwise reasonably satisfactory to the Buyer.

[bookmark: _Ref496628051]The Parties shall use reasonable endeavours to agree the contents of the Exit Plan. If the Parties are unable to agree the contents of the Exit Plan within twenty (20) Working Days of the latest date for its submission pursuant to Paragraph 4.1, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

[bookmark: _Ref364270026]The Exit Plan shall set out, as a minimum:

a detailed description of both the transfer and cessation processes, including a timetable; 

how the Service will transfer to the Replacement Supplier and/or the Buyer;

details of any contracts which will be available for transfer to the Buyer and/or the Replacement Supplier upon termination or expiry of this Contract together with any reasonable costs required to effect such transfer;

proposals for the training of key members of the Replacement Supplier’s staff in connection with the continuation of the provision of the Services following the termination or expiry of this Contract;

proposals for providing the Buyer or a Replacement Supplier copies of all documentation relating to the use and operation of the Services and required for their continued use; 

proposals for the assignment or novation of all services utilised by the Supplier in connection with the supply of the Services;

proposals for the identification and return of all Buyer Assets in the possession of and/or control of the Supplier or any third party;

proposals for the disposal of any redundant Deliverables and materials;

how the Supplier will ensure that there is no disruption to or degradation of the Services during the Termination Assistance Period; and

any other information or assistance reasonably required by the Buyer or a Replacement Supplier.

[bookmark: _Ref496628056]The Supplier shall:

maintain and update the Exit Plan (and risk management plan) no less frequently than: 

0. every six (6) months throughout the Contract Period; and

[bookmark: _Ref181034216]no later than twenty (20) Working Days after a request from the Buyer for an up-to-date copy of the Exit Plan; 

as soon as reasonably possible following a Termination Assistance Notice, and in any event no later than ten (10) Working Days after the date of the Termination Assistance Notice;

as soon as reasonably possible following, and in any event no later than twenty (20) Working Days following, any material change to the Services (including all changes under the Change Control Procedure); and  

jointly review and verify the Exit Plan if required by the Buyer and promptly correct any identified failures.

Only if (by notification to the Supplier in writing) the Buyer agrees with a draft Exit Plan provided by the Supplier under Paragraph 4.2 or 4.4 (as the context requires), shall that draft become the Exit Plan for this Contract.  

A version of an Exit Plan agreed between the parties shall not be superseded by any draft submitted by the Supplier.

TERMINATION ASSISTANCE 

[bookmark: _Hlt365641916][bookmark: _Ref364348408][bookmark: _Hlt364348453]The Buyer shall be entitled to require the provision of Termination Assistance at any time during the Contract Period by giving written notice to the Supplier (a "Termination Assistance Notice") at least four (4) Months prior to the termination or expiry of this Contract or as soon as reasonably practicable (but in any event, not later than one (1) Month) following the service by either Party of a notice to terminate this Contract. The Termination Assistance Notice shall specify:

the nature of the Termination Assistance required; and

the start date and period during which it is anticipated that Termination Assistance will be required, which shall continue no longer than twelve (12) Months after the date that the Supplier ceases to provide the Services.

[bookmark: _Hlt365641931][bookmark: _Ref364352273]The Buyer shall have an option to extend the Termination Assistance Period beyond the Termination Assistance Notice period provided that such extension shall not extend for more than six (6) Months beyond the end of the Termination Assistance Period and provided that it shall notify the Supplier of such this extension no later than twenty (20) Working Days prior to the date on which the provision of Termination Assistance is otherwise due to expire. The Buyer shall have the right to terminate its requirement for Termination Assistance by serving not less than (20) Working Days' written notice upon the Supplier.

In the event that Termination Assistance is required by the Buyer but at the relevant time the parties are still agreeing an update to the Exit Plan pursuant to Paragraph 4, the Supplier will provide the Termination Assistance in good faith and in accordance with the principles in this Schedule 10 and the last Buyer approved version of the Exit Plan (insofar as it still applies).

TERMINATION ASSISTANCE PERIOD 

Throughout the Termination Assistance Period the Supplier shall:

continue to provide the Services (as applicable) and otherwise perform its obligations under this Contract and, if required by the Buyer, provide the Termination Assistance;

[bookmark: _Ref364349372]provide to the Buyer and/or its Replacement Supplier any reasonable assistance and/or access requested by the Buyer and/or its Replacement Supplier including assistance and/or access to facilitate the orderly transfer of responsibility for and conduct of the Services to the Buyer and/or its Replacement Supplier;

[bookmark: _Ref364349633]use all reasonable endeavours to reallocate resources to provide such assistance without additional costs to the Buyer;

[bookmark: _Ref139191739]subject to Paragraph 6.3, provide the Services and the Termination Assistance at no detriment to the Service Levels, the provision of the management information or any other reports nor to any other of the Supplier's obligations under this Contract; 

[bookmark: _Hlt365642050][bookmark: _Ref27372751][bookmark: _Ref127426020]at the Buyer's request and on reasonable notice, deliver up-to-date Registers to the Buyer;

seek the Buyer's prior written consent to access any Buyer Premises from which the de-installation or removal of Assets is required.

If it is not possible for the Supplier to reallocate resources to provide such assistance as is referred to in Paragraph 6.1.2 without additional costs to the Buyer, any additional costs incurred by the Supplier in providing such reasonable assistance shall be subject to the Change Control Procedure.

[bookmark: _Ref27371932][bookmark: _Ref364349594]If the Supplier demonstrates to the Buyer's reasonable satisfaction that the provision of the Termination Assistance will have a material, unavoidable adverse effect on the Supplier's ability to meet one or more particular Service Levels, the Parties shall vary the relevant Service Levels and/or the applicable Service Credits accordingly.

OBLIGATIONS WHEN THE CONTRACT IS TERMINATED  

[bookmark: _Ref127352385]The Supplier shall comply with all of its obligations contained in the Exit Plan.

[bookmark: _Ref127952817]Upon termination or expiry or at the end of the Termination Assistance Period (or earlier if this does not adversely affect the Supplier's performance of the Services and the Termination Assistance), the Supplier shall:

vacate any Buyer Premises;

remove the Supplier Equipment together with any other materials used by the Supplier to supply the Services and shall leave the Sites in a clean, safe and tidy condition. The Supplier is solely responsible for making good any damage to the Sites or any objects contained thereon, other than fair wear and tear, which is caused by the Supplier; 

[bookmark: _DV_M565]provide access during normal working hours to the Buyer and/or the Replacement Supplier for up to twelve (12) Months after expiry or termination to:

0. such information relating to the Services as remains in the possession or control of the Supplier; and

[bookmark: _Ref364350038]such members of the Supplier Personnel as have been involved in the design, development and provision of the Services and who are still employed by the Supplier, provided that the Buyer and/or the Replacement Supplier shall pay the reasonable costs of the Supplier actually incurred in responding to such requests for access.

[bookmark: _Ref127350585]Except where this Contract provides otherwise, all licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Services shall be terminated with effect from the end of the Termination Assistance Period.

ASSETS, SUB-CONTRACTS AND SOFTWARE

[bookmark: _Ref127425768]Following notice of termination of this Contract and during the Termination Assistance Period, the Supplier shall not, without the Buyer's prior written consent:

terminate, enter into or vary any Sub-Contract or licence for any software in connection with the Services; or

(subject to normal maintenance requirements) make material modifications to, or dispose of, any existing Assets or acquire any new Assets.

[bookmark: _Ref127426626]Within twenty (20) Working Days of receipt of the up-to-date Registers provided by the Supplier, the Buyer shall notify the Supplier setting out:

[bookmark: _Hlt365641934][bookmark: _Hlt366775972][bookmark: _Hlt366775990][bookmark: _Ref364352534][bookmark: _Ref27373383]which, if any, of the Transferable Assets the Buyer requires to be transferred to the Buyer and/or the Replacement Supplier ("Transferring Assets"); 

[bookmark: a301038][bookmark: _Ref364350801][bookmark: _Ref127958943]which, if any, of:

0. the Exclusive Assets that are not Transferable Assets; and 

the Non-Exclusive Assets,

the Buyer and/or the Replacement Supplier requires the continued use of; and

[bookmark: _Hlt364353982][bookmark: _Ref364353977]which, if any, of Transferable Contracts the Buyer requires to be assigned or novated to the Buyer and/or the Replacement Supplier (the "Transferring Contracts"),

in order for the Buyer and/or its Replacement Supplier to provide the Services from the expiry of the Termination Assistance Period. The Supplier shall provide all reasonable assistance required by the Buyer and/or its Replacement Supplier to enable it to determine which Transferable Assets and Transferable Contracts are required to provide the Deliverables or the Replacement Goods and/or Replacement Services.

[bookmark: _Ref127425863]With effect from the expiry of the Termination Assistance Period, the Supplier shall sell the Transferring Assets to the Buyer and/or the Replacement Supplier for their Net Book Value less any amount already paid for them through the Charges. 

Risk in the Transferring Assets shall pass to the Buyer or the Replacement Supplier (as appropriate) at the end of the Termination Assistance Period and title shall pass on payment for them.

[bookmark: _Ref127425261]Where the Buyer and/or the Replacement Supplier requires continued use of any Exclusive Assets that are not Transferable Assets or any Non-Exclusive Assets, the Supplier shall as soon as reasonably practicable:

procure a non-exclusive, perpetual, royalty-free licence for the Buyer and/or the Replacement Supplier to use such assets (with a right of sub-licence or assignment on the same terms); or failing which

procure a suitable alternative to such assets, the Buyer or the Replacement Supplier to bear the reasonable proven costs of procuring the same.

[bookmark: _Ref127426673]The Supplier shall as soon as reasonably practicable assign or procure the novation of the Transferring Contracts to the Buyer and/or the Replacement Supplier.  The Supplier shall execute such documents and provide such other assistance as the Buyer reasonably requires to effect this novation or assignment.

[bookmark: _Ref37322775]The Buyer shall:

accept assignments from the Supplier or join with the Supplier in procuring a novation of each Transferring Contract; and

once a Transferring Contract is novated or assigned to the Buyer and/or the Replacement Supplier, discharge all the obligations and liabilities created by or arising under that Transferring Contract and exercise its rights arising under that Transferring Contract, or as applicable, procure that the Replacement Supplier does the same.

The Supplier shall hold any Transferring Contracts on trust for the Buyer until the transfer of the relevant Transferring Contract to the Buyer and/or the Replacement Supplier has taken place.

[bookmark: _Ref364757086][bookmark: _Ref490132304]The Supplier shall indemnify the Buyer (and/or the Replacement Supplier, as applicable) against each loss, liability and cost arising out of any claims made by a counterparty to a Transferring Contract which is assigned or novated to the Buyer (and/or Replacement Supplier) pursuant to Paragraph 8.6 in relation to any matters arising prior to the date of assignment or novation of such Transferring Contract. Clause 52 shall not apply to this Paragraph 8.9 which is intended to be enforceable by Third Parties Beneficiaries by virtue of the CRTPA.

[bookmark: _DV_M564][bookmark: _DV_M566][bookmark: _DV_M567][bookmark: _Ref127425458]NO CHARGES 

Unless otherwise stated, the Buyer shall not be obliged to pay for costs incurred by the Supplier in relation to its compliance with this Schedule 10.

DIVIDING THE BILLS 

[bookmark: _Ref364351843][bookmark: _Ref127426852]All outgoings, expenses, rents, royalties and other periodical payments receivable in respect of the Transferring Assets and Transferring Contracts shall be apportioned between the Buyer and/or the Replacement and the Supplier as follows:

the amounts shall be annualised and divided by 365 to reach a daily rate;

the Buyer or Replacement Supplier (as applicable) shall be responsible for or entitled to (as the case may be) that part of the value of the invoice pro rata to the number of complete days following the transfer, multiplied by the daily rate; and

the Supplier shall be responsible for or entitled to (as the case may be) the rest of the invoice.
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FRAMEWORK SCHEDULE 4 – Annex 3

ALTERNATIVE AND ADDITIONAL CLAUSES AND SCHEDULES FOR LOTS 2, 3 AND 5

		

ADDITIONAL CLAUSES AND SCHEDULES



		SCHEDULES

		

		



		

		S1

		Implementation Plan



		

		S2

		Testing Procedures



		

		S3

		Security Requirements (Part B)



		

		S4

		Staff Transfer



		

		S6

		Business Continuity and Disaster Recovery



		

		S7

		Continuous Improvement







Unless there is a clear adjustment to an existing provision of the Contract, additional Clauses incorporated into the Contract via the Order Form will have the effect of being inserted sequentially immediately after Clause 55. New definitions for Schedule 1 (Definitions) will have the effect of being inserted alphabetically into the table therein and associated schedules will have the effect of being inserted sequentially immediately after Schedule 10.





ADDITIONAL CLAUSES AND SCHEDULES - SCHEDULES

S1          IMPLEMENTATION PLAN

1. INTRODUCTION

1.1 This Schedule S1 (Implementation Plan):

1.1.1 defines the process for the preparation and implementation of the Outline Implementation Plan and Detailed Implementation Plan; and

1.1.2 identifies the Milestones (and associated Deliverables) including the Milestones which trigger payment to the Supplier of the applicable Milestone Payments following the issue of the applicable Milestone Achievement Certificate.

2. [bookmark: _Ref350286384]OUTLINE IMPLEMENTATION PLAN

2.1 The Outline Implementation Plan is set out in Attachment 3 (outline Implementation Plan) the Order Form. 

2.2 All changes to the Outline Implementation Plan shall be subject to the Change Control Procedure provided that the Supplier shall not attempt to postpone any of the Milestones using the Change Control Procedure or otherwise (except in accordance with Clause 32 (Supplier Relief Due to Buyer Cause)).  

3. [bookmark: _Ref46063179]APPROVAL OF THE DETAILED IMPLEMENTATION PLAN

3.1 [bookmark: _Ref46062869]The Supplier shall submit a draft of the Detailed Implementation Plan to the Buyer for approval no later than 10 working days prior to the end of the Foundation Stage.

3.2 The Supplier shall ensure that the draft Detailed Implementation Plan:

3.2.1 incorporates all of the Milestones and Milestone Dates set out in the Outline Implementation Plan;

3.2.2 [bookmark: _Ref47165142]includes (as a minimum) the Supplier's proposed timescales in respect of the following for each of the Milestones:

(a) the completion of each design document;

(b) the completion of the build phase;

(c) the completion of any Testing to be undertaken in accordance with Schedule S2 (Testing Procedures); and

(d) training, handover and roll-out activities;

3.2.3 [bookmark: _Ref29018844]clearly outlines all the steps required to implement the Milestones to be achieved in the next 15 months (or such other period agreed between the Parties), together with a high level plan for the rest of the programme;

3.2.4 clearly outlines the required roles and responsibilities of both Parties, including staffing requirements; and

3.2.5 is produced using a software tool as specified, or agreed by the Buyer. 

3.3 [bookmark: _Ref42497569]Prior to the submission of the draft Detailed Implementation Plan to the Buyer in accordance with Paragraph 3.1, the Buyer shall have the right:

3.3.1 to review any documentation produced by the Supplier in relation to the development of the Detailed Implementation Plan, including:

1. details of the Supplier's intended approach to the Detailed Implementation Plan and its development;

(f) copies of any drafts of the Detailed Implementation Plan produced by the Supplier; and

(g) any other work in progress in relation to the Detailed Implementation Plan; and 

3.3.2 to require the Supplier to include any reasonable changes or provisions in the Detailed Implementation Plan.

3.4 [bookmark: _Ref138744800][bookmark: _Ref46063034]Following receipt of the draft Detailed Implementation Plan from the Supplier, the Buyer shall:

3.4.1 review and comment on the draft Detailed Implementation Plan as soon as reasonably practicable; and

3.4.2 [bookmark: a410835]notify the Supplier in writing that it approves or rejects the draft Detailed Implementation Plan no later than ten (10) Working Days after the date on which the draft Detailed Implementation Plan is first delivered to the Buyer. 

3.5 [bookmark: _Ref46063041]If the Buyer rejects the draft Detailed Implementation Plan:

3.5.1 the Buyer shall inform the Supplier in writing of its reasons for its rejection; and

3.5.2 the Supplier shall then revise the draft Detailed Implementation Plan (taking reasonable account of the Buyer's comments) and shall re-submit a revised draft Detailed Implementation Plan to the Buyer for the Buyer's approval within ten (10) Working Days of the date of the Buyer's notice of rejection. The provisions of Paragraph 3.4 and this Paragraph 3.5 shall apply again to any resubmitted draft Detailed Implementation Plan, provided that either Party may refer any disputed matters for resolution by the Dispute Resolution Procedure at any time.

3.6 If the Buyer approves the draft Detailed Implementation Plan, it shall replace the Outline Implementation Plan from the date of the Buyer’s notice of approval.

4. [bookmark: _Ref47165187]UPDATES TO AND MAINTENANCE OF THE DETAILED IMPLEMENTATION PLAN

4.1 Following the approval of the Detailed Implementation Plan by the Buyer:

4.1.1 [bookmark: _Ref46063121]the Supplier shall submit a revised Detailed Implementation Plan to the Buyer every three (3) months starting three (3) months from the Commencement Date; 

4.1.2 without prejudice to Paragraph 4.1.1, the Buyer shall be entitled to request a revised Detailed Implementation Plan at any time by giving written notice to the Supplier and the Supplier shall submit a draft revised Detailed Implementation Plan to the Buyer within twenty (20) Working Days of receiving such a request from the Buyer (or such longer period as the Parties may agree provided that any failure to agree such longer period shall be referred to the Dispute Resolution Procedure); 

4.1.3 any revised Detailed Implementation Plan shall (subject to Paragraph 4.2) be submitted by the Supplier for approval in accordance with the procedure set out in Paragraph 3; and

4.1.4 the Supplier’s performance against the Implementation Plan shall be monitored at meetings of the Service Management Board (as defined in Part B of Schedule 7 (Governance) where used) or any such service management board established under Part A of Schedule 7 (Governance) where used.  In preparation for such meetings, the current Detailed Implementation Plan shall be provided by the Supplier to the Buyer not less than five (5) Working Days in advance of such meeting. 

4.2 [bookmark: _Ref46063170]Save for any amendments which are of a type identified and notified by the Buyer (at the Buyer's discretion) to the Supplier in writing as not requiring approval, any material amendments to the Detailed Implementation Plan shall be subject to the Change Control Procedure provided that:

4.2.1 any amendments to elements of the Detailed Implementation Plan which are based on the contents of the Outline Implementation Plan shall be deemed to be material amendments; and

4.2.2 in no circumstances shall the Supplier be entitled to alter or request an alteration to any Milestone Date except in accordance with Clause 32 (Supplier Relief Due to Buyer Cause). 

4.3 Any proposed amendments to the Detailed Implementation Plan shall not come into force until they have been approved in writing by the Buyer. 

5. GOVERNMENT REVIEWS

The Supplier acknowledges that the Services may be subject to Government review at key stages of the project. The Supplier shall cooperate with any bodies undertaking such review and shall allow for such reasonable assistance as may be required for this purpose within the Charges. 

S2          TESTING PROCEDURES

1. DEFINITIONS 

	In this Schedule S2 (Testing Procedures), the following definitions shall apply:

		“Component”

		any constituent parts of the infrastructure for a Service, hardware, or Software or documents;



		“Material Test Issue”

		a Test Issue of Severity Level 1 or Severity Level 2;



		“Severity Level”

		the level of severity of a Test Issue, the criteria for which are described in Annex 1;



		“Test Certificate”

		a certificate materially in the form of the document contained in Annex 2 issued by the Buyer when a Deliverable has satisfied its relevant Test Success Criteria;



		“Test Issue”

		any variance or non-conformity of a Deliverable from its requirements (such requirements being set out in the relevant Test Success Criteria);



		“Test Issue Threshold”

		in relation to the Tests applicable to a Milestone, a maximum number of Severity Level 3, Severity Level 4 and Severity Level 5 Test Issues as set out in the relevant Test Plan; 



		“Test Issue Management Log”

		a log for the recording of Test Issues as described further in Paragraph 9.1;



		“Test Plan”

		a plan:

(a) for the Testing of Deliverables; and

(b) setting out other agreed criteria related to the achievement of Milestones,

as described further in Paragraph 5;



		“Test Reports”

		the reports to be produced by the Supplier setting out the results of Tests;



		“Test Specification”

		the specification that sets out how different types of Tests will demonstrate that the Test Success Criteria have been satisfied, as described in more detail in Paragraph 7;



		“Test Strategy”

		a strategy for the conduct of Testing as described further in Paragraph 4;



		“Test Success Criteria”

		in relation to a Test, the test success criteria for that Test as referred to in Paragraph 6;



		“Test Witness”

		any person appointed by the Buyer pursuant to Paragraph 10.1; and



		“Testing Procedures” 

		the applicable testing procedures and Test Success Criteria set out in this Schedule S2 (Testing Procedures).





7. RISK

7.1 The issue of a Test Certificate, a Milestone Achievement Certificate and/or a conditional Milestone Achievement Certificate shall not:

7.1.1 operate to transfer any risk that the relevant Deliverable or Milestone is complete or will meet and/or satisfy the Buyer's requirements for that Deliverable or Milestone; or

7.1.2 affect the Buyer's right subsequently to reject:

1. all or any element of the Deliverables to which a Test Certificate relates; or

(i) any Milestone to which the Milestone Achievement Certificate relates. 

7.2 Notwithstanding the issuing of any Milestone Achievement Certificate, the Supplier shall remain solely responsible for ensuring that:

7.2.1 the Services are implemented in accordance with this Contract; and

7.2.2 each Service Level is met in accordance with this Contract. 

8. TESTING OVERVIEW

8.1 All Tests conducted by the Supplier shall be conducted in accordance with the Test Strategy, the Test Plans and the Test Specifications. 

8.2 [bookmark: _Ref46758067]The Supplier shall not submit any Deliverable for Testing:

8.2.1 unless the Supplier is reasonably confident that it will satisfy the relevant Test Success Criteria;

8.2.2 until the Buyer has issued a Test Certificate in respect of any prior, dependant Deliverable(s); and

8.2.3 until the Parties have agreed the Test Plan and the Test Specification relating to the relevant Deliverable(s).

8.3 The Supplier shall use reasonable endeavours to submit each Deliverable for Testing or re-Testing by or before the date set out in the Implementation Plan for the commencement of Testing in respect of the relevant Deliverable.

8.4 Prior to the issue of a Test Certificate, the Buyer shall be entitled to review the relevant Test Reports and the Test Issue Management Log.

8.5 Any Disputes between the Buyer and the Supplier regarding Testing shall be referred to the Dispute Resolution Procedure using the Expedited Dispute Timetable (as defined in Schedule 4 (Dispute Resolution Procedure) of this Contract).

9. [bookmark: _Ref99973534]TEST STRATEGY

9.1 [bookmark: _Ref529161503]The Supplier shall develop the final Test Strategy as soon as practicable after the Commencement Date but in any case no later than five (5) Working Days prior to the end of the Foundation Stage (or such other period as the Parties may agree in writing). Supplier Test Strategy should complement HRA Digital Test Strategy.

9.2 The final Test Strategy shall include:

9.2.1 an overview of how Testing will be conducted in accordance with the Implementation Plan;

9.2.2 what different types of Testing will be performed; including their entry and exit criteria and any dependencies(project and test tools)

9.2.3 the process to be used to capture and record Test results and the categorisation of Test Issues in accordance with the Issue (Defect) Management Process;

9.2.4 the method for mapping the expected Test results to the Test Success Criteria;

9.2.5 the procedure (retest and regression) to be followed if a Deliverable fails to satisfy the Test Success Criteria or produces unexpected results, including a procedure for the resolution of Test Issues;

9.2.6 the procedure to be followed to sign off each Test;

9.2.7 the process for the production and maintenance of Test Reports and reporting, including templates for the Test Reports and the Test Issue Management Log, and a sample plan for the resolution of Test Issues;

9.2.8 the names and contact details of the Buyer's and the Supplier's Test representatives;

9.2.9 a high level identification of the resources required for Testing, including facilities, infrastructure, personnel and Buyer and/or third party involvement in the conduct of the Tests;

1. the technical environments required to support the Tests;

(k) the procedure for managing the release and configuration of the Test environments; and 

(l) the test data needed to execute end to end tests

10. [bookmark: _Ref99900195]TEST PLANS

10.1 [bookmark: _Ref57077724]If required by the Buyer, the Supplier shall develop Test Plans and submit these for the approval of the Buyer as soon as practicable but in any case no later than twenty (20) Working Days (or such other period as the Parties may agree in the Test Strategy or otherwise agree in writing) prior to the start date for the relevant Testing (as specified in the Implementation Plan).

10.2 [bookmark: _Ref56590465]Not used. 

10.3 The Buyer shall not unreasonably withhold or delay its approval of the Test Plans provided that the Supplier shall incorporate any reasonable requirements of the Buyer in the Test Plans.

11. [bookmark: _Ref46066868][bookmark: _Ref99900264]TEST SUCCESS CRITERIA

The Test Success Criteria for each Test that must be Achieved for the Supplier to Achieve a Milestone shall be agreed between the Parties as part of the relevant Test Plan pursuant to Paragraph 5. 

12. [bookmark: _Ref46066848]TEST SPECIFICATION

12.1 [bookmark: _Ref529161629][bookmark: _Ref56350647]Following approval of a Test Plan, the Supplier shall develop the Test Specification for the relevant Deliverables as soon as reasonably practicable and in any event at least ten (10) Working Days (or such other period as the Parties may agree in the Test Strategy or otherwise agree in writing) prior to the start of the relevant Testing (as specified in the Implementation Plan).

12.2 Each Test Specification shall include as a minimum:

12.2.1 the specification of the Test data, including its source, scope, volume and management, a request (if applicable) for relevant Test data to be provided by the Buyer and the extent to which it is equivalent to live operational data;

12.2.2 [bookmark: _Ref125885746]a plan to make the resources available for Testing;

12.2.3 Test scripts;

12.2.4 Test pre-requisites and the mechanism for measuring them; and

12.2.5 expected Test results, including:

1. a mechanism to be used to capture and record Test results; and

(n) a method to process the Test results to establish their content.

13. TESTING

13.1 Before submitting any Deliverables for Testing the Supplier shall subject the relevant Deliverables to its own internal quality control measures.

13.2 The Supplier shall manage the progress of Testing in accordance with the relevant Test Plan and shall carry out the Tests in accordance with the relevant Test Specification.  Tests may be witnessed by the Test Witnesses in accordance with Paragraph 10.

13.3 Not used.

13.4 The Buyer may raise and close Test Issues during the Test witnessing process.

13.5 [bookmark: _Ref529164457][bookmark: _Ref57125970]The Supplier shall provide to the Buyer in relation to each Test:

13.5.1 a draft Test Report not less than two (2) Working Days (or such other period as the Parties may agree in writing) prior to the date on which the Test is planned to end; and

13.5.2 the final Test Report within five (5) Working Days (or such other period as the Parties may agree in writing) of completion of Testing.

13.6 Each Test Report shall provide a full report on the Testing conducted in respect of the relevant Deliverables, including:

13.6.1 an overview of the Testing conducted;

13.6.2 identification of the relevant Test Success Criteria that have been satisfied;

13.6.3 identification of the relevant Test Success Criteria that have not been satisfied together with the Supplier's explanation of why those criteria have not been met;

13.6.4 the Tests that were not completed together with the Supplier's explanation of why those Tests were not completed;

13.6.5 the Test Success Criteria that were satisfied, not satisfied or which were not tested, and any other relevant categories, in each case grouped by Severity Level in accordance with Paragraph 9.1; and

13.6.6 the specification for any hardware and software used throughout Testing and any changes that were applied to that hardware and/or software during Testing.

14. [bookmark: _Ref529189486]TEST ISSUES

14.1 [bookmark: _Ref99937869][bookmark: _Ref46066826][bookmark: _Ref99901132][bookmark: _Ref531679953]Where a Test Report identifies a Test Issue, the Parties shall agree the classification of the Test Issue using the criteria specified in Annex 1 and the Test Issue Management Log maintained by the Supplier shall log Test Issues reflecting the Severity Level allocated to each Test Issue.

14.2 The Supplier shall be responsible for maintaining the Test Issue Management Log and for ensuring that its contents accurately represent the current status of each Test Issue at all relevant times.  The Supplier shall make the Test Issue Management Log available to the Buyer upon request.

14.3 [bookmark: _Ref57126011]The Buyer shall confirm the classification of any Test Issue unresolved at the end of a Test in consultation with the Supplier.  If the Parties are unable to agree the classification of any unresolved Test Issue, the Dispute shall be dealt with in accordance with the Dispute Resolution Procedure using the Expedited Dispute Timetable (as defined in Schedule 4 (Dispute Resolution Procedure) of this Contract).

15. [bookmark: _Ref99937795]TEST WITNESSING

15.1 [bookmark: _Ref56350927][bookmark: _Ref99900301]The Buyer may, in its sole discretion, require the attendance at any Test of one or more Test Witnesses selected by the Buyer, each of whom shall have appropriate skills to fulfil the role of a Test Witness.

15.2 The Supplier shall give the Test Witnesses access to any documentation and Testing environments reasonably necessary and requested by the Test Witnesses to perform their role as a Test Witness in respect of the relevant Tests.

15.3 The Test Witnesses:

15.3.1 shall actively review the Test documentation;

15.3.2 will attend and engage in the performance of the Tests on behalf of the Buyer so as to enable the Buyer to gain an informed view of whether a Test Issue may be closed or whether the relevant element of the Test should be re-Tested;

15.3.3 shall not be involved in the execution of any Test;

15.3.4 shall be required to verify that the Supplier conducted the Tests in accordance with the Test Success Criteria and the relevant Test Plan and Test Specification; 

15.3.5 may produce and deliver their own, independent reports on Testing, which may be used by the Buyer to assess whether the Tests have been Achieved; 

15.3.6 may raise Test Issues on the Test Issue Management Log in respect of any Testing; and

15.3.7 may require the Supplier to demonstrate the modifications made to any defective Deliverable before a Test Issue is closed.

16. TEST QUALITY AUDIT

16.1 [bookmark: _Ref56390168][bookmark: _Ref78088946][bookmark: _Ref531681003]Without prejudice to its rights pursuant to Clause 29.2 (Records and Audit), the Buyer may perform on-going quality audits in respect of any part of the Testing (each a “Testing Quality Audit”) subject to the provisions set out in the agreed Quality Plan.

16.2 The focus of the Testing Quality Audits shall be on:

16.2.1 adherence to an agreed methodology;

16.2.2 adherence to the agreed Testing process;

16.2.3 adherence to the Quality Plan;

16.2.4 review of status and key development issues; and

16.2.5 identification of key risk areas.

16.3 The Supplier shall allow sufficient time in the Test Plan to ensure that adequate responses to a Testing Quality Audit can be provided.

16.4 The Buyer will give the Supplier at least five (5) Working Days' written notice of the Buyer’s intention to undertake a Testing Quality Audit and the Supplier may request, following receipt of that notice, that any Testing Quality Audit be delayed by a reasonable time period if in the Supplier’s reasonable opinion, the carrying out of a Testing Quality Audit at the time specified by the Buyer will materially and adversely impact the Implementation Plan.

16.5 A Testing Quality Audit may involve document reviews, interviews with the Supplier Personnel involved in or monitoring the activities being undertaken pursuant to this Schedule S2, the Buyer witnessing Tests and demonstrations of the Deliverables to the Buyer.  Any Testing Quality Audit shall be limited in duration to a maximum time to be agreed between the Supplier and the Buyer on a case by case basis (such agreement not to be unreasonably withheld or delayed). The Supplier shall provide all reasonable necessary assistance and access to all relevant documentation required by the Buyer to enable it to carry out the Testing Quality Audit.

16.6 If the Testing Quality Audit gives the Buyer concern in respect of the Testing Procedures or any Test, the Buyer shall:

16.6.1 discuss the outcome of the Testing Quality Audit with the Supplier, giving the Supplier the opportunity to provide feedback in relation to specific activities; and

16.6.2 subsequently prepare a written report for the Supplier detailing its concerns,

and the Supplier shall, within a reasonable timeframe, respond in writing to the Buyer’s report.

16.7 In the event of an inadequate response to the Buyer’s report from the Supplier, the Buyer (acting reasonably) may withhold a Test Certificate (and consequently delay the grant of a Milestone Achievement Certificate) until the issues in the report have been addressed to the reasonable satisfaction of the Buyer.

17. [bookmark: _Ref56910309][bookmark: _Toc58339172]OUTCOME OF TESTING

17.1 [bookmark: _Ref46067154]The Buyer shall issue a Test Certificate as soon as reasonably practicable when the Deliverables satisfy the Test Success Criteria in respect of that Test without any Test Issues.

17.2 If the Deliverables (or any relevant part) do not satisfy the Test Success Criteria then the Buyer shall notify the Supplier and:

17.2.1 the Buyer may issue a Test Certificate conditional upon the remediation of the Test Issues; 

17.2.2 where the Parties agree that there is sufficient time prior to the relevant Milestone Date, the Buyer may extend the Test Plan by such reasonable period or periods as the Parties may reasonably agree and require the Supplier to rectify the cause of the Test Issue and re-submit the Deliverables (or the relevant part) to Testing; or

17.2.3 where the failure to satisfy the Test Success Criteria results, or is likely to result, in the failure (in whole or in part) by the Supplier to meet a Milestone, then without prejudice to the Buyer’s other rights and remedies, such failure shall constitute a material Default.  

17.3 The Buyer shall be entitled, without prejudice to any other rights and remedies that it has under this Contract, to recover from the Supplier any reasonable additional costs it may incur as a direct result of further review or re-Testing which is required for the Test Success Criteria for that Deliverable to be satisfied.

18. ISSUE OF MILESTONE ACHIEVEMENT CERTIFICATE

18.1 [bookmark: _Ref46067171]The Buyer shall issue a Milestone Achievement Certificate in respect of a given Milestone as soon as is reasonably practicable following:

18.1.1 the issuing by the Buyer of Test Certificates and/or conditional Test Certificates in respect of all Deliverables related to that Milestone which are due to be Tested; and

18.1.2 performance by the Supplier to the reasonable satisfaction of the Buyer of any other tasks identified in the Implementation Plan as associated with that Milestone (which may include the submission of a Deliverable that is not due to be Tested, such as the production of Documentation).

18.2 The grant of a Milestone Achievement Certificate shall entitle the Supplier to the receipt of a payment in respect of that Milestone in accordance with the provisions of Schedule 2 (Charges and Invoicing).

18.3 [bookmark: _Ref46067042]If a Milestone is not Achieved, the Buyer shall promptly issue a report to the Supplier setting out:

18.3.1 the applicable Test Issues ; and

18.3.2 any other reasons for the relevant Milestone not being Achieved.

18.4 If there are Test Issues but these do not exceed the Test Issues Threshold, then provided there are no Material Test Issues, the Buyer shall issue a Milestone Achievement Certificate.  

18.5 If there is one or more Material Test Issue(s), the Buyer shall refuse to issue a Milestone Achievement Certificate and, without prejudice to the Buyer’s other rights and remedies, such failure shall constitute a material Default.

18.6 If there are Test Issues which exceed the Test Issues Threshold but there are no Material Test Issues, the Buyer may at its discretion (without waiving any rights in relation to the other options) choose to issue a Milestone Achievement Certificate conditional on the remediation of the Test Issues in accordance with an agreed Rectification Plan provided that: 

18.6.1 any Rectification Plan shall be agreed before the issue of a conditional Milestone Achievement Certificate unless the Buyer agrees otherwise (in which case the Supplier shall submit a Rectification Plan for approval by the Buyer within ten (10) Working Days of receipt of the Buyer’s report pursuant to Paragraph 13.3); and

18.6.2 where the Buyer issues a conditional Milestone Achievement Certificate, it may (but shall not be obliged to) revise the failed Milestone Date and any subsequent Milestone Date.

[bookmark: _Toc58339178]

ANNEX 1: TEST ISSUES – SEVERITY LEVELS

Severity Level 1 Test Issue: a Test Issue that causes non-recoverable conditions, e.g. it is not possible to continue using a Component, a Component crashes, there is database or file corruption, or data loss;

Severity Level 2 Test Issue: a Test Issue for which, as reasonably determined by the Buyer, there is no practicable workaround available, and which:

(a) causes a Component to become unusable; 

(b) causes a lack of functionality, or unexpected functionality, that has an impact on the current Test; or 

(c) has an adverse impact on any other Component(s) or any other area of the Services;

Severity Level 3 Test Issue: a Test Issue which:

(a) causes a Component to become unusable; 

(b) causes a lack of functionality, or unexpected functionality, but which does not impact on the current Test; or 

(c) has an impact on any other Component(s) or any other area of the Services;

but for which, as reasonably determined by the Buyer, there is a practicable workaround available;

Severity Level 4 Test Issue: a Test Issue which causes incorrect functionality of a Component or process, but for which there is a simple, Component based, workaround, and which has no impact on the current Test, or other areas of the Services; and

Severity Level 5 Test Issue: a Test Issue that causes a minor problem, for which no workaround is required, and which has no impact on the current Test, or other areas of the Services









ANNEX 2: TEST CERTIFICATE

To:	[NAME OF SUPPLIER] 

FROM:	[NAME OF BUYER]

[Date]

Dear Sirs,

TEST CERTIFICATE

Deliverables: [insert description of Deliverables]

We refer to the contract (the “Contract”) relating to the provision of the Services between the [name of Buyer] (the “Buyer”) and [name of Supplier]  (the “Supplier”) dated [date].

Capitalised terms used in this certificate have the meanings given to them in Schedule 1 (Definitions) or Schedule S2 (Testing Procedures) of the Contract.

[We confirm that the Deliverables listed above have been tested successfully in accordance with the Test Plan relevant to those Deliverables.]

OR

[This Test Certificate is issued pursuant to Paragraph 12.1 of Schedule S2 (Testing Procedures) of the Contract on the condition that any Test Issues are remedied in accordance with the Rectification Plan attached to this certificate.]*

*delete as appropriate

Yours faithfully

[Name]

[Position]

acting on behalf of [name of Buyer]

ANNEX 3: MILESTONE ACHIEVEMENT CERTIFICATE

To:	[NAME OF SUPPLIER] 

FROM:	[NAME OF BUYER]

[Date]

Dear Sirs,

MILESTONE ACHIEVEMENT CERTIFICATE

Milestone: [insert description of Milestone]

We refer to the contract (the “Contract”) relating to the provision of the Services between the [name of Buyer] (the “Buyer”) and [name of Supplier]  (the “Supplier”) dated [date].

Capitalised terms used in this certificate have the meanings given to them in Schedule 1 (Definitions) or Schedule S2 (Testing Procedures) of the Contract.

[We confirm that all the Deliverables relating to Milestone [number] have been tested successfully in accordance with the Test Plan relevant to this Milestone [or that a conditional Test Certificate has been issued in respect of those Deliverables that have not satisfied the relevant Test Success Criteria.]]*

OR

[This Milestone Achievement Certificate is granted pursuant to Paragraph 13.1 of Schedule S2 (Testing Procedures) of the Contract on the condition that any Test Issues are remedied in accordance with the Rectification Plan attached to this certificate.]*

[You may now issue an invoice in respect of the Milestone Payment associated with this Milestone in accordance with the provisions of Schedule 2 (Charges and Invoicing)]*

*delete as appropriate

Yours faithfully

[Name]

[Position]



acting on behalf of [name of Buyer]

S3          SECURITY REQUIREMENTS 

[bookmark: _heading=h.1t3h5sf][bookmark: _heading=h.4d34og8][bookmark: _heading=h.26in1rg][bookmark: _heading=h.1ksv4uv][bookmark: _heading=h.44sinio][bookmark: _heading=h.2jxsxqh][bookmark: _heading=h.3j2qqm3][bookmark: _heading=h.1y810tw]

PART B – LONG FORM SECURITY REQUIREMENTS


1. DEFINITIONS

19.1 In this Part B of Schedule S3 (Security Requirements), the following definitions shall apply:



		“Baseline Security Requirements”

		the baseline security requirements set out in Annex 1 of this Part B Schedule S3 (Security Requirements);



		"ISMS"

		the information security management system and process developed by the Supplier in accordance with Paragraph 3 (ISMS) as updated from time to time in accordance with this Part B Schedule S3 (Security Requirements); 



		“Security Management Plan”

		the Supplier's security management plan prepared pursuant to this Part B Schedule S3 (Security Requirements), a draft of which has been provided by the Supplier to the Buyer and is set out in the Order Form and as updated from time to time; and



		“Security Tests"

		tests to validate the ISMS and security of all relevant processes, systems, incident response plans, patches to vulnerabilities and mitigations to Breaches of Security.







20. [bookmark: _Ref46073833]SECURITY REQUIREMENTS 

20.1 The Parties acknowledge that the purpose of the ISMS and Security Management Plan are to ensure a good organisational approach to security under which the specific requirements of this Contract will be met.

20.2 The Parties shall each appoint a security representative to be responsible for security.  

20.3 The Buyer shall clearly articulate its high level security requirements so that the Supplier can ensure that the ISMS, security related activities and any mitigations are driven by these fundamental needs.

20.4 Both Parties shall provide a reasonable level of access to any members of their staff for the purposes of designing, implementing and managing security.

20.5 The Supplier shall use as a minimum Good Industry Practice in the day to day operation of any system holding, transferring or processing Buyer Data and any system that could directly or indirectly have an impact on that information, and shall ensure that Buyer Data remains under the effective control of the Supplier at all times.

20.6 The Supplier shall ensure the up-to-date maintenance of a security policy relating to the operation of its own organisation and systems and on request shall supply this document as soon as practicable to the Buyer. 

20.7 The Buyer and the Supplier acknowledge that information security risks are shared between the Parties and that a compromise of either the Supplier or the Buyer’s security provisions represents an unacceptable risk to the Buyer requiring immediate communication and co-operation between the Parties.

21. [bookmark: _Ref46073681]INFORMATION SECURITY MANAGEMENT SYSTEM (ISMS)

21.1 The Supplier shall develop and submit to the Buyer, within twenty (20) Working Days after the Commencement Date, an information security management system for the purposes of this Contract and shall comply with the requirements of Paragraphs 3.4 to 3.7.

21.2 The Supplier acknowledges that the Buyer places great emphasis on the reliability of the performance of the Services, confidentiality, integrity and availability of information and consequently on the security provided by the ISMS and that the Supplier shall be responsible for the effective performance of the ISMS.

21.3 The Buyer acknowledges that:

21.3.1 [bookmark: _Ref46073872]if the Buyer has not stipulated that it requires a bespoke ISMS, the ISMS provided by the Supplier may be an extant ISMS covering the Services and their implementation across the Supplier’s estate; and

21.3.2 where the Buyer has stipulated that it requires a bespoke ISMS then the Supplier shall be required to present the ISMS for the Buyer’s approval.

21.4 [bookmark: _heading=h.qsh70q][bookmark: _Ref46073714]The ISMS shall:

21.4.1 if the Buyer has stipulated that it requires a bespoke ISMS, be developed to protect all aspects of the Services and all processes associated with the provision of the associated with the delivery of the Services, including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any IT, information and data (including the Buyer’s Confidential Information and the Buyer Data) to the extent used by the Buyer or the Supplier in connection with this Contract; 

21.4.2 meet the relevant standards in ISO/IEC 27001 and ISO/IEC27002 in accordance with Paragraph 1.7;

21.5 [bookmark: _Ref46073970]at all times provide a level of security which:

21.5.1 is in accordance with the Law and this Contract;

21.5.2 complies with the Baseline Security Requirements;

21.5.3 as a minimum demonstrates Good Industry Practice;

21.5.4 [bookmark: _Ref46073964]complies with the Security Policy and the ICT Policy;

21.5.5 complies with at least the minimum set of security measures and standards as determined by the Security Policy Framework (Tiers 1-4)  (https://www.gov.uk/government/publications/security-policy-framework/hmg-security-policy-framework);

21.5.6 takes account of guidance issued by the Centre for Protection of National Infrastructure (https://www.cpni.gov.uk);

21.5.7 complies with HMG Information Assurance Maturity Model and Assurance Framework (https://www.ncsc.gov.uk/articles/hmg-ia-maturity-model-iamm);

21.5.8 meets any specific security threats of immediate relevance to the ISMS, the Deliverables and/or Government Data;

21.5.9 addresses issues of incompatibility with the Supplier’s own organisational security policies; and

21.5.10 complies with ISO/IEC27001 and ISO/IEC27002 in accordance with Paragraph 3.12;

21.5.11 document the security incident management processes and incident response plans;

21.5.12 [bookmark: _heading=h.3as4poj][bookmark: _Ref46074236]document the vulnerability management policy including processes for identification of system vulnerabilities and assessment of the potential impact on the Services of any new threat, vulnerability or exploitation technique of which the Supplier becomes aware, prioritisation of security patches, testing of security patches, application of security patches, a process for Buyer approvals of exceptions, and the reporting and audit mechanism detailing the efficacy of the patching policy; and

21.5.13 be certified by (or by a person with the direct delegated authority of) a Supplier’s main board representative, being the "Chief Security Officer", "Chief Information Officer", "Chief Technical Officer" or "Chief Financial Officer" (or equivalent as agreed in writing by the Buyer in advance of issue of the relevant Security Management Plan).

21.6 Subject to Paragraph 2, the references to Standards, guidance and policies contained or set out in Paragraph 3.4 shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, as notified to the Supplier from time to time.

21.7 [bookmark: _heading=h.1pxezwc][bookmark: _Ref46073723]In the event that the Supplier becomes aware of any inconsistency in the provisions of the standards, guidance and policies set out in Paragraph 3.4, the Supplier shall immediately notify the Buyer Representative of such inconsistency and the Buyer Representative shall, as soon as practicable, notify the Supplier as to which provision the Supplier shall comply with.

21.8 [bookmark: _heading=h.49x2ik5][bookmark: _Ref46073916]If the bespoke ISMS submitted to the Buyer pursuant to Paragraph 3.3.1 is approved by the Buyer, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this Part B Schedule S3 (Security Requirements). If the ISMS is not approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit it to the Buyer for approval. The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of the first submission of the ISMS to the Buyer. If the Buyer does not approve the ISMS following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure.  No approval to be given by the Buyer pursuant to this Paragraph 3 may be unreasonably withheld or delayed. However any failure to approve the ISMS on the grounds that it does not comply with any of the requirements set out in Paragraphs 3.4 to 3.7 shall be deemed to be reasonable.

21.9 Approval by the Buyer of the ISMS pursuant to Paragraph 1.3.7 or of any change to the ISMS shall not relieve the Supplier of its obligations under this Part B Schedule S3 (Security Requirements).

22. [bookmark: _Ref46073930]SECURITY MANAGEMENT PLAN 

22.1 [bookmark: _Ref46073999]Within twenty (20) Working Days after the Commencement Date, the Supplier shall prepare and submit to the Buyer for approval in accordance with Paragraph 4 fully developed, complete and up-to-date Security Management Plan which shall comply with the requirements of Paragraph 4.2. 

22.2 [bookmark: _heading=h.147n2zr][bookmark: _Ref46073937]The Security Management Plan shall:

22.2.1 be based on the initial Security Management Plan set out in the Order Form;

22.2.2 comply with the Baseline Security Requirements and, where specified by the Buyer in accordance with Paragraph 3.5.4, the Security Policy;

22.2.3 identify the necessary delegated organisational roles defined for those responsible for ensuring this Part B Schedule S3 (Security Requirements) is complied with by the Supplier;

22.2.4 detail the process for managing any security risks from Sub-Contractors and third parties authorised by the Buyer with access to the Goods and/or Services, processes associated with the delivery of the Goods and/or Services, the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any IT, Information and data (including the Buyer’s Confidential Information and the Buyer Data) and any system that could directly or indirectly have an impact on that information, data and/or the Services;

22.2.5 unless otherwise specified by the Buyer in writing, be developed to protect all aspects of the Services and all processes associated with the delivery of the Services, including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any IT, Information and data (including the Buyer’s Confidential Information and the Buyer Data) to the extent used by the Buyer or the Supplier in connection with this Contract or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Services;

22.2.6 set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Services and all processes associated with the delivery of the Services and at all times comply with and specify security measures and procedures which are sufficient to ensure that the Services comply with the provisions of this Part B Schedule S3 (Security Requirements) (including the requirements set out in Paragraph 3.4);

22.2.7 demonstrate that the Supplier’s approach to delivery of the Services has minimised the Buyer and Supplier effort required to comply with this Part B Schedule S3 (Security Requirements) through consideration of available, appropriate and practicable pan-government accredited services (for example, ‘platform as a service’ offering from the G-Cloud catalogue);

22.2.8 set out the plans for transitioning all security arrangements and responsibilities from those in place at the Commencement Date to those incorporated in the ISMS within the timeframe agreed between the Parties;

22.2.9 set out the scope of the Buyer System that is under the control of the Supplier;

22.2.10 be structured in accordance with ISO/IEC27001 and ISO/IEC27002, cross-referencing if necessary to other Schedules of this Contract which cover specific areas included within those standards; and

22.2.11 be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Buyer engaged in the Services and shall reference only documents which are in the possession of the Parties or whose location is otherwise specified in this Part B Schedule S3 (Security Requirements).

22.3 [bookmark: _heading=h.3o7alnk][bookmark: _Ref46074015]If the Security Management Plan submitted to the Buyer pursuant to Paragraph 4.1 is approved by the Buyer, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this Part B Schedule S3 (Security Requirements). If the Security Management Plan is not approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit it to the Buyer for approval. The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of the first submission to the Buyer of the Security Management Plan. If the Buyer does not approve the Security Management Plan following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure. No approval to be given by the Buyer pursuant to this Paragraph may be unreasonably withheld or delayed. However any failure to approve the Security Management Plan on the grounds that it does not comply with the requirements set out in Paragraph 4.2 shall be deemed to be reasonable.

22.4 Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.3 or of any change or amendment to the Security Management Plan shall not relieve the Supplier of its obligations under this Part B Schedule S3 (Security Requirements).

23. AMENDMENT OF THE ISMS AND SECURITY MANAGEMENT PLAN 

23.1 [bookmark: _Ref46074041]The ISMS and Security Management Plan shall be fully reviewed and updated by the Supplier and at least annually to reflect:

23.1.1 emerging changes in Good Industry Practice;

23.1.2 any change or proposed change to the Supplier System, the Services and/or associated processes; 

23.1.3 any new perceived or changed security threats; 

23.1.4 where required in accordance with Paragraph 3.5.4, any changes to the Security Policy;

23.1.5 any new perceived or changed security threats; and

23.1.6 any reasonable change in requirement requested by the Buyer.

23.2 [bookmark: _heading=h.ihv636]The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably practicable after their completion and amend the ISMS and Security Management Plan at no additional cost to the Buyer.  The results of the review shall include, without limitation: 

23.2.1 suggested improvements to the effectiveness of the ISMS;

23.2.2 updates to the risk assessments;

23.2.3 proposed modifications to the procedures and controls that affect information security to respond to events that may impact on the ISMS; and

23.2.4 suggested improvements in measuring the effectiveness of controls.

23.3 [bookmark: _heading=h.32hioqz]Subject to Paragraph 5.4, any change which the Supplier proposes to make to the ISMS or Security Management Plan (as a result of a review carried out pursuant to Paragraph 5.1, a Buyer request, a change to the Baseline Security Requirements or otherwise) shall be subject to the Change Control Procedure and shall not be implemented until approved in writing by the Buyer.

23.4 [bookmark: _heading=h.1hmsyys][bookmark: _Ref46074032]The Buyer may, acting reasonably, approve and require changes or amendments to the ISMS or Security Management Plan to be implemented on timescales faster than set out in the Change Control Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Change Control Procedure for the purposes of formalising and documenting the relevant change or amendment.

24. SECURITY TESTING 

24.1 The Supplier shall conduct Security Tests from time to time (and at least annually across the scope of the ISMS) and additionally after any change or amendment to the ISMS (including security incident management processes and incident response plans) or the Security Management Plan.  Security Tests shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Services and the date, timing, content and conduct of such Security Tests shall be agreed in advance with the Buyer.  Subject to compliance by the Supplier with the foregoing requirements, if any Security Tests adversely affect the Supplier’s ability to deliver the Services so as to meet the Service Levels, the Supplier shall be granted relief against any resultant under-performance for the period of the Security Tests.

24.2 [bookmark: _heading=h.2grqrue][bookmark: _Ref46074058]The Buyer shall be entitled to send a representative to witness the conduct of the Security Tests. The Supplier shall provide the Buyer with the results of such Security Tests (in a form approved by the Buyer in advance) as soon as practicable after completion of each Security Test.

24.3 [bookmark: _heading=h.vx1227][bookmark: _Ref46074064]Without prejudice to any other right of audit or access granted to the Buyer pursuant to this Contract, the Buyer and/or its authorised representatives shall be entitled, at any time upon giving reasonable notice to the Supplier, to carry out such tests (including penetration tests) as it may deem necessary in relation to the ISMS and the Supplier's compliance with the ISMS and the Security Management Plan. The Buyer may notify the Supplier of the results of such tests after completion of each such test.  If any such Buyer’s test adversely affects the Supplier’s ability to deliver the Services so as to meet the Service Levels, the Supplier shall be granted relief against any resultant under-performance for the period of the Buyer’s test.

24.4 [bookmark: _heading=h.3fwokq0][bookmark: _Ref46074070]Where any Security Test carried out pursuant to Paragraphs 6.2 or 6.3 reveals any actual or potential Breach of Security or weaknesses (including un-patched vulnerabilities, poor configuration and/or incorrect system management), the Supplier shall promptly notify the Buyer of any changes to the ISMS and to the Security Management Plan (and the implementation thereof) which the Supplier proposes to make in order to correct such failure or weakness. Subject to the Buyer's prior written approval, the Supplier shall implement such changes to the ISMS and the Security Management Plan and repeat the relevant Security Tests in accordance with the timetable agreed with the Buyer or, otherwise, as soon as reasonably possible.  For the avoidance of doubt, where the change to the ISMS or Security Management Plan is to address a non-compliance with the Security Policy or Baseline Security Requirements or the requirements of this Part B Schedule S3 (Security Requirements), the change to the ISMS or Security Management Plan shall be at no cost to the Buyer.

24.5 If any repeat Security Test carried out pursuant to Paragraph 6.4 reveals an actual or potential Breach of Security exploiting the same root cause failure, such circumstance shall constitute a material Default of this Contract. 

25. [bookmark: _Ref46073756]COMPLYING WITH THE ISMS 

25.1 [bookmark: _Ref46074081]The Buyer shall be entitled to carry out such security audits as it may reasonably deem necessary in order to ensure that the ISMS maintains compliance with the principles and practices of ISO 27001 and/or the Security Policy where such compliance is required in accordance with Paragraph [  ].

25.2 [bookmark: _heading=h.1v1yuxt]If, on the basis of evidence provided by such security audits, it is the Buyer's reasonable opinion that compliance with the principles and practices of ISO/IEC 27001 and/or, where relevant, the Security Policy are not being achieved by the Supplier, then the Buyer shall notify the Supplier of the same and give the Supplier a reasonable time (having regard to the extent and criticality of any non-compliance and any other relevant circumstances) to implement and remedy.  If the Supplier does not become compliant within the required time then the Buyer shall have the right to obtain an independent audit against these standards in whole or in part.

25.3 If, as a result of any such independent audit as described in Paragraph 7.1, the Supplier is found to be non-compliant with the principles and practices of ISO/IEC 27001 and/or, where relevant, the Security Policy then the Supplier shall, at its own expense, undertake those actions required in order to achieve the necessary compliance and shall reimburse in full the costs incurred by the Buyer in obtaining such audit.

26. SECURITY BREACH 

26.1 [bookmark: _Ref46074088]Either Party shall notify the other in accordance with the agreed security incident management process as defined by the ISMS upon becoming aware of any breach of security or any potential or attempted Breach of Security.

26.2 Without prejudice to the security incident management process, upon becoming aware of any of the circumstances referred to in Paragraph 8.1, the Supplier shall:

26.2.1 immediately take all reasonable steps (which shall include any action or changes reasonably required by the Buyer) necessary to:

26.2.2 minimise the extent of actual or potential harm caused by any Breach of Security; 

26.2.3 remedy such Breach of Security or any potential or attempted Breach of Security in order to protect the integrity of the Buyer Assets and/or ISMS to the extent that this is within the Supplier’s control; 

26.2.4 apply a tested mitigation against any such Breach of Security or attempted Breach of Security and provided that reasonable testing has been undertaken by the Supplier, if the mitigation adversely affects the Supplier’s ability to provide the Services so as to meet the relevant Service Levels, the Supplier shall be granted relief against any resultant under-performance for such period as the Buyer, acting reasonably, may specify by written notice to the Supplier;

26.2.5 prevent a further Breach of Security or any potential or attempted Breach of Security in the future exploiting the same root cause failure; and

26.2.6 supply any requested data to the Buyer (or the Computer Emergency Response Team for UK Government ("GovCertUK")) on the Buyer’s request within two (2) Working Days and without charge (where such requests are reasonably related to a possible incident or compromise); and

26.2.7 as soon as reasonably practicable provide to the Buyer full details (using the reporting mechanism defined by the ISMS) of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Buyer.

26.3 In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of Security that demonstrates non-compliance of the ISMS with the Security Policy (where relevant) or the requirements of this Part B Schedule S3 (Security Requirements), then any required change to the ISMS shall be at no cost to the Buyer.

27. [bookmark: _Ref46074147]VULNERABILITIES AND FIXING THEM

27.1 The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the IT Environment will be discovered which unless mitigated will present an unacceptable risk to the Buyer’s information.

27.2 The severity of threat vulnerabilities for the Supplier COTS Software and/or Third Party COTS Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring according to the agreed method in the ISMS and using the appropriate vulnerability scoring systems including:

27.2.1 the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out by NIST http://nvd.nist.gov/cvss.cfm); and

27.2.2 Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’) respectively.

27.3 [bookmark: _heading=h.2u6wntf][bookmark: _Ref46074154]The Supplier shall procure the application of security patches to vulnerabilities within a maximum period from the public release of such patches with those vulnerabilities categorised as ‘Critical’ within 14 days of release, ‘Important’ within 30 days of release and all ‘Other’ within 60 Working Days of release, except where:

27.3.1 the Supplier can demonstrate that a vulnerability is not exploitable within the context of any Service (e.g. because it resides in a software component which is not running in the service) provided vulnerabilities which the Supplier asserts cannot be exploited within the context of a Service must be remedied by the Supplier within the above timescales if the vulnerability becomes exploitable within the context of the Service;

27.3.2 the application of a ‘Critical’ or ‘Important’ security patch adversely affects the Supplier’s ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of 5 days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Buyer; or

27.3.3 the Buyer agrees a different maximum period after a case-by-case consultation with the Supplier under the processes defined in the ISMS.

27.4 The Specification and Mobilisation Plan (if applicable) shall include provisions for major version upgrades of all Supplier COTS Software and/or Third Party COTS Software to be upgraded within 6 Months of the release of the latest version, such that it is no more than one major version level below the latest release (normally codified as running software no older than the ‘n-1 version’) throughout the Term unless:

27.4.1 where upgrading such Supplier COTS Software and/or Third Party COTS Software reduces the level of mitigations for known threats, vulnerabilities or exploitation techniques, provided always that such upgrade is made within 12 Months of release of the latest version; or

27.4.2 is agreed with the Buyer in writing. 

27.5 The Supplier shall:

27.5.1 implement a mechanism for receiving, analysing and acting upon threat information supplied by GovCertUK, or any other competent Central Government Body;

27.5.2 ensure that the IT Environment (to the extent that the IT Environment is within the control of the Supplier) is monitored to facilitate the detection of anomalous behaviour that would be indicative of system compromise;

27.5.3 ensure it is knowledgeable about the latest trends in threat, vulnerability and exploitation that are relevant to the IT Environment by actively monitoring the threat landscape during the Contract Period;

27.5.4 pro-actively scan the IT Environment (to the extent that the IT Environment is within the control of the Supplier) for vulnerable components and address discovered vulnerabilities through the processes described in the ISMS as developed under Paragraph 3.5.12;

27.5.5 from the date specified in the Security Management Plan provide a report to the Buyer within five (5) Working Days of the end of each month detailing both patched and outstanding vulnerabilities in the IT Environment (to the extent that the IT Environment is within the control of the Supplier) and any elapsed time between the public release date of patches and either time of application or for outstanding vulnerabilities the time of issue of such report;

27.5.6 propose interim mitigation measures to vulnerabilities in the IT Environment known to be exploitable where a security patch is not immediately available;

27.5.7 remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the IT Environment); and

27.5.8 inform the Buyer when it becomes aware of any new threat, vulnerability or exploitation technique that has the potential to affect the security of the IT Environment and provide initial indications of possible mitigations.

27.6 If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under this Paragraph 9, the Supplier shall immediately notify the Buyer.

27.7 A failure to comply with Paragraph 9.3 shall constitute a Default, and the Supplier shall comply with the Rectification Plan Process.

27.8 

ANNEX 1 – BASELINE SECURITY REQUIREMENTS

1. Handling Classified information

28.1 The Supplier shall not handle Buyer information classified SECRET or TOP SECRET except if there is a specific requirement and in this case prior to receipt of such information the Supplier shall seek additional specific guidance from the Buyer.

29. End user devices

29.1 When Buyer Data resides on a mobile, removable or physically uncontrolled device it must be stored encrypted using a product or system component which has been formally assured through a recognised certification process of the National Cyber Security Centre (“NCSC”) to at least Foundation Grade, for example, under the NCSC Commercial Product Assurance scheme ("CPA"). 

29.2 Devices used to access or manage Buyer Data and services must be under the management authority of Buyer or Supplier and have a minimum set of security policy configuration enforced. These devices must be placed into a ‘known good’ state prior to being provisioned into the management authority of the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier devices are expected to meet the set of security requirements set out in the End User Devices Security Guidance (https://www.ncsc.gov.uk/guidance/end-user-device-security). Where the guidance highlights shortcomings in a particular platform the Supplier may wish to use, then these should be discussed with the Buyer and a joint decision shall be taken on whether the residual risks are acceptable. Where the Supplier wishes to deviate from the NCSC guidance, then this should be agreed in writing on a case by case basis with the Buyer.

30. DATA PROCESSING, STORAGE, MANAGEMENT AND DESTRUCTION

30.1 The Supplier and Buyer recognise the need for the Buyer’s information to be safeguarded under the UK Data Protection regime or a similar regime. To that end, the Supplier must be able to state to the Buyer the physical locations in which data may be stored, processed and managed from, and what legal and regulatory frameworks Buyer Data will be subject to at all times.

30.2 The Supplier shall agree any change in location of data storage, processing and administration with the Buyer in accordance with the Change Control Procedure. 

30.3 The Supplier shall:

30.3.1 provide the Buyer with all Buyer Data on demand in an agreed open format;

30.3.2 have documented processes to guarantee availability of Buyer Data in the event of the Supplier ceasing to trade;

30.3.3 securely destroy all media that has held Buyer Data at the end of life of that media in line with Good Industry Practice; and

30.3.4 securely erase any or all Buyer Data held by the Supplier when requested to do so by the Buyer.

31. ENSURING SECURE COMMUNICATIONS 

31.1 The Buyer requires that any Buyer Data transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device must be encrypted using a product or system component which has been formally assured through a certification process recognised by NCSC, to at least Foundation Grade, for example, under CPA.

31.2 The Buyer requires that the configuration and use of all networking equipment to provide the Services, including those that are located in secure physical locations, are at least compliant with Good Industry Practice.

32. SECURITY BY DESIGN 

32.1 The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting systems, processes and user access to the minimum possible level) to the design and configuration of IT systems which will process or store Buyer Data. 

32.2 When designing and configuring the IT Environment (to the extent that the IT Environment is within the control of the Supplier) the Supplier shall follow Good Industry Practice and seek guidance from recognised security professionals with the appropriate skills and/or a NCSC certification (https://www.ncsc.gov.uk/section/products-services/ncsc-certification) for all bespoke or complex components of the IT Environment (to the extent that the IT Environment is within the control of the Supplier). 

33. SECURITY OF SUPPLIER PERSONNEL

33.1 Supplier Personnel shall be subject to pre-employment checks that include, as a minimum: identity, unspent criminal convictions and right to work.

33.2 The Supplier shall agree on a case by case basis Supplier Personnel roles which require specific government clearances (such as ‘SC’) including system administrators with privileged access to IT systems which store or process Buyer Data. 

33.3 The Supplier shall prevent Supplier Personnel who are unable to obtain the required security clearances from accessing systems which store, process, or are used to manage Buyer Data except where agreed with the Buyer in writing.

33.4 All Supplier Personnel that have the ability to access Buyer Data or systems holding Buyer Data shall undergo regular training on secure information management principles. Unless otherwise agreed with the Buyer in writing, this training must be undertaken annually.

33.5 Where the Supplier or Sub-Contractors grants increased IT privileges or access rights to Supplier Personnel, those Supplier Personnel shall be granted only those permissions necessary for them to carry out their duties. When Supplier Personnel no longer need elevated privileges or leave the organisation, their access rights shall be revoked within one (1) Working Day.

34. RESTRICTING AND MONITORING ACCESS 

34.1 The Supplier shall operate an access control regime to ensure all users and administrators of the IT Environment (to the extent that the IT Environment is within the control of the Supplier) are uniquely identified and authenticated when accessing or administering the Services. Applying the ‘principle of least privilege’, users and administrators shall be allowed access only to those parts of the IT Environment that they require. The Supplier shall retain an audit record of accesses. 

35. [bookmark: _heading=h.28h4qwu][bookmark: _Ref46074478]AUDIT 

35.1 The Supplier shall collect audit records which relate to security events in the systems or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include:

35.1.1 Logs to facilitate the identification of the specific asset which makes every outbound request external to the IT Environment (to the extent that the IT Environment is within the control of the Supplier). To the extent the design of the Services allows such logs shall include those from DHCP servers, HTTP/HTTPS proxy servers, firewalls and routers. 

35.1.2 Security events generated in the IT Environment (to the extent that the IT Environment is within the control of the Supplier) and shall include: privileged account log-on and log-off events, the start and termination of remote access sessions, security alerts from desktops and server operating systems and security alerts from third party security software.

35.2 The Supplier and the Buyer shall work together to establish any additional audit and monitoring requirements for the IT Environment. 

35.3 The Supplier shall retain audit records collected in compliance with this Paragraph 8 for a period of at least 6 months.



S4          STAFF TRANSFER

1. Definitions

36.1 In this Schedule, the following definitions shall apply:

		"Employee Liability"

		all claims, actions, proceedings, orders, demands, complaints, investigations (save for any claims for personal injury which are covered by insurance) and any award, compensation, damages, tribunal awards, fine, loss, order, penalty, disbursement, payment made by way of settlement and costs, expenses and legal costs reasonably incurred in connection with a claim or investigation including in relation to the following:

a) redundancy payments including contractual or enhanced redundancy costs, termination costs and notice payments; 



		

		b) unfair, wrongful or constructive dismissal compensation;



		

		c) compensation for discrimination on grounds of  sex, race, disability, age, religion or belief, gender reassignment, marriage or civil partnership, pregnancy and maternity  or sexual orientation or claims for equal pay; 



		

		d) compensation for less favourable treatment of part-time workers or fixed term employees;



		

		e) outstanding debts and unlawful deduction of wages including any PAYE and National Insurance Contributions in relation to payments made by the Buyer or the Replacement Supplier to a Transferring Supplier Employee which would have been payable by the Supplier or the Sub-contractor if such payment should have been made prior to the Service Transfer Date and also including any payments arising in respect of pensions;



		

		f) claims whether in tort, contract or statute or otherwise;



		

		any investigation by the Equality and Human Rights Commission or other enforcement, regulatory or supervisory body and of implementing any requirements which may arise from such investigation;



		“Employment Regulations”

		the Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) as amended or replaced or any other Regulations implementing the European Council Directive 77/187/EEC;



		"Former Supplier"

		a supplier supplying the Services to the Buyer before the Relevant Transfer Date that are the same as or substantially similar to the Services (or any part of the Services) and shall include any Sub-Contractor of such supplier (or any Sub-Contractor of any such Sub-Contractor);



		"Partial Termination"

		the partial termination of this Contract to the extent that it relates to the provision of any part of the Services;



		"Relevant Transfer"

		a transfer of employment to which the Employment Regulations applies;



		"Relevant Transfer Date"

		in relation to a Relevant Transfer, the date upon which the Relevant Transfer takes place, and for the purposes of Part D: Pensions, shall include the Commencement Date, where appropriate;



		“Replacement Sub-Contractor”

		a Sub-Contractor of the Replacement Supplier to whom Transferring Supplier Employees will transfer on a Service Transfer Date (or any Sub-Contractor of any such Sub-Contractor);



		“Service Transfer”

		any transfer of the Services (or any part of the Services), for whatever reason, from the Supplier or any Sub-Contractor to a Replacement Supplier or a Replacement Sub-Contractor;



		“Service Transfer Date”

		the date of a Service Transfer;



		"Supplier's Final Supplier Personnel List"

		a list provided by the Supplier of all Supplier Personnel whose will transfer under the Employment Regulations on the Service Transfer Date;



		"Supplier's Provisional Supplier Personnel List"

		a list prepared and updated by the Supplier of all Supplier Personnel who are at the date of the list  wholly or mainly engaged in or assigned to the provision of the Services or any relevant part of the Services which it is envisaged as at the date of such list will no longer be provided by the Supplier;



		"Staffing Information"

		in relation to all persons identified on the Supplier's Provisional Supplier Personnel List or Supplier's Final Supplier Personnel List, as the case may be, such information as the Buyer may reasonably request (subject to all applicable provisions of the Data Protection Legislation), but including in an anonymised format:

(a)	their ages, dates of commencement of employment or engagement, gender and place of work;



		

		(b)	details of whether they are employed, self-employed contractors or consultants, agency workers or otherwise;



		

		(c)	the identity of the employer or relevant contracting Party;



		

		(d)	their relevant contractual notice periods and any other terms relating to termination of employment, including redundancy procedures, and redundancy payments;



		

		(e)	their wages, salaries, bonuses and profit sharing arrangements as applicable;



		

		(f)	details of other employment-related benefits, including (without limitation) medical insurance, life assurance, pension or other retirement benefit schemes, share option schemes and company car schedules applicable to them;



		

		(g)	any outstanding or potential contractual, statutory or other liabilities in respect of such individuals (including in respect of personal injury claims);



		

		(h)	details of any such individuals on long term sickness absence, parental leave, maternity leave or other authorised long term absence; 



		

		(i)	copies of all relevant documents and materials relating to such information, including copies of relevant contracts of employment (or relevant standard contracts if applied generally in respect of such employees); and



		

		(j)	any other "employee liability information" as such term is defined in regulation 11 of the Employment Regulations;



		"Term"

		the period commencing on the Commencement Date and ending on the expiry of the Initial Period or any Extension Period or on earlier termination of this Contract;



		"Transferring Buyer Employees"

		those employees of the Buyer to whom the Employment Regulations will apply on the Relevant Transfer Date and whose names are provided to the Supplier on or prior to the Relevant Transfer Date;



		"Transferring Former Supplier Employees"

		in relation to a Former Supplier, those employees of the Former Supplier to whom the Employment Regulations will apply on the Relevant Transfer Date and whose names are provided to the Supplier on or prior to the Relevant Transfer Date.





37. INTERPRETATION

37.1 Where a provision in this Schedule imposes any obligation on the Supplier including (without limit) to comply with a requirement or provide an indemnity, undertaking or warranty, the Supplier shall procure that each of its Sub-Contractors shall comply with such obligation and provide such indemnity, undertaking or warranty to the Buyer, Former Supplier, Replacement Supplier or Replacement Sub-Contractor, as the case may be and where the Sub-contractor fails to satisfy any claims under such indemnities the Supplier will be liable for satisfying any such claim as if it had provided the indemnity itself.

38. Which parts of this Schedule apply

38.1 The Parties agree that:

38.1.1 where the commencement of the provision of the Services or any part of the Services results in one or more Relevant Transfers, this Schedule S4 (Staff Transfer) shall apply as follows:  

1. where the Relevant Transfer involves the transfer of Transferring Buyer Employees, Part A and Part D of this Schedule S4 (Staff Transfer) shall apply;

(p) where the Relevant Transfer involves the transfer of Transferring Former Supplier Employees, Part B and Part D of this Schedule S4 (Staff Transfer) shall apply; 

(q) where the Relevant Transfer involves the transfer of Transferring Buyer Employees and Transferring Former Supplier Employees, Parts A, B and D of this Schedule S4 (Staff Transfer) shall apply; and

(r) Part C of this Schedule S4 (Staff Transfer) shall not apply;

38.1.2 where commencement of the provision of the Services or a part of the Services does not result in a Relevant Transfer, Part C of this Schedule S4 (Staff Transfer) shall apply, Part D of this Schedule S4 (Staff Transfer) may apply and Parts A and B of this Schedule S4 (Staff Transfer)  shall not apply; and

38.1.3 Part E of this Schedule S4 (Staff Transfer) shall apply on the expiry or termination of the Services or any part of the Services.

PART A - STAFF TRANSFER AT THE COMMENCEMENT DATE

Outsourcing from the Buyer 

1. [bookmark: _Ref311726437][bookmark: LASTCURSORPOSITION]What is a relevant transfer

39.1 The Buyer and the Supplier agree that:

39.1.1 the commencement of the provision of the Services or of each relevant part of the Services will be a Relevant Transfer in relation to the Transferring Buyer Employees; and

39.1.2 as a result of the operation of the Employment Regulations, the contracts of employment between the Buyer and the Transferring Buyer Employees (except in relation to any terms disapplied through operation of regulation 10(2) of the Employment Regulations) will have effect on and from the Relevant Transfer Date as if originally made between the Supplier and/or any Sub-Contractor and each such Transferring Buyer Employee.

39.1.3 The Buyer shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of the Transferring Buyer Employees in respect of the period arising up to (but not including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions.

40. [bookmark: _Ref346027802]INDEMNITIES THE BUYER MUST GIVE 

40.1 [bookmark: _Ref450733229][bookmark: _Ref346026850]Subject to Paragraph 2.2, the Buyer shall indemnify the Supplier and any Sub-Contractor against any Employee Liabilities arising from or as a result of any act or omission by the indemnifying party in respect of any Transferring Buyer Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Buyer Employee occurring before the Relevant Transfer Date. 

40.2 [bookmark: _Ref450733204][bookmark: _Ref346027651][bookmark: _Ref311742432]The indemnities in Paragraph 2.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier or any Sub-Contractor whether occurring or having its origin before, on or after the Relevant Transfer Date.

40.3 [bookmark: _Ref358278449][bookmark: _Ref492661230][bookmark: _Ref358299281]Subject to Paragraphs 2.4 and 2.5,  if any employee of the Buyer who is not identified as a Transferring Buyer Employee claims, or it is determined in relation to any employees of the Buyer, that his/her contract of employment has been transferred from the Buyer to the Supplier and/or any Sub-Contractor pursuant to the Employment Regulations then:

40.3.1 [bookmark: _Ref492895814]the Supplier will, within 5 Working Days of becoming aware of that fact, notify the Buyer in writing;

40.3.2 [bookmark: _Ref492661004]the Buyer may offer employment to such person, or take such other steps as it considers appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

40.3.3 if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

40.3.4 [bookmark: _Ref498680782]if after the period referred to in Paragraph 2.3.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 2.3.1 to 2.3.4 the Buyer will indemnify the Supplier and/or the relevant Sub-Contractor against all Employee Liabilities arising out of the termination of the employment of any of the Buyer's employees referred to in this Paragraph 2.3. 

40.4 [bookmark: _Ref492660946]The indemnity in Paragraph 2.3 shall not apply to any claim:

40.4.1 for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees in relation to any alleged act or omission of the Supplier and/or any Sub-Contractor; or

40.4.2 any claim that the termination of employment was unfair because the Supplier and/or any Sub-Contractor neglected to follow a fair dismissal procedure.

40.5 [bookmark: _Ref492660960][bookmark: _Ref450733260]The indemnity in Paragraph 2.3 shall not apply to any termination of employment occurring later than 3 Months from the Relevant Transfer Date.

40.6 If the Supplier and/or any Sub-Contractor at any point accept the employment of any person as is described in Paragraph 2.3, such person shall be treated as having transferred to the Supplier and/or any Sub-Contractor and the Supplier shall comply with such obligations as may be imposed upon it under applicable Law.

41. [bookmark: _Ref358199754]INDEMNITIES THE SUPPLIER MUST GIVE AND ITS OBLIGATIONS

41.1 [bookmark: _Ref450733275]Subject to Paragraph 3.2, the Supplier shall indemnify the Buyer against any Employee Liabilities arising from or as a result of any act or omission by the Supplier or any Sub-Contractor in respect of any Transferring Buyer Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Buyer Employee whether occurring before, on or after the Relevant Transfer Date.

41.2 [bookmark: _Ref357684501][bookmark: _Ref358278613]The indemnities in Paragraph 3.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Buyer whether occurring or having its origin before, on or after the Relevant Transfer Date including, without limitation, any Employee Liabilities arising from the Buyer's failure to comply with its obligations under the Employment Regulations.

41.3 The Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of the Transferring Buyer Employees, from (and including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and any other sums due under Part D: Pensions.

42. INFORMATION THE SUPPLIER MUST PROVIDE

The Supplier shall promptly provide to the Buyer in writing such information as is necessary to enable the Buyer to carry out its duties under regulation 13 of the Employment Regulations. The Buyer shall promptly provide to the Supplier in writing such information as is necessary to enable the Supplier and any Sub-Contractor to carry out their respective duties under regulation 13 of the Employment Regulations.

43. CABINET OFFICE REQUIREMENTS

43.1 [bookmark: _Ref450733291]The Parties agree that the Principles of Good Employment Practice issued by the Cabinet Office in December 2010 apply to the treatment by the Supplier of employees whose employment begins after the Relevant Transfer Date, and the Supplier undertakes to treat such employees in accordance with the provisions of the Principles of Good Employment Practice.

43.2 [bookmark: _Hlt283195311][bookmark: _Hlt330487205][bookmark: _Hlt331772441][bookmark: _Hlt330487230][bookmark: _Hlt305079896][bookmark: _Ref450733298]The Supplier shall comply with any requirement notified to it by the Buyer relating to pensions in respect of any Transferring Buyer Employee as set down in (i) the Cabinet Office Statement of Practice on Staff Transfers in the Public Sector of January 2000, revised 2007; (ii) HM Treasury's guidance "Staff Transfers from Central Government: A Fair Deal for Staff Pensions of 1999; (iii) HM Treasury's guidance "Fair deal for staff pensions:  procurement of Bulk Transfer Agreements and Related Issues" of June 2004; and/or (iv) the New Fair Deal.

43.3 Any changes embodied in any statement of practice, paper or other guidance that replaces any of the documentation referred to in Paragraphs 5.1 or 5.2 shall be agreed in accordance with the Change Control Procedure.

44. PENSIONS

44.1 The Supplier shall comply with:

44.1.1 all statutory pension obligations in respect of all Transferring Buyer Employees; and

44.1.2 the provisions in Part D: Pensions.






PART B - STAFF TRANSFER AT THE COMMENCEMENT DATE

Transfer from a former supplier on re-procurement 

1. What is a relevant transfer

45.1 The Buyer and the Supplier agree that:

45.1.1 the commencement of the provision of the Services or of any relevant part of the Services will be a Relevant Transfer in relation to the Transferring Former Supplier Employees; and 

45.1.2 as a result of the operation of the Employment Regulations, the contracts of employment between each Former Supplier and the Transferring Former Supplier Employees (except in relation to any terms disapplied through the operation of regulation 10(2) of the Employment Regulations) shall have effect on and from the Relevant Transfer Date as if originally made between the Supplier and/or any Sub-Contractor and each such Transferring Former Supplier Employee.

45.2 [bookmark: _Ref311726465][bookmark: _Ref321320538]The Buyer shall procure that each Former Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of all the Transferring Former Supplier Employees in respect of the period up to (but not including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions.

46. [bookmark: _Ref346030309]INDEMNITIES GIVEN BY THE FORMER SUPPLIER

46.1 Subject to Paragraph 2.2, the Buyer shall procure that each Former Supplier shall indemnify the Supplier and any Sub-Contractor against any Employee Liabilities arising from or as a result of any act or omission by the Former Supplier in respect of any Transferring Former Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Former Supplier Employee arising before the Relevant Transfer Date;

46.2 [bookmark: _Ref346030364][bookmark: _Ref311726598]The indemnities in Paragraph 2.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier or any Sub-Contractor whether occurring or having its origin before, on or after the Relevant Transfer Date.

46.3 [bookmark: _Ref492895878][bookmark: _Ref339036408]Subject to Paragraphs 2.4 and 2.5, if any employee of a Former Supplier who is not identified as a Transferring Former Supplier Employee and claims, and/or it is determined, in relation to such person that his/her contract of employment has been transferred from a Former Supplier to the Supplier and/or any Sub-Contractor pursuant to the Employment Regulations then: 

46.3.1 [bookmark: _Ref492895862]the Supplier will within 5 Working Days of becoming aware of that fact notify the Buyer and the relevant Former Supplier in writing;

46.3.2 [bookmark: _Ref492895855]the Former Supplier may offer employment to such person, or take such other steps as it considers appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

46.3.3 if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

46.3.4 [bookmark: _Ref492895868]if after the period referred to in Paragraph 2.3.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 2.3.1 to 2.3.4 the Buyer shall procure that the Former Supplier will indemnify the Supplier and/or the relevant Sub-Contractor against all Employee Liabilities arising out of the termination of the employment of any of the Former Supplier's employees referred to in Paragraph 2.3. 

46.4 [bookmark: _Ref339036312][bookmark: _Ref492895840]The indemnity in Paragraph 2.3 shall not apply to any claim:

46.4.1 for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees, arising as a result of any alleged act or omission of the Supplier and/or any Sub-Contractor; or

46.4.2 that the termination of employment was unfair because the Supplier and/or Sub-Contractor neglected to follow a fair dismissal procedure.

46.5 [bookmark: _Ref492895844]The indemnity in Paragraph 2.3 shall not apply to any termination of employment occurring later than 3 Months from the Relevant Transfer Date.

46.6 If the Supplier and/or any Sub-Contractor at any point accept the employment of any person as is described in Paragraph 2.3, such person shall be treated as having transferred to the Supplier and/or any Sub-Contractor and the Supplier shall comply with such obligations as may be imposed upon it under applicable Law.

47. [bookmark: _Ref357688215][bookmark: _Ref357686784][bookmark: _Ref311726553]INDEMNITIES THE SUPPLIER MUST GIVE AND ITS OBLIGATIONS

47.1 [bookmark: _Ref357687893]Subject to Paragraph 3.1, the Supplier shall indemnify the Buyer, and  the Former Supplier against any Employee Liabilities arising from or as a result of any act or omission by the Supplier or any Sub-Contractor in respect of any Transferring Former Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Former Supplier Employee whether occurring before, on or after the Relevant Transfer Date.

47.2 The indemnities in Paragraph 3.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Former Supplier whether occurring or having its origin before, on or after the Relevant Transfer Date including, without limitation, any Employee Liabilities arising from the Former Supplier’s failure to comply with its obligations under the Employment Regulations.

47.3 The Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of all the Transferring Former Supplier Employees, on and from the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and all such sums due under Part D: Pensions.

48. INFORMATION THE SUPPLIER MUST GIVE

The Supplier shall promptly provide to the Buyer and/or at the Buyer’s direction, the Former Supplier, in writing such information as is necessary to enable the Buyer and/or the Former Supplier to carry out their respective duties under regulation 13 of the Employment Regulations. The Buyer shall procure that the Former Supplier shall promptly provide to the Supplier in writing such information as is necessary to enable the Supplier and any Sub-Contractor to carry out their respective duties under regulation 13 of the Employment Regulations.

49. CABINET OFFICE REQUIREMENTS

49.1 The Supplier shall comply with any requirement notified to it by the Buyer relating to pensions in respect of any Transferring Former Supplier Employee as set down in (i) the Cabinet Office Statement of Practice on Staff Transfers in the Public Sector of January 2000, revised 2007; (ii) HM Treasury's guidance "Staff Transfers from Central Government: A Fair Deal for Staff Pensions of 1999; (iii) HM Treasury's guidance: "Fair deal for staff pensions:  procurement of Bulk Transfer Agreements and Related Issues" of June 2004; and/or (iv) the New Fair Deal.

49.2 Any changes embodied in any statement of practice, paper or other guidance that replaces any of the documentation referred to in Paragraph 5.1 shall be agreed in accordance with the Change Control Procedure.

50. LIMITS ON THE FORMER SUPPLIER’S OBLIGATIONS

Notwithstanding any other provisions of this Part B, where in this Part B the Buyer accepts an obligation to procure that a Former Supplier does or does not do something, such obligation shall be limited so that it extends only to the extent that the Buyer’s contract with the Former Supplier contains a contractual right in that regard which the Buyer may enforce, or otherwise so that it requires only that the Buyer’s must use reasonable endeavours to procure that the Former Supplier does or does not act accordingly.

51. PENSIONS

51.1 The Supplier shall comply with:

51.1.1 all statutory pension obligations in respect of all Transferring Former Supplier Employees; and

51.1.2 the provisions in Part D: Pensions.



PART C – NO STAFF TRANSFER ON THE COMMENCEMENT DATE

1.  WHAT HAPPENS IF THERE IS A STAFF TRANSFER

52.1 [bookmark: _Ref311726687]The Buyer and the Supplier agree that the commencement of the provision of the Services or of any part of the Services will not be a Relevant Transfer in relation to any employees of the Buyer and/or any Former Supplier.  

52.2 [bookmark: _Ref339619543][bookmark: _Ref490491607][bookmark: _Ref311726702][bookmark: _Ref339619716]Subject to Paragraphs 1.3, 1.4 and 1.5, if any employee of the Buyer and/or a Former Supplier claims, or it is determined in relation to any employee of the Buyer and/or a Former Supplier, that his/her contract of employment has been transferred from the Buyer and/or the Former Supplier to the Supplier and/or any Sub-Contractor pursuant to the Employment Regulations then:

52.2.1 [bookmark: _Ref490491284]the Supplier will, within 5 Working Days of becoming aware of that fact, notify the Buyer in writing;

52.2.2 [bookmark: _Ref490491215]the Buyer may offer employment to such person, or take such other steps as it considered appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

52.2.3 if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

52.2.4 [bookmark: _Ref490491291]if after the period referred to in Paragraph 1.2.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 1.2.1 to 1.2.4:

52.2.5 the Buyer will indemnify the Supplier and/or the relevant Sub-Contractor against all Employee Liabilities arising out of the termination of the employment of any of the Buyer's employees referred to in Paragraph 1.2; and 

52.2.6 the Buyer will procure that the Former Supplier indemnifies the Supplier and/or any Sub-Contractor against all Employee Liabilities arising out of termination of the employment of the employees of the Former Supplier referred to in Paragraph 1.2.

52.3 [bookmark: _Ref492895907][bookmark: _Ref311726659]The indemnities in Paragraph 1.2 shall not apply to any claim:

52.3.1 for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees in relation to any alleged act or omission of the Supplier and/or Sub-Contractor; or

52.3.2 any claim that the termination of employment was unfair because the Supplier and/or any Sub-Contractor neglected to follow a fair dismissal procedure

52.4 [bookmark: _Ref492895913]The indemnities in Paragraph 1.2 shall not apply to any termination of employment occurring later than 3 Months from the Commencement Date.

52.5 [bookmark: _Ref492895922][bookmark: _Ref339619658][bookmark: _Ref339619692][bookmark: _Ref451159045]If the Supplier and/or the Sub-Contractor does not comply with Paragraph 1.2, all Employee Liabilities in relation to such employees shall remain with the Supplier and/or the Sub-Contractor and the Supplier shall (i) comply with the provisions of Part D: Pensions of this Schedule, and (ii) indemnify the Buyer and any Former Supplier against any Employee Liabilities that either of them may incur in respect of any such employees of the Supplier and/or employees of the Sub-Contractor.

53. LIMITS ON THE FORMER SUPPLIER’S OBLIGATIONS

Where in this Part C the Buyer accepts an obligation to procure that a Former Supplier does or does not do something, such obligation shall be limited so that it extends only to the extent that the Buyer's contract with the Former Supplier contains a contractual right in that regard which the Buyer may enforce, or otherwise so that it requires only that the Buyer must use reasonable endeavours to procure that the Former Supplier does or does not act accordingly.








PART d – pensions 

1. DEFINITIONS

54.1 In this Part D, the following definitions shall apply and shall be deemed to include the definitions set out in the Annexes:

		"Actuary"

		a Fellow of the Institute and Faculty of Actuaries;



		"Admission Agreement"

		means either or both of the CSPS Admission Agreement (as defined in Annex D1: CSPS) or the LGPS Admission Agreement) as defined in Annex D3: LGPS), as the context requires;



		"Broadly Comparable"

		(a) in respect of a pension scheme, a status satisfying the condition that there are no identifiable employees who will suffer material detriment overall in terms of future accrual of pension benefits as assessed in accordance with Annex A of New Fair Deal and demonstrated by the issue by the Government Actuary’s Department of a broad comparability certificate; and



		

		(b) in respect of benefits provided for or in respect of a member under a pension scheme, benefits that are consistent with that pension scheme’s certificate of broad comparability issued by the Government Actuary’s Department,

and "Broad Comparability" shall be construed accordingly;



		"CSPS"

		the schemes as defined in Annex D1 to this Part D; 



		"Fair Deal Employees"

		those:

(a) Transferring Buyer Employees; and/or 



		

		(b) Transferring Former Supplier Employees; and/or



		

		(c) employees who are not Transferring Buyer Employees or Transferring Former Supplier Employees but to whom the Employment Regulations apply on the Relevant Transfer Date to transfer their employment to the Supplier or a Sub-Contractor, and whose employment is not terminated in accordance with the provisions of Paragraphs 2.3.4 of Parts A or B or Paragraph 1.2.4 of Part C;



		

		(d) where the Former Supplier becomes the Supplier those employees; 



		

		who at the Commencement Date or Relevant Transfer Date (as appropriate) are or become entitled to New Fair Deal protection in respect of any of the Statutory Schemes as notified by the Buyer;



		"Fair Deal Schemes"

		means the relevant Statutory Scheme or a Broadly Comparable pension scheme;



		"Fund Actuary"

		means Fund Actuary as defined in Annex D3 to this Part D;



		"LGPS"

		the schemes as defined in Annex D3 to this Part D;



		"NHSPS"

		the schemes  as defined in Annex D2 to this Part D;



		"New Fair Deal"

		the revised Fair Deal position set out in the HM Treasury guidance:  "Fair Deal for Staff Pensions: Staff Transfer from Central Government" issued in October 2013 including:

(a) any amendments to that document immediately prior to the Relevant Transfer Date; and



		

		(b) any similar pension protection in accordance with the subsequent Annex D1-D3 inclusive as notified to the Supplier by the CCS or Buyer; and



		"Statutory Schemes"

		means the CSPS, NHSPS or LGPS.





55. SUPPLIER OBLIGATIONS TO PARTICIPATE IN THE PENSION SCHEMES

55.1 In respect of all or any Fair Deal Employees each of Annex D1: CSPS, Annex D2: NHSPS and/or Annex D3: LGPS shall apply, as appropriate.

55.2 The Supplier undertakes to do all such things and execute any documents (including any relevant Admission Agreement and/or Direction Letter, if necessary) as may be required to enable the Supplier to participate in the appropriate Statutory Scheme in respect of the Fair Deal Employees and shall bear its own costs in such regard.

55.3 The Supplier undertakes:

55.3.1 to pay to the Statutory Schemes all such amounts as are due under the relevant Admission Agreement and/or Direction Letter or otherwise and shall deduct and pay to the Statutory Schemes such employee contributions as are required; and

55.3.2 to be fully responsible for all other costs, contributions, payments and other amounts relating to its participation in the Statutory Schemes, including for the avoidance of doubt any exit payments and the costs of providing any bond, indemnity or guarantee required in relation to such participation.

56. SUPPLIER OBLIGATION TO PROVIDE INFORMATION

56.1 The Supplier undertakes to the Buyer:

56.1.1 [bookmark: _Ref492896157]to provide all information which the Buyer may reasonably request concerning matters referred to in this Part D as expeditiously as possible; and

56.1.2 not to issue any announcements to any Fair Deal Employee prior to the Relevant Transfer Date concerning the matters stated in this Part D without the consent in writing of the Buyer (such consent not to be unreasonably withheld or delayed).

57. INDEMNITIES THE SUPPLIER MUST GIVE

57.1 The Supplier undertakes to the Buyer to indemnify and keep indemnified NHS Pensions the Buyer and/or any Replacement Supplier and/or any Replacement Sub-Contractor on demand from and against all and any Losses whatsoever arising out of or in connection with any liability towards all and any Fair Deal Employees arising in respect of service on or after the Relevant Transfer Date which arise from any breach by the Supplier of this Part D, and/or the CSPS Admission Agreement and/or the Direction Letter and/or the LGPS Admission Agreement  or relates to the payment of benefits under and/or participation in an occupational pension scheme (within the meaning provided for in section 1 of the Pension Schemes Act 1993) or the Fair Deal Schemes. 

57.2 [bookmark: _Ref321833613]The Supplier hereby indemnifies the NHS Pensions, the Buyer and/or any Replacement Supplier and/or Replacement Sub-Contractor from and against all Losses suffered or incurred by it or them which arise from claims by Fair Deal Employees of the Supplier and/or of any Sub-Contractor or by any trade unions, elected employee representatives or staff associations in respect of all or any such Fair Deal Employees which Losses:

57.2.1 [bookmark: _DV_M1069][bookmark: _Ref321833614]relate to pension rights in respect of periods of employment on and after the Relevant Transfer Date until the date of termination or expiry of this Contract; or

57.2.2 [bookmark: _DV_M1070][bookmark: _Ref321833615]arise out of the failure of the Supplier and/or any relevant Sub-Contractor to comply with the provisions of this Part D before the date of termination or expiry of this Contract. 

57.3 The indemnities in this Part D and its Annexes:

57.3.1 shall survive termination of this Contract; and

57.3.2 shall not be affected by the caps on liability contained in Clause 19.

58. WHAT HAPPENS IF THERE IS A DISPUTE

58.1 The Dispute Resolution Procedure will not apply to this Part D and any dispute between the Buyer and/or the Supplier or between their respective actuaries or the Fund Actuary about any of the actuarial matters referred to in this Part D and its Annexes shall in the absence of agreement between the Buyer and/or the Supplier be referred to an independent Actuary: 

58.1.1 who will act as an expert and not as an arbitrator; 

58.1.2 whose decision will be final and binding on the Buyer and/or the Supplier; and 

58.1.3 whose expenses shall be borne equally by the Buyer and/or the Supplier unless the independent Actuary shall otherwise direct.

59. OTHER PEOPLE’S RIGHTS

59.1 The Parties agree Clause 52 does not apply and that the CRTPA applies to this Part D to the extent necessary to ensure that any Fair Deal Employee will have the right to enforce any obligation owed to him or her or it by the Supplier under this Part D, in his or her or its own right under section 1(1) of the CRTPA. 

59.2 Further, the Supplier must ensure that the CRTPA will apply to any Sub-Contract to the extent necessary to ensure that any Fair Deal Employee will have the right to enforce any obligation owed to them by the Sub-contractor in his or her or its own right under section 1(1) of the CRTPA.

60. WHAT HAPPENS IF THERE IS A BREACH OF THIS PART D

60.1 The Supplier agrees to notify the Buyer should it breach any obligations it has under this Part D and agrees that the Buyer shall be entitled to terminate this Contract for material Default in the event that the Supplier:

60.1.1 commits an irremediable breach of any provision or obligation it has under this Part D; or

60.1.2 commits a breach of any provision or obligation it has under this Part D which, where capable of remedy, it fails to remedy within a reasonable time and in any event within 28 days of the date of a notice from the Buyer giving particulars of the breach and requiring the Supplier to remedy it.

61. TRANSFERRING NEW FAIR DEAL EMPLOYEES

61.1 Save on expiry or termination of this Contract, if the employment of any Fair Deal Employee transfers to another employer (by way of a transfer under the Employment Regulations) the Supplier shall and shall procure that any relevant Sub-Contractor shall:

61.1.1 consult with and inform those Fair Deal Employees of the pension provisions relating to that transfer; and

61.1.2 procure that the employer to which the Fair Deal Employees are transferred (the "New Employer") complies with the provisions of this Part D and its Annexes provided that references to the "Supplier" will become references to the New Employer, references to "Relevant Transfer Date" will become references to the date of the transfer to the New Employer and references to "Fair Deal Employees" will become references to the Fair Deal Employees so transferred to the New Employer.

62. WHAT HAPPENS TO PENSIONS IF THIS CONTRACT ENDS

The provisions of Part E: Staff Transfer On Exit (Mandatory) apply in relation to pension issues on expiry or termination of this Contract.

63. BROADLY COMPARABLE PENSION SCHEMES

63.1 [bookmark: _Ref498720160]If either:

63.1.1 the terms of any of Paragraphs 2.2 of Annex D1: CSPS, 5.2 of Annex D2: NHSPS and or 4 of Annex D3: LGPS apply; and/or

63.1.2 the Buyer agrees, having considered the exceptional cases provided for in New Fair Deal, (such agreement not to be unreasonably withheld) that the Supplier (and/or its Sub-contractors, if any) need not continue to provide the Fair Deal Employees, who continue to qualify for Fair Deal Protection, with access to the appropriate Statutory Scheme;

the Supplier must (and must, where relevant, procure that each of its Sub-Contractors will) ensure that, with effect from the Relevant Transfer Date or if later cessation of participation in the Statutory Scheme until the day before the Service Transfer Date, the relevant Fair Deal Employees will be eligible for membership of a pension scheme under which the benefits are Broadly Comparable to those provided under the relevant Statutory Scheme, and then on such terms as may be decided by the Buyer.

63.2 Where the Supplier has set up a Broadly Comparable pension scheme or schemes pursuant to the provisions of Paragraph 10.1, the Supplier shall (and shall procure that any of its Sub-Contractors shall):

63.2.1 supply to the Buyer  details of its (or its Sub-Contractor’s) Broadly Comparable pension scheme and provide a full copy of the valid certificate of broad comparability covering all relevant Fair Deal Employees, as soon as it is able to do so and in any event no later than 28 days before the Relevant Transfer Date;

63.2.2 fully fund any such Broadly Comparable pension scheme in accordance with the funding requirements set by that Broadly Comparable pension scheme’s Actuary or by the Government Actuary’s Department for the period ending on the Service Transfer Date;

63.2.3 instruct any such Broadly Comparable pension scheme’s Actuary to, and to provide all such co-operation and assistance in respect of any such Broadly Comparable pension scheme as the Replacement Supplier and/or CCS and/or NHS Pension and/or CSPS and/or the relevant Administering Authority and/or the Buyer may reasonably require, to enable the Replacement Supplier to participate in the appropriate Statutory Scheme in respect of any Fair Deal Employee that remain eligible for New Fair Deal protection following a Service Transfer;

63.2.4 provide a replacement Broadly Comparable pension scheme with immediate effect for those Fair Deal Employees who are still employed by the Supplier and/or relevant Sub-Contractor and are still eligible for New Fair Deal protection in the event that the Supplier and/or Sub-Contractor's Broadly Comparable pension scheme is terminated; 

63.2.5 [bookmark: _Ref498720615]allow and make all necessary arrangements to effect, in respect of any Fair Deal Employee that remains eligible for New Fair Deal protection, following a Service Transfer, the bulk transfer of past service from any such Broadly Comparable pension scheme into the relevant Statutory Scheme and as is relevant on a day for day service basis and to give effect to any transfer of accrued rights required as part of participation under New Fair Deal. For the avoidance of doubt, should the amount offered by the Broadly Comparable pension scheme be less than the amount required by the appropriate Statutory Scheme to fund day for day service ("Shortfall"), the Supplier or the Sub-Contractor (as agreed between them) must pay the Statutory Scheme, as required, provided that in the absence of any agreement between the Supplier and any Sub-Contractor, the Shortfall shall be paid by the Supplier;  and

63.2.6 indemnify the Buyer and/or NHS Pension and/or CSPS and/or the relevant Administering Authority and/or on demand for any failure to pay the Shortfall as required under Paragraph 10.2.5 above.






ANNEX D1 – Civil Service Pensions Schemes (CSPS)

1. DEFINITIONS

64.1 In this Annex D1: CSPS to Part D: Pensions, the following definition shall apply:

		"CSPS Admission Agreement"

		an admission agreement in the form available on the Civil Service Pensions website immediately prior to the Relevant Transfer Date to be entered into for the CSPS in respect of the Services;



		"CSPS Eligible Employee"

		any Fair Deal Employee who at the relevant time is an eligible employee as defined in the CSPS Admission Agreement; and



		"CSPS"

		the Principal Civil Service Pension Scheme available to Civil Servants and employees of bodies under Schedule 1 of the Superannuation Act 1972 (and eligible employees of other bodies admitted to participate under a determination under section 25 of the Public Service Pensions Act 2013), as governed by rules adopted by Parliament; the Partnership Pension Account and its (i) Ill health Benefits Arrangements and (ii) Death Benefits Arrangements; the Civil Service Additional Voluntary Contribution Scheme.





65. ACCESS TO EQUIVALENT PENSION SCHEMES AFTER TRANSFER

65.1 The Supplier shall procure that the Fair Deal Employees, shall be either admitted into, or offered continued membership of, the relevant section of the CSPS that they currently contribute to, or were eligible to join immediately prior to the Relevant Transfer Date  or became eligible to join on the Relevant Transfer Date and the Supplier shall procure that the Fair Deal Employees continue to accrue benefits in accordance with the provisions governing the relevant section of the CSPS for service from (and including) the Relevant Transfer Date.

65.2 [bookmark: _Ref498720560][bookmark: _Ref450734652]The Supplier undertakes that should it cease to participate in the CSPS for whatever reason at a time when it has CSPS Eligible Employees, that it will, at no extra cost to the Buyer, provide to any Fair Deal Employee who immediately prior to such cessation of participation remained a CSPS Eligible Employee with access to a pension scheme which is Broadly Comparable to the CSPS on the date the CSPS Eligible Employees ceased to participate in the CSPS.



ANNEX D2 – NHS PENSION SCHEMES

1. DEFINITIONS

66.1 In this Annex D2: NHSPS to Part D: Pensions, the following definitions shall apply:

		"Direction Letter"

		an NHS Pensions Direction or Determination (as appropriate) issued by the Secretary of State in exercise of the powers conferred by section 7 of the Superannuation (Miscellaneous Provisions) Act 1967 or by section 25 of the Public Service Pensions Act 2013 (as appropriate) and issued to the Supplier or a Sub-contractor of the Supplier (as appropriate) relating to the terms of participation of the Supplier or Sub-contractor in the NHSPS in respect of the NHSPS Eligible Employees;



		"NHSPS Eligible Employees"

		each of the Fair Deal Employees who at a Relevant Transfer Date was a member of, or was entitled to become a member of, or but for their compulsory transfer of employment would have been entitled to be or become a member of, the NHSPS as a result of either:



		

		(a) their employment with the Buyer, an NHS Body or other employer which participates automatically in the NHSPS; or



		

		(b) their employment with a Former Supplier who provides access to the NHSPS pursuant to an NHS Pensions Direction or Determination (as appropriate) issued by the Secretary of State in exercise of the powers conferred by section 7 of the Superannuation (Miscellaneous Provisions) Act 1967 or by section 25 of the Public Service Pensions Act 2013 (as appropriate) in respect of their employment with that Former Supplier (on the basis that they are entitled to protection under New Fair Deal and were permitted to re-join the NHSPS, having been formerly in employment with the Buyer, an NHS Body or other employer who participated automatically in the NHSPS in connection with the Services, prior to being employed by the Former Supplier),



		

		and, in each case, being continuously engaged for more than fifty per cent (50%) of their employed time in the delivery of services (the same as or similar to the Services).



		

		For the avoidance of doubt, an individual who is in or entitled to become a member of the NHSPS as a result of being engaged in the Services and being covered by an "open" Direction Letter or other NHSPS "access" facility but who has never been employed directly by an NHS Body (or other body which participates automatically in the NHSPS) is not an NHSPS Eligible Employee; 



		"NHS Body"

		has the meaning given to it in section 275 of the National Health Service Act 2006 as amended by section 138(2)(c) of Schedule 4 to the Health and Social Care Act 2012;



		"NHS Pensions"

		NHS Pensions as the administrators of the NHSPS or such other body as may from time to time be responsible for relevant administrative functions of the NHSPS;



		"NHSPS"

		the National Health Service Pension Scheme for England and Wales, established pursuant to the Superannuation Act 1972 and governed by subsequent regulations under that Act including the NHS Pension Scheme Regulations;



		"NHS Pension Scheme Arrears"

		any failure on the part of the Supplier or its Sub-Contractors (if any) to pay employer’s contributions or deduct and pay across employee’s contributions to the NHSPS or meet any other financial obligations under the NHSPS or any Direction Letter in respect of the NHSPS Eligible Employees;



		"NHS Pension Scheme Regulations"

		as appropriate, any or all of the National Health Service Pension Scheme Regulations 1995 (SI 1995/300), the National Health Service Pension Scheme Regulations 2008 (SI 2008/653), the National Health Service Pension Scheme Regulations 2015 (2015/94) and any subsequent regulations made in respect of the NHSPS, each as amended from time to time;



		"NHS Premature Retirement Rights"

		rights to which any Fair Deal Employee (had they remained in the employment of the Buyer, an NHS Body or other employer which participates automatically in the NHSPS) would have been or are entitled under the NHS Pension Scheme Regulations, the NHS Compensation for Premature Retirement Regulations 2002 (SI 2002/1311), the NHS (Injury Benefits) Regulations 1995 (SI 1995/866) and section 45 of the General Whitley Council conditions of service, or any other legislative or contractual provision which replaces, amends, extends or consolidates the same from time to time;



		"Pension Benefits"

		any benefits payable in respect of an individual (including but not limited to pensions related allowances and lump sums) relating to old age, invalidity or survivor’s benefits provided under an occupational pension scheme; and



		"Retirement Benefits Scheme"

		a pension scheme registered under Chapter 2 of Part 4 of the Finance Act 2004.





67. [bookmark: _Ref466031983][bookmark: _Toc477883428][bookmark: _Toc479777845][bookmark: _Toc479778295][bookmark: _Toc481484600][bookmark: _Toc481501356]MEMBERSHIP OF THE NHS PENSION SCHEME

67.1 [bookmark: _Ref466031984]In accordance with New Fair Deal, the Supplier and/or any of its Sub-Contractors to which the employment of any NHSPS Eligible Employee compulsorily transfers as a result of the award of this Contract, if not an NHS Body or other employer which participates automatically in the NHSPS, must by or as soon as reasonably practicable after the Relevant Transfer Date, each secure a Direction Letter to enable the NHSPS Eligible Employees to retain either continuous active membership of or eligibility for, the NHSPS for so long as they remain employed in connection with the delivery of the Services under this Contract, and have a right to membership or eligibility of that scheme under the terms of the Direction Letter.

67.2 [bookmark: _Ref384805861]The Supplier must supply to the Buyer by or as soon as reasonably practicable after the Relevant Transfer Date a complete copy of each Direction Letter.

67.3 [bookmark: _Ref466031985]The Supplier must ensure (and procure that each of its Sub-Contracts (if any) ensures) that all of its NHSPS Eligible Employees have a contractual right to continuous active membership of or eligibility for the NHSPS for so long as they have a right to membership or eligibility of that scheme under the terms of the Direction Letter.

67.4 [bookmark: _Ref466031986]The Supplier will (and will procure that its Sub-Contractors (if any) will) comply with the terms of the Direction Letter, the NHS Pension Scheme Regulations (including any terms which change as a result of changes in Law) and any relevant policy issued by the Department of Health in respect of the NHSPS Eligible Employees for so long as it remains bound by the terms of any such Direction Letter.

67.5 [bookmark: _Ref466031987]Where any employee omitted from the Direction Letter supplied in accordance with Paragraph 2 of this Annex are subsequently found to be an NHSPS Eligible Employee, the Supplier will (and will procure that its Sub-contractors (if any) will) treat that person as if they had been an NHSPS Eligible Employee from the Relevant Transfer Date so that their Pension Benefits and NHS Premature Retirement Rights are not adversely affected.

67.6 [bookmark: _Ref466031988]The Supplier will (and will procure that its Sub-Contractors (if any) will) as soon as reasonably practicable and at its (or its Sub-Contractor’s) cost, obtain any guarantee, bond or indemnity that may from time to time be required by the Secretary of State for Health.

68. [bookmark: _Ref462746281][bookmark: _Toc466028620][bookmark: _Toc477883429][bookmark: _Toc479777846][bookmark: _Toc479778296][bookmark: _Toc481484601][bookmark: _Toc481501357]ACCESS TO NHS PENSION SCHEMES AFTER TRANSFER

The Supplier will procure that with effect from the Relevant Transfer Date the NHSPS Eligible Employees shall be either eligible for or remain in continuous active membership of (as the case may be) the NHSPS for employment from (and including) the Relevant Transfer Date.

69. CONTINUATION OF EARLY RETIREMENT RIGHTS AFTER TRANSFER

[bookmark: _Ref466031994]From the Relevant Transfer Date until the Service Transfer Date, the Supplier must provide (and/or must ensure that its Sub-contractors (if any) provide) NHS Premature Retirement Rights in respect of the NHSPS Eligible Employees that are identical to the benefits they would have received had they remained employees of the Buyer, an NHS Body or other employer which participates automatically in the NHSPS.

70. [bookmark: _Ref463007288][bookmark: _Toc466028622][bookmark: _Toc477883431][bookmark: _Toc479777848][bookmark: _Toc479778298][bookmark: _Toc481484603][bookmark: _Toc481501359]WHAT THE BUYER DO IF THE SUPPLIER BREACHES ITS PENSION OBLIGATIONS

70.1 [bookmark: _Ref466031995]The Supplier agrees that the Buyer is entitled to make arrangements with NHS Pensions for the Buyer to be notified if the Supplier (or its Sub-Contractor) breaches the terms of its Direction Letter. Notwithstanding the provisions of the foregoing, the Supplier shall notify the Buyer in the event that it (or its Sub-Contractor) breaches the terms of its Direction Letter.

70.2 [bookmark: _Ref464223868]If the Buyer is entitled to terminate this Contract or the Supplier (or its Sub-Contractor, if relevant) ceases to participate in the NHSPS for whatever other reason, the Buyer may in its sole discretion, and instead of exercising its right to terminate this Contract where relevant, permit the Supplier (or any such Sub-Contractor, as appropriate) to offer Broadly Comparable Pension Benefits, on such terms as decided by the Buyer. The provisions of Paragraph 10 (Broadly Comparable Pension Scheme) of Part D: Pensions shall apply in relation to any Broadly Comparable pension scheme established by the Supplier or its Sub-Contractors.

70.3 [bookmark: _Ref384820059]In addition to the Buyer's right to terminate this Contract, if the Buyer is notified by NHS Pensions of any NHS Pension Scheme Arrears, the Buyer will be entitled to deduct all or part of those arrears from any amount due to be paid under this Contract or otherwise.

71. COMPENSATION WHEN PENSION SCHEME ACCESS CAN’T BE PROVIDED

71.1 [bookmark: _Ref466031997]If the Supplier (or its Sub-Contractor, if relevant) is unable to provide the NHSPS Eligible Employees with either: 

71.1.1 [bookmark: _Ref466031998]membership of the NHSPS (having used its best endeavours to secure a Direction Letter); or 

71.1.2 [bookmark: _Ref466031999]access to a Broadly Comparable pension scheme, 

the Buyer may in its sole discretion permit the Supplier (or any of its Sub-Contractors) to compensate the NHSPS Eligible Employees in a manner that is Broadly Comparable or equivalent in cash terms, the Supplier (or Sub-Contractor as relevant) having consulted with a view to reaching agreement with any recognised trade union or, in the absence of such body, the NHSPS Eligible Employees.  The Supplier must meet (or must procure that the relevant Sub-Contractor meets) the costs of the Buyer determining whether the level of compensation offered is reasonable in the circumstances.

71.2 [bookmark: _Ref466032000]This flexibility for the Buyer to allow compensation in place of Pension Benefits is in addition to and not instead of the Buyer’s right to terminate this Contract.

72. INDEMNITIES THAT A SUPPLIER MUST GIVE

72.1 [bookmark: _Ref466032001]The Supplier must indemnify and keep indemnified the Buyer and any Replacement Supplier against all Losses arising out of any claim by any NHSPS Eligible Employee that the provision of (or failure to provide) Pension Benefits and NHS Premature Retirement Rights from the Relevant Transfer Date, or the level of such benefit provided, constitutes a breach of his or her employment rights.

72.2 [bookmark: _Ref466032002]The Supplier must indemnify and keep indemnified the Buyer, NHS Pensions and any Replacement Supplier against all Losses arising out of the Supplier (or its Sub-Contractor) allowing anyone who is not an NHSPS Eligible Employee to join or claim membership of the NHSPS at any time during the Contract Period.

73. SUB-CONTRACTORS

73.1 [bookmark: _Ref466032006]If the Supplier enters into a Sub-Contract for the delivery of all or part or any component of the Services which will involve the transfer of employment of any NHSPS Eligible Employee it will impose obligations on its Sub-Contractor in identical terms as those imposed on the Supplier in relation to Pension Benefits and NHS Premature Retirement Rights by this  Annex, including requiring that:

73.1.1 [bookmark: _Ref466032007]if the Supplier has secured a Direction Letter, the Sub-Contractor also secures a Direction Letter in respect of the NHSPS Eligible Employees for their future service with the Sub-Contractor as a condition of being awarded the Sub-Contract and the Supplier shall be responsible for ensuring that the  Buyer receives a complete copy of each such Sub-Contractor direction letter as soon as reasonably practicable; or

73.1.2 [bookmark: _Ref466032008]if, in accordance with Paragraph 4 of this Annex, the Supplier has offered the NHSPS Eligible Employees access to a pension scheme under which the benefits are Broadly Comparable to those provided under the NHSPS, the Sub-contractor either secures a Direction Letter in respect of the NHSPS Eligible Employees or (with the prior consent of the Buyer) provides NHSPS Eligible Employees with access to a scheme with Pension Benefits which are Broadly Comparable to those provided under the NHSPS whereupon the provisions of Paragraph 10 (Broadly Comparable Pension Scheme) of Part D: Pensions shall apply.

73.2 [bookmark: _Ref466032009]The Supplier shall procure that each Sub-Contractor provides indemnities to the Buyer, NHS Pensions and/or any Replacement Supplier and/or Replacement Sub-Contractor that are identical to the indemnities set out in Paragraph 7 of this Annex D2. Where a Sub-Contractor fails to satisfy any claim made under such one or more indemnities, the Supplier will be liable for satisfying any such claim as if it had provided the indemnity itself.






ANNEX D2 – LOCAL government PENSION SCHEMES (LGPS)

1. DEFINITIONS

74.1 In this Annex D3: LGPS to Part D: Pensions, the following definitions shall apply:

		"Administering Authority"

		in relation to the Fund, the relevant Administering Authority of that Fund for the purposes of the Local Government Pension Scheme Regulations 2013;



		"Fund Actuary"

		the actuary to a Fund appointed by the Administering Authority of that Fund;



		"Fund"

		a pension fund within the LGPS, the details of this are set out in the Order Form;



		"LGPS"

		the Local Government Pension Scheme as governed by the LGPS Regulations, and any other regulations (in each case as amended from time to time) which are from time  to time applicable to the Local Government Pension Scheme;



		"LGPS Admission Agreement"

		an admission agreement within the meaning  in Schedule 1 of the  Local Government Pension Scheme Regulations 2013;



		"LGPS Admission Body"

		an admission body (within the meaning of Part 3 of Schedule 2 of the  Local Government Pension Scheme Regulations 2013);



		"LGPS Eligible Employees"

		any Fair Deal Employee who at the relevant time is an eligible employee as defined in the LGPS Admission Agreement or otherwise any Fair Deal Employees who immediately before the Relevant Transfer Date was a member of, or was entitled to become a member of, or but for their compulsory transfer of employment would have been entitled to be or become a member of, the LGPS or of a scheme Broadly Comparable to the LGPS; and



		"LGPS Regulations"

		the Local Government Pension Scheme Regulations 2013 (SI 2013/2356) and The Local Government Pension Scheme (Transitional Provisions, Savings and Amendment) Regulations 2014, and any other regulations (in each case as amended from time to time) which are from time to time applicable to the LGPS.





75. SUPPLIER MUST BECOME A LGPS ADMISSION BODY 

75.1 [bookmark: _DV_M1013][bookmark: _DV_M1015][bookmark: _DV_M1016][bookmark: _DV_M1018][bookmark: _Ref321865016]Where the Supplier employs any LGPS Eligible Employees from a Relevant Transfer Date, the Supplier shall become an LGPS Admission Body and shall on or before the Relevant Transfer Date enter into a LGPS Admission Agreement with the Administering Authority which will have effect from and including the Relevant Transfer Date.

75.2 The LGPS Admission Agreement must ensure that all LGPS Eligible Employees covered by that Agreement who were active LGPS members immediately before the Relevant Transfer Date are admitted to the LGPS with effect on and from the Relevant Transfer Date. Any LGPS Eligible Employees who were eligible to join the LGPS but were not active LGPS members immediately before the Relevant Transfer Date must retain the ability to join the LGPS after the Relevant Transfer Date if they wish to do so.

75.3 The Supplier shall provide any indemnity, bond or guarantee required by an Administering Authority in relation to an LGPS Admission Agreement. 

75.4 The Supplier shall not automatically enrol or re-enrol for the purposes of the Pensions Act 2008 any LGPS Eligible Employees in any pension scheme other than the LGPS.

76. RIGHT OF SET-OFF 

[bookmark: _DV_M1019][bookmark: _Ref321833585][bookmark: _DV_M1020][bookmark: _DV_M1021][bookmark: _DV_C198]The Buyer shall have a right to set off against any payments due to the Supplier under this Contract an amount equal to any overdue employer and employee contributions and other payments (and interest payable under the LGPS Regulations) due from the Supplier (or from any relevant Sub-Contractor) under an LGPS Admission Agreement and shall pay such amount to the relevant Fund.

77. [bookmark: _DV_M1022]SUPPLIER CEASES TO BE AN LGPS ADMISSION BODY

[bookmark: _DV_M1023][bookmark: _Ref321833586][bookmark: _DV_M1024][bookmark: _Ref321833609][bookmark: _Ref321833587]If the Supplier employs any LGPS Eligible Employees from a Relevant Transfer Date and the Supplier either cannot or does not participate in the LGPS, the Supplier shall offer such LGPS Eligible Employee membership of a pension scheme Broadly Comparable to the LGPS. 

78. [bookmark: _DV_M1030][bookmark: _DV_M1045][bookmark: _DV_M1049][bookmark: _DV_M1051][bookmark: _DV_M1053][bookmark: _DV_M1057][bookmark: _DV_M1058]DISCRETIONARY BENEFITS 

[bookmark: _DV_M1059][bookmark: _Ref321865022][bookmark: _DV_M1061][bookmark: _DV_M1064][bookmark: _DV_M1065][bookmark: _DV_M1066][bookmark: _Ref321833611]Where the Supplier is an LGPS Admission Body, the Supplier shall award benefits to the LGPS Eligible Employees under the LGPS in circumstances where the LGPS Eligible Employees would have received such benefits had they still been employed by their previous employer. Where such benefits are of a discretionary nature, they shall be awarded on the basis of the previous employer’s written policy in relation to such benefits at the time of the Relevant Transfer Date. 





PART E – STAFF TRANSFER ON EXIT

1. OBLIGATIONS BEFORE A STAFF TRANSFER

79.1 [bookmark: _Ref492896638][bookmark: _Ref492896666]The Supplier agrees that within 20 Working Days of the earliest of:

79.1.1 [bookmark: _Ref492896681]receipt of a notification from the Buyer of a Service Transfer or intended Service Transfer; 

79.1.2 [bookmark: _Ref492896672]receipt of the giving of notice of early termination or any Partial Termination of this Contract; 

79.1.3 the date which is 12 Months before the end of the Term; and

79.1.4 receipt of a written request of the Buyer at any time (provided that the Buyer shall only be entitled to make one such request in any 6 Month period),

it shall provide in a suitably anonymised format so as to comply with the Data Protection Legislation, the Supplier's Provisional Supplier Personnel List, together with the Staffing Information in relation to the Supplier's Provisional Supplier Personnel List and it shall provide an updated Supplier's Provisional Supplier Personnel List at such intervals as are reasonably requested by the Buyer. 

79.2 [bookmark: _Ref492896645]At least 20 Working Days prior to the Service Transfer Date, the Supplier shall provide to the Buyer or at the direction of the Buyer to any Replacement Supplier and/or any Replacement Sub-Contractor (i) the Supplier's Final Supplier Personnel List, which shall identify the basis upon which they are Transferring Supplier Employees and (ii) the Staffing Information in relation to the Supplier’s Final Supplier Personnel List (insofar as such information has not previously been provided).

79.3 The Buyer shall be permitted to use and disclose information provided by the Supplier under Paragraphs 1.1 and 1.2 for the purpose of informing any prospective Replacement Supplier and/or Replacement Sub-Contractor. 

79.4 The Supplier warrants, for the benefit of the Buyer, any Replacement Supplier, and any Replacement Sub-Contractor that all information provided pursuant to Paragraphs 1.1 and 1.2 shall be true and accurate in all material respects at the time of providing the information.

79.5 From the date of the earliest event referred to in Paragraph 1.1.1, 1.1.2 and 1.1.3, the Supplier agrees that it shall not assign any person to the provision of the Services who is not listed on the Supplier’s Provisional Supplier Personnel List and shall, unless otherwise instructed by the Buyer (acting reasonably):

79.5.1 not replace or re-deploy any Supplier Personnel listed on the Supplier Provisional Supplier Personnel List other than where any replacement is of equivalent grade, skills, experience and expertise and is employed on the same terms and conditions of employment as the person he/she replaces;

79.5.2 not make, promise, propose, permit or implement any material changes to the terms and conditions of (i) employment and/or (ii) pensions, retirement and death benefits (including not to make pensionable any category of earnings which were not previously pensionable or reduce the pension contributions payable) of the Supplier Personnel (including any payments connected with the termination of employment); 

79.5.3 not increase the proportion of working time spent on the Services (or the relevant part of the Services) by any of the Supplier Personnel save for fulfilling assignments and projects previously scheduled and agreed;

79.5.4 not introduce any new contractual or customary practice concerning the making of any lump sum payment on the termination of employment of any employees listed on the Supplier's Provisional Supplier Personnel List;

79.5.5 not increase or reduce the total number of employees so engaged, or deploy any other person to perform the Services (or the relevant part of the Services);

79.5.6 not terminate or give notice to terminate the employment or contracts of any persons on the Supplier's Provisional Supplier Personnel List save by due disciplinary process;

79.5.7 not dissuade or discourage any employees engaged in the provision of the Services from transferring their employment to the Buyer and/or the Replacement Supplier and/or Replacement Sub-Contractor;

79.5.8 give the Buyer and/or the Replacement Supplier and/or Replacement Sub-Contractor reasonable access to Supplier Personnel and/or their consultation representatives to inform them of the intended transfer and consult any measures envisaged by the Buyer, Replacement Supplier and/or Replacement Sub-Contractor in respect of persons expected to be Transferring Supplier Employees;

79.5.9 co-operate with the Buyer and the Replacement Supplier to ensure an effective consultation process and smooth transfer in respect of Transferring Supplier Employees in line with good employee relations and the effective continuity of the Services, and to allow for participation in any pension arrangements to be put in place to comply with New Fair Deal;

79.5.10 promptly notify the  Buyer or, at the direction of the Buyer, any Replacement Supplier and any Replacement Sub-Contractor of any notice to terminate employment given by the Supplier or received from any persons listed on the Supplier's Provisional Supplier Personnel List regardless of when such notice takes effect;

79.5.11 not for a period of 12 Months from the Service Transfer Date re-employ or re-engage or entice any employees, suppliers or Sub-Contractors whose employment or engagement is transferred to the Buyer and/or the Replacement Supplier (unless otherwise instructed by the Buyer (acting reasonably));

79.5.12 not to adversely affect pension rights accrued by all and any Fair Deal Employees in the period ending on the Service Transfer Date; 

79.5.13 fully fund any Broadly Comparable pension schemes set up by the Supplier;

79.5.14 maintain such documents and information as will be reasonably required to manage the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Sub-Contractor in the provision of the Services on the expiry or termination of this Contract (including without limitation identification of the Fair Deal Employees);

79.5.15 promptly provide to the Buyer such documents and information mentioned in Paragraph 3.1.1 of Part D: Pensions which the Buyer may reasonably request in advance of the expiry or termination of this Contract; and

79.5.16 fully co-operate (and procure that the trustees of any Broadly Comparable pension scheme shall fully co-operate) with the reasonable requests of the Supplier relating to any administrative tasks necessary to deal with the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Sub-Contractor in the provision of the Services on the expiry or termination of this Contract.

79.6 On or around each anniversary of the Commencement Date and up to four times during the last 12 Months of the Term, the Buyer may make written requests to the Supplier for information relating to the manner in which the Services are organised.  Within 20 Working Days of receipt of a written request the Supplier shall provide such information as the Buyer may reasonably require which shall include:

79.6.1 the numbers of employees engaged in providing the Services;

79.6.2 the percentage of time spent by each employee engaged in providing the Services;

79.6.3 the extent to which each employee qualifies for membership of any of the Fair Deal Schemes (as defined in Part D: Pensions); and

79.6.4 a description of the nature of the work undertaken by each employee by location.

79.7 The Supplier shall provide all reasonable cooperation and assistance to the Buyer, any Replacement Supplier and/or any Replacement Sub-Contractor to ensure the smooth transfer of the Transferring Supplier Employees on the Service Transfer Date including providing sufficient information in advance of the Service Transfer Date to ensure that all necessary payroll arrangements can be made to enable the Transferring Supplier Employees to be paid as appropriate.  Without prejudice to the generality of the foregoing, within 5 Working Days following the Service Transfer Date, the Supplier shall provide to the Buyer or, at the direction of the Buyer, to any Replacement Supplier and/or any Replacement Sub-Contractor (as appropriate), in respect of each person on the Supplier's Final Supplier Personnel List who is a Transferring Supplier Employee:

79.7.1 the most recent month's copy pay slip data;

79.7.2 details of cumulative pay for tax and pension purposes;

79.7.3 details of cumulative tax paid;

79.7.4 tax code;

79.7.5 details of any voluntary deductions from pay; and

79.7.6 bank/building society account details for payroll purposes.

80. STAFF TRANSFER WHEN THE CONTRACT ENDS

80.1 A change in the identity of the supplier of the Services (or part of the Services), howsoever arising, may constitute a Relevant Transfer to which the Employment Regulations will apply.  The Buyer and the Supplier agree that where a Relevant Transfer occurs, the contracts of employment between the Supplier and the Transferring Supplier Employees (except in relation to any contract terms disapplied through operation of regulation 10(2) of the Employment Regulations) will have effect on and from the Service Transfer Date as if originally made between the Replacement Supplier and/or a Replacement Sub-Contractor (as the case may be) and each such Transferring Supplier Employee.

80.2 The Supplier shall comply with all its obligations in respect of the Transferring Supplier Employees arising under the Employment Regulations in respect of the period up to (and including) the Service Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and all such sums due as a result of any Fair Deal Employees' participation in the Fair Deal Schemes (as defined in Part D: Pensions).  

80.3 [bookmark: _Ref492896697]Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer and/or the Replacement Supplier and/or any Replacement Sub-Contractor against any Employee Liabilities arising from or as a result of any act or omission of the Supplier or any Sub-Contractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Supplier Employee whether occurring before, on or after the Service Transfer Date.

80.4 [bookmark: _Ref492896694]The indemnity in Paragraph 2.3 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Replacement Supplier and/or any Replacement Sub-Contractor whether occurring or having its origin before, on or after the Service Transfer Date. 

80.5 [bookmark: _Ref492896737]Subject to Paragraphs 2.6 and 2.7, if any employee of the Supplier who is not identified in the Supplier's Final Transferring Supplier Employee List claims, or it is determined in relation to any employees of the Supplier, that his/her contract of employment has been transferred from the Supplier to the Replacement Supplier and/or Replacement Sub-Contractor pursuant to the Employment Regulations then.

80.5.1 [bookmark: _Ref492896726]the Replacement Supplier and/or Replacement Sub-Contractor will, within 5 Working Days of becoming aware of that fact, notify the Buyer and the Supplier in writing;

80.5.2 [bookmark: _Ref492896721]the Supplier may offer employment to such person, or take such other steps as it considered appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Replacement Supplier and/or Replacement Sub-Contractor;

80.5.3 if such offer of employment is accepted, the Replacement Supplier and/or Replacement Sub-Contractor shall immediately release the person from its employment;

80.5.4 [bookmark: _Ref492896730]if after the period referred to in Paragraph 2.5.2 no such offer has been made, or such offer has been made but not accepted, the Replacement Supplier and/or Replacement Sub-Contractor may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Replacement Supplier's and/or Replacement Sub-Contractor's compliance with Paragraphs 2.5.1 to 2.5.4 the Supplier will indemnify the Replacement Supplier and/or Replacement Sub-Contractor against all Employee Liabilities arising out of the termination of the employment of any of the Supplier's  employees referred to in Paragraph 2.5. 

80.6 [bookmark: _Ref492896705]The indemnity in Paragraph 2.5 shall not apply to:

80.6.1 any claim for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief, or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees, arising as a result of any alleged act or omission of the Replacement Supplier and/or Replacement Sub-Contractor, or

80.6.2 any claim that the termination of employment was unfair because the Replacement Supplier and/or Replacement Sub-Contractor neglected to follow a fair dismissal procedure.

80.7 [bookmark: _Ref492896709]The indemnity in Paragraph 2.5 shall not apply to any termination of employment occurring later than 3 Months from the Service Transfer Date.

80.8 If at any point the Replacement Supplier and/or Replacement Sub-Contract accepts the employment of any such person as is described in Paragraph 2.5, such person shall be treated as a Transferring Supplier Employee and Paragraph 2.5 shall cease to apply to such person.

80.9 [bookmark: _Ref492896770]The Supplier shall promptly provide the Buyer and any Replacement Supplier and/or Replacement Sub-contractor, in writing such information as is necessary to enable the Buyer, the Replacement Supplier and/or Replacement Sub-Contractor to carry out their respective duties under regulation 13 of the Employment Regulations. The Buyer shall procure that the Replacement Supplier and/or Replacement Sub-Contractor, shall promptly provide to the Supplier and each Sub-Contractor in writing such information as is necessary to enable the Supplier and each Sub-Contractor to carry out their respective duties under regulation 13 of the Employment Regulations.

80.10 [bookmark: _Ref492896779]Subject to Paragraph 2.9, the Buyer shall procure that the Replacement Supplier indemnifies the Supplier on its own behalf and on behalf of any Replacement Sub-Contractor and its Sub-Contractors against any Employee Liabilities arising from or as a result of any act or omission, whether occurring before, on or after the Service Transfer Date, of the Replacement Supplier and/or Replacement Sub-Contractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any such Transferring Supplier Employee.

80.11 The indemnity in Paragraph 2.10 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier and/or any Sub-Contractor (as applicable) whether occurring or having its origin before, on or after the Service Transfer Date, including any Employee Liabilities arising from the failure by the Supplier and/or any Sub-Contractor (as applicable) to comply with its obligations under the Employment Regulations, or to the extent the Employee Liabilities arise out of the termination of employment of any person who is not identified in the Supplier’s Final Supplier Personnel List in accordance with Paragraph 2.5 (and subject to the limitations set out in Paragraphs 2.6 and 2.7 above).













S6          BUSINESS CONTINUITY AND DISASTER RECOVERY

[bookmark: _Ref72255205]Definitions

1.1 In this Schedule, the following definitions shall apply:

		"BCDR Plan"

		has the meaning given to it in Paragraph 2.1 of this Schedule;



		"Business Continuity Plan"

		has the meaning given to it in Paragraph 2.2.2 of this Schedule;



		"Disaster Recovery Plan"

		has the meaning given to it in Paragraph 2.2.3 of this Schedule;



		"Related Supplier"

		any person who provides services to the Buyer which are related to the Services from time to time;



		"Review Report"

		has the meaning given to it in Paragraph 6.3 of this Schedule; and



		"Supplier's Proposals"

		has the meaning given to it in Paragraph 6.3 of this Schedule;





2. BCDR Plan

2.1 [bookmark: _Ref490032444]At least ninety (90) Working Days prior to the Commencement Date the Supplier shall prepare and deliver to the Buyer for the Buyer’s written approval a plan (a “BCDR Plan”), which shall detail the processes and arrangements that the Supplier shall follow to:

2.1.1 ensure continuity of the business processes and operations supported by the Services following any failure or disruption of any element of the Services; and

2.1.2 the recovery of the Services in the event of a Disaster 

2.2 The BCDR Plan shall be divided into three sections:

2.2.1 [bookmark: _Hlt365641371][bookmark: _Ref365641163][bookmark: _Ref144353370]Section 1 which shall set out general principles applicable to the BCDR Plan; 

2.2.2 [bookmark: _Hlt365902512][bookmark: _Ref144353343]Section 2 which shall relate to business continuity (the "Business Continuity Plan"); and

2.2.3 [bookmark: _Hlt365641393][bookmark: _Ref144353357][bookmark: _Ref46168267][bookmark: _Ref65989073]Section 3 which shall relate to disaster recovery (the "Disaster Recovery Plan").

2.3 [bookmark: _Ref365641451][bookmark: _Ref491100935]Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are unable to agree the contents of the BCDR Plan within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure.

3. [bookmark: _Ref54102610]General Principles of the BCDR Plan (Section 1)

3.1 Section 1 of the BCDR Plan shall:

3.1.1 set out how the business continuity and disaster recovery elements of the BCDR Plan link to each other;

3.1.2 provide details of how the invocation of any element of the BCDR Plan may impact upon the provision of the Services and any goods and/or services provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any Related Suppliers with respect to business continuity and disaster recovery;

3.1.4 detail how the BCDR Plan interoperates with any overarching disaster recovery or business continuity plan of the Buyer and any of its other Related Supplier in each case as notified to the Supplier by the Buyer from time to time;

3.1.5 contain a communication strategy including details of an incident and problem management service and advice and help desk facility which can be accessed via multiple channels;

3.1.6 contain a risk analysis, including:

(a) failure or disruption scenarios and assessments of likely frequency of occurrence;

(b) identification of any single points of failure within the provision of the Services and processes for managing those risks;

(c) identification of risks arising from the interaction of the provision of the Services with the goods and/or services provided by a Related Supplier; and

(d) a business impact analysis of different anticipated failures or disruptions;

3.1.7 provide for documentation of processes, including business processes, and procedures;

3.1.8 set out key contact details for the Supplier (and any Sub-Contractors) and for the Buyer;

3.1.9 identify the procedures for reverting to "normal service";

3.1.10 set out method(s) of recovering or updating data collected (or which ought to have been collected) during a failure or disruption to minimise data loss;

3.1.11 identify the responsibilities (if any) that the Buyer has agreed it will assume in the event of the invocation of the BCDR Plan; and

3.1.12 provide for the provision of technical assistance to key contacts at the Buyer as required by the Buyer to inform decisions in support of the Buyer’s business continuity plans.

3.2 The BCDR Plan shall be designed so as to ensure that:

3.2.1 the Services are provided in accordance with this Contract at all times during and after the invocation of the BCDR Plan;

3.2.2 the adverse impact of any Disaster is minimised as far as reasonably possible; 

3.2.3 it complies with the relevant provisions of ISO/IEC 27002; ISO22301/ISO22313   and all other industry standards from time to time in force; and

3.2.4 it details a process for the management of disaster recovery testing.

3.3 The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes to the Services and the business operations supported by the provision of Services.

3.4 The Supplier shall not be entitled to any increase in the Charges to the extent that a Disaster occurs as a consequence of any breach by the Supplier of this Contract.

4. Business Continuity (Section 2)

4.1 [bookmark: _Ref54104278]The Business Continuity Plan shall set out the arrangements that are to be invoked to ensure that the business processes facilitated by the provision of Services remain supported and to ensure continuity of the business operations supported by the Services including:

4.1.1 the alternative processes, options and responsibilities that may be adopted in the event of a failure in or disruption to the provision of the Services; and

4.1.2 the steps to be taken by the Supplier upon resumption of the provision of the Services in order to address the effect of the failure or disruption.

4.2 The Business Continuity Plan shall:

4.2.1 address the various possible levels of failures of or disruptions to the provision of Services;

4.2.2 [bookmark: _Hlt365641390][bookmark: _Ref365641209]set out the goods and/or services to be provided and the steps to be taken to remedy the different levels of failures of and disruption to the Services; and

4.2.3 set out the circumstances in which the Business Continuity Plan is invoked.

5. Disaster Recovery (Section 3)

5.1 [bookmark: _Ref139426394]The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a Disaster) shall be designed to ensure that upon the occurrence of a Disaster the Supplier ensures continuity of the business operations of the Buyer supported by the Services following any Disaster or during any period of service failure or disruption with, as far as reasonably possible, minimal adverse impact.

5.2 The Supplier's BCDR Plan shall include an approach to business continuity and disaster recovery that addresses the following:

5.2.1 loss of access to the Buyer Premises;

5.2.2 loss of utilities to the Buyer Premises;

5.2.3 loss of the Supplier's helpdesk or CAFM system;

5.2.4 loss of a Sub-Contractor;

5.2.5 emergency notification and escalation process;

5.2.6 contact lists;

5.2.7 staff training and awareness;

5.2.8 BCDR Plan testing; 

5.2.9 post implementation review process; 

5.2.10 details of how the Supplier shall ensure compliance with security standards ensuring that compliance is maintained for any period during which the Disaster Recovery Plan is invoked;

5.2.11 access controls to any disaster recovery sites used by the Supplier in relation to its obligations pursuant to this Schedule; and

5.2.12 testing and management arrangements.

6. Review and changing the BCDR Plan

6.1 [bookmark: _Ref71085729]The Supplier shall review the BCDR Plan:

6.1.1 [bookmark: _Ref72315121]on a regular basis and as a minimum once every six (6) months;

6.1.2 [bookmark: _Ref72315138]within three (3) calendar months of the BCDR Plan (or any part) having been invoked pursuant to Paragraph 8; and

6.1.3 [bookmark: _Ref127783211]where the Buyer requests in writing any additional reviews (over and above those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the Supplier shall conduct such reviews in accordance with the Buyer’s written requirements. Prior to starting its review, the Supplier shall provide an accurate written estimate of the total costs payable by the Buyer for the Buyer’s approval.  The costs of both Parties of any such additional reviews shall be met by the Buyer except that the Supplier shall not be entitled to charge the Buyer for any costs that it may incur above any estimate without the Buyer’s prior written approval. 

6.2 [bookmark: _Hlt365641256][bookmark: _Hlt365641397][bookmark: _Ref365641241][bookmark: _Ref71562248]Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability having regard to any change to the Services or any underlying business processes and operations facilitated by or supported by the Services which have taken place since the later of the original approval of the BCDR Plan or the last review of the BCDR Plan, and shall also have regard to any occurrence of any event since that date (or the likelihood of any such event taking place in the foreseeable future) which may increase the likelihood of the need to invoke the BCDR Plan. The review shall be completed by the Supplier within such period as the Buyer shall reasonably require.  

6.3 [bookmark: _Hlt365641401][bookmark: _Ref365641249]The Supplier shall, within twenty (20) Working Days of the conclusion of each such review of the BCDR Plan, provide to the Buyer a report (a "Review Report") setting out the Supplier's proposals (the "Supplier's Proposals") for addressing any changes in the risk profile and its proposals for amendments to the BCDR Plan.

6.4 [bookmark: _Ref365641604][bookmark: _Ref491101095]Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall use reasonable endeavours to agree the Review Report and the Supplier's Proposals. If the Parties are unable to agree Review Report and the Supplier's Proposals within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

6.5 The Supplier shall as soon as is reasonably practicable after receiving the approval of the Supplier's Proposals effect any change in its practices or procedures necessary so as to give effect to the Supplier's Proposals. Any such change shall be at the Supplier’s expense unless it can be reasonably shown that the changes are required because of a material change to the risk profile of the Services.

7. [bookmark: _Toc65568226][bookmark: _Toc65584446][bookmark: _Toc65656963][bookmark: _Ref65668317][bookmark: _Ref65668424][bookmark: _Toc65984317][bookmark: _Ref65990049][bookmark: _Ref66094954][bookmark: _Ref66165746][bookmark: _Ref66169873][bookmark: _Toc66261921]Testing the BCDR Plan

7.1 [bookmark: _Ref52105329][bookmark: _Toc139080397]The Supplier shall test the BCDR Plan: 

7.1.1 regularly and in any event not less than once in every Contract Year;

7.1.2 in the event of any major reconfiguration of the Services; and 

7.1.3 at any time where the Buyer considers it necessary (acting in its sole discretion).  

7.2 [bookmark: _Ref63738703][bookmark: _Toc139080398]If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier written notice and the Supplier shall conduct the test in accordance with the Buyer’s requirements and the relevant provisions of the BCDR Plan.  The Supplier's costs of the additional test shall be borne by the Buyer unless the BCDR Plan fails the additional test in which case the Supplier's costs of that failed test shall be borne by the Supplier.

7.3 The Supplier shall undertake and manage testing of the BCDR Plan in full consultation with and under the supervision of the Buyer and shall liaise with the Buyer in respect of the planning, performance, and review, of each test, and shall comply with the reasonable requirements of the Buyer. 

7.4 The Supplier shall ensure that any use by it or any Sub-Contractor of "live" data in such testing is first approved with the Buyer. Copies of live test data used in any such testing shall be (if so required by the Buyer) destroyed or returned to the Buyer on completion of the test.

7.5 The Supplier shall, within twenty (20) Working Days of the conclusion of each test, provide to the Buyer a report setting out:

7.5.1 the outcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed by the test; and

7.5.3 the Supplier's proposals for remedying any such failures.

7.6 [bookmark: _Ref71563056]Following each test, the Supplier shall take all measures requested by the Buyer to remedy any failures in the BCDR Plan and such remedial activity and re-testing shall be completed by the Supplier, at its own cost, by the date reasonably required by the Buyer.

8. [bookmark: _Ref71085594][bookmark: _Ref46168329]Invoking the BCDR Plan

8.1 In the event of a complete loss of service or in the event of a Disaster, the Supplier shall immediately invoke the BCDR Plan (and shall inform the Buyer promptly of such invocation). In all other instances the Supplier shall invoke or test the BCDR Plan only with the prior consent of the Buyer.



S7          CONTINUOUS IMPROVEMENT 

1. SUPPLIER’S OBLIGATIONS

81.1 [bookmark: _Ref489967435][bookmark: _Ref359247340][bookmark: _Ref359253242][bookmark: _Ref365989197]The Supplier must, throughout the Contract Period, identify new or potential improvements to the provision of the Services with a view to reducing the Buyer’s costs (including the Charges) and/or improving the quality and efficiency of the Services and their supply to the Buyer.  

81.2 The Supplier must adopt a policy of continuous improvement in relation to the Services, which must include regular reviews with the Buyer of the Services and the way it provides them, with a view to reducing the Buyer's costs (including the Charges) and/or improving the quality and efficiency of the Services.  The Supplier and the Buyer must provide each other with any information relevant to meeting this objective. 

81.3 [bookmark: _Ref365989609]In addition to Paragraph 1.1, the Supplier shall produce at the start of each Contract Year a plan for improving the provision of Services and/or reducing the Charges (without adversely affecting the performance of this Contract) during that Contract Year ("Continuous Improvement Plan") for the Buyer's approval.  The Continuous Improvement Plan must include, as a minimum, proposals:

81.3.1 identifying the emergence of relevant new and evolving technologies;

81.3.2 [bookmark: _Toc139080068][bookmark: _Ref489946319]changes in business processes of the Supplier or the Buyer and ways of working that would provide cost savings and/or enhanced benefits to the Buyer (such as methods of interaction, supply chain efficiencies, reduction in energy consumption and methods of sale);

81.3.3 new or potential improvements to the provision of the Services including the quality, responsiveness, procedures, benchmarking methods, likely performance mechanisms and customer support services in relation to the Services; and

81.3.4 measuring and reducing the sustainability impacts of the Supplier's operations and supply-chains relating to the Services, and identifying opportunities to assist the Buyer in meeting their sustainability objectives.

81.4 The initial Continuous Improvement Plan for the first (1st) Contract Year shall be submitted by the Supplier to the Buyer for approval within six (6) Months following the Commencement Date, whichever is earlier.  

81.5 [bookmark: _Ref365989512][bookmark: _Ref63840710][bookmark: _Toc139080069]The Buyer shall notify the Supplier of its approval or rejection of the proposed Continuous Improvement Plan or any updates to it within twenty (20) Working Days of receipt.  If it is rejected then the Supplier shall, within ten (10) Working Days of receipt of notice of rejection, submit a revised Continuous Improvement Plan reflecting the changes required.  Once approved, it becomes the Continuous Improvement Plan for the purposes of this Contract.

81.6 [bookmark: _Toc139080072][bookmark: _Ref63840778][bookmark: _Ref63841800][bookmark: _Ref359247360]The Supplier must provide sufficient information with each suggested improvement to enable a decision on whether to implement it. The Supplier shall provide any further information as requested.

81.7 If the Buyer wishes to incorporate any improvement into this Contract, it must request a Change in accordance with the Change Control Procedure and the Supplier must implement such Change at no additional cost to the Buyer.

81.8 Once the first Continuous Improvement Plan has been approved in accordance with Paragraph 1.5:

81.8.1 the Supplier shall use all reasonable endeavours to implement any agreed services in accordance with the Continuous Improvement Plan; and

81.8.2 the Parties agree to meet as soon as reasonably possible following the start of each quarter (or as otherwise agreed between the Parties) to review the Supplier's progress against the Continuous Improvement Plan.

81.9 The Supplier shall update the Continuous Improvement Plan as and when required but at least once every Contract Year (after the first (1st) Contract Year) in accordance with the procedure and timescales set out in Paragraph 1.3. 

81.10 All costs relating to the compilation or updating of the Continuous Improvement Plan and the costs arising from any improvement made pursuant to it and the costs of implementing any improvement, shall have no effect on and are included in the Charges.

81.11 Should the Supplier's costs in providing the Services to the Buyer be reduced as a result of any changes implemented, all of the cost savings shall be passed on to the Buyer by way of a consequential and immediate reduction in the Charges for the Services.

81.12 At any time during the Contract Period of this Contract, the Supplier may make a proposal for gainshare. If the Buyer deems gainshare to be applicable then the Supplier shall update the Continuous Improvement Plan so as to include details of the way in which the proposal shall be implemented in accordance with an agreed gainshare ratio.






image7.png
oo

Crown
Commercial
Service




