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PURCHASE ORDER

Contract No: HOCS3b/00068
Contract Name: THE PROVISION AND DELIVERY OF CYBER RESILIENCE TRAINING COURSE 
Dated:  24 October 2017

Supply the Deliverables described in the Schedule to this Purchase Order, subject to the attached
MOD Terms and Conditions for Less Complex Requirements (up to £106,047) (Edn 12/16)


	Contractor
	Quality Assurance Requirement (Clause 8)

	
Name: INZPIRE LIMITED

  Registered Address:
LANDMARK HOUSE WEST,    UNIT 1B, ALPHA COURT, KINGSLEY ROAD, LINCOLN, LN6 3TA

	



	Consignor (if different from Contractor’s registered address)
	Transport Instructions (Clause
	10)
	

	
	

	
Name: Address:
	Select method of transport of Deliverables

To be Delivered by the Contactor
[Special Instructions]


To be Collected by the Authority
[Special Instructions]


Each consignment of the Deliverables shall be accompanied by a delivery note.










	
	Progress Meetings (Clause
	13)
	
	Progress Reports (Clause 13)

	
	

	The Contractor shall be required to attend the
following meetings: 
Subject:
Frequency:
Location:
	The Contractor is required to submit the following
Reports: Subject: 
Frequency:
Method of Delivery: 
Delivery Address:



Payment (Clause 14)

Payment is to be enabled by CP&F.



	Forms and Documentation
	Supply of Hazardous Deliverables (Clause
	9
	)

	
Forms can be obtained from the following websites:

https://www.aof.mod.uk/aofcontent/tactical/toolkit
(Registration is required).

https://www.gov.uk/government/organisations/ministr y-of-defence/about/procurement#invoice-processing

https://www.dstan.mod.uk/ (Registration is required).

The MOD Forms and Documentation referred to in the Conditions are available free of charge from:

Ministry of Defence, Forms and Pubs Commodity
Management
PO Box 2, Building C16, C Site
Lower Arncott
Bicester, OX25 1LP
(Tel. 01869 256197 Fax: 01869 256824)

Applications via email:
DESLCSLS-OpsFormsandPubs@mod.uk

If you require this document in a different format (i.e. in a larger font) please contact the Authority’s Representative (Commercial Officer), detailed below.
	
A completed DEFFORM 68 and, if applicable, Safety Data Sheet(s) are to be provided by email with attachment(s) in Adobe PDF or MS WORD format to:

a. The Commercial Officer detailed in the Purchase
Order, and

b. DSA-DLSR-MovTpt-DGHSIS@mod.uk by the following date:
or if only hardcopy is available to the addresses below:

Hazardous Stores Information System (HSIS) Defence Safety Authority (DSA)
Movement Transport Safety Regulator (MTSR) Hazel Building Level 1, #H019
MOD Abbey Wood (North) Bristol BS34 8QW



	DEFFORM 111
(Edn 11/16) Appendix - Addresses and Other Information

	
	1. Commercial Officer

Name: DefComrclCC-HOCS3a1
Address: Kentigern House, Rm 2.1.02, 65 Brown Street, Glasgow, G2 8EX
Email: DefComrclCC-HOCS3a1@mod.uk
+44 (0)141 224 2706
	
	8. Public Accounting Authority

1. Returns under DEFCON 694 (or SC equivalent) should be sent to DBS Finance ADMT – Assets In Industry 1, Level 4 Piccadilly Gate, Store Street, Manchester, M1 2WD
 44 (0) 161 233 5397

2. For all other enquiries contact DES Fin FA-AMET Policy, Level 4 Piccadilly
Gate, Store Street, Manchester, M1 2WD
 44 (0) 161 233 5394
	

	

	
	2. Project Manager, Equipment Support Manager or PT Leader (from whom
technical information is available) 
Name: WEP-Western Balkans 
Address: MOD Main Building, 04-F, Whitehall, London SW1A 2HB


Email: 


	
	9. Consignment Instructions

The items are to be consigned as follows:
	

	

	
	3. Packaging Design Authority

Organisation & point of contact:


(Where no address is shown please contact the Project Team in Box 2)


	
	10. Transport. The appropriate Ministry of Defence Transport Offices are:

A. DSCOM, DE&S, DSCOM, MoD Abbey Wood, Cedar 3c, Mail Point 3351, BRISTOL BS34 8JH
Air Freight Centre
IMPORTS  030 679 81113 / 81114  Fax 0117 913 8943
EXPORTS  030 679 81113 / 81114  Fax 0117 913 8943
Surface Freight Centre
IMPORTS  030 679 81129 / 81133 / 81138  Fax 0117 913 8946
EXPORTS  030 679 81129 / 81133 / 81138  Fax 0117 913 8946



B. JSCS

JSCS Helpdesk No. 01869 256052 (select option 2, then option 3) JSCS Fax No. 01869 256837
www.freightcollection.com
	

	
	
	

	
	4. (a) Supply / Support Management Branch or Order Manager:
Branch/Name:




(b) U.I.N.
	
	
	

	

	
	5. Drawings/Specifications are available from
	
	11. The Invoice Paying Authority

Ministry of Defence	 0151-242-2000
DBS Finance
Walker House, Exchange Flags	Fax: 0151-242-2809
Liverpool, L2 3YL	Website is: https://www.gov.uk/government/organisations/ministry-of- defence/about/procurement#invoice-processing
	

	

	
	6. Intentionally Blank
	
	12. Forms and Documentation are available through *:

Ministry of Defence, Forms and Pubs Commodity Management
PO Box 2, Building C16, C Site
Lower Arncott
Bicester, OX25 1LP (Tel. 01869 256197 Fax: 01869 256824)
Applications via fax or email: DESLCSLS-OpsFormsandPubs@mod.uk
	

	

	
	7.	Quality Assurance Representative:

Name:

Commercial staff are reminded that all Quality Assurance requirements should be listed under the General Contract Conditions.

AQAPS and DEF STANs are available from UK Defence Standardization, for access to the documents and details of the helpdesk visit http://dstan.uwh.diif.r.mil.uk/  [intranet] or  https://www.dstan.mod.uk/ [extranet, registration needed].
	
	NOTE

Many DEFCONs and DEFFORMs can be obtained from the MOD Internet
Site: https://www.aof.mod.uk/aofcontent/tactical/toolkit/index.htm
	

	







Contractor Commercially Sensitive Information (Clause 5). Not to be published.

Description of Contractor’s Commercially Sensitive Information: 
Our costings for this tender are Commercially Sensitive. Personnel Details Are Commercially Sensitive and subject to the Data Protection Act.

Cross reference to location of sensitive information: Costings Information: Financial Proposal, Annexes 
C&D. Personnel Information: Section 1.5, 1.6, Figure 1, Annex A.

Explanation of Sensitivity: Costings are a key driver in any competition and could give our competitors unfair business advantage. Personnel Details are sensitive and subject to Data Protection Act.


Details of potential harm resulting from disclosure:
Disclosure of Sensitive information could disadvantage Inzpire when extant contracts are due for renewal or when tendering for further work.



Period of Confidence (if Applicable): Subject to 5 yearly review.

Contact Details for Transparency / Freedom of Information matters: Name: 
Position: Legal, Commercial Director
Address: Inzpire Limited, Landmark house West, Unit 1B, Alpha Court, Kingsley Road, Lincoln 
Telephone Number: 01522 688231
E-mail Address: 







	Offer and Acceptance

	A) The Purchase Order constitutes an offer by the
Contractor to supply the Deliverables. This is open for acceptance by the Authority for	days from the date of signature. By signing the Purchase Order the Contractor agrees to be bound by the attached Terms and Conditions for Less Complex Requirements (Up to £106,047) (Edn 12/16).


Name (Block Capitals
Position: DIRECTOR
For and on behalf of the Contractor


Authorised Signatory     
Date: 14/11/17
	


B) Acceptance






Name (Block Capitals): 
Position: COMMERCIAL MANAGER
For and on behalf of the Authority


Authorised Signatory    
Date: 21/12/17

	C) Effective Date of Contract: 21 DEC 2017






SCHEDULE OF REQUIREMENTS FOR THE PROVISION AND DELIVERY OF CYBER RESILIENCE TRAINING COURSE 






	

	Deliverables

	

	Item
Number
	MOD Stock
Reference No.
	Part No.
(where applicable)
	Specification
	Consignee
Address Code (full address is detailed in DEFFORM 96)
	Packaging
Requirements inc. PPQ and DofQ (as detailed in DEFFORM 96)
	Delivery
Date
	Total Qty
	Firm Price (£) Ex VAT

	
	
	
	
	
	
	
	
	Per Item
	Total inc.
packaging (and delivery if specified in the Purchase Order)

	1
	N/A
	N/A
	The provision and delivery of Cyber Resilience Training Course, as detailed at Annex A and Inzpire’s Proposal dated 16 Nov 17.
	XY
	EA
	19-23 Feb 2018
	1
	
	£14,000.00

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	Total Firm Price
	£14,000.00



	Item
Number
	Consignee Address (XY code only)

	1
	Defence Academy, Shrivenham






STATEMENT OF REQUIREMENT FOR THE PROVISION AND DELIVERY OF CYBER RESILIENCE TRAINING COURSE

Background

The importance of cyber security resilience and the vulnerability of a range of countries across Europe and Central Asia to both state based and non-state based cyber threats have become increasingly clear in MOD’s defence engagement over the past year. In the Western Balkans especially, recent high level political engagement has raised concerns that hostile states may seek to exploit inadequate or non-existent cyber security infrastructure for its own political ends. Indeed, in Montenegro, the penetration and deactivation of the MOD’s IT systems formed part of an alleged coup attempt against the incumbent government in 2016. 
Our cyber security engagement in the Western Balkans, Central Asia and South Caucasus are therefore primarily a resilience building exercise. From the relatively low starting point in cyber security resilience this training initiative will aim to support the targeted countries (Serbia, Montenegro, Bosnia and Herzegovina, Kosovo, Georgia, Albania, Macedonia, and Kazakhstan) in: building a solid knowledge base of cyber threats; putting in place robust cyber security strategies; and showcase UK best practice. This will all be achieved with a view to developing a longer-term cyber security relationship with the region. 

Objectives

· To provide the training course delegates with a clear understanding of how an effective cyber organisation works through sharing UK best practice.

· To ensure delegates understand how and what type of cyber-attacks occur, the impacts they have, and how to protect and build resilience into their infrastructure.

· To ensure delegates recognise the value of a cyber security strategy and how best to develop and implement such a strategy.

· Provide WEP with recommendations for how each country can best take forward cyber resilience plans. 

What is being delivered?

The course will last for one week (5 days) for up to ten countries from Western Balkans, Central Asia and South Caucasus being represented (final list is still to be confirmed). Each country will be limited to 2 delegates and maybe both military and civilian, and will be ranked Colonel or Lieutenant Colonel, or an equivalent civilian status or grade. WEP will advise the provider of the course delegates at least one month prior to the start of the course. The course will be delivered in English. 

The targeted countries will be at different levels of building their cyber resilience, the provider will need to take this into consideration when developing a programme. The course provider should work with UK Government cyber experts (including National Cyber Security Centre (NCSC) and MoD Cyber and Space Policy) to illustrate UK best practice in identifying different cyber threats and how to counter them. The provider should also emphasise that a key part of cyber resilience is that an effective cyber security strategy needs to be a whole of government (not just Defence) effort. The course content should be agreed between the provider and WEP at least one month prior to the commencement of the course.

There should be a significant practical element to the course, ideally whereby participants can work on a scenario devised by the provider, potentially in the form of a war-game. English will not be the first language of the delegates so it will be important that the course is delivered in an interactive, hands-on manner to enable the delegates to fully engage in the course. The course provider should encourage the delegates to work together with the other represented countries in order to develop greater interoperability and collective resilience, as well as effective working relationships.


Following the course

Following the conclusion of the course the provider should outline each participating countries current cyber capabilities as well as providing recommendations for how each country can best take forward cyber resilience plans. This should be documented in a short written report. 

Required Timescale

In addition to the week-long task of delivering the actual course, time will be required to develop and confirm the course content and produce appropriate materials. The date for the course is still to be defined based on availability of suitable venues, but is likely to be in January/February 2018. 

Reporting Arrangements

The logistics and management of the course will be run by the Wider Europe Policy team from the Ministry of Defence.
The report outlining the recommendations should be delivered to WEP one month after the completion of the course.

Security

Venues for the course are still being considered, with our preference being Defence Academy. The chosen venue will be notified to the course provider and attendees as soon as it is confirmed. MoD WEP staff will be present throughout the course. The course will be unclassified.
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