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	Personal Data Particulars
	DEFFORM 532

Edn 10/19




This Form forms part of the Contract and must be completed and attached to each Contract containing DEFCON 532B.

	Data Controller
	The Data Controller is the Secretary of State for Defence (the Authority).

The Personal Data will be provided by:
Ops O 658 Sqn AAC, 5 Regt AAC

Email: REDACTED
Tel: REDACTED (tel subject to change)

	Data Processor
	The Data Processor is the Contractor.

The Personal Data will be processed at: 
Heli-Union Training Center, Aeroport D’Angouleme, Champniers, France

	Data Subjects
	The Personal Data to be processed under the Contract concern the following Data Subjects or categories of Data Subjects:
Data Subject: Aircrew attending courses.


	Categories of Data 
	The Personal Data to be processed under the Contract concern the following categories of data:
Name, Rank, Number (to identify data subjects.)



	Special Categories of data (if appropriate)
	The Personal Data to be processed under the Contract concern the following Special Categories of data:
N/A

	Subject matter of the processing
	The processing activities to be performed under the contract are as follows: 

Identification of students to attend training and recording of aircrew completion of training.


	Nature and the purposes of the Processing 
	The Personal Data to be processed under the Contract will be processed as follows:
Organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, restriction, erasure or destruction of data (whether by automated means or not). 

The purpose is to allow confirmation of course eligibility, recording of satisfactory completion of training, analysis for contract management and contract evaluation.

	Technical and organisational measures
	The following technical and organisational measures to safeguard the Personal Data are required for the performance of this Contract:
Service Provider to prove sufficient measures are in place to safeguard Personal Data as part of Tender via Supplier Assurance Questionnaire, GDPR and an adequacy agreement between the UK and nation where contractor is based.
Cyber Risk Profile graded as N/A (reference RAR-F5SC6YTD).

Only authorised access to data.

Data breach procedures established.

	Instructions for disposal of Personal Data 
	The disposal instructions for the Personal Data to be processed under the Contract are as follows (where Disposal Instructions are available at the commencement of Contract):
Paper records stored in secure archive at Authority destroyed after 7 years.
E-records retained by Authority with a 7 year retention tag before deletion.

After submission to authority, Contractor records to be securely disposed at end of contract period in accordance with Gov’t Regulations.

	Date from which Personal Data is to be processed
	Where the date from which the Personal Data will be processed is different from the Contract commencement date this should be specified here:
From date of Contract being awarded and accepted.


The capitalised terms used in this form shall have the same meanings as in the General Data Protection Regulations. 
