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Tenderers are to cover the questions below, giving descriptions where appropriate. This section is not scored and is not part of the quality assessment however, if Tenderers answer “no” to any of the questions they must provide enough information to show that their policies and processes would align to Highways England’s policy, and how. The Procurement Officer may request further information to clarify any aspect of the response. If, following further request of information, the Tenderer has been unable to demonstrate that appropriate measures are in place to ensure the security of the data being held, then the bid may be rejected and the Procurement Officer will inform the Tenderer at this stage.  
Table 1- Assessment of Information Assurance

	Tenderer:
	
	
	
	

	
	
	Yes
	No
	Explanation (where applicable)

	1a)

 b)

 
c)

d)
	Does the Tenderer have a Data handling policy?

If no please identify what process your Company have in place and how instructions are escalated to employers

Tenderer to describe their current data handling policy 

Tenderer to provide a link to their data handling policy on their website or provide a copy
	
	
	

	2a)

b)


c)


d)
	Does the Tenderer have a quality management system (QMS)?

If “No” please identify what systems your company has in place that manages your policies, processes and procedures 

Tenderer to describe this system in relation to information assurance / data handling. 

If “Yes” Tenderer to provide a link to their QMS or provide a copy
	
	
	

	3
	Tenderer to confirm that they have read and understood Highways England’s data handling policy, records management policy and the Information Asset Owner handbook.
	
	
	

	4
	Tenderer to confirm that their methods of storing data (electronic and paper based copies) meet the requirements of Highways England’s data handling policy.

Tenderer to describe these methods and show how they will align with Highways England’s policy. 
	
	
	

	5a)


b)


c)
	Does the Tenderer confirm that they have read S513 of the Framework Scope in relation to the Off Shoring of Data?

Does the Tenderer intend to store any of Highway England’s data outside of the UK?

If the answer to 5b is “Yes”, the Tenderer is to provide an explanation of how they intends to store data if the Off Shoring of Data is not approved. 
	
	
	

	6
	Tenderer to confirm what security standards their IT equipment (networks, server, end user computing such as laptops, and removable media) aligns or is certified to.

Tenderers to provide evidence of alignment or certification.
	
	
	

	7
	Tenderer to confirm that the methods of transferring data between approved parties meet the requirements of the Highways England’s data handling policy.

Tenderer to describe how.
	
	
	

	8
	Tenderer to confirm that the retention of data files (both electronic and paper based copies) meets the requirements of Highways England’s records management policy.

Tenderer to describe how.
	
	
	

	9
	Tender to confirm that the disposal of data (both electronic and paper based) meets the requirements of Highways England’s records management policy.

Tenderer to describe how.
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