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	Digital Marketplace service ID number:
	 3919 3238 6782 812

	Call-Off Contract reference:
	 ICT2018/010

	Call-Off Contract title:
	 G-Cloud Lot 3 – Cloud Support:- Microsoft  
 Dynamics NAV and Related Services, Expense 
 Management

	Call-Off Contract description:
	 The implementation and support for Microsoft 
 Dynamics NAV. Microsoft's premium Enterprise 
 Resource Planning application

	Start date:
	 01/04/2018

	Expiry date:
	 31/03/2019 

	Call-Off Contract value:
	 Up to £300,000 GBP (excluding VAT) 
Year 1 – up to £150,000 GBP 
Year 2 – up to £150,000 GBP(subject to further internal approval)

	Charging method:
	 BACS

	Purchase order number:
	 TBC



This Order Form is issued under the G-Cloud 9 Framework Agreement (RM1557ix).
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	The Secretary of State for the Department for Education
Sanctuary Buildings
Great Smith Street
London
SW1P 3BT

	To: the Supplier



	Total Enterprise Solutions
Grosvenor Court
Wheelhouse Road
Lea Hall Enterprise Park
Rugeley
WS15 1LH
Company number: 
05403319

	Together: the ‘Parties’



Principle contact details
	For the Buyer:


	Title: Redacted
Name: Redacted
Email: Redacted
Phone: Redacted

	For the Supplier:
	Title: Redacted
Name: Redacted
Email: Redacted
Phone: Redacted



Call-Off Contract term
	Start date:

	 This Call-Off Contract Starts on 01/04/2018 and is valid for twelve (12) months. 

	Ending (termination):
	 The notice period needed for Ending the Call-Off Contract is at least [90]  
 Working Days from the date of written notice for disputed sums or at least [30]  
 days from the date of written notice for  Ending without cause. 

	[bookmark: _1fob9te]Extension period:
	 Subject to further internal approval, this Call-Off Contract can be extended by the 
 Buyer for one period of up to twelve (12) months, by giving the Supplier one (1) 
 months written notice before its expiry.




Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under:
Lot 3 - Cloud support 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and a summary is outlined below:

· The implementation and support for Microsoft Dynamics NAV. Microsoft's premium Enterprise Resource Planning application – (G-Cloud 9, 3919 3238 6782 812)
· ongoing support and maintenance for the NAV application in the NAV 2017 system (excluding SQL and IaaS elements).
· Provision of  future support managed through the DDaT RFQ process 


	Additional Services
	Not applicable

	Location:
	Unless otherwise agreed, the Services shall be provided at the Buyer’s offices in either London, Coventry, Sheffield, Manchester or other offices in the UK including the Supplier’s offices.


	Quality standards:
	As specified within Service Requirements description outlined in Framework Section 2

	Technical standards:
	As specified within Service Requirements description outlined in Framework Section 2

	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are as specified within Service Requirements description outlined in Framework Section 2


	Onboarding:
	The onboarding plan for this Call-Off Contract is:
Not applicable


	Offboarding:
	The off-boarding plan for this Call-Off Contract shall be agreed between the parties no later than three (3) months from the expiry date of the Call-Off Contract, in the form of an agreed exit plan.

	Collaboration agreement:
	Not applicable

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed will be limited to the sum of £1,000,000 in each Call-Off Contract year in which the Default occurs.

The annual total liability for Buyer Data defaults will not exceed £1,000,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).

The annual total liability for all other defaults will not exceed the greater of £1,000,000 or 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).

	Insurance:
	The insurance(s) required will be: 
· a minimum insurance period of six (6) years following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than ten (10) consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits. 
The Supplier will maintain full and accurate records and accounts, using Good Industry Practice and generally accepted accounting principles, of the: 

· operation of the Framework Agreement and the Call-Off Contracts entered into with Buyers 
· Services provided under any Call-Off Contracts (including any Subcontracts) 
· amounts paid by each Buyer under the Call-Off Contracts 

These provisions will be applicable for a further Twelve (12) Months after the expiry of the Call-Off Agreement Period or following termination of this Call-Off Agreement.



	Buyer’s responsibilities:
	The Buyer is responsible for 

Not applicable


	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes

Not applicable




Supplier’s information
	Subcontractors or partners:
	The following is a list of the Supplier’s Subcontractors or Partners 

Not applicable





Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS. 

	Payment profile:
	The payment profile for this Call-Off Contract is as outlined in Schedule 2.


	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears.
The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

	Who and where to send invoices to:
	Redacted

	Invoice information required – for example purchase order, project reference:
	All invoices must include:
•	be dated and have a unique invoice number;
•	quote a valid purchase order number;
•	include correct Supplier details;
•	specify the services supplied;
•	be for the correct sum – in accordance to costs agreed with the 
            Customer;
•	be submitted to the payment profile set  out in paragraph 6.1; and 
            provide contact details for queries. 

	Invoice frequency:
	Invoice will be sent to the Buyer monthly 

	Call-Off Contract value:
	The total value of this Call-Off Contract is up to £300,000 GBP excluding VAT. This is to reflect Year 1 – up to £150,000 GBP and, subject to further internal approval, Year 2 – up to £150,000 GBP

	Call-Off Contract charges:
	The breakdown of the Charges is: 

a) Break Fix Support – up to £52,015 excluding VAT per annum. Payable in advance on an annual basis as outlined in Schedule 2.
b) Enhanced Support Services (to include licences, expenses and any costs that result from a RFQ activity) – up to £97,985 excluding VAT per annum. This will be paid on a quarterly basis and will be subject to an associated raised Purchase Order as outline in the steps below.

Enhancements e.g. small changes will undergo an impact assessment, and will be costed on an ad-hoc basis in line with G-Cloud rates, as outlined in Schedule 2. Work will be commissioned via an agreed statement of work or equivalent (i.e. RFQ) along with an associated Purchase Order. 

Project work (i.e. Professional services such as Business Analysts, Design and development, training and consultancy) will be costed on an ad-hoc basis in line with G-Cloud rates, as outlined in Schedule 2. Work will be commissioned via an agreed statement of work or equivalent (i.e. RFQ) along with an associated Purchase Order.  

This is to reflect Year 1 charges only. 



[bookmark: _5iohy2muxioh]
[bookmark: _c3yo7ilfh9o6]Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables:
	[bookmark: _3rdcrjn]This Call-Off Contract will include the following implementation plan, exit and offboarding plans and milestones as specified within Service Requirements description outlined in Framework Section 2
[bookmark: _26in1rg]


	Guarantee:
	Not applicable

	[bookmark: _1ksv4uv]Warranties, representations:
	In addition to the incorporated Framework Agreement clause 4.1, the Supplier warrants and represents to the Buyer that

Not applicable 


	Supplemental requirements in addition to the Call-Off terms:
	In accordance with Call-Off Contract clauses, the Supplier has agreed to unqualified acceptance of the Buyers Special Terms as these will apply to the G-Cloud Call-Off Contract terms – as set out in the DfE Special Terms document attached at Annex A in Schedule 4


	Alternative clauses:
	These Alternative Clauses, attached at Annex A in Schedule 4, will apply




	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	Within the scope of the Call-Off Contract, the Supplier will 

Not applicable



	Public Services Network (PSN):
	The Public Services Network (PSN) is the Government’s secure network.
If the G-Cloud Services are to be delivered over PSN this should be detailed here: 

Not applicable



	Personal Data and Data Subjects:
	Will Schedule 7 – Processing, Personal Data and Data Subjects be used 

Yes




1. Formation of contract
1. By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.1 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.2 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.3 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement
1. The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557ix.
(A) The Buyer provided an Order Form for Services to the Supplier.

	Signed:
	Redacted
	Redacted

	Name:
	Redacted
	Redacted

	Title:
	Redacted
	Redacted

	Signature:
	Redacted
	Redacted

	Date:
	Redacted
	Redacted



[bookmark: _cv1yk8c1mek8]Schedule 1 - Services

[bookmark: _MON_1589704659] 

[bookmark: _mi4cqc22ysv]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

















[bookmark: _on10w3898fso]Part B - Terms and conditions

1. Call-Off Contract start date and length
1. The Supplier must start providing the Services on the date specified in the Order Form.
1.1 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.2 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.3 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.

2. Incorporation of terms
1. The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations)
· 4.2 to 4.7 (Liability)
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.4 to 5.5 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.8 (Continuing rights)
· 5.9 to 5.11 (Change of control)
· [bookmark: _xi3yu141afy3]5.12 (Fraud)
· [bookmark: _ata7ymz16ovs]5.13 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance)
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding)
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4]8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes)
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality)
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.1 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.2 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.3 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

3. Supply of services
1. The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.1 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
1. The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.1 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.2 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.3 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.4 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.5 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.6 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment.
4.7 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
1. Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
1. The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.1 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.2 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
1. The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.1 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.2 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.3 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer.
7.4 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.
7.5 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.6 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.7 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item.
7.8 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.9 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998.
7.10 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.11 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
1. If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
1. The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.1 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.2 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.3 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.4 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance
9.5 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.6 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.7 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer
10. Confidentiality
1. Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
1. Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.1 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.2 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source.
11.3 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.4 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services
· use by the Buyer of the Services
11.5 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.6 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.7 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
1. The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.1 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.2 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.
1. The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.1 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.2 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form.
13.3 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.4 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
13.5 The Buyer will specify any security requirements for this project in the Order Form.
13.6 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.7 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.8 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
1. The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.1 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.2 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.3 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.4 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
1. All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.1 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
16. Security
1. If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.1 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.2 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.3 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.4 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.5 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.6 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date.
17. Guarantee
1. If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
1. The Buyer can End this Call-Off Contract at any time by giving the notice to the Supplier specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.1 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.2 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence.
18.3 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.4 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.5 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.6 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
1. If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.1 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.2 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.3 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.4 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.5 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.6 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
1. Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.1 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
1. The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.1 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.2 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date.
21.3 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.4 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.5 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.6 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.7 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition
22. Handover to replacement supplier
1. At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.1 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.2 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
1. If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
1. Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows:
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
1. If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.1 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.2 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.3 This clause does not create a tenancy or exclusive right of occupation.
25.4 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.5 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
1. The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.
26.1 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.2 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
1. Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
1. The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.1 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
1. The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.1 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of:
· the activities they perform
· age
· start date
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer
29.2 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.

29.3 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.4 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.5 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.6 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.7 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
1. The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party.
30.1 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
1. If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date in the form set out in Schedule 3.
31.1 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
1. The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.1 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.2 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
33. Data Protection Legislation (GDPR)
33.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only processing the Supplier is authorised to do is listed at Schedule 7 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional processing if permitted by Law). 	

33.2	The Supplier will provide all reasonable assistance to the Buyer to prepare any Data Protection Impact Assessment before commencing any processing (including provision of detailed information and assessments in relation to processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.

33.3	The Supplier must have in place Protective Measures, which have been reviewed and approved by the Buyer as appropriate, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.

33.4	The Supplier will ensure that the Supplier Personnel only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier Personnel with access to Personal Data, including by ensuring they:

i) are aware of and comply with the Supplier’s obligations under this Clause; 	

ii) are subject to appropriate confidentiality undertakings with the Supplier or relevant Subprocessor 	

iii) are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 	

iv) are given training in the use, protection and handling of Personal Data.

33.5	The Supplier will not transfer Personal Data outside of the European Economic Area unless the prior written consent of the Buyer has been obtained and
i) the Buyer or the Supplier has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Buyer;
ii) the Data Subject has enforceable rights and effective legal remedies; 	
iii) the Supplier complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Buyer in meeting its obligations); and
iv) the Supplier complies with any reasonable instructions notified to it in advance by the Buyer with respect to the processing of the Personal Data.
33.6	The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
33.7	The Supplier will notify the Buyer immediately if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation in accordance with any timescales reasonably required by the Buyer. 	
33.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless: 	
i) the Buyer determines that the processing is not occasional; 	
ii) the Buyer determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 	
iii) the Buyer determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.
33.9	Before allowing any Subprocessor to process any Personal Data related to this Call-Off Contract, the Supplier must obtain the prior written consent of the Buyer, and shall remain fully liable for the acts and omissions of any Subprocessor.
33.10	The Buyer may amend this Call-Off Contract on not less than 30 Working Days’ notice to the Supplier to ensure that it complies with any guidance issued by the Information Commissioner’s Office.
[bookmark: _sz1ppi95pvt0]Schedule 3 - Collaboration agreement
The Collaboration agreement is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents

[bookmark: _iz3oef672jgx]Schedule 4 - Alternative clauses


[bookmark: _lkwoqmwlexpr]Schedule 5 - Guarantee
The Guarantee is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents

[bookmark: _3isya5h4h0ui]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract.

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the Data Protection Legislation.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event  
	Any event that results, or may result, in unauthorised access to Personal Data held by the Supplier under this Call-Off Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Call-Off Contract, including any Personal Data Breach.

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.

	Data Protection Legislation
	Data Protection Legislation means:	

i) all applicable Law about the processing of personal data and privacy; and
ii) ii) The Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 including if applicable legally binding guidance and codes of practice issued by the Information Commissioner; and
iii) iii) to the extent that it relates to processing of personal data and privacy, any Laws that come into force which amend, supersede or replace existing Laws including the GDPR, the LED and any applicable national implementing Laws as amended from time to time including the DPA 2018 [subject to Royal Assent].

	Data Subject
	Takes the meaning given in the Data Protection Legislation.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557ix together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government Guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Direction (Directive (EU) 2016/680).

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the Data Protection Legislation.

	Personal Data Breach
	Takes the meaning given in the Data Protection Legislation.

	Processing
	This has the meaning given to it under the Data Protection Act 1998 as amended but, for the purposes of this Call-Off Contract, it will include both manual and automatic processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Processor
	Takes the meaning given in the Data Protection Legislation.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment.

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services  provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form.

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.




Schedule 7 - Processing, Personal Data and Data Subjects
Subject matter of the processing: 
NAV processes 99.9% exclusively financial data and accounting to deliver the following services:
· Payment of revenue, administration and capital funding.
· Capital and revenue budget profiling and forecasting.
· Invoice payment and reporting for Admin and Capital procured services/goods.
· Revenue payments to Academies, 16-19 funded organisations and holds payment details of Local Authorities, Colleges, School Sixth Form Colleges, and Academies, private, commercial and charitable providers


Duration of the processing: 
The information hosted in NAV is processed throughout continually academic year with allocations being updated and payments being made throughout the academic year; reporting is conducted month on month basis. The financial data should be kept current year +7.          


Nature and purposes of the processing: 
· processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;
· processing is necessary for compliance with a legal obligation to which DfE is subject;
· processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in DfE;
· processing is necessary and records need to be kept for the accounting of financial payments made to Institutions/Suppliers;

	
Type of Personal Data: 
· Names of Organisation
· E-Mail of individual named as the key contact for the organisation
· Addresses of organisation
· Bank Details of organisations
· Telephone Number of organisation
· Purchase Invoice images
· Payments that are made
· Named contact for the organisation
· Unique identifiers e.g. UPIN Number, Edubase Number, UKPRN
· Contract information
· A pilot was conducted on expenses 12 months ago with c. 60 staff and their contact details are documented in NAV – name, address, bank details, expenses claimed.

	
Categories of Data Subject: 
The NAV system stores and processes the following information:
1. Address and bank details of providers (e.g. local authority maintained schools, colleges, academies and commercial and charitable providers);
1. Personal information in the system is limited to names of individuals linked to providers;
1. Unique identifiers for each provider such as a Unique Provider Identification Number (UPIN), UK Provider Reference Number (UKPRN), UK Register of Learning Providers (UKRLP) number, Local Authority (LA) number, contract number;
1. Budget information for each programme;
1. Payment profiles, holding information such as amounts and the frequency with which each provider will be paid;
1. Invoice details;
Reports, including forecasts and budgets


Plan for return or destruction of the data once the processing is complete UNLESS requirement under union or member state law to preserve that type of data: 
· Minimum retention is current year +7 to allow audit/demonstrate evidence use of European Social Funding (ESF) 
· Currently there are no processes in place for data destruction at the end of the retention period
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		I



		Applications to be managed by the Service Provider shall be hosted either by the IaaS Service Provider or on the Core ICT Service operated by the Customer.



		

		I

		The Customer operates an ITIL® environment.



		

		M

		The Service Provider shall apply an ITIL® based approach to service management and work with the Customer and its internal IaaS and Service Management teams to establish clear interfaces (procedural and technical) with and across the Customer’s ICT Service Towers.



		

		M

		The Service Provider shall provide an Application Management Service for applications specified by the Customer, which shall include as a minimum:

Service Desk Services;

Service Governance;

Service Management and Reporting;

Service Quality Management Services;

Change Management.



		

		M

		The Service Provider shall maintain and support the in scope applications. This shall include but may not be limited to:

preventative maintenance activities;

minor software updates;

corrective maintenance, i.e. returning the applications to operating in accordance with the original specifications;

configuration management.



		

		M

		The Service Provider shall comply with the Customer’s governance and operation model, as may be updated from time to time, including arrangements for:

Contract and Supplier Management;

Service Management;

Portfolio, Programme and Project Management;

Strategy and Enterprise Architecture.
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		I

		The Customer will provide a Service Desk, which will route all NAV related matters to the Service Provider. 



		

		M

		The Service Provider shall provide second and subsequent line maintenance of applications that fall under the responsibility of the provider. 



		

		M

		The Service Provider shall provide a single point of contact or Service Desk for all Service Requests, Fault Reports and Change Control Requests from the Customer’s Service Desk.



		

		M

		The Service Provider shall provide first line support scripts and known error scenarios to support the Customer’s Service Desk with its first line application support.



		

		M

		The Service Provider Desk shall be located within the UK.



		

		M

		The Service Desk shall be available during the hours of 9am-5pm Monday – Friday (Core Hours).



		

		M

		The Service Desk shall answer any telephone call within 60 seconds.



		

		M

		The Service Desk shall accept and log Service requests from the Customer Service Desk



		

		M

		Service Requests must either be completed or acknowledged within 24 hours. 



		

		M

		The Service Desk is to maintain a log of all fault or enquiry calls. As a minimum the log is to contain the following information:

Unique call reference number;

Details of the person raising the call and the call time;

A description of the fault or enquiry;

The categorisation of the fault or enquiry agreed with the Customer;

Call status and the times at which the status is changed (e.g. the time at which a fault is rectified and the call is closed). Calls shall only be closed with the agreement of the Customer’s Service Desk staff;

The cause of any fault and actions required to remedy it.



		

		M

		The Service Provider shall monitor the progress of all fault or service request calls to ensure that they are resolved within the agreed timescales.



		

		M

		Faults are to be categorised as Severity 1-4 using the following definitions:

-Priority 1:

- An Incident causing an extremely serious impact to the business, as a result of the system(s) / service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects more than 50% of all service users; and the service affected is a core business service / function; and areas outside of DfE are affected; or
- A business unit is halted completely. 

-  Priority 2:

- An Incident causing significant impact to the business as a result of the system(s) / service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects between 25% and 50% of all service users; and the service affected is a core business service / function; or
- The Incident affects more than 50% of all service users; and the service affected is a non-core business service / function. 

- Priority  3:

- An Incident causing minimal impact to the business as a result of the system(s)/service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects less than 25% of all service users; and the service affected is a core business service/function; or
- The Incident affects less than 50% of all service users; and the service affected is a non-core business service / function; or
- A single user is unable to perform their core daily business function effectively.

- Priority  4:

- An Incident causing negligible impact to the business as a result of the system(s)/service(s) affected and/or the number of people affected by the Incident, e.g.

- The Incident affects a single user, regardless of service type;



More detail on how these are represented in a Dynamics NAV Context can be found in Annex A.



		

		M

		For each severity of fault the Service Desk shall:

Inform the Customer, when the fault is confirmed, of the actions being taken to correct it and the time at which the service is expected to be restored. The target Reaction Times for each fault shall be:

Priority 1: 30 Minutes

Priority 2: 1 hour

Priority 3: 7 Hours (working Hours)

Severity 4: 14 hours (Working Hours)

Update the Customer on the status of the fault and of actions being taken regularly according to the Customer Update Frequency for each fault priority shall be:

Severity 1 – 30 minutes;

Severity 2 – 60 minutes.

Severity 3 – 2 working days

Severity 4 – On Request





		

		M

		The Target Fix Time for each fault severity shall be:

 Severity 1:

2 hours;

Severity 2:

7 hours;

Severity 3:

 3 working days;

Severity 4:

. 5 working days or as negotiated with the Department on a case by case basis



		

		M

		The call log must provide sufficient information to allow:

Accurate monthly reporting of service performance for all of the services provided;

Effective fault analysis and identification of actions to reduce occurrence or impact of faults.



		

		M

		All Incidents assigned at Severity 1 and Severity 2 level must be reported to DFE Problem Management.



		

		M

		All Incidents assigned at Severity 1 and 2 must be submitted to the DfE Major Incident Management Process. This will require the Service Provider to join Customer Telephony Bridges with 15 minutes notice.



		

		M

		The Customer may request the Service Provider to participate in a review of major incidents; this shall include a written response and meetings with interested parties.



		

		MR

		The Service Provider shall describe their end-to-end incident management, escalation and reporting procedures (including suppliers and customers).
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		M

		The Service Provider shall appoint a Service Manager who shall:

be responsible for the provision of the Application Management Services provided to the Customer;

be contactable by the Customer during normal working hours;

attend regular Customer meetings at locations and frequencies specified by the Customer;

attend ad-hoc meetings with the Customer when requested to do so.



		

		M

		The Service Provider shall identify a Senior Manager to be the point of escalation for any issues that cannot be resolved by the Service Manager.



		

		M

		The Service Provider shall not replace the Service Manager or the Senior Manager during the contract without the Customer’s prior written agreement to the proposed replacements, such consent not to be unreasonably withheld. For the avoidance of doubt this will exclude any changes caused by the relevant TES Employee leaving the employment of TES for any reason.



		

		MR

		The Service Provider  shall provide details of the proposed service governance arrangements in its proposal, including as a minimum:

The position of the Service Manager and the Senior Manager within the Service Provider’s organisation;

The relevant skills and experience of the Service Manager and of the Senior Manager.
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		M

		The Supplier shall prepare and maintain a Risk Register identifying all risks to the support and operation of the Services.



		

		M

		The Supplier shall prepare and maintain an Issue Register identifying all issues relating to the support and operation of the Services.



		

		M

		The Service Provider shall provide a written Monthly Report which provides the information required by the Customer to assess the quality of the services provided and to determine the payment due for the services as detailed in the contract.



		

		M

		As a minimum the Monthly Report shall include, the following:

an executive summary; 

details of performance against all agreed KPIs;

an explanation of the reasons for any failure to achieve target performance levels, together with description of any steps being taken to avoid any problems recurring;

for each application:

a summary of incidents in the reporting period, broken down by priority and type, and identifying the root cause and any trends and preventative actions being taken;

a summary of fault, performance and any other relevant trends, together with recommendations as to any necessary actions to maintain or improve service levels;

details of any planned enhancements or maintenance and the way in which any consequent service disruption will be minimised;

details of any successfully implemented enhancements;

details of Service downtimes in relation to enhancements, maintenance or upgrades and the implications for service availability;

details of the current technology roadmap showing expected technology changes and opportunities for the Customer for the next 6 months;

a summary of the risks and issues register, identifying the priority risks/issues of the operation of the services

a summary of progress against authorised Requests for Change and a Forward Schedule of Change.



		

		M

		All reports are to be provided by the Service Provider electronically in a format that can read and printed by the Customer within 5 working days of the end of each month.



		

		MR

		The Service Provider shall describe their approach to service management and reporting for this contract.
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		M

		The Service Provider shall be responsible for operating the Service to achieve the Service Requirements. This shall include, but may not be limited to:

the provision of application management;

the provision of application support;

software upgrades and patching, upgrades to be quoted and provided as individual projects with costs above the managed service fee;

routine operations tasks such as status checks, back-ups, system and database administration;

organisational tasks such as adds, moves and changes in accordance with the Change Management process.



		

		M

		The Service Provider shall monitor and make recommendations to the Customer for application of patches to application-related software technology products to:

address operational risks and issues;

maintain accreditation;

improve performance;

enhance capability.



		

		M

		The Service Provider shall undertake impact assessments and produce proposals for implementation of patches and product upgrades as agreed through review of the schedule at monthly service management meetings. For the avoidance of doubt the cost for upgrades will be in addition to the standard managed service charge. 



		

		M

		The Service Provider shall provide support for application components of development, test, pre-production, production and Disaster Recovery environments as relevant to each application.



		

		M

		The Service Provider shall test all application patches and upgrades in accordance with the agreed Test Management services. 



		

		M

		The Service Provider shall schedule and apply application patches in agreed maintenance periods, in accordance with the release management policy, with exceptions handled through the Customer’s change control process. 



		

		M

		The Service Provider shall establish and maintain a schedule of maintenance upgrades required to maintain applications and databases patched and within support from the underlying software technology product vendor (see technology product catalogue for details). 



		

		M

		The Service Provider shall undertake data cleansing and processing of data sets associated with applications via the change control process.



		

		M

		The Service Provider shall implement a Continuous Service Improvement programme which includes lessons derived from the experience of delivering the service and includes the use of the capability maturity model or similar as one of the drivers for improvement. This Continuous Service Improvement programme shall form part of the monthly Service Management Report provided to the Customer.



		

		MR

		The Service Provider shall describe their approach to Continuous Service Improvement for this contract.
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		M

		The Service Provider shall resolve problems (i.e. the underlying cause of one or more Severity 1 or 2 Incidents), or assist 3rd party in resolution co-ordinating all the agents involved in the resolution of the problem. 



		

		M

		All Incidents assigned at Severity 1 and Severity 2 level must be submitted to DFE Problem Management for Root Cause Analysis.



		

		M

		The Service Provider shall maintain a log of all Incidents and provide information on request to the DFE Problem Management Service.
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		M

		The Service Provider shall be responsible for the management of the quality of all Services provided.



		

		M

		The Service Provider shall put in place an industry recognised quality methodology to maintain and improve on service quality through a constant cycle of agreeing, monitoring, reporting and improving the current levels of service.



		

		M

		The Service Provider shall develop and maintain a Quality Plan which must describe how the quality of all services delivered under the Contract will be managed, maintained and progressively improved.



		

		M

		The Service Provider shall provide the Customer with an Organisation Chart showing the management structure for the Services.



		

		M

		The Service Provider shall ensure that any individuals used to provide Services have appropriate competencies, experience and training for the work that they are undertaking.



		

		MR

		The Service Provider shall describe their approach to Service Quality for this contract.
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		M

		There shall be two processes for reviewing Change Requests as follows:

Minor changes (including adds, moves and changes) which are defined as changes which have low impact on the existing ICT environment and do not require further authorisation beyond the change originator;

Major changes, which are defined as changes which have a major impact on the existing ICT environment and require Customer ICT and business management sign-off.



		

		M

		Any authorised employee of the Customer or the Supplier shall be able to propose a change to the service (Change Request).



		

		M

		The Supplier shall be responsible for managing and recording all Change Requests and the systems and processes which are used to deliver them. 



		

		MR

		The Supplier shall detail their processes for controlling minor changes to any services supplied under this contract.



		

		M

		The Supplier shall respond to all Minor Change Requests within 5 working days.



		

		M

		The process for handling Requests for Change shall be as follows:

The Customer will provide a written description of the required change to the Supplier;

Within 5 working days the Supplier shall respond with:

An explanation of why the change is not feasible or sensible; or

A change implementation proposal; or

Referral to the Application Development Service;

The Customer will review the Supplier’s response and either:

Decide not to proceed further with the change;

Authorise the Supplier to send the change to the Application Design Service;

Authorise the Supplier to commence work on the implementation of the change in accordance with the change implementation proposal;

Request that the Suppler makes changes to the change implementation proposal and resubmits it.

In the event that a new or modified change implementation proposal is submitted by the Suppler, then it will be reviewed as per step c. above.



		

		M

		The change implementation proposal must include:

A technical description of how the change will be implemented, including details of testing and training;

A plan for the implementation of the change;

An explanation, including man-days referenced against the Skills Framework for the Infrastructure Age (SFIA), of the cost of the change, including the costs of:

all hardware, software and licences required;

any increase/decrease in running costs (e.g. communications or support costs);

updating all affected system documentation, processes and procedures;

testing, training, update of security documentation and arrangements;

any other cost items relevant to the specific change;

The proposed payment mechanism and pricing;

Details of any impact on the existing services while the change is being implemented;

Details of any dependencies on the Customer;

Details of all significant risks relating to the implementation.



		

		MR

		The Service Provider shall describe their process for change management and how they would fulfil the requirement for minor changes. 



		

		MR

		The Service Provider shall state whether there are any man-days included within the support costs to cover minor changes and enhancements.



		

		MR

		The Service Provider shall describe their approach to meeting the capacity for carrying out change and enhancements throughout the contract.
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		I

		It should be noted that planned maintenance agreed with the DfE shall not be counted as a period of non-availability for performance monitoring purposes, as long as it is properly agreed and authorised with the DfE.



		

		I

		It should be noted that outages of the Infrastructure as a Service (IaaS) or Wide Area Network (WAN) infrastructure shall not be counted as a period of non-availability for performance monitoring purposes.



		

		I

		The availability of the services shall be calculated as follows:

Percentage availability = [T-P-X-(U*I/100) incident 1-(U*I/100) incident 2......] * 100 / [T-P] where:

T = total number of minutes in period;

P = number of minutes of planned service outage agreed by the DfE;

X = number of minutes of unplanned IaaS, SQL and WAN outage;

U = number of minutes of unplanned outage (high priority incident);

I = percentage of users impacted by the outage (high priority incident).



		

		M

		The Supplier shall take action to minimise the number and duration of disruptions to user services. Specifically:

All planned disruptions to user services must be authorised in advance by the Customer;

Planned activities which disrupt user services are to be undertaken outside the core period of 9am to 5pm, Monday to Friday;

At least 3 days’ notice is to be given of planned maintenance affecting user services;

At least 30 minutes’ notice is to be given of essential unplanned maintenance activities;

No more than 1 unplanned disruption to the Services is to occur during Core hours in any two week period.



		

		M

		The Service Provider shall provide extended hours of Service Desk provision or change of Category when requested to do so by the Customer for individual applications. These requests shall be managed under the change request process.





[bookmark: _Toc514075828]Documentation Services

		

		M

		The Service Provider shall develop and maintain documentation describing all of the systems and procedures used to provide services to the Customer.



		

		M

		This documentation shall include, for all systems used to provide services to the Customer:

The location and configuration of the system, including details of the Virtual Machine, operating system and any bespoke or packaged software;

Design documentation;

Administration and operating procedures.



		

		M

		The Service Provider is to deliver a full copy of the system documentation within 5 working days of being requested to do so by the Customer.





[bookmark: _Toc514075829]Meetings

		

		M

		The Service Provider’s Service Manager, and other Service Provider staff as deemed appropriate by the Customer, shall attend Monthly Review Meetings, as detailed in the contract.





Onsite Role

		

		M

		Primarily Coventry, but reasonable travel to alternative sites Department sites with reasonable notice

156 (max) Days onsite per year (covered for sickness & holidays)

Interacting and assisting dept. helpdesk on NAV related incidents, knowledge transfer on support services.

1st and 2nd line support (desk side support)

Incident escalation management

Assistance with application NAV functionality (including Rapid start) 

Assistance with creating RFC

Assistance with UAT





		

		

		Out of pocket expenses will be recharged as per dept. guidelines







Supported Services

		

		M

		The requirement is to provide break fix 3rd Line support (as defined in SOM) for the Department’s, self-hosted Dynamics NAV software



Supported applications;

NAV 2017 Server (Middle Tier Services) & Clients (RTC & Web)  



Including multiple entities(companies) in multiple environments:

Production

Pre-Production

Test



Bespoke interfaces:

· Export from/Import to Maytech or alternative Secure File Transfer Platform (SFTP)

· VASIS (Voluntary Aided Schools Information System)

· E-Invoicing (Proactis)

· Skills Funding Service

· Funding & Contracting Service

· The Store

· ESF Match & Claim

· Master Data Repository (MDR)

· Up to 3 export payment files to a hosted network location in a fixed format and/or third party applications. (Currently C-Series and Access Pay. A third supplier to be sourced during the term of this agreement)

As additional interfaces are developed through project activities and are transferred to support in line with project methodology the above list will be modified to detail supported interfaces. 



Provision of support [break fix] for existing reports developed in the following reporting tools:

Jet Pro

Jet Enterprise 

Excluding requirement gathering and development of new reports as this is a project delivery team function 













Annex 1 – Incident Priorities in relation to Dynamics NAV 2017.



		Priority 

		Definition 

		Description and example

		Response Target 

		Resolution Target 



		P1 - Critical 

		Application unavailable or a significant impairment impacting all users. 

		Urgent fix for example:

• Total loss of service or functionality for any users; inability to log into the network

• Partial loss of service or functionality for any users that significantly affects the ability to work

• delay to Parliamentary business or other time critical work such as mission critical payment runs





		30 minutes (within service hours) 

		2 service hours 



		P2 - High 

		Time sensitive issue important to long-term productivity and/or reputation of the Department that is not causing an immediate stoppage. 

		

		1 service hour 

		7 service hours – with written or verbal progress update at end of operational hours for the relevant working day(s)



		P3 - Medium 

		No immediate or significant productivity impact 

		 Routine or minor fault or query for example:

• Partial loss of service or functionality that does not prevent users from working 

• General faults & queries

		1 working day 

		3 working  days 



		P4 - Low 

		Minor or cosmetic issues but does not stop the system performing the desired function. Queries for end user help. 

		 Service requests for changes that are not time critical or where the Department specifies a long lead time

		1 working day 

		5 working days or as negotiated with the Department on a case by case basis
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Costings Guideline

Pricing for our solutions are always split into three areas, software licences, consultancy and support. This
provides a transparent billing policy with on-going support included, so no nasty surprises are waiting; we
deliver top quality solutions on time and to budget every time.

Licencing

We resell software and our value addition is our knowledge of your sector. So we choose to resell software
that way your investment is future proof and you have a clear defined roadmap for the product. The licence
cost is our Vendors element of the proposal.

NAV licences are on a concurrent basis, meaning that a ten user Navision system could be installed on fifteen
machines; however, only ten of those machines could access the database at any one time. This enables a
much cheaper licensing model and enables customers to only purchase the users that they need.

Once customers begin to grow and the need for more users becomes necessary, this can be purchased quickly
and efficiently through TES and can usually be turned around the same day, thus again enabling our customers
to only purchase the required number of users.

Description Quantity  Unit Price

Microsoft Dynamics-NAV SaaSs
Standard User 3 50 150
Total 150 Per
Month

Or...

Microsoft Dynamics-NAV — Perpetual
Starter Pack (includes 3 users) 3,054 3,054
Total 3,054

Licence Purchase Choice
There are two ways to purchase Dynamics-NAV and both have their merits:

e  SaaS (Rental)
e  Perpetual (Purchase)

By purchasing your licence through the SaaS method you will without a doubt be saving on any capital
investment that this equates to and if this is your driver then this should be the preferred purchasing option —
this is also the method Microsoft are moving towards and it is envisaged that this in future will be the only
purchase method available. This pricing is at £50 per user per month for a full licence and £12 per user per
month for a light user.

This method drastically reduces your ERP start-up costs, in turn decreasing the time to gain your return on
investment. However, if you purchase NAV perpetually you own the software and you are only required to
pay Microsoft enhancement on an annual basis.

For a three user system you can see the total cost of ownership on the licence over a five year period.
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Consultancy

Only through experienced consultants can users experience the full value of a new commercial system and get
a true return on investment from an implementation. It is more often than not that the consultants identify
the possible process enhancements. This is why we break down the man time required to implement a project
even further through sub categories of work.

Description Quantity Unit Price Total Price

Core Services
Analysis 1 800 800
Design 1 800 800
Training 1 800 800
Configuration 1 800 800
Deployment 1 800 800
Project Management 1 800 800

All consultancy services are exclusive of VAT and on-site consultant expenses.

Support

During the working relationship with Total Enterprise Solutions customers require problems or issues to be
completed varying from a wide range of issues, underneath we detail out the support service in question and
give a proposal for the total cost of support for the forthcoming and future years.

The support proposal is always broken down into two categories, the Microsoft and the TES support plan.

Software Enhancement

Both our software vendors require annual enhancement to be paid, to allow us to ask for support on your
behalf. These plans give customers a range of services, foremost is allowing a customer to automatically
receive new versions and updates of their system. With Microsoft spending in excess of £150m each year on
the development of their applications, it is clear to see that the roadmap for the product is both exciting for
you and us.

As well as gaining these version updates, customers also receive the ability to log into the customer source
website, this includes training and discussion boards and helps with customers to gain the best possible use of
their solution and future proof their information systems. Enhancement plans cost 16% of the current licence
value of the application.

If you purchase the licence through the rental SaaS model you licence already includes this total.

TES Support Plan

The TES support plan enables customers to log and resolve support issues with TES, the TES support plan is
always the first line support for any issues that the users encounter. This may simply be a configuration issue
or even a bug fix requirement. The TES Support plan costs 9% of the licence value.
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Microsoft Dynamics-NAV

The solution that we propose is Microsoft Dynamics-NAV, Microsoft’s premium ERP platform. Our solution
includes all the modules required by most public sector customers from day one of deployment. NAV is
unique in the market place with its agility and scalability and as such enjoys over 1million registered users
using its application over the world. We believe that this solution is an ideal fit because of its ability to:

Simplify your business with a single solution: Integrate and centrally store financial, project, sales and
marketing, project management, human resources, CRM and services information. Having one centralised ERP
system reduces the risk of any errors, and avoids spreading resources over maintaining multiple systems.

Improve productivity: Automate and keep track of your processes. Help staff accomplish more every day with
a familiar, intuitive user experience that works like Microsoft software they already use. The Role Tailored
Client access is a unique feature of Dynamics NAV that presents relevant information and tasks for the various
roles within your company. Everyone from Finance Staff to Project Leaders can get reminders and reports
most relevant to them, according to their role in the business; a simple, functional and flexible feature that
improves personal performance.

Make smart decisions with business intelligence and reporting: The business analytics, intelligence, and
reporting features you get from Microsoft Dynamics connect employees with each other and to the exact
information they need to be most effective. Simplified access to job-specific information and tasks helps
employees view work priorities and access the information they need to make informed, confident decisions; a
wide range of analytical and reporting tools can help you gain insight into business performance.

As well as deploying reports out of the box there are two other reporting options available to you. SSRS, or
SQL Reporting Services and Jet reports, an easy excel installed tool to directly access NAV data.

Implement rapidly: Quickly set up and easily customise your system to meet your current business needs,
knowing that you can easily adapt to changing demands by adding functionality, custom applications, and
online business capabilities.

Scale your solution: Dynamics NAV can be scaled up as your business grows — starting with just a few users
and new users can be added as and when they are needed. We have seen 1 user deployments going up to
thousands of users. It is this factor that is key to NAV’s success.

Integration: Dynamics NAV integrates fully with Microsoft Office365 and many other systems & add-on
software. We have extensive experience with integrating all sorts of applications into NAV, from simple
Ecommerce engines to complex analytic applications.

Increase User Experience: NAV has many touch points, and includes two types of client. The full client, which
is installed on the user machines and also the Web client which can be accessed via a web browser so that
users using devices such as iPads can access the data. The web client also works well in remote access
requirements.
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Our Company

Total Enterprise Solutions was founded in 2005 and now serves some of the United Kingdom’s leading
charitable organisations and public sector institutes. We specialise in providing Enterprise Resource Planning
solutions to these institutes, primarily around the Microsoft Business Solutions suite of applications.

We are resellers of Microsoft Dynamics-NAV, an enterprise class application from the Microsoft business
solutions family, an application which we have deployed in your sector and we believe with its portal
technology an ideal fit to your organisation. The web client will extend finance functionality to your user
community without the use of a full client and with Microsoft’s rapid deployment project methodology we can
have your project deployed within your timescales.

Not only does NAV come with the core modules required by lots of organisations, it also encompasses its own
development environment making it a scalable agile platform to build all your business processes on and the
power of this is can be measured by our customer’s success stories. The advantages that this bring is a
consolidated single database, one version of the truth, information of all of your department’s data ensuring
you get the maximum return on your investment.

With 110,000 customers across 42 countries Dynamics-NAV is a safe choice for your new ERP solution.

To us, customer is king, and this vision is the very ethos of our business; we know software can be purchased
from a number of good suppliers who specialise in ERP, however to be the very best you have to be sector
driven. We choose the Charitable and Public Sector as our market place because of our industry expertise and
strong reference ability.
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Reference Sites

We have strong reference-ability in public sector and charitable organisations, and our strength in our offering
is that we have encountered the information challenges already within these sectors. The references below
have been selected due to the following criteria:

e The Education Funding Agency — A high profile large deployment at a public sector institute
e  Victoria & Albert Museum — Charity implementation across a large user base.

The Education Funding Agency
Summary of Project

The initial project was to deploy a finance system for Partnerships for Schools (PFS) which managed the
building schools for the future programme. Since this initial deployment back in 2009, PFS merged with the
Education Funding Agency (EFA) and now uses our solution for all of the department’s capital payment
transactions.

The project was deployed using Microsoft Dynamics-NAV and .NET web service technology to integrate
externally facing users. We as Microsoft Dynamics-NAV resellers purchased this software on behalf of EFA.

Our brief was to provide a solution that not only needed to act as a hard client finance system to the
organisation, and to maintain its day to day transactions, nominal, sales, purchase & cash ledger, but also as an
externally facing web application for budget holders to maintain their budgets and the entry of purchase order
documents. These documents then proceed through an advanced workflow driven approval process and
adhere to procurement approach form questionnaires that are defined by the users. This extends the
application to a much larger user community through standardised Microsoft technology which is very much in
line with self-service aspirations set out by cabinet.

As well as the above mentioned functionality, our software was selected because of its agility to integrate into
and is also used to monitor the personal expenses of employees and offers integration into The Train line and
also Vodafone.

Victoria & Albert Museum
Summary of Project

The project was to deploy a system that could reach the entire business user community that require to
purchase goods or services for the organisation all integrating into the core financial application. Our solution
opens up core financial application areas to the wider user community.

Since its deployment our solution has been identified as the driver that has helped the museum in its delivery
for better user and supplier stakeholder relationships and as such helped them with their targets set around
this area within the management of the purchase to pay process.

Because of the portals success ongoing work has been commissioned and now sends a range of documents
through the on-portal for approval submission and as well as sending the initial purchase order approvals it
now caters for a range of documents that include budget adjustments, holiday requests and any
documentation that the organisation choose that requires approval is sent through our software.
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Implementation Services

We work to industry standardised methodology, which has been tried and tested with the biggest names
within your sector. Timeframes can be customised to suit the customer and we aim to work on 6-12 week lead
time from placing the order to a working solution.

Any business critical software that is to be installed needs to be implemented in a suitable manner, which is
why at Total Enterprise Solutions we use the tried and tested Microsoft Sure Step methodology. This reduces
the risk factor to the project and that you go-live on time and to budget.

The Sure Step Methodology splits the project down into manageable phases and defines clear roles for each of
the project team and can be completely customised to allow for any size or type of product.

During the project we will hold regular project meetings to ensure that all milestones can be achieved and that
the most appropriate use of time is allocated to ensure a smooth implementation. The Sure Step model allows
a fully interactive project management experience to all client stakeholders and members of the TES project
team.

Methodology Phases

Diagnostic & Analysis

In the diagnostic phase we introduce our project team to the customer and analyse the necessary project
phases, whilst defining the project template which in turn defines the deliverables at each step of the
implementation.

We will analyse your business requirements and map them to the software within user acceptance workshops,
process improvements are identified within can also be included within the analysis stage. If any gap to
functionality is identified, then consultants will create an ‘Analysis Gap Document’ and engineer your proposed
workflow.

Individual tasks defined with these stages are:

e  Project kick off meeting

e Build development environment
e  Workshops

e Analysis Phase Deliverables

Design & Development

During the design phase we design the proposed solution and build the test database for staff to use in the
later stages, we base the configuration from the findings within the analysis stage. During these stages we will
deliver the working solution prototype.

Individual tasks defined with these stages are:

e  Configuration & Development
e Systems & Integration test

e Performance Test

e Production Environment

e  Training Documentation

Deployment
TES will work closely with the project team to ensure a smooth transition from legacy system to our solution
and offer a comprehensive training program that will meet the needs of all user requirements. During this
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phase we will offer training in a “train the trainer” approach and also work closely with you to ensure the user
acceptance testing is completed.

Individual tasks defined with these stages are:

e Deployment plan

e  Final data migration

e User acceptance testing
e Go live support

Operation

A support service is critical to the ongoing success of your new business solution. In addition to technology
upgrades, we provide an effective maintenance service to our clients. If you need a new report, or need to adjust a
screen to work better or even add a new business module.

Individual tasks defined with these stages are:

e Go live review meeting
e  Formal system sign off
e 1 Month operation review
e 3 Month operation review
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Total Enterprise Solutions:

1.Follow £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
2.Assist £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
3.Apply £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
4.Enable £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
5.Ensure/Advise £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
6.Initiate/Influence £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
7.Set Strategy/Inspire ~ £800/Day £800/Day £800/Day £800/Day £800/Day £800/Day
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Level Definitions

Autonomy Influence Complexity Business Skills
1.Follow Works under close supervision. Interacts with immediate Performs routine in a Uses basic information systems and
Uses little discretion. Is expected colleagues. structured environment. technology functions, applications, and
to seek guidance in expected Requires assistance in processes. Demonstrates an organised
solutions. resolving unexpected approach to work. Learns new skills and
problems. applies newly acquired knowledge. Has basic
oral and written communication skills.
Contributes to identifying own development
opportunities.
2.Assist Works under routine supervision. Interacts with and may Performs a range of varied Understands and uses appropriate methods,
Uses minor discretion in resolving influence immediate work activities in a variety of tools and applications. Demonstrates a
problems or enquires. Works colleagues. May have some structured environments. rational and organised approach to work. Is
without frequent reference to external contact with aware of health and safety issues. Identities
others. customers and suppliers. May and negotiates own development
have more influence in own opportunities. Has sufficient communication
domain. skills for effective dialogue with colleagues. Is
able to work in a team. Is able to plan,
schedule and monitor own work within short
time horizons. Absorbs technical information
when it is presented systematically and
applies it effectively.
3.Apply Works under general supervision. Interacts with and influences Performs a broad range of Understands and uses appropriate methods,
Uses discretion in identifying and department/project team work sometimes complex and tools and applications. Demonstrates an
resolving complex problems and members. May have working non-routine, in a variety of analytical and systematic approach to problem
assignments. Usually receives level contact with customers environments. solving. Takes the initiative in identifying and
specific instructions and has work and suppliers. In predictable negotiating appropriate development
reviewed at frequent milestones. and structured areas may opportunities. Demonstrates effective
Determines when issues should be | supervise others. Makes communication skills. Contributes fully to the
escalated to a higher level. decisions which may impact on work of teams. Plans, schedules and monitors
the work assigned to own work (and that of others where
individuals or phases of applicable) competently within limited
projects. deadlines and according to relevant legislation
and procedures. Absorbs and applies technical
information. Works to required standards.
Understands and uses appropriate methods,
tools and applications. Appreciates the wider
field of information systems, and how own
role relates to other roles and to the business
of the employer or client.
4.Enable Works under general direction Influences team and specialist Performs a broad range of Selects appropriately from applicable
within a clear framework of peers internally. Influences complex technical or standards, methods, tools and applications.
accountability. Exercises customers at account level and | professional work activities, in Demonstrates an analytical and systematic
substantial personal responsibility suppliers. Has some a variety of contexts. approach to problem solving. Communicates
and autonomy. Plans own work to responsibility for the work of fluently orally wand in writing, and can
meet given objectives and others and for the allocation of present complex technical information to both
processes. resources. Participates in technical and non-technical audiences.
external activities related to Facilitates collaboration between stakeholders
own specialism. Makes who share common objectives. Plans,
decisions which influence the schedules and monitors work to meet time
success of projects and team and quality targets and in accordance with
objectives relevant legislation and procedures. Rapidly
absorbs new technical and applies it
effectively. Has a good appreciation of the
wider field of information systems, their use in
relevant employment areas and how they
relate to the business activities of the
employer or client. Maintains an awareness of
developing technologies and their application
and takes some responsibility for personal
development.
5.Ensure Works under broad direction. Is Influences organisation, Performs a challenging range Advises on the available standards, methods,
/Advise fully accountable for won technical | customers, suppliers and peers | and variety of complex tools and applications relevant to own
work and/or project/ supervisory within industry on the technical or professional work specialism and can make correct choices from
responsibilities. Receives contribution of own specialism. | activities. Undertakes work alternatives. Analyses, diagnoses, designs,
assignments in the form of Has significant responsibility which requires the application plans, execute and evaluates work to time,
objectives. Establishes own for the work of others and for of fundamental principles in a cost and quality targets. Communicates
milestones and team objectives, the allocation of resources. wide and often unpredictable effectively, formally and informally, with
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and delegates responsibilities.
Work is often self-initiated.

Makes decisions which impact
on the success of assigned
projects i.e. results, deadlines
and budget. Develops business
relationships with customers.

range of contexts. Understands
the relationship between own
specialism and wider
customer/ organisational
requirements.

colleagues, subordinates and customers.
Demonstrates leadership. Facilities
collaboration between stakeholders who have
diverse objectives. Understands the relevance
of own area of responsibility/ specialism to
the employing organisation. Takes customer
requirements into account when making
proposals. Takes initiative to keep skills up to
date. Mentors more junior colleagues.
Maintains an awareness of developments in
the industry. Analyses requirements and
advises on scope and options for operational
improvement. Demonstrates creativity and
innovation in applying solutions for the
benefit of the customer.

and application. Is fully
accountable for actions take and
decisions made, both by self and
subordinates.

within the IT industry at
highest levels. Advances the
knowledge and/or exploitation
of IT within one or more
organisations. Develops long-
term strategic relationships
with customers and industry
leaders.

management and leadership
skills. Has a deep
understanding of the IT
industry and the implications
of emerging technologies for
the wider business
environment.

6.Initiate Has defined authority and Influences policy formation on Performs highly complex work Absorbs complex technical information and
/Influence | responsibility for a significant area the contribution of own activities covering technical, communicates effectively at all levels to both
of work including technical, specialism to business financial and quality aspects. technical and non-technical audiences.
financial and quality aspects. objectives. Influences a Contributes to the formulation | Assesse and evaluates risk. Understands the
Establishes organisational significant part of own of IT strategy. Creatively implications of new technologies.
objectives and delegates organisation and influences applies a wide range of Demonstrates clear leadership and the ability
responsibilities. Is accountable for customers/suppliers and technical and/or management to influence and persuade. Has a broad
actions and decisions taken by self industry at senior management | principles. understanding of all aspects of IT and deep
and subordinates. level. Makes decisions which understanding of own specialism(s).
impact the work of employing Understands and communicates the role and
organisations, achievement of impact of IT in the employing organisation and
organisational objectives and promotes compliance with relevant
financial performance. legislation. Takes the initiative to keep both
Develops high-level own and subordinates’ skills up to date and to
relationships with customers, maintain an awareness of developments in
suppliers and industry leaders. the IT industry.
7Set Has authority and responsibility for | Makes decisions critical to Leeds on the formulation and Has a full range of strategic management and
Strategy all aspects of a significant area of organisational success. application of strategy. Applies | leadership skills. Understands, explains and
/Inspire work, including policy formation Influences developments the highest level of presents complex technical ideas to both

technical and non-technical audiences at all
levels up to the highest in a persuasive and
convincing manner. Has a broad and deep IT
knowledge coupled with equivalent
knowledge of the activities of those
businesses and other organisations that use
and exploit IT. Communicates the potential
impact of emerging technologies on
organisations and individuals and analyses the
risks of using or not using such technologies.
Assesses the impact of legislation, and actively
promotes compliance. Takes the initiative to
keep both own and subordinates’ skills up to
date and to maintain an awareness of
developments in IT in own area(s) of
expertise.
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Payment profile - Support service FINAL.xlsx
Sheet1

		TES Support Contract

						Year 1 - Profile

		Activity		Year 1 Budget Allocation 2018-19		Apr-18		May-18		Jun-18		Jul-18		Aug-18		Sep-18		Oct-18		Nov-18		Dec-18		Jan-19		Feb-19		Mar-19

		Break-Fix Support		£52,015		£52,015		£0		£0		£0		£0		£0		£0		£0		£0		£0		£0		£0

		Enhanced Support Service (to include licence, RFQ and expenses charges)		£97,985		£24,496.25		£0		£0		£24,496.25		£0		£0		£24,496.25		£0		£0		£24,496.25		£0		£0

		Total		£150,000		£76,511		£0		£0		£24,496		£0		£0		£24,496		£0		£0		£24,496		£0		£0
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Annex A DfE Special Clauses - TES Contract June 2018.doc
ANNEX A – DfE Additional Clauses 

Intellectual Property Rights & Copyright


Use the following clause to replace the existing clause where the Contractor retains ownership of copyright but gives the department an unconditional license.

“the Act”


means the Copyright Designs and Patents Act 1988;


“Copyright”
means any and all copyright, design right (as defined by the Act) and all other rights of a like nature which may during the course of this Contract, come into existence in or in relation to any Work (or any part thereof);


“Copyright Work”

means any Work in which any Copyright subsists;


“Original Copyright
means the first Copyright Work created in whatever form;


Work”


“Work”
means any and all works including but not limited to literary, dramatic, musical or artistic works, sound recordings, films, broadcasts or cable programmes, typographical arrangements and designs (as the same are defined in the Act) which are created from time to time
during the course of this Contract by the Contractor or by or together with others at the Contractor’s request or on its behalf and where such works directly relate to or are created in respect of the performance of this Contract or any part of it;


8 License to the Department


8.1
The Contractor hereby grants to the Department a non-exclusive licence without payment of royalty or other sum by the Department in the Copyright;


8.1.1
to do and authorise others to do any and all acts restricted by the Act as amended from time to time or replaced in whole or part by any statute or other legal means in respect of any Copyright Work in the United Kingdom and in all other territories in the world for the full period of time during which the Copyright subsists; and


8.1.2
to exercise all rights of a similar nature as those described in Clause 8.1.1 above which may be conferred in respect of any Copyright Work by the laws from time to time in all other parts of the world


8.2
The Contractor now undertakes to the Department as follows:


8.2.1
not to assign in whole or in part the legal or beneficial title in any Copyright to any person, firm or company without the prior written consent of the Department the granting of which consent shall be at its absolute discretion.


8.2.2
to procure that the Contractor is entitled both legally and beneficially to all Copyright.


8.2.3
to record or procure the recording on each and every Copyright Work the name of the author or authors and the date on which it was created and retain safely in its possession throughout the duration of the Copyright all Original Copyright Works.


8.2.4 in respect of the Original Copyright Works to:


8.2.5
 supply copies on request to the Department the reasonable costs in respect of which the Department will pay; and 



8.2.5
allow inspection by an authorised representative of the Department on receiving reasonable written notice;



8.2.6
to take all necessary steps and use its best endeavours to prevent the infringement of the Copyright by any person, firm or company which shall include an obligation on the part of the Contractor to commence and prosecute legal proceedings for any threatened or actual infringement where there is a reasonable chance of success and account to the Department after the deduction of all legal expenses incurred in any such proceedings for one half of all damages paid whether by order, settlement or otherwise.



8.2.7
to waive or procure the waiver of any and all moral rights (as created by chapter IV of the Act) of authors of all Copyright Works be waived;and



8.2.8
not to demand and to procure that where any further licences are granted by the Contractor otherwise than to the Department the Licensees thereof do not demand any payment in whatever form and from any person, firm or company directly or indirectly for the undertaking of any of the acts restricted by the Copyright (as defined in section 16 of the Act) in relation to any Copyright Work except in so far as any demand or payment received represents only the
reasonable costs which might normally be incurred in respect of such an act.


8.3
The Contractor now warrants to the Department that all Works:



8.3.1
will not infringe in whole or in part any copyright or like right or any other intellectual property right of any other person (wheresoever) and agrees to indemnify and hold harmless the Department against any and all claims, demands, proceedings, damages, expenses and losses including any of a consequential nature arising directly or indirectly out of any act of the Department in relation to any Work, where such act is or is alleged to be an infringement of a third party’s copyright or like right or other intellectual property rights (where so ever)


8.4
The warranty and indemnity contained in Clause 8.3.1 above shall survive the termination of this Contract and shall exist for the life of the Copyright.


Ownership of Drawings Specifications and Other Data


Any drawings, specifications or other data ***insert if following phrase appropriate  'as set out in Schedule 1' *** completed or provided in connection with this Contract shall become or, as the case may be, remain the property of the Department and be delivered up to the Department at the times shown in Schedule 1 or on completion or termination of the Contract.


General Data Protection Regulation (GDPR)


		“Controller”, “Processor,” “Data Subject”, “Personal Data”, “Personal Data Breach”, “Data Protection Officer”




		take the meaning given in the GDPR



		“Data Loss Event”




		any event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 






		“DPA 2018”




		Data Protection Act 2018  



		“Data Protection Impact Assessment”

		an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.  






		“Data Protection Legislation”

		(i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy; 






		“Data Subject Request”

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.






		“GDPR”




		the General Data Protection Regulation (Regulation (EU) 2016/679)






		“Joint Controllers”

		Where two or more Controllers jointly determine the purposes and means of processing






		“Law”




		means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply;






		“LED”

		Law Enforcement Directive (Directive (EU) 2016/680) 


 



		“Processor Personnel”




		employees, agents, consultants and contractors of the Processor and/or of any Sub-Processor engaged in the performance of its obligations under this Contract.






		“Protective Measures”

		appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it including those set out in the Contract. 






		“Sub-processor”

		any third Party appointed to process Personal Data on behalf of the Processor related to this Contract  



		

		





17
Data Protection


17.1
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor unless otherwise specified in Schedule 3a. The only processing that the Processor is authorised to do is listed in Schedule 3a by the Controller and may not be determined by the Processor


17.2
The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions infringe the Data Protection Legislation.


17.3
The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing.  Such assistance may, at the discretion of the Controller, include: 


(a)
a systematic description of the envisaged processing operations and the purpose of the processing; 


(b)
an assessment of the necessity and proportionality of the processing operations in relation to the Services; 


(c)
an assessment of the risks to the rights and freedoms of Data Subjects; and 


(d)
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 


17.4
The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Contract: 


(a)
process that Personal Data only in accordance with Schedule 3a , unless the Processor is required to do otherwise by Law. If it is so required the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law; 


(b)
ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the: 


(i)
nature of the data to be protected; 


(ii)
harm that might result from a Data Loss Event; 


(iii)
state of technological development; and 


(iv)
cost of implementing any measures; 


(c)
 ensure that : 


(i)
the Processor Personnel do not process Personal Data except in accordance with this Contract (and in particular Schedule 3a); 


(ii)
it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they: 


(A)
are aware of and comply with the Processor’s duties under this clause; 


(B)
are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor; 


(C)
are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Contract; and 


(D)
have undergone adequate training in the use, care, protection and handling of Personal Data; and 


(d)
not transfer Personal Data outside of the EU unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled: 


(i)
the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller; 


(ii)
the Data Subject has enforceable rights and effective legal remedies; 


(iii)
the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and 


(iv)
the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; 


(e)
at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.  


17.5
Subject to clause 17.6, the Processor shall notify the Controller immediately if it: 


(a)
receives a Data Subject Request (or purported Data Subject Request); 


(b)
receives a request to rectify, block or erase any Personal Data;  


(c)
receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;  


(d)
receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;  


(e)
receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 


(f)
becomes aware of a Data Loss Event. 


17.6
The Processor’s obligation to notify under clause 17.5 shall include the provision of further information to the Controller in phases, as details become available.  


17.7
Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 17.5 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing: 


(a)
the Controller with full details and copies of the complaint, communication or request; 


(b)
such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;  


(c)
the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;  


(d)
assistance as requested by the Controller following any Data Loss Event;  


(e)
assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 


17.8
The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Processor employs fewer than 250 staff, unless: 


(a)
the Controller determines that the processing is not occasional; 


(b)
the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and  


(c)
the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 


17.9
The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor. 


17.10
Each Party shall designate its own data protection officer if required by the Data Protection Legislation.  


17.11
Before allowing any Sub-processor to process any Personal Data related to this Contract, the Processor must: 


(a)
notify the Controller in writing of the intended Sub-processor and processing; 


(b)
obtain the written consent of the Controller;  


(c)
enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause 17 such that they apply to the Sub-processor; and 


(d)
provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 


17.12
The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 


 17.13
The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract). 


17.14
The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to the Processor amend this Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.  


Schedule 3a Processing, Personal Data and Data Subjects

This Schedule shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.  


1. The contact details of the Controller’s Data Protection Officer are: [Insert Contact details] 


2. The contact details of the Processor’s Data Protection Officer are: [Insert Contact details] 


3. The Processor shall comply with any further written instructions with respect to processing by the Controller.


4. Any such further instructions shall be incorporated into this Schedule. 


		Description 

		Details 



		Identity of the Controller and Processor

		The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor in accordance with Clause 17.1.



		Subject matter of the processing 

		[This should be a high level, short description of what the processing is about i.e. its subject matter of the contract.  


Example: The processing is needed in order to ensure that the Processor can effectively deliver the contract to provide a service to members of the public.] 






		Duration of the processing 

		[Clearly set out the duration of the processing including dates] 



		Nature and purposes of the processing 

		[Please be as specific as possible, but make sure that you cover all intended purposes.  


The nature of the processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc. 


The purpose might include: employment processing, statutory obligation, recruitment assessment etc]



		Type of Personal Data 

		[Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc] 



		Categories of Data Subject 

		[Examples include: Staff (including volunteers, agents, and temporary workers), Departments/ clients, suppliers, patients, students / pupils, members of the public, users of a particular website etc] 



		Plan for return and destruction of the data 


once the processing is complete UNLESS requirement under union or member state law to preserve that type of data 

		[Describe how long the data will be retained for, how it be returned or destroyed] 





Departmental Security Standards

Notes for use of this clause – Please Note - Remove the guidance text below!


The clauses, guidance and interpretation of terms provided below can be used to form the basis of an Invitation to Tender (ITT) or a Request for Quotation / Tender (RFQ/RFT) or appropriate clauses in a Business Services or ICT contract where the information involved is classified no higher than OFFICIAL, including OFFICIAL-SENSITIVE, as described in the Government Security Classification Policy. The ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, and might include sensitive business information and data of a personal or sensitive personal nature, as defined by the Data Protection Act 1998. 

12. Departmental Security Standards for Business Services and ICT Contracts


		“BPSS”


“Baseline Personnel Security Standard”

		a level of security clearance described as pre-employment checks in the National Vetting Policy. Further information can be found at: https://www.gov.uk/government/publications/government-baseline-personnel-security-standard



		“CCSC”


“Certified Cyber Security Consultancy”

		is NCSC's approach to assessing the services provided by consultancies and confirming that they meet NCSC's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors. See website:


https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy 



		“CCP”


“Certified Professional”




		is a NCSC scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors. See website:


https://www.ncsc.gov.uk/scheme/certified-professional 



		“CC”


“Common Criteria”




		the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 



		“CPA”


“Commercial Product Assurance”


[formerly called “CESG Product Assurance”]




		is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry. See website: https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa 



		“Cyber Essentials”


“Cyber Essentials Plus”

		Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme. 


There are a number of certification bodies that can be approached for further advice on the scheme; the link below points to one of these providers: https://www.iasme.co.uk/apply-for-self-assessment/ 



		“Data”


“Data Controller”


“Data Processor”


“Personal Data”


“Sensitive Personal Data” 

“Data Subject”, “Process” and “Processing”

		shall have the meanings given to those terms by the Data Protection Act 2018



		"Department’s Data"


“Department’s Information”

		is any data or information owned or retained in order to meet departmental business objectives and tasks, including:


(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:


(i) supplied to the Contractor by or on behalf of the Department; or 


(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or


(b) any Personal Data for which the Department is the Data Controller;



		“DfE”


“Department”

		means the Department for Education



		“Departmental Security Standards”

		means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.



		“Digital Marketplace / GCloud”

		the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.



		“FIPS 140-2”

		this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’.  This document is the de facto security standard used for the accreditation of cryptographic modules.



		“Good Industry Practice”


“Industry Good Practice”

		means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“Good Industry Standard”


“Industry Good Standard”

		means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“GSC”


“GSCP”




		means the Government Security Classification Policy which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications 



		“HMG”

		means Her Majesty’s Government



		“ICT”

		means Information and Communications Technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution



		“ISO/IEC 27001” “ISO 27001”

		is the International Standard for Information Security Management Systems Requirements



		“ISO/IEC 27002” “ISO 27002”

		is the International Standard describing the Code of Practice for Information Security Controls.



		“ISO 22301”

		is the International Standard describing for Business Continuity



		“IT Security Health Check (ITSHC)”


“IT Health Check (ITHC)”


“Penetration Testing”

		means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.



		“Need-to-Know”

		the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.



		“NCSC”

		The National Cyber Security Centre (NCSC) formerly CESG is the UK government’s National Technical Authority for Information Assurance. The NCSC website is https://www.ncsc.gov.uk 



		“OFFICIAL”


“OFFICIAL-SENSITIVE” 

		the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the Government Security Classification Policy (GSCP) which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 


the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the Government Security Classification Policy.



		“Secure Sanitisation”




		Secure sanitisation is the process of treating data held on storage media to reduce the likelihood of retrieval and reconstruction to an acceptable level. Some forms of sanitisation will allow you to re-use the media, while others are destructive in nature and render the media unusable. Secure sanitisation was previously covered by “Information Assurance Standard No. 5 - Secure Sanitisation” (“IS5”) issued by the former CESG. Guidance can now be found at: https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media 


The disposal of physical documents and hardcopy materials advice can be found at: https://www.cpni.gov.uk/secure-destruction



		“Security and Information Risk Advisor” 


“CCP SIRA”


“SIRA”

		the Security and Information Risk Advisor (SIRA) is a role defined under the NCSC Certified Professional (CCP) Scheme. See also:


https://www.ncsc.gov.uk/articles/about-certified-professional-scheme 



		“SPF”


“HMG Security Policy Framework”

		This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely. https://www.gov.uk/government/publications/security-policy-framework 



		”Tailored Assurance”


[formerly called “CTAS”, or,


”CESG Tailored Assurance”]




		is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks. https://www.ncsc.gov.uk/documents/ctas-principles-and-methodology 





1.1. The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 


1.2. Where the Contractor will provide ICT products or services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 25 May 2016, or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.   

1.3
The Contractor shall be able to demonstrate conformance to, and show evidence of such conformance to the ISO/IEC 27001 (Information Security Management Systems Requirements) standard, including the application of controls from ISO/IEC 27002 (Code of Practice for Information Security Controls).


1.4 The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data). 


1.5 Departmental Data being handled in the course of providing an ICT solution or service must be segregated from all other data on the Contractor’s or sub-contractor’s own IT equipment to protect the Departmental Data and enable the data to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 1.14.


· (Guidance: Advice on HMG secure sanitisation policy and approved methods are described at https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media)


1.6 The Contractor shall have in place and maintain physical security, in line with those outlined in ISO/IEC 27002 including, but not limited to, entry control mechanisms (e.g. door access) to premises and sensitive areas 


1.7 The Contractor shall have in place and maintain an access control policy and process for the logical access (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.


1.8 The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.


1.9 Any data in transit using either physical or electronic transfer methods across public space or cyberspace, including mail and couriers systems, or third party provider networks must be protected via encryption which has been certified to FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.


1.10 Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 1.11 and 1.12 below.


1.11 Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.


1.12 All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.


1.13 Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure disposal organisation.


1.14 When necessary to hand carry removable media and/or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has either visual or physical access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.


1.15 At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed and accounted for in accordance with the current HMG policy using a NCSC approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed. 


1.16 Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” in order to carry out their role; and have undergone mandatory pre-employment screening, to a minimum of HMG Baseline Personnel Security Standard (BPSS); or hold an appropriate National Security Vetting clearance as required by the Department. All Contractor or sub-contractor staff must complete this process before access to Departmental Data is permitted.


1.17 All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.


1.18 The Contractor shall, as a minimum, have in place robust Business Continuity arrangements and processes including IT disaster recovery plans and procedures that conform to ISO 22301 to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might, or could lead to, a disruption, loss, emergency or crisis to the services delivered. If a ISO 22301 certificate is not available the supplier will provide evidence of the effectiveness of their ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures. This should include evidence that the Contractor has tested or exercised these plans within the last 12 months and produced a written report of the outcome, including required actions. 


1.19 Any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, or any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, shall be investigated immediately and escalated to the Department by a method agreed by both parties.


1.20 The Contractor shall ensure that any IT systems and hosting environments that are used to handle, store or process Departmental Data shall be subject to independent IT Health Checks (ITHC) using a NCSC approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.


1.21 The Contractor or sub-contractors providing the service will provide the Department with full details of any storage of Departmental Data outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management, support or development function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.


1.22 The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.


1.23 The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.


1.24 The Contractor and sub-contractors shall undergo appropriate security assurance activities as determined by the Department. Contractor and sub-contractors shall support the provision of appropriate evidence of assurance and the production of the necessary security documentation such as completing the DfE Security Assurance Model (DSAM) process or the Business Service Assurance Model (BSAM). This will include obtaining any necessary professional security resources required to support the Contractor’s and sub-contractor’s security assurance activities such as: a NCSC Certified Cyber Security Consultancy (CCSC) or NCSC Certified Professional (CCP) Security and Information Risk Advisor (SIRA)


Property and Premises


Issued Property 

1.1
In this clause "Issued Property" means all items of property belonging to the Department issued to the Contractor for the purposes of the provision of the Services 


1.2
Issued Property shall remain the property of the Department and shall be used in the execution of the Contract and for no other purpose whatsoever, save with the prior written approval of the Department.  Within a reasonable period the Department shall re-issue Issued Property agreed to be defective or requiring replacement.


1.3
The Contractor shall be liable for any damage to Issued Property caused by misuse or negligence by the Contractor but shall not be liable for deterioration in Issued Property resulting from its normal and proper use in the performance of this Contract.  The Contractor shall also be responsible for loss, including theft, of the Issued Property.


1.4
The Department will be responsible for the maintenance of the Issued Property.  The Contractor shall be responsible for the safe custody of Issued Property and its prompt return upon expiry or termination of the Contract.  Neither the Contractor nor its sub-contractors or other person shall have a lien on Issued Property for any sum due to the Contractor, sub-contractor or other person and the Contractor shall take all such steps as may be reasonably necessary to ensure that the title of the Department, and the exclusion of any such lien, are brought to the notice of all sub-contractors and other persons dealing with any Issued Property. 


Use of Premises

1.1
Unless otherwise agreed, any land or premises made available to the Contractor by the Department in connection with the provision of the Services shall be made available to the Contractor free of charge and without exclusive possession and shall be used by the Contractor solely for the purpose of providing the Services.  The Contractor shall have the use of such land or premises as licensee and shall vacate the same on the expiry or other termination of this Contract.


1.2
The Contractor shall ensure that in providing the Services its employees and sub-contractors co-operate as far as may be reasonably necessary with the Department's employees.  The Contractor shall further ensure that its employees and sub-contractors carry out their duties and behave while on the Department's premises in such a way as to cause no unreasonable or unnecessary disruption to the routine and procedures of the Department, its employees, visitor or other contractors.


1.3
The Contractor shall ensure that its employees and sub-contractors comply with all rules and regulations from time to time issued by the Department relating to the use and/or security of the Department's premises.


Facilities Provided

For the purpose of the Contract the following areas and facilities at the Department's premises will be provided free for use by the Contractor and its employees and sub-contractor:



Toilets



Cooking Facilities



Heating



Lighting



First Aid


Telephone (use is restricted to internal calls or to Contractor's Headquarters or local office or to emergency services)


The Contractor shall be responsible for ensuring that proper use and reasonable care is taken by its employees and sub-contractors of facilities provided.

Contractor’s Standards

The Contractor shall as far as practicable satisfy the Department that it operates to an acceptable standard such as BS 5750, BS EN ISO 9000 or an equivalent.
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