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Call-Off Ref: C48811
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Annex A: List of Transparency Reports

Title Content Format Frequency
Call-Off Contract | Summary Charges Quarterly, when
Charges under the Call-Off MS Word or Excel requested by the
Contract for the Buyer
preceding quarter
Key CQuarterly, when
Subcontractors Key Sub-Contractors | MS Word or Excel requested by the
and supply chain utilised in the Buyer
governance contract, including
proportion of Call Off
Contract Charges
spent with sub-
contractors
Resource plans Break down of MS Word or Excel Cuarterly, when
resources used in requested by the
delivery of the Buyer
Services over
previous quarter,
including:
=  [Roles
-  Grade
=  Days utilised
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Call-Off Schedule 2 (Staff Transfer)

1. Definitions

1.1 Inthis Schedule, the following words have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

“"Employee all claims, actions, proceedings, orders, demands,

Liability™ complaints, investigations (save for any claims for
personal injury which are covered by insurance) and any
award, compensation, damages, tribunal awards, fine,
loss, order, penalty, disbursement, payment made by way
of settlement and costs, expenses and legal costs
reasonably incurred in connection with a claim or
investigation including in relation to tha following:

a)

b)

)

d)

&)

f)

radundancy payments including contractual or
enhanced redundancy costs, termination costs and
notice payments;

unfair, wrongful or constructive dismissal
compensation;

compensation for discrimination on grounds of sex,
race, dizability, age, religion or belief, gender
reassignment, marriage or civil partnership,
pregnancy and maternity or sexual onentation or
claims for equal pay;

compensation for less favourable treatment of part-
time workers or fixed term employees;

outstanding debts and unlawful deduction of wages
including any PAYE and National Insurance
Contributions in relation to payments made by the
Buyer or the Replacement Supplier to a Transferring
Supplier Employes which would have bean payable
by the Supplier or the Subcontractor if such paymeant
should have been made prior to the Service Transfer
Date and also including any payments arising in
respect of pensions,

claims whether in tort, contract or statute or
otherwise;

any investigation by the Equality and Human Fights
Commission or other enforcement, regulatory or supenvisony
body and of implemanting any requirements which may
arise from such investigation,
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"Former Supplier”

"Partial
Termination™

“Relevant
Transfer”

"Relevant Transfer
Date"

"Supplier's Final
Supplier
Personnel List™

"Supplier's
Provisional
Supplier
Personnel List™

Frameawark Ref: RMEZ21
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Model Version: v3.2

a supplier supplying the Deliverables to the Buyer before the
Relevant Transfer Date that are the same as or substantially
similar to the Deliverables [(or any part of the Deliverables)
and shall include any Subcontractor of such supplier (or any
Subcontractor of any such Subcontractor);

the partial termination of the relevant Contract to the extent
that it relates to the provision of any part of the Services as
further provided forin Clause 10.4 (When CCS5 or the Buyer
can end this contract ) or 10.6 (When the Supplier can end
the contract);

a transfer of employment to which the Employment
Regulations applias;

in relation to a Relevant Transfer, the date upon which the
Relevant Transfer takes place, and for the purposes of
Part D: Pensions, shall include the Commeancement Date,
where appropriate;

a list provided by the Supplier of all Supplier Personnel
whose will iransfer under the Employment Regulations on
the Service Transfer Date;

a list prepared and updated by the Supplier of all Supplier
Personnel who are at the dale of the list wholly or mainly
engaged in or assigned to the provision of the Services or
any relevant part of the Services which it is envisaged as at
the date of such list will no longer be provided by the
Supplier;
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"Staffing in ralation to all persons identified on the Supplier's
Information™ Provisional Supplier Personnel List or Supplier's Final

Ssupplier Personnel List, as the case may be, such
information as the Buyer may reasonably requast (subjedt o
all applicable provisions of the Data Protection Laws), but
including in an anonymised format:

(a) their ages, dates of commencement of employment
or engagameant, gender and place of work;

{(b)  details of whether they are employed, self-employed
contractars or consullants, agency workers or
otherwise;

(c) theidentity of the employer or relevant contracting
Party,

(d} their relevant contractual notice periods and any
other terms relating to termination of employment,
including redundancy procedures, and redundancy
payments;

(&) theirwages, salaries, bonuses and profit sharing
arrangemenis as applicable;

(f) details of other employment-related benefits,
including (without limitation) medical insurance, life
assurance, pension or other retiremeant benefit
schemes, share option schemes and company car
schedules applicable to then;

{g)  any outstanding or potential contractual, statutory or
other liabilities in respect of such individuals
{including in respect of personal injury claims);

(h)  details of any such individuals on long term sickness
absence, parental leave, maternity leave or other
authorised long term absence;

(i) copies of all relevant documents and materials
relating to such information, including copies of
relevant contracts of employment (or relevant
standard conftracts if applied generally in respect of
such employees); and

i any other "employee liability information® as such
termis defined in regulation 11 of the Employment
Regulations;
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"Term"

"Transferring
Buyer Employees"”

"Transferring
Former Supplier
Employees™

2. INTERPRETATION

the period commencing on the Start Date and ending on the
axpiry of the Initial Period or any Extension Period or on
earlier termination of the relevant Contract;

those employeas of the Buyer to whom the Employment
Requlations will apply on the Relevant Transfer Date and
whose names are provided to the Supplier on or prior to the
Relevant Transfer Date;

in relation to a Former Supplier, those employees of the
Former Supplier to whom the Employment Regulations will
apply on the Relevant Transfer Date and whose names are
provided to the Supplier on or prior to the Relevant Transfer
Date.

Where a provision in this Schedule imposes any obligation on the Supplierincluding
(without limit) to comply with a requirerment or provide an indemnity, underaking or
warranty, the Supplier shall procure that each of its Subcontractors shall comply with such
abligation and provide such indemnity, undertaking or warranty to CC5, the Buyer, Former
Supplier, Replacement Supplier or Replacement Subcontractor, as the case may be and
where the Subcontractor fails to satisfy any claims under such indemnities the Supplier will
be liable for satisfying any such claim as if it had provided the indemnity itself.

3. Which parts of this Schedule apply

Only the:

3.1 parts of this Schedule identified in the Order Form shall apply to this Call-Off

Contract; or

3.2 following parts of this Schedule shall apply to this Call-Off Contract:

o Part C (Mo Staff Transfer On Start Date)
o Part E (Staff Transfer on Exit)
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Part A: Staff Transfer at the Start Date - Not applicable
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Part B: Staff transfer at the Start Date - Mot applicable

Part C: No Staff Transfer on the Start Date

1. What happens if there is a staff transfer

1.1 The Buyer and the Supplier agree that the commencaement of the provision of the
Services or of any part of the Services will not be a Relevant Transfer in relation to
any employees of the Buyer and/or any Former Supplier.

1.2 Subjectto Paragraphs 1.3, 1.4 and 1.5, if any employee of the Buyer and/or a
Former Supplier claims, or it is determined in relation to any employee of the
Buyer and/or a Former Supplier, that hisfher contract of employment has been
transferred from the Buyer and/or the Former Supplier to the Supplier and/or any
Subcontractor pursuant to the Employment Regulations then:

1.2.1

1.2.2

1.2.3

1.2.4

the Supplier will, within 5 Working Days of becoming aware of that
fact, notify the Buyer in writing;

the Buyer may offer employment to such person, or take such other
sleps as it considered appropriate to resolve the matter, within
10 Working Days of receipt of notice from the Supplier,

if such offer of employment is accepted, the Supplier shall
immediately release the person from its employment;

if after the period refemed to in paragraph 1.2.2 no such offer has
baen made, or such offer has been madea but not accepted, the
Supplier may within 5 Working Days give notice to terminate the
employment of such person;

and subject to the Supplier's compliance with Paragraphs 1.2.1t0 1.2.4:

(a)

(b)

the Buyer will indemnify the Supplier and/or the ralevant
Subcontractor against all Employea Liabilities arising out of the
termination of the employment of any of the Buyer's employess
referred to in Paragraph 1.2; and

the Buyer will procure that the Former Supplierindemnifies the
Supplier and/or any Subcontractor against all Employes
Liabilities arising out of termination of the employment of the
employees of the Former Supplier referred to in Paragraph 1.2.

1.3  The indemnities in Paragraph 1.2 shall not apply to any claim:

1.31

1.3.2

for dizscrimination, including on the grounds of sex, race, disability,
age, gender reassignment, marriage or civil partnership, pregnancy
and maternity or sexual orentation, religion or belief or equal pay or
compensation for less favourable treatment of part-time workers or
fived-term employees in relation to any alleged act or omission of the
Supplier and/or Subconfractor; or

any claim that the termination of employment was unfair because the
Supplier and/or any Subcontractor neglacted to follow a fair dismissal
procedure

1.4  The indemnities in Paragraph 1.2 shall not apply to any termination of employment
occurring later than 3 Months from the Commencement Date.
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1.5 I the Supplier andfor the Subcontractor does not comply with Paragraph 1.2, all
Employee Liabilities in relation to such employees shall remain with the Supplier
and/or the Subcontractor and the Supplier shall (1) comply with the provisions of
Part D: Pensions of this Schedule, and (i) indemnify the Buyer and any Former
Supplier against any Employea Liabilities that either of them may incur in respact
of any such employees of the Supplier and/or employees of the Subcontractor.

2. Limits on the Former Supplier's obligations

Where in this Part C the Buyer accepts an obligation to procure that a Former Supplier
does or does not do something, such obligation shall be limited so that it extends only to
the extent that the Buyer's contract with the Former Supplier contains a contractual right
in that regard which the Buyer may enforce, or otherwise so that it requires only that the
Buyer must use reasonable endeavours to procure that the Former Supplier does or
doas not act accordingly.
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Part D: Pensions
1. Definitions
In this Part D, the following words have the following meanings and they shall

supplement Joint Schedule 1 {Definitions), and shall be deemed 1o include the definitions
setout in the Annexes:

“Actuary” a Fellow of the Institute and Faculty of Actuaries;

“"Admission means either or both of the C5PS Admission Agraement

Agreement” {as defined in Annex D1: CSPS) or the LGPS Admission
Agreement) as defined in Annex D3; LGPS), as the context
requires,

“Broadly (a) inrespectof a pension scheme, a stalus satisfying

Comparable™ the condition that there are no idantifiable

employees who will suffer material detriment overall
in terms of future accrual of pension benefits as
assessed in accordance with Annex A of New Fair
Deal and demonstrated by the issue by the
Government Actuary™s Department of a broad
comparability certificate; and

(b} in respect of benefits provided foror in respact of a
member under a pansion schemea, beneafils that are
consistent with that pension scheme's certificate of
broad comparability issued by the Government
Actuary's Departiment,

and "Broad Comparability” shall be construed
accordingly;

"CSpPs” the schemes as definad in Annex D1 to this Part Dt
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“Fair Deal
Employeas"

"Fair Deal
Schemes”

"Fund Actuary”
"LGP5"
"NHSP5"

"Mew Fair Deal™

"Statutory
Schemes"”

those:
{a)  Transferring Buyer Employees; and/or
(b}  Transferring Former Supplier Employees; and/or

(c) employeeswho are not Transferring Buyer
Employvees or Transferring Fomer Supplier
Employees but to whom the Employment
Regulations apply on the Relevant Transfer Date to
transfer their employment to the Supplieror a
Subcontractor, and whose employment is not
terminated in accordance with the provisions of
Paragraphs 2.3.4 of Parts Aor B or
Paragraph 1.2.4 of Part C;

(d} where the Former Supplier becomas the Supplier
those employees;

who at the Commencement Date or Relevant Transfer
Date {as appropriate) are or become entitied to New F air
Deal protection in respect of any of the Statutory Schemes
as nolified by the Buyer;

means the relevant Statutory Scheme or a Broadly
Comparable pension scheme;

means Fund Acluary as defined in Annex D3 to this Part O,
the schemes as defined in Annex D3 to this Part D;
the schemes as defined in Annex D2 to this Part D;

the revised Fair Deal position set outin the HM Treasury
guidance: "Fair Deal for Staff Pensions: Staff Transfer
from Central Government” issued in October 2013
including:

(a) any amendments to that document immediately
prior to the Relevant Transfer Date; and

(b} any similar pension protection in accordance with
the subsequent Annex D1-03 inclusive as notified
to the Supplier by the CCS or Buyer; and

means the CSPS, NHSPS or LGPS.

2. Supplier obligations to participate in the pension schemes

2.1 Inrespectof all or any Fair Deal Employees each of Annex D1: C5PS, Annex D2:
MHSPS andfor Annex D3: LGPS shall apply, as appropriate.
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2.2

23

The Supplier undertakes to do all such things and execute any documents
{including any relevant Admission Agreement and/or Direction Letter, if necassary)
as may be requirad lo enable the Supplier lo participate in the appropriate
Statutory Scheme in respect of the Fair Deal Employees and shall bear its own
costs in such regard.

The Supplier undertakes:

2.3.1 topay to the Statutory Schemes all such amounts as are due under
the relevant Admission Agreement and/or Direction Letter or
otherwise and shall deduct and pay to the Statutory Schemes such
employes confributions as are required; and

2.3.2 tobe fully responsible for all other costs, contributions, payments and
other amounts relating to its participation in the Statutory Schemes,
including for the avoidance of doubt any exit payments and the costs
of providing any bond, indemnity or guarantee required in relation to
such participation.

3. Supplier obligation to provide information

3.1

The Supplier undertakes to the Buyer:

3.1.1 o provide all information which the Buyer may reasonably request
concerning matters referred to in this Part D as expeditiously as
possible; and

3.1.2 nottoissue any announcements to any Fair Deal Employee prior to
the Relevant Transfer Date concerning the matters stated in this
Part D without the consent in writing of the Buyer (such consent not to
be unreasonably withheld or delayed).

4. Indemnities the Supplier must give

4.1

4.2

The Supplier undertakes to the Buyer to indemnify and keep indemnified CCS,
MHS Pensions the Buyer and/or any Replacement Supplier and/or any
Replacemant Subcontractor on demand from and against all and any Lossas
whatsoever arising out of or in connection with any liability towards all and any

Fair Deal Employees arising in respect of service on or after the Relevant Transfer
Date which arise from any breach by the Supplier of this Part D, andfor the CSPS
Admission Agreement and/or the Direction Letter andfor the LGPS Admission
Agreament or relates to the payment of benefits under and/or participation in an
occupational pension scheme (within the meaning provided for in section 1 of the
Pension Schemes Act 1993) or the Fair Deal Schemes.

The Supplier heraby indemnifies the CCS, NHS Pensions, the Buyer and/lor any
Replacement Supplier and/or Replacement Subcontractor from and against all
Losses suffered or incurred by it or them which arise from claims by Fair Deal
Employeas of the Supplier and/or of any Subcontractor or by any trade unions,
elected employee representatives or staff associations in respect of all or any
such Fair Deal Employees which Losses:

4.2.1 relate to pension rights in respect of periods of employment on and
after the Relevant Transfer Date until the date of termination or expiry
of this Contract; or
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4.2.2 arise out of the failure of the Supplier andfor any relevant
Subcontractor to comply with the provisions of this Part D before the
date of termination or expiry of this Contract.

4.3  The indemnities in this Part D and its Annexes:
4.3.1  shall survive termination of this Contract: and

4.3.2 shall not be affected by the caps on liability contained in Clause 11
(How much you can be held responsible for).

5. What happens if there is a dispute

2.1 The Dispute Resolution Procedure will not apply to this Part D and any dispute
betweaen the CCS and/or the Buyer and/or the Supplier or between their
respective actuaries or the Fund Actuary about any of the actuarial matters
referred to in this Part D and its Annexes shall in the absence of agreemeant
batweaen the CCS and/or the Buyer and/or the Supplier be referred to an
independent Actuary:

5.1.1 who will act as an expert and not as an arbitrator;

5.1.2 whose decision will be final and binding on the CCS and/or the Buyer
and/lor the Supplier; and

2.1.3 whose expenses shall be borne equally by the CCS and/or the Buyer
andfor the Supplier unless the independent Actuary shall otherwise
direct.

6. Otherpeople’srights

6.1 The Parties agree Clause 19 (Other people’s rights in this contract) does not apply
and that the CRTPA applies to this Part D to the extent necessary (o ensure that
any Fair Deal Employea will have the right to enforce any obligation owed to him
or her or it by the Supplier under this Part D, in his or her or its own right under
section 1(1) of the CRTPA

6.2 Further, the Supplier must ensure that the CRTPA will apply to any Sub-Contract
to the extent necessary to ansure that any Fair Deal Employee will have the right
to enforce any obligation owed to them by the Subcontractor in his or her or its
own right under section 1{1)of the CRTPA.

7. What happens if there is a breach of this Part D

7.1 The Supplier agrees to notify the Buyer should it breach any obligations it has
under this Part D and agreas that the Buyer shall be entitled to terminate its
Contract for material Default in the event that the Supplier:

7.1.1 commits an irremediable breach of any provision or obligation it has
under this Part D; or

7.1.2 commits a breach of any provision or obligation it has under this
Part D which, where capable of remedy, it fails to remedy within a
reasonable time and in any event within 28 days of the date of a
notice from the Buyer giving particulars of the breach and requiring
the Supplier to remedy it.
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8. Transferring New Fair Deal Employees

8.1

Save on expiry or termination of this Contract, if the employment of any Fair Deal
Employee transfers to another employer (by way of atransfer under the
Employment Regulations) the Supplier shall and shall procure that any relevant
Subcontractor shall:

8.1.1 consult with and inform those Fair Deal Employees of the pension
provisions relating to that transfer; and

8.1.2 procure that the employer to which the Fair Deal Employees are
transfarred (the "New Employer”) complias with the provisions of this
Part D and its Annexes provided that references to the "Supplier” will
become references to the New Employer, references to "Relevant
Transfer Date” will become references to the date of the transfer to
the New Employer and references to "Fair Deal Employees” will
become references to the Fair Deal Employees so transferred to the
Mew Employer.

9. What happens to pensions if this Contract ends

The provisions of Part E: Staff Transfer On Exit (Mandatory) apply in relation to pansion
issues on expiry or termination of this Contract.

10. Broadly Comparable Pension Schemes

10.1

If gither:

10.1.1 the terms of any of Paragraphs 2.2 of Annex D1: CSPS, 5.2 of
Annex D2: NHSPS and or 4 of Annex D3: LGPS apply: and/or

10.12 the Buyer agrees, having considerad the exceptional cases provided
for in Mew Fair Deal, (such agreement not o be unreasonably
withheld) that the Supplier (and/or its Subcontractors, if any) need not
continue o provide the Fair Deal Employees, who continue to qualify
for Fair Deal Protection, with access to the appropriate Statulory
scheme;

the Supplier must (and must, where relevant, procure that each of its
Subcontractors will) ensure that, with effect from the Relevant Transfer Date or if
later cessation of participation in the Statutory Scheme until the day before the
Service Transfer Date, the relevant Fair Deal Employees will be eligible for
membership of a pension scheme under which the benefits are Broadly
Comparable to those provided underthe relevant Stalutory Scheme, and then on
such terms as may be decided by the Buyer.

10.2 Where the Supplier has set up a Broadly Comparable pension schame or

schemes pursuant to the provisions of Paragraph 10.1, the Supplier shall (and
shall procure that any of its Subcontractors shall):

10.2.1 supply to the Buyer details of its (or its Subcontractor’s) Broadly
Comparable pension scheme and provide a full copy of the valid
certificate of broad comparability covering all relevant Fair Deal
Employees, as soon as it is able 10 do s0 and in any event no later
than 28 days before the Relevant Transfer Date;
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1022

10.23

10.24

10,25

10.26

fully fund any such Broadly Comparable pension scheme in
accordance with the funding requirements set by that Broadly
Comparable pension scheme's Acluary or by the Government
Actuary’s Department for the period ending on the Service Transfer
Date:

instruct any such Broadly Comparable pension scheme's Actuary to,
and lo provide all such co-operation and assistance in respect of any
such Broadly Comparable pension scheme as the Replacemant
Supplier andfor CCS and/or NHS Pension and/or CSPS and/or the
relevant Administering Autharity and/or the Buyer may reasonably
require, to enable the Replacement Supplier to participate in the
appropriate Statutory Scheme in respect of any Fair Deal Employee
that remain eligible for New Fair Deal protection following a Service
Transfer;

provide a replacemant Broadly Comparable pension scheme with
immediate effect for those Fair Deal Employees who are still
employed by the Supplier and/or relevant Subcontractor and are still
eligible for Mew Fair Deal protection in the event that the Supplier
andfor Subconiractor's Broadly Comparable pension scheme is
terminated;

allow and make all necessary arrangements to effect, in resped of
any Fair Deal Employea that remaing eligible for New Fair Deal
protection, following a Service Transfer, the bulk transfer of past
service fromany such Broadly Comparable pension scheme into the
relevant Statutory Scheme and as is relevant on a day for day service
basis and to give effect to any transfer of accrued rights required as
part of participation under New Fair Deal. For the avoidance of doubt,
should the amount offered by the Broadly Comparable pension
schame be less than the amount required by the appropriate
Statutory Scheme to fund day for day service (" Shortfall™), the
Supplier or the Subcontractor (as agread betwaen them) must pay the
Statulory Scheme, as required, provided that in the absence of any
agreament between the Supplier and any Subcontractor, the Shortfall
shall be paid by the Supplier; and

indemnify CCS and/or the Buyer and/or NHS Pension and/or CSPS
andlor the relevant Administering Authority and/or on demand for any
failure to pay the Shortfall as required under Paragraph 10.2.5 above.
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Annex D1:

Civil Service Pensions Schemes (CSPS)

1. Definitions

In this Annex D1: CSPS to Part D: Pensions, the following words have the following
meanings and they shall supplement Joint Schedule 1 (Definitions):

"CSPS Admission an admission agreement in the form available on the Civil
Agreement™ Service Pensions website immediately prior to the Relevant

Transfer Date to be entered into for the CSPS in respect of the
Services;

“CSPS Eligible any Fair Deal Employes who at the relevant time is an eligible
Employea™ employeea as defined in the CSPS Admission Agreement;

"CSPs” the Principal Civil Service Pension Scheme available to Civil

Servants and employees of bodies under Schedule 1 of the
Superannuation Act 1972 (and eligible employees of other
bodies admitted to participate under a determination under
section 25 of the Public Service Pensions Act 2013), as
governed by rules adopted by Parliament; the Partnership
Pension Account and its (i) Il health Benefits Arrangements and
(ii) Death Banefits Arrangemants; the Civil Service Additional
Yoluntary Contribution Schame; and “alpha® introduced undar
The Public Service {Civil Servants and Others) Pensions
Regulations 2014.

2. Access to equivalent pension schemes after transfer

2.1

22

The Supplier shall procure that the Fair Deal Employees, shall ba either admitted
into, or offered continued membership of, the relevant section of the CEPS that
they currently contribute to, or were efigible to join immediately prior to the
Relevant Transfer Date or became eligible to join on the Relevant Transfer Date
and the Supplier shall procure that the Fair Deal Employees continue (o accrue
benefils in accordance with the provisions governing the relevant section of the
C5PS for service from (and including) the Relevant Transfer Date.

The Supplier undertakes that should it cease to participate in the CSPS for
whataver reason at a time when it has C5PS Eligible Employees, that it will, at no
extra cost to the Buyer, provide to any Fair Deal Employee who immediately prior
to such cessation of participation remained a CSPS Eligible Employee with access
to @ pension scheme which is Broadly Comparable to the CSPS on the date the
CSPS Eligible Employees ceased to participale in the CSPS.
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Annex D2: NHS Pension Schemes

1. Definitions

In this Annex D2: NHSPS to Part D: Pensions, the following words have the following
meanings and they shall supplement Joint Schedule 1 {Definitions):

"Direction Letter"”
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an NHS Pensions Direction or Determination (as
appropriate) issued by the Secretary of State in exercise of
the powers conferad by saction 7 of the Superannuation
[{Miscellaneous Provisions) Act 1967 or by section 25 of
the Public Service Pensions Act 2013 (as appropriate) and
issued to the Supplier or a Subcontractor of the Supplier
(as appropriate) relating to the terms of participation of the
Supplier or Subcontractor in the NHSPS in respect of the
MHSPS Eligible Employees,
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"NHSPS Eligible
Employees"

“NHS Body™

*NHS Pensions”
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each of the Fair Deal Employees who al a Relevant
Transfer Date was a member of, or was entitled o become
a member of, or but for their compulsory transfer of
employment would have been entitied to be or become a
member of, the NHSPS as a result of either:

(a) their employment with the Buyer, an NHS Body or
other employer which participates automatically in
the NHSPS; or

{b)  their employment with a Former Supplier who
provides access to the NHSPS pursuant to an NHS
Pensions Direction or Determination (as
appropriate) issued by the Secretary of State in
enercisa of the powers conferred by section 7 of the
Superannuation (Miscellaneous Provisions)

Act 1967 or by section 25 of the Public Service
Pensions Act 2013 (as appropriate) in respect of
their employment with that Formear Supplier (on the
basis that thay are entitled to protection under New
Fair Deal and were permitted to re-join the NHSPS,
having been formerly in employment with the
Buyer, an NHS Body or other employer who
participated automatically in the NHSPS in
connection with the Servicas, priorto being
employed by the Former Supplier),

and, in each case, being continuously engaged for more
than fifty per cent (50%) of their employed time in the
delivery of services (the same as or similar to the
Services).

For the avoidance of doubt, an individual who is in or
entitied to become a member of the NHSPS as a result of
being engagead in the Services and being coverad by an
“open” Direction Letter or other NHSPS "access” facility
but who has never been employed directly by an NHS
Body (or othar body which participates automatically in the
MHSPFS) is not an MHSFS Eligible Employee;

has the meaning given to it in section 275 of the National
Health Service Act 2006 as amended by section 138(2)(c)
of Schedule 4 to the Health and Social Care Act 2012;

NHS Pensions as the administrators of the NHSPS or

such other body as may from time to time be responsible
for relevant administrative functions of the NHSPS:
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"NH3P3"

*MHS Pension
Scheme Ammears

*NHS Pension
Schame
Regulations™

"MHS Premature
Retirement
Rights"

"Pension
Benefits"

"Retirement
Benefits
Scheme"

the National Health Service Pension Scheme for England
and Wales, established pursuant to the Superannuation

Act 1972 and governed by subsequent regulations under
that Act including the MNHS Pension Scheme Regulations;

any failure on the part of the Supplier or its Subcontractors
(if any) to pay employer’s contributions or deduct and pay
across employeea’s contributions to the NHSPS or meet
any other financial obligations under the NH5PS or any
Direction Letter in respect of the NHSPS Eligible

Employees;

as appropriate, any or all of the National Health Service
Pension Schemea Regulations 1995 (S| 1995/300), the
Mational Health Service Pension Scheme

Regulations 2008 (51 2008/653), the National Health
Service Pension Scheme Regulations 2015 (201594 ) and
any subsequent regulations made in respect of the
NHSPS, each as amended from time (o time;

rights to which any Fair Deal Employee (had they
remained in the employment of the Buyer, an NHS Body or
other employer which participates automatically in the
NHSPS) would have been or are entitled under the NHS
Pansion Scheme Regulations, the NHS Compensation for
Premature Reliremeant Regulations 2002 (Sl 2002/1311),
the NHS (Injury Benefits) Regulations 1935 (S| 1995/866)
and section 45 of the General Whitley Council condiions
of sarvice, or any other legislative or contractual provision
which replaces, amends, extends or consolidates the
same fromtime to time;

any benefits payable in respect of an individual (including
but not limited to pensions related allowances and lump
sums) relating to old age, invalidity or survivor's benefits
provided under an occupational pension scheme; and

a pansion schame registered under Chapter 2 of Part 4 of
the Finance Act 2004.

2. Membership of the NHS Pension Scheme

2.1 Inaccordance with New Fair Deal, the Supplier and/or any of its Subcontractors to
which the employment of any NHSPS Eligible Employee compulsorily transfers as
a result of the award of this Contract, if not an NHS Body or other employer which
participates automatically in the NHSPS, must by or as soon as reasonably
practicable after the Relevant Transfer Date, each secure a Direction Letter to
enable the NHSPS Eligible Employees to retain either conlinuous active
membership of or eligibility for, the NH3PS for 5o long as they remain employed in
connection with the delvery of the Services under this Contract, and have a right
to membership or eligibility of that scheme under the terms of the Direction Letter.
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2.2 The Supplier must supply to the Buyer by or as soon as reasonably practicable
after the Relevant Transfer Date a complete copy of each Direction Letter,

2.3 The Supplier must ensure (and procure that each of its Sub-Contracts {if any)
ensures) that &l of its NHSPS Eligible Employees have a contractual right to
continuous active membership of or eligibility for the NHSPS for 50 long as they
hawve a right to membership or eligibility of that scheme under the terms of the
Direction Letter.

24  The Supplier will (and will procure that its Subcontractors (if any) will) comply with
the terms of the Direction Letter, the NHS Pension Schama Regulations (including
any tarms which change as a result of changes in Law) and any ralevant policy
izsued by the Department of Health in respect of the NHSPS Eligible Employees
for so long as it remains bound by the terms of any such Direction Letter.

2.5 Where any employee omitted from the Direction Letter supplied in accordance
with Paragraph 2 of this Annex are subsequently found to be an NHSPS Eligible
Employee, the Supplier will (and will procure that its Sub-contractors (if any) will)
treat that person as if they had been an NHSPS Eligible Employee from the
Relevant Transfer Date =0 that their Pension Benefits and NHS Premalure
Retirement Rights are not adversely affected.

26  The Supplier will (and will procure that its Subcontractors (if any) will) as soon as
reasonably practicable and at its (or its Subcontractor's) cost, obtain any
guarantea, bond or indemnity that may from time to time be required by the
Secretary of State for Health.

3. Accessto NHS Pension Schemes after transfer

The Supplier will procure that with effect from the Relevant Transfer Date the NHSPS
Eligible Employees shall be either eligible for or remain in continuous active membership
of (as the case may be) the NHSPS for employment from (and including) the Relevant
Transfer Date.

4. Continuation of early retirement rights after transfer

From the Relevant Transfer Date until the Service Transfer Date, the Supplier must
provide (and/or must ensure that its Subcontractors (if any) provide) NHS Prematura
Retirament Rights in respect of the NHSPS Eligible Employees that are identical to the
benefits they would have received had they remained employees of the Buyer, an NHS
Body or other employer which participates automatically in the NHSPS.

5. What the buyer do if the Supplier breaches its pension obligations

51 The Supplier agrees that the Buyer is entitled to make arrangements with NHS
Pensions for the Buyer to ba notified if the Supplier (or its Subcontractor)
breaches the terms of its Direction Letter. Motwithstanding the provisions of the
foregoing, the Supplier shall notify the Buyer in the event that it (or its
Subcontractor) breaches the terms of its Direction Letter.

5.2  If the Buyer is entitled to terminate the Contract or the Supplier (or its
Subcontractor, if relevant) ceases to participate in the NHSPS for whatever other
reason, the Buyer may in its sole discretion, and instead of exercising its right to
terminata this Contract where relevant, permit the Supplier (or any such
Subcontractor, as appropriate) to offer Broadly Comparable Pension Benefits, on
such terms as decided by the Buyer. The provisions of Faragraph 10 (Bulk
Transfer Obligations in relation to any Broadly Comparable pension scheme) of
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5.3

Part D: Pensions shall apply in relation to any Broadly Comparable pension
scheme established by the Supplier or its Subcontractors.,

In addition to the Buyer's right to terminate the Contract, if the Buyer is notified by
MHS Pensions of any NHE Pension Scheme Arrears, the Buyer will be enfitled to
deduct all or part of those arrears from any amount due o be paid under this
Contract or otherwise.

6. Compensation when pension scheme access can't be provided

6.1

6.2

If the Supplier (or its Subcontractor, if relevant)is unable to provide the NHSPS
Eligible Employees with aither:

6.1.1  membership of the NHSPS (having used its best endeavours to
secure a Direction Letter); or

6.1.2 access toa Broadly Comparable pension scheme,

the Buyer may in its sole discration permit the Supplier (or any of its
Subcontractors) to compensate the NHSPS Eligible Employees in a manner that

is Broadly Comparable or equivalent in cash terms, the Supplier (or Subcontractor
as relevant) having consulted with a view to reaching agreemsent with any
racognised trade union or, in the absence of such body, the NHSPS Eligibla
Employees. The Supplier must meet (or must procure that the relevant
Subcontractor meets) the costs of the Buyer determining whether the level of
compensation offered is reasonable in the circumstances.

This flexibility for the Buyer to allow compensation in place of Pension Banefits is
in addition to and not instead of the Buyer's right to terminate the Confract.

7. Indemnities thata Supplier must give

[

7.2

The Supplier must indemnify and keep indemnified the CCS, the Buyer and any
Replacement Supplier against all Losses arising out of any claim by any NHSPS
Eligible Employee that the provision of (or failure to provide) Pension Benefits and
NHS Premature Retirement Rights from the Relevant Transfer Date, or the level of
such benefit provided, constitutes a breach of his or her employment rights.

The Supplier must indemnify and keep indemnifiad the Buyer, NHS Pensions and
any Replacement Supplier against all Losses arising out of the Supplier (or its
Subcontractor) allowing anyone who is not an NHSPS Eligible Employeea to join or
claim membership of the NHSPS at any time during the Contract Period.

8. Subcontractors

8.1

If the Supplier enters into a Sub-Contract for the delivery of all or part or any
component of the Services which will involve the transfer of employment of any
MHSPS Eligible Employee it will impose obligations on its Subcontractor in
identical terms as those imposed on the Supplier in relation to Pension Benefils
and NH3 Premature Retirement Rights by this Annex, including requiring that:

8.1.1 if the Supplier has secured a Direction Letter, the Subcontractor also
secures a Direction Letter in respect of the NHSPS Eligible
Employeeas for their future service with the Subcontractoras a
condition of being awarded the Sub-Contractand the Supplier shall
be responsible for ensuring that the Buyer receives a complete copy
of each such Subcontractor direction letter as soon as reasonably
praclicable; or
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8.1.2 if. in accordance with Paragraph 4 of this Annex, the Supplier has
offered the NHSPS Eligible Employees access to a pension scheme
under which the benefils are Broadly Comparable to those provided
under the MHSPS, the Subcontractor either secures a Direction Letter
in respact of the NHSPS Eligible Employeas or (with the prior consent
of the Buyer) provides NHSPS Eligible Employees with accessto a
schame with Pension Benefits which are Broadly Comparable to
those provided under the NHSPS whereupon the provisions of
Paragraph 10 below (Bulk Transfer Obligations in relation to any
Broadly Comparable Scheme) shall apply.

8.2 The Supplier shall procure that each Subcontractor provides indemnities to the
Buyer, NHS Pensions and/or any Replacement Supplier and/or Replacemeant
Subcontractor that are identical to the indemnities set out in Paragraph 7 of this
Annex D2. Where a Subcontractor fails to satisfy any claim made under such one
or mare indemnities, the Supplier will be liable for satisfying any such claim as if it
had provided the indermnity itselfl,
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Annex D3:

Local Government Pension Schemes (LGPS)
Not Used

Annex D4: Other Schemes
Not Used
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Part E; Staff Transfer on Exit
1. Obligations before a Staff Transfer

1.1

1.2

1.3

1.4

1.5

The Supplier agrees that within 20 Working Days of the earliest of;

1.1.1  receipt of a notification from the Buyer of a Service Transfer or
intended Service Transfer;

1.1.2 receipt of the giving of notice of early termination or any Partial
Termination of the relevant Contract;

1.1.3 the date which is 12 Months before the end of the Term; and

1.1.4 receipt of awritten request of the Buyer &t any time (provided that the
Buyer shall only be enfitled to make one such request in any 6 Month
period),

it shall provide in a suitably anonymised format so as to comply with the Data
Protection Laws, the Supplier's Provisional Supplier Personnel List, logether with
the Staffing Information in relation to the Supplier's Provisional Supplier Personnel
List and it shall provide an updated Supplier's Provisional Supplier Personnel List
at such intervals as are reasonably reguestied by the Buyer.

Al least 20 Working Days prior to the Service Transfer Date, the Supplier shall
provide to the Buyer or at the direction of the Buyer to any Replacement Supplier
andfor any Replacement Subconfractor (i) the Supplier's Final Supplier Personnel
List, which shall identify the basis upon which they are Transfemring Supplier
Employeas and (ii) the Staffing Information in relation to the Supplier's Final
Supplier Personnel List (insofar as such information has not previously been
provided).

The Buyer shall be permitied to use and disclose information provided by the
Supplier under paragraphs 1.1 and 1.2 for the purpose of informing any
prospective Replacement Supplier and/or Replacement Subcontractor,

The Supplier warrants, for the benefit of The Buyer, any Replacement Supplier,
and any Replacement Subcontractor that all information provided pursuant to
paragraphs 1.1 and 1.2 shall be lrue and accurate in all material respects at the
time of providing the information.

From the date of the earliest event referred to in Paragraph 1.1.1,1.1.2 and 1.1.3,
the Supplier agraes that it shall not assign any person to the provision of the
Sarvices who is not listed on the Supplier's Provisional Supplier Personnel List
and shall, unless otherwise instructed by the Buyer (acting reasonably):

not replace or re-deploy any Supplier Personnal listed on the Supplier Provisional Supplier
Personnel List other than where any replacement is of equivalent grade, skills, experience
and expertise and is employed on the same terms and conditions of employment as the
person helshe replaces

not make, promise, propose, pearmit or implemant any matarial changes to the
terms and conditions of (i) employment andfor (i) pensions, retirement and death
benefits {including not to make pensionable any category of @armings which were
not previously pensionable or reduce the pension confributions payable) of the
Supplier Personnel {including any payments connected with the termination of
amployment);
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1.21

1.5.2

1.5.3

1.5.4

g i

156

1.5.7

1.58

159

1.5.10
1.5.11

1.5.12

not increase the proportion of working time spent on the Services (or
the relevant part of the Services) by any of the Supplier Personnel
save for fulfiling assignments and projects previously scheduled and
agread;

not introduce any new contractual or customary praclice concerning
the making of any lump sum payment on the termination of
employment of any employees listed on the Supplier's Provisional
supplier Personnel List;

not increase or reduce the lotal number of employees so engaged, or
deploy any other parson to perform the Services (or the relavant part
of the Services);

not terminate or give notice 1o terminate the employment or contracts
of any persons on the Supplier's Provisional Supplier Personnel List
save by due disciplinary process;

not dissuade or discourage any employees engaged in the provision
of the Services from transferring theiremployment to the Buyer andior
the Replacement Supplier andlor Replacement Subcontractor;

give the Buyer and/or the Replacemant Supplier and/or Replacameanit
Subcontractor reasonable access to Supplier Personnel and/or their
consultation representatives to inform them of the intended transfer
and consult any measuras envisaged by the Buyer, Replacement
Supplier and/or Replacemant Subcontractor in respect of parsons
expected to be Transfeming Supplier Employees,

co-operate with the Buyer and the Replacement Supplier to ensure an
effective consultation process and smooth transfer in respect of
Transfarring Supplier Employees in line with good employee relations
and the effective continuity of the Services, and to allow for
participation in any pension arrangements to be putin place to
comply with New Fair Deal;

promptly notify the Buyer or, at the direction of the Buyer, any
Replacement Supplier and any Replacement Subcontractor of any
notice 1o terminate employment given by the Supplier or received
from any persons listed on the Supplier's Provisional Supplier
Personnel List regardless of whan such notice takes effact;

not for a period of 12 Months from the Service Transfer Date ra-
employ or re-engage or entice any employees, suppliers or
Subcontractors whose employment or engagement is transfemed to
the Buyer andfor the Replacemeant Supplier (unless otherwise
instructed by the Buyer (acting reasonably));

not to adversely affect pension rights accrued by all and any Fair Deal
Employees in the period ending on the Service Transfer Date;

fully fund any Broadly Comparable pension schemeas set up by the
Supplier;

maintain such documents and information as will be reasonably
required to manage the pension aspects of any onward transfer of
any person engaged or employed by the Supplieror any
Subcontractor in the provision of the Services on the expiry or
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1.6

1.7

termination of this Contract (including without limitation identification
of the Fair Deal Employees);

1.5.13 promptly provide to the Buyer such documents and information
mentioned in Paragraph 3.1.1 of Part D: Pensions which the Buyer

may reasonably request in advance of the expiry or termination of ths
Contract: and

1.5.14 fully co-operate (and procure that the trustees of any Broadly
Comparable pension scheme shall fully co-oparate) with the
reasonable requests of the Supplier relating to any administrative
tasks necessary to deal with the pension aspects of any onward
transfer of any person engaged or employed by the Supplier or any
Subcontractor in the provision of the Services on the expiry or
termination of this Contract.

On or around each anniversary of the Effective Date and up to four times during
the last 12 Months of the Term, the Buyer may make written requests to the
Supplier for information relating to the manner in which the Services are
organised. Within 20 Working Days of receipt of a written request the Supplier
ghall provide such information as the Buyer may reasonably require which shall
include:

1.6.1 the numbers of employees engaged in providing the Services;

1.6.2 the percentage of time spent by each employea angaged in providing
the Services;

1.6.3 the extent to which each employee qualifies for membership of any of
the Fair Deal Schemes (as defined in Part D: Pensions); and

1.6.4 adescription of the nature of the work undertaken by each employee
by location,

The Supplier shall provide all reasonable cooperation and assistance to the Buyer,
any Replacement Supplier and/or any Replacement Subcontractor to ensure the
smooth transfer of the Transferring Supplier Employeas on the Saervice Transfer
Date including providing sufficient information in advance of the Service Transfer
Date to ensura that all necassary payroll arrangements can be made to enable the
Transferring Supplier Employees to be paid as appropriate. Without prejudice to
the generality of the foregoing, within 5 Working Days following the Service
Transfer Date, the Supplier shall provide to the Buyer or, at the direction of the
Buyer, to any Replacement Supplier and/or any Replacement Subcontractor (as
appropriate), in respect of each person on the Supplier's Final Supplier Personnel
List who is a Transferring Supplier Employee:

1.7.1 the most recent month’s copy pay slip data;

1.7.2 details of cumulative pay for tax and pension purposes;
1.7.3 deflails of cumulative tax paid;

1.7.4 tax code;

1.7.5 details of any voluntary deductions from pay; and

1.7.6 bank/building society account details for payroll purposes.
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2. Staff Transfer whenthe contract ends

2.1

22

2.3

24

2.5

A change in the identity of the supplier of the Services (or part of the Services),
howsoever arising, may constitute a Relevant Transfer to which the Employment
Regulations will apply. The Buyer and the Supplier agree that where a Relevant
Transfer occurs, the contracts of employment between the Supplier and the
Transferring Supplier Employees (except in relation to any contract terms
disapplied through operation of regulation 10(2) of the Employment Regulations)
will have effect on and from the Service Transfer Date as if originally made
between the Replacemant Supplier and/or a Replacement Subcontractor (as the
case may be)and each such Transferring Supplier Employee.

The Supplier shall comply with all its obligations in respect of the Transfarmring
Supplier Employees arising under the Employment Regulations in respect of the
period up to {and including) the Sarvice Transfer Date including (without limit) the
payment of all remuneration, benefits, entittements, PAYE, national insurance
contributions and pension contributions and all such sums due as a result of any
Fair Deal Employees' participation in the Fair Deal Schemes (as defined in Part D
Pensions).

Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer andfor the
Replacement Supplier andlor any Replacement Subcontractor against any
Employee Liabilities arising from or as a result of any act or omission of the
Supplier or any Subcontractor in respect of any Transfermng Supplier Employes or
any appropriate employee representative (as defined in the Employment
Regulations) of any Transfeming Supplier Employee whether occurnng before, on
or after the Service Transfer Date.

The indemnity in paragraph 2.3 shall not apply to the extent that the Employee
Liabilities arise or are attributable to an act or omission of the Replacement
Supplier andfor any Replacement Subcontractor whether occurring or having its
origin before, on or after the Service Transfer Date.

Subject to Paragraphs 2.6 and 2.7, if any employee of the Supplier who is not
identified in the Supplier's Final Transferring Supplier Employea List claims, or it is
determinad in relation to any amployeeas of the Supplier, that hisher contract of
employment has been transferred from the Supplier to the Replacement Supplier
andfor Replacement Subcontractor pursuant to the Employment Regulations then.

251 the Replacement Supplier and/or Replacement Subconiractor will,
within 5 Working Days of becoming aware of that fact, notify the
Buyer and the Supplier in writing;

2.5.2 the Supplier may offer employment to such person, or take such other
steps as it conskdered approprate to resolve the matter, within
10 Warking Days of receipt of notice from the Replacemeant Supplier
andfor Replacement Subconiractor;

2.5.3 if such offer of employment is accepted, the Replacement Supplier
and/or Replacement Subcontractor shall immediately releasa the
parson from its employment;

2.5.4 if after the period referred to in Paragraph 2.5.2 no such offer has
been made, or such offer has bean made but not accepted, the
Replacement Supplier and/or Replacemant Subcontractor may within
5 Working Days give notice to terminate the amployment of such
person;
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2.6

o

28

2.9

2,10

21

and subject to the Replacement Supplier's andfor Replacement Subcontractor's
compliance with Paragraphs 2.5.1 to 2.5.4 the Supplier will indemnify the
Replacement Supplier and/or Replacement Subconltractor against all Employee
Liabilities arising out of the termination of the employment of any of the Supplier's
employees referned to in Paragraph 2.5.

The indemnity in Paragraph 2.5 shall not apply to:

261 (a) anyclaim for discrimination, including on the grounds of sex,
race, disability, age, gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual orientation, religion or
belief, or equal pay or compensation for less favourable treatment of
part-time workers or fixed-term employees, arising as a result of any
alleged act or omission of the Replacement Supplier and/or
Replacemeant Subcontractor, or

262 (b) anyclam that the termination of employment was unfair
because the Replacerment Supplier and/or Replacemeant
subcaoniractor neglected to follow a fair dismissal procedure.

The indemnity in Paragraph 2.5 shall not apply to any termination of employment
occurring later than 3 Months from the Service Transfer Date.

if at any point the Replacement Supplier and/or Replacement Sub-contract
accepts the employment of any such person as is described in Paragraph 2.5,
such parson shall be treated as a Transferring Supplier Employee and
Faragraph 2.5 shall cease to apply to such person.

The Supplier shall promptly provide the Buyer and any Replacement Supplier
andfor Replacement Subcontractor, in writing such information as is necessary to
enable the Buyer, the Replacemeant Supplier and/or Replacement Subcontractor
to carry out their respective duties under regulation 13 of the Employment
Regulations. The Buyer shall procure that the Replacement Supplier and/or
Replacement Subcontractor, shall promptly provide to the Supplier and each
Subcontractor in writing such information as is necessary to enable the Supplier
and each Subcontractor to carry out their respective duties under regulation 13 of
the Employment Regulations.

Subject to Paragraph 2.9, the Buyer shall procure that the Replacement Supplier
indemnifies the Supplier on its own behalf and on behalf of any Replacement
Subcontractor and its Subcontractors against any Employee Liabilities arising from
or as a result of any act or omission, whather occurring before, on or after the
Saervice Transfer Date, of the Replacement Supplier and/or Replacemant
Subcontractor in respect of any Transfering Supplier Employee or any
appropriate employee representative (as defined in the Employment Regulations)
of any such Transferring Supplier Employes,

The indemnity in Paragraph 2.10 shall not apply to the extent that the Employee
Liabilities arise or are attributable to an act or omission of the Supplier and/or any
Sub-contractor (as applicable) whether occurring or having ils origin before, on or
after the Service Transfer Date, including any Employaa Liabilities arising from the
failure by the Supplier and/or any Subcontractor (as applicable) to comply with its
obligations under the Employment Regulations, or to the extent the Employee
Liabilities arise out of the termination of employment of any person who is not
identified in the Supplier's Final Supplier Personnel List in accordance with
Paragraph 2.5 (and subject to the limitations set out in Paragraphs 2.6 and 2.7
abowve),
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Call-Off Schedule 3 (Continuous Improvement)
1. Buyer's Rights

1.1

The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), the Buyer may give CCS the right to
enforce the Buyer's rights under this Schedule.

2. Supplier's Obligations

2.1

2.2

23

24

The Supplier must, throughout the Contract Period, identify new or potential
improvements to the provision of the Deliverables with a view to reducing
the Buyer's cosls (including the Charges) and/or mproving the quality and
efficiency of the Deliverables and their supply o the Buyer.

The Supplier must adopt a policy of continuous improvemeant in relation to
the Deliverables, which must include regular reviews with the Buyer of the
Deliverables and the way it provides them, with a view to reducing the
Buyer's costs (including the Charges) and/or improving the quality and
efficiency of the Deliverables. The Supplier and the Buyer must provide
each other with any information relevant to meeting this objective.

In addition to Paragraph 2.1, the Supplier shall produce at the start of each
Contract Year a plan forimproving the provision of Deliverables and/or
reducing the Charges (without adversely affecting the performance of this
Contract) during that Contract Year ("Continuous Improvement Plan") for
the Buyer's Approval. The Continuous Improvement Plan must include, as
a minimum, proposals:

2.3.1 idenlifying the emergence of relevant new and evolving technologies;

2.3.2 changes in business processes of the Supplier or the Buyer and
ways of working that would provide cost savings and/or enhanced
benefits to the Buyer (such as methods of interaction, supply chain
efficiencies, reduction in energy consumption and methods of sale);

2.3.3 new or potential improvements to the provision of the Deliverables
including the quality, responsiveness, procedures, benchmarking
methods, likely performance mechanisms and customer support
services in relation to the Deliverables; and

2.3.4 measuring and reducing the sustainability impacts of the Supplier's
operations and supply-chains relating to the Deliverables, and
identifying opportunities to assist the Buyer in meeting their
sustainability objectives.

The initial Continuous Improvement Plan for the first (1%) Contract Year

shall be submitted by the Supplier to the Buyer for Approval within one

hundred (100) Working Days of the first Order or six (6) Months following
the Start Date, whichever is earlier.
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2.5

26

2.7

28

29

2.10

2.11

2.12

The Buyer shall notify the Supplier of its Approval or rejection of the
proposed Continuous Improvement Plan or any updates to it within twenty
(20) Working Days of receipt. If it is rejected then the Supplier shall, within
ten (10) Working Days of receipt of notice of rejection, submit a revised
Continuous Improvement Plan reflecting the changes required. Once
Approved, it becomes the Continuous Improvement Plan for the purposas of
this Contract.

The Supplier must provide sufficient information with each suggested
improvement 1o enable a decision on whether to implement it. The Supplier
shall provide any further information as requested,

If the Buyer wishes to incorporate any improvement into this Contract, it
must request a Variation in accordance with the Variation Procedure and
the Supplier must implement such Variation at no additional cost to the
Buyer or CCS.

Once the first Continuous Improvement Plan has been Approved in
accordance with Paragraph 2.5

2.8.1 the Supplier shall use all reasonable endeavours to implement any
agreed deliverables in accordance with the Continuous Improvement
Plan; and

282 the Parties agree to meet as soon as reasonably possible following
the start of each quarter [or as otherwise agreed between the
Parties) to review the Supplier's progress against the Continuous
Improvement Plan.

The Supplier shall update the Continuous Improvement Plan as and when
required but at least once every Contract Year (after the first (1%') Contract
Year) in accordance with the procedure and timescales set out in Paragraph
2.3.

All costs relating to the compilation or updating of the Continuous
Improvement Plan and the costs arising from any improvement made
pursuant to it and the costs of implementing any improvement, shall have
no effecton and are included in the Charges.

Should the Supplier's costs in providing the Deliverables to the Buyer be
reduced as a result of any changes implemented, all of the cost savings
shall be passed on to the Buyer by way of a consequential and immediate
reduction in the Charges for the Deliverables.

At any time during the Contract Period of the Call-Off Contract, the Supplier
may make a proposal for gainshare. If the Buyer deems gainshare fo be
applicable then the Supplier shall update the Continuous Improvement Plan
s0 as to include details of the way in which the proposal shall be
implemented in accordance with an agreed gainshare ratio.
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Call-Off Schedule 5A (Health Pricing Details and Expenses Policy)

1
1.1

Supplier's Further Pricing Information

The prices sel out in this Schedule:
1.1.1 are those set oul at Annex 1 1o this Schaedule;

1.1.2 are maximum rates that the Supplier may charge under this Call-Off
Contract;

1.1.3 are all inclusive (save for expenses reasonably incurred in accordance with
Faragraph 8}, and

1.1.4 cannot be increased except as agreed in writing in accordance with this
Schedule.

2 Applicable Pricing Mechanism

21

2.2

2.3

2.4

2.5

Under each Call-Off Contract, the overall Charges estimate shall be provided in the
form of a Capped Time and Maternals price underpinned by the Call-Off Contract
specific rate prices included within Annex 1 of this Schedule,

The pricing mechanisms (o be usad under this Call-Off Contract shall be confirmed in
each Statement of Work and Charges shall be calculated on the basis of the rates and
prices spacified in Annex 1 which must be no greater than those set out in Framework
Schedule 3 (Framework Prices).

The pricing mechanism (Capped Time and Materials, Fixed Price or Incremental Fixed
Price) applicable for specific Deliverables shall be as stated in the relevant Statement
of Work. Such pricing methodology shall be calculated by reference to the rates and
prices in Annex 1. The Supplier shall provide pricing using the pricing mechanism{s)
required by the Buyer in the relevant Statement of Work(s), but may also propose
alternative pricing mechanismes.

Where the Buyer requests a Capped Time and Materials mechanism for a Statement
of Work, the Supplier shall separately kentify:

2.4.1 the Time and Malterizals profile for the Stalement of Work, as per the rate
table in Annex 1; and

2.4.2 tha amount of the Cap, alongside clearly identified assumptions, risks,
provisions or other breakdowns pertinent to the Cap. The Supplier shall
provide an eslimate linked to these breakdowns, where requested by the
Buyer.

Where the Buyer requests a Fixed Price pricing mechanism for a Statement of Worlk,
the Supplier shali, at the Buyer's request separately identify;
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2.8

2.7

2.8

2.9

2.11

212

2.51 prices against individually requestad Milestones and Key Milestones, and
the associated Delay Payments;

2.5.2 theunderlying Time and Materials estimate used to calculate the Fixed
Price; and

2.5.3 any risk premium.

The Buyer accepts thal, having agreed a Fixed Price, once an agreed Key Milestone &
successfully Achieved it shall be charged at the Fixed Price, regardless of the actual
cost.

The Supplier accepts that, having agreed to a Fixed Price, itis responsible for delivery
of each Milestone in terms of the scope of the component Deliverables, meeling the
Buyer's acceptance criteria and timescales related to any Milestone (if any). The
Supplier accepts that this shall be at the agreed price, regardless of the actual cost to
the Supplier.

The Supplier shall maintain time recording records whera providing services on a
Fixed Price basis. In relation to any Fixed Price, the Buyer is entitled to request the
actual time and material costs ulilised. This is to facilitate improving the quality of
future estimates and future Fixed Price agreements.

Where the Buyer requests an Incremental Fixed Price mechanism for a Statement of
Work, the Supplier shall provide:

2.9.1 an overall best estimate for the complete scope of the Statement of Work
ulilising the Capped Time and Materials model; and

2.9.2 the Incremental Fixed Price for the first Deliverable Increment(s), backed
up by the underlying Time and Materials basis.

Therealter, the Buyer and Supplier shall agree Incremental Fixed Prices, ahead of
commencement of the work, for subsaquent Deliverable Increments. The Buyer and
Supplier shall agree a suitable sizing model for the purposes of arriving at such prices.

The Buyer accepts, if the Deliverable Increment is accepted by the Buyer, it shall be
charged the agreed Incremental Fixed Price regardless of actual cost, however there
shall be transparency of aclual time and materials for the purposes of improving future
eshimates.

Where an Incremental Fixed Price or Capped Time and Materials pricing machanism
is used, the Supplier's estimate shall include their offered resource profile, with a clear
rachanism to link rolas to the rate prices underpinning their offar.

3 Volume Discounts

3.1

The Buyer may request, and the Supplier may offer, volume discounts as partof a
Further Competition Procedure.

Framework Bef: BM62210
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3.2

3.3

4.1

4.2

4.3

4.4

9.2

5.3

2.4

2.9

Volume discounts shall apply to the spend associaled with this Call-Off Contract and
all agread Statements of Work.

Where volume discounts form part of the evaluation of a Further Competition
Procedure, the Buyer shall state the basis on which these volume discounts will be
calculated, Unless otherwise stated by the Buyer, volume discounts shall apply to all
categories of spend.

Adjustments to Call Off Contract Rates

Rates submitted by the Supplier shall remain fixed for the first year of any Call-Off
Contract or as long as maximum rates al Framework Contract level remain unchanged
(whichever is the later date).

Thereafter, om an annual basis, provided it has been demonstrated via the Framework
Contract pricing adjustment machanism set out in Framework Schedule 3 that rates
need to change lo reflect market conditions, then the Supplier shall be entitled lo
request a corresponding percentage change at Call-Off Contract level. The Buyer shal
take into account continuous improvement during the course of the Call-Off Contract
but shall not otherwise unreasonably withhold agreement to such a request.

Any such agreed changes to Call-Off Contract rates shall take effect on the
anniversary of the Call-Off Contract Start Date.

The Buyer may request additional roles to those listed in Annex 1 as part of a Call-Off
Contract, in which case, the Supplier shall provide compatitive rates for the rola,

Amendments to Annex 1: Exceptional Adjustments for Specific Technologies

The Buyer acknowledges that, from time to time, specific skills sets associated with
cerfain lechnologies may command a rate premium in the market (when demand is
high and supply low), or a rate reduction (when demand is low and supply high).

Under exceptional circumstances the Supplier may offer percentage adjustments,
specific to skills related to ane or more named technologies, linked to spacific roles,
Any such adjusiments (o the rates in Annex 1 must be agreed by the Parties in writing.

A table similar to Annex 2 (Exceptional Technology Adjustments) shall be used to
document any such agreed adjustments. Such table shall be included in the Order
Formor the Stalement of Work.

In the case of an upwards adjustment (an uplift), the Supplier is required to evidence
why such an upliftis required, and the Buyer shall take such evidence into
consideration when considering such arequest. Any such uplift must be agreed by the
Parties in advance in writing.

The Supplier shall clearly separately reference any such adjustments in any
documentation relating to the Charges, such as invoices.

6 NotUsed

7

Overtime, Unsocial Hours and On-Call

Framework Bef: BM62210
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7.1 Save as setout below the Supplier shall charge per Work Day.
7.2 Supplier Staff shall work a minimum of 7.5 Work Hours per Work Day.

7.3 Subject to any written agreement to the contrary in accordance with Paragraph 7.6,
whilst the standard Work Day is 7.5 Work Hours per day, it is anticipated that Supplier
Staff may on occasion be required by the Supplier to work additional hours to perform
their work. Such overtime shall not be chargeable to the Buyer.

Overtime

7.4  Where a member of Supplier Staff is specifically requested by the Buyer to work more
than an additional 2 Work Hours per day on a regular basis (3 or more times over a

given week). the Supplier may request overtime payments. If agreed, such overtime
payments shall be based on hourly increments (@ssuming an 8 Work Hour day for the
purposas of this calculation),

7.5 The Supplier shall only be entitled to charge overtime wheare the Buyer has approved
the overtime request in advance in writing in a Statement of Work.

Unsocial Hours

7.6 The Buyer may request that the Supplier provides Deliverables at unsocial timas. Any
such reguest must be agreed by the Supplier in writing in a Statement of Work.

7.7 Unsocial times means:

7.7.1  al time on Saturday (midnight to midnight) and any Working Day after 8pm
and before 6am; and

7.7.2 all time on Sundays and Public Holidays (midnight to midnight).

7.8 The Supplier shall not be entitied to charge for unsocial working hours unless it is
approved in writing in advance by the Buyer:

On-Call Support

7.9 On-call support means where Supplier Staff are required to be available to work and
may be called upon to work either on-Site or remotely during pre-agread perods of
time. The Buyer may request that the Supplier provides on-call suppor. Any such
request must be agraed by the Supplier in writing in a Statement of Work.

7.10 The Supplier may request a premium for Supplier Staff to be on-call {see table at
paragraph 7.13 below). For the purposes of this Call-Off Contract it willbe based on a
single percentage of & percent, regardless of fraquency.

7.11 Subjectto paragraph 7.12, the Supplier may also charge for individual call-outs on the
following basis, as set outin Anneax 1:

7.11.1 for call-outs during normal working hours (for this purpose deemed to be
between 8am and 6pm during a Working Day);

Framework Bef: BM62210
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7.11.2 for call-outs between Gam and Bam and 6pm and Bpmon a Working Day
(social hours) charges shall be based on the basis of a minimum assumead
single call-out duration of 30 minutes rounded up to the nearest 30 minutes
thereafter (depending on duration of call-out);

7.11.3 for call-outs within unsocial hours, the basis of calculating hours shall be as
paragraph 7.11.2 above, bul appropriate unsocial hours premiums shall
apply (see Annex 1);

7.114 in the event that a call-out spans into, or out of, social or unsocial hours,
provided that the overlap is no more than one hour into the different
charging regimea, the charging regime applicable to when the call-out
started shall apply; and

7.11.5 where the span of overlap batween social and unsocial hours for an
individual call-out is more than one hour, separate charges shall apply to
gach period (but following the principles documented above).

7.12 For on-call or call-out charges to be applicable, the individual to whom those Charges
relate must be on an agreed on-call rota as approved by the Buyer in advance.

Ovartime, Unsocial Hours and On-Call Pricing

7.13 The additional Charges applicable for agreed overtime, unsocial hours working and on
call pricing are set out in Annex 1.

8 Buyer's Expenses Policy

The Supplier shall not be entitled to charge any expenses where the pricing mechanism
used under a Statement of Work is Fixed Price or Incremental Fixed Price.

The Supplier shall not be entitied to charge expenses, save whera these are explicitly
agreed to be chargeable in the SoW, where these are reasonably incurred and in
accordance with the Buyer's Expenses Policy attached at Annex 3, and only up to the
capped amount as set oul in the SaW.

For the avoidance of doubt, expenses shall not be deemed reasonable where they would not
constitute legitimate expenses in accordance with HMRC rules and guidance,

Framework Bef: BM62210
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Annex 1 (Call-Off Contract Prices)

(Attached as external document and embedded balow)

Rate Cand: Capped Time and Materials

The Supplier {and its Subcontractors) shall not be entitled to include any uplift for risks or
contingencies within its day rates,
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COvertime agreed with the Buyerina
SOW within social hours

On-Call uplift

Weekday/Saturday unsocial premium
call out fee

Sunday/Public Holiday unsocial
premium call oul fee
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Annex 2 (Exceptional Technology Adjustments)
Mot used
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Annex 3 (Expenses Policy)
FOR OUTCOME BASED SUPPLY CONTRACTS

1. The Supplier must adhere to the overarching principles, as set oul below,

Travel should be for essential business reasons only. Suppliers shall work to
minimise the costs of travel.

Travel should consider eanvironmental impact. The Buyer has a responsibility to
meel obligations to reduce carbon emissions and business travel itself and in its
supply chain under the Greening Governmeant Commitmeant Policy, and therefore
does notencourage unnecessary travel. In orderto reduce the environmental impact
of travel, every altempl should be made to identify options to eliminate the neead to
travel, for example using new technologies to communicate. Regular travel should
always be challenged as part of good practice;

The lowest cost option for travelling should be the defaull. Suppliers are
encouraged to use public transport wherever possible. Suppliers are also expected
to use the most economical means of public transport on every occasion, including
travelling outside of peak times where practical. The purchase of advance lickels is
expected in all but exceptional cases;

First class fravel is not permitted and will not be reimbursed, regardless as (o
whether the cost of suchis lower than alternative oplions, except whenan individua
has a disability as set oul in the Business Travel and Expenses Procedure;

All travel bookings and expense clams for reimbursement must have clear
business justification.

Suppliers shall claim compensation (for late or delayed travel for example), on behaf
of the Buyer.

The Buyer will only reimburse expenses which are in excess of the normal
commuting and dayto daycosts of the individual. Whilst journeys may begin from
home, Suppliers will be required to take account of the above when making claims.

2. Reporting and Audit Suppliers are required to maintain a full itemised index of expenses,
and detail the named personnel, reference, and work to which is relates, and sufficent
evidence to show the principles have been considerad and are met in each case, and
provide copies onrequest at any time by the Buyer. Failure to provide the same will mean
the expenses may not be recoverable. Suppliers shall maintain such records for review
by the Buyer (and its auditors, HMRC, DH5C and any other central government antity}
for the duration of the Call-Off Contract and for a period of & years from expiry or
termination of the same.

3. Limitations and Exclusions Any reimbursement of expenses is subject to the following
axclusions and limits:

3.1. No expenses shall be chargeable for any Deliverables provided on a Fixed Price

basis.
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3.2

3.3

3.4,

35

3.6.

Expenses shall only be chargeable for Deliverables charged on a Capped Time and
Materials basis where the Call-Off Contract explicitly specifies both:

3.2.1. that expenses are chargeable; and

3.2.2 the total maximum capped amount for the expenses under the Call Of-
Contract.

If expensas are chargeable, they will only be chargeable up to the stated capped
amount. If no capped amount is stated in the Call-Off Contract, then the capped
amount shall be interpreted as zero and no expenses shall apply.

Any clam for reimbursement of expensas must be submitted no later than monthly
in arrears.

Mo expenses shall be reimbursed for Suppliers working from their normal place of
business (in any location) or their home,

Suppliers shall be required to provide evidence of all expenses incurred on the
submission of any invoice for the same. Any claims for expenses must be submitted
with evidence (copies of VAT receipis).

4. Unless otherwise explicitly agreed under such Call-Off Conlract as a variation of the
application of this policy, there is no reimbursement of expenses for travel to any of the
Buyer's main offices.

5. Subjectto the above, only the following categones of expenses would be reimbursabie,
Where expenseas are chargeable, such expense clams mus! also meet the following

criteria;
[ Expenditure Key Points
Type
TRAVEL
Car Parking The Buyer will reimburse necessary and reasonable parking costs only,
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Pmoject Vesion: v1.0 1"
Model Varsion: v1.0




Call-Off Schedule 5A (Pricing Details and Expenses Policy)

Call-Off Ref: C30669

Crown Copyright 2018
_Exp&ndﬂl.n Key Points
Type

Mileage
If the Supplier travels to another place, other than their identified place of
work, in order to perform their duties and go there straight from their
home or return direct ta their home after such avisit, the claim for mileage
costs, should be for the lesser of:
a) the mileage expenses actually travelled, and
b) the expenses, which would have been incurred if the journey had
started and finished at the normal place of work.
If the personal circumstances and location of a particular individual lead
o claims becoming excessive, the Buyer reserves the right to review and
amend such claims as appropriate.
The mileage reimbursementrate is_.|n1|355 agreed otherwse
in advance between the Supplier and the Buyer,

Taxis Taxi - used where own/company car use is impractical or hire car is not

Tolls & available.

Congestion Unavoidable road tolls and congestion charges. For example, Sevem

Charges Bridge Toll, London Congestion Charge

Travel ights wi be reimbur sad at : [

(Public in writing advance with the Buyer,

Transport)

Trains or buses used in the course of business travel.

Rail travel shall be considerad when:

= Train fare iz less expensive than car travel

- Door-to-door transit time is improved, or comparable to car travel

- Driving presents an inconvenience or business risk (i.e. traffic)

All rail travel, including travel by Eurostar, must be economy or standard
class (unless agreed otherwise in advance in writing by the Buyer).
First class train fare will not be reimbursed.

In order to reduce costs, where possible, rail bookings should be made
mare than seven (7)) days in advance.,

The lowest available rail fare offered should be accepted and advantage
taken of any restricted fares offered where possible.

ACCOMMODATION

Hotels

Hotel rates are limited by the Buyver

If an individual cannot find a hotel within these rates then the identified
rate will be used as a cap on the actual invoice value and any amount
above this will not be charged to the Buyer.

MEALS & SUBSISTENCE

Framework Ref: RMG221
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_Exp&ndﬂl.n Key Points
Type
Meals Cost of meals will only be reimbursed if overnight solely on the Buyer
business, or where pre-6am morning / post 9pm late evening travel is
[

Iow].

On qualifying dates, the Buyer will reimburse for breakfast, lunch andfor
dinner up to the total daily limit.

Qualifying Trips

Meals may be reimbursed only when Suppliers:

- are required to stay away from home overnight whilst solely on the
Buyer business, or

- are working away fromtheir main office base for asingle day, and either
leave home before 06:00 or retum home after 21:00

OTHER BILLABLE EIF‘EHEEE

Personal
Overnight Incidental
Expenses

“Daily
Allowance”

=1 R

Lnﬂkduaﬂs_nm_ﬂngﬂﬂimm_av c-nhr ﬂ_ﬁﬂnrnﬂtﬁlﬂﬂlﬂ

overnight.

The Buyer will reimburse personal incidental expenses incurred as a
result of an gvernight stay away from home, where such expenses are
incurred directly as a result of business travel for the Buyer service only,

Claims are subiecl 4] deili limits =sat I::i HM Rewvenue and Customs

The following items may be reimbursed where reasonable;

- drinks other than with meals (but not alcohol).

- laundry services (only for stays away fromhome of 5 consecutive nights
or more ) where work is performed solely for the Buyer.

The Buyer will not reimburse for:

- personal calls

- incidental food and beverage items (e.q. snacks, coffees) laken during
the day (other than as Meals)

- Newspapers, magazines

- iN-room maovies

- personal travel items (such as luggage or clothing)

- loiletries

- slationery

Hotel Internet
Calls

Itemised on the hotel bill for internet access and strictly Buyer business
usa only. Such use for Buyer business must be praven.
This may only be reimbursed up to acap of

NON BILLABLEITEMS

| For the avoidance of doubt, the fellowing itermns are not chargeable.

Telecommunications,
mobiles

These are classed as standard supplier overheads, therefore are not
expenses and nof reimbursable.
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_Expi-ndl‘h.n
Type

Key Points

VISAs, Permission to
work permits, etc.

These are classed as standard supplier overheads, therefore are not
expenses and not reimbursable.

Security Accreditation

These are classed as standard supplier overheads, therefore are not
expenses and not reimbursable.

Office space, facilities

These are classed as standard supplier overheads, therefore are not
expenses and not reimbursable.

Costs of relocation of
any kind from other
jurisdictions

These are classed as slandard supplier overheads, therefore are nol
expenses and not reimbursable.

Laptops for Suppliers

These are classed as standard supplier overheads, therefore are not
axpensas and not reimbursabie.

Please note Suppliers are responsible for the additional incrementa
costs of any security software requined to access the Buyer's network.
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Pmject Vesion: v1.0
Model Varsion: v1.0

14














































Call-Off Schedula 7 (Key Supplier Staff)
Call-Off Ref: C48811
Crown Copyright 2018

Call-Off Schedule 7 (Key Supplier Staff)

1.1 The Order Form lists the key roles ("Key Roles”) and names of the persons who the
Supplier shall appoint to fill those Key Roles at the Start Date and the Statement of
Work lists the Key Roles and names of persons who the Supplier shall appoint to fill
those Key Roles as of the SOW Start Date.

1.2 The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times during the
Conlract Period.

1.3 The Buyer may identify any further roles as being Key Roles and, following agreement
to the same by the Supplier, the relevant person selected to fill those Key Roles shall
be included on the list of Key Staff,

1.4 The Supplier shall not and shall procure that any Subcontractor shall nol remove or
replace any Key Staff unless:

1.4.1  requested o do so by the Buyer or the Buyer Approves such removal or
replacement (not to be unreasonably withheld or delayed):

1.4.2 the person concernad resigns, retires or dies or is on maternity or long-term
sick leave; or

1.4.3 the person's employment or contractual arrangement with the Supplier or
Subcontractor is terminated for material breach of contract by the employee.

1.5 The Supplier shall:

1.5.1  notify the Buyer promptly of the absence of any Key Staff (other than for
short-lerm sickness or holidays of two (2) weeks or less, in which case the
Supplier shall ensure appropriate temporary cover for that Key Role);

1.5.2  ensure that any Key Role is not vacant for any longer than ten (10) Working
Days;

1.5.3 give as much nolice as is reasonably practicable of its intention to remove or
replace any member of Key Staff and, except in the cases of death,
unexpected ill health or a material breach of the Key Staff's amploymant
contract, this will mean at least three (3) Months' notice;

1.5.4  ensure thal al arrangements for planned changes in Key Staff provide
adequate periods during which incoming and outgoing staff work together to
transfer responsibilities and ensure that such change does not have an
adverse impact on the provision of the Deliverables;

1.5.5 ensure that any replacement for a Key Role has a level of qualifications and
experience appropnate o the relevant Key Role and is fully competent to
carry out the tasks assigned to the Key Staff whom he or she has replaced;
and
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1.56 onwritten request from the Buyer, provide a copy of the contract of
employment or engagement (between the Supplier and Supplier Staff) for
every member of the member of the Supplier Staff made available to the
Buyer under the Call-Off Contract when providing Deliverables under any
Statement of Waork.

1.6  The Buyer may require the Supplier to remove or procure that any Subcontractor
shall remove any Key Staff that the Buyer considers in any respect unsatisfactory.
The Buyer shall not be liable for the cost of replacing any Key Staff,
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Call-Off Schedule 8 (Business Continuity and

Disaster Recovery)

1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

“"BCDR Plan"
"Business Continuity

Plan"
"Disaster”

"Disaster Recovery
Deliverables™

"Disaster Recovery Plan"

"Disaster Recovery
sfﬁtﬂm"

"Related Supplier”

"Review Report”

"Supplier's Proposals”

2. BCDR Plan

has the meaning given to it in Paragraph
2.2 of this Schedule;

has the meaning given to it in Paragraph
2.3.2 of this Schedule;

the occurrence of one or more events
which, either separately or cumulatively,
mean that the Deliverables, or a material
part thereof will be unavailable {or could
reasonably be anticipated to be
unavailable);

the Deliverables embodied in the processes
and procedures for restoring the provision
of Deliverables following the occurrence of
a Disaster;

has the meaning given to it in Paragraph
2.3.3 of this Schedule;

the system embaodied in the processes and
procedures for restoring the provision of
Deliverables following the occurrence of a
Disaster;

any person who provides Deliverables to
the Buyer which are related to the
Deliverables from time to time;

has the meaning given to it in Paragraph
6.3 of this Schedule; and

has the meaning given o itin Paragraph
6.3 of this Schedule;

2.1 The Buyer and the Supplier recognise that, where specified in Schedule 4
(Framework Management), CCS shall have the nght to enforce the Buyer's

rights under this Schedule.
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2.3

2.4

At least ninety (90) Working Days prior to the Start Date the Supplier shall

prepare and deliver to the Buyer for the Buyer's written approval a plan (a
“BCDR Plan™), which shall detail the processes and arrangements that the

supplier shall follow to:

2.2.1 ensure continuity of the business processes and operations
supported by the Services following any failure or disruption of any
element of the Deliverables; and

2.2.2 the recovery of the Deliverables in the event of a Disaster
The BCDR Plan shall be divided into three sections:

2.3.1 Section 1 which shall sat out general principles applicable to the
BCDR Plan;

2.3.2 Section 2 which shall relate to business continuity (the "Business
Continuity Plan™); and

2.3.3 Section 3 which shall relate to disaster recovery (the "Disaster
Recovery Plan”).

Following receipt of the draft BCOR Plan from the Supplier, the Parties shall
use reasonable endeavours to agree the contents of the BCDR Plan. If the
Parties are unable to agree the contents of the BCDR Plan within twenty
(20} Working Days of its submission, then such Dispute shall be resolved in
accordance with the Dispute Resolution Frocedure.

3. General Principles of the BCDR Plan (Section 1)

3.1

Section 1 of the BCDR Plan shall:

3.1.1 set out how the business continuity and disaster recovery elements
of the BCDR Plan link to each ather;

3.1.2 provide details of how the invocation of any element of the BCODR

Plan may impact upon the provision of the Deliverables and any
goods and/or services provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and
any Related Suppliers with respect to business continuity and
disaster recovery;

3.14 detail how the BCDR Plan interoperates with any overarching
disaster recovery or business continuity plan of the Buyer and any of
its other Related Supplier in each case as notified to the Supplier by

the Buyer from time to time;

3.1.5 contain a communication strategy including details of an incident and
problem management service and advice and help desk facility which
can be accessed via multiple channels;

3.1.6 contain a risk analysis, including:

(a) failure or disruption scenarios and assessments of likely
frequency of occurrence;

Framewark Ref: B
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(b) identification of any single points of failure within the
provision of Deliverables and processes for managing those
risks;

(c) identification of risks arising from the interaction of the
provision of Deliverables with the goods andfor services
provided by a Related Supplier; and

(d) a business impact analysis of different anticipated failures or

3.2

3.3

3.4

disruptions;
3.1.7 provide for documentation of processes, including business
processes, and proceduras;

3.1.8 set out key contact details for the Supplier (and any Subcontractors)
and for the Buyer,;

3.1.9 identify the procedures for reverting to "normal service";

3.1.10 set out method(s) of recovering or updating data collected (or which
ought to have been collected) during a failure or disruption to
minimise data loss;

3.1.11 identify the responsibilities (if any) that the Buyer has agreed it will
assume in the event of the invocation of the BCDR Plan; and

3.1.12 provide for the provision of technical assistance to key contacts at
the Buyer as required by the Buyer to inform decisions in support of
the Buyers business continuity plans.

The BCDR Plan shall be designed so as to ensure that:

3.2.1 the Deliverables are provided in accordance with this Contract at all
times during and after the invocation of the BCDR Plan;

3.2.2 the adverse impact of any Disaster is minimised as far as reasonably
possible;

3.2.3 it complies with the relevant provisions of ISO/IEC 27002,
159022301/15022313 and all other industry standards from time to
time in force; and

3.2.4 it details a process for the management of disaster recovery testing.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any
changes to the Deliverables and the business operations supported by the
provision of Deliverables,

The Supplier shall not be entitied to any relief from its obligations under the
Performance Indicators (Pl's) or Service levels, or to any increase in the
Charges to the extent that a Disaster occurs as a consequence of any
breach by the Supplier of this Contract.

4. Business Continuity (Section 2)

4.1

The Business Continuity Plan shall set out the arrangements that are to be
invoked to ensure that the business processes facilitated by the provision of
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4.2

Deliverables remain supported and to ensure continuity of the business
operations supported by the Services including:

4.1.1

4.1.2

the alternative processes, oplions and responsibilities thalt may be
adopted in the event of a failure in or disruption to the provision of
Deliverables; and

the steps to be taken by the Supplier upon resumption of the
provision of Deliverables in order to address the effect of the failure
or disruption,

The Business Confinuity Plan shall:

4.21

422

423

4.2.4

address the various possible levels of failures of or disruptions o the
provision of Deliverables;

set out the goods and/or services to be provided and the steps to be
taken to remedy the different levels of failures of and disruption to the
Deliverables;

specify any applicable Performance Indicators with respect to the
provision of the Business Continuity Services and details of any
agreed relaxation to the Performance Indicators (Pl's) or Service
Levels in respect of the provision of other Deliverables during any
period of invocation of the Business Continuity Plan; and

set out the circumstances in which the Business Continuity Plan is
invoked.

5. Disaster Recovery (Section 3)

5.1

9.2

The Disaster Recovery Plan (which shall be invoked only upon the
occurrence of a Disaster) shall be designed to ensure that upon the
occurrence of a Disaster the Supplier ensures continuity of the business
operations of the Buyer supported by the Services following any Disaster or
during any period of service failure or disruption with, as far as reasonably
possible, minimal adverse impact.

The Supplier's BCDR Plan shall include an approach to business continuity
and disasler recovery that addresses the following:

5.2.1
5.2.2
5.2.3
5.24
5.2.5
5.2.6
5.2.7
528
5.2.9

loss of access to the Buyer Premises;

loss of ufilities to the Buyer Premises;

loss of the Supplier's helpdesk or CAFM system;
loss of a Subcontractor;

emergency notification and escalation process;
contact lists;

staff training and awareness;

BCDR Plan testing;

post implementation review process;
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5.2.10 any applicable Performance Indicators (PI's) with respect to the
provision of the disaster recovery services and delails of any agreed
relaxation to the Performance Indicators (Pl's) or Service Levels in

respect of the provision of other Deliverables during any period of
invocation of the Disaster Recovery Plan;

5.2.11 details of how the Supplier shall ensure compliance with security
standards ensuring that compliance is maintained for any period
during which the Disaster Recovery Plan is invoked;

5.2.12 access controls to any disaster recovery sites used by the Supplier in
relation to its obligations pursuant to this Schedule; and

5.2.13 testing and management arrangements.

6. Review and changing the BCDR Plan

6.1

6.2

6.3

6.4

The Suppler shall review the BCDR Plan:
6.1.1 on aregular basis and as a minimum once every six (6) Months;

6.1.2 within three (3) calendar Months of the BCDR Plan (or any part)
having been invoked pursuant to Paragraph 7; and

6.1.3 where the Buyer requests in writing any additional reviews (over and
above those provided forin Paragraphs 6.1.1 and 6.1.2 of this
Schedule) whereupon the Supplier shall conduct such reviews in
accordance with the Buyer's written requirements. Prior to starting its
review, the Supplier shall provide an accurate written estimate of the
total costs payable by the Buyer for the Buyer's approval. The costs
of both Parties of any such additional reviews shall be met by the
Buyer except that the Supplier shall not be entitled o charge the
Buyer for any costs that it may incur above any estimate without the
Buyer's prior written approval.

Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its
suitability having regard to any change to the Deliverables or any underying
business processes and operations facilitated by or supported by the
Services which have taken place since the later of the original approval of
the BCDR Plan or the last review of the BCDR Plan, and shall also have
regard to any occurrence of any event since that date (or the likelihood of
any such event taking place in the foreseeable future) which may increass
the likelihood of the need to invoke the BCOR Plan. The review shall be
completed by the Suppler within such period as the Buyer shall reasonably
require,

The Supplier shall, within twenty (20) Working Days of the conclusion of
each such review of the BCDR Plan, provide to the Buyer a report (a
"Review Report™) setting out the Supplier's proposals (the "Supplier's
Proposals”) for addressing any changes in the nsk profile and its proposals
for amendments (o the BCDR Plan.

Following receipt of the Review Report and the Suppler's Proposals, the
Parties shall use reasonable endeavours to agree the Review Report and
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6.5

the Supplier's Proposals. If the Parties are unable to agree Review Report
and the Supplier's Proposals within twenty (20) Working Days of its
submission, then such Dispute shall be resolved in accordance with the
Dispute Resolution Procedure.

The Supplier shall as soon as is reasonably practicable after receiving the
approval of the Supplier's Proposals effect any change in its practices or
procedures necessary so as lo give effectto the Supplier's Proposals. Any
such change shall be at the Supplier's expense unless it can be reasonably
shown that the changes are required because of a material change to the
risk profile of the Deliverables.

7. Testing the BCDR Plan

7.1

1.2

[

7.4

1.2

[

The Supplier shall test the BCDOR Plan:
7.1.1 regulardy and in any event not less than once in every Contract Year;
7.1.2 in the event of any major reconfiguration of the Deliverables

7.1.3 at any time where the Buyer considers it necessary (acting in its sole
discretion).

If the Buyer requires an additional test of the BCDR Plan, it shall give the
Supplier written notice and the Supplier shall conduct the test in accordance
with the Buyer's requirements and the relevant provisions of the BCOR
Plan. The Supplier's costs of the additional test shall be bome by the Buyer
unless the BCDR Plan fails the additional test in which case the Supplier's
costs of that failed test shall be borne by the Supplier.

The Supplier shall undertake and manage testing of the BCDR Plan in full
consultation with and under the supervision of the Buyer and shall liaise
with the Buyer in respect of the planning, performance, and review, of each
test, and shall comply with the reasonable requirements of the Buyer.

The Supplier shall ensure that any use by it or any Subcontractor of "live"”
data in such testing is first approved with the Buyer. Copies of live test data
used in any such testing shall be (if so required by the Buyer) destroyed or
returned to the Buyer on completion of the test.

The Supplier shall, within twenty (20) Working Days of the conclusion of
each test, provide to the Buyer a report setting out:

7.5.1 the outcome of the test;

7.5.2 any failures in the BCOR Plan (including the BCDOR Plan's
procedures) revealed by the test; and

7.9.3 the Supplier's proposals for remedying any such failures.

Following each test, the Supplier shall take all measures requested by the
Buyer to remedy any failures in the BCDR Plan and such remedial activity
and re-lesting shall be completed by the Supplier, at its own cost, by the
date reasonably required by the Buyer.
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8. Invoking the BCDR Plan

8.1 In the event of a complete loss of service or in the event of a Disaster, the
Supplier shall immediately invoke the BCDR Plan (and shall inform the

Buyer promptly of such invocation). In all other instances the Supplier shall
invoke or test the BCDR Plan only with the prior consent of the Buyer.

9. Circumstances beyond your control

8.1 The Supplier shall not be entitled to relief under Clause 20 (Circumstances
beyond your control) if it would not have been impacted by the Force
Majeure Event had it not failed to comply with its obligations under this
Schedule,
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11

2.2

2.3

2.4

2.5

2.6

3.1

Cyber Security Essentials Scheme

The Supplier shall provide the Buyer with evidence of Cyber Security Essentiaks
compliance, in accordance with its obligations under Framework Schadule 8 (Cyber

Essentials Scheme).
DSP Toolkit

The Supplier shall within 1 Working Day of the Start Date of this Call-Off Contract
register on the DSP Toolkit system (and shall update its registration on any
replacameant to such system). All organisations that have access to NHE patient data
and systems must use this toolkit to provide assurance that they are practising good
data security and that personal information is handled correctly. All organisations
should aim to achieve compliance level 3, and should satisfy the "Standards Met” level
of evidence.

The Supplier shall abide by the terms and guidance as detailed in and provided by the
DSP Toolkit system.

The Supplier shall maintain good information governance and sacurity standards and
practices that meet or exceed the DSP Toolkit standards required of its organisation
type. The Supplier shall at all times apply Good Industry Practice in these areas.

The Supplier shall confirm to the Buyer the DSP Toolkit assessment level received at
the frequency set out in Annex 2 of Call Off Schedule 15A (Health Suppler and
Contract Management). Where applicable, the Buyer shall include this information
within the Information Security Management Document Set annual review in
accordance with Paragraph 11 of Annax 3.

Where the Supplier receives a DSP Toolkit assessment grade level of 2 or less, it shal
notify the Buyer within 10 Working Days.

The Supplier shall comply with the DSF Toolkit incident reporting requirements in
respect of, and notify the Buyer of, any sensitive data breach as soon as the Supplier
discovers such breach and provide such information and cooperation as may be
required. Where Personal Data is affected this notification must ocour in @ manner
commensurate with the Buyer's notification requirements as set out in Joint Schedue
11 {Processing Data).

Supplier Staff Vatting

All Supplier Staff shall be subject to pre-employment checks that include, as a
rmininmu m;

314 varification of identity;

3.1.2 employment history;
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3.2

3.3

3.4

3.5

4.1

4.2

4.3

44

3:1.3 unspent criminal convictions; and
314 right to work,

s detailed in  the HMGE Baseline Staff Security Standard
( hiips iwww gov.uk/govemmentpublications/government-baseling-personnel-
security-standard), as may be amended or replaced by the Government from time 1o
time.

The Supplier and Buyer shall agree on acase by case basis which Supplier Staff roles
require specific government National Security Velling clearances (such as "SC')
including but not limited to system administrators with privileged access to 1T systems
which store or Process Government Data,

The Supplier shall prevent Supplier Staff who have not yel received or are unable 1o
obtain the securily clearances required by this Paragraph 3 from accessing systems
which store. process, or are used to manage Government Data, or from accessing
Buyer Premises, except where agreed with the Buyer in writing.

All Supplier Staff that have the ability to access Government Data or systems holding
Government Data shall undergo regular training on secure information management
principles. Unless otherwise agreed with the Buyer in writing, this fraining must be
undertaken annually. Details of training completion for all Supplier Staff shall be
retained by the Supplier.

Supplier Staff shall be granted only those permissions necessary for them to carry out
their duties. When Supplier Staff no longer need such access or leave the Supplier
organisation, their access rights shall be revoked within 1 Working Day and the
Supplier shall notify the Buyer of the same.

Exclusions and Application of Annexes

Mothing in this Schedule shall act 1o override the Supplier's obligation 1o Process
Government Data and Personal Data in accordance with the Core Terms and each
relevant Statement of Work: For the avoidance of doubt, unless authorised by the
Buyer in writing, nothing in this Schedule shall permit the Supplier to remove any
Government Data or Personal Data from the Buyer's system,

The Supplier shall comply with the terms of this Schedule {and any other reasonable
cyber security requirements relating to the Deliverables nolified to the Supplier by the
Buyer from time to time), save where the Buyer specifies in the Order Form that a
requirement does not apply or is amended in any way.

At all times, the Supplier shall apply Good Industry Practice with regard to the
information and cyber security measuras it is required lo implemeant under ths
Schadule and shall ensure it remains up to date with regard o emerging cyber security
praclice.

The Supplier shall document the manner in which it complies with all relevant controks

a5 laid out in this Schedule, This evidence shall be made available for Buyer review in
order to assure the ongoing compliance with the requiremeants laid oul herein. The

2
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4.5

4.6

Supplier shall make available such Supplier Staff and resources as are necessary o
facilitate the Buyer's review of this information in a timely manner.

Save where the Buyer specifies in the Order Form that a requirement does not apply
or is amended in any way, in addition to the terms set oul above:

451 Annex 1 and Annex 2 shall also apply where the Supplier (andfor its
Subcontractors) are designing systems that will Process Government Data,
or are processing any Government Data (on either the Buyer's system or the
Supplier's or Subcontractor's own systems);

452 Annex 1, Annex 2, Annex 3 and Annex 4 shall also apply where the Suppler
{or its Subcontractors) are processing Govemment Data on the Supplier's or
Subcontractor's own systems.

The raquirements of Annexes 1 to 4 shall apply automatically based on the nature of
the activities being undertaken by the Supplier, however the Buyer may indicate in its
Order Formif any Annex shall be disapplied.
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Annex 1: Glossary of Security Terminology
Annex 2: Data Security by Design

Annex 3: Supplier's systems: Security Testing, Security Monitoring and Reporting
Procedures

Annex 4: Information Security Management Document Set Template
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1. Definitions

ANNEX 1

Glossary of Security Terminology

The following definitions apply to this Call-Off Schedule 9A (Health Security).

Breach of Security

an event that results, was anattempt taresult, or could result, in:

(&) any unauthorised access to or use of the Government Data, the
Deliverables andfor the Information Management System;

{b) the loss, corruption, unauthorised modification or unauthorised
disciosure of any information or data (inchuding the Confidential
Infermation and the Government Data), including any copies of such
Information or data, used by the Buyer or the Suppler In connection
with this Call-Off Contract;

(c) any Personal Data Breach;

(d) the loss of access to, corruption, inability to operate or other
interference tothe Deliverabies or Information Management System; of

(e} any part of the Supplier's system ceasing to be compliant with the
security Assurance Requirements;

Certification
Reguirement(s)

has the meaning given in Paragraph6.2.1 of Annex 3 to this Schedule;

CHECK Service Provider

mieans a company which bas been certified by the National Cyber Security
Centre, holds "Green Light™ status and is authorised to provide the Security
Testing required by Paragraph 12.5of Annex 3 tothis Schedule;

D5P Tootkit

means the NHS's online self-assessmant tool that allows organisations to
measure their performance against the National Data Guardian's 10 data
secunity standards. Al organisations that have access to NHS patient data
and systems must use this toolkit to provide assurance that they are
practising pood data security and that personal infarmation is handled
correcthy;

Government Security
Classifications

meansthe Government policy that deals with classified information assets
1o ensure that they are appropriately protected located at;

https:wnena. gow, ukfgovernment/publications g overnment-security-
classifications
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Incident Management
Process

is the process which the Supplier shall implement immediately after it
becomes aware of, or aware of a high risk of, a Breach of Security which ks
intended torestore normal operations as quickly as possible, minimising any
adverse impact on the Gowernment Data, the Buyer, the Deliverables and
users of the Deliverables and which shall be prepared by the Supplier as part
af the Information Security Management Daocument Set using the template
set out in Annex 4 to this Schedule;

Information Management
System

COMprises:

(a) the Supplier Equipment;

{b) the Supplier's system; and

() those information assets, ICT systems andfor Sites which will be used by
the Supplier or its Subcontractors to Process Gowernment Data,
together with the associated information management system
[including organisational structure, controls, policies, practices,
procedures, processes and resources);

Information Security
ApprovalStatement

a notice issued by the Buyer which sets out the information risks which the
Supplier has identified as being assoclated with using the Information
Management System and confirms that the Buyer:

(a) is satisfied that the identified risks have been adeguately and
appropriately addressed; and

(b} the Supplier may use the Information Management System to Process
Government Data;

Information Assurance
Assetement

is the set of policies, procedures, systems and processes which the Supplier
shall implement, maintain and update in order to manage, mitigate and,
where possible, avoid information security risks including cyber-attacks,
hacks, data leaks, Personal Data Breaches andfor theft and which shall be
prepared by the Supplier in line with the controls set out in 150 27001:2013
ar latest edition and using the template set cut in Annex 4 to this Schedule;

Information Security

Management Document
Set

COMPISes:

(@) the Information Assurance Assessment;
(b} the Personal Data Processing Statement;
(¢} the Required Changes Register; and

{d) the Incident Management Process,

which shall be prepared by the Supplier using the ternplates set out in Annex
4 to this Schedule;

Information Security
Management Systemor
I5M5

means a set of policies and procedures for systematically managing
protected data and information in accordance with security standards;
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Naticnal Security Vetting

means the checks that are set out in the United Kingdom Security Vetting
guldance located at:
hutps:/fwww gov, uk/government/publications funited-kingdom-security-

Ee-ttiﬁ-clearanne-levels

RCSC Assured Service
(CAS) Service Requirement
Sanitation Standard

means the Service Reguirement Sanitation Standard under the MCSC
Assured Service located at;

httpes: wowews nesc, gov. ulkyinformation/commoadity-information-assurangie-
SErvices

Open Source Software

means computer software that has its source code made available subject
to an open-source licence under which the owner of the copyright and
other |PRin such software provides the rights touse, study, change and
distribute the software to anmy and all persons and for any and all purposes
free of charge;

Personal Data Processing
Statement

Lefs out:

(a) the types of Personal Datawhich the Supplier or its Subcontractors are
Processing on behalf of the Buyer;

{b) the categories of Data Subjects whose Personal Data the Supplier or its
Subcontractors are Processing on behalf of the Buyer;

(c) the nature and purpose of such Processing:

(d) the locations at which the Supplier or its Subcontractors Process
Government Data; and

(&) the Protective Measures that the Supplier and, where applicable, its
subcontractors have implemented to protect the Government Data
against a Breach of Security including a Personal Data Breach,

which shall be prepared by the Supplier and included in the Infermation
Security Management Docurment Set;

Process Government Data

any operation which is performed on Government Data, whether or not by
automated means, including adapting, altering, collecting, combining,
copyving, destroving, erasing, organising, publishing retrieving, storing.
structuring, transmitting or otherwise using Government Data;

Protective Measures

appropriate technical and organisational measures which may include:
pseudonymising and encrypting Buyer data, ensuring confidentiality,
integrity, avaiability and resibence of systems and services, ensuring that
availability of and access to Buyer data can be restored in- a timely manner
after anincident, and regularly assessing and evaluating the effectiveness of
such measures, as wel as steps to reduce the likelihood of compromise of
the systems and assets that handle or affect Buyer data;

Reqguired Changes Register

is the register within the Information Security Management Document St
which is to be maintained and updated by the Supplier and which shall
record each of the changes that the Supplier shallmake to the Information

i
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Management System andfor the Information Security Management
Document Set as a consequence of the occurrence of any of the events set
out in Paragraphs 11.2 or 11.3 of Annex 3 of this Schedule together withthe
date by which such change shall be implemented and the date on which
such change was implemented;

Security Assurance has the meaning given in Paragraph 6.2 of Annex 3 to this Schedule;

Reguirements

Security Assurance has the meaning given in Paragraph 3.1.1 of Annex 3 to this Schedule;

Statement

Security Information and means an approach to security management that combines SIM (security

Event Management information management) and SEM (security event management)

System [SIEM) functions into one security management system,

Security Testing means the security testing specified in Paragraph 12 of Annex 3 of this

Schedule;

Statement of Applicability

means the Suppler’s Statement of Applicability as required in accordance
with ISO/IEC 27001:2013;

Supplier COTS Software

means Supplier Software (including Open Source Software) that the
supplier makes generally available commerciafly prior to the Start Date of
this Contract (whether by way of sale, lease or licence) on standard terms
which are not typically negotiated by the Supgplier save as to price;

Supplier Software

means software which is proprietary to the Supplier (or an Affiliate of the
Supplier}) and which is or will be used by the Supplier for the purposes of
providing the Deliverables;

Supplier Solution

means the Supplier's solution, tender or bid for the provision of the
Deliverables;

Third Party COTS Software

means Third Party Software (incleding Open Source Software) that the
supplier makes generally available commercially prior to the date of this
Contract (whether by way of sale, lease orlicence) on standard terms which
are not typically negotiated by the Supplier save as to price;

Third Party Software

means software which is proprietary to any third party (other than an
Affiliate of the Supplier) or any Open Source Software which in any case is,
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will be or is proposed to be used by the Supplier for the purposes of
providing the Deliverables; and

Vulnerability Correction has the meaning given ta it in Paragraph 1.2.6 of Annex 3 to this Schedule,
Plan
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2.1

2.2

3

4.2

2.1

ANNEX 2:

Data Security by Design

Application of this Annex

The provisions of this Annex apply where the Supplier (or its Subcontractors) are (i)
processing any Government Data (which could be electronic or on paper), and [ or (i)
are designing or updating software and systems for the Buyer.

Further provisions associated with wsing Supplier's own systems to Process
Government Data are set out in Annex 3.

Compliance with Buyer's Security Procedures When Working on Buyer's
systems

The Supplier shall, and shall ensure that its subcontractors shall, comply with the
Buyer's security policies standards and proceduras as notified to the Supplier when
working on the Buyer's systems and premises,

The Supplier shall only use the Government Data and other information provided by
the Buyer solely for delivery of the Deliverables,

Location of Government Data

The Supplier shall not and shall procure that none of its Subcontractors Process
Government Data outside of the UK without the priorwritten consent of the Buyer and
the Supplier shall not change where it or any of s Subcontractors Process
Government Data without the Buyer's prior written consant, which may be subject to
condilions.

Vulnerabilities and Cormective Action

The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the
Information Management System will be discovered which unless mitigated will
present an unacceptable risk to the Government Dala.

Where the Buyer is responsible for the delivery of the Information Management
System, and the Supplier recognises any security vulnerability, the Supplier shall
notify the Buyer promptly of the issue. Where the Supplier is responsibla for dalveny
of the Information Management System, Paragraph 14 of Annex 3 shall apply.

Security by Design

The Supplier shall ensure that whera it is responsible for the design of systems o
Process Government Data, this shall be done in accordance with:
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5.1.1

5.1.2

@:1.3

514

515

5.1.6

the NCSC "Security Design Principles for Digital Services®, a copy of which
can be found at: hitpsiiwww nesc.govukiguidancefsecurity-design-
principies-digital-senaces-main,

the NCSC "Bulk Data Principles®, a copy of which can be found al
hittps:iiwww. ncse gov. uk'guidance/protecting-bulk-personal-data-main:

the NSCS "Cloud Security Principles”, a copy of which can be found at:
hitps:/fwww.ncsc.gov.uk/colledionfcloud-security PcurPage=/collection/cloud-
securityimplementing-the-cloud-security-principlesprinciples ;

the NCSC “Supply Chain Management” a copy of which can be found at

the NCSC "Penetration Testing Guidance” a copy of which can be found at;
hitps:/fwww.ncse. gov.uk/guidance/penetration-testing; and

any reasonable requirements identified by the Buyer from time to time and n
accordance with Good Industry Practice,

Data Destruction and Deletion

Subject to Paragraph 2.1 of this Annex, where applicable in relation to information on
the Supplier's systems or site under the Supplier's control, the Supplier shall, and
shall ensure each Subcontractor who has-access to the Government Dala shall;

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

6.1.6

prior to securely sanitising any Government Data or when requested, provide
the Buyer with all Government Datain an agreed open format;

securely erase in a manner agreed with the Buyer, any or all Government
Data held by the Supplier when requested to do so by the Buyer,

securely destroy in @ manner agreed with the Buyer all media that has held
Governmeant Data at the end of ife of that media In accordance with any
specific requirements in this Contract and, in the absence of any such
requirements, in accordance with Good Industry Practice and as agreed by
the Buyer;

ensure Sites used for the destruction of Govemment Data are included within
the scope of an existing certification of compliance with ISO/EC 27001:2013,
subject to the Buyer agreeing the controls as indicated by the Statement of
Applicability;

implemant processas which address the Canire for the Protection of Nationa
Infrastructure {CPNI) and NCSC guidance on secure sanitisation;

are certified as compliant with the NCSC Assured Service (CAS) Servics
Requirement Sanitisation Standard or an alternative standard as agreed by
the Buyer; and
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6.1.7 provide the Buyer with formal assurance and evidence of any erasure or
destruction occurring pursuant to Paragraph 6 of this Annex (typically in the
form of a certificate of destruction).

6.2 The Supplier shall provide the Buyer with evidence of its and ils Subcontractors’
compliance with the requirements sat out in this Paragraph before the Supplier or the
relevant Subcontractor (as applicable) may carry out the secure destruction of any
Government Data.
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Annex 3

Supplier's systems: Security Testing, Security Monitoring and Reporting Procedures

11

2.1

3.1

Application of this Annex

The provisions of this Annex apply in addition to those set out in Annex 2 where the
Supplier (and/or its Subcontractors) are processing Governmeant Data on the Suppliers
or Subcontractor's own systems.

Security Classification of Information

This Annex defines the further security requirements and assurance process for the
Supplier to Process Govemmeant Data which is classified up to the Govemment Sacurity
Classifications standard of "OF FICIAL-SENSITIVE'.

Supplier's Information Security Managemant System

The Supplier shall maintain and operate an Information Security Management System
(*ISMS"). The ISMS shall:

311

3.1.2

3.1.3

314

3.16

3.7

be owned and approved by Supplier senior management;

cover the entire scope of environments that handle, support or affed
Government Data and the Buyer's system;

be created in line with accepled industry standards, including 1SO27001, NIST
guidance, National Cyber Security Centre (NC5C) advice, as well as specific
requirements identified by the Buyer, and Good Industry Practice;

be actively maintained and reviewed on an annual basis from the Call-Off Start
Date, as well as in response to relevant incidents, threats and other changes
that would necessitate a review of controls;

be supported through policy such that compliance and operation of the ISMS s
a mandatory part of all Supplier Staff job performance;

provide for the identification of risks to the Supplier, Government Data and the
Buyer System, as wall as the appropriate remediation of these risks in line with
an agreed risk appelite;

be made available by the Supplier for review by the Buyer for approval;

10
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4.1

4.2

4.3

4.4

4.5

3.1.8  be updated in response to identified secunly gaps, emerging security threats or
rizk areas, relevant internal or external factors, and reasonable requests by the
Buyer; and

3.1.9  provide for appropriate protective monitoring and incident response measures
such that incidents affecting Govemment Data are identified in atimaly manner,
and appropriate plans and processes exist o ensura this is performed in a
repeatable manner. These plans shall be included for Buyer review.

Principles of Security

The Suppher acknowledges that the Buyer places greal emphasis on the confidentiality,
integrity and availability of the Government Data and, consequenthy on the security of:

411  the Supplier's system(s) used lo deliver the service to the Buyer,
412 the Supplier Solution;

41.3 the Deliverables; and

414  the Supplier's corporate security measures

Notwithstanding the involvemant of the Buyer in assassing the arrangemants which the
Supplier shall implement in order to ensure the secunty of the Government Dala and the
Infarmation Management System, the Supplier shall be, and shall remain, responsible
for:

4.2.1  the security, confidentiaity, integrity and availability of the Government Data
whilst that Government Data is under the control of the Supplier or any of its
Subcontractors; and

422  thesecurity of the Information Management Systam.

The Supplier shall provide the Buyer with access to members of its information securty
personnel to facilitate the Buyer's assessment of the Supplier's compliance with its
obligations set out in this Schedule at reasonable times on reasonable notice,

The Supplier shall ensure, at all times during the Call-Off Contract Period. that the
Supplier and each Subcontractor who is responsible for any Government Data have
documented processas 1o ensura the availability of Govemmeant Data in the avent of the
Supplier or Subcontractor ceasing lo rade.,

Where the Supplier subcontracts any aclivities supporting the delivery of the
Dwliverables, the Supplier shall be responsible fordocumenting relevant Subcontractors’
compliance with the measures contained herein to the same standard that the Supplier
is required to document. Such evidence of compliance shall be provided to the Buyer &

2
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4.6

4.7

2.1

5.2

the Buyer's request, and always prior to any release of information that has not been
previously approved. The Buyer resarves the right to reject the Supplier's use of any
Subcontractor where such Subcontractor's compliance with applicable security
requiremeants cannot be appropriately assured.

The Supplier shall implement such additional measures as may be agreed with the
Buyer from time to lime in order o ensure that Governmenlt Data is safequarded in
accordance with applicable Standards.

In rare cases an external factor may require the enhancement of the provisions of the
Annax 3, (for example the compromise of a praviously trusted encryption algorithm). if
and when these cases occur, the Supplier shall:

4.7.1 notify the Buyer of the relevant external factor requiring an enhancement of the
provisions of this Annex 2; and

4 7.2 implement appropriate compensating controls to mitigate these new risks,
subject 1o approval by the Buyer,

Security Assurance Statement

The Supplier may not use the Information Management System to Process Govemnent
Data unless and until:

5.1.1  the Supplier has provided a statement to the Buyer presenting the residud
security risks associated with the Information Management System and
confirming and detailing the Suppliers compliance with the Security Assuranc
Requiremenis {a "Security Assurance Statement™); and

512 the Buyer has issued the Supplier with an Information Security Approva
Statemeant.

The Buyer shall review the Security Assurance Statement as soon as possible (and in
any event within 20 Working Days of receipt) and shall either issue the Supplier with:

5.2.1  an Information Security Approval Siatement; or

522 a rejection notice which shall set out the Buyer's reasons for rejecting the
Security Assurance Statement. If the Buyer rejects the Security Assurance
Staterment, the Supplier shall take the Buyer's reasons into account in the
preparation of a revised Security Assurance Statement, which the Supplier sha
submit to the Buyer for review within 10 Working Days or such other timescae
as agreed with the Buyer.
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6  Security Assurance Requirements

6.1 The Supplier shall provide a high-level design of the Supplier's system, which illustrates
elarmeants of the Supplier's system provided directly by the Supplier and sub-contracied
systems used to defiver the Deliverables to the Buyer,

6.2 The Supplier shall. and shall ensure that each Subcontractor which Processes

6.3

Government Data:

6.2.1 iz cerified with ISOMNEC 27001:2013 or Iatest edition, by a United Kingdom
Accraditation Service (UKAS) approved certification body or is included within
the scope of an existing certification of compliance with ISQAEC 27001:2013,
with a scope sufficient to cover the Deliverables and  the Information
Management System throughout the Call-Off Contract Period, which includes
the sub processors and Subcontractors of the Deliverables, and provides the
Buyer with a copy of each such cerlificate (the “Certification
Requirement(s)’). The Staterment of Applicability for the relevant ISOJIEC
27001 implementation shall be made available for the Buyer o review prior to
acceptance of the Supplier's IS0 27001 certification;

6.2.2 completes a self-assessment and maintains registration with the DSP Toolkit
(https:hwaw deploolkibnhs wkl)

623 provides a statement of compliance, and maintains such compliance, of e
Supplier's system, and that of its Subcontractors of being compliant with the
Data Protection Legislation;

6.24 provides and updates a list of all of the Subcontractors used to deliver the
Deliverables to the Buyer; and

625 completesthe information Security Manageament Document Set in Annex4 and
documents in the Information Security Management Document Set how the
Supplier and its Subcontractors shall comply with the requirements set out in
this Schedule and the Contract in order (o ensure the security of the
Government Data and the Information Management System;

and the requirements of Paragraphs 6.2.1 to 6.2.5 together constitute the “Security
Assurance Requirameanis”.

The Supplier shall notify the Buyer as soon as reasonably practicable and, in any event
within 2 Working Days, if the Supplier or any Subcontractor ceases 1o be compliant with
the Security Assurance Requirements and, as directed by the Buyer, shall or shall
procure that the relevant Subcontractor shall:

6.3.1 immedately cease using the Government Data; and

6.3.2  promptly return, destroy and/or erase the Government Data in accordance with
the requiremants set oul in Paragraph 6 of Annex 2 to this Schedule.
4
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6.4

71

7.2

8.1

9.1

9.2

9.3

Where such a lack of compliance would constitute a high risk of sensitive information
disclosure, the Supplier shall institute the Incident Managemant Process.

End User Devices

The Supplier shall ensure that any Government Data which resides on a mobile,
ramovable or physically uncontrolled device is stored and encrypted, in line with NCSC
guidance on End User Devices (EUD), by using a product or system component which
has been formally assured through a recognised cerlification process agread with the
Buyer except where the Buyer has given its prior written consent o an alternative
arrangemsent.

The Supplier shall ensure that any device which is used o Process Government Data
meeis all of the security requirements set out in the NC3C End User Devices Platform

Security Guidance, a copy of which «can be found  at
h ) ; i femd-usear-devi i

Protecting Data in Transit

The Suppher shall ensure that any Government Data which it causes to be transmitted
over any public or private network (including the internet, mobile networks or un-
protected enterprise network) or to a mobile device shall ba ancrypted when transmitted,
to a minimum standard TLS1.2 configured to NCSC standards as setout in the NCSC
guidance on Using TLS fo Protect Data, a copy of which can be found at

hitps:www ncsc gov. ukiguidance/tis-external-facing sorvices.

Identity, Authentication and Access Control
The Supplier shall operate an access control regime to ensure:

9.1.1  all users and administrators of the Supplier's system are uniguely identified and
authenlicated, 1o a minimum standard of AALZ or AAL3, when accessing or
administering the Deliverables. Unless otherwise specified, the default standard
shall be AsL2; and

91.2 al parsons who access the sites are identified and authenticated 1o a level
commensurate with Good Industry Practice bearing in mind the activity that
occurs, and the Government Data stored or systems hosted at the relevant
siles,

The Supplier shall apply the "principle of least privilege' when allowing Supplier Staff
access (o the Supplier managed systems and sites 5o that such persons are allowed
access only to those parts of the sites and systems they require for the fulfilment of their

responsibilities in relation to the provision of the Deliverables.

The Supplier shall retain records of access to the sites and to the Supplier's system and
shall make such records available to the Buyer on request. The Suppliershall proactively

5
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10

10.1

10.2

10.3

11

1.4

1.2

11.3

manitor access records for suspicious access evenls and investigate any suspicious
activity.

Audit and Protective Monitoring

The Supplier shall collect audit records which relate to security events in a Security
Information and Event Management System (SIEM) or an equivalent set of tools and
processes. This infermation must be maintained to a standard that will provide for the
review and investigation of incidents, events, and false positives, as well as suspeded
cases of the previous, after the fact. In order to facilitate effective monitoring and forensic
readiness such Supplier audit records should (as a minimum) include regular repaors
and alerts setting out details of access by users of the Information Management System,
o enable the identiflication of {(without limitation) changing access trends, any unusua
patterns of usage or accounts accessing higher than average amounts of Governmant
Data, unusual movements of data, as well as all privileged access events and high risk
system configuration changes (such as enabling connectivity, changing system
software, enabling or disabling of system services or logs).

The Supplier and the Buyer shall work together to establish any additional audit and
manitoring requirements for the core Information Management System.

The retention periods for audit records and event logs must be agreed with the Buyer
and documented in the Information Security Management Document Set.

Compliance Reviews

The Supplier shall regularly review and update the Information Security Management
Document Set, and provide such to the Buyer, at least once each year, and upon any
material change to the Information Management System and as required by this
Paragraph 11. Alongside any updated Information Security Management Document Set,
the Supplier shall provide a summary of the changes made.

The Supplier shall notify the Buyer of all planned significant changes to the components
or architecture of the Deliverables, and within 2 Working Days after becoming aware of
any unplanned significant change to the components or architecture of the Deliverables,
and shall not proceed or reverse such change unless the Buyer gives its written consent
to such change within 10 Working Days of notification.

The Supplier shall notify the Buyer within the appropriate timescales (see below) after
becoming aware of;

11.3.1  anew risk to the components or architecture of the Deliverables;

11.32 a vulnerability to the components or architecture of the Services which is
classified 'Medium', 'High', 'Critical' or ‘Important’ in accordance with the
classification methodology set out in Paragraph 14.2 of this Annex 3 to this
Schedule;
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1.6

11.33 achange in the threat profile;
11.34  asignificant change o any risk component;

11.35 asignificant change in the quantity of Personal Data held within the Information
Management System;

11.36 a proposalto change any of the Sites fromwhich any part of the Deliverables
are provided,

11.3.7 achangein any Subcontractor involved in the provision of the Deliverables; or

11.38 an 150 27001 audit report produced in connection with the Certification
Requirements indicating significant concerns.

Any identified risks, vulnerabilities, or other security concerns that are rated as Critical
shall be notified as soon as possible, and within one hour, Notification to include email,
telephone and other measures, and the supplier must secure acknowledgement before
considering this SLA {o be met. For High, this perod may be extended to 1 working day,

and for all other topics the period is 2 Working Days,

Within 10 Working Days of such notification to the Buyer or such other timescale as may
be agreed with the Buyer, the Supplier shall make the necessary changes (o the
Required Changaes Register and submit the updated Required Changes Register o the
Buyer for review and approval. Depending on the impact of the risks being mitigated,
this imescale may be consederably shorler and the buyer reserves the right o require
priority and / or amergency changes for remeadiation of Critical and High severity risks.

Where the Supplier is required to implement a change, including any change to the
Information Managemant System, in order to remady any non-compliance with this
Coniract, the Supplier shall effect such change at its own cost and expense and within
the timascales set oult in the Required Changes Register.

The Buyer may require, and the Supplier shall provide the Buyer and its authorised
represantatives with:

11.7.1 access to the Supplier Staff;

11.72 access to the Information Management System to audit the Supplier and its
Subcontractors’ compliance with this Contract; and

11.73 such other information and/or documentation that the Buyer or its authorised
representatives may reasonably require;

11.74 to assist the Buyer to establish whether the arrangements which the Supplier
and its Subcontractors have implemented in order 1o ensure the security of the

Fi
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12

121

122

12.3

124

12.5

126

Government Data and the Information Management System are consistent with
the representations in the Information Security Management Document Set.
The Supplier shall provide the access required by the Buyerin accordance with
this Paragraph within 10 Working Days of receipl of such request, except in the
case of aBreach of Security in which case the Supplier shall provide the Buyer
with the access that it requires within 24 hours of receipt of such request.

Security Testing

Tha Supplier shall, at its own cost and expense procure and conduct Secunty Testing of
the Supplier's system, incieding any subcontracted systems used o provide the
Deliverables tothe Buyer. If specified by the Buyer this must be undertaken by a CHECK
Service Provider, otherwise this may be undertaken by a service provider under the
CREST, TIGER or Cyber scheme:

12.1.1  Crest hitps:(iwww. crest-approved ongl
1212  Tiger hitps:liwww tigerscheme org/,

All Security Testing must be scoped so as to provide a realistic assessment of the
efficacy of the Supplier's ISMS and risk mitigations. Service providers carrying out
Security Testing should be provided with the security designs that they are validating
and reports should include an assessment as towhather the existing control setis in line
with the expected mitigations.

The Supplier shall complete sl of the Security Testing before the Supplier submits the
Security Assurance Statement to the Buyer for review in accordance with Paragraph 5
of this Annex, and repeal the Security Tesling not less than once every 12 months and
upon any significant change to the Supplier's system during the Call-Off Confract Feriod
and submit the results of each such test to the Buyer for review in accordance with this
Paragraph.

Reports and results of the Security Testing shall be made available for Buyer review
such that the Buyer can have confidence and assurance over the residual risk of the
Supplier's systam.

If Security Tesling is required to be carred out by a CHECK Service Provider pursuant
to Paragraph 12.1 the Supplier shall:

12.5.1 agreewith the Buyer the aim and scope of the relevant Security Testing: and

12.52 promptly, following receiptof each Security Testing report, provide the Buyer
with a copy of the report.

in the event that the Security Testing report identifies any vulnerabiliies, the Supplier
shall prepare a remedial plan for approval by the Buyer (each a "Vulnerability
Correction Plan") which sets oul in respect of each vulnerability identified in the

8
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12.7

12.8

129

Security Testing report:
12.6.1 how the vulnerability will be remedied,
12.62 the date by which the vulnerability will be remedied; and

12,63 the tests which the Supplier shall perform or procure to be performed (which
may, at the discretion of the Buyer, include further Security Tesling) to confim
that the vulnerability has been remedied.

The Supplier shall comply with the Vulnerability Correction Plan and conduct such
further tests on the Supplier's system as are required by the Vulnerability Correction
Plan to confirm that the Vulnerability Correction Plan has been complied with.

The Supplier shall ensure that any Security Testing which could adversely affect the
Supplier's system shall be designed and implemented by the Supplier 5o as to minimisa
the impact, on the delivery of the Deliverables, for example by using a representatve
testenvironment, and the date, timing, content and conduct of such tests shall be agreed
in advance with the Buyar.

If any testing conducied by or on behalf of the Supplier identifies a new risk new threat,
vulnerability or exploitation technique that has the potential to affect the security of the
Information Management System, the Supplier shall within 2 days of becoming aware of
such risk, threat, vulnerability or exploitation technigue provide the Buyer with a copy of
the unredacted test report and:

12,91 propose interim mitigation measures to vulnerabilities in the Information
Management System known to be exploitable where a security patch is not
immediately available; and

1282 where and to the extent applicable, remove or disable any exiraneous
interfaces, servicas or capabilities that are not needed for the provision of the
Deliverables (in order to reduce the attack surface of the Supplier's system)
within the timescales set out in the test report or such other timascales as may
be agreed with the Buyer,

12.10The Supplier shall conduct such further bests ofthe Supplier's system as may be requined

by the Buyer from time to time to demonstrate compliance with its obligations set out this
Schedule and the Contract.

12.11The Supplier shall notify the Buyer immediately if it fails to, or believes that it will not,

13

13.1

mitigate the vulnerability within the imescales set outin this Annex.
Security Monitoring and Reporting

The Supplier shall:
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14

14.1

14.2

14.3

13.1.1  monitor the delivery of assurance activities;

13.12 maintain and update the Security Assurance Statement in accordance with
Paragraph 5 of this Annex;

1313  monitor sacurity risks impacting upon the operation of the Deliverables;

13.14 monitor the Information Management System for attempted Breaches of
Security, including but not limited to, faled authentication, attempted brute
force, indications of attempted denial of service attacks, attempted or actual
data exfiltration, suspicious system alterations, and privileged access;

13.15 report actual or attempted Breaches of Security in accordance with the
approved Incident Management Process; and

13.16 agree with the Buyer the frequency and nature of the security reports to be

prepared and submitted by the Supplier to the Buyer within 30 days of the Starl
Date of this Call-Off Contract.

Vulnerabilities and Corrective Action

The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the
Information Management Systam will be discovered which unless mitigated will presant
an unacceptable risk 1o the Government Data.

The severity of vulnerabilities for Supplier COTS Software and Third Party COTS
Software shall be categorised by the supplier as ‘critical’, ‘important’ and ‘other’ by
aligning these categories to the vulnerability scoring according to the agreed method in
the Information Security Management Document Set and using the appropride
vulnerability scoring systems including:

14.2.1 the ‘Mationa Vulnerability Database’ “Vulnerability Severity Ratings':. "High',
‘Medium’ and ‘Low’ respectively (thesa in turn are aligned to CV55 scores as
set out by NIST at hitp:/fnvd. nist.govicvss.dm); and

14.22 Microsoft's 'Security Bulletin Severity Rating System’ ralings 'Critical’,
‘Important’, and the two remaining levels (' Moderate® and ‘Low’) respectively.

Subject io Paragraphs 14 .4 and 14.5 and of this Annex, the Supplier shall procure e
application of sacurity patches to vulnerabilities in the core Information Managemeant
System within:

14.3.1 2 days after the public release of patches for those vulnerabilities categorised
as ‘critical’;

14,32 30 days after the public release of patches for those vulnerabilities categorised
10



Call-O0ff Schedule 9A (Health Security)

Call-Off Ref: C48811
Crown Copyright 2018

14.4

14.5

14.6

15

15.1

10.2

as ‘important’; and

14.33 60 days after the public release of patches for these vulnerabiliies categonsed
as ‘other’,

Where a vulnerability is discovered or reasonably suspected to be under active
exploitation upon discovery, or within the agreed remadiation timeframe, and posing an
active risk to Government Data, the timeframes set out in Paragraph 14.3 shall cease to
apply and the remediation will be escalated as an emergency and progressed as soon
as possibly in aclive consultation with the Buyer.

The timescales for applying patches to wvulnerabilities in the core Informaton
Management System set out in Paragraph 14.3 of this Annex shall be extended (subject
to Buyer agreement) whera:

14.5.1 the Supplier can demonstrate that a vulnerability in the core Information
Management System is not exploitable within the context of the Deliverables
(e.g. bacause il resides in a software componeant which is not involved in
running in the Deliverables) provided such vulnerabilities shall ba remadied by
the Supplier within the timescales set out in Paragraph 14.3 of this Annex if the
vulnerability becomes exploitable within the context of the Deliverables;

14.52 the application of a ‘Critical’ or ‘Important’ security patch adversely affects the
Supplier's ability to deliver the Deliverables in which case the Supplier shall be
granted an extension to such timescales of 5 days, provided the Supplier had
followad and continues to follow the security patch test plan agreed with the
Buver; or

14.53 the Buyer agrees adifferent maximum period after a case-by-case consultaion
with the Supplier under the processes defined in the Information Security
Management Document Set.

The Information Security Management Document Set shall include provisions for major
version upgrades of al Supplier COTS Software and Third Party COTS Software to be
keptup to date such that all Supplier COTS Software and Third Party COTS Software
are always in mainstream support throughout the Call-Off Contract Period unless
otherwise agreed by the Buyer in writing.

Breach of Security

If gither Party becomes aware of an actual or attempted Breach of Security, it shall notify
the other in accordance with the Incident Management Process.

The Incident Management Process shall, as @ minimum, require the Supplier to do the
following upon it becoming aware of a Breach of Security or attempted Breach of
Security:

11
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15.3

16

16.1

15.2.1

15.22

15.23

immediately take all reasonable steps necessary to:

. minimise the extent of actual or potential harm causead by such Breach of
Sacurity;

. reamedy such Breach of Security to the extent possible;
. apply a tested mitigation against any such Breach of Security;

. prevent a further Breach of Security in the future which exploits the same
root cause faillure: and

. prasarve any evidence that may be relevant to any internal, Buyer or
regulatory investigation or criminal or legal proceedings;

notify the Buyer immediately upon becoming aware of a Breach of Security or
attempted Breach of Security or circumstances that are likely to give rise o a
Breach of Security, providing the Buyer with sufficient information to meet any
obligations to report aBreach of Security involving any Personal Data under the
Data Protection Legislation; and

&% s00n as reasonably practicable and, in any event, within 2 Working Days,
following the Supplier becoming aware of the Breach of Security or attempied
Breach of Security, provide to the Buyer full details of the Breach of Securty or
attempled Breach of Security, including a root cause analysis where required
by the Buyer.

In the event that any action is taken in response to a Breach of Security or attempled
Breach of Security as a result of non-compliance by the Supplier, its Subcontractors
and/or all or any part of the Information Management System with this Contract, then
such remedial action shall be completed at no additional cost to the Buyer,

Termination Rights

Without limitation, the following events shall constitute a material Default giving the
Buyer a right to terminate for cause pursuant to Clause 10.4.1(d) of the Core Tems:

16.1.1

16.12

16.13

the Buyer issues two rejection notices in respect of the Security Assurance
Statement;

the Supplier fails to implement a change required by the Required Changes
Register in accordance with the timescales set out in the Required Changes
Reqgister;

the Supplier fails to patch vulnerabilities in accordance with Paragraph 14 of
Annex 3,

12
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16.14

16.15

16.16

16.1.7

the Supplier materially fails to comply with the Incident Management Process;
the Supplier fails o meet the Certification Requirements;
the Supplier fails to comply with any Vulnerability Correction Plan; or

the Supplier experiences an event analogous to a Breach of Security in respect
of its own or any other customers’ data and any contributing factor to such
event:

aj would be a cause for termination pursuant to this Paragraph 16 had such
event been a Breach of Security pursuant to this Coniract; or

b demanstrates a failure to meet the requiremeants of this Schedule that
gives the Buyer a right to terminate pursuant to this Paragraph 16.

13
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Annex 4

Information Security Management Document Set Template (Mot Used at Call-Off Start
Date) = Not Used

14
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Call-Off Schedule 10A (Health Exit Management)

Definitions
1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

“Exit Plan™ means the Exit Plan to be agreed by the parties in
accordance with the provisions of Call-Off Schedule
104; and

“Final Exit Plan" has the meaning given to it in paragraph 4.1 of Call-Off
Schedule 104,

2 Handovers between Statements of Work

2.1  Every Statement of Work must include, as part of its final activities, provisions
for handover to any subsequent and dependent Statement of Works.

22  Handovers should include any necessary documentation, fraining, and data
necessary to allow for successful transition or exit, should the latter be
decided upon.

3 Exit Plan
31 Introduction

3.1.1 Within 2 months of the Start Date (or as otherwise agreed between the Buyer
and Supplier), the Supplier shall prepare a draft Exit Plan in accordance with
Good Industry Practice and the provisions set out below, and shall provide
such draft Exit Plan to the Buyer to review and approve.

3.1.2 The Buyer and the Supplier shall together review the draft Exit Plan, and shall
aim to agree the draft Exit Plan within 3 months of the Start Date.

3.1.3 The Supplier shall at any time during the Call-Off Contract Period provide an
updated draft Exit Plan where the provision of the Deliverables materially
changes and this impacts the provisions of the Exit Plan.

3.1.4 The Parties shall annually jointly review, and the Supplier shall update if
necessary, the provisions of the Exit Plan.

3.2 Content of Plan

3.21 The Supplier shall ensure that the Exit Plan facilitates a Service Transfer to
the Buyer or a Replacement Supplier on expiry or termination of the Call Off

Framewark Ref: B
Pmoject Vesion: v1.0 Fagelof ¥
Model Version: v3.1
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Contract.
3.2.2 As aminimum the Exit Plan will include:

. Provision of / access to key Service information, workbook data,
Supplier data, key Buyer processes and requirements, and TUPE
information;

. Management structure throughout the exit;
» Roles and Responsibilities, which may include:

Role Responsibilities
Management of all Workstreams,

Exil Manager including Communications and
Finance

Project Management

Support Support across all Workstreams

Framework Director Project Governance

K Laad Data & Reporting Workstreams

Technongy Leac Technology Workstream

TUPE lead People Workstream

Supplier Lead Supplier Management
Workstream

Operations and Delivery

Lead Operations & WIP Workstreams

=  Activities and timeline for the exit - The exact nature of the activities
and the timelines associated with them will be dependent on the
planning and activities defined by the Buyer and the Replacement
Supplier, most notably the timelines and phasing of the specific Buyer
roll outs, and the associated implications. The Exit Plan should
nevertheless incorporate indicative timescales and milestones with
these to be firmed up by agreement between the Parties no later than
an agreed timespan before the date of expiry or termination;

. Logical workstreams into which the activities will be organised, which
may, for example, include;

Framewark Ref: RM
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Workstream Key Activities

ldentify Exit Manager

ldentify Data Lead

ldentify Exit Board and key sponsors
Understand scope and scale of new
sarvice, phasing, etc

Confirm exit activities and timelines
Establish and maintain RAID Log
Align exit activities to agreed exit
timelines

Sign off delailed plan and activities
ldentify Project Workstream
contributors

Agree timeline to confrol closure of
access to any Buyer Systems

Project Governance

Technology

The Supplier to review data requests
and provide workforce data in
reasonable format and frequency.
supplier to provide a final data cut
during hold/freeze period in line with
WIP requirements

Agree data archiving approach and
Data data deletion as required by the
Buyer, in line with GDPR &
contractual requirements.

Agree how data will be transferred at
exit, including encryption

Buyer data requirements to be
finalised re retirament of incumbent
workflow

Provide Buyer specific process maps
and variations

Operations & Delivery Provide responses to reasonable
Replacement Supplier clarification
requests

Provide a point of contact in HR to
People | agree TUPE timelines & approach

Framewark Ref: RM
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Workstream

Key Activities

Activities as required to comply with
Part E of Call-Off Schedule 2 (Staff
Transfer)

Supplier Management

Provide all current suppliers and
contact details

Support reasonable communications
to suppliers and issue any required
communications

Manage billing closure with Supplier

Communications and Change
Management

Feed into communications plan

Feed into communications drafting

Ensure all relevant Supplier teams
understand activities/ progress of exit

{ agreed messaging

Fully brief helpdesk on FACQSs and
messaging

lssue communications to workers
and suppliers as per plan

Provide input to change impact
assessment

Reporting

Provide a detailed overview of
current reporting suite detalling key
criteria, recipients and frequency

Work in Progress Transition
(WIP)

Agree process & commercial
arrangements for WIP transition

Support data cleanse activity with a
final data cut submitted to incoming
service provider

Support WIP freeze on raising new
requisiions and worker changes

Finance

Provide final billing and confirm final
time sheeting details

Support in closing down purchase
orders (if applicable)

Support communication to workers
and suppliers on billing transition

. Details of the transition of Deliverables, processes, data etc during the

enit;

Framewark Ref: RM
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. Details of how technologies and accesses will be retired,

. Issu
. Key

& management governance structure; and
assumplions, which may, for example, include;

Data Requests — to be reasonable, specific and where necessary
have clear articulation of why such data is required;

Response Timelines — timelines for activities and data requests to
be reasonable and reflect the work effort required in producing /
executing;

Active Engagement —~Supplier to be kept fully informed of Buyer
progress and updates, and

Buyer Points of Contact —provide dedicated resource to support in
the management of the exit and help manage issues and
escalations.

4 Exit Management

4.1 The Supplier agrees that within 20 Working Days of the earliest of:

4.1.1

4.1.2

4.1.3
4.1.4

receipt of a notification from the Buyer of a Service Transfer or
intended Service Transfer;

receipt of the giving of notice of early termination or any Partial
Termination of the relevant Contract;

the date which is 12 Months before the end of the Term; and

receipt of a written request of the Buyer at any time,

the Supplier shall provide a complete set of information it is required to provide
under the Exit Plan and the Parties shall agree the dates for completion of the
activities set out in the Exit Plan. The Exit Plan, once populated with dates for
the completion of activities ("Final Exit Plan") shall govemn exit and transition
of the Deliverables.

42  In relation to the delivery of the activities in a Final Exit Plan for a Service
Transfer, the Supplier shall provide all reasonable co-operation and
collaboration with the Buyer and Replacement Supplier including to agree
aligned dates and to perform, and facilitate the performance of, aligned

activities,

4.3 To the extent it does not adversely affectthe Supplier's performance of any

remaining

Deliverables, then for the purposes of executing a Final Exit Plan,

the Supplier shall:

4.3.1
432

Framework Ref: RM
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4.4

4.5

4.6

as impacted by paragraph 4.5;

433 return to the Buyer all of the following if it is in the Supplier's
possession or control:
. all copies of Buyer Software licensed or provided by the
Buyer;
. all materials and documents owned by the Buyer; and
. any other Buyer Assets provided by the Buyer,

Subject to paragraph 4.5, the Supplier shall as soon as reasonably practicable
after termination of the Deliverables return (if required by the Buyer) all
Government Data and any copies of it or of the information it contains, and in
any case securely and irrevocably delete from its systems the Government
Data in accordance with the applicable provisions of Call Off Schedule 9A
(Health Security). The Supplier shall certify that all copies of the Government
Data have been deleted within a reasonable time and in any event not [ater
than 90 days after termination of the Deliverables.

The Supplier may continue to Process Personal Data contained within the
Government Data following termination of the Deliverables to the extent
necessary to support access by the Controllers to historical activity or audit
data contained in the Supplier's systems where set out as required and in
accordance with the conditions set out in Joint Schedule 11 (Processing
Data).

When the Suppher believes that it has completed all activiies in a Final Exit
Plan, the Supplier shall notify the Buyer who shall then assess whether it is
satisfied that the activities have been successfully completed. If the Buyer
agrees that the Supplier has completed all of the required activities for that
particular Final Exit Plan, it shall confirm its agreement in writing. If the Buyer
does not agree with the Supplier's assertion that it has completed all of the
required activities, then it shall notify the Supplier of the reasons why and
following receipt of such reasons, the Supplier shall complete the required
outstanding actions in a timeframe as will be reasonably agreed between the
Parties.

Confidential Information

Subject to the requirements of Joint Schedule 11 (Processing Data) in relation
to data retention, return and destruction, upon termination or expiry of this Call
Off Contract, each Party shall return to the other Party (or if requesled,
destroy or delete) all Confidential Information of the other Party and shall
certify that it does not retain the other Party’s Confidential Information save to
the extent (and for the limited period) that such information needs (o be
retained by the Party in question for the purposes of completing a Service
Transfer or for statutory compliance purposes. The parties agree that any

Framewark Ref: RM
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Personal Data will be managed in accordance with Joint Schedule 11
(Processing Data).

5.2 The Supplier agrees that any Final Exit Plan agreed pursuant to the process
described in paragraph 4.1 may be shared with CCS and with the
Replacement Suppler(s).

B Charges
6.1  Each Party shall bear its own costs in relation to the performance of its
obligations described in this schedule.

Framewark Ref: B
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Call-Off Schedule 15A (Health Supplier and Contract
Management)

1

DEFINITIONS

1.1

Ilngilur'

|rB=muﬂn
“Balanced Scorecard”
“Buyer SM Event”

“Call-Off Contract
Management”

“Call-Off Rate Card”

“Collaborative

Buyer/Supplier Event”

“Call-Off Contract
Manager”

“Commercial

Planning/Review
Events”

"Executive Sponsor”
"Cperational Board™

"Operational Contract
Manager™

"Operational Planning
Event”

“Operational Review
Events”

“Orange Boaok"

“Programme"”

Framework Ref, RMEZ21
FPmoject Vesion v1.0
Model Version: v3.1

In this Schedule, the following words shall have the fdlowing meanings and they shail
supplement Joint Schadule 1 (Defmitions )

a generc term 1o cover agile ways of warking
within the digital environment;

has the meaning given 1o itin paragraph 2.3.1;
has the meaning given to iLin paragraph 2.3.8;
has the meaning given to itin paragraph 2.3.7,
has the meaning given to it in paragraph 2.1.2,

means the table of rates for differant roles as
captured in Call-Off Schedule 5A (Pricing Detailst
has the meaning given to itin paragraph 2.3.9;

the Call-0ff Contract Manager appointed for the
Supplier and for the Buyer in accordance with
Annex & of this Schedule;

has the meaning given to il in paragraph 2.3 4,

has the meaning given to it in paragraph 6, 26;

the board esiablished in accordance with
paragraph 2.3.84. 1 of this Schadule;

the operational contractmanager ap pointed for the
Supplier and for the Buyer in Annex 6 of ths
Schedule;

has the meaning given to il in paragraph 2.3.2;

has the meaning given to it in paragraph 2.3.3;

means the Orange Book: Managemaent of Risks —
Principles and Concepls - accessible at
b Al ; ishing. iCEL

i sral i 1
91513/Tha Orange Bookpdf
means a8 programme of work, as identified by a
porfolio number or equivalent;
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"Scrum SpAnt” means a time boxed penod of time in which a
useable product increment is created per the
Scrum Guide ™ (an Agile methodology).
"SOW Management” has the meaning giventoilin paragraph 2.1.1; and
"SOW Variation" has the meaning given to it in paragraph 2.3.5.

2. OVERVIEWOF SUPPLIER AND CONTRACT MANAGEMENT

2.1

2.2

2.3

There are five levels of refationship and contract management covered by the vanous
paris of this framework:

2.1.1 Statement of Work Management ("50W Management’) coverning how
Statements of Work (SOWs) are managed . SOW Management staris with

SOWs being created and ends, typically with handover o the ned SOW, as
a S0OW ends (see paragraph 3.1%

2.1.2  Call-Off Contract Management ("Call-Off Contract Management)
cavering the specific contract management obligations batween Suppler
and Buyer relating to a specific Call-Off Contract (see paragraph 3.8);

2.1.3  BuyeriSupplier Management covenng individual relationships between
the Buyer and a single Supplier, These relationships are anticipated o
developas an early part of Call-Off competition as Supplers bid for potentia
work. These relationships are also anficipated Lo persist beyond indhvidud
Call-Offs for the duration of the Framework (and beyond, assuming Call

Offs extend beyond the forma term of the Framework) (see parageaph
3.31)

214  Buyer Specific Framework Management, involving the Buyer and al
Suppliers under the Framewark with whom the Buyer has a relationship.
This level of relationship is anticipated to evolve as Call-Offs are awanded,
This level of relalionship is anticipaied o persist beyond individual Cal-Offs
(see paragraph 3.40); and

2.1.5  Framework Buyer/Supplier Management covering “user group” topics
such as:

s [nnovation;

+ MNew developments in technologies:

+ Changes indigital services (e.g. the incorporation of SFL& 8§ and changes
to Digital, Data and Technology roles);

¢ Opporunities toimprove the operation of the overall framework; and

¢« Proposed updates to the framework;

For the avoidance of doubt, by signing any individual Call-CFf Contract, suppliers ae
obliged to meet the terms of this Schedule, as required by the Buyer, for the durations
indicated at each level of relationship.

There are a number of key mechanisms for managing this Call-Off Contract set out
below. This list is not an exclusive list butis designed to focus on the key principles
underpinning aach level of managemant. Also, whilst logically separated balow, the
Buyer may elect to combine such mechanisms:

231 Product Backlog (Scrum ™ }or Prioritised Requirements List (AgilePhi™)
(the “Backlog”) which, within the context of this Contract, shoud be

Framework Ref; RRMEZ21
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23.2

2.3.3

2.3.4

23.5

236

2.3.7

23.8

Framework Ref; RRMEZ21
Pmoject Version v1.0
Model Version: v3.1

considensd 1o be the comerstone of ongoing operational managemeant. As
such it should be considerad 1o be a live cantract arlafact (see paragraph

4.1},

“QOperational Planning Events” ar equivalent, managing the granular level
refinement from Commercial Planning/Review Event level (lypicaly a
requirement/Increment level down to Scrum Sprint / Timebox (AgiePh)
sized task level {to be held at the frequency given at paragraph 3.6);

“Operational Review Events" or equivalent, which provide the basis for
amaong other things, reviewing achievements out of individua
Sprints/Timeboxes, leaming lessons from the previous activity and
understanding the actual effort used. A summary of this will be fed into the
Commercial Planning/Review Eveants (Scrum Sprnts ar reporing
performance and progress of tasks into the Commerdial Planning/ Review
Events is described below at paragraph 3.7}

“Commercial PlanningReview Events” (usually combined but may be
separate events for planning and review):

» These events will refine and prigrtise the main Backiog (at Deliverable
Incrementiuser story level and above) for feeding into the more detaied
SOW fask level backlog managed under the Operational Planning
Events described above. if the Incremental Fixed Price charging
mechanizm is In use under a SOW, these events will agree the “price”
for a Deliverable iIncrement (backed up by an estimate of efion linked 1o
the Call-Off Rate Card ).

» From a review perspective, the Commercia Planning/Review Event wil
assess completeness of tasks and map this inlo acceplance of
Deliverables or Deliverabla Incremants as weall as collate actusl affon
spent, Acceptance cedificates may be used to acknowledge
completeness. The review will typically lead to imvoicing and payment.

+  Whilst the frequency of Operational Planning Evenis is likely (o reflect
the operational practices specific to the S0W, Commercid
Planning/FPeview Events will normaly be held on @ monthly basis,

+« These events are seen at the main focus points for Call-Off Contract
Management activiies (see paragraph 3.8}

Variation and Change Management covers minor changes 1o Statements
of Work (“SCW Variations™) and more formal changes 1o the contract (ses

paragraph 4.2 below),

Events such as Operational Board meetings, where the programme or
project leams may escalate topics for resolution or whera material d ecisions
may need to be made. (see paragraph §.21 below),

“Buyer 3M Events" designed to aggregate Call-0Ff Contract activity nio
an overarching view of Supplier peformanca and provide a means o take
a holisfic view of the pedformance and refationship with the Supplier as wel
a5 address topics escalated from indbvidual Call-Off Contracts. i the Buyer
only has one or two Call-Off Contracts with an individual supplier these
evenis may be combined with Commercid Planning/Review Events,
however the intent is to focus at tha Supplier lavel rather than the Call-Od
Contract level (see paragraph 3,39 below);

The “Balanced Scorecard”, providing the mechanism fo visugly
summarse the status of either the Call-Off and/or Supplier peformance.
Whilst a large individual Call-Off may wamant a8 dedicated Balanced
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24

2.5

Scomgcard, within the comtesxt of this framework it is anticpated the Balancad
Scorecard will operata at the overall BuyerSupplier level (and this is the
assumplion underpinning the illustrations making up the rest of thes
Schedule) (see 4.3 below)

2.4.89  “Collaborative Buyer/Supplier Events” intended fo provide a mechansm
to share leaming, develop collective improvements, share future plans, and
discuss topics which may be forearded for consideration at the Framework
level. (see 3.40 below); and

2.3.10  inorder to manage the time dimansion relevant to the Call-Cff Contract the
Buyer will require somea fom of delivery planning. This may be in the fomn
of Gantt charts or project plans, or it may be in the form of agile toals such
as rmadmaps, Epic boards, Elaboration andfor Sprnt Boards, Kanban
boards, etc. (see paragraph Error! Reference source not found. below),

Throughaout the lifetime of both individual Call-Off Contracts and the framework
relationship between the Buyer and Suppliers there are risks. Risk management
practices applied at Call-Off Contract level are described further at paragraph 5.

Suppliers should be aware that the Buyer will also undertake ongoing Supplier sk
management acliviies (such as ongoing financial credit rating checks) as pan of its
Call-Cff Contract management processes.

3. SUPPLIER AND CONTRACT MANAGEMENT LEVELS

Statement of Work Management

3

3.2

Other than the first SOWs under a Call-0Off Contract, which will be defined by the
Buyer, SOWs will generally be developed involving joint exploralory discussions
between the Buyer and the Supplier. Generally speaking, inputs to the SOW are likey
to imclude:

3.1.1 some form of road map (the context),

3.1.2  initial views on initial resource profile and technology stack and soon, used
to inform the sizing of the SOV,

3.1.3  which Accountabiity Model {Scle Responsibility, Seli-Directed Teams or
Rainbow), each as delined in Framework Schedule 1 {Speciflication) and
which pricing mechanism (Fixed Price, Capped Time and Materal, or
Incremenial Fixed Priced); and

3.1.4 an initial Backlog (detailing requirements at an approprate level of detal),
provisional resource profile and technologies.

The operation of the Backlog is described under paragraph 4, however, at operaiona
level it is intended to be the basis for agreeing, accepting and capluning tasks as wel
as retated effort. There shall be a confinuous alignment between the main Backlog
held at Call-Off Contract level and any SOW Backiog (the Call-Off Contract level
Backlog focuses on Delverable Increments whilst the SOW Backlog level focuses on
ihe mone detaiksd tasks ). At SOW level the Backlog should largely be operational and
should be being refined to a level that can be allocated 1o the next sprint, tmebaox or
equivalent (aming to lask size).

Framework Ref; RRMEZ21
Pmoject Version v1.0 3
Model Version: v3.1
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2.3

3.4

35

3.6

3.7

In addition to the Backlog, thene will be information required by the Buyer Tor the
purposes of recording resources (e.g. for controlling access to infrastructum),
measuring performance (8.4, bum chars, etc), evidencing delivery (e.g. acceptance
cerificates) and s0 on, Annex 1 provides a provisional, non-exclusive, sl of
information types which may be used by the Buyer to initially specify typicd
requirements,

Whilst individual S0OWs may operate under the Fixed Price or iIncremental Fixed Price
pricing mechanisms, all Call-0ff Contracts shall be underpinned by an agreed st of
Supplier Call-Off Rate Cards. Under all circumstances, regardless of pricing mode,
Suppliers shall maintain an accurate record of aciual rescurce wlilsation and o make
this available 1o the Buyer on reguest.

When capturng effort, the Supplier is required 1o link such effor to the SOW and 1o
the respective entry on the applicable Call-Off Rate Card as well as include penod
start and end date and utiised effort (in hours, days or fractions thereof as determined
by the Buyer),

Dperational Flanning Events will be held at a frequency determined by the Buyer, The
purpose will be o agres the next iteration of wark (e.g. Scrum Sprint) and to refine the
Backlog. The principle of ongoing refinement is a key Agile concepl.

Dperational Review Events will be held at a frequency determined by the Buyer,
Typically, thase will be at regular intervals (e.g. every month or every Scrum Spanty
Two confractual related purposes of Operational Review Events ane 1o:

3.7 identify when tasks are completed and provide evidanoe (0 the Commenial
Planning/Review Events that work is "done”, and

3.7.2  capture actual effort taken (varsus the forecast) as a means of improving
future estimates and providing the raw data for imaicing purposes,

Call-Off Contract Management

3.8

Within the context of this Call-Off Contract, taking into account the other levels of
contract management, the primary purpose of Call-Off Contract Management
includes:

3.8.1 ezlablishing and managing the information Tliows relevant to the Call-Off
Cantract:

3.8.2  managing the overarching Backleg and ensuring it is continuously refined
to reflect the evolving work;

3.8.3  establishing new SOWs, providing oversight of SOWs in progress and
ensuring handover between SOWs as approprate;

3.84  acling as the bridge between SOW management (operational) and
commercial malters such as raising and managing invoices and payment,
and tracking and managing commitment and spend against the overall Call-
Off Contract value estimate;

3.8.5 providing oversight of the resources (Supplier Staff, Subcontractors, etc.)
required to deliver the Deliverables under the Call-Off Contract;

386 creating and mainfaining Implementaton Plans (as sel oul in CalkOd
Schedule 134 (Health implamentation Plan and Testling);

Framework Ref; RRMEZ21
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3.8.¥  co-ordinating with stakeholders and the Operational Board if applicable;

3.8.8  managing overall Call-Off Contract level nsks, issues, escalations and
commercial matters,

3.8.9 managing formal Varations;
3.8.10 acting as the linkage point into Buyer/Supplier Management,;
3.8.11  maintaining and updating the Contract s pecific Call-Off Rate Card(s):

3.8.12 contributing to the maintenance of programmelproject artif acts such as
business cases, procuremeni packages, roadmaps, eic,

3.8.13  ensuring smooth transition and hand-over o the recipient of Deliverables
(always the Buyer, but it may also be to another supplier if there is another
major phase of work to be underaken by the other supplier under a separate
Call-Off Contract or S0OWY); and

3.8.14 monitoring Supplier performance against Material KPis.

38 Typically, the Buyer shall expact oversight of SOWs to form pan of the role of a coe
team who will persistfor the duration of the Call-Off Cantract. The Buyershall consider
executing a dedicated SOW (typically a rainbow team, on a Capped Time ad
Materials basis) for defining and managing Call-COff Contract Management activities.
This would be in addiion o any spediic delvery SOWs. This roleis not anticpated to
be full time, but rather periodic (e.g. no more than a few days permonth). F a single
SOW iz operating at any given time, the role may to be combined with others,

310  Whereas SOWs will often be sequential, there is no restricion on the number of SOWs
that are able lo be effective al any point in timea. Likewizse it is kighlighted that Senace
Provisions under this framework ana not lols, This means a Call-Off Contract may
invalve more than one Service Provision (with individual S0OWs possibly
commissioned to daliver distincl senvices).

311 The above aclivities are logically defined under the heading of Call-CHf Contract
Management for the purposes of this Call-Off Contract however the Buyer may choose
o capture the above requirements in a manner of their own choosing,

312 Annex 2 provides an initial list of information which may be requested by the Buyerin
connectionwith Call-Off Contract Management. The Buyer may add to this list at amy
point in tiene by notifying the Suppler in writing.

313 The information set out in Annex 2 shall be expected to be kept up 1o date by the
Supplier at the rafresh frequency sel out in that Annex. The Supplier is required to
maintain tight version contral and, where noted, abtain Buyer approval to updates as
the work progresses,

Kanagin |

3.14  The Backlogis a key artifact for Call-Off Contract Management. The Backlog shal
track Deliverable Increments as they are refined during the Call-Off Contract Penod,
will identify which S0Ws cover each Dediverable Increment. will size them {and cost
them under either the Fixed Price or Incremental Fixed Price models), will provide the
basis lor "accepling” them and will track vanous other information as sel oul in Arne
4.

Framework Ref; RRMEZ21
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2.15

216

a.17

3.18

J.18

Whilst the Buyer may choose to have a singhe Backlog covering each SOW and the
Call-Off Contract, al Call-Off Contract level the Backlog is intended (o captue the
Deliverable Incremants whilst detegating the detailed lask-level managament down 1o
the SOW Backlog.

Fayment under the either the Fixed Price or Incremental Fixed Price prcing
mechanism will be based on the price agreed in advance, However, the Supplier wil
be expected to provide a resource estimate which, when combined with Call-Dff Fate
Card prices, will provide the transparent basis for the fixed price.

The Buyer may elect o use acceptance cerificates for all Deliverable Increments
agreed as “done” or only Tar key Deliverable Increments. Under the Fixed Price or
Incremental Fixed Price pricing mechanisms, thene shall be a clear linkage betasen
aninvoiced amountand the retevant Deliverable Incrament.

In all cases there shall be a clearlinkage between the Backlog and invoices submitted.

Invoice frequency may not align with Operational Review Events {(e.g. invoicing may
be monthly but review'planning events every two weeks). Under such droumstances,
for clarity of receipting and audit purposes, unless agreed otherwise by the Buyer,
work yet to be accepted at the Commercial FlanningReview Event shal be held back
o the next appropriake invoice period.

Qversight of Stalements of Work

3.20

3.21

3.22

Subsequent o the first SOW, new SOWs will be created and agreed under the
cancept of Call-Off Contract Management. i is anticipated that the team invohed in
Call-Off Contract Management shall develop the SOW reguirements, work with the
Supplier to agrea tha content of the SOW, and decide on the resourcng and pricng
models prior Lo signang off the SOW.

It is the responsibiity of the respedive Call-Off Cantract Managers to ensum SCWs
are within the scope of the ovararching Call-Off Contract and that budgetis avaiable
under the Call-Off Contract.

it iz envisaged that minor vanations to in-place SOWSs will be coomdinated under the
concepl of Call-Cff Contract Managemeant

Provid ight of :

3.23

3,24

3.25

Whilst detailed planning of resource allocation to SOW tasks is handled at SOW
Management level, there is an ongoing requirement tound erstand the total resourcing
viesw and where resourcing is deployed at the Call-Off Contract leval.

Under the Rainbow Team Accountability Modd, the Buyer may have mandatory
induction processes to ba followed, The Supplier shall ensure that all such
requirements are met where required prior to beginning work under any CalkOff
Contract or SCW.

The Supplieris also responsible for ensuring that its staff (directly or indirecty
employed) pedorm any data handover [ clieansing obligations where applicable at the
end of a Call-Off Contract. Call-Off Contract Management is accountable for ensuring
this is done.

3.26

Tha Supphier shall, at all times, maintain an awdil path linking deliveny infomrmaton
together with invoice information.
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J3.28

.28

3.30

In an Agile envircnment, Uhe contract value agreed at Call-Off Contract level i Dypically
a maximum possible value rather than a committed sum. Subjed to the terms of B

Call-Off Confract, committed charges shall be sel cut in each SOW.

At all times, the Supplier shall track budgets, forecasts and actuals at purchase order
level, 30W level and Call-Off Contract level and shall provide a leved of granulanty
(e.g. monthly) as required by the Buyer,

The Supplier shall update such financial summaries to reflect any changes agreed
under the formal Varation process.

The Supplier shall notify the Buyer of any forecast overspend at least 60 days in
advance of such an overspend coourming.

Buyer/Supplier Management

3.3

3.32

3.33

334

2,35

3.36

3.37

3.38

3.39

Buyer/Supplier Management covers the overall relationship between Buyer and
Supplier. if there is only one Call-Off Confractin place between the Buyer and Supplier
the balow activities may be combined under Call-0Off Contract Managemeant. However,
Buyer/Supplier Managament contains obligations which extend beyond spacific Call-
Qff Contracts as set out below,

Buyer/Supplier Management iz considered to formally start on the commencement of
the Call-Off Contrati. However, it is anticipated that Suppliers start o engage in
Buyer/Supplier Management on an informal basis as they first becoms involved ina
Further Competiion Procedura.

From the Call-Off Conftract Start Date the Supplier shall nominate a Buyer Acoouni
Manager and the Buyer shall nominate a Supplier Manager

i is expected, as par of non-CalkOff Contract-specific Supplier engagament, thal the
Supplier makes efforts to “understand” the Buyer. In order to improve competition and
ensure a level playing the Buyer shall suppart attempis by the Supplierto “und erstand”
the Buyer, without prejudicing any Further Competition Procedure,

it iz recommended that, where a Supplier has not previcusly had a relationship with
the Buyer, or specific relevant parts of the Buyer's business, that “get to know events”
are facilitated by the Buyer.

Buyer/Supplier Management s considersd to end onthe End Date of the |ast effectie
Call-Off Contract between the Buyer and Supplier.

Whilst it is recognised thal Buyer'Supplier Management may be incorporated withn
Call-Off Contract Management, there is certain informalion which may be aggregaled
up oris pertinent to the relationship with the Supplier. Examples of such information
are listed under Annex 3.

On an ongaing basis, the Buyer and Supplier shall collaborate to ensure ap propriate
pricritisation of resources, focus and continuous improvement across all CalkONff
Confracts bebween the Buyer and the Supplier,

Buyer SM Events, for handling the above matters, shall be held at a frequency
determined by the Buyer.
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Collaborative Buyer/Supplier Events

340 Perodically, the Buyer may elect to meat with all Suppliers with whom it has CalOff
Contracts orwho ane actively parlicipating in Framework business with the Buyer.

341 Typically suchevents will be held quarterly, bu the frequency shall be detemined by
the Buyer, Supplers should make every reasonable effod to padicipate in, and
contribute to, such events.

342  The purpose of such events will typically be fo:

3.42.1

3.42.2

3423

3424

3.42.5

3.42.6

3427

3.42.8
3.42.9

provide the Buyerwith the opportunity to share, on an equitablebasis, fulue
pipelines of work;

provide the Buyer with the opportunity 1o share fulure lechnology ends
fram the Buyer's perspeclive;

provide Suppliers with the opportunity to suggest overall improvements to
the way tha Framework Contract is working with the Buyer;

share emarging lechnologies coming out of Supplier activities;

identify where there may be market shortages in skills and disouss
mechanisms (training, knowledge shanng, buddying/mentonng, etc) to
address such shortages;

agree proposak for possible changes to be considered by CCS;

dizcuss opporfunities to improve the operation of the overall Framework
Contract;

discuss proposed updates to the Framework Contract; and

any other activity which may be proposed by the Buyer.

4. KEY MECHANISMS

4.1 Product Backlog (Scrum™) or Priodtised Reqguirements List (AgikePM®) or equivalent:

.11

4.1.2

4.1.3

4.1.4

Typical information to ba hedd in the Backkog may be found in Annex 4;

The Backlog should be considered to be the operational equivalent of a
change controllog capturing refinements, changes, additions and deletions.
The Backlog demonstrates the valua delivered (aven if only at Deliverabie
Increment) and provides an indicator on how much change the
projectiprogramme has had to absorby;

The Backlog evidences value deliverad; and

Since the Backlog captures ongoing refinemeant, Vanations should only be
required to changes to funding, scope and high level Milesiones Aimescales.

4.2 Variation and Change Management

4.21
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The term “SOW Vanation® is used 1o descrnbe changes 1o budgel,
timescales, and scope al the SOW level. Other than the Buyer ensuring
finances are still available and that the scope of the SOW remains inside
the Call-Off Contract, such SOW Vanations are intended to be managed



