

MARKET ENGAGEMENT FOR AN IT SERVICE MANAGEMENT SYSTEM

1) Background to potential Contracting Authorities 

Guy’s and St Thomas’ are among the UK’s busiest and most successful NHS foundation trusts. The Trust provides a full range of hospital and community services for people in Lambeth, Southwark and Lewisham, as well as specialist care for patients- to include cancer, renal, orthopaedic and cardiovascular services.

With over 23,500 staff the Trust is one of the largest local employers, the Trust aims to develop and support all staff so they are able to deliver high quality, safe and efficient care. The 2018 NHS staff survey results show that the Trust has one of the most engaged and motivated workforces in the NHS. This has a positive impact on the care provided to patients.

Guy’s is home to the largest dental school in Europe and a £160 million Cancer Centre opened in 2016. As part of its commitment to provide care closer to home, in 2017 the Trust opened a cancer centre and a kidney treatment centre at Queen Mary’s Hospital in Sidcup. St Thomas’ has one of the largest critical care units in the UK and one of the busiest emergency departments in London. It is also home to Evelina London Children’s Hospital.

The adult community services teams deliver care at the heart of the local communities the Trust serves, working in partnership with GPs, local authorities and other health care and voluntary sector organisations. In 2019 adult community services were combined with acute medicine and therapy services to create Integrated Care, a new strategic business unit. Working with partners in Lambeth and Southwark, focusing on new ways of working to improve care for local patients.

The Trust has a reputation for clinical excellence and high quality teaching and research. The Trust is part of King's Health Partners, one of six accredited UK Academic Health Sciences Centres. In partnership with King's College London the Trust has dedicated clinical research facilities and a National Institute for Health Research (NIHR) Biomedical Research Centre.
Royal Brompton and Harefield NHS Foundation Trust merged with GSTT from 1 February 2021. GSTT are also in the process of aligning with King’s College Hospital NHS Foundation Trust with a view to both Trusts potentially using the same EHR system.
For more information please see https://www.guysandstthomas.nhs.uk.

We are seeking knowledge of the market before commencing a formal procurement process. 



1. [bookmark: _Toc39574902][bookmark: _Toc168394785]Summary of Requirement

[bookmark: _Toc296415791]ACU undertakes fertility procedures that fall under the scrutiny of the Human Fertilisation and Embryology Authority (HFEA).  

The storage of gametes (sperm and oocytes) for reproductive purposes involves strict regulations and guidelines to ensure their safety, viability, and integrity. Here are key requirements for storage alarm systems: 
1. **Temperature Monitoring**: - Continuous monitoring of storage temperatures. - Alarms for temperature deviations from the set range, typically -196°C for liquid nitrogen tanks used in cryopreservation.

2. **Alarm Systems**: - Audible and visual alarms for immediate alerting of personnel. - Remote alarm systems to notify responsible staff via phone, email, or other communication methods to contact staff outside normal working hours in case of an alarm event. 
There should also be - Backup power supply for alarm systems to ensure functionality during power outages. 

3. **Data Logging**: - Continuous data logging of temperature and alarm events. - Regular review and maintenance of logs to ensure compliance and traceability.

 4. **Redundancy and Fail-Safe Measures**: - Redundant sensors and alarm systems to prevent single points of failure. - Fail-safe mechanisms that activate in case of system malfunction. 

5. **Regular Maintenance and Calibration**: - Routine checks and calibration of temperature sensors and alarm systems. - Scheduled maintenance to ensure all components are functioning correctly.

 6. **Compliance with Regulatory Standards**: - Adherence to local and international standards such as those from the Human Fertilisation and Embryology Authority (HFEA), the American Society for Reproductive Medicine (ASRM), and the College of American Pathologists (CAP). 

7. **Personnel Training**: - Regular training for staff on alarm response protocols. - Clear documentation and procedural guidelines for handling alarm events.

 8. **Physical Security**: - Controlled access to storage areas to prevent unauthorized entry and tampering. - Security systems integrated with alarm monitoring. These measures collectively ensure the protection and viability of stored gametes, minimizing the risk of damage or loss due to temperature fluctuations or system failures.



2	OBJECTIVES OF THE PRE ENGAGEMENT PROCESS
1) To gain understanding of products available in the market and also understand how the market is structured 
2) To obtain indicative pricing information to support our business case 
3) To gain understanding of how available products are priced. 
4) To determine its route to market
5) Gain the required information to validate their tender specification and scope of work
6) To ensure that the specifications and Requirements are fit for purpose

Functionally the Alarms and Monitoring system we seek should comply with the attached 





3	TIMESCALES 
[bookmark: _GoBack]The timetable for this pre-market engagement is outlined below: 

	Pre market engagement activities 
	Planned Dates 

	Issue premarket engagement document 
	
5th August 2024

	Clarification questions 
	20th  August, 2024

	Submit proposals  
	26thth  August 2024

	Supplier Presentation and Q&A    
	w/c 9th September 2024 


[bookmark: annexb][bookmark: _Toc320707875][bookmark: _Toc320708012][bookmark: _Toc320708054][bookmark: _Toc320707876][bookmark: _Toc320708013][bookmark: _Toc320708055][bookmark: _Toc320707889][bookmark: a934916]

4	Instruction to Suppliers
The Trusts will like to obtain a costed proposal from suppliers in line with the set objectives, scope of service and the ability to deliver the service for the Trust at a high standard.   

Suppliers are required to submit proposals detailing the high-level functionalities of their products. Demonstrating that their products potentially are able to deliver the specification at a high standard.  Additionally, please provide indicative costing, using the template provided in the Annexure. Where applicable provide details of your assumptions and dependencies.        

Supplier should please note that this is not a tender process, it is a pre-market engagement aimed at gathering information from the Supplier market. The pricing received will only be used for the purpose of finalising our business case. 

Following a review of proposals received, the Trusts may invite Suppliers to present their solutions if necessary. If you will like to participate in the presentation, Please include contact details of people attending and state your preferred date in the week commencing 26th August 2024 . 

Suppliers are required to send a brief proposal by the 9th of September, 2024 to give us prior knowledge of their solutions, and also state what Framework they are listed on.

Due to time constraints, the Trust may not be able to accommodate all suppliers. However, if the Trust chooses to tender its requirements, it will not preclude any supplier based on participation or non-participation in this premarket engagement process. 

The Trusts also reserve the right not to tender the requirements. 
 
 
ANNEXURE – 
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				MoSCoW Priority Key

				MUST

Maloney James: MUST have requirement:
- Without this functionality the service users will not be able to carry out their day to day activities.
- Without this, the project will not be able to go-live.

				SHOULD

Maloney James: SHOULD have requirement:
- Without this functionality the service users will work at sub-optimal level with an undesirable impact or workaround required on their day to day activities.
- The project can go-live without this functionality in order to realise the benefits of the new system but it would be deemed a must have for the next phase.

				COULD

Maloney James: COULD have requirement:
- Without this functionality the service users will be able to continue delivering their service with little impact. 
- The project can go-live without this functionality and may not achieve this functionality.
- The functionality is desirable, highlights opportunity and potential, but does not prevent the service operations.

				WOULD

Maloney James: WOULD (wish/want) to have requirement:
- Without this functionality the service users will be able to continue delivering their service with no impact.
- The project can go-live without this functionality and may never achieve this functionality.
- The functionality highlights opportunity and optimistic potential, but does not prevent the service operations.



		Level		Priority
MoSCoW		Req
ID		Description


Maloney James: If the link contains a high level requirement ID e.g. TT.00 this means requirement links with the whole section of requirements.		

Maloney James: MUST have requirement:
- Without this functionality the service users will not be able to carry out their day to day activities.
- Without this, the project will not be able to go-live.		

Maloney James: SHOULD have requirement:
- Without this functionality the service users will work at sub-optimal level with an undesirable impact or workaround required on their day to day activities.
- The project can go-live without this functionality in order to realise the benefits of the new system but it would be deemed a must have for the next phase.		

Maloney James: COULD have requirement:
- Without this functionality the service users will be able to continue delivering their service with little impact. 
- The project can go-live without this functionality and may not achieve this functionality.
- The functionality is desirable, highlights opportunity and potential, but does not prevent the service operations.		

Maloney James: WOULD (wish/want) to have requirement:
- Without this functionality the service users will be able to continue delivering their service with no impact.
- The project can go-live without this functionality and may never achieve this functionality.
- The functionality highlights opportunity and optimistic potential, but does not prevent the service operations.						Category		Requirement

				MUST		ACU1		Inforrmation Security, Legislative and Policy		Functional		The solution MUST Be validated against GSTT IT Protocols, and relevant legislatory  requirements (HTA (Human Tissue Authority), HFEA (Human Fertilisation and Embryology Authority)). And be GPMP (Good Pharmaceutical Medica Practice) - NEED TO CLARIFY ACRONYM WITH STEFANO. These will require sign off by vendor, GSTT IT, Quality Manager, and Head of Service.

				MUST		ACU2		Inforrmation Security, Legislative and Policy		Functional		The solution MUST allow data retention for at least 30 years. This is for environmental monitoring points and alarm triggers. Purpose is to satisfy regulatory requirements. ACU QM’s will consult with HTA and HFEA for guidance around archiving data after this period.
	

				SHOULD		ACU3		Inforrmation Security, Legislative and Policy		Non-functional		The solution SHOULD have user accessibility levels depending on user requirements.

				MUST		ACU4		Gas Level and Temperature Monitoring		Functional		The solution MUST monitor gas levels and sample temperatures at all points of processing and storage so they can be used in the future for their patients.

				MUST		ACU5		Gas Levels and Temperature Monitoring		Functional		The solution MUST maintain provision of out of hours alarm / alert if equipment is out of range or failing. 

				MUST		ACU6		Gas Levels and Temperature Monitoring		Functional		The solution MUST maintain data logging.

				MUST		ACU7		Information & Communications Technology (ICT)		Functional		The solution MUST be networked or connected to a network server for historic data and storage.

				SHOULD		ACU8		Information & Communications Technology (ICT)		Functional		The solution SHOULD be compatible with future GSTT telephony strategies.

				MUST		ACU9		Information & Communications Technology (ICT)		Functional		The solution MUST allow data backup to server.

				MUST		ACU10		Information & Communications Technology (ICT)		Functional		The solution MUST prevent data deletion.

				SHOULD		ACU11		Information & Communications Technology (ICT)		Functional		The solution SHOULD allow retrieval of deleted data.

				SHOULD		ACU12		Information & Communications Technology (ICT)		Functional		The solution SHOULD factor in the levels of support to be provided by GSTT IT and Service Transition.

				SHOULD		ACU13		Information & Communications Technology (ICT)		Non-functional		The solution SHOULD improve communications between each part of the set up in that there are no data gaps or interruptions. 

				SHOULD		ACU14		Information & Communications Technology (ICT)		Non-functional		The solution SHOULD not be reliant on the existing analogue phoneline.

				SHOULD		ACU15		Information & Communications Technology (ICT)		Non-functional		The solution SHOULD stop the need to download data from PC manually on a weekly basis.

				MUST		ACU16		Information Security		Non-functional		The solution MUST adheres to supplied organisational information security and governance policies except where identified and accepted. The Trust Information Security team will supply policies relevant to each project during procurement.

				SHOULD		ACU17		Authentication		Non-functional		Authentication leverages user identities SHOULD be stored in or synchronised with the organisation's Azure Active Directory services. Note: there are separate Azure Active Directories at GSTT and RBHH.

				MUST		ACU18		Authentication		Non-functional		Active Directory service authentication requiring Kerberos trust relationships MUST not be used unless a commitment to migrate to a federated alternative has been proposed and accepted.  

				MUST		ACU19		Authentication		Non-functional		The solution MUST allow for where multiple Active Directory service based user authentication options are available those that leverage federated tokens instead of password relay are implemented.  

				MUST		ACU20		Authentication		Non-functional		The solution MUST allow for where authentication leverages Active Directory identity by relaying user passwords across network connections the communications channels or passwords are strongly encrypted.

				SHOULD		ACU21		Authentication		Non-functional		Authorisation SHOULD leverage user identity information stored in or synchronised with the organisation's Active Directory service.

				SHOULD		ACU22		Authentication		Non-functional		Active Directory dependant components SHOULD use group membership or object attribute values instead of object distinguished name paths to categorise and assign configurations and access rights.

				MUST		ACU23		Authentication		Non-functional		User identity information MUST be dynamically read or synchronised from the organisation's Active Directory service.

				SHOULD		ACU24		Authentication		Non-functional		Information beneficial for reference, integration and/or automation purposes SHOULD be synchronised to the organisation's Active Directory service.

				MUST		ACU25		Access		Non-functional		Role based access MUST be configured and as a minimum includes both a role to administer all service configuration and a role to view all service configuration.

				SHOULD		ACU26		Access		Non-functional		IT service assurance and audit functions in the organisation SHOULD be provisioned with read only access to all service configuration information.

				MUST		ACU27		Access		Non-functional		IT service management and administration functions in the organisation MUST be provisioned with appropriate role based read and modification access.

				MUST		ACU28		Information Security		Non-functional		Data at rest storage locations MUST be within United Kingdom and European Union regions.

				MUST		ACU29		Information Security		Non-functional		Data at rest and in transit encryption MUST meet current recommended practice industry accepted minimum strength criteria, unless an excepted reason is provided.

				MUST		ACU30		Network & Security		Non-functional		Routed network communications MUST be compatible with transmission through network address translation services.

				MUST		ACU31		Network & Security		Non-functional		Routed network communications MUST be compatible with transmission through stateful network filtering services.

				SHOULD		ACU32		Network & Security		Non-functional		Web protocol communications connections SHOULD be compatible with transmission through forward and reverse web proxy services.

				SHOULD		ACU33		Network & Security		Non-functional		Web protocol communications connections SHOULD be compatible with hardware and DNS based traffic distribution services.

				SHOULD		ACU34		Network & Security		Non-functional		Quality of service tags SHOULD be applied to transmission priority sensitive network traffic unless it is expected to traverse public networks.

				MUST		ACU35		Network & Security		Non-functional		The latest version or latest -1 of Transport Layer Security (TLS) MUST be used for TLS encrypted traffic that traverses public networks including but not limited to the Internet and HSCN.

				MUST		ACU36		Network & Security		Non-functional		Wi-Fi connected components MUST utilise "Wi-Fi Protected Access II" (WPA2) or stronger encryption unless an alternative form of encryption configuration has been explicitly accepted.

				MUST		ACU37		Network & Security		Non-functional		Access layer connected components MUST support IPv4 address assignment using DHCP. Please state if the solution requires static IP addresses.

				MUST		ACU38		Information Security		Non-functional		Components MUST be configured to record authentication, authorisation, data access and configuration modification events for relay to a "Security Events Management" service. The solution will work with the Trust monitoring application SolarWinds.

				MUST		ACU39		Access		Non-functional		Privileged shared management identities MUST be either removed or the credentials hardened and stored within a secure privileged identity management (PIM) system to which audit and assurance functions have access.

				SHOULD		ACU40		Data Management		Non-functional		Ephemeral data storage volumes SHOULD be leveraged for temporary data.

				MUST		ACU41		Hosting		Non-functional		Server based components and services MUST support and are deployed on virtual machine hosted instances except where reason is identified and accepted.

				MUST		ACU42		Hosting		Non-functional		Systems that contain data MUST be server hosted except where reason is identified and accepted.

				MUST		ACU43		Information Security		Non-functional		Database level encryption schemes where available MUST be deployed if required by security policies.

				MUST		ACU44		Data Retention		Non-functional		Where applicable the solution MUST adheres to NHS England data retention "Records Management Code of Practice 2021".

				MUST		ACU45		Data Management		Non-functional		The customer MUST retain ownership of it's data at all times.

				SHOULD		ACU46		Hosting		Non-functional		IaaS cloud hosted systems SHOULD leverage spot/reserved instances to benefit from most effective cost models

				SHOULD		ACU47		Hosting		Non-functional		Cloud hosted systems SHOULD be costed on the basis of resource consumption (pay-as-you-go).

				MUST		ACU48		Access		Non-functional		The solution MUST be accessible to staff at Brompton, Guy's, Harefield, St. Thomas and all community / Local Services sites.

				MUST		ACU49		Authentication		Non-functional		The solution MUST include a Multi Factor Authentication (MFA) capability.

				MUST		ACU50		Data Management		Non-functional		The supplier MUST support the migration of agreed data from the existing solution into the new solution, and the migrated data is compatible with the new solution.

				MUST		ACU51		Hosting		Non-functional		The supplier MUST state their datacentre(s), provider(s) and location(s).

				MUST		ACU52		Information Security		Non-functional		Authentication, authorisation, data access and configuration modification events MUST be recorded and monitored by the supplier(s).

				MUST		ACU53		Network & Security		Non-functional		The solution MUST be securely accessible via external networks / over the internet.

				SHOULD		ACU54		Authentication		Non-functional		The solution SHOULD leverage Microsoft Authenticator for Multi Factor Authentication (MFA)

				SHOULD		ACU55		Authentication		Non-functional		Authentication SHOULD leverage user identities stored in or synchronised with modern identity providers like Azure Active Directory services, without using deprecated components for example Kerberos or password relay.

				SHOULD		ACU56		Hosting		Non-functional		The solution SHOULD be a cloud based / Solution as a Service (SaaS) to fit with the Trusts cloud first strategy.

				MUST		ACU57		Authentication		Non-functional		User Authentication MUST be in line with Trust password policy.

				MUST		ACU58		Information Security		Non-functional		The supplier MUST be certified with Cyber Essentials and should be certified with Cyber Essentials Plus.

				-
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Pricing Template.xlsx
2. Indicative pricing 

		Please make a list of applicable licences, and provide pricing,  also state where applicable cost breakdown for the various line items 

		Suppliers are to make a list of any other applicable requirement  and provide pricing accordingly 

		Please state dependencies and assumptions as required 



				Cost 		Dependencies 		Assumptions 

		Annual Licences cost

		Implementation - (One off)

		Hosting service (annual Cost) 

		Ongoing Support ( annual cost )_ 

		Any other Other cost 






