Order Form

THE SUPPLY OF NON CLINICAL TEMPORARY AND FIXED TERM STAFF
- CT: RM61

FROM: The Department for Business, Energy and Industrial Strategy

CONTRACTING AUTHORITY The Department for Business, Energy and
Industrial Strategy

CONTRACTING AUTHORITY 1 Victoria Street, London, SW1H OET

ADDRESS |

INVOICE ADDRESS (If different) The Department for Business, Energy and

Industrial Strategy (BEIS) c/fo UK SBS,
‘Queensway House, West Precinct, Bllingham,
TS23 2NF or emall finance@services.uksbs.co.uk

CONTACT REFERENCE Authoriser Name: REDACTED
e-mail: m
ORDER NUMBER CS19289
ORDER DATE 06/09/2019
TO: Allen Lane Limitgd
"SUPPLIER Allen Lane Limited
SUPPLIER’S ADDRESS 33 King Street, St James, London, SW1Y 6RJ
ACCOUNT MANAGER T HREDACTED)
Address: 33 King Street, St James, London,
SW1Y 6RJ : '
ICISREDACTED
PART 1: SERVICE REQUIREMENT
PART 1.1: SERVICE AND DELIVERABLES REQUIRED: Temporary Worker Requirements:
RM6160 LOT: 3
NUMBER OF ROLES REQUIRED: 1 ;
NUMBER OF CVS REQUIRED: N/A ———— i
JOB ROLE/TITLE: Senlor Business Analyst
PAY BAND: N/A
DAYS REQUIRED: 5
ANY UNSOCIAL HOURS REQUIRED? | No
(GIVE DETAIL)
ARE THERE ANY HEALTH AND No
SAFETY RISKS RELEVANT TO ROLE?
FEE TYPE: Non-Patlent Facing (No Disclosure)
IMMUNISATION REQUIREMENTS (FEE | Not Applicable
TYPE 1 ONLY)
CRIMINAL RECORDS CHECK Not Applicable
BPSS REQUIRED Yes
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STATE ANY ADDITIONAL CLEARANCE | No Clearance
& BACKGROUND CHECKING
REQUIRED

REGULATED OR CONTROLLED N/A
ACTIVITY (ISA)?
SKILLS, MANDATORY AND OTHER N/A
TRAINING AND QUALIFICATIONS
NECESSARY TO PERFORMANCE OF
THE ROLE:

PERSON AND DEPT TO WHOM WORK- | [[1=:]: D
SEEKER SHOULD REPORT AT START:
EXPENSES TO BE PAID OR BENEFITS | Yes

OFFERED TO CANDIDATE:
EXPENSES TO BE PAID BY No
CANDIDATE:
ADDITIONAL REQUIREMENTS: None
"PART 1.2: ANCIPATED DURATION OF CONTRACT
COMMENCEMENT DATE: Monday 9t September 2019
ANTICIPATED END DATE: Friday 4" September 2020
“TEMPORARY OR FIXED TERM Temporary assignment
ASSIGNMENT:
| PART 1.3: MILESTONES AND KEY DELIVERABLES
None

PART 1.4: m-mﬁeas PAYABLE BY CONTRACTING AUTHORITY (INCLUDING ANY
APPLICABLE DISCOUNT AND METHOD OF PAYMENT E.G. GOVERNMENT '
PROCUREMENT CARD OR BACS):

The total contract value shall not exceed £152,460.00 excluding VAT as per the breakdown
below: '

Name - Start Date" Rate Total Charge (RAMlAMIse
foeoncreol _
0870872019 £152,480.00 f

Total Charge (Ex. VAT) £152,460.00

It is the viewpoint of the coniracting authority thet the candidate above is out of scope of the
'| intermediaries legislation (IR35). All workers are subject to 7 working days’ notice period.

"Pre-AWR Post-AWR
Pay to Worker(s)
Total Charge REDACTED]

PAYMENT PROFILE WILL BE ‘ON COMPLETION OF WORKS' AS PER PARAGRAPH 9.3
OF SCHEDULE 2 OF THESE CALL-OFF TERMS AND CONDITIONS.

DISCOUNTS APPLICABLE: | Not applicable

PART 1.5: ACCEPTANCE PRIOR TO PAYMENT

The supplier shell Issue electronic invoices weekly In arrears following customer approval of
the workers imesheet. The customer shall pay the supplier within thirty (30) calendar days up
recelpt and acceptance of a valld Invoice.

Involce to include purchase order number and contract reference shall be sent to
finance@services.uksbs.co.uk
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PART 2: CONTRACTING AUTHORITY CONTRACTUAL REQUIREMENTS

e Exceptional stakeholder management skilis up to Director level across programmes
or organisations

¢ Extenslve experlence of planning, monitoring and dellverlng business _
analysis/requirements across a complex programme/programmes or organisations

¢ Experiencs of procurement/supplier management

s High level of personal resilience

"o Excellent Interpersonal skilis

PART 3: FURTHER-COMFETITION ORDER - ADDITIONAL REQUIREMENTS

PART 3.1: SUPPLEMENTAL N/A
REQUIREMENTS IN ADDITION TO
CALL-OFF TERMS AND CONDITIONS:
PART 3.2: VARIATIONS TO CALL-OFF | None
TERMS AND CONDITIONS:
'PART 4: PERFORMANCE OF THE SERVICES AND DELIVERABLES
PART 4.1: KEY PERSONNEL OF THE
SERVICE PROVIDER TO BE INVOLVED
IN THE SERVICES AND
DELIVERABLES:

PART 4.2: SUB-CONTRACTORS TO BE | N/A
INVOLVED IN THE SERVICES AND
DELIVERABLES:

PART 5: CONFIDENTIAL INFORMATION
'PART 5.1: THE FOLLOWING None
INFORMATION SHALL BE DEEMED
COMMERCIALLY SENSITIVE
INFORMATION OR CONFIDENTIAL
INFORMATION:

BY SIGNING AND RETURNING THIS ORDER FORM THE SUPPLIER AGREES to enter a legally -
binding contract with the Contracting Authority to provide to the Contracting Authority the Services
specified In the Service Order Requirements set out in this Order Form (together with where completed
and applicable, the mrther-competmon order (addltional requirements) incorporating the rights and
obligations In the Call-Off Terms and Condltions set out In the Framework Contract between the Supplier
and the Authority.

FOR AND ON BEHALF OF THE SUPPLIER:

NAME: JREDACTED
TITLE: BREDACTED
SIGNATURE: REDACTED]
DATE: o
'FOR AND ON BEHALF OF THE CONTRACTING AUTHORITY:
NAME:
TITLE:
SIGNATURE: BN R EDACTED T
DATE: _']
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Joint Schedule 11 (Processing Data)

Status of the Controller

1. The - Parties acknowledge that for the purposes of the Data' Protection
Legislation, the nature of the activity carried out by each of them in relation to
their respective obligations under a Contract dictates the status of each party
under the DPA. A Party may act as:

(@) “Controller” in respect of the other Party who is "Prodessor‘;

(b)  “Processor” in respect of the other Party who Is “Controller”;
(c)  “Joint Controller" with the other Party;

(d) “Independent Controller” of the Personal Data where there
. other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply in
each situation.

. Where one Party Is Controller and the other Party Its Processor

2. Where a Party is a Processor, the only processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

3. .The Processor shall notify the Controller immediately if it considers that any of
the Controller’s instructions infringe the Data Protection Leglslation.

-4, The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing
any Processing. Such assistance may, at the discretion of the -Controller,
Include: |

(a) a systematic description of the enwsaged Processing and the purpose of the
Processing;

(b) an assessment of the necessity and proportlonality of the Processing in relation
- to the Services;

(c)  anassessment of the risks to the rights and freedoms of Data Subjects; and
(d) the measures envisaged to address the risks, Including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.
5.  The Processor shall, in relation to any Personal Data Processed.in connection
with its obligations under the Contract:

(a) Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If it
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is so required the Processor shall promptly notify the Controller before

Processing the Personal Data unless prohibited by Law;

(b) . ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
‘Controller may reasonably reject (but failure to reject shall not amount to
-approval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

0

()
(1)
(v)

0 .

(n

nature of the data to be protected;
harm that might result from a Data Loss Event;
state of technological development; and
cost of implementing any measures;
| (c) ensure that:

the Processor Personnel do not Process Personal Data exceptin
accordance with the Contract (and in - particular Annex 1
(Processing Personal Data));

It takes all reasonable steps to ensure the reliability and integrity

of any Processor Personnel who have access to the Personal
Data and ensure that they:

A are aware of and comply with the Processor's duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidential) and 16 (When you can
share information), .

®  are subject to appropriate confidentlality undertakings with
the Processor or any Sub-processor;

©  areinformed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract,
and

@ have undergone adequaté training in the use, care,
protection and handling of Personal Data; o

(d)  not transfer Personal Data outside of the EU unless the prior written consent of
the Controller has been obtained and the following conditions arefulfilled: .-

@i)

(i

(i)
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the Controller or the Processor has provided. appropriate
safeguards in relation to the transfer (whether In accordance with
GDPR Article 46 or LED Article 37) as determined by the
Controller;

the Data Subject -has enforceable rights and effective legal
remedies; -

the Processor complies with its obligations under the Data
Protection Leglslation by providing an adequate level of protection

'to any Personal Data that Is transferred (or, if it is not so bound,
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(e)

(c)

(d)

(e)

(a)

(b)

(c)

(d)

uses its best endeavours to assist the Controller in meeting its
.obligations); and

(v)  the Processor complles with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Personal Data; and

at the written direction of the Controller, delete or retum Personal Data (and any
copies of it) to the Controller on termination of the Contract unless the Processor
Is required by Law to retain the Personal Data.

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the
Controller Inmediately if in relation to it Processmg Personal Data under or in
connection with the Contract it:

(a) recelves a Data Subject Request-(or purported Data Subject Request);
(b) - receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relatlng to elther Party’s
obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in' connection with Personal Data Processed under the
Contract;

receives a request from any third Party for dlsclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

() becomes aware of a Data Loss Event.

The Processor's obligation to notify under paragraph 6 of this Joint Schedule
11 shall include the provision of further information to the Controller in pheses,
as details become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with reasonable assistance in relation to either Party's obligations
under Data Protection Legislation and any complaint, communication or request
made under paragraph 6 of this Joint Schedule 11 (and insofar as possible
within the timescales reasonably required by the Controller) including by
promptly providing:

the Controller with full detalls and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to

"comply with a Data Subject Request within the relevant timescales set out in the

Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a Data
Subject;

assistance as requested by the Controller following any Data Loss Event; and/or
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(e) assistance as requested by the Controller with respect to any request from the
Information Commissioner's Office, or any consultation by the Controller with the
Information Commissioner's Office.

9.  The Processor shall maintain complete and accurate records and information
. to demonstrate its compliance with this Joint Schedule 11. This requirement
does not apply where the Processor employs fewer than 250 staff, unless:

. (a) . the Controller determines that the Processing is not occasional;

(b)  the Controller determines the Processing includes special categories of data as-
referred to in Article 9(1) of the GDPR or Personal Data relating to criminal
‘convictions and offences referred to in Article 10 of the GDPR,; or

(¢) the Controller determines that the Processing is likely to result In a risk to the
rights and freedoms of Data Subjects.

10. The Processor shall allow for audits of its Data Processing -activity by the
Controller or the Controller's designated auditor.

11.  The Parties shall designate a Data Protection Officer if.req‘uired by the Data
Protection Legislation.

12.  Before allowing any Sub-processor to Process any Personal Data related to the
Contract, the Processor must: -

(a) notify the Controller in writing of the intended Subprocessor and Processing;
(b)- obtain the written consent of the Controller;

(c) enter into a written agreement with the Subprocessor which give effect to the
‘ terms set out in this Joint Schedule 11 such that they apply to the Subprocessor;
and. '

(d) provide'the Controller with such information regarding the Subprocessor as the
Controller may reasonably require.

13. The Processor shall remain fully liable for all acts or omlssions of any of its
Subprocessors.

14. The Relevant Authority may, at any time on not less than 30 Working Days’
notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract). '

15. The Parties agree to take account of any guidance issued by the Information
Commissioner's Office. The Relevant Authority may on not less than 30
Working Days' notice to the Supplier amend the Contract to ensure that it
complies with any guidance issued by the Information Commissioner’s Office.
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Where the Partles are Joint Controllers of Personal Data

16.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall inplement paragraphs that are necessary
‘to comply with GDPR Article 26 based on the terms set out in Annex 2 to this
Joint Schedule 11 (Processing Data).

Independent Controllers of Personal Data

17.

16.

19.

20.

21,

(a)

(b)

22,

23,

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controller but which is not under the Joint Control of the
Parties, each Party undertakes to comply with the applicable Data Protection
'Legislation in respect of their Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data In compliance with Its obligations
under the Data. Protection Legislation and not do anythlng to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 7 of this Joint Schedule 11 above, the recipient of the Personal
Data will provide all such relevant documents and information relating to its data
protection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 GDPRIin respect of the Processing of Personal Data for the purposes of the
Contract.

The Parties shall only provide Personal Data t6 each other:

to the.extent necessary to perform their respective obllgatlons under the
Contract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the GDPRY); and

(¢) . where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying
likellhood-and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controller, |mplement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the
GDPR, and the measures shall, at a minimum, comply with the requnrements of
the Data Protectlon Legislation, including Article 32 of the GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30
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24,

(a)

.(b)

25.

(a)

(b)

(c)

(d)

217.

GDPR and shall make the record avallable to the other Party upon reasonable
request.

Where a Party recelves a request by any Data Subject to exercise any of their
rights under the Data Protection Legislation in relation to the Personal Data
provided to it by the other Party pursuant fo the Confract (“Request
Reclplent”):

the other Party shall provide any information and/or asslstance as reasonably
requested by the Request Recipient to help it respond to-the request or
correspondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or relates
to that other Party's Processing of the Personal Data, the Request Recipient will:

()] promptly, and in any event within five (5) Working Days of receipt
of the request or correspondence, inform the other Party that it
has received the same and shall forward such request or
correspondence to the other Party; and

() provide any informatlon and/or assistance as reasonably
requested by the other Party to help it respond to the request or
correspondence. in the timeframes specified by Data Protection
Legislation.

Each Party shall promptly notify the other Party upon it becoming aware ofany
Personal Data Breach relating to Personal Data provided by the other. Party
pursuant to the Contract and shall: '

do all such things as reasonably necessary to assist the other Party in mitigating
the effects of the Personal Data Breach;

implement any measures necessary to restore the secunty of any compromised
Personal Data; -

work with the other Party to make any required notifications to thelnformation
Commissioner's Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and -

not do 'anyth'ing which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively
to exercise rights and obligations under the Contract as spécified in Annex 1.
(Processing Personal Data). '

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party's respective obligations under the Contract which is
specified in Annex 1 (Processing Personal Data).
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28. Notwithstanding the general application of paragraphs 2 to 15 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs16 to
.27 of this Joint Schedule 11.
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Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view
of the Processors, however the final decision as to the content of this Annex shall be.
with the Relevant Authority at its absolute discretion. ' '

11 The contact details of the Relevant Authority’s Data Protection Officer are:
Data Protection Officer -
Department for Business, Energy and Industrial Strategy
1 Victoria Street

London .
SW1H OET

Email: d.atag'rotection@b'eis.gov.uk

12 The contact details of the Supplier's Data Protection Officer are:
Alien Lane Limited : 121",

13 . The Processor shall comply with any further written instructions with respectto
Processing by the Controller.

14 Any such further Instructions shall be Incorporated into this Annex.

Description ! | : Detalls =
Identity of The Re_lev_ant Authorlﬁ Is Controller and the Suppller is
Confcroller foreach | Processor

Category of

Personal Data

The Partles acknowledge that in accordance with paragraph 2 to
paragraph 15 and for the purposes of the Data Protection Leglslation, the
Relevant Authority is the Controller and the Suppller Is the Processor of
the following Personal Data:

e The processing Is (reeded in order that the Supplier can effectively
deljver the Contract fo_r the provision of contingent labour.

| Duratlon of the __] Processing will take place from 09/09/2018 for the duration of the

Processing Contract. The Contract will end on 04/09/2020.
Natureand " The nature of the processing will include collection, organisation,
purposes of the structuring, storage, alteration, retrieval, consultation, use, restriction,
Processing .- erasure or destruction of data. Erasure will be by manual means.
Processing takes place for the purposes of Pre-employment
checking.
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Type of Personal Coples of passports as necessary to prove right to work, photo .

Data Identification (such as passport or drlving licence), proof of address (such
as utility bill) as required to prove identity and address, employment
references, personal references, results of verlification of quallfications,
results of criminal checks (no detalls about criminal convictions other than
‘pass’ or ‘fall’) and details of disabilities Iif workplace adjustments are
required. (categories of special data as defined by GDPR).

Categorles of Data Agency worlger/s' of the contracting authority as engaged by the

Subject ' supplier.

Plan for return and The Supplier will delete the Personal Data and erase the Personal Data
destruction of the from any computers, storage devices and storage media that are to be
data once the. retained by the Supplier after the explry of the Contract. The Supplier will
Processing Is certify to the Contracting Authorlfy that it has completed such deletion.
complete
UNLESS
requirement under
Union or Member
State law to
preserve that type

| of data
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OFFICIAL-SENSITIVE (COMMERCIAL)

Annex 2 - Joint Controller Agreement
Not Applicable
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