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Crown
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Service

G-Cloud 9 Call-Off Contract

Contract Reference: HM RC_AWSOO1

This Call-Off Contract for the G-Cloud 9 Framework Agreement (RM1557ix) includes:
Part A - Order Form

Schedule 1 - Services

Schedule 2 - Call-Off Contract charges

Part B - Terms and conditions

Schedule 3 - Collaboration agreement

Schedule 4 - Alternative clauses

Schedule 5 - Guarantee

Schedule 6 - Glossary and interpretations
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Part A - Order Form

Digital Marketplace service ID number: As listed in Schedule 1

Call-Off Contract reference: HMRC_AWS001

Call-Off Contract title:

Amazon EC2 Container Service

Call-Off Contract description: A highly scalable, high performance container

management service that supports Docker containers to
run applications on a managed cluster of Amazon EC2

instances.
Start date: 17 November 2017
Expiry date: 16 November 2019
Call-Off Contract value: £5,000,000.00 (non-commitment basis)

Charging method:

Monthly in arrears, based upon

consumption

Purchase/Limit order number: To be'advised

This Order Form is issued under the G-Cloud 9 Framework Agreement (RM1557ix).

From: the Buyer

The Commissioners for Her Majesty’s Revenue & Customs
(incorporating Revenue & Customs Digital Technology Services Ltd)

Buyer's main address:

100 Parliament Street
London
SW1A 2BQ

To: the Supplier

Supplier's name: Amazon Web Services, Inc
Supplier's phone: N/A

Supplier's address:

410 Terry Avenue North
Seattle

Washington

G-Cloud 9 Call-Off Contract - RM1557ix (8-05-2017
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98109-5210
USA

Company number:
N/A

Together: the ‘Parties’

Principle contact details

For the Buyer:

Title: Senior Commercial Advisor
Name: Danny Gauntlett

Email: danny.gauntlett@hmrc.gsi.gov.uk
Phone: 03000 573933

For the Supplier:

Title: Enterprise Account Manager
Name: Scott Hamilton
Email: hamscott@amazon.co.uk

Phone: +447825230791

Call-Off Contract term

Start date:

This Call-Off Contract Starts on 17 November 2017 and is valid for 24 months.

Ending (termination):

The notice period needed for Ending the Call-Off Contract is at least 90 Working
Days from the date of written notice for disputed sums or at least 30 days from the

date of written notice for Ending without cause.

Extension period:

This Call-Off Contract can be extended by the Buyer for 2 period(s) of 12 months

each, by giving the Supplier 2 months written notice before its expiry.

Supplier shall not be required to create an additional exit plan in the event Buyer
exercises its right to extend the Call-Off Contract. Buyer may exit the Services at
any time on a self-service basis by retrieving their data and closing their accounts in

accordance with the 'Offboarding’ section of this Call-Off Contract and Suppliers

Service Definition document.

G-Cloud @ Call-Off Contract - RM1557ix 08-05-2017
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Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-

Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud lot:

This Call-Off Contract is for the provision of Services under;

Lot 1 - Cloud hosting
Lot 3 — AWS Support

G-Cloud services

required:

The Services to be provided by the Supplier under the above Lot are listed in
Framework Section 2 and outlined below:
Amazon EC2 Container Service (Amazon ECS).
A highly scalable, high performance container management service that supports
Docker containers to run applications on a managed cluster of Amazon EC2
instances.
Buyer may also require:
e Cloud compute infrastructure

* AWS Support

It is acknowledged that the Supplier is unable to and has no responsibility in terms
of limiting the Buyer to a maximum quantity or value of Services purchased under

this Call-Off Contract.

Supplier services will not include any Projects Specific IPRs or Background IPR that

could be embedded in any potential Projects Specific IPRs.

Additional services:

No additional services.

Location:

The Services will be delivered from the Supplier Region selected by the Buyer upon

account creation.

(It is dependent upon the Buyer to select the appropriate Supplier Region in order

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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to comply with the requirements of this Framework Agreement. Supplier has no

ability to alter the Buyer's selection.)

Quality standards:

The quality standards required for this Call-Off Contract are included in the
Supplier’s Service Description documents listed in Schedule 1 to this Call-Off
Contract and available on the Digital Marketplace.

Technical standards:

The technical standards required for this Call-Off Contract are included in the
Supplier's Service Description documents listed in Schedule 1 to this Call-Off

Contract and available on the Digital Marketplace.

Service level agreement:

The service level and availability criteria required for this Call-Off Contract are
included in the Supplier's Service Description documents listed in Schedule 1 to this
Call-Off Contract and available on the Digital Marketplace.

Onboarding:

The Call-Off order will be tracked by a Supplier Account Manager. The Supplier
Account Manager will be informed of the Call-Off Number, Buyer Name & Address,
Purchase Order (PO) # if applicable, and the payer Account ID when the Supplier
account is created by the Buyer. If a PO is required, it will not be deemed
"accepted” until the Buyer receives confirmation from the Supplier Account Manager

that Supplier has all necessary information to complete the account setup.

Buyers have a variety of options to choose from when coﬁfiguring their accounts,
and for all sensitive or otherwise valuable content Supplier recommends that Buyer
uses strong security and redundancy features, such as access controls, encryption,
and backup. Buyer is responsible for properly configuring and using the Service
Offerings in @ manner that provides security and redundancy of its Buyer Data, such
as, for example, using enhanced access controls to prevent unauthorized access to
Buyer Data, using encryption technology to prevent unauthorized access to Buyer
Data, and ensuring the appropriate level of backup to prevent loss of Buyer Data.

Offboarding:

Buyer may terminate the relationship with Supplier for any reason by (i) providing
Supplier with notice and (i) closing Buyers account for all services for which

Supplier provide an account closing mechanism.

Supplier customers retain control and ownership of their data. Supplier will not
erase customer data for 30 days following an account termination. This allows
customers to retrieve content from Supplier services so long as the customer has
paid any charges for any post-termination use of the service offerings and all other

amounts due.

Collaboration agreement:

N/a

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
https://www.gov,uk/government/publications/g-cloud-9-call-off-contract Page 5 of 27

legal

S




DocuSign Envelope ID: 6C46A751-52F5-46B5-A51C-199BAAB50563

Limit on Parties’ liability:

The annual total liability of either Party for all Property defaults will not exceed the
actual amount paid under this Call-Off Contract for the Service(s) that gave rise to
the claim during the 12 months preceding the claim.

The annual total liability for Buyer Data defaults will not exceed the actual amount
paid under this Call-Off Contract for the Service(s) that gave rise to the claim during
the 12 months preceding the claim.”

The annual total liability for all other defaults will not exceed the actual amount
paid under this Call-Off Contract for the Service(s) that gave rise to the claim during
the 12 months preceding the claim.

Supplier will have obligations and liability under Clause 11.5 for an IPR Claim (where
a final award has been made by a competent court of law) caused solely by the
infringement of an unaffiliated third party’s intellectual property rights solely by the
Services (i.e. no obligations or liability for infringement by combinations of the
Services with any other product, service, software, data or method not supplied by
Supplier,). Further, Supplier will have no obligations or liability under Section 11.5

for an IPR Claim arising from:

(i) Buyers use of the Services after Supplier has notified Supplier to
discontinue such use;

(i) any unauthorized use or modification of the Services;

(iii) any use of the Services, or any other act, by the Buyer that is in breach

of this Agreement;
(iv) any claim of inducement or contributory infringement; or

(v) any claim of wilful infringement directed at anyone other than Supplier.

Insurance:

The insurance(s) required will be:

@® 2 minimum insurance period of 2 years following the expiration or
Ending of this Call-Off Contract.

@ professional indemnity insurance cover to be held by the Supplier
and by any agent, Subcontractor or consultant involved in the supply of the
G-Cloud Services. This professional indemnity insurance cover will have a
minimum limit of indemnity of £1,000,000 for each individual daim or any
higher limit the Buyer requires {(and as required by Law)

@® employers' liability insurance with a minimum limit of £5,000,000 or

any higher minimum limit required by Law

Force majeure:

A Party may End this Call-Off Contract if the Other Party is affected by a Force
Majeure Event that lasts for more than 15 consecutive days.

Audit:

The Framework Agreement audit provisions will be incorporated under clause 2.1 of

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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this Call-Off Contract to enable the Buyer to carry out any audits in accordance with

Framework Agreement clause 7.10.

Buyer's responsibilities:

The Buyer is responsible for:

Selecting an appropriate Supplier Region that complies with the
requirements of this Framework Agreement.

Reporting any payer Account IDs that will be governed by the terms of this
Call-Off Contract and Framework Agreement to aws-gcloud@amazon.com.
If Buyer creates accounts that are not reported under this Call-Off Contract,
such accounts will be covered under the terms of the AWS Customer
Agreement (found here)

Notice of any obligations on the part of the Supplier pursuant to Framework
Clause 8.60 and Call-Off Contract Clause 13.6, prior to the execution of
this Call-Off Agreement. For the avoidance of any doubt with regard to
Framework Clause 8.60, where the Buyer uses “personal data” as defined
in Directive 95/46/EC with the Supplier Services, they must notify the
Supplier.

If Buyer content contains “personal data” Buyer shall procure at least AWS
Support (Business).

Adherence to Suppliers acceptable use policy
(https://aws.amazon.com/aup/). In the event Buyer does not adhere to the
acceptable use policy then, to the extent practicable, AWS will (i) only
suspend Customer right to access or use those instances, data, or portions
of the Service Offerings that caused the suspension, and (ii) limit the
suspension to those Customer accounts that caused the suspension.

Buyer will satisfy itself that Suppliers environmental policy (found here)
meets its requirements prior to entering into the Call-Off Contract.

Buyer’'s equipment:

The Buyer's equipment to be used with this Call-Off Contract includes: No Buyers
equipment.

Reason: Not applicable

- Supplier's information

Subcontractors or

partners:

The following is a list of the Supplier's Subcontractors or Partners: None

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.

Payment method:

The payment method for this Call-Off Contract is BACS.

Payment profile:

The payment profile for this Call-Off Contract is based upon the Buyer's

consumption, monthly in arrears.

Invoice details:

The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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Supplier within 30 days of receipt of a valid invoice.

Who and where to send

invoices to:

Invoices will be sent to:

IPC Worthing
PO Box 2092
Barrington Road
Worthing

BN12 9AN

Invoice information
required — for example
purchase order, project

reference:

All invoices must include, the Purchase/Limit Order number where provided by the

Buyer, and the total invoice amount.

Invoice frequency:

Invoice will be sent to the Buyer within 30 days of the end of the month in which

the service was consumed.

Call-Off Contract value:

The total value of this Call-Off Contract is £5,000,000.00.
The total value above does not constitute an HMRC order or commitment of this

value.

Call-Off Contract

charges:

The breakdown of the Charges is found in the Supplier's pricing documents listed
on the Digital Marketplace.

Additional buyer terms

Performance of the

service and deliverables:

The performance and deliverables of this call-off, if any, will be in accordance with

the Supplier's service description.

Guarantee:

Not used.

Warranties,

representations:

Not used.

Supplemental
requirements in addition
to the Call-Off terms:

Within the scope of the Call-Off Contract, the Supplier will:

Implement reasonable and appropriate measures designed to help Buyer
secure their Service Data against accidental or unlawful loss, access or
disclosure.

»  Buyer acknowledges that audits or inspections of Supplier will be limited to
the information and documentation relating to this Call-Off Agreement and
shall not include the right to audit the Supplier's physical infrastructure.

= The Supplier or any of its affiliates will make available in connection with
the Services or on the AWS Site documentation; sample code; software
libraries; command line tools; and other related technology which is the
Supplier's Background IPR and also known as AWS Content. For the

avoidance of doubt, AWS Content does not include the Services.

Additional HMRC

These additional clauses will apply:

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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clauses:

1.

Publicity, Media and Official Enquiries

1.1.

1.2.

1.3

The Supplier shall not:
use the Buyer's name or brand in any promotion or marketing or
announcement of orders;
use the Buyer's name or brand in any promotion or marketing or
announcement of orders;
without the prior written consent of the Buyer, which shall not be
unreasonably withheld or delayed.
Each Party acknowledges to the other that nothing in this Call-Off
Agreement either expressly or by implication constitutes an endorsement
of any products or Services of the other Party and each Party agrees not to
conduct itself in such a way as to imply or express any such Approval or
endorsement.
Both Parties shall take all reasonable steps to ensure that their servants,
employees, agents, sub-contractors, suppliers, professional advisors and

consultants comply with Clause 1.1

Compliance with Value Added Tax and Other Tax Requirements

2.1,

2.2.

2.3

To the extent applicable to the Supplier, the Supplier shall at all times
comply with all laws and regulations relating to Tax. For the purposes of
Section 2.1, 'Tax’ is defined as:
(@) all forms of tax whether direct or indirect;
(b) national insurance contributions in the United Kingdom and
similar contributions or obligations in any other jurisdiction;
(c) all statutory, governmental, state, federal, provincial, local
government or municipal charges, duties, imports, contributions.
levies or liabilities (other than in return for goods or services
supplied or performed or to be performed) and withholdings; and
(d) any penalty, fine, surcharge, interest, charges or costs relating
to any of the above,
in each case wherever chargeable and whether of the United Kingdom and

any other jurisdiction.

A material failure to comply with Section 2.1 shall constitute a Material
Breach of this Call-Off Agreement.

If requested by the Buyer, the Supplier shall provide to the Buyer the name
of any Subcontractor of the Supplier prior to the commencement of any

work under this Call-Off Agreement by that Subcontractor.

G-Cloud @ Call-Off Contract - RM1557ix 08-05-2017
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24  Upon request by the Buyer, and subject to clause 2.5 below, the
Supplier shall use reasonable endeavours to provide the name, and if
applicable the Value Added Tax registration number, PAYE collection
number and either the Corporation Tax or Self-Assessment reference, of
any agent, supplier or Subcontractor of the Supplier with a direct and
substantive role in the provision of G Cloud Services,

2.5 The Buyer and Supplier agree that: _
251 "reasonable endeavours” in clause 2.4 above shall not cause
the Supplier to incur unreasonable costs; or
2.52  any failure to provide information under clause 2.4 shall not
be considered a Supplier Default nor contribute to any Material
Breach if the Supplier is able to demonstrate, to the Buyer's
reasonable satisfaction, that it has made reasonable endeavours to

comply with clause 2.4.

2.6 Upon a reasonable request by the Buyer, the Supplier shall not
directly assign a specific agent, supplier or Subcontractor as an account
representative or dedicated support engineer or similar dedicated service

role.

3. Security Breach
3.1. The Supplier shall comply with security-related measures pursuant to the

Supplier Terms as set out below.

3.1.1. Supplier Terms — clause 3.1 (AWS Security)

3.1.2. Supplier Terms — Appendix 1 (Data Processing Addendum) — Section '3
(Security Responsibilities of AWS)

3.1.3. Supplier Terms — Appendix 1 (Data Processing Addendum) — Annex 1
(AWS Security Standards)

Alternative clauses:

These Alternative Clauses, which have been selected from Schedule 4, will apply:

No alternative clauses are required.

Buyer specific
amendments
to/refinements of the
Call-Off Contract terms:

As defined above in 'Additional HMRC clauses’.

Public Services Network
(PSN):

Not used.

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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1. Formation of contract

1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with

the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by

signing below agree to be bound by this Call-Off Contract.

1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order

Form from the Supplier.

1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will

supersede those of the Supplier Terms and Conditions.

2. Background to the agreement

(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of

Framework Agreement number RM1557ix.

(B) The Buyer provided an Order Form for Services to the Supplier.

Signed: Supplier — Amazon Web Services, Inc Buyer
Name: Josh Weatherly Danny Gauntlett
Title: Authorised Representative Senior Commercial Advisor
Signature: DocuSigned by:

Ltk

E30DDASECE84408...

Date: November 17, 2017

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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Schedule 1 - Services

The Services to be provided by the Supplier under this Call-Off are outlined below:

G-Cloud 9 - Amazon Web Services Inc DM Service ID G-Cloud 9 - Amazon Web Services Inc DM Service 1D

Amazon APl Gateway 95420715110 8369 AWS Application Discovery Service 242532204507 289
Amazon AppStream 88284234 1587 312 AWS Batch 635193593779 170
Amazon Athena 6754 37321174529 AWS CloudFermation 6277 5417 9404 051
Amazon Aurora 3298 73732984370 AWS CloudHSM 633140369709 265

AWS CloudTrail

4224 1539 5244 798

AWS Codebuild

27012457 6771 209

AWS CodeCommit

3726 2504 0090 660

AWS CodeDeploy

7689 56296232053

Amazon CloudFront 4855 6589 3970 265
Amazon CloudSearch 3078 8251 4091 365
Amazon CloudWatch 248823451143 146
Amazon Cognito 4086 6697 5096 961
Amazon Database Migration Service (AWS DMS) 59659454 5974 860
Amazon DynamoDB 8786 9060 5974 894

AWS CodePipeline

783437519775 440

Amazon EC2 Container Registry (Amazon ECR)

53905487 5220353

AWS Config

3264 06169901 742

Amazon EC2 Container Service (Amazon ECS)

7219 8953 5509 904

AWS Data Pipeline

7715 3846 1328 550

AWS Device Farm

1968 4538 6388 528

AWS Direct Connect

533044793598 167

AWS Directory Service

495554361158 718

AWS Elastic Beanstalk

1984 83136126 308

AWS Import/Export Disk

8934 77237706987

AWS Import/Export Snowball

5874 8896 3651 448

AWS loT

4719 4777 4480792

AWS Key Management Service (AWS KMS)

973301134228 882

AWS Lambda

2983 50021252 888

AWS OpsWorks

5073 0629 4951 589

AWS Server Migration Service

41755522 1553 564

AWS Service Catalog

522030711815 469

AWS Shield Advanced

1419 3357 4378 151

AWS Simple Email Service (Amazon SES)

1186 48401145432

AWS Simple Queue Service (Amazon SQS)

977165056412 767

AWS Step Functions

2805 2960 1982 644

Amazon ElastiCache 6038 8307 5306 370
Amazon Elastic Block Store (Amazon EBS) 2146 6461 0632 735
Amazon Elastic Compute Cloud (Amazon EC2) 4377 8347 2311054
Amazon Elastic File System (Amazon EFS) 1050 1607 4640543
Amazon Elastic Map Reduce (Amazon EMR) 4587 7647 8417 747
Amazon Elasticsearch 712645599080372
Amazon Elastic Transcoder 33014508 3236910
Amazon Glacier 3523 6825 3982 246
Amazon Identity and Access Management (IAM) 55253917 5560939
Amazon Inspector 9032 53036390 347
Amazon Kinesis 1854 60607512 843
Amazon Lightsail 90498117 2027 853
Amazon Machine Learning 56696673 7540 380
Amazon Mobile Analytics 9965 6685 2839 571
Amazon Pinpeint 6692 8650 3486 812
Amazon Polly 727235645103 863
Amazon Quicksight 1994 8998 7396 667

AWS Web Application Firewall (AWS WAF)

2697 62014747 122

Amazon Redshift

20055635 1026 762

Amazon Rekognition

98246612 1415558

Amazon Relational Database Service (Amazon RDS)

9508 19932176518

Amazon Route 53

39127901 6590 806

Amazon Simple Notification Service (Amazon SNS)

68561823 5138 280

Amazon AppStream 1426 1666 7516302
Amazon Chime 622104091614 581
Amazon Connect 1636 39219682932
Amazon Route 53 23317033 8323366
Amazon WorkDocs 4814 0057 4245 544

Amazon Simple Storage Service (Amazon 53)

344166211526 453

Amazon WorkMail

6598 9943 2416619

Amazon Simple Workflow Service {SWF)

19308598 2535 270

Amazon WorkSpaces

6801 1235 2406 265

Amazon Storage Gateway

25694399 1443 909

AWS Marketplace

6684 3636 8089 141

Amazon Virtual Private Cloud (Amazon VPC)

6925 18250715713

Basic Support

2157 16480022 411

Business Support

69509126 3865 292

Developer Support

1048 8464 9553 185

Amazon WorkDocs 9009 7552 3892 746
Amazon WorkMail 51704517 0666 292
Amazon WorkSpaces 1822 3193 5882 088

Enterprise Support

7782 4856 9036 937

The detailed technical description is found in the Supplier's Service Description documents on the Digital

Marketplace

https://assets.digitalmarketplace.service.qov.uk/g-cloud-9/documents/93253/437783472311054-service-definition-
document-2017-04-10-2101.pdf

G-Cloud 2 Call-Off Contract - RM1557ix 08-05-2017
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Schedule 2 - Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier's Digital
Marketplace pricing document) can‘t be amended during the term of the Call-Off Contract. The detailed Charges

breakdown for the provision of Services during the Term will include:

The Charges for Lot 1 Services shall be calculated in accordance with Suppliers Pricing Document found on the
Digital Marketplace at the below link.

https://assets.digitalmarketplace.service.gov.uk/g-cloud-9/documents/93253/437783472311054-pricing-document-
2017-04-11-1350.0ds

The Charges for Lot 3 AWS Support Services shall be calculated in accordance with Suppliers Pricing Document
found on the Digital Marketplace at the below link.

https://assets.digitalmarketplace.service.gov.uk/g-cloud-9/documents/93253/778248569036937-pricing-document-
2017-04-10-2107.pdf

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
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Part B - Terms and conditions

1. Call-Off Contract start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from
the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.

13 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order
Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up

to 12 months each.

14 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in

the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms

2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as
modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the
Supplier and the Buyer:

® 4.1 (Warranties and representations)

4.2 to 4.7 (Liability)

4.11 to 412 {IR35)

5.4 to 5.5 {Force majeure)

5.8 (Continuing rights)

5.9 to 5.11 {Change of control)

5.12 (Fraud)

5.13 {Notice of fraud)

7.1 to 7.2 (Transparency)

8.3 (Order of precedence)

8.4 (Relationship)

8.7 to 8.9 (Entire agreement)

8.10 (Law and jurisdiction)

8.11 1o 8.12 (Legislative change)

8.13 to 8.17 (Bribery and corruption)

8.18 to 8.27 {Freedom of Information Act)

8.28 to 8.29 {Promoting tax compliance)
8.30 to 8.31 (Official Secrets Act)

G-Cloud § Cali-Off Contract - RM1557ix 08-05-20147
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8.32 to 835 (Transfer and subcontracting)

8.38 to 841 {Complaints handling and resolution)
8.49 to 851 (Publicity and branding)

8.42 to 848 (Conflicts of interest and ethical walls)
8.52 to 8.54 (Equality and diversity)

8.57 to 8.62 (Data protection and disclosure)

8.66 to 8.67 (Severability)

8.68 t¢ 8.82 (Managing disputes)

8.83 to 8.91 (Confidentiality)

8.92 to 8.93 (Waiver and cumulative remedies)

paragraphs 1 to 10 of the Framework Agreement glossary and interpretations

any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:

@ 3 reference to the ‘Framework Agreement’ will be a reference to the 'Call-Off Contract'
@ 2 reference to 'CCS’ will be a reference to ‘the Buyer

@ a reference to the 'Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties

under this Call-Off Contract

2.3 The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX,
where XX’ is the Framework Agreement clause number.

2.4 When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off
Contract.

3. Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the

Call-Off Contract and the Supplier's Application.

3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance criteria, as defined in

the Order Form.
4. Supplier staff

4.1 The Supplier Staff must:
@ be appropriately experienced, qualified and trained to supply the Services
@ apply all due skill, care and diligence in faithfully performing those duties
® obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the

reasonable satisfaction of the Buyer
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4.2

4.3

44

4.5

4.6

4.7

4.8

@ respond to any enquiries about the Services as soon as reasonably possible

@ complete any necessary Supplier Staff vetting as specified by the Buyer
The Supplier must retain overall control of the Supplier Staff so that they are not considered to be
employees, workers, agents or contractors of the Buyer.
The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and
qualifications to the substituted staff member.
The Buyer may conduct IR35 Assessments using the ES| tool to assess whether the Supplier's engagement

under the Call-Off Contract is Inside or Qutside IR35.

The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside
[R35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or
at any time during the provision of Services to provide a preliminary view of whether the Services are being
delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and
provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and

promptly provide a copy to the Buyer.

If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier
must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35

Assessment.

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ES! reference
number and a copy of the PDF to the Supplier.

5. Due diligence

5.1

Both Parties agree that when entering into a Call-Off Contract they:

@ have made their own enquiries and are satisfied by the accuracy of any information supplied by the
other Party

@ are confident that they can fulfil their obligations according to the Call-Off Contract terms

@ have raised all due diligence questions before signing the Call-Off Contract

@® have entered into the Call-Off Contract relying on its own due diligence

6. Business continuity and disaster recovery

6.1

6.2

The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.

The Supplier's business continuity and disaster recovery services are part of the Services and will be
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performed by the Supplier when required.

6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its

business continuity and disaster recovery plan is consistent with the Buyer's own plans.

7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery of the Services.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid

invoice.

73 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the

Buyer for the Services will be exclusive of any Management Charge.

74 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government
Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and

must not recover this charge from the Buyer.

7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services

supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice.

7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract
which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid

invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.

7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a

separate line item.

79 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier’s failure to
account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier
must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is

payable by the Buyer.

7.10  The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End
this Call-Off Contract under clause 18.6 for Buyer's failure to pay undisputed sums of money. Interest will
be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under
the Late Payment of Commercial Debts (Interest) Act 1998. .

711 If there's an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10
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7.12

Working days of the invoice date. The Buyer will provide a covering staterment with proposed amendments
and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working days of receipt
of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a

replacement valid invoice with the response.

Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly define the
consumption of services over the duration of the Call-Off Contract. The Supplier agrees that any Buyer's

volumes indicated in the Order Form are indicative only.

8. Recovery of sums due and right of set-off

8.1

If a Supplier owes money to the Buyer, the Buyér may deduct that sum from the Call-Off Contract Charges.

9. Insurance

9.1

92

9.3

94

The Supplier will maintain the insurances required by the Buyer including those in this clause.

The Supplier will ensure that:

@ during this Call-Off Contract, Subcontractors hold third--party public and products liability insurance
of the same amounts that the Supplier would be legally liable to pay as damages, including the
claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to

Property, to a minimum of £1,000,000

@ the third-party public and products liabifity insurance contains an ‘indemnity to principals’ clause for

the Buyer’s benefit

@ all agents and professional consuitants involved in the Services hold professional indemnity
insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Gff

Contract, and for 6 years after the End or Expiry Date

@ all agents and professional consultants involved in the Services hold employers liability insurance
(except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim

during the Call-Off Contract, and for 6 years after the End or Expiry Date

If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies

bought under the Framework Agreement.
If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
® a broker's verification of insurance

@ receipts for the insurance premium
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95

96

9.7

9.8

® evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off

Contract and the Supplier wilk:

e take all risk control measures using Good Industry Practice, including the investigation and reports

of claims to insurers

¢ promptly notify the insurers in writing of any relevant material fact under any insurances
e hold all insurance policies and require any broker arranging the insurance to hold any insurance

slips and other evidence of insurance

The Supplier will not do or omit to do anything, which would destroy or impair the fegal validity of the

insurance.

The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are

due to be, cancelled, suspended, Ended or not renewed.
The Supplier will be liable for the payment of any:
® premiums, which it will pay promptly

@ excess or deductibles and will not be entitled to recover this from the Buyer

10. Confidentiality

104

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against
all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of
the Supplier's obligations under the Data Protection Act (DPA} or under incorporated Framework
Agreement clauses 8.83 to 8.91. The indemnity doesn't apply to the extent that the Supplier breach is due

to a Buyer’s instruction,

11. Intellectual Property Rights

111

1.2

Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or

0 the Inteflectual Property Rights (IPRs) of the other Party or its licensors.

The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to
use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the

Buyer's ordinary business activities.

The Supplier must obtain the grant of any third-party [PRs and Background IPRs so the Buyer can enjoy full
use of the Project Specific [PRs, including the Buyer's right to publish the IPR as open source.
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114 The Supplier must promptly inform the Buyer if it can't comply with the clause above and the Supplier must
not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can't obtain the

grant of a licence acceptable to the Buyer.

115 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may

incur at any time from any claim of infringement or alleged infringement of a third party's IPRs because of

the:
@ rights granted to the Buyer under this Call-Off Contract
® Supplier's performance of the Services
@ use by the Buyer of the Services

116 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing

and must at its own expense after written approval from the Buyer, either:
® modify the relevant part of the Services without reducing its functionality or performance

@ substitute Services of equivalent functionality and performance, to avoid the infringement or the

alleged infringement, as long as there is no additional cost or burden to the Buyer

@ buy a licence to use and supply the Services which are the subject of the alleged infringement, on

terms acceptable to the Buyer
11.7  Clause 11.5 will not apply if the IPR Claim is from:

® the use of data supplied by the Buyer which the Supplier isnt required to verify under this Call-Off
Contract

@ other material provided by the Buyer necessary for the Services

11.8  if the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for
Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected

Services.
12, Protection of information
121 The Supplier must;

® comply with the Buyer's written instructions and this Call-Off Contract when Processing Buyer

Personal Data

@ only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as
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12.2

12.3

required by Law or any Regulatory Body

@ take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act

in compliance with Supplier's security processes
The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
@ providing the Buyer with full details of the complaint or request

® complying with a data access request within the timescales in the Data Protection Legisfation and

following the Buyer's instructions

@® providing the Buyer with any Buyer Personal Data it holds about a Data Subject {within the

timescales required by the Buyer)
® providing the Buyer with any information requested by the Data Subject

The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other

person (including any Subcontractors) for the provision of the G-Cloud Services.

13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.

13.1

13.2

13.3

134

135

The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.

The Supplier must ensure that any Supplier system that hoids any Buyer Data is a secure systerm that

complies with the Supplier's and Buyer's security policy and all Buyer requirements in the Order Form.

The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption

and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other

government data will comply with:

® the principles in the Security Policy Framework at

https://www.gov.uk/government/publications/security-policy-framewcrk and the Government

Security Classification policy at https.//www.gov.uk/government/publications/government-security-

classifications

@® guidance issued by the Centre for Protection of National Infrastructure on Risk Management at

https.//www.cpni.gov.uk/content/adaopt-risk-management-approach and Accreditation of
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136

13.7

13.8

13.9

Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets

® the National Cyber Security Centre’'s (NCSC) information risk management guidance, available at

https.//www.ncsc.gov.uk/guidance/risk-management-collection

@ government best practice in the design and implementation of system components, including
network principles, security design principles for digital services and the secure email blueprint,
available at https.//www.gov.uk/government/publications/technology-code-of-practice/technology-

code-of-practice

® the security requirements of cloud services using the NCSC Cloud Security Principles and
accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-¢loud-security-

principles

The Buyer will specify any security requirements for this praject in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly
degraded in any way for any reason, then the Supplier will notify the Buyer immediately and witl (at its own
cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of

the Supplier) comply with any remedial action reasonably proposed by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological processes to keep

the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the
Supptier holds the Buyer's Data.

14. Standards and quality

141

14.2

143

144

The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework

Agreement.

The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under
the Technology Code of Practice, which is available at

https://www.gov.uk/government/publications/technology-code-of-practicetechnology-code-of-practice

if requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with

the requirements in the PSN Code of Practice.

If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the

relevant PSN compliance certification.
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145  The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers
there is a risk to the PSN's security and the Supplier agrees that the Buyer and the PSN Authority will not

be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.

15. Open source

151 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed

by the Buyer.

152 If software needs to be converted before publication as open source, the Supplier must also provide the

cenverted format unless otherwise agreed by the Buyer.

16. Security

161 If requested to do so by the Buyer, before entering into this Cali-Off Contract the Supplier will, within 15
Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer's written approval of} a
Security Ménagemen’c Plan and an Information Security Management System. After Buyer approval the
Security Management Plan and Information Security Management System will apply during the Term of this
Call-Off Contract. Both plans will comply with the Buyer's security policy and protect all aspects and

processes associated with the delivery of the Services.

16.2  The Supplier will use software and the most up-to-date antivirus definitions available from an industry-

accepted antivirus software seller to minimise the impact of Malicious Software.

163 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier
will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as

possible.
16.4  Responsibility for costs will be at the:

@ Supplier's expense if the Malicious Software originates from the Supplier software or the Service
Data while the Service Data was under the control of the Supplier, unless the Supplier can

demonstrate that it was already present, not quarantined or identified by the Buyer when provided

@ Buyer's expense if the Malicious Software originates from the Buyer software or the Service Data,

while the Service Data was under the Buyer's control

16.5  The Supplier will immediately notify CCS of any breach of security of CCS's Confidential Information (and
the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier

Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
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16.6  Any system development by the Supplier should also comply with the government's ‘10 Steps to Cyber

Security’ guidance, available at https.//www.ncsc.gov.uk/guidance/10-steps-cyber-security

16.7  If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier
must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services

before the Start Date.

17. Guarantee

17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier

must give the Buyer on or before the Start Date:
@ an executed Guarantee in the form at Schedule 5

® a certified copy of the passed resolution or board minutes of the guarantor approving the

execution of the Guarantee
18. Ending the Call-Off Contract

18.1  The Buyer can End this Call-Off Contract at any time by giving the notice to the Supplier specified in the

Order Form. The Supplier's obligation to provide the Services will end on the date in the notice.

182  The Parties agree that the:

@ Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of

cloud Service being provided

@ Call-Off Contract Charges paid during the notice pericd is reasonable compensation and covers all

the Supplier's avoidable costs or Losses

183  Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify
the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the
Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has
insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will

submit a fully itemised and costed list of the unavoidable Loss with supporting evidence.

184  The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written

notice to the Supplier if either the Supplier commits:

@ a Supplier Default and if the Supplier Default cannot, in the reasonable opinian of the Buyer, be

remedied

® any fraud
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185 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:

@ the other Party commits a Material Breach of any term of this Call-Off Contract (other fhan failure
to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working

Days of being notified in writing to do so
@ an Insolvency Event of the other Party happens

® the other Party ceases or threatens to cease to carry on the whole or any material part of its

business

18.6  If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the
Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn't pay within 5 Working Days, the
Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.

18.7 A Party who isn't relying on a Force Majeure event will have the right to End this Call-Off Contract if clause
23.1 applies.

19. Consequences of suspension, ending and expiry

191 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part
of it.

19.2  Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue

to provide the Ordered G-Cloud Services until the dates set out in the notice.

19.3  The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of

this Call-Off Contract, except those continuing provisions described in clause 19.4.
194  Ending or expiry of this Call-Off Contract will not affect;
@® any rights, remedies or obligations accrued before its Ending or expiration
@ the right of either Party 1o recover any amount cutstanding at the time of Ending or expiry

@ the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7
(Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9
(Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13
(Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated
Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical

walls) and 8.92 to 8.93 (Waiver and cumulative remedies)

e any other provision of the Framework Agreement or this Call-Off Contract which expressly or by
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implication is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:

@ return all Buyer Data including all copies of Buyer software, code and any other software licensed

by the Buyer to the Supplier under it

@ return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by

the Buyer

@® stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and

uncorrupted version in electronic form in the formats and on media agreed with the Buyer

@ destroy all copies of the Buyer Data when they receive the Buyer's written instructions to do so or

12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that

the data has been securely destroyed, except if the retention of Buyer Data is required by Law

@ work with the Buyer on any ongoing work

@ return any sums prepaid for Services which have not been delivered to the Buyer, within 10

Working Days of the End or Expiry Date

196 Each Party will return alt of the other Party’s Confidential Information and confirm this has been done,

unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.

19.7  All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-

Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states

otherwise.

20. Notices

201 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in

writing'.

Manner of delivery

Deemed time of delivery

Proof of service

Email

9am on the first Working Day
after sending

Sent by pdf to the correct email
address without getting an error

message

20.2  This clause does not apply to any legal action or other method of dispute resolution which should be sent

to the addresses in the Order Form {other than a dispute notice under this Call-Off Contract).
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21. Exit plan

21.1  The Supplier must provide an exit plan in its Application which ensures continuity of service and the

Supplier wilt follow it.

212 When requested, the Supplier will heip the Buyer to migrate the Services to a replacement supplier in line
with the exit plan. This will be at the Supplier's own expense if the Call-Off Contract Ended before the
Expiry Date due to Supplier cause.

213 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24
months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least

8 weeks before the 18 month anniversary of the Start Date.

214  The Supplier must ensure that the additional exit plan clearly sets out the Supplier's methodology for
achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at

the expiry of the proposed extension pericd or if the contract Ends during that period.

21.5  Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer

1o ensure that the additional exit plan is aligned with the Buyer's own exit plan and strategy.

216  The Supplier acknowledges that the Buyer's right to extend the Term beyond 24 months is subject to the
Buyer's own governance process. Where the Buyer is a central government department, this includes the
need to obtain approval from GDS under the Spend Controls process. The approval to extend will only be

given if the Buyer can clearly demonstrate that the Supplier's additional exit plan ensures that:

@ the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending

of the extension period on terms that are commercially reasonable and acceptable to the Buyer
@ there will be no adverse impact on service continuity
@ there is no vendor lock-in to the Supplier's Service at exit
@ it enables the Buyer to meet its obligations under the Technology Code Of Practice

21.7  If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations
in the additional exit plan.
218 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the

Parties for:

@ the transfer to the Buyer of any technical information, instructions, manuals and code reasonably

required by the Buyer to enable a smooth migration from the Supplier
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® the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or
a replacement supplier, including conversion to open standards or other standards required by the

Buyer

@ the transfer of Project Specific IPR items and other Buyer customisations, configurations and

databases to the Buyer or a replacement supplier
@ the testing and assurance strategy for exported Buyer Data
® if relevant, TUPE-related activity to comply with the TUPE regulations

® any other activities and information which is reasonably required to ensure continuity of Service

during the exit period and an orderly transition
22, Handover to replacement supplier
221 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:

® data (including Buyer Data), Buyer Personal Data and Buyer Confidential information in the

Supplier's possession, power or contro}
@ other information reasonably requested by the Buyer

222 On reasonable notice at any point during the Term, the Supplier will provide any information and data
about the G-Cloud Services reasonably requested by the Buyer {including information on volumes, usage,
technical aspects, service performance and staffing). This will help the Buyer understand how the Services

have been provided and to run a fair competition for a new supplier.

22.3  This information must be accurate and complete in all material respects and the level of detail must be
sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not

be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure

23.1  If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for

maore

than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off

Contract with immediate effect by written notice.
24 Liability
241 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party’s Yearly total liability for
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defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or

otherwise)} will be set as follows:

@ Property: for all defaults resulting in direct loss to the property (including technical infrastructure,
assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will

not exceed the amount in the Order Form

@ Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage

to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form

@ Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of
contract, misrepresentation (whether under common law or statute), tort (including negligence),

breach of statutory duty or otherwise will not exceed the amount in the Order Form

25. Premises

251

252

25.3

254

25.5

256

If either Party uses the other Party’s premises, that Party is liable for alf loss or damage it causes to the
premises. It is responsible for repairing any damage to the premises or any objects on the premises, ather

than fair wear and tear.

The Supplier will use the Buyer's premises solely for the performance of its obligations under this Call-Off

Contract.

The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.
This clause does not create a tenancy or exclusive right of occupation.

While on the Buyer's premises, the Supplier wilk:

@ comply with any security requirements at the premises and not do anything to weaken the security

of the premises
@ comply with Buyer requirements for the conduct of personnel
® comply with any health and safety measures implemented by the Buyer

@ immediately notify the Buyer of any incident on the premises that causes any damage to Property

which could cause personal injury

The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at
Work etc Act 1974) is made available to the Buyer on request.

26. Equipment
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26.1  The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services.

262 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no

liability for any loss of, or damage to, any Equipment.

263 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other

materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999

27.1  Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no right under the
Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or

remedy of any person which exists or is available otherwise.
28. Environmental requirements

281  The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will

comply with.

28.2  The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way,

for example by heiping them recycle or lower their carbon footprint.

29. The Employment Regulations (TUPE)

29.1  The Supplier agrees that if the Employment Regulations apply to this Call-Oiff Contract on the Start Date
then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair
Deal (including entering into an Admission Agreement) and wifl indemnify the Buyer or any Former Supplier

for any loss arising from any failure to comply.

29.2  Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and
within 28 days of the Buyer's request, the Supplier will fully and accurately disclose to the Buyer all staff
information including, but not limited to, the total number of staff assigned for the purposes of TUPE to

the Services. For each person identified the Supplier must provide details of:
@ the activities they perform
@ =zge
@ start date
® place of work

& noftice period
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29.3

29.4

29.5

296

29.7

29.8

@ redundancy payment entitlement

@ salary, benefits and pension entitlements

® employment status

@ identity of employer

@® working arrangements

@ outstanding liabilities

@ sickness absence

® copies of all relevant employment contracts and related documents

@ all information required under regulation 11 of TUPE or as reasonably requested by the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the
Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit

the Buyer to use and disclose the information to any prospective Replacement Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and
number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and

conditions, other than in the ordinary course of business.

The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement

Supplier to communicate with and meet the affected employees or their representatives.
The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
® its faflure to comply with the provisions of this clause

@® any claim by any employee or person claiming to be an employee (or their employee
representative) of the Supplier which arises or is alleged to arise from any act or amission by the

Supplier on or before the date of the Relevant Transfer

The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or

expires.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their

consent will not be reguired to vary these clauses as the Buyer and Supplier may agree.
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30. Additional G-Cloud services

301 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any
Additional Services from the Supplier and can buy services that are the same as or similar to the Additional

Services from any third party.

30.2  If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor

performance of the Additional Services using an Implementation Plan.

31. Collaboration

311 Hif the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration
Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date in

the form set out in Schedule 3.
312 In addition to any obligations under the Collaboration Agreement, the Supplier must:
@ work proactively and in good faith with each of the Buyer's contractors

@ co-operate and share information with the Buyer's contractors to enable the efficient operation of

the Buyer's ICT services and G-Cloud Services

32. Variation process

32.1  The Buyer can request in writing a change to this Call-Off Contract if it isnt a material change to the

Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.

32.2  The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud
Services or their delivery by submitting a Variation request. This includes any changes in the Supplier's

supply chain.

323  If Either Party can't agree to or provide the Variation, the Buyer may agree to continue performing its
obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30
days’ notice to the Supplier.
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Schedule 3 - Collaboration agreement

Not used.

Schedule 4 - Alternative clauses

Not used.

Schedule 5 - Guarantee

Not used.
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Schedule 6 - Glossary and interpretations

In this Call-Off Contract the following expressions mean:

Additional Services

Any services ancillary to the G-Cloud Services that are in the scope of
Framework Agreement Section 2 (Services Offered) which a Buyer may
request.

Admission Agreement

The agreement to be entered into to enable the Supplier to participate in
the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to Tender (known
as the Invitation to Apply on the Digital Marketpiace).
Audit An audit carried out under the incorporated Framework Agreement clauses

specified by the Buyer in the Order (if any).

Background IPRs

For each Party, IPRs:

@® owned by that Party before the date of this Call-Off Contract (as
may be enhanced and/or modified but not as a consequence of the
Services) including IPRs contained in any of the Party's Know-How,
documentation and processes

@ created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn't available to the Supplier
otherwise than under this Call-Off Contract, but excluding IPRs owned by
that Party in Buyer software or Supplier software.

Buyer

The contracting authority ordering services as set out in the Order Form.

Buyer Data

All data supplied by the Buyer to the Supplier including Persenal Data and
Service Data that is owned and managed by the Buyer.

Buyer Personal Data

The personal data supplied by the Buyer to the Supplier for purposes of, or
in connection with, this Cali-Off Contract.

Buyer Representative

The representative appointed by the Buyer under this Call-Off Contract.

Buyer Software

Software owned by or licensed to the Buyer (other than under this
Agreement), which is or will be used by the Supplier to provide the

Services.

Call-Off Contract

This call-off contract entered into following the provisions of the
Framework Agreement for the provision of Services made between the
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Buyer and the Supplier comprising the Order Form, the Call-Off terms and
conditions, the Call-Off schedules and the Collaboration Agreement.

Charges

The prices (excluding any applicable VAT), payable to the Supplier by the
Buyer under this Call-Off Contract.

Collaboration Agreement

An agreement between the Buyer and any combination of the Supplier and
contractors, to ensure collaborative working in their delivery of the Buyer's
Services and to ensure that the Buyer receives end-to-end services across
its IT estate.

Commercially Sensitive
Information

Information, which the Buyer has been notified about by the Supplier in
writing before the Start Date with full details of why the Information is
deemed to be commercially sensitive,

Confidential Information

Data, personal data and any information, which may include (but isn't
limited to) any:

@ information about business, affairs, developments, trade secrets,
know-how, personnel, and third parties, including alt Intellectual
Property Rights (IPRs), together with all information derived from
any of the above

@ other information clearly designated as being confidential or which
ought reasonably be considered to be confidential (whether or not
it is marked 'confidential").

Control 'Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls’ and "Controlled’ will be interpreted accordingly.
Crown The government of the United Kingdom {(including the Northern lreland

Assembly and Executive Committee, the Scottish Executive and the National
Assembly for Wales), including, but not limited to, government ministers
and government departments and particular bodies, persons, commissions
or agencies carrying out functions on its behalf.

Data Protection Legislation or
BPA

The Data Protection Act 1998, the EU Data Protection Directive 95/46/EC,
the Regulation of Investigatory Powers Act 2000, the Telecommunications
(Lawful Business Practice) (Interception of Communications) Regulations
2000 (51 2000/2699), the Electronic Communications Data Protection
Directive 2002/58/EC, the Privacy and Electronic Communications (EC
Directive) Regulations 2003 and all applicable laws and regulations relating
to processing of personal data and privacy, including if applicable legally
binding guidance and codes of practice issued by the Information

Commissioner.,

G-Cloud 9 Call-Off Contract - RM1557ix 08-05-2017
https: www.gov uk/government/publications/a-cloud-2-call-off-contract Page 35 of 27




Data Subject Will have the same meaning as set out in the Data Protection Act 1998.

Default Default is any:

@ breach of the obligations of the Supplier (including any
fundamental breach or breach of & fundamental terrn)

@ other default, negligence or negligent statement of the Supplier, of
its Subcontractors or any Supplier Staff (whether by act or

omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is
liable to CCS for a Default of the Framework Agreement and in relation to

a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

Deliverable The G-Cloud Services the Buyer contracts the Supplier to provide under
this Call-Off Coniract.

Digital Marketplace The government marketplace where Services are available for Buyers 1o
buy. (https://www.digitalmarketplace service.gov.uk/)

Employment Regulations The Transfer of Undertakings (Protection of Employment} Regulations 2006
(S1 2006/246) (TUPE’) which implements the Acquired Rights Directive.

End Means to terminate; and Ended and Ending are construed accordingly.
Environmental Information The Environmental Information Regulations 2004 together with any
Regulations or EIR guidance or codes of practice issued by the Information Commissioner or

relevant Government department about the regulations.

Equipment The Supplier's hardware, computer and telecoms devices, plant, materials
and such other items supplied and used by the Supplier (but not hired,
leased or loaned from CCS or the Buyer) in the performance of its
cbligations under this Call-Off Contract.

ESI Reference Number The 14 digit ESI reference number from the summary of cutcome screen of
the ESI tool.

Employment Status Indicator test | The HMRC Employment Status Indicator test tool. The most up-to-date
tool or ESI| tool version must be used. At the time of drafting the tool may be found here:
hitp://tools hmre.gov.uk/esi

Expiry Date The expiry date of this Call-Off Contract in the Order Form.

Force Majeure A Force Majeure event means anything affecting either Party's performance

of their obligations arising from any:
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@ acts, events or omissions beyond the reasonable control of the
affected Party

@ riots, war or armed conflict, acts of terrorism, nuclear, biological or
chemical warfare

@ acts of government, local government or Regulatory Bodies

fire, flood or disaster and any failure or shortage of power or fuel
@ industrial dispute affecting a third party for which a substitute third
party isn't reasonably available

The following do not constitute a Force Majeure event:

® any industrial dispute about the Supplier, its staff, or failure in the
Supplier's (or a Subcontractor’s) supply chain

@ any event which is attributable to the wilful act, neglect or failure to
take reasonable precautions by the Party seeking to rely on Force
Majeure

@ the event was foreseeable by the Party seeking to rely on Force
Majeure at the time this Call-Off Contract was entered into

® any event which is attributable to the Party seeking 1o rely on Force
Majeure and its failure to comply with its own business continuity
and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start Date that are
the same as or substantially similar to the Services. This also includes any
Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

Framework Agreement

The clauses of framework agreement RM1557ix together with the
Framework Schedules.

Fraud

Any offence under Laws creating offences in respect of fraudulent acts
(including the Misrepresentation Act 1967) or at common law in respect of
fraudulent acts in relation to this Call-Off Contract or defrauding or
attempting to defraud or conspiring to defraud the Crown,

Freedom of information Act or
FolA

The Freedom of Information Act 2000 and any subordinate legislation
made under the Act together with any guidance or codes of practice issued
by the Information Commissioner or relevant Government department in
relation to the legislation. |

G-Cloud Services

The cloud services described in Framework Agreement Section 2 (Services
Offered) as defined by the Service Definition, the Supplier Terms and any
related Application documentation, which the Supplier must make available
to CCS and Buyers and those services which are deliverable by the Supplier
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under the Collaboration Agreement.

Good Industry Practice

Standards, practices, methods and process conforming to the Law and the
exercise of that degree of skill and care, diligence, prudence and foresight
which would reasonably and ordinarily be expected from a skilled and

experienced person or body engaged in a similar undertaking in the same

or similar circumstances.

Guarantee

The guarantee described in Schedule 5.

Guidance

Any current UK Government Guidance on the Public Contracts Regulations
2015. In the event of a conflict between any current UK Government
Guidance and the Crown Commercial Service Guidance, current UK
Government Guidance will take precedence.

Indicative Test

ESI tool completed by contractors on their own behalf at the request of
CCS or the Buyer (as applicable) under clause 4.6.

Information

Has the meaning given under section 84 of the Freedom of Information
Act 2000.

Information Security
Management System

The information security management system and process developed by
the Supplier in accordance with clause 16.1.

Inside IR35

Contractual engagements which would be determined to be within the

scope of the IR35 Intermediaries legislation if assessed using the ESI tool,

Insolvency Event

Can be:
® a voluntary arrangement
@ a winding-up petition
® the appointment of a receiver or administrator
@ an unresolved statutory demand
@ a Schedule A1 moratorium,

Intellectual Property Rights or
IPR

Intellectual Property Rights are:

@® copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, trade marks, rights in intemet
domain names and website addresses and other rights in trade
names, designs, Know-How, trade secrets and other rights in
Confidential information

® applications for registration, and the right to apply for registration,
for any of the rights listed at (a) that are capable of being

registered in any country or jurisdiction
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@ all other rights having equivalent or similar effect in any country or
Jurisdiction

Intermediary For the purposes of the IR35 rules an intermediary can be;
@ the supplier's own limited company

@ 2 service or a personal service company

@® & partnership

It does not apply if you work for a client through a Managed Service
Company (MSC) or agency (for example, an employment agency).

IPR Claim As set out in clause 11.5.

IR35 IR35 is also known as ‘Intermediaries legislation’. It's a set of rules that
affect tax and National Insurance where a Supplier is contracted to work for
a client through an Intermediary.

IR35 Assessment Assessment of employment status using the ESI tool to determine if

engagement is Inside or Outside IR35.

Know-How All ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know-how relating to the
G-Cloud Services but excluding know-how zlready in the Supplier's or
CCS’s possession before the Start Date.

Law Any applicable Act of Parliament, subordinate legislation within the
meaning of Section 21(1) of the Interpretation Act 1978, exercise of the
royal prerogative, enforceable community right within the meaning of
Section 2 of the European Communities Act 1972, judgment of a relevant
court of law, or directives or requirements of any Regulatory Body.

All losses, liabilities, damages, costs, expenses (including legal fees),

Loss disbursements, costs of investigation, litigation, settlement, judgment,
interest and penalties whether arising in contract, tort (including
negligence), breach of statutory duty, misrepresentation or otherwise and

'Losses’ will be interpreted accordingly.

Lot Any of the 3 Lots specified in the ITT and Lots will be construed
accordingly.
Malicious Software Any software program or code intended to destroy, interfere with, corrupt,

or cause undesired effects on program files, data or other information,
executable code or application software macros, whether or not its

operation is immediate or delayed, and whether the malicious software is
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introduced wilfully, negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up to 1% but
currently set at 0.75% of all Charges for the Services invoiced to Buyers (net
of VAT) in each month throughout the duration of the Framework
Agreement and thereafter, until the expiry or End of any Cali-Off Contract.

Management Information

The management information specified in Framework Agreement section 6
{(What you report to CCS).

Material Breach

Those breaches which have been expressly set out as a material breach and
any other single serious breach or persistent failure to perform as required
under this Call-Off Contract.

Ministry of Justice Code

The Ministry of Justice's Code of Practice on the Discharge of the Functions
of Public Authorities under Part 1 of the Freedom of Information Act 2000,

New Fair Deal

The revised Fair Deal position in the HM Treasury guidance: "Fair Deal for
staff pensions: staff transfer from central government” issued in October
2013 as amended.

Order An order for G-Cloud Services placed by a Contracting Body with the
Supplier in accordance with the Ordering Processes.
Order Form The order form set out in Part A of the Call-Off Contract to be used by a

Buyer to order G-Cloud Services.

Ordered G-Cloud Services

G-Cloud Services which are the subject of an Order by the Buyer.

Qutside IR35

Contractual engagements which would be determined to not be within the
scope of the IR35 intermediaries legislation if assessed using the ESI tool.

Party

The Buyer or the Supplier and 'Parties’ will be interpreted accordingly.

Personal Data

As described in the Data Protection Act 1998
(http:/fwww legislation.gov.uk/ukpga/1998/29/contents)

Processing

This has the meaning given to it under the Data Protection Act 1998 as
amended but, for the purposes of this Call-Off Contract, it will include both
manual and automatic processing. ‘Process’ and ‘processed’ will be
interpreted accordingly.

Prohibited Act

To directly or indirectly offer, promise or give any person warking
for or engaged by a Buyer or CCS a financial or other advantage
to:
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@® induce that person to perform improperly a refevant function or
activity
@ reward that person for improper performance of a relevant function
or activity
® commit any offence:
O under the Bribery Act 2010
O under legistation creating offences concerning Fraud
O at common Law concerning Fraud

O committing or attempting or conspiring to commit Fraud

Project Specific IPRs Any intellectual property rights in items created or arising out of the
performance by the Supplier (or by a third party on behalf of the Supplier)
specifically for the purposes of this Call-Off Contract including databases,
configurations, code, instructions, technical documentation and schema but
not including the Supplier's Background IPRs.

Property Assets and property including technical infrastructure, IPRs and equipment.

PSN or Public Services Network | The Public Services Network (PSN) is the Government's high-performance
network which helps public sector organisations work together, reduce
duplication and share resources.

Regulatory Body or Bodies Government departments and other bodies which, whether under statute,
codes of practice or otherwise, are entitled to investigate or influence the
matters dealt with in this Cali-Off Contract.

Relevant Person Any employee, agent, servant, or representative of the Buyer, any other
public body or person employed by or on behalf of the Buyer, or any other
public body.

Relevant Transfer A transfer of employment to which the Employment Regulations applies.

Replacement Services Any services which are the same as or substantially similar to any of the

Services and which the Buyer receives in substitution for any of the Services
after the expiry or Ending or partial Ending of the Call-Off Contract,
whether those services are provided by the Buyer or a third party.

Replacement Supplier Any third party service provider of Replacement Services appointed by the
Buyer (or where the Buyer is providing replacement Services for its own
account, the Buyer).

Services The services ordered by the Buyer as set out in the Order Form.

Service Pata Data that is owned or managed by the Buyer and used for the G-Cloud
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Services, including backup data.

Service Definition(s)

The definition of the Supplier's G-Cloud Services provided as part of their
Application that includes, but isn't limited to, those items listed in Section 2
(Services Offered) of the Framework Agreement.

Service Description

The description of the Supplier service offering as published on the Digital
Marketplace.

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the course of the
use of the G-Cloud Services for purposes of or in connection with this Call-
Off Contract.

Spend Controls

The approval process used by a central government Buyer if it needs to
spend money on certain digital or technology services, see

hitps://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-

you-need-approval-to-spend-money-on-a-service

Start Date

The start date of this Call-Off Contract as set out in the Crder Form.

Subcontract

Any contract or agreement or proposed agreement between the Supplier
and a Subcontractor in which the Subcontractor agrees to provide to the
Supplier the G-Cloud Services or any part thereof or facilities or goods and
services necessary for the provision of the G-Cloud Services or any part

thereof.

Subcontractor

Any third party engaged by the Supplier under a Subcontract {(permitted
under the Framework Agreement and the Call-Off Contract) and its
servants or agents in connection with the provision of G-Cloud Services.

Supplier Representative

The representative appointed by the Supplier from time to time in relation
to the Call-Off Contract.

Supplier Staff

All persons employed by the Supplier tagether with the Supplier's servants,
agents, suppliers and Subcontractors used in the performance of its
obligaticns under this Call-Off Contract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out in the Terms
and Conditions document supplied as part of the Supplier's Application.

Term

The term of this Call-Off Contract as set out in the Order Form.

Variation

This has the meaning given to it in clause 32 (Variation process).

Working Days

Any day other than a Saturday, Sunday or public holiday in England and
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Wales.

Year A contract year.
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