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G-Cloud 13 Call-Off Contract

This Call-0ff Contract for the G-Cloud 13 Framework Agreement (RM1557.13) indludas:

G-Cloud 13 Call-Off Contract

Part A: Order Fom

Part B: Terms and conditions
Schedule 1: Services

Schedule 2: Call-Off Contract charges
Schedule 3. Collaboration agreement
Schedule 4: Alternative clauses
Schedule 5: Guarantes

Schedule 6: Glossary and interpretations
Schedule T: UK GDPR Information
Annex 1: Processing Personal Data
Annex 20 Joint Controller Agreement
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Part A: Order Form

Buyers must use this template order form as the basis for all Call-Off Contracts and must refrain
from accepting a Supplier’s prepopulated version unless it has been carefully checked against
tempiate drafting.

Platform service ID number 5192 7508 5185 964
Call-Off Contract reference DDaT23423
Call-Off Contract title JIRA Licences

JIRA Software (Cloud) Standard 300

Call-Off Contract description Users Twao years
Start date 11* Oclober 2023
Expiry date 10" October 2025
Call-Off Contract value £32 965.23 ex VAT
Charging method BACS

Purchase order number To follow

This Order Form is issued under the G-Cloud 13 Framework Agreement (RM1557.13).

Buyers can use this Order Form to speciffy their G-Cloud service requirements when placing an
Order.

The Order Form cannol be used to alter exisling ferms or add any exira terms that materially
change the Services offered by the Supplier and defined in the Application.
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There are lerms in the Call-Off Contract that may be defined in the Order Form. These are
identified in the contract with square brackels

From the Buyer | Department for Energy Security and Net Zera
1 Victoria Strest,
London

SW1THDET

Mew Verve Consulting Lid

0141 674 8502

100 West George Streat

To the Supplier

Glasgow

Company number: 5C 408181

Together the ‘Parties’

Principal contact details

For the Buyer:

Faor the Supplier:
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Call-Off Contract term

Start date

This Cal-Off Contract Starts on 11™ Oclober 2023 and is valid for 2
years.

Ending
(termination)

The notice pariod for the Supplier needed for Ending the Call-Of
Contract is at least 90 Working Days from the date of written nolice
for undisputed sums (as per clause 18.6).

The notice pariod for the Buyer is a maximum of 30 days from the
date of written notice for Ending without cause (as per clause
18.1)

Extension period

This Call-Off Contract can be extended by the Buyer for one period
of up to 12 months, by giving the Supplier 1 months written notice
before its expiry. The extension period is subjed lo clausas 1.3
and 1.4 in Part B below.

Extensions which exiend the Term beyond 36 months are only
permittad if the Supplier complies with the additional exil plan
requirements at clauses 21.3to 21.8.

If & buyer is a central government depariment and the contract
Tamm is intended to exceed 24 months, then under the Spend
Conftrols process, prior approval must be oblained from the
Government Digital Service (GDS). Further guidance:

hitps:/fwww gov. ukiservice-manualiagile-delivary/spend-controls-
check-i-you-nead-approval-lo-spend-monay-on-a-sendice
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Buyer contractual details

This Ordar is for the G-Cloud Services oullined below. It is acknowledged by the Parties that tha
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud Lot This Call-Of Contrad! is for the provision of Services Undar:
s Lot 2: Cloud software

G-Cloud Services The Services to be provided by the Supplier under the
required above Lot are listed in Framewaork Schedule 4 and outlined
beelow:

= JIRA Licences, 300 users for 24 months

Additional Services MiA

Location Currently - The Sarvices will be delivered lo 1 Vicloria
Street, London, SW1H DET.

As of 30" November 2023 the Buyer will be moving
preamisas. This will be notified at the time and the new
address will be:

22 — 26 Whitehall, London, SW1A 2ZEG

Quality Standards The guality standards required for this Call-Off Contract are
far tha services to be delivered in accordance with generally
accepted industry practice.

Technical Standards: The technical standards used as a requirement for this Call-
Off Contract are for the services o be delivered in
accordance with generally accepted imdustry practice.

Service level agreement: The sarvice level and availability criteria required for this
Call-Off Contract are for the services to be delivered in
accordance with generally accepted industry practice.

Onboarding Mot Applicable
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Offboarding

Nat Applicable

Collaboration agreement

MNat Applicable

Limit on Parties’ liability

Defaults by either party resulting in direct loss to the propearty
(including technical infrastructure, assets or equipment but
axcluding any loss or damage to Buyer Dala) of the other Party
will not excead £50,000.00 per year.

The annual iofal lability of the Supplier for Buyer Data Defaults
resulting in direct loss, destruction, cormuption, degradation ar
damage to any Buyer Data will not exceed 125% of the
Charges payable by the Buyer to the Supplier during the Call-
Off Contract Term (whichever is tha grealer).

The annual tofal liability of the Supplier for all other Defaults will
not exceed the greater of 125% of the Charges payable by the
Buyer to the Supplier during tha Call-Off Contract Term
[whichewer is the graaler).

Insurance

The Supplier insurance(s) required will ba:
& & minimum insurance period of 6 years following the
expiration or Ending of this Call-Off Contract
s« professional indemnity insurance cover o ba hedd by
the Supplier and by any agent, Subcontracior ar
consultant invohved in the supply of the G-Cloud
Servicas. This professional indemnity insurance cover
will have a minimum limit of indemnity of £1,000,000 for
each individual claim or any higher limit the Buyer
requires {and as required by Law)
« employers’ liability insurance with a minimum limit of
£5,000,000 or any higher minimum limit required by Law

Buyer's responsibilities

Mat Applicable
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Buyer's aguipment Mat Applicable

Supplier's information

Subcontractors or The following is a list of the Supplier's Subcontractors or Partners .
partners
Allassian

Call-Off Contract charges and payment

The Call-Off Confract changes and payment datails are in the iable balow. See Schedule 2 for a full
breakdown.

Payment mathod The payment method for this Call-Off Contract is BACS.
Payment profila The payment profile for this Call-Off Contract is two yearly in advance.
Invoice details The Supplier will issue edectronic invoices bwo yearly in advance. The

Buyer will pay the Supplier within 30 days of receipt of a valid
undisputed invoica.

Who and where to Invaices will ba sant to finances@uksbs co.uk .
send invoices to

Invoice information All invoices must include a purchase order number.
required

Invoice frequency Invoice will be sant to the Buyer at the siart of the two year term.
Call-Off Contract The total value of this Call-Off Contract is £32,965.23 ex VAT.
valua
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Call-Off Contract
charges

Tha breakdown of the Charges is £32 96523 excluding VAT.

Additional Buyer terms

Performance of the
Service

As sat out in Annex 1 to Schedule 1.

Guarantea Mot Applicable
Warranties, In addition o the incorporated Framework Agreement clawsa 2.3, the
reprasentations Supplier warrants and represants io the Buyer as sef oul in Anmex 1

to Schedula 1.

Supplemental Mot Applicable
requirements in

addition to the Call-Off

terms

Altermative clauses Mot Applicable

Buyer specific
amendments
to/refinements of the
Call-Off Contract terms

As at out in Annex 1 to Schedule 1

Personal Data and
Data Subjects

Annex 1 of Schedule T is being used.

Intellectual Property

Mot Applicable

Social Value

Mot Applicable
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1 Formation of contract
11 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-
Off Contract with the Buyer.

1.2 The Parties agres that they have read the Order Form (Part A) and the Call-Off Conftract
terms and by signing below agree to be bound by this Call-Off Contract.

13 This Call-Off Contract will ba formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

14 In cases of any ambiguity or conflict, the terms and conditions of the Call-Of Contract (Parl
B) and Order Form (Part A) will suparsade those of the Supplier Terms and Conditions as
par the order of pracedence sat out in clause 8.3 of the Framework Agreemeant.

2 Background to the agresment
21  The Supplier is a provider of G-Cloud Senvices and agreed fo provide the Services under
the terms of Framewark Agreement number RM1557.13.

22 Thie Buyer provided an Order Form for Services to the Supplier.
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Customer Benefits

For each Call-Off Confract please complete a customer benefits record, by following this link:

G-Cloud 13 Customer Benafit Record
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1.2

1.3

14

Part B: Terms and conditions

Call-Off Contract Start date and length
The Supplier must start providing the Services on the dale specified in the Order Form.

This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 38
months from the Start date unless Ended earlier under clause 18 or extended by the Buyer
under clause 1.3.

The Buyer can extand this Call-Off Conftract, with written notice to the Supplier, by the
period in the Order Form, provided that this is within the maximum permitted under the
Framewaork Agreement of 1 period of up to 12 months.

The Parties must comply with the requirements under clausses 21.3 o 21.8 if the Buyer
resarves the right in the Order Form to set the Term ai more than 24 months.

Incorporation of terms

The following Framework Agreement clauses (including clauses and defined terms
referenced by them) as modified under clause 2 2 are incorporated as separate Call-Off
Confract obligations and apply between the Supplier and the Buyer:

2.3 (Warranties and representations)
4.1 to 4.6 (Liability)

4.10to 4.11 (IR35)

10 (Force majeure)

5.3 (Continuing rights)

5.4 to 5.6 (Change of control)

5.7 (Fraud)

5.8 (Notice of fraud)

T (Transparency and Audit)

8.3 (Order of precadenca)

11 (Relationship)

14 {Entire agreemant)

15 (Law and jurisdiction)

18 {Legislative change)

17 (Bribery and comuption)

18 (Freedom of Information Act)

183 (Promoting tax complianca)

20 (Official Secrets Acl)

21 (Transfer and subcontracting)

23 (Compilaints handling and resolution)
24 (Conflicts of interest and ethical walls)
25 (Publicity and branding)

26 (Equality and diversity)
28 {Data pratection)

3 (Severability)
32 and 33 (Managing disputes and Mediation)
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22

32

-8 8 @

34 {Confidentiality)

35 (Waiver and cumulative remedies)

36 {Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement Schedule 3

The Framework Agreement provisions in clause 2.1 will be modified as follows:

221 arefarence to the 'Framewark Agreament’ will be a reference to the 'Call-Off
Contract'

222 arefarence to 'CCS or bo 'CCS andVor the Buyer' will be a reference o “tha Buyer’
223 areference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and
Supplier as Parties under this Call-Off Confract

23  The Parties acknowledge that they are reguired to complete the applicable Annexes
contained in Schedule 7 (Processing Data) of the Framework Agreement for the
purposes of this Call-Off Confracl. The applicable Annexes being reproduced al
Schedule 7 of this Call-Off Contract.

24 The Framework Agreement incorporated clauses will be referred to as incorporated
Framework clausa %30, where )0{ is the Framework Agreement clause number.

25  When an Order Form is signed, the terms and conditions agreed in it will be
incorporated into this Call-Of Contract

Supply of services

The Supplier agrees to supply the G-Cloud Services and any Additional Services under the
terms of the Call-Off Contract and the Supplier's Application.

The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceplance
criteria, as defined in the Order Form.

Supplier staff
The Supplier Staff must:

4.1.1 be appropriately axperienced, qualified and lrained to supply the Services
4.1.2 apply all due skill, care and diligence in faithfully performing those duties

4.1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the
Services to the reasonable satisfaction of tha Buyer
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4.2

4.3

4.4

45

46

4.7

48

6.1

4.1.4 respond lo any enquiries aboul the Services as soon as reasonably possible
4.1.5 complete any necessary Supplier Siaff vetting as specified by the Buyer

The Supplier must retain overall control of the Supplier Staff so that they are not considersd
fo be employeeas, workers, agents or contractors of tha Buyer.

The Supplier may substitute any Supplier Staff as long as they have the eguivalent
exparence and qualifications to the substituted staff member.

The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the
Supplier's engagemant under the Call-Off Conltract is Inside or Outside IR35.

The Buyer may End this Call-Off Contract for Material Breach as par clause 18.5 hereunder
if the Supplier is defivering the Services Inside IR35.

The Buyer may nead the Supplier to complete an Indicative Test using the ESI ool befora
the Starl date or at any lime during the provision of Services to provide a prefiminary view
of whether the Services are baing delivered Inside or Outside IR35. If the Supplier has
completed the Indicative Test, it must download and provide a copy of the PDF with the
14digit ESI reference number from the summary oulcome screen and promptly provide a
copy to the Buyer.

If the Indicative Test indicates the dalivery of the Services could potentially be Inside IR35,
the Supplier must provide the Buyer with all relevant information needed to enable the
Buyer lo conduct its own IR35 Assessment

If it is determined by tha Buyer that the Suppliar is Outside IR35, the Buyer will provide the
ESl referanca number and a copy of the PDF o the Supplier.

Due diligence
Both Parties agres that when entering into a Call-Off Contract they:

5.1.1 have made their own enguiries and are satisfied by the accuracy of any information
supplied by the ather Parly

5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract
tarms

5.1.3 have raised all due diligance questions before signing the Call-Off Confract
5.1.4 have enlered into the Call-Off Contract ralying on their own due diligance

Business continuity and disaster recovery

The Supplier will have a clear business continuity and disaster recovery plan in their
Sarvice Descriptions.
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6.2

6.3

72

7.3

74

75

76

iy
78

7.9

7.10

The Supplier's business continuity and disaster recovery services are par of the Services
and will be parformed by the Supplier when required.

If reguested by the Buyer prior to entering into this Call-Of Contract, the Supplier must
ensure that its business conlinuily and disaster recovery plan is consistent with the Buyer's
own plans.

Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery of
the Services.

The Buyer will pay the Supplier within the number of days specified in the Order Form: an
recaipt of a valid invoice.

The Call-Off Confract Charges include all Charges for payment processing. All invoicas
submitted fo the Buyer for the Services will be exclusive of any Management Charge.

If spacified in tha Order Form, the Supplier will accept payment for G-Cloud Services by the
Government Procurement Card (GPCZ). The Supplier will be liable to pay any merchant fee
lewvied for using the GPC and musi not recover this charge from the Buyer.

The Supplier must ensure that each invoice contains a delailed breakdown of the G-Cloud
Samvices supplied. Tha Buyer may request the Supplier provides further documentation to
substantiate the invoice.

If the Supplier enters into 8 Subcontract it must ensure that a provision is incleded in each

Subcontract which specifies that payment must be made (o the Subcontracior within 30
days of receipl of a valid invoice.

All Charges payable by the Buyer to the Supplier will include VAT al the appropriate Rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of tha
amount a5 a separate line tem.

The Supplier will indemnify the Buyer on demand against any liability arising from the
Supplier's failure to account for or o pay any VAT on paymenis made to the Suppliar under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days
bafore the date on which the tax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Sarvices unless the Supplier is
entitled 1o End this Call-Off Confract under clause 18.6 for Buyer's failure o pay undisputed
sums of money. Interest will be payable by the Buyer on the late payment of any
undisputed sums of money properly invoices under the Late Payment of Commercial Debis
{Interest) Act 1908,

If there’s an invoice dispute, the Buyer must pay the undisputed portion of the amount and
raturn the invoice within 10 Working Days of the invoice date. The Buyer will provide a
covering statement with proposed amendments and the reason for any non-payment. The
Supplier must nolify the Buyer within 10 Working Days of receipt of the returned invoice if it
accepls the amendments. If it doas then the Supplier must provide a replacement valid
invoice with the response.
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7.12 Due lo the nature of G-Cloud Services it isn't possible in a static Order Form to exactly

a2

93

94

dafine the consumption of services over the duration of tha Call-Of Contract. The Supplier
agreas that the Buyer's volumes indicated in the Order Form are indicative only.

Recovery of sums due and right of set-off

If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off
Confract Charges.

Insurance

The Supplier will maintain the insurances required by the Buyer including those in this
clausa.

The Supplier will ensure that

8.2.1 during this Call-Of Contradi, Subcontractors hold third party public and products
liahility insurance of the same amounts that the Supplier would be legally liable to
pay as damages, including the claimant's costs and expenses, for accidental death
or bodily injury and loss of or damage to Proparty, to a minimum of £1,000,000

8.2 2 the third-party public and products liability insurance contains an ‘indemnity ta
principals’ clause for the Buyer's benefit

89.2.3 all agents and professional consullants involved in the Services hold professional
indemnity insurance 1o a minimum indemmnity of £1,000,000 for each individual claim
during the Call-Off Contract, and for & years after the End or Expiry Date

5.2 .4 all agents and professional consullanis involved in the Services hold employers
liahility insurance (excepl where exempl under Law) to a minimum indemnity of
£5,000,000 for each individuwal claim during the Call-Off Contract, and for 6 years
aiter the End or Expiry Dafe

If requesied by the Buyer, the Supplier will obtain additional insurance policies, or extand
existing policies bought under the Framework Agreement.

If requested by the Buyer, the Supplier will provide the following to show compliance with
this clause:

9.4.1 a broker's verification of insurance
0.4_2 receipts for the insurance premium

.43 evidence of payment of the lalest premiums due
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a5

9.8

ar

2.8

10.
10.1

1.
11.1

Insurance will mot refieve the Supplier of any liabilities under the Framework Agreement or
this Call-Off Contract and the Supplier will:

9.5.1 take all risk control measures using Good Industry Practice, including the
investigation and reports of claims o insurers

59.5.2 promptly nolify the insurers in writing of any relevant material fact under any
Insurances

8.5.3 hold all insurance policies and require amy broker arranging the insurance Lo hald any
insurance slips and other evidence of insurance

The Supplier will not do or omit to do anything, which would destroy or impair the legal
walidity of the insurance.

The Supplier will nolify CCS and the Buyer as soon as possible if any insurance policies
have been, or are due to be, cancelled, suspended, Ended or nol renewed.

The Supplier will ba liable for the payment of any:

B.8.1 premiums, which it will pay promplly
8.8.2 excess or deductibles and will not be entitled to recover this from the Buyer

Confidentiality

The Supplier must during and after the Term keep the Buyer fully indemnified against all
Losses, damages, costs or expenses and ofher liabilites (including legal fees) arising from
any breach of the Supplier's obligations under incorporated Framewaork Agreement dause
34. The indemnity doesn't apply to the extent that the Supplier breach is due 1o a Buyer’s

instruction.

Intellectual Property Rights

Save for tha licences expressly granted pursuant fo Clauses 11.3 and 11.4, neither Party
shall acquire any right, tile or interest in or to the Intellectual Property Rights ("IPRs)
(whether pre-existing or created during the Call-Off Contract Term) of the other Party or its
licensors unless stated otherwise in the Order Form.

Maither Party shall have any right lo use any of the other Party's names, logos or trade
marks on any of ils products or services without the other Parly's prior written consent.

The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence
during the Call-Off Contract Term o use the Buyer's or its relevant licensor's Buyer Data
and related IPR solely to the extent necessary for providing the Services in accordance with
this Contracl, inclieding the right to grant sub-licences to Subcontractors provided that:
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11.4

11.3.1 any relevant Subconiractor has entered inlo a confidentiality underaking with the

Supplier on substantially the same terms a5 sel out in Framework Agreemant clause 34
{Confidenliality); and

11.3.2 the Supplier shall not and shall procure that any relevant Sub-Contractor shall not,
without the Buyer's written consent, usa the licensed materials for any other purpose or for
thea benefit of any person other than the Buyer.

The Supplier grants to the Buyer the licence taken from its Supplier Terms which licence
shall, as a minimum, grant the Buyer a non-exclusive, non-transferable licence during the
Call-Of Contract Term o use the Supplier's or its relevant licensor's IPR solely to the
exbtent necessary lo access and use the Services in accordance with this Call-Off Contract.

11.5 Subject to the limitation in Clause 24_3, the Buyer shalk

11.5.1 defend the Supplier, its Affiliates and licensors from and against any third-party

claim:

(a) alleging that any use of the Services by or on behalf of the Buyer and/or Buyar
Users is in breach of applicable Law;

[b) alleging that the Buyer Data viclates, infringes or misappropriates any rights of a
third party;

(c) arising from the Supplier's usa of the Buyer Data in accordance with this Call-Off
Contract; and

11.5.2 in addition to defending in accordance with Clause 11.5.1, the Buyer will pay the
amount of Losses awarded in final judgment against the Supplier or the amount
of any selflement agreed by the Buyer, provided that the Buyer's obligations
under this Clause 11.5 shall not apply where and to the extent such Losses or
third-party claim is caused by the Supplier's breach of this Contract.

The Supplier will, on written demand, fully indemnify the Buyer for all Losses which it may
incur at any time from any claim of infringement or alleged infringement of a third party’s
IPRs bacause of the:

11.6.1 nights granted fo the Buyer under this Call-Off Contract
11.6.2 Supplier's performance of the Services
11.6.3 use by the Buyer of the Sarvices

If an IPR Claim is made, or is likely o be made, the Supplier will immediately nolify the
Buyer in writing and must at ils own expense afler written approval from the Buyer, either:

11.7.1 maodify the relevant part of the Sarvices wilhout reducing its functionality or
performance

11.7.2 subslitute Servicaes of equivalent funclionality and performance, lo avoid the
infringement or the alleged infringement, as long as there is no additional cost or
burden to the Buyer



12.

12.1

11.7.3 buy a licence o use and supply the Services which are the subject of tha alleged
infringement, on tarms acceptable to the Buyer

Clause 11.6 will not apply if the IPR Claim is from:

11.8.1 the use of data supplied by the Buyer which the Supgplier isn't required to verify
urder this Call-Off Contract

11.8.2 othar material provided by the Buyer nacessary for the Sarvices

If the Supplier does mot comply with this clause 11, the Buyer may End this Call-Off
Confradt for Material Breach. The Suppliar will, on demand, refund the Buyer all the money
paid for the affected Services.

Protection of information

The Supplier must

12.1.1 comply with the Buyer's wrilten instructions and this Call-Off Contract when
Processing Buyer Parsonal Data

12.1.2 only Process the Buyer Personal Data as necessary for the provision of the G-Cloud
Senvices or as reguired by Law or any Regulatory Body

12.1.3 take reasonable steps o ensure that any Supplier Staff who have access lo Buyer
Personal Data act in compliance with Supplier's security processes

12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including

123

by
12.2 1 providing the Buyer with full details of the complaint or request

12.2.2 complying with a dala access reguest within the limescales in the Data Profection
Legislation and following the Buyer's instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject
{within the imescales required by the Buyer)

12.2 4 providing the Buyer with any information requested by the Data Subject

The Supplier must get prior written consant from the Buyer to transfer Buyer Personal Data
to any other person (including any Subcontractors) for the provision of the G-Cloud
Sarvices.
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13.
13.1

13.2

13.3

13.4

13.5

136

13.7

Buyer data
The Supplier must nol remowve any proprietary nofices in the Buyer Dala.

The Supplier will not store or use Buyer Data excepl if necessary to fulfil ils obligations.

If Buyer Data is processed by the Supplier, the Supplier will supply the data 1o the Buyer as
requested.

The Supplier must ensure that any Supplier system that holds any Buyer Data is a secura
system thal complies with the Supplier's and Buyer's securily policies and all Buyer
requirements in the Order Form.

The Supplier will preserve the integrty of Buyar Data processed by the Suppher and
prevent its comruption and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked
Buyer Data or other government data will comply with:

13.8.1 the principles in the Security Policy Framewark:
hittpes - fwwnw. gow. uk/government/publications/security-policy-framework and the
Government Security - Classification policy
hitips: e gow ukigovernment! publications/government-security-classifications

13.6.2 guidance isswed by the Cantre for Protection of Mational Infrastructusre on
Risk Management: htios /fwww npsa gov uk! content/adopl-risk-managemaent-
approach and Protection of Sensitive Information and Assels:
hitps-ifwww.npsa.gov. uk/sensitive-information-assels

13.6.3 the National Cyber Security Centre's ([NC5C) information risk management
guidance: hitps:\fwww nesc.gov ukicollecliondisk-management-collection

13.6.4 govermmant best practice in the design and implementation of system components,
including network principles, security design principles for digital services and the
sacure amail blueprint:
hitps:ifwww. gov ukigovermment/publicationsfechno -of-practiceitechnol
-code-of-praclice

13.6.5 the security requiraments of cloud services using the NCSC Cloud Sacurity

Principles and accompanying guidanca:
hitlps: ffwww.nesc.gov. ukfquidance/implementing-clowd-security-principles

13.6.8 Buyer requiremenis in respect of Al ethical standards.

The Buyer will specify any security requirements for this project in the Order Form.
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13.8

139

If the Supplier suspecis that the Buyer Data has or may become comupted, lost, breached
or significantly degraded in any way for any reason, then the Supplier will notify the Buyer
immediately and will {at its own cost f corruplion, loss, breach or degradation of the Buyer
Data was caused by the action or omission of the Supplier) comply with any remedial action
reasonably proposad by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological
processes o keep the Buyer Dala safe from unauthorised use or access, loss, destruction,
theft or disclosure.

13.10 The provisions of this cause 13 will apply during the termi of this Call-Off Contract and for as

14.
14.1

142

14.3

14.4

145

15.

15.1

152

long as the Supplier holds the Buyer's Data.

Standards and quality

The Supplier will comply with any standards in this Call-Off Contract, the Order Form and
the Framework Agreemeant.

The Supplier will deliver the Services in a way that enables the Buyer to comply with its
obligations under the Technology Code of Practice, which is at
hiltps:Tfwww.gov.ukigovernment’publications/technologycode-of-practice/tachnology -code-

of-practice

If requestad by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud
Samvices comply with the reguirements in the PSN Code of Practice.

If any PSM Services are Subcontracied by the Supplier, the Supplier must ensure that the
services have the relevant PSN compliance cerification.

The Supplier must immediately disconnect its G-Clowd Services from the PSN if the PSN

Authonty considers there is a risk to the PSN's security and the Supplier agrees that the
Buyer and the PEMN Authority will not be liable for any actions, damages, costs, and any
other Supplier liabilites which may arise.

Open source

All software created for the Buyer must be suitable for publication as open source, unless
otherwize agreed by the Buyer.

If software needs to be converted before publication as open source, the Supplier must also
provide the converled format unless otherwise agreed by the Buyer.
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16.
16.1

16.2

16.3

16.4

16.5

16.6

16.7

17.
17.1

Security

If reguesied o do so by the Buyer, before entaring into this Call-Off Contract the Supplier
will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the
Buyer's writtan approval of) a Security Managament Plan and an Information Sacurity
Management System. After Buyer approval the Security Management Plan and Information
Sacurity Management System will apply during the Term of this Call-Off Contract Both
plans will comply with the Buyer's security policy and profect all aspects and processes
aesociated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus
dafinilions available from an indusiry-accepted antivines software seller to minimise the
impact of Malicious Software.

If Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Suppler will halp the Buyer to miligate any losses and restore the Services to
operating efficiency as soon as possible.

Responsibility for costs will be at the:

16.4.1 Supplier's axpensa if the Malicious Softwane originates from tha Supplier software or
the Service Data while the Service Data was under the conbrol of the Supplier,
uniess the Supplier can demonstrate that it was already present, not quarantined or
identified by the Buyer when provided

16.4.2 Buyer's expensa if the Malicious Software originates from the Buyer software or the
Senvice Dala, while the Senvice Dala was under the Buyer's control

Tha Supplier will immediately notify the Buyer of any breach of security of Buyer's
Confidential Information. Where the breach ocourred because of a Supplier Default, tha
Supplier will recover the Buyer's Confidential Information however it may be recorded.

Any system development by the Suppler should also comply with the government's “10
Steps to Cyber Security’ guidance:
hitps:iiwwww.ncsc.gov.ukiguidancel 10 -steps-cyber-security

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
cartificate, the Supplier must provide the Buyer with a valid Cyber Essentials cerlificate (or
equivalent) required for the Services bafore the Star date.

Guarantee

If this Call-Off Contradt is conditional on receipt of a Guaraniee that is acceptable 1o the
Buyer, the Suppliar must give the Buyer on or before the Start date:

17.1.1 an executed Guarantes in the form at Schedule 5
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18.
18.1

18.2

18.3

16.4

18.5

18.6

17.1.2 a cerlified copy of the passed resolution or board minutes of the guarantor approving
the execution of the Guarantes

Ending the Call-Off Contract

The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the
Supplier, unless a shorter period is specified in the Order Form. The Supplier's obligation 1o
provide the Sarvices will end on the dale in the nolice.

Tha Parties agree that tha:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is reasonabla
considering the type of cloud Saervice being provided

18.2.2 Call-Off Contract Charges paid during the notice period are reasonable
compensation and cover all the Supplier's avoidable costs or Losses

Subject to dause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it
will indemnify the Supplier against any commilments, liabilities or expenditure which result
in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable
steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduca its
unavoidable costs by any insurance sums available. The Supplier will submit a fully
itemised and cosled list of the unavoidable Loss with supporling evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate effect
by written notice 1o the Supplier if either the Supplier commits:

18.4.1 a Supplier Dafault and il the Supplier Default cannot, in the reasonable opinion of
the Buyer, be remedied

18.4.2 any fraud

A Parly can End this Call-Off Contract atl any time with immediate effect by writlen notice if:

18.5.1 the othar Party commits a Material Breach of any term of this Call-08f Contract
{other than failure fo pay any amounts due) and, if that breach is remediable, fails io
remady it within 15 Working Days of baing nofified in writing to do so

18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Parly ceases or threatens io cease o camy on the whole or any material
part of ils business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier
must notify the Buyer and allow the Buyer & Working Days to pay. If the Buyer doesn't pay
within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of
notice in the Order Form.

LK OFFICIAL



18.7 A Parly whaoisn relying on a Force Majeure event will have the right to End this Call-Off
Contract if clause 23.1 applies.

19. Consequences of suspension, ending and expiry

18.1 i a Buyer has tha right io End a Call-Off Contracl, it may elect to suspend this Call-Off
Contract or any part of il

18.2 Even if a notice has been sarved to End this Call-Off Contract or any parl of it, the Suppliar
must contineea to provide the ordered G-Cloud Services until the dales set out in the notica.

18.3 The rights and obligations of the Parlies will cease on the Expiry Date or End Date
whichewer applies) of this Call-Of Contract, except those cantinuing provisions described in
clause 19.4.

18.4 Ending or expiry of this Call-Off Contract will not affect:
18.4.1 any rights, remedies or obligations accrued before its Ending or expiration

19.4.2 the right of either Party lo recover any amount outstanding at the time of Ending or
expiry

19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier undar
clauses

7 (Payment, VAT and Call-Off Contract charges)

B (Recovery of sums due and right of set-off)

8 {Insuranca)

10 (Confidentiality)

11 (Intellectual property rights)

12 (Protection of information)

13 (Buyer data)

19 (Consequences of suspension, ending and axpiry)

24 (Liability}; and incorporated Framework Agreement clauses: 4.1 to 4.8, (Liability),
24 (Conflicts of interest and ethical walls), 35 (Waiver and cumulative remedies)

8 8 8 B 8B 8B

19.4 4 any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is in force even if it Ends or expires.

18.5 Al the end of the Call-Off Contract Term, the Supplier must promptiy:

19.5.1 return all Buyer Data including all copies of Buyer software, code and any other
software licensed by the Buyer to the Supplier under it

19.5.2 return any malerials created by the Supplier under this Call-Of Contract if the IPRs
are owned by the Buyer
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20.
20.1

21.
21.1

21.2

19.5.3 slop using the Buyer Data and, al the direction of the Buyer, provide the Buyer with
a complete and uncaorrupted version in electronic form in the formats and on media
agreed with the Buyer

19.5.4 destroy all copies of the Buyer Data when they receive the Buyer's written
instructions to do so or 12 calendar months after the End or Expiry Date, and
provide writtan confirmation to the Buyer that the data has been securely destroyed,
except if the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any ongoing waork

19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer,
within 10 Working Days of the End or Expiry Date

19.6 Each Party will return all of the other Party’s Confidantial Information and confirm
this has been done, unless there is a legal requirement to keep it or this Call-Off
Contract states otherwise.

19.7 Al icences, leases and authorisations granted by the Buyer to the Supplier will
caasa al the end of the Call-Of Contract Term without the need for the Buyer lo
sanve notice except if this Call-Off Contract states otherwise.

Motices

Any notices sant must be in writing. For the purpose of this classe, an email is accepted as
baing 'in wriling'.

&  Manner of delivery: email

Deemed tima of delivery: B9am on the first Working Day after sending

& Proof of service: Sent in an emailed letier in PDF format to the correct email address.
without any emor message

This clause does not apply to any legal action or other method of dispute resolution which
should be sent to the addresses in the Order Form (other than a dispute notice under this
Call-Off Contract).

Exit plan
The Supplier must provide an exit plan in its Application which ensures continuity of service
and the Supplier will follow it

‘When requested, the Supplier will help the Buyer to migrate the Services to a replacemant

supplier in line with the axit plan. This will be at the Supplier's own expense if the Call-Of
Contract Ended before the Expiry Date due to Supplier cause.

UK OFFICIAL



21.3

21.4

215

216

217

21.8

If the Buyer has reserved the right in the Order Form to extend the Call-Off Confracl Term
bayond 36 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least & weeks before the 30 month anniversary of the Starl date.

The Supplier must enswre that the additional exit plan clearly sets out the Supplier's
methodobogy for achieving an orderly transition of the Senvices from the Supplier o the
Buyer or its replacemant Supplier at the expiry of the proposed exlension period or if the
contract Ends during that period.

Bafore submitling the additional exit plan to the Buyer for appraval, the Supplier will work
with tha Buyer to ensure that the additional exit plan is aligned with the Buyer's own exit
plan and strategy.

The Supplier acknowledges that the Buyer's right to take the Term beyond 36 months is
subject to the Buyer's own governance process. Where the Buyer is a central government
dapartment, this includas the need to obtain approval from GDS wnder the Spend Controls
process. The approval 1o extand will only be given if the Buyer can clearly demonstrate that
the Supplier's additional exit plan ensures that:

21.6.1 the Buyer will be able to transfer the Services lo a replacement supplier before the
expiry or Ending of the period on terms that are commercially reasonable and
acceptable to the Buyer

21.6.2 there will be no adverse impact on service confinuity

21.6.3 there is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer fo meet its obligations under the Technology Code of Practice

If approval is obtained by the Buyer io extend the Term, then the Supplier will comply with
its obligations in the additional exit plan.

The additional exit plan must set out full details of imescales, activities and roles and
responsibilities of the Parties for:

21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and
code reasonably reguired by the Buyer o enable a smooth migration from the
Supplier

21.8.2 the strategy Tor exportation and migration of Buyer Data from the Supplier system to
the Buyer or a replacement supplier, including conversion o open standards or

other standards required by the Buyar

21.8.3 the transfer of Project Specific IPR items and olher Buyer customisations,
configurations and dalabases to the Buyer or a replacemeant supplier
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22.
22.1

23.
231

24.
24.1

21.8.4 the festing and assurance strategy for exporied Buyer Data
21.8.5 if relevant, TUPE-relaled aclivity o comply with the TUPE regulations

21.8.6 any other aclivities and information which is reasonably required fo ensure continuity
of Sernvice during the exit period and an orderly transition

Handover to replacement supplier

At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide
any:

22.1.1 data (including Buyer Data), Buyer Parsonal Data and Buyer Confidential
Information in the Supplier's possession, power or control

22 1.2 other information reasonably reaquested by the Buyer

On reasonable notice at any point during the Term, the Supplier will provide any information
and data about the G-Clowd Services reasonably requested by the Buyer (including
information on wolumes, usage, technical aspects, service performance and siaffing). This
will help the Buyer understand how the Sarvices have been provided and 1o run a fair
competition for a new supplier.

This information must be accurale and complete in all material respects and the level of
datail must be sufficient o reasonably enable a third party to prepare an informed offer far
replacemeant services and not be unfairly disadvantaged compared to the Supplier in the
buying process.

Force majeure

If a Force Majeure evant prevents a Parly from performing its obligations under this Call-Off
Contract for more than 30 consecutive days, the other Party may End this Call-Off Contract
with immediate effect by written notica.

Liability
Subject to inconporated Framework Agreement classes 4.1 to 4 6, each Party's Yearly total
liabifity for Defaulls under or in connection with this Call-Off Confract shall not excesd the
greater of five hundred thousand pounds (E500,000) or one hundred and twenty-five per
cant {125%) of the Charges paid and/or commitled to be paid in thal Year (or such greater
sum (if any) as may be specified in the Order Form).

Motwithstanding Clause 24 1 but subject to Framework Agreement clauses 4.1 1o 4.6, the
Supplier's liability:

24 2.1 pursuant fo the indemnities in Clauses 7, 10, 11 and 29 shall be unlimited; and
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24.3

25.
25.1

25.3
25.4

255

26.
26.1

24.2.2 in respect of Losses arising from breach of the Data Protection Legislation shall be
as sat out in Framework Agreement clause 28,

Maotwithstanding Clause 241 but subject to Framework Agreement clauses 4.1 to 4.6, the
Buyer's liability pursuant lo Clause 11.5.2 shall in no event exceed in aggregate five million
pounds (E£5,000,000).

When calculating the Suppliers liability under Clause 24.1 any items specified in Clause
24 2 will not be taken into consideration.

Premises

If ither Party uses the other Party’s premises, that Parly is liable for all loss or damage it
causes to the premises. It is respansible for repairing any damage fo the premises or any
objects on the premises, other than fair wear and tear.

The Supplier will use the Buyer's premises solaly for the performance of its obligations
under this Call-Off Contract.

The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.
This clause does not create a tenancy or exclusive right of occupation.
‘While on the Buyer's premises, the Supplier will:

25.5.1 comply with any security requirements at the premises and not do anything 1o
weaken the security of the premises

25.5.2 comply with Buyer requiremants for the conduct of parsonneal
25.5.3 comply with any health and safety measures implemented by the Buyer

25.5.4 immediataly notify the Buyer of any incidenl on the premises that causes any
damage to Property which could cause personal injury

The Supplier will ensure that its health and safely policy slatement {as reguired by the
Health and Safety at Work elc Act 1974) is made available to the Buyer on request.

Equipment

The Supplier is responsible for providing any Equipment which the Supplier requires to
provide the Services.

Any Egquipment brought onto the premises will be at the Supplier’s own risk and the Buyer
will have no liability for any loss of, or damage to, any Equipment.
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28.
28.1

29.
29.1

When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and
any other materials leaving the premises in a safe and clean condition.

The Contracts (Rights of Third Parties) Act 1999

Except as specified in clause 28_8, a person who isn't Party to this Call-Off Contract has no
right under the Contracts {Rights of Third Parfies) Act 1898 to enforce any of its lerms. This
does not affect any right or remedy of any person which exists or is available otherwise.

Environmental requirements

The Buyer will provide a copy of its environmental palicy to the Supplier on request, which
the Suppler will comply with.

The Supplier must provide reasonable support to enable Buyers to work in an
environmentally fiendly way, for example by helping them recyda or lower their carbon
footprint.

The Employment Regulations (TUPE)

The Supplier agrees that if the Employment Regulations apply to this Call-Off Confract on
the Start date then it must comply with its obligations under the Employment Regulations
and (if applicable) Mew Fair Deal (including entering into an Admission Agreement) and will
indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.

Twelve months before this Call-Of Contract expires, or after the Buyer has given natice to
End it, @nd within 28 days of the Buyer's request, tha Supplier will fully and accuraiely
disclosa to the Buyer all staff information including, but not limited to, the toftal number of
siaff assigned for the purposes of TUPE to the Services. For each person identified the
‘Supplier must provide details of:

2821 the activities they perform

2822 age

2023 start date

2824 place of work

2025 notice pericd

2026 redundancy payment entitlement

2827 salary, benefits and pension entitlernants

2828 employment status

2929 identity of employer

29.2.10 working arrangements

29. 21 outstanding liabilities

29212 sickness absance

29213 copies of all relevant employment contracts and relsted documents
29214 all information required under regulation 11 of TUPE or as reasonably

requasted by the Buyer
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30.
30.1

31.
31.1

nz

The Supplier warranis the accuracy of the information provided under this TUPE clause and
will notify the Buyer of any changes lo the amended infarmation as soon as reasonably
possible. The Supplier will permit the Buyer to use and disclosa the information to any
prospactive Replacement Supplier.

In the 12 months before the expiry of this Call-OF Contract, the Supplier will not change the
identity and number of s1aff assigned to the Sarvices (unless reasonably requested by the
Buyer) or their terms and conditions, other than in the ordinary course of business.

The Supplier will co-operale with the re-tendering of this Call-Off Contract by allowing the
Replacement Suppher io communicate with and mesl the affected employees or their
representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from
bath:

28.5.1 its failure to comply with the provisions of this clausa

28.5.2 any claim by any employee or person claiming to be an employee (or their employesa
represantative) of the Supplier which arises or is alleged o arise from any act or
omission by the Supplier on or before the date of the Relevanl Transfer

The provisions of this clause apply during the Term of this Call-Off Contract and indafinitely
after it Ends or expires.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this
clause but thair consent will not be required to vary these clauses as the Buyer and Supplier
may agree.

Additional G-Cloud services

The Buyer may require the Supplier io provide Additional Services. The Buyer doesn't have
fo buy any Additional Services from the Supplier and can buy services thal are the same as
or similar 1o the Additional Services from any third party.

If reasonably requested to do so by the Buyer in the Order Form, the Supplier musi provide
and monitor performance of the Additional Services using an Implementation Plan.

Collaboration

If the Buyer has specified in the Order Form that it requires the Supplier to enter into a
Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration
Agresment before the Starl date.

In addition fo any obligations under the Collaboration Agreement, the Supplier must:

UK OFFICIAL



32.
321

33.
331

31.2.1 work proactively and in good faith with each of the Buyer's contractors

31.2.2 co-operale and share information with the Buyer's contraciors to enable the afficient
operation of the Buyer's ICT services and G-Cloud Services

Varation process

The Buyer can requesl in writing a change to this Call-Off Contract if it isn't a material
change to the Framework Agreement/or this Call-Odf Contract. Once implemented, it is
called a Variation.

The Supplier must nolify the Buyer immediately in writing of any proposed changes to their
G-Cloud Services or their delivery by submitting a Variation request. This includes any
changes in the Supplier’s supply chain.

If Either Party can't agree io or provide the Variation, the Buyer may agree to continue
perfarming its obligations under this Call-Off Contract without the Variation, or End this Call-
Off Contract by giving 30 days nolice to the Supplier.

Data Protection Legislation (GDPR)

Pursuant io clause 2.1 and for the avoidance of doubt, clause 28 of the Framework
Agreemant is incorporated into this Call-Off Contracl. For reference, the appropriate UK
GDPR templates which are required o be completed in accordance with clausse 28 are
reproduced in this Call-Off Contract document at Schedule 7.
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Schedule 1: Services
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Schedule 2: Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the
Supplier's Platform pricing document) can’t be amended during the tarm of the Call-Of Condract.
The detailed Charges breakdown for the provision of Services during the Term will include:

Pleasa refer o the costs ouflimed in services schedule. The total cost for 300 users will be
F32 965.23 excluding VAT
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Schedule 3: Collaboration agreement — Not Applicable
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23

Schedule 4: Alternative clauses

Introduction

1.1 This Schedule specifies the alternative clauses that may be requested in the Order
Form and, if requested in the Order Form, will apply o this Call-Of Contract.

Clauses selected
2.1 The Customer may, in the Order Form, request the following alternative Clauses:

2.1.1 Scols Law and Jurisdiction

2.1.2 References to England and Wales in incorporated Framework Agreement clause
15.1 (Law and .Jurisdiction ) of this Call-Off Confract will be replaced with
Scotland and the wording of the Framework Agreement and Call-Off Contract
will be interpreted as closely a5 possible to the original English and Welsh
Law inlention despite Scots Law applying.

2.1.3 Referenca 1o England and Wales in Waorking Days definition within the Glossary
and intarpretations section will be replaced with Scolland.

2.1.4 References to the Confracts (Rights of Third Parties) Act 1989 will be remowed in
clause 27 1. Referance to the Freedom of Information Act 2000 within the
dafined terms for ‘FolA/Freedom of Information Act’ to be replaced with
Freedom of Information {Scottand) Act 2002,

2.1.5 Reference 1o the Supply of Goods and Services Act 1982 will be removed in
incorporated Framework Agreement clausa 4.1.

2.1.6 References to “tort” will be replaced with “delict” throughout

The Customer may, in the Order Form, reguest the following Alternative Clauses:

2.2.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)

Discrimination
2.3.1 The Supplier will comply with all applicable Tair employment, eguality of treabment and

anti-discrimination legislation, including. in particular tha:

Employment (Morthern lreland ) Crder 2002

Fair Emphoyment and Treatment (Morthern Ineland) Order 1998

Sax Discrimination (Morthem Ireland) Order 1976 and 1988

Employment Equality (Sexual Orientation ) Regulations (Morthern Ireland) 2003
Equal Pay Acl (Northern [reland) 1970

Dizability Discrimination Act 19085

Race Relations (Morthem lreland) Order 1987

Employment Relations (Marthemn Ireland) Order 1999 and Employment Rights
[Northem Ireland) Order 1996
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Employment Equality (Age) Regulations (Morthern Ireland) 2006

Part-time Workers (Prevention of less Favourable Treatment) Regulation 2000
Fixad-term Employees (Prevention of Less Favourable Treatment) Regulations 2002
The Disability Discrimination (Morthern Ireland) Order 2006

The Employment Relations (Morthern Ireland) Order 2004

Equality Act {Sexual Orientation) Regulations (Morthern Ineland ) 2008

Employment Relations (Morthern Ireland) Ordar 2004 « Work and Families (Morthern

Ireland ) Order 2006

and will usa his best endeavours o ensure thal in his employment policies and
praciices and in the delivery of the senvices required of the Supplier under this Call-Of
Coniract he promotes equality of treatment and opportunity between:

a
b.
C.

d

8
[}

persons of different religious beliefs or political opinions

men and women or married and unmarried parsons

persons with and without dependants {including women whao are pregnant or
on maternity leave and men on patemnity leave)

persons of different racial groups (within the meaning of the Race Ralations
(Northern ireland) Order 1997)

persons with and without a disability (within the meaning of the Disabifity
Discrimination Act 1995)

persons of different ages

persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secura the observance of clause 2.3.1
of this Schadule by all Suppliar Staff.

Equality policies and practices

241 The Supplier will introduce and will procure that any Subcontractor will also introduce
amnd impleament an equal opportunities policy in accordance with guidance from and
to the satisfaction of the Equality Commission. The Supplier will review thesa
policies on a regular basis (and will procure that its Subcontraciors do likewise) and
the Customer will be entitled to receive upon request a copy of the policy.

2.4.2 The Supplier will tlake all reasonable sleps lo ansure that all of the Supplier Staff
comply with its equal opportunities policies (referred to in clause 2.3 abovwa). Thesa
steps will include:

a
b.

the isswe of written instructions fo staff and other relevant parsons

the appointment or designation of a senior manager with responsibility for
equal opporiunities

training of all staff and other relevant persons in equal opportunities and
harassment matters

the inclusion of the topic of equality as an agenda item at team,

management and staff meetings
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The Supplier will procure that its Subcontractors do likewise with their equal opportunities
palicies.

2.4_3 Thea Supplier will inform the Customer as soon as possible in the event of:

A the Equality Commission notifying the Supplier of an alleged breach by it or
any Subcontractor (or any of their shareholders or directors) of the Fair
Employment and Treatment (Mortham Ireland) Order 1998 or

B. any finding of unlawful discrimination (or any offence under the Legislation

mentioned in clause 2.3 above) being made against the Supplier or its
Subcontractors during the Call-Off Cantract Period by any Industrial or Fair

Employment Tribunal or couwrt,

The Supplier will take any necessary steps (including the dismissal or replacement of any
relevant staff or Subcontractor(s)) as the Cuslomer directs and will seek the advice of the
Equality Commission in onder io pravent any offence or repelition of the unlawiul
discrimination as the case may be.

2.4 4 The Supplier will monitor {in accordance with guidance issued by the Equality
Commission) the composition of its workforce and applicants for employment and
will provide an annual report on the composition of the workforce and applicants to
the Customer. If the monitoring reveals under-representation or lack of fair
participation of particular groups, the Supplier will review the operation of its
redlevant policies and take positive action if appropriate. The Supplier will impose on
its Subcontractors obligations similar to those undertaken by it in this clause 2.4 and
will procure that those Subcontraciors comply with their obligations.

2.4.5 The Supplier will provide any information the Customer requests (including
Information requesied to be provided by any Subcontractors) for the purpose of
assessing the Supplier's compliance with its obligations under clauses 2410245
of this Schedule.

Equality

2.5.1 The Supplier will, and will procure that each Subcontracior will, in performing its/their
obligations under this Call-Off Contract (and other relevant agreements), comply
with the provisions of Section 75 of the Northern Ireland Act 1998, as if they were a
public authority within the meaning of that section.

2 5.2 The Supplier acknowladges that the Customer must. in carrying oul its funclions,
hawe dwe regard to the need to promaote equality of opportunity as contemplated by
the Northern Ireland Act 1998 and the Supplier will use all reasonable endeavours
to assist (and to ensure that relevant Subcontracior helps) the Customer in relation

to same.
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Health and safety

26.1 The Supplier will promplly nolify the Customer of any health and safety hazards which
may arise in connaction with the performance of its obligations under the Call-Off
Contract. The Customer will promptly notify the Supplier of any health and safety
hazards which may exisl or arise at the Customer premises and which may affect
the Supplier in the performance of its obligations under the Call-Off Contract

2.6.2 While on the Customer premises, the Supplier will comply with any health and safety
measures implemanted by tha Customer in respect of Supplier Stafl and other
persons working thera.

2.6.3 The Supplier will notify the Customer immediately in the event of any incident
cccurring in the performance of its obligations under the Call-Off Contract on the
Customer pramises if that incident causes any personal injury or damage o
propearty which could give rise to personal injury.

26.4 The Supplier will comply with the requirements of the Health and Safety at Waork
{Morthern lreland) Order 1978 and any other acts, orders, regulations and codes of
practice relating to health and safety, which may apply to Supplier Staff and other
persons working on the Customer pramises in the perfformance of its obligations
under the Call-Off Contract.

2.6.5 The Supplier will ensure that its health and safety policy statement {as required by tha
Health and Safety at Work {Morthern Ireland) Order 1978) is made available to the
Customer on request.

Criminal damage

2.7.1 The Supplier will maintain standards of vigilance and will take all precautions as
advised by the Criminal Damage (Compensation ) (Morthemn Ireland) Crder 1977 or
as may be recommended by the police or the Morthern Ireland Office (or, if
replaced, their successors ) and will compensate the Cuslomer for any loss arising
directly from a breach of this obligation (including any diminution of monies received
by the Customer under any insurance policy).

2.7.2 I during the Call-Off Conltract Period any assels (or any part thereof] is or are
damaged or destroyed by any circumstance giving rise to a claim for compensation
under the provisions of the Compensation Order the following provisions of this
clausa 2.7 will apply.

2.7.3 The Supplier will make (or will procure that the appropriate organisation make) all
appropriate claims under the Compensation Order &5 soon as possible after the
CDO Event and will pursue any claim diligently and at its cosL. |f appropriate, the
Customer will also make and pursue a daim diligently under the Compensation

Order. Any appeal against a refusal o meet any claim or against the amount of the
award will be at the Customer’s cost and the Supplier will (at no additional cost to
the Customer) provide any help the Customear reasocnably requires with the appeal.
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2.7.4 The Supplier will apply any compensation paid under the Compensation Order in
respect of damage to the relevant assels lowards the repair, reinstalement or
replacament of the assels affacted.
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Schedule 5: Guarantee — Not Applicable
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Schedule 6: Glossary and interpretations
in this Call-Off Contract the following expressions mean:

Expression Meaning

Additional Services Any services ancillary o the G-Cloud Services that are in the
scope of Framework Agreement Clause 2 (Services) which a
Buyer may request.

Admission Agreement | The agreement to be entered into o enable the Supplier to
participate in the relevant Civil Service pension schemai(s).

Application The response submitted by the Supplier to the Invitation to
Tender (known as the Invitation to Apply on the Platfiorm).

Audit An audit carried oul under the incorporated Framework
Agreement clauses.
Background IPRs For each Party, IPRs:
= owned by that Party before the date of this Call-Of
Contract

(as may be enhanced andior modified but not as a
consequence of the Senvices) including IPRs
contained in any of the Party’s Know-How,
documentation and processes
= created by the Parly independantly of this Call-Of
Contract, or

Faor the Buyer, Crown Copyright which isn't available to the
Supplier otherwise than under this Call-Off Contract, but
axcluding IPRs owned by that Party in Buyer software or
Supplier software.

WK OFFICIAL




Buyer

The contracting authority ordering services as set out in the
Order Form.

Buyer Data

All dala supplied by the Buyer to the Supplier including
Personal Data and Service Dala that is owned and managed
by the Buyar.

Buyer Personal Data

The Persaonal Data supplied by the Buyer to the Supplier for
purposas of, or in connection with, this Call-0ff Contract.

Buyer Representative | The representative appointed by the Buyer under this Call-Off
Confiract.
Buyer Software Software owned by or licensed to the Buyer (other than under

this Agreement), which is or will be used by the Supplier lo
provide the Services.

Call-Off Contract

This call-off contract entered into following the provisions of
the

Framework Agreement for the provision of Services made
batween tha Buyer and tha Supplier comprising the Ordar
Farm, the Call-Off terms and conditions, the Call-Of
schadules and the Collaboration Agresment.
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Charges The prices (excluding any applicable VAT), payable to the
Supplier by the Buyer under this Call-Off Contracl

Collaboration An agreement, substantially in the form set out at Schedule 3,

Agreement betwean the Buyer and any combination of the Supplier and

contraclors, to ensure collaborative working in their delivery of
tha Buyer's Services and o ensura that the Buyer receives
and-to-and services across its IT estate.

Commercially
Sensitive Information

Infarmation, which the Buyer has been notified about by the
Supplier in writing before the Start date with full detsils of why
tha Information is deemed fo be commercially sensitive.

Confidential
Information

Data, Personal Dala and any information, which may include
(but ism’t imited o) any:
= information about business, affairs, developmeants,
trade secrets, know-how, personnel, and third parties,
including all Intellectual Property Rights (IPRs),
together with all information derived from any of the
above
= gther information clearly designated as baing
confidential or which ought reasonably be considered
o be confidential {whether or not it is marked
‘confidential’).

Control

‘Control’ as dafined in section 1124 and 450 of the Conporation
Tax Act 2010. "Controls’ and "Controllad’ will be intarpreted
accordingly.
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Controller Takes the meaning given in the UK GOPR.

Crown The government of the United Kingdom (including the
Marthem Ireland Assembly and Executive Committes, the
Scoftish Executive and the Mational Assembly for Wales),
inclieding, but not limited to, government ministers and
govemment departments and parficular bodies, persons,
COMMissions of @gencies camying out functions on its behalf.

Data Loss Event Ewent thal resulls, or may result, in unauthorised access o
Personal Data held by the Processor under this Call-Of
Contract andior actual or potential loss and/or destruction of
Personal Data in breach of this Agreement, including any
Personal Data Breach.

Data Protection Impact | An assessment by the Controller of the impact of the

Assessmeant (DPLA) envisaged Processing on the protection of Personal Data.
Data Protection (i) the UK GDPR as amended from time {o time; {ii) the DPA
Legislation (DPL) 2018 to

the extent that it relafes to Processing of Personal Data
and privacy; (iii) all applicable Law about the
Processing of Personal Data and privacy.

Data Subject Takes the meaning given in the UK GDFR
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Default

Default is any:
« breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)
= other default, negligence or negligent statement of the
Supplier, of its Subcontractors or any Suppher Staff
(whether by act or omission), in connection with or in
relation to this Call-Of Contract

Unless otherwise specified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agreement and in relation fo a Default of the Call-0f Contract,
tha Supplier is kabla to the Buyer.

DPA 2018 Data Protection Act 2018.

Employment The Transfer of Undertakings (Protection of Employment)

Regulations Regulations 2006 (51 2006/2458) (TUPE’)

End Maans o terminate; and Ended and Ending are construed
accordingly.

Environmental The Environmental Information Regulations 2004 together with

Infarmation any guidance or codes of praclice issued by the Information

Regulations or EIR Commissioner or relevani government depariment about tha
regulations.

Equipment The Supplier's hardware, compufter and lelecoms devices,

plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Of
Confract.
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ES| Reference Number | The 14 digit ESI reference number from the summary of the
oulcoma screen of the ESI lool.

Employment Status | The HMRC Employment Status Indicator test tool. The most
Indicator tast tool or | up-lodate version must be used. Al the time of drafting the tool
ES5l toodl may be found here:

hitps:/fansnw. gov . ukiguidancelcheck-employment-status-fortax

Expiry Date The expiry date of this Call-0ff Contract in the Order Form.
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Force Majeure

A force Majeure event means anything affecting either Party's

performance of their obligations arising from any:

= gcts, events or omissions beyond the reasonable control of
the affected Party

= riofs, war or armed conflicl, acts of terrorism, nuclear,
bicdogical or chemical warfare

» acts of government, local government or Regulatory
Bodies

« fire, flood or disaster and any failure or shortage of power
ar fuel

# industrial dispute affecting a third party for which a
substitute third party isn't reasonably available

The following do not conslitule a Force Majeurs event

= any indusirial dispule about the Supplier, its staff, or failure
in the Supplier's (or a Subcontraciors) supply chain

= any event which is altributable to the wilful act, neglect or
failure to take reasonable precautions by the Party seeking
o rely on Force Majeure

= (he event was foreseeable by the Parly seeking o rely on
Farce

Majeura at the time this Call-Off Contract was entered inlo

= any event which is altributable to the Party seeking to rely
on Force Majaure and its failure to comply with its own
business continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Starl
date that are the same as or substantially similar o the
Services. This also includes any Subcontractor or tha Supplier
(or any subcontracior of the Subcontracior).

Framework Agreement

The clauses of framework agreement RM1557.13 together with
the Framework Schedules.

UK OFFICIAL



Fraud

Any offence under Laws creating offences in respect of
fraudulent acts {including the Misrepresentation Act 1967) or
at common law in respect of fraudulent acls in relation to this
Call-Off Confract or

defrauding or attempting to defraud or conspiring to defraud
the Crown.

Freedom of
Information Act or
FolA

The Freedom of Information Act 2000 and any subordinate

legislation made under the Ad together with any guidance or
codes of practice issued by the Information Commissioner or
relevant gowernment department in relation to the legislation.

G-Cloud Services

The cloud services described in Framewaork Agreament
Clause 2 (Services) as defined by the Service Definition, the
Suppher Terms and any related Application documentation,
which the Supplier musl make available to CCS and Buyers
and those services which are deliverable by the Supplier
under the Collaboration Agreement

UK GDPR

The retained EU law version of the General Dala Profection
Regulation (Regulation (EL) 2016/673).

Good Industry Practice

Standards, practices, methods and process conforming to the
Law and the exercisa of that degrese of skill and care,
diligence, prudence and foresight which would reasonably and
ardinarily be expected from a skilled and experienced person
or body engaged in a similar underiaking in the same or
similar circumstances.
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Government

The government's prefermed method of purchasing and

Procurement Card payment for low value goods or services.
Guarantes The guarantes described in Schedule 5.
Guidance Any cument UK government guidance on the Public Contracts

Regulations 2015. In the event of a conflict between any
currant UK government guidance and the Crown Commercial
Service guidance, cumant UK government guidance will iake
precedance.

Implementation Plan

The plan with an outline of processes (including data
siandards for migration), costs (for exampile) of implementing
the services which may be required as part of Onboarding.

Indicative test ES|I tool completed by contractors on their own behalf at the
request of CCS or the Buyer (as applicable) under clause 4.8.
Information Has the meaning given under section B4 of the Freedom of

Information Act 2000

Information security
management systam

The information security management system and process
developed by the Supplier in accordance with clause 16.1.
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Inside IR35

Cantractual engagements which would be determined 1o be
within the scope of the IR35 Intermediarias legislation if
assassad using the ESI tool.

Insolvency event

Can be:

» & voluntary arrangemeant

= & winding-up pelition

« the appointment of a receiver or administrator
= an unresolved statutory demand

= a Schedule A1 moratorium

« & Dun & Bradstrest rating of 10 or less

Intellectual Property
Rights or IPR

Intellectual Property Rights are:

= copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in
inventions, sami-conduclor topography rights, trade
marks, rights in internet domain names and websita
addresses and other rights in trade names, designs,
Know-How, trade secrets and other rights in Confidential
Infarmation

= applications for registration, and the right to apply for
registration, for any of the rights listed at {a) that are
capable of being registered in any country or jurisdiction

» all other rights having equivalent or similar effect in any
country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intarmediary can bec
- the supplier's own imited company

. a service or a personal service company

. a partnership

It does not apply if you work for a client through a Managed
Service Company (MS5C) or agency (for example, an
employment agency ).
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IPR claim

As set out in clause 11.5

IR35 is also known as ‘Intermediaries legislation’. It's a set of
rules that affect tax and Mational Insurance where a Supplier
is contracted to work for a client through an Intermediary.

IR25 assessment

Assessment of employment status using the ESI ool o
delermina if engagement is Inside or Outside IR35.

Know-How

All ideas, concepls, schemes, information, knowledge,
techniques, methodology, and anything else in the nature of
know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier's or Buyer's possession
before the Start date.

Any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1878, bye-law, regulation, ordar,
regulatory policy, mandatory guidance or code of practice,
judgment of a relevant cowrt of law, or directives or
requirements with which the relevant Party is bound io

comply.

All los=as, liabilities, damages, costs, expenses (including
legal fees), disbursements, costs of investigation, litigation,
sattbement, judgment, inlerest and penallies whether arising in
contract, tort {including megligence), breach of statutory duty,
misrepresentation or otherwise and 'Losses’ will be
interpreted accordingly.

Any of the 3 Lofs specified in the ITT and Lots will be
construed accordingly.
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Malicious Software

Any software program or code intended (o destroy, interfere
with, cormupt, or cause undesired effects on program files, data
ar other information, executable code or application software
macros, whather or not its operation is immediate or delayed,
and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence.

Management Charge

The sum paid by the Supplier to CCS being an amount of up
1o 1% but currently set at 0.75% of all Charges for the
Services invoiced to Buyers (net of VAT) in each month
throughout the duration of the Framework Agreement and
thareafter, until the expiny or End of any Call-Off Confract.

Management
Information

The management information specified in Framework
Agreemant Schedule 6.

Material Breach

Those breaches which have been expressly sel cut as a
Malarial Breach and any other single serious breach or
persistent failure to perform as required under this Call-Off
Conftract.

Ministry of Justice The Ministry of Justice's Code of Practice on the Discharge of

Code the Functions of Public Authorifies under Part 1 of tha
Freedom of Information Act 2000,

New Fair Deal The revised Fair Deal position in the HM Treasury guidancs:

“Fair Dweal for staff pensions: staff transfer from cantral
govemnment” issued in October 2013 as amended.
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Order

An order for G-Cloud Sarvices placed by a contracting body
with the Supplier in accordance with the ordering processas.

Order Form The arder form sei out in Part A of the Call-Off Contract to ba
used by a Buyer to order G-Cloud Services.

Ordered G-Cloud G-Cloud Services which are the subject of an order by the

Services Buyer.

Qutside IR35 Contractual engagaments which would be determined o nof
be within the scope of the IR35 intermediaries legislation if
assassed using the ESI tool.

Party The Buyer or the Supplier and ‘Parties’ will be interprefed

accordingly.

Personal Data

Takes the meaning given in the UK GDPR.
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Personal Data Breach

Takes the meaning given in the UK GOPR.

Platform The government markelplace where Sarvices are available for
Buyers o buy.

Processing Takes the meaning given in the UK GOPR.

Processor Takes the meaning given in the UK GDPR.

Prohibited act Ta directly or indirecly offer, promisa or give any parson

waorking for or engaged by a Buyer or CCS5 a financial or other
advaniage to:
» induce that person to pedorm improperdy a relevant
function or activity
» reward that person for improper perdormance of a relevant
function or activity
= commif any offence:
o under the Bribery Act 2010
= under legislation creating offences concaming Fraud
- at common Law concerning Fraud
= committing or attempting or conspiring o commit
Frawd
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Project Specific IPRs

Any intellectual property rights in items created or arising oul
af the performance by the Supplier {or by a third party on
behall of the Supplier) specifically for the purposes of this
Call-Off Contract including databases, configurations, code,
instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Property

Assals and property including techmnical infrastructure, IPRs
and equipment.

Protective Measuraes

Appropriate technical and organisational measures which may
inclede: pseudonymisation and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of
systems and services, ensuring that availability of and access
to Personal Data can be restored in a timely manner afler an
incident, and regularly assessing and evaluating the
affectiveness of such measures adopted by it

PSM or Public Services
Network

The Public Services Metwork (P5SN) is tha govarmment’s high
performance network which helps public sector organisations
waork together, reduce duplication and share resources.

Regulatory body or
bodies

Government departments and other bodias which, whather
under statute, codes of practice or otherwise, are entitled to
investigate or influance the matters dealt with in this Call-Of
Confract.
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Relevant person

Any employee, agent, servant, or represaniative of the Buyer,
any other public body or parson employed by or on behalf of
the Buyer, or any oiher public body.

Relevant Transfer

A transfer of employment to which the employment
regulations applies.

Replacement Services

Any services which are the same as or substantially similar o
any of the Services and which the Buyer receives in
substitution for any of the services after the expiry or Ending
or partial Ending of the Call-

Off Conftract, whather those sarvices are provided by the
Buyer or a third party.

Replacement supplier

Any third-party service provider of replacement services
appointed by tha Buyer (or where the Buyer is providing
replacement Services for its own account, the Buyer).

Security management
plan

The Supplier's security management plan developed by the
Supplier in accordance with clausa 16.1.
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Services

The services ordered by the Buyer as set out in the Order
Form.

Service data

Data that is owned or managed by the Buyer and used far the
G-Clowd Services, including backup data.

Bervice definition(s) The definition of the Supplier's G-Cloud Services provided as
part of their Application that includes, but isn' limited to, those
itemns listed in Clause 2 (Services) of the Framework
Agresmant.

Service description The description of the Supplier service offering as published

an the Platform.

Service Personal Data

The Personal Data supplied by a Buyer lo the Supplier in the
coursa of the use of the G-Cloud Services for purposes of or
in comnection with this Call-Off Contract.

Spend controls

The approval process used by a central government Buyer if it
needs to spend money on certain digital or technology
sarvices, see hilps:www.gov.uk/sanvice-manualiagile-
delivery/spend-controlsche ck-if-you-need-approval-to-spend-
Money-on-a-senice
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Start date

The Start date of this Call-Off Contract as set out in the Order
Farm.

Subcontract

Any contract or agreement or proposed agreement between
the Supplier and a subcontractor in which the subcontractor
agrees io provida to the Supplier the G-Cloud Services or any
part thereol or facilities or goods and services necessary for
the pravision of the G-Cloud Services or any part thereof.

Subcontractor

Any third party engaged by the Suppler under a subcontract
(permitted under the Framework Agreement and the Call-Off
Confract) and its servanis or egents in connection with the
provision of G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Contract

Supplier

The person, firm or company identified in the Order Form.

Supplier
Representative

The representative appoinfed by the Supplier from lima to
time in relation to the Call-Off Contract.
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Supplier staff

All parsons employed by the Supplier togather with the
Supplier's servants, agents, suppliers and subcontraciors
used in the parformance of its obligations under this Call-Off
Contract.

Supplier Terms The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application.

Term The term of this Call-Off Contract as set out in the Order
Farm.

Variation This has the meaning given to it in clausa 32 (Variation
process).

Working Days Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year A contract year.

Schedule 7: UK GDPR Information

This schedule reproduces the annaxes to the UK GDPR schedule contained within the Framewaork
Agreament and incorporated into this Call-off Confract and clause and schedule references are to

those in the Framawork Agreement bul references o CCS have been amended.
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Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may lake account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Buyer at its
absolute discretion.

1.1 The contact delails of the Buyer's Data Prolection Officer are: DESNZ Data Protection Officer,
Department for Energy Security and Metl Zero (DESMNZ), 1 Vicloria Street, London, SW1H 0ET.
Email: dalaprofection@energysecurity. gov. uk

12 The contact details of the Supplier's Data Pratecton Officer are:_

13 The Processor shall comply with any further written instructions with respect to Processing
by the Conftraller.

14 Any such further instructions shall be incorporated into this Annex

Description Details

Identity of Controller for each Category of The Buyer is Controller and the Supplier
Personal Data is Processor

The Parties acknowladge that in
accordance with paragraphs 2 to paragraph
15 of Schedule 7 and for the purposes of
the Data Protection Legislation, Buyer is the
Controller and the Supplier is the Processor
of the Perscnal Data recorded below

Personal Diata will include emails betwean
ICS Digital lead for JIRA and the chosen
supplier. Other personal data will include
the contract signed by the supplier leas, UK
5B5S and the budgel holder and 5SRO in ICS
Digital.

DESMZ will be the Data Controfler
ragarding the JIRA onboarding/offboanding
aclivities of users when e-mails are
supplied.
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DESME Administrators of JIRA are the onty
onas that will add DESMNZ | exdernal
resources through access reguesis
receivad io add fo JIRA. Once added the
JIRA admin in DESMZ contacts the relevant
JIRA Project owner to share the link to the
JIRA Project board with the new meamber. If
an exlernal resource reguesis access to
JIRA then the Data controller in DESNZ will
gel further information regarding the lead of
the JIRA project, name of the project,
whether the project comes under ICS
Digital. If outside of 1CS Digital JIRA admin
denias access and advises tham to speak
to the project lead and their Business
Partner about procuring JIRA licenses.
These JIRA licenses are only for ICS Digital
staff and associated mambers on those
projedis.

The Supplier will need to confirm that they
are UK GOPR or GDPR (if operating in the
EEA) compliant when submitting a bid.

Duration of the Processing

Mo dafes are set in stone with the
supplier conceming Data for processing.
This will all be managed in house
through the JIRA cloud by DESNZ and
will be over the hwo-year period in fine
with the signed contract between Budgst
owner and Supplier. We are looking to
start the contract from October 2023 lo
October 2025, but that may be extended.
The curreni JIRA licenses contract ends
on 11 October 2023. However, UKSBS
will wark with us concerning the starn
date.
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Mature and purposes of the Processing

The anly processing that will fake piace is
the saf up of JIRA prajects by Praject
ownars on JIRA where requirements am
twned in epics, user sfores and associaled
child tasks. Depending an the fype of project
creafed on NRA, could be either Scrum or
Kanban boards. The epics, user sfarfes and
child tasks move across JIRA board swim
lanes fram To do” fo ‘Done’ to indicate
completed work.

The natwre of processing will include the
sfarage and use of names and business
corfact defais of staff of bath the
Confracting Authority and the Supplier as
necassary to deiiver the services and fo
undertake the Cantract and performance
managamant. The Confract fself will include
the names and business contact defails of
staff of bath the Confracting Authority and
the Suppfier irvalved in managing the
Contract.

Type of Personal Data

Personal data will include
- Emails with name and contact no

details of DESNZ / ICS digital
person and site address

- Emails of Suppiter named contact,
contact number with organizafion
address

- Include representative contact
details when covening colleagues

- MS Teams personal details when
selting up calls between DESNZ
ICS Digital and Supplier comntacts.
Contract signatures from ICS
Digital SRO budget holder and
Supplier Business owner

- Any new dala added to JIRA will
be communicated betweean both
supplier and DESNZ.

- Data sitting on G-Cloud services
are agreed under the tarms of the
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framework agreement befween
ICS Digital and Supplifer.

Mew soffware updates to be sant
fo JIRA ICS Digital lead.

Mames, business telephone numbers and
email addresses, office location and position
af siaff of both the Contracting Authority and
the Supplier as necassary to deliver the
sarvices and o undertake tha Contract and
performance management. The Confract
itself will include the names and business
contact details of staff of both the
Contracting Authority and the Supplier
invohsed in managing the Coniract

Categories of Data Subject

Futl ime equivalent DESNZ / ICS Digital
stalff will utilize JIRA, including Paolicy
team members and consulfancy
resourcas brought in to work on those
projects.

Staff of the Contracting Authority and the
Supplier, including where those
employees are named within the
Contract ifself or involved within the
Contract managemeani.
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Plan for return and destruction of the data
onca the Processing is complete UNLESS
requirement under Linion or Member State
law to preserve that type of data

In JIRA there are projecis that are no
langer required where they are deleted
and moved o bin for up to 60 days.
Once the 60 days is reached
autormatically all infarmation and data
related to that project is removed
permanently. Teams are encouraged o
move any important information / data
fram their projects to DESNZ SharePoint
should they need to relain dala for up fo
7 yaars.

The Supplier will comply with clauses
i2.1and 13.

Where Personal Data is contained within the
Confract documeniation, this will be retained
in lime with the Department’s privacy notice
found within the Procurement Documents.
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