
Request for Information (RFI)
Advanced Penetration Testing and Forensic Analysis enquiry for Cyber Risk Assurance
1. Introduction
The Ministry of Defence (MoD) is seeking information from suppliers within the Defence Security Sector regarding their capability to perform advanced Penetration Testing, including forensic analysis, to support Cyber Risk Assurance for a capability currently being acquired.
2. Background
The system under consideration comprises multiple Commercial Off-The-Shelf (COTS) components, including FPGA cards and single-board computers integrated within a VPX chassis. The system has been designed to enable zeroisation of specific elements to ensure secure transport and storage.
3. Purpose of this RFI
The purpose of this RFI is to gather information on industry capability to:
- Conduct standard penetration testing on a standalone system.
- Perform forensic analysis to validate the robustness of the zeroisation process.

This information will assist the MoD in understanding available solutions and timelines.
4. Scope of Work
Respondents should provide details on their ability to deliver the following activities:
4.1 Penetration Testing
Conduct a standard penetration test on the standalone system to identify vulnerabilities and assess security posture.
4.2 Forensic Analysis of Zeroisation Process
Effectiveness Evaluation: Confirm that sensitive data is fully removed and no recoverable remnants remain.
Artifact Collection: Acquire and analyse post-zeroisation artifacts, which may include:
- RAM imaging
- Chip-off/JTAG analysis
- Disk imaging
- VM memory dumps
- Bus log inspection
(All activities must be performed in authorised laboratory settings.)
Repeatability Assessment: Validate that the zeroisation process remains effective under stress conditions, crashes, and race scenarios.
4.3 Indicative Timeframe 
Provide estimated duration for completing the above activities.
5. Response Requirements
- Responses should be submitted in Microsoft Word format.
- Maximum length: 2,000 words.
- Include company details, relevant experience, and any supporting certifications.
6. Submission Details
- Deadline for response: 17 Dec 25
- Submit responses to: navycomrcl-rfi@mod.gov.uk
7. Disclaimer
This RFI is issued solely for information-gathering purposes and does not constitute a commitment by the MoD to procure any goods or services.
