Annex 4 - List of Documents and Information to Confirm Compliance with the Contracting Authority’s Qualification,
Technical, and Other Requirements/

DopaTtok 4. - MNMepenik AOKyMeHTIB Ta iHthopmauii ona niaTBepAXXeHHA BiANOBIAHOCTI KBanicikalinHUM, TeXHIYHUM
Ta iHWWUM BUMoram 3aMOBHMKA

INFORMATION AND DOCUMENTS TO BE SUBMITTED
BY BIDDERS TO CONFIRM THEIR COMPLIANCE WITH
THE QUALIFICATION CRITERIAAND WITH THE
TECHNICAL AND OTHER REQUIREMENTS OF THE
CONTRACTING AUTHORITY

1. Information and documents confirming the bidder’s
compliance with the qualification criteria established in
Article 16 of the Law:

1.1. Afree-form certificate confirming that the bidder has the
equipment, material and technical resources, and
technologies necessary to provide the services that are the
subject of procurement, with mandatory indication of the
address of the immovable property (Data Processing
Center) that the Participant intends to use in delivering these
services.

1.2. A free-form certificate confirming the bidder’s
(subcontractor’s) right to provide cloud services using
VMware hypervisor software, which the bidder plans to use
when delivering the services that are the subject of
procurement in Ukraine. To support this, the bidder shall
provide a link to the relevant website of the hypervisor
software manufacturer, where the participant
(subcontractor) must be listed among cloud service provider
partners (with a location in Ukraine).

The VMware by Broadcom website
(https://expert.broadcom.com/cloud_svcs) must  contain
confirmation that the participant (subcontractor) holds the
status of a VMware Cloud Services Provider partner at a
level not lower than PREMIER PARTNER, as well as the
Sovereign Cloud status.
The Participant’s cloud infrastructure must be created in full
compliance with the technological, functional, reliability, and
fault-tolerance requirements of the VMware by Broadcom
reference system architecture and must ensure full and
exclusive compliance with Ukrainian legal requirements
regarding confidentiality, data location, access, and control
in accordance with the Sovereign Cloud Provider program.
A participant that intends to engage a cloud service provider
partner as a subcontractor shall additionally submit a copy
of a valid agreement with the subcontractor (without
confidential information), granting the participant the right to
provide the services that are the subject of procurement,
including ensuring access to round-the-clock technical
support from the hypervisor software manufacturer.

2. Information and documents confirming that the
participant’s tender proposal meets the required technical,
qualitative, and quantitative characteristics of the
procurement item:

2.1. A description of the Cloud Data Processing Center
(X4OL) architecture indicating the hypervisor software and
confirming compliance with the technical requirements
specified in Annex 3 (Technical requirements) to the tender
documentation.

MEPENIK IHGOPMALIIT TA AOKYMEHTIB, WO
NOOAKOTbLCA YHACHUKAMU
ONA NIOTBEPIKEHHA OO BIANOBIOHOCTI
KBANIDIKALINHUM KPUTEPIAM TEXHIYHUM TA IHLLNM
BMOIAM 3AMOBHUKA

1. IHdopmauis Ta  OOKYMEHTW, WO NiATBEPOXYHTb
BiANOBIAHICTE  y4yacHMKka  KBanidikauiiHum  KpuTepisim,
BCTaHoBNeHUM y cTatTi 16 3akoHy:

1.1. [JoBigky B AOBIiNbHiN dpopMi Npo HasIBHICTb B y4acHMKa
obnagHaHHs, MaTtepianbHO-TeXHIYHOT 6asn Ta TexHomnoriwn,
HeobXiaHMX 4ns HagaHHS NOCHyr, SKi € NpeaMeToM 3akyniBni, 3
060B’'I3KOBMM  3a3HAYEHHSAM afpecyu HEepyxoMmoro MarHa
(LlenTpy O6pobkm [daHux), ke YyacHUK NnaHye 3anyvmtun ans
HafaHHA BiANOBIAHWX MNOCAYT.

1.2 [osigky B AO0BIiNbHIM opMmi NpPo nNpaBoO yyacHuka
(cniBBMKOHABLA) HagaBaTV XMapHi NOCNYrn 3 BUKOPUCTaHHAM
n3 rinepeizopa  VMware, SIKE  YYaCHMK  nnaHye
BMKOPMCTOBYBaTW MPW HaZaHHi nocnyr ski € npegMmeToMm
3akynieni, Ha Teputopii YkpaiHn. Ha nigTBepmkeHHs Hagatu
nocunaHHa Ha BignoBigHUM canT BupobHuka M3 rinepsiszopa,
Je cepen napTHepiB-nocTavanbHUKIB XMapHUX CepBiciB (3
nokakuieto B YKpaiHi) Mae 6yTv y4acHUK (CriBBMKOHABELb).

Ha canTi VMware by Broadcom
(https://expert.broadcom.com/cloud_svcs) noBuHHO  ByTn
NiATBEPAXEHHS HasBHOCTI B y4yacHuKa (CniBBMKOHaBLSA)
cTaTtycy naptHepa Y HagaHHi xmapHux nocnyr (VMware Cloud
Services Provider) He Hwkye PREMIER PARTNER Ta craTycy
Sovereign Cloud.

XMapHa iHdpacTpykTypa YyacHuka noBuHHa ByTu cTBopeHa y
MOBHIN BignoBigHOCTI ao BUMOT TEeXHOMNOr4YHOCTI,
PYHKLIOHANbHOCTI, HAQIMHOCTI Ta BiAMOBOCTIAKOCTi €TanoHHOI
cuctemHoi  apxitektypu VMware by Broadcom Ta
3abesneyyBaT MOBHY Ta BUKIOYHY BIiANOBIAHICTE HOPMaM
YKPaiHCbKOT  OPUCAMKLIT ~ CTOCOBHO  KOHMIAEHUIMHOCTI,
PO3MiLLEHHS, JOCTYNY Ta KOHTPOIO HaA AaHMMU BigMnoBigHO A0
BuMor nporpamu «Sovereign Cloud Provider».

YyacHuK, SKuiA NnaHye 3anyd4atu napTHepa-nocravanbHuka
XMapHuX CepBiCiB, SIK CMiBBUKOHaBLs, 0OAATKOBO MOBUHEH
HagaTM  KOMil0 YMHHOI yroguM 3 chiBBUKOHaBLeM (0e3
KOHiAEeHUiNHOI iHdopMmaLii), fka Hagae y4yacHWKY npaBo
HagaBaTu Mnocnyru, Ski € npegMeToM 3akynieni, BKHOYa4m
3abe3neyeHHsa OOCTyny A0 LinogoboBoi TEXHIYHOI NigTPUMKM
BUpo6HMKa NnporpamHoro 3abesneyeHHst rinepeizopa.

2. IHcopmaLia Ta AOKYMEHTW npo BiOMNOBIAHICTb TeHAEepHO!
nponosuuii y4acHvka HeobXiOHUM TEeXHIYHUM, AKICHUM Ta
KiNbKICHUM XapakTepucTvkam npegMeTa 3akynieni:

21. Onnc apxitektypy XUOO 3 3asHaveHHam 13

rinepi3opa Ta NiATBEPAKEHHAM TEXHIYHUX BUMOT, HAaBEAEHNX

y 0odamky 3 (TEXHIYHI BWMOIM) po TeHnaepHoi

OOKyMeHTaUji.



3. Other:

3.1. Avalid Certificate of Conformity for the Comprehensive
Information Security System (CISS/KC3I) for the existing
cloud infrastructure intended for processing official
information. Such cloud infrastructure must belong to the
participant and be located in the Data Processing Center at
the address indicated in the certificate confirming the
availability of equipment, material and technical resources,
and technologies required under p. 1.1 of this Appendix,

or

a valid organizational and technical solution for deploying a
comprehensive information security system of a standard
private cloud infrastructure intended for processing official
information.

e If the Participant submits a Certificate of Conformity:
The CISS Certificate of Conformity must be issued by a
business entity holding a license to conduct economic
activities in providing services in the field of cryptographic
information protection (except electronic digital signature
services) and technical information protection, in
accordance with the list defined by the Cabinet of Ministers
of Ukraine. The contracting authority shall independently
verify the validity of the license at:
https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-
351a1fadddOe.

The participant’s existing ICS CISS Certificate may be
submitted without the documents that form its integral parts
(at the participant’s discretion).

To confirm compliance with the technical requirements, the
participant shall also provide: the title page of the expert
report accompanying the Certificate of Conformity; the
pages of the expert report containing information on the
location/address of the technical site (DPC) / object of
examination (OE); information on the virtualization platform
software on which the participant’s ICS operates.

The software on which the participant’s ICS operates must
comply with the requirements of these technical
specifications and the participant’s tender proposal.

If the pages of the expert report containing the
location/address of the technical site (DPC) / OE and/or
information on the virtualization platform software include
confidential information, such information may be redacted,
provided that this does not affect the perception of other
essential data required to confirm compliance with
procurement requirements.

3.2. A valid positive expert report confirming that the Data
Processing Center, whose address is indicated in the
certificate regarding the availability of equipment, material
and technical resources, and technologies (required under
p. 1.1 of this Appendix), or its individual premises (modules),
complies with the requirements of technical information
protection and is registered with the Administration of the
State Service for Special Communications and Information
Protection of Ukraine (submitted without the documents that
form its integral parts),
or

a valid CISS (Comprehensive Information Security System)
Certificate of Conformity for the information system of the
Data Processing Center (whose address is indicated in the
certificate regarding the availability of equipment, material

3.

3.2.

IHWe:
3.1. UnHHMI aTecTaT BiANOBIAHOCTI KOMMNEKCHOT
cuctemmn 3axmucty iHpopmadii (KC3I) Ha icHytouy xMapHy
iHppacTpykTypy Ans obpobku cnyx6oBoi iHdopmaui.
Taka xMapHa iHPacTpyKTypa Mae HanexaTu y4acHuKy
Ta po3amillyBaTtuch B LieHTpi 06pobku aaHunx 3a agpecoto,
sika BKasaHa B [J0Bidui Npo HasABHICTb OOMagHaHHS,
MaTepianbHO-TEXHIYHOI 6a3n Ta TEexXHOMOorin, HagaHHA
sIKOT BUMaraeTbcs B n.1.1 Uboro goaaTky
abo
YMHHE OpraHisauifiHO-TEXHIYHE PILIEeHHA Ha PO3ropTaHHS
KOMMJIEKCHOI CUCTEMM 3axWUCTy iHpopMaLii TMNoBOI
npuMBaTHOI XMapHOi iHpacTpykTypn pons  obpobku
cnyx060Boi iHopmaLlii.

e y BUMAAKY HafaHHA  Y4YacHWKOM
BiMNOBIAHOCTI:

Artecrtart BignosigHocTi KC3I mae 6yTv BugaHuim cyo’ ektom
rocnoaploBaHHs, WO Mae nNiLeH3il0 Ha NpOBaKEHHS
rocrnoAapchbkoi AiANbHOCTI 3 HafjaHHA nocnyr y ranysi
KpuntorpadivyHoro 3axucty iHdopmadii  (kpim nocnyr
€NeKTPOHHOro  undpoBoro nignMcy) Ta  TeXHIYHOro
3axucTy iHopmauii, 3a nepenikom, WO BU3HAYaETbCSA
KabiHeTom MiHicTpiB YkpaiHu. 3amMOBHMK CaMOCTINHO
nepeBipsie YMHHICTb NiueHsii cyb’ekta rocnogaproBaHHA
3a nocunaHHaMm https://data.gov.ua/dataset/97852d93-
dd32-4771-a1a8-351a1fadddOe.

AtecTtat BignosigHocTi KC3I Ha icHytouy IKC y4yacHuka

ATtecTaTty

MOXe HapaBaTucsi 6e3 [OOKyMeHTiB, sSki € 1oro
HeBIf'€MHOI0 YaCcTMHOIO (Ha po3cyn y4acHuKa).
Takox, Ha niaTBepAXeHHa  BigNOBIOHOCTI  BMMOr

TEXHIYHOro 3aBAaHHS, y4aCHUK NOBUHEH HAAATU TUTYIbHY
CTOPiHKY €KCMepTHOro BMCHOBKY A0 HadaHOro arecrtaTy
BiAMNOBIAHOCTI, CTOPIHKN €KCNEPTHOro BUCHOBKY, Ha SKUX
3a3HayeHo iHdopmalilo, npo  MicuepoaTallyBaHHs/
MiCLe3HaXOMKEeHHs1 TexHiyHoro Mamganuyuka (LOO)/
ob’ekta ekcnepTtnam (OE) Ta iHpopmaLito npo nporpamHe
3abesneyeHHs nnatdopmu BipTyanisauii Ha 6asi gkoro
dyHkuioHye IKC yyacHuka. MNporpamHe 3abesneveHHs Ha
6asi skoro dyHkuioHye IKC yyacHMka NOBWHHO
BiANOBiAaTM BMMOramM [aHOro TEXHIYHOrO 3aBAaHHSA Ta
TeHOepHOI nponosuuii yyacHuka. B pasi akwo Ha
CTOPIHKaxX EKCMEepPTHOro BMCHOBKY, Ha SIKMX 3a3Ha4YeHo
iHdopmaLito, npo MicLiepo3TallyBaHHs
/Micue3HaxooKeHHS TEXHIYHOro MangaH4mka
(Lof)/o6’ekta ekcneptnan (OE) Ta iHdopmauii npo
nporpamMHe 3abesneyeHHs nnaTdopmu BipTyanisauii Ha
6asi akoro dyHkuioHye IKC yuyacHuka MicTUTbCA
KOHpiAeHUiMHa iHpopmaLlisi, BOHa Moxe ByTun npuxoBaHa
(3apeTyLloBaHa) y HaflaHNX JOKYMEHTax 3a YMOBM, LUO Lie
He BMIMHE Ha CNPURHATTA (HWMWX CYTTEBUX [OaHUX,
HeobXigHMX ANg niaTBepAXXEHHS BiAMNOBIAHOCTI BMMOram
3aKkynieni.

UMHHUA  NO3WTUMBHWUIM  eKCNEepPTHUA  BUCHOBOK  MpO
BignosigHicTb LleHTpy 06pobkn paHux, agpeca siKoro
BKasaHa B [JOBigUi Npo HasABHICTb obGnagHaHHS,
maTtepianbHO-TeXHIYHOT 6a3n Ta TexHonorii (HagaHHs
AKoi BMMaraetbcss B n.1.1 uypboro popatky) abo Koro
oKpeMux npumilieHb (MoayniB) BUMOram TEXHIYHOro
3axucTy iHdpopmalii, 3apeectpoBaHun B AgMiHicTpauii
HepxaBHoi cnyx0u cneuianbHOro 3B'A3Ky Ta 3axucTy
iHpopmauii YkpaiHn (6e3 [OKyMeHTiB, SKi € Woro
HeBiA’ EMHOI YacTMHO) abo

YnHHKMIA aTtecTat BignosigHocTi KC3l Ha iHdopmaLiiny
cuctemy LieHtpy O6po6kum [aHux, (agpeca skoro BkasaHa
B [0OBigUi Npo HasiBHICTb obnagHaHHs, MaTtepianbHO-
TexHi4YHOi 6a3n Ta TeXHONOriN, HagaHHA AKOT BUMaraeTbes
B n.1.1 uboro popatky), skmi 3acsigyye, wo KCS3I


https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-351a1faddd0e
https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-351a1faddd0e

and technical resources, and technologies required under p.
1.1 of this Appendix), confirming that the CISS of the
information and communication system of this Data
Processing Center complies with the requirements of
regulatory documents on technical information protection.
The CISS Certificate of Conformity may be submitted
without the documents that form its integral parts (at the
participant’s discretion).

The participant shall also provide the pages of the expert
report containing information on the location/address of the
technical site (DPC) / object of examination (OE). If these
pages contain confidential information, such information
may be concealed (redacted) in the submitted documents,
provided that this does not affect the perception of other
essential data required to confirm compliance with
procurement requirements.

The participant shall provide the pages of the expert report
indicating that the following subsystems are included in the
certified ICS:
e access control system;
e video surveillance system;
e engineering infrastructure monitoring system (air
conditioners, UPS units, temperature sensors);
e diesel generator monitoring system;
e fire alarm system and automatic gas fire
extinguishing system;
e network equipment complex.

3.3. Copies of valid certificates confirming compliance of the
Participant’s information security management systems and
personal data management systems with the requirements
of the international standard ISO/IEC 27001:2022 or
ISO/IEC 27001:2013 extended by ISO/IEC 27701:2019,
issued for the provision of cloud services or cloud provider
services to clients. Such certificates must be issued by a
conformity assessment body accredited by an accreditation
authority that is a member of the IAF (International
Accreditation Forum).

3.4. Copies of valid certificates confirming compliance with
international standards in the field of cloud computing —
ISO/IEC  27017:2015 and ISO/IEC  27018:2019.
These certificates must be issued in the Participant’s name.

iHpopmaLinHo-KOMyHiKaLiiHoT cuctemn padoro LIO[M
BignoBiJae BMMOraM HOPMaTUBHUX [OOKYMEHTIB 3
TEXHIYHOro 3axucTy iHpopMaLlii.

AtectaT BignosigHocTi KC3l Moxe HapgaBatuca 6e3
[OOKYMEHTIB, SIKi € A0ro HEBIA’EMHOI YaCTMHOI (Ha po3cyn
y4acHuka).

TakoX y4YaCHUK MOBWHEH HajaTW CTOPIHKM eKCrnepTHOro
BMCHOBKY, Ha $KUX 3a3HayeHo iHdopmauiio, npo
MicLiepo3TaLlyBaHHA/MiCLLEE3HAaXOMKEHHS TEeXHi4YHOro
mangaHuuka (LlO[)/o6’ekta ekcneptuan (OE). B paai
AKWO Ha CTOpiHKax €KCMepTHOro BWCHOBKY, Ha SKMX

3a3HayeHo iHdopmauilo, npo  MicueposTallyBaHHS
/Micue3HaxooKeHHs TEXHIYHOro MangaH4mKa
(LUOLO)/o6’exTa eKkcnepTnan (OE) MiCTUTbCS

KOHpiAeHUiNHa iHpopmaLis, BOHa Moxe ByTun npuxoBaHa
(3apeTywwoBaHa) y HagaHuUX JOKYMEHTax 3a yMOBY, LLO Le
HEe BMNWHE Ha CNPUMAHATTA HWKWX CYTTEBUX AaHUX,
HeobXiaHMX ANg niaTBepAXEHHS BiAMNOBIAHOCTI BMMOram
3akynieni.
YyacHMK MNOBWMHEH HagaTW  CTOPIHKM  eKCnepTHOro
BWCHOBKY, Ha SIKMX 3a3Ha4yeHo WO [0 cKragy [faHoi
aTtectoBaHoi IKC, BxogaTb HacTymHi nigcuctemu:

e cucTeMa KOHTPOJo JOCTyny;

e  CUCTEMa BiJE0CMNOCTEPEXKEHHS;

e CUCTEMa MOHITOPUHIY iHXEHEpPHO! iHPacTpyKTypu
(koHamuioHepu, ABX, natynku Temnepatypu);

e  cucTeMa MOHITOPUHIY An3enb-reHepaTopiB;

e cuctema NOXEXHOI  curHanisauii  Ta cuctema
aBTOMaTMYHOTO ra3o0BOrO NMOXEXOraciHHS;

e KOMMMEKC MepexeBoro obnagHaHHs.

3.3.Konii  4MHHUX cepTudikaTie  BIAMOBIAHOCTI  BUMOram

MixxHapogHoro ctaHgapty ISO/IEC 27001:2022 abo ISO/IEC
27001:2013 B poswupeHin pegakuii ISO/IEC 27701:2019
cUCTeM ynpaeriHHA iHopMaLiiHo Ge3nekolo YyacHuka Ta
CUCTEM YNpaBMniHHA MEepPCOHaNbHUMW AaHUMW ONst HaAaHHS
KINieHTaM XMapHUX cepeiciB abo nocnyr XmapHoOro nposargepa
YyacHuka, BMOAHWX OpPraHoM 3 OUiHKW BiAMOBIAHOCTI, WO
akpeguToBaHWA  odHMM 3 opraHiB  akpegwutaduii. OpraH
akpeauTtauii noBuHeH 6yt  uneHom IAF  (International
Accreditation Forum).

3.4.Konii 4uHHMX cepTucbikaTiB  BIANOBIAHOCTI  BUMMOram
MiKHapOOHMX CTaHgapTiB Yy cdepi XMapHux ob64yucreHb
ISO/IEC 27017:2015 Ta ISO/IEC 27018:2019. Taki

cepTudikaTh NOBUHHI ByTU BUuAaHi Ha iM’a YyacHuka.



