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[bookmark: _Toc182225498][bookmark: _Toc536706493][bookmark: _Toc429149910][bookmark: _Toc536706494]GLOSSARY OF TERMS
	
Term or Abbreviation
	Definition

	7 Forces
	means the Strategic Collaboration between the seven Policing Bodies and seven Chief Constables of Bedfordshire, Cambridgeshire, Essex, Hertfordshire, Kent, Norfolk and Suffolk;

	Authority
	the authorities listed at Clause 1.1.3 and 1.4 of this Invitation to Tender; (Authority refers to Employer when the subsequent Contract is subject to NEC4 Terms and Conditions of Contract) 

	Conditions of Tender
	the rules and conditions of Tendering as set out in this document

	Agreement 
	each Agreement for the supply of scenario training equipment;

	Commencement Date
	the date on which each Agreement shall commence;

	“Critical KPI”
	those KPIs that are identified as critical within the Statement of Requirements;

	“Critical KPI Failure”
	means a failure to meet any Critical KPI;

	Equalities Legislation
	means all legislation which makes unlawful discrimination, harassment and/or victimisation on grounds of age, disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, sex and sexual orientation or temporary or part-time status in employment or otherwise including without limitation the Equality Act 2010, the Part-Time Workers (Prevention of Less Favourable Treatment) Regulations 2000 and the Fixed Term Employees (Prevention of Less Favourable Treatment) Regulations 2002, or any successor or amending Law concerning the same;

	Atamis Portal
	means the Atamis e-Tendering portal for this Invitation to Tender (https://7force.force.com/login)

	Evaluation Panel
	the team who shall be responsible for evaluating Tenders received in accordance with the Tender Evaluation Model;

	FOIA
	Freedom of Information Act 2000;

	Forces
	means any one police force of the Authority;

	Form of Tender
	means the certificate of Tender that each Bidder is required to provide and is set out at Appendix 1 of the Tender Response Document 

	Invitation to Tender Documents
	means this invitation together with the Statement of Requirements, Terms and Conditions of Contract and Tender Response Document, together with any supporting documents or information issued by the Authority relating to the invitation;

	Information

	the information contained in this Invitation to Tender, or which has been or will be made available to the Tenderer in connection with any further enquiries in relation to its subject matter or in the course of negotiations;

	“Key Performance Indicators” or “KPI”
	means the performance measures and targets in respect of the Successful Tenderer’s performance of the Agreement set out in the Statement of Requirements;

	Method Statement
	means the method statements to be prepared by Tenderers and submitted as part of their Tender(s);

	Selection Questionnaire
	The Standard Selection Questionnaire (SQ) as laid down in Procurement Policy Note 8/16 in accordance with Public Contracts Regulations 2015 https://www.gov.uk/government/publications/procurement-policy-note-816-standard-selection-questionnaire-sq-template;

	Services
	the goods or services to be provided by the Successful Tenderer as set out in the Specification of the Invitation to Tender Documents;

	Statement of Requirements
	Means the specification and supporting documents, drawings and other Information setting out the Authority requirements and standards for the Services to be provided by the Successful Tenderer;

	Sub-Contractor
	means any contractor engaged by the Successful Tenderer in the provision of the Goods and/or the Services or Works;

	Successful Tenderer
	the Tenderer awarded one or more Agreements pursuant to the Invitation to Tender;

	Tender Evaluation Model
	means the model to assess Tenders received pursuant to this Invitation to Tender set out at Part 4 of this invitation;

	Tender(s)
	the Tenders submitted by Tenderers in response to the Invitation to Tender;

	Tenderer(s)
	each of the economic operators (whether a single Tenderer organisation or a Consortium) to whom this Invitation is issued;

	Term
	means the duration of each of the Agreements as set out in the invitation;

	Terms & Conditions
	the General Conditions, Conditions for Goods and / or Conditions for Services and any Supplemental Conditions issued as part of the Invitation to Tender Document.





1. [bookmark: _Toc182225499]PART 1: INTRODUCTION AND TENDER INFORMATION
[bookmark: _Toc182225500]INTRODUCTION
[bookmark: _Toc36798043]The Policing Bodies for the Counties of Bedfordshire, Cambridgeshire, Essex, Hertfordshire, Kent, Norfolk and Suffolk have entered into a s22A collaboration agreement for the provision of a joint commercial function.
The lead Authority for this tender is The Police and Crime Commissioner for Suffolk (the “Authority”) and is acting on behalf of itself and other named authorities in 1.1.3 below.
[bookmark: _Toc36798044][bookmark: _Ref522699700]The Authority is inviting Tenders for the supply of scenario training equipment for the Suffolk PPST facility and Norfolk PPST facility (the “Project”).
(i) The intention is to award one contract, under which the Goods will be provided to the lead authority and the named Authorities.  

The named Authorities and their Chief Constables who are participating in this opportunity is:
Suffolk Constabulary
Norfolk Constabulary

	OR

(ii) Not used

The named Authorities shall include any statutory successors and organisations created as a result of re-organisation or organisational changes.

1.1.4	(i)	From the commencement date of the contract, the following contracting authority will receive the Goods: Suffolk and Norfolk.

OR

(ii)	Not used

Not used.
[bookmark: _Toc36798052]This document constitutes an ‘Invitation to Tender’ and sets out the requirements for the Goods and how the Tender will be conducted to enable the selection of a Successful Tenderer and subsequently the award of a contract.
[bookmark: _Toc36798053]This Invitation to Tender is made available on the condition that the Tender documents and information is used only in connection with the Tenderer’s submission and for no other purposes.
Not used.
[bookmark: _Toc36798055]Not used.
[bookmark: _Toc36798056]The term of each Agreement is anticipated to be for 2 (two) months with a product warranty/guarantee period of 3 years. If the Tenderer’ warranty/guarantee period differs from 3 years please can you advise the warranty/guarantee period being offered. The Authority has the right to reject any differing offer.
1.1.10	The value of the contract being procured is estimated to be between 100,000.00and 250,000.00 GBP for the lead Authority.  
0. [bookmark: _Toc36798058]A full description of the requirements is set out within the Invitation to Tender Documents as follows:
· List of required products
· Quality requirements
· Delivery requirements
[bookmark: _Toc182225501][bookmark: _Toc536706495]TENDER TIMETABLE
[bookmark: _Toc36798061]The indicative timetable for conducting the Tender and awarding of the Agreement is detailed within Table 1.  The Authority reserves the right to amend the timetable at any stage of the process.

	Issuing of ITT
	Thursday 14 November 2024

	Deadline for Questions from Tenderers
	 Tuesday 10 December 2024 12.00 noon

	Latest response date to Tenderers Questions 
	Thursday 12 December 2024 12:00 noon

	Deadline for Return of Tenders
	Thursday 19 December 2024 12:00 noon

	Tender Evaluation Outcome and Clarifications period
	Friday 20 December 2024 – Tuesday 24 December 2024

	Internal Moderation 
	Friday 27 December 2024

	Internal Reporting and Sign-Off
	Monday 30 December 2024 – Friday 3 January 2025

	Anticipated notification of decision to appoint a successful Tenderer(s) 
	Monday 6 January 2025

	Standstill Period
	Tuesday 7 January 2025 – Thursday 16 January 2025

	Anticipated notification of Award of Contract
	Friday 17 January 2025

	Anticipated Agreement Commencement Date
	Monday 20 January 2025

	Contract Completion 
	Friday 11 April 2025


Table 1: Indicative Timetable


The Tenderer’s submission shall be returned no later than the deadline stipulated within Table 1 and as detailed with the Guidance for Tenderers and Conditions of Tendering.

[bookmark: _Toc536706498][bookmark: _Toc182225502][bookmark: _Ref328403414][bookmark: _Ref328640726]LOTTING STRATEGY 
[bookmark: _Toc36798063]
Lot 1: Suffolk PPST flooring/matting
Lot 2: Suffolk PPST scenario rooms
Lot 3: Suffolk PPST scenario props/equipment
Lot 4: Norfolk PPST flooring/matting
Lot 5: Norfolk PPST scenario rooms
Lot 6: Norfolk PPST scenario props/equipment

[bookmark: _Toc182225503]CYBER RESILIENCE

Cyber Resilience Centres are a police-led, not-for-profit resource, funded by the Home Office to help keep business safer from cybercrime.  Two in five businesses identify a cyber-attack every year and when a business is compromised, it poses a threat not just to them, but also to those that they trade with.  For this reason, we require that all those who work with us should register with their local Cyber Resilience Centre before we contract with them.

1.4.2	Membership of the centre is entirely free and provides basic cyber guidance from the government’s National Cyber Security Centre, to help keep you safer.  It also gives you a regular update on the latest threats and enables you to access a range of other cyber services.  You can see more about the centre, and register for free membership, at https://www.ecrcentre.co.uk/core-membership-sign-up.  It will take three minutes of your time and in joining, you will improve your own protection, and ours.
[bookmark: _Toc536706509][bookmark: _Toc479666496]

1. [bookmark: _Toc182225504]PART 2: CONDITIONS OF TENDERING
[bookmark: _Toc536706510][bookmark: _Toc182225505]GENERAL
Tenderers participating in this procurement and submitting Tenders, do so in the knowledge, with the understanding and acceptance that these conditions will apply to the process, and with agreement to these terms in all respects.
It is the responsibility of each Tenderer to ensure that they have all of the information necessary to prepare their Tender submission.
The person responsible for signing the Tender submission shall state their capacity and official position within the company and must be the person empowered and duly authorised to sign Tenders for and on behalf of the Tenderer and nominated for that purpose in respect of the schedules within the Tender Response Document.
In the event that the Tenderer proposes to carry out the work in conjunction with a Sub-Contractor, the Tenderer shall be the contracting entity.
Tenders received after the due deadline or which infringe these Conditions of Tendering may be rejected by the Authority and returned to the Tenderer without consideration of offer.  Tenderers are therefore requested to make every effort to meet all requirements of this Invitation to Tender.
Pricing submissions and documents may be examined and queried prior to any Tender being accepted or rejected, to detect any computational errors.  Pricing submissions must not be altered without justification.
Where an examination of pricing documents reveals an error or discrepancy between Tender prices and/or the overall sum within the Form of Tender, Tenderers will be given an opportunity of confirming their offer or amending it to correct genuine errors.
Should the Tenderer elect to amend their offer with the result that their revised Tender is no longer the lowest price or the Most Economically Advantageous Tender, the Authority will consider the offer from another Tenderer that may become the lowest price or Most Economically Advantageous Tender.
[bookmark: _Toc536706511][bookmark: _Toc182225506]TENDERING COSTS
The Authority shall not be responsible for or pay any expenses or losses incurred by any Tenderer for submitting a Tender, or by any Tenderer who fails to submit a Tender.
The Authority reserves its position as to whether or not it will enter into any contractual arrangements, and therefore the submission of Tenders will be entirely at the Tenderer’s risk.
The Authority will bear no liability whatsoever for the outcome of the procurement process and shall not be liable for the costs of Tender preparation, presentation, due diligence, clarification, fine-tuning, or any loss of profit or other economic loss incurred by Tenderers as a result of this process.
[bookmark: _Toc182225507]COMPLIANCE
Tenders will only be accepted in accordance with the Authority’s Terms and Conditions of Contract and an offer made on the Tenderer’s standard terms will not be considered.  Tenderers must ensure that their Tender submission is priced on that basis.  Conformity to the Terms and Conditions is a prerequisite to ensure a fair and transparent assessment and comparison of Tenders.
If the Tenderer’s submission is qualified as a change to the Terms and Conditions, in favour of the Tenderer’s standard terms, then grounds may exist to exclude the Tender from further consideration.
If Tenderers submissions require sign-off by legal counsel, partners, board members or trustees this procurement should be discussed with them at the earliest opportunity to avoid delays.
The Tender shall be made on the Form of Tender contained within the Tender Response Document.  If this form is not fully completed the Tender shall be rejected.
[bookmark: _Toc182225508]CONFIDENTIALITY
Tenderers shall treat all unclassified information supplied by the Authority as "Official - Commercial".  The Authority shall treat as "Official - Commercial” any information which the Tenderer so designates until a contract has been awarded or the process closed.  Thereafter, all information held by the Authority shall be subject to the requirements of the Freedom of Information Act 2000, which is covered in the Terms and Conditions of Contract and Statutory Instrument 2012 No 2479 – The Elected Local Policing Bodies (Specified Information) (Amendment) Order 2012.
In accordance with the aforementioned Statutory Instrument, all Police Forces of England and Wales have an obligation to make publicly available a copy of each contract with a value exceeding £10,000 to which (i) the local policing body, or (ii) the chief officer of the police force maintained by the body, is or is to be a party.
To meet this requirement, the relevant Authority will be publishing all contracts over a value exceeding £10,000 on the Freedom of Information (FOI) page of the Bluelight Procurement Database (www.blpd.gov.uk).
It is recognised that contract documents may contain commercially sensitive information which Tenderers are to identify in Schedule 4 of the Tender Response Document and which they may wish to have redacted under the FOI exemption S43.  Unless this schedule is completed the full version of the contract document will be made publicly available.
Tenderers shall not contact the media in relation to this opportunity, the procurement process or this Invitation to Tender, nor make any statement or pass comment without the express approval of the Authority in writing.  Tenderers shall not undertake (or permit to be undertaken) at any time, whether at this stage or after award of any contract, any publicity activity with any section of the media in relation to the contract other than with the prior written agreement of the Authority.  Such agreement shall extend to the content of any publicity.  In this paragraph the word ‘media’ includes, without limitation, radio, television, other broadcast media, newspapers or other print media, trade and specialist press, the Internet and e-mail accessible by the public at large and the representatives of such media.
Tenderers may disclose, distribute or pass Information to another party including but not limited to legal advisers, Sub-contractors and the Tenderer's insurers if either:
this is done for the sole purpose of enabling Tenders (as applicable) to be made and the person receiving the Information undertakes in writing to keep the Information confidential on the same terms as set out in this paragraph; or
the Tenderer obtains the prior written consent of the Authority in relation to such disclosure, distribution or passing of Information.
The contents of the Invitation to Tender Documents must be held in confidence and not disclosed to any third party other than is strictly necessary for the purposes of submitting the Tender.  The Tenderer shall also ensure that a similar obligation of confidentiality is placed upon any third party to whom they may need to disclose any of the documentation for the purposes of the Tender.
The Tenderer must complete Schedule 3 provided in the Tender Response Document and submit this with the Tenderers response.
In the event that the Tenderer’s response is not successful, the Authority reserves the right to require the deletion or destruction of all documentation that has been issued as part of the Invitation to Tender. If the Authority does exercise this right, the Tenderer shall dispose of the documentation in a secure and confidential manner.
[bookmark: _Toc536706513]

[bookmark: _Toc182225509]ACCURACY OF THE INFORMATION AND LIABILITY 
This Invitation to Tender has been prepared by the Authority in good faith but does not purport to be comprehensive or to have been independently verified.  Tenderers shall not rely on the Information and should carry out their own due diligence checks and verify the accuracy of the Information.  Nothing in this Invitation to Tender is or shall be a promise or representation as to the future.
Tenderers considering entering into a contractual relationship should carry out their own due diligence, make their own enquiries and investigations and shall be deemed to have done so.  The subject matter of this Invitation to Tender shall only have contractual effect when it is contained in the express terms of an executed contract.
Neither the Authority, their Authority’s Chief Officers, members, directors, officers, employees, agents, auditors or advisers make any representation or warranty as to, or accept any liability or responsibility in relation to, the adequacy, accuracy, reasonableness or completeness of the Information or any part of it (including but not limited to loss or damage arising as a result of reliance by the Tenderer on any of the Information contained in this Invitation to Tender.
[bookmark: _Toc536706514][bookmark: _Toc182225510]CANVASSING
Any Tenderer who, in connection with the Project:
[bookmark: _Ref445473204]offers any inducement, fee or reward to any member or officer of the Authority or any person acting as an adviser for the Authority in connection with the opportunity; or
does anything which would constitute a breach of the Bribery Act 2010; or
canvasses any of the persons referred to in paragraph 1.1.3 and 1.1.4 in connection with the opportunity; or
contacts any officer of the Authority prior to a contract being awarded about any aspect of the opportunity in a manner not permitted by this Invitation to Tender (including without limitation a contact for the purposes of discussing the possible transfer to the employment of the Tenderer of such officer for the purpose of the opportunity), will be disqualified (without prejudice to any other civil remedies available to the Authority and without prejudice to any criminal liability which such conduct by a Tenderer may attract).
[bookmark: _Ref445473086][bookmark: _Toc536706515][bookmark: _Toc182225511]NON-COLLUSION
Any Tenderer who, in connection with the Project:
fixes or adjusts the amount and/or content of their Tender by or in accordance with any agreement or arrangement with any other Tenderer; or
enters into any agreement or arrangement with any other Tenderer that he shall refrain from making Tenders or as to the amount of any Tenders to be submitted; or
causes or induces any person to enter such agreement as is mentioned in either paragraph above or to inform the Tenderer of the amount or approximate amount of any rival Tender for the opportunity; or
offers or agrees to pay or give or does pay or give any sum of money, inducement or valuable consideration directly or indirectly to any person for doing or having done or causing or having caused to be done in relation to any other Tender or proposed Tender for the opportunity any act or omission; or
communicates to any person other than the Authority the amount or approximate amount of their proposed Tender (except where such disclosure is made in confidence in order to obtain quotations necessary for the preparation of the Tender (for example, for insurance or a parent company guarantee);
may be disqualified (without prejudice to any other civil remedies available to the Authority and without prejudice to any criminal liability that such conduct by a Tenderer may attract).

[bookmark: _Toc536706516][bookmark: _Toc182225512]COPYRIGHT
The copyright in the Invitation to Tender and associated documents is vested in the Authority and may not be reproduced, copied or stored in any medium without the prior written consent of the Authority.  The Invitation to Tender and associated documents and any document issued as supplemental to it, are and shall remain the property of the Authority and must be returned upon demand.
[bookmark: _Toc536706517][bookmark: _Toc182225513]THE AUTHORITY’S RIGHT TO REJECT TENDERS
The Authority is not bound to accept the highest score or any Tender and reserves the right to accept any Tender either in whole or in part or parts.
Nothing in the Invitation to Tender shall oblige the Authority to award and the Authority shall be able in its sole discretion to withdraw at any stage the contract.  
The Authority reserves the right, subject to relevant legislation, at any time to reject any Tender.
The Authority reserves the right to disqualify any Tenderer who makes material changes to, or (in the Authority’s opinion) a material change takes place in respect of, any aspect of either its SQ submission, or Tender unless substantial justification can be provided to the satisfaction of the Authority.
The Authority may (but shall not be obliged) at its discretion but always acting proportionately and in accordance with the law exclude a Tenderer or Tender if (without limitation):
the Tender is unaffordable;
the Tender places excessive risk on the Authority;
the Tender scores below the satisfactory threshold in any area (as described within the Tender Evaluation Criteria of this Invitation to Tender; or
the Tender is incomplete, misleading or inaccurate; or
any matters arising as a result of checks against the Serious and Organised Crime Declaration.
[bookmark: _Toc182225514]TENDERER’S WARRANTIES
In submitting a Tender, the Tenderer warrants, represents and undertakes with the Authority that:
it has not done any of the acts or matters referred in Schedule 2 within the Tender Response Document of this Invitation to Tender and has complied in all respects with the Invitation to Tender Documents;
all information, representations and other matters of fact communicated (whether in writing or otherwise) to the Authority by the Tenderer or its employees in connection with or arising out of the Tender generally are true, complete and accurate in all respects;
it has made its own investigations and research, has satisfied itself in respect of all matters relating to the Invitation to Tender Documents and that it has not submitted the Form of Tender, and will not have entered into the Agreement in reliance upon any information, representations or assumptions (whether made orally, in writing or otherwise) which may have been made by the Authority;
it has full power and authority to enter into and to carry out the Agreement and will if requested produce evidence of such to the Authority;


it is of sound financial standing and the Tenderer and its partners, directors, officers and employees are not aware of any circumstances (other than such circumstances as may be disclosed in the audited accounts or other financial statements of the Tenderer submitted) which may adversely affect such financial standing in the future;
by the Commencement Date it will procure, and during the term of the Agreement it will have, sufficient working capital, insurances, skilled staff, equipment and other resources available to carry out the Services in accordance with the Agreement for the Term; and
it has obtained, or will have obtained, by the Commencement Date all and any necessary consents, licences and permissions to enable it to carry out the Services and will from time to time throughout the Term obtain and maintain all further and other necessary consents, licences and permissions to enable it to carry out the Services.
[bookmark: _Toc182225515]SUB-CONTRACTING
EXCLUSION OF SUB-CONTRACTORS
Where the Authority considers whether there are grounds for the exclusion of a Sub-contractor under Regulation 57 of the Public Contracts Regulations 2015, then;
[bookmark: _Hlk28869422]if the Authority finds there are compulsory grounds for exclusion, the Successful Tenderer shall replace or shall not appoint the Sub-contractor;
if the Authority finds there are non-compulsory grounds for exclusion, the Authority may require the Successful Tenderer to replace or not to appoint the Sub-contractor and the Successful Tenderer shall comply with such a requirement.
RIGHT TO TERMINATE A SUB-CONTRACT FOR FAILURE TO COMPLY WITH ENVIRONMENTAL, SOCIAL AND LABOUR LAWS
The Successful Tenderer shall include in every Sub-contract:
a right for the Successful Tenderer to terminate that Sub-contract if the relevant Sub-contractor fails to comply in the performance of its contract with legal obligations in the fields of environmental, social or labour law; and,
a requirement that the Sub-contractor includes a provision having the same effect as above in any Sub-contract which it awards.
In this clause, ‘Sub-contract’ means a contract between two or more suppliers, at any stage of remoteness from the Authority in a sub-contracting chain, made wholly or substantially for the purpose of performing (or contributing to the performance of) the whole or any part of this Agreement.
[bookmark: _Toc182225516]OFF SHORING
The Authority’s data shall not be stored or processed outside of the United Kingdom without the prior direct approval of the Authority and where such approval is given shall at all times comply with the Data Protection Act 2018 (as amended).
[bookmark: _Toc182225517]SECURITY VETTING TENDERERS’ EMPLOYEES
Not Used.
2.13.2	Not Used.
0. Not Used. 
Not Used. 
2.13.5	Not Used. 
0. Not Used. 
Not Used. 
Not Used. 
Not Used. 
Not Used. 
Not Used. 
Not Used. 
[bookmark: _Toc536706520][bookmark: _Toc182225518][bookmark: _Toc318450205]TRANSFER OF UNDERTAKINGS (Protection of Employment) regulations 2006 (as amended)
[bookmark: _Toc536706521]Not Used. 
[bookmark: _Toc182225519]EQUAL OPPORTUNITIES AND HUMAN RIGHTS
Tenderers are reminded of their obligations to comply with the provisions of the Equalities Legislation and the obligations on the Successful Tenderer(s) to assist the Authority to comply with their obligations under the Equalities Legislation.
[bookmark: _Toc536706522][bookmark: _Toc182225520]AMENDMENTS TO THE TENDER DOCUMENTS
The Authority reserve the right to issue amendments or modifications to the Invitation to Tender Documents during the invitation stage.  Any such amendments will be issued to all Tenderers simultaneously via the e-Tendering portal and Tenderers will be assumed to take account of any such amendments.
[bookmark: _Toc424066162][bookmark: _Toc536706523][bookmark: _Toc182225521]NON-CONSIDERATION OF FORM OF TENDER
The Authority may at its absolute discretion refrain from considering any Form of Tender if:
it is not in accordance with the Invitation to Tender Documents and all other provisions of the Invitation to Tender (as applicable); or
the Tenderer makes or attempts to make any variation or alteration to the Invitation to Tender Documents except where a variation or alteration is expressly invited or permitted by the Authority in writing prior to submission of the Tender; or
the Tenderer does not Tender for the provision of the whole of the Agreement except where the Tender for part of the Agreement is expressly invited or permitted by the Authority in writing; or
it is incomplete or incorrectly completed; or
the Authority under Regulation 69(4) of the Public Contract Regulations 2015 may reject an abnormally low Tender where the evidence supplied by the Tenderer does not satisfactorily account for the low level of price or costs proposed.
[bookmark: _Ref445473358][bookmark: _Ref411871403]Any alternative terms or conditions offered on behalf of a Tenderer shall, if inconsistent with the terms and conditions of the Invitation to Tender Documents, be deemed to have been rejected by the Authority unless expressly accepted in writing.
The Authority will evaluate all Tenders in accordance with the criteria set out in Part 4 of this invitation.
[bookmark: _Toc536706500][bookmark: _Toc429149900][bookmark: _Toc429149914][bookmark: _Toc536706524]

1. [bookmark: _Toc182225522]PART 3: GUIDANCE FOR TENDERERS
[bookmark: _Toc536706501][bookmark: _Toc182225523]CLARIFICATION DAY/SITE VISIT / TENDERERS CONFERENCE
Not Required
Not Used
Not Used
Not Used
Not Used
Not Used
Not Used
Not Used
[bookmark: _Toc536706502][bookmark: _Toc182225524]ENQUIRIES, CLARIFICATIONS AND COMMUNICATION
During the Tender period, Tenderers may submit enquiries and requests for clarification or further information.
All requests for clarification relating to this tender process must be submitted via the Atamis e-Tendering Portal.  No contact shall be made directly with any officer or employee of the Authority.
All clarification questions must be posted within the Atamis e-Tendering Portal by the tender return deadline.
When submitting clarifications, Tenderers shall ensure that each question clearly indicates the section, document or reference number relevant to the enquiry, otherwise delays in providing a response may occur.  
The Authority does not undertake to respond to any clarifications received after the deadline for questions detailed within the Tender Timetable.
When submitting a clarification, if a Tenderer deems the enquiry to be of a commercially sensitive nature or confidential, the clarification should be marked as ‘Confidential – not to be circulated to other Tenderers’.  The Authority will review the clarification to determine that the principle of equal availability of information to all Tenderers shall not be breached and respond accordingly.
If the Authority considers that, in the interests of open and fair competition, they are unable to respond to the clarification on the basis of confidentiality, they will inform the Tenderer accordingly.  The Tenderer will, within three (3) working days, respond in writing requesting that either the query is withdrawn or not treated as confidential.
The Authority will deem that the question or request for clarification or further information has been withdrawn if the Authority is not contacted in writing within three (3) working days.
If a Tenderer determines that they are unable to submit a Tender, they must submit a message via the Atamis e-Tendering to confirm they are withdrawing from the process and that all copies/versions of the Invitation to Tender Documents have been deleted and/or destroyed as applicable.
[bookmark: _Toc536706503][bookmark: _Toc182225525]SUBMISSION REQUIREMENTS
Tenders must be submitted on the Atamis e-Tendering Portal (https://7force.force.com/login) by the deadlines set out in the Tender Timetable.
A Tender may not be considered if not submitted by the tender return deadline.  Tenderers are strongly recommended to familiarise themselves with Atamis e-Tendering Portal and allow sufficient time to upload their Tender submission.
Requests for an extension of the Tender return deadline due to problems incurred with Tenderers internet connections, computer connections or any other problems they experience with information technology are unlikely to be considered by the Authority.  However, if there are confirmed problems with the Atamis e-Tendering portal exceptions may be considered.
The Authority reserves the right to reject any Tender received after the deadline.
The Authority reserves the right to exclude any incomplete, illegible or non-compliant Tenders.
[bookmark: _Toc536706504][bookmark: _Toc182225526]TENDER RESPONSE DOCUMENT
In completing the Tender Response Document, Tenderers must not place any reliance or make any assumptions based on any previous historical or any current contract arrangement.
Not used. 
The Tender Response Document must contain all of the information in accordance with the Invitation to Tender.  A Checklist for Tenderers is included within the Tender Response Document at Schedule 9 to assist Tenderers and must be completed and returned with their Tender submission.
Tenders must be as concise as possible, whilst providing sufficient information to enable the Authority to evaluate their Tender in accordance with this invitation.  Any Tender submitted will be regarded as unconditional and capable of acceptance.  All documents requiring a signature must be signed:
where the Tenderer is an individual, by that individual and witnessed by an independent third party;
where the Tenderer is a partnership by two duly authorised partners whose signatures shall be witnessed by an independent third party; or
where the Tenderer is a company by two directors or by a director and the company secretary of the company, such persons being duly authorised for that purpose,
	and Tenderers acknowledge that the Authority may for all purposes rely on the due authority and authenticity of the persons signing and of the signatories to all documents.

1. [bookmark: _Toc182225527]PART 4: TENDER EVALUATION MODEL
[bookmark: _Ref445472152][bookmark: _Ref445473378][bookmark: _Toc536706525][bookmark: _Toc182225528][bookmark: _Toc429149915]TENDER EVALUATION AND SCORING
Tenders will be evaluated on the basis of the most economically advantageous Tender (MEAT) having regard to the criteria and scoring as set out in this Tender Evaluation Model.
Tenderers will be scored only on the information contained within their Tender submissions, within presentation content or site visits (where applicable).
Tenderers must be aware that in evaluating Tenders the Authority will not score or take into consideration any elements of a Tender that “exceed” the stated requirements other than those expressly required by the Authority, as detailed within the Specification of Requirements and Method Statements.
By applying the Tender Evaluation Model the Authority intends to appoint a Successful Tenderer.
Initial Compliance Stage
Tenders will be checked initially for compliance with this Invitation to Tender, by assessment of the SQ issued within the Atamis e-Tendering Portal and the Tender Response Document.  Whilst the Authority shall be entitled to seek clarifications from Tenderers in order to determine if a Tender is complete and compliant, Tenderers should note that the Authority reserve the right to reject Tenders that are not substantially complete and/or compliant with the Invitation to Tender and the Tender Response Document requirements.
Tenderers must be aware that only Tenders submitted which satisfy the requirements contained in the SQ, shall be further evaluated in accordance with the Tender Evaluation Model.
Economic and Financial Assessment
The Authority may require further evidence that Tenderers possess the necessary economic and financial capacity to perform the Agreement.  Any requests for accounts either in response to the SQ or to establish economic and financial capacity must be for the company registration number given in the SQ and not from another part of any group.
It shall be at the sole discretion of the Authority to reject a Tenderer who does not meet the required economic and financial standing minimum requirements, as detailed within the SQ.  
The Authority will assess a Tenderer’s economic and financial standing using any number of the methods referred to within clause 4.1.11, unless stated otherwise.
The Authority may obtain a Credit Risk Report and as a guide would expect a minimum score of 51.  The result of this score alone will not exclude any potential provider but may result in further clarifications regarding a Tenderer’s economic and financial standing.
In accordance with the SQ, for this Tender the following minimum level of economic and financial standing and/or a minimum financial threshold within the evaluation criteria will be applied for this procurement:

(a) Minimum yearly turnover should be at least twice the estimated contract value of the Agreement (Initial Term)
(b) Minimum Current Liquidity Ratio should be greater than 1 (Current Ratio = Current Assets / Current Liabilities)

(c) Minimum Return on Sales / Profit Margin of more than 5% (Profit Margin = Operating Profit / Revenue)
If a Tenderer fails to satisfy these minimum financial requirements, but still achieves a pass for the remainder of the SQ, the Authority may discuss this with the Tenderer, for clarification purposes.  However, the Authority retains discretion to exclude any organisation, if they fail to meet these minimum standards.
Where applicable, outstanding County Court Judgements may be considered when the Authority is looking at the economic and financial standing of a Tenderer.
The Authority reserves the right to request further information during the Tender process to ascertain economic and financial capacity.
The Authority reserves the right to reject the Tenderer if it considers that the Tenderer would not meet the Authority’s requirements at any point during the Contract Period if awarded the Tender.
In accordance with the SQ, Tenderers must be aware that for all questions where they are self-certifying that they meet the requirements specified, they will be required to provide evidence of this information certified as part of due diligence if prior to being awarded the Agreement.  Tenderers must also be aware that failure to provide the required evidence when requested may prevent an Agreement being awarded.
Without prejudice to the above, in the event that any Tenderer fails the minimum standards for economic and financial standing at a later stage of due diligence within the procurement process, without limitation, the Authority reserves the right to:

(a) ask the Tenderer’s parent company or other guarantor to provide security where the Authority reasonably considers it appropriate to do so. If such security is not forthcoming to the reasonable satisfaction of the Authority, the Authority reserves the right to reject the Tenderer.

(b) keep these matters under review and to exclude any Tenderer from further participation in the procurement process where any such change affects adversely a Tenderer’s suitability to perform the Agreement as judged against the pre-qualification criteria for the pre-qualification process.

Evaluation Panel and Moderation
The evaluation of the Tender Response Documents will be carried out by an Evaluation Panel formed of officers, technical experts and other appropriate representatives of the Authority each reflecting reasoned professional judgement.
The evaluation will comprise a thorough and independent examination and scoring of the Tender Response Documents in accordance with the Tender Evaluation Model.
The Evaluation Panel will record the allocated scores and the strengths and weaknesses of each Tender response, to facilitate the outcome and the provision of Tenderer feedback.
Scoring will be applied using the Technical Scoring Methodology in Table 2.
A moderation of scoring will be undertaken by Procurement with the Evaluation Panel to discuss and agree an overall single consensus score for each Tender response.
[bookmark: _Toc182225529]TENDER EVALUATION
The Tender Evaluation Model will be used to score each Tender response.  Each question and response will be accordingly evaluated, scored and ranked.
Not Used 
Not Used 
Not Used 
The Authority reserve the right to seek additional information from Tenderers to clarify Tender responses.




The evaluation criteria for this Tender is price, quality and social value as follows:
	Criteria
	Criteria Scoring

	A
	Qualification (E-tender
ing SQ)
	PASS/FAIL

	B
	Technical (Quality) 
	PASS/FAIL and 40%

	
	I
	Supply of Products
	PASS/FAIL

	
	Ii
	Products meet industry standards
	PASS/FAIL

	
	iii
	Workmanship of products 
	40%

	
	Iv
	Delivery to timescales
	PASS/FAIL

	C
	Social Value Criteria (Price)
	10%

	
	I
	Sustainability 
	5%

	
	Ii
	Social Value
	5%

	D
	Commercial (Price)*
	50%

	*Please refer to the Commercial Pricing Schedule 7 for cost breakdown requirements


[bookmark: _Toc536706526][bookmark: _Toc182225530][bookmark: _Ref522626551]PASS/FAIL SCORING CRITERIA
Where the Authority has stated requirements as ‘Mandatory’ these will be scored as PASS/FAIL.  Tenderers are required to complete the Tender Response Document to demonstrate compliance with these Mandatory requirements.  In the event that a Tenderer cannot comply with any one Mandatory requirement, then the Tenderers’ response may fail and the Tender shall be rejected.
[bookmark: _Ref536706388][bookmark: _Toc536706527][bookmark: _Toc182225531]COMMERCIAL CRITERIA (PRICE) 50%
Details of the commercial submission are set out in the Tender Response Document.  The commercial submission will be evaluated by assessing the overall price and value for money aspects of the Tender for the 2 month contract term.
4.4.2	All prices shall be in pounds Sterling and shall be inclusive of any import duties, customs fees and transport charges.  Any discounts available and VAT payable shall be shown separately.

4.4.3	Not Used 
0. Not Used
Tenderers are advised that where any guide volumes are set out in the commercial submission to assess total tender sums for tender evaluation purposes only, the Authority gives no guarantees, representations or warranties as to the number, volume or type of any Services required under the Agreement during the Term, unless expressly detailed within the Statement of Requirements.
The Authority reserves the right to ask Tenderers to clarify their commercial submission as necessary.
The Authority reserve the right to ask a Tenderer to explain any considered abnormally low-priced tender.  The Authority reserve the right to reject a Tender where the evidence supplied and further investigations does not satisfactorily account for the low level of price proposed.
The Total Tender Sum must represent the ‘Whole Life Cost’ of the requirement as detailed within the pricing submission of the Tender Response Document.
the Tenderer with the Lowest Total Tender Sum (LTS) will be awarded the maximum percentage available is 50%.
all other bids will be awarded a percentage score based upon the relationship between their Total Tender Sum (TTS) and the Lowest Total Tender Sum (LTS) as follows:
	LTS
	      X 50% = Percentage score 

	TTS

	


[bookmark: _Toc294704297][bookmark: _Toc294704299][bookmark: _Toc294704301][bookmark: _Toc294704303][bookmark: _Toc294704305][bookmark: _Toc294704307][bookmark: _Toc294704309][bookmark: _Toc294704311][bookmark: _Toc294704313][bookmark: _Toc294704315][bookmark: _Toc294704317][bookmark: _Toc294704318][bookmark: _Toc294704319][bookmark: _Toc294704321][bookmark: _Toc294704322][bookmark: _Toc294704323][bookmark: _Toc294704325][bookmark: _Toc294704327][bookmark: _Toc536706528]Example:
The total available score for price (Lowest Total Tender Sum) is 50%.

· Three Tenders were received.
· Tenderer A submitted £3,000 as their Total Tender Sum
· Tenderer B submitted £5,000 as their Total Tender Sum
· Tenderer C submitted £6,000 as their Total Tender Sum
 
The calculation for percentage scoring would be: 
Tenderer A Score = £3000/£3000 x 50% (LTS) = 50 % 
Tenderer B Score = £3000/£5000 x 50 % =30 %
Tenderer C Score = £3000/£6000 x 50 % =25 %       
[bookmark: _Toc182225532]SOCIAL VALUE (PRICE) 10%
Social Value will be evaluated using the Social Value Method Statements as set out in the Tender Response Document.
Not Used. 
 
[bookmark: _Toc182225533]TECHNICAL CRITERIA (QUALITY) 40%
Quality will be evaluated using the Technical Method Statements, as set out in the Tender Response Document.
Tenderers’ responses should be sufficiently detailed and (subject to approval by the Authority), when finalised will be incorporated into the Agreement and form part of the Successful Tenderer’s contractual commitment to the Authority.
Tenderers may not exceed any stated word limits defined within the Method Statement, unless otherwise advised by the Authority.  The Authority reserves the right to mark any Method Statement accordingly and any words, text or diagrams included that exceed the relevant word limit or have not been specifically excluded from the word limit and placed in appendices, may not be included for evaluation purposes.
The Evaluation Panel will score each Method Statement in accordance with the Technical Scoring Methodology (Table 2 below) reflecting the extent to which Tenders meet the requirements.
Any sub-criteria scoring allocated for each Method Statement will then be applied to give a score using the following formula:
Technical Methodology Score (TMS) / Maximum Method Statement Score (MMS)
X Total Method Statement Allocation (MSA) = Method Statement Actual Score (MSAS).

Example
A Tenderer scores eight (8) out of a maximum of ten (10) for a Technical Method Statement 1 then the formula will apply as follows:
Eight (8) (TMS) / ten (10) (MMS) X 50 (% allocation for Method Statement 1) = 40% Method Statement Actual Score (MSAS)
The table below illustrates these scoring calculations and adding the Method Statement Actual Scores together to provide the total for all Technical (Quality) aspects of the tender overall.
TABLE 1:
	Method Statement
	Technical Methodology Score (TMS)
	Maximum Method Statement Score – Table 2 (MMS)
	Method Statement % allocation (MSA)
	Method Statement Actual Score % (MSAS)

	1
	8
	10
	50%
	40%

	2
	6
	10
	25%
	15%

	3
	10
	10
	15%
	15%

	4
	8
	10
	10%
	8%

	TOTAL for all Method Statements
	78%

	Overall Technical Score Percentage
	31.2%


[bookmark: _Toc318450215][bookmark: _Toc330202299]
Where a response to any Method Statement scores a “0” mark (or a “Fail” in any Pass/Fail question), the Tender may be rejected as non-compliant and excluded from the tender process.

The Authority may reject a Tender where:
i. a mark of “Poor” is given in any three or more Method Statements; or
ii. a mark of “Very Poor” is given in any two or more Method Statements.



TABLE 2: TECHNICAL SCORING METHODOLOGY 
	Score
	Definition of Score

	10
	Very Good 
The response fully meets the requirement with no concerns. It leaves no doubt as to the ability and commitment to deliver what is required.  The response therefore shows:
· Very good understanding of the requirements.
· Considerable capability / competence demonstrated through relevant evidence.
· Considerable insight into the relevant issues.
· The response is also likely to demonstrate innovation which provides additional benefits relevant to the requirement at no additional cost


	8
	Good 
The response meets the requirement and there are no significant areas of concern.  The response therefore shows:
· Good understanding of the requirements.
· Sufficient capability / competence demonstrated through relevant evidence.
· Some insight into the relevant issues demonstrated.

	6
	Fair 
The response meets most of the requirements but leaves issues arising through lack of appropriate evidence.  The response therefore shows:
· Basic understanding of the requirements.
· Relevant evidence supporting basic understanding.
· Some areas of concern that would require attention.

	4
	Poor 
The response meets elements of the requirements but gives concern in a number of significant areas.  There are reservations because of one or all of the following:
· There is at least one significant issue needing considerable attention.
· There is insufficient evidence to demonstrate competence or understanding.
· The response is light and unconvincing.

	2
	Very Poor 
The response is significantly below what would be expected because of one or all of the following:
· The response indicates a significant lack of understanding.
· The response fails to meet all or the majority of the requirement.
· The response has simply restated the requirement.

	0
	The requirement has not been answered

No answer has been provided or the response given does not relate to the question
OR
The response is marked as fully compliant / not fully compliant with no further explanation or evidence provided.


[bookmark: _Toc294704329][bookmark: _Toc294704331][bookmark: _Toc293499847][bookmark: _Toc293499876][bookmark: _Toc293499936][bookmark: _Toc294626936][bookmark: _Toc294703319][bookmark: _Toc294703571][bookmark: _Toc294703653][bookmark: _Toc294704332][bookmark: _Toc293499848][bookmark: _Toc293499877][bookmark: _Toc293499937][bookmark: _Toc294626937][bookmark: _Toc294703320][bookmark: _Toc294703572][bookmark: _Toc294703654][bookmark: _Toc294704333][bookmark: _Toc536706530][bookmark: _Toc429149917]


[bookmark: _Toc182225534]TOTAL BID SCORE
Total Bid Score will be calculated by adding the Tenderer’s Commercial & Social Value Price Score to the Technical (Quality) Score.
The Tenderer with the highest Total Bid Score shall be awarded the Agreement for the relevant lot, subject to further due diligence and submission of evidence, as required, in relation to the self-certification at the SQ stage.
[bookmark: _Toc429149922]In this example the score criteria is 50% for Commercial (Price), 10% for Social Value (Price) and 40% for Technical (Quality).  Tenderers A, B & C submissions have been evaluated and their subsequent scores in each criterion have been added together to provide a Total Bid Score.



TABLE 3: EXAMPLE TOTAL BID SCORE
	TENDERER
	COMMERCIAL SCORE (50%)
	SOCIAL VALUE SCORE (10%)
	TECHNICAL SCORE (40%)
	TOTAL BID SCORE (100%)

	A
	33
	8.7
	40
	81.70%

	B
	37.5
	10
	35
	82.50%

	C
	50
	3.4
	30
	83.40%




1. [bookmark: _Toc182225535][bookmark: _Toc536706532]PART 5: STATEMENT OF REQUIREMENTS 

[bookmark: _Toc182225536]INTRODUCTION

This section sets out the specification for the supply of scenario training equipment to be supplied under this Agreement. 

 The Authority, in line with College of Policing requirements, is repurposing an industrial unit to carry out PPST including scenario-based activities. The unit will be accredited to College of Policing standards for the training provision and adding scenario training equipment to its scenario training equipment at its Norfolk PPST facility.

[bookmark: _Toc182225537]BACKGROUND
The Authority has produced a list of scenario training equipment it requires to enable training of its Officers. The equipment has been split into 3 lots for each facility. The training unit must be ready for accreditation assessment by the end of March 2025.

[bookmark: _Toc182225538]REQUIREMENTS

A full list of products required can be found in Appendix 3.

[bookmark: _Toc182225539]TIMESCALES
The Successful Tenderer shall commence delivery of the Suffolk scenario training equipment as listed in Appendix 3 no later than Friday 14 March 2025 to Simon Driver, Personal Safety Training Lead, Suffolk Constabulary, Suffolk Constabulary Headquarters, Portal Avenue, Martlesham Heath, Martlesham, Ipswich, Suffolk IP5 3QS. Please email simon.driver@suffolk.police.uk giving at least a week’s notice of the date and time of the delivery. The address may change when a final training facility location has been acquired. Any amendment to the address will be communicated through clarifications. The new location will be within 10 minutes driving of the head quarter’s address.  
[bookmark: _Toc182225540]The Successful Tenderer shall commence delivery of the Norfolk scenario training equipment as listed in Appendix 3 not before Wednesday 2nd April 2025 and no later than Friday 11 April 2025 to Daniel Lemmon, Norfolk Constabulary, Norfolk Constabulary Professional Development Centre, Hethersett Old Hall, Norwich Road, Hethersett, Norwich, Norfolk NR9 3DW. Please email daniel.lemmon@norfolk.police.uk giving at least a week’s notice of the date and time of the delivery. Please no deliveries will be accepted before 2nd April 2025.
5.4.3 	Payment will be made on receipt of undamaged and correct products to the addresses listed in 5.4.1 and 5.4.2 within the stated delivery date parameters. The Successful Tenderer must state the order number and applicable lot number on their invoice for valid payment.

BUSINESS CONTINUITY
The goods are business critical for the Customer and it is therefore important that the Successful Tenderer maintains their business continuity arrangements throughout the Term.
The Successful Tenderer’s Business Continuity Plan must be included as part of the bid submission. The Business Continuity Plan is not included in the evaluation criteria.
[bookmark: _Toc182225541]SOCIAL VALUE
The Customer is subject to the Public Services (Social Value) Act 2012 which requires it to have regard to economic, social and environmental well-being in connection with public service contractors and forms an important part of the Customer’s Police and Crime Plans.
The Successful Tenderer shall comply with legislation and deliver a service which support economic, social and environmental considerations throughout the Term.
The Successful Tenderer shall consider throughout the Term how it will contribute to and engage with the local community.
The Successful Tenderer shall collaborate with the Customer to attract and recruit candidates with protected characteristics in order to encourage their interaction with policing.
The Successful Tenderer shall ensure that its staff at all levels of the organisation are trained in relation to diversity and inclusion and their roles and responsibilities in tackling discrimination, disadvantage and bias.
Where the Successful Tenderer delivers the programme at a location other than the Authority premises, the Successful Tenderer shall ensure that the location and facilities are fit for purpose and meet all equality and diversity requirements, in particular the requirement to meet the varied needs of people with disabilities.
The Successful Tenderer shall consider employment opportunities within the geographical area.
The Successful Tenderer shall consider sourcing locally those materials, products and services required in delivery of the Services.
The Successful Tenderer shall try to reduce carbon emissions through innovative ways to reduce travel, for example, utilising technology in delivery of the programme and locally based trainers for face to face teaching.
The Successful Tenderer shall minimise the use of packaging, particularly single use plastics.
[bookmark: _Toc182225542]INFORMATION SECURITY
Not used.
[bookmark: _Toc182225543]KEY PERFORMANCE INDICATORS
Not Used. 

Not Used. 

Page 1[image: ]
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[bookmark: _Toc182225544]APPENDIX 1: 7 FORCE ICT NON-FUNCTIONAL AND TECHNICAL REQUIREMENTS


	Not required for this procurement.

[bookmark: _Toc182225545]APPENDIX 2: BASELINE SECURITY REQUIREMENTS TECHNICAL & NON-TECHNICAL

	Not required for this procurement.
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Glossary 


      
AR         Asset Register (Information Asset Register or IT physical assets) 


CVU   Central Vetting Unit 


IA   Information Assets Police  


IAO   Information Asset Owner Police 


IS   Information System Police 


ISA   Information Sharing Agreement 


ISM   Information Security Manager  


ISS   Information Security Strategy 


7FNFR   7Force Non-Functional Requirements 


MoPI   Management of Police Information 


NIST   National Institute of Standards and Technology 


SIRO   Senior Information Risk Owner  


For Information Baseline requirement reference ‘for information’ to a service provider, 


contract and supplier. 
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Purpose and Use of Document 


 


Information security, sometimes shortened to infosec, is the practice of protecting information by 


mitigating information risks. It is part of information risk management. It typically involves 


preventing or at least reducing the probability of unauthorised and inappropriate access, use, 


disclosure, disruption, deletion/destruction, corruption, modification, inspection, recording or 


devaluation.  While this generally includes access to information contained on computers, the 


concept is much broader than computers, encompassing all records under the control of an 


organisation.  The Eastern Region Information Security Officers (ERISO) group have authored this 


Baseline Security Requirement to ensure that the practices of Information Security and 


Governance are inherited into the lifecycle of all Information Systems and Business Processes. 


 


This document will describe the Information Security baseline security requirements for technical 


and business service providers, contracts, suppliers and systems and necessary procedures and/or 


requirements for implementation, use and management of Police Information Systems.  This 


Baseline Security Requirement (BSR) can be adapted for major systems and services to ensure any 


additional requirements are considered. 


 


The baseline will indicate where the description is ‘for information’ to a service provider, contract 


and supplier.  Forces can retain and maintain, in line with this document, their own Force Baseline 


Security Requirement or equivalent, for local solutions outside the ERISO (regional) portfolio of 


work.   


 


Information Security BSR Version Control Process 


 


The Information Security Baseline Security Requirement Version Control Process is designed to 


ensure that the Eastern Regional ISO community is able to submit timely and relevant 


amendments to the main document. 


 


This process will be managed by the Kent and Essex Police Information Security Officers on behalf 


of the Eastern Regional ISO Community. 


 


Requests for changes to the BSR must be submitted to Information Security Kent on the 


appropriate change form, which will be reviewed and considered at the Eastern Regional 


Information Security Officers (ERISO) Meeting.  Any urgent changes will be submitted in the same 


way and will be co-ordinated through the Kent Information Security Office. 


  



https://en.wikipedia.org/wiki/Information

https://en.wikipedia.org/wiki/Risk_management_information_systems

mailto:information.security@kent.police.uk
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1.        Organisation, Compliance and Security Policies 


     


1.1 The design, operation, use and management of the IS must comply with statutory, 


regulatory, local policies and 7F Non-Functional Requirements and contractual security 


requirements.  Such compliance must be explicitly defined and, where necessary, force 


policy updated.     


 


1.2 Where the System will be used to process personal data, appropriate information security 


controls must be specified in order to comply with the Data Protection Act. A Data 


Protection Privacy Assessment (DPIA) will also be required and must be documented 


appropriately and advice sought from the Data Protection Manager.  The DPIA will be 


subject to regular review and will need to be revisited where a change to a system or 


change in processing method occurs. 


 


1.3 For Kent and Essex Police, a Records Management Impact Assessment (RMIA) will be 


required and must be documented appropriately and advice sought from the Records 


Manager.  


 


1.4 The IS processing or storing personal information must use Government Security 


Classification and Management of Police Information (MoPI) grouping must be identified 


and recorded. 


 


1.5 Compliance with the Security Risk Model (NPRIMT National Policing Information Risk 


Management Team (NPIRMT) and National Enabling Programme (NEP)) must be regarded 


as the minimum required for any existing or proposed information processing facility for 


Police, regardless of how it is procured or developed.  


 


1.6 Where the Authority uses the services of delivery partners (e.g. contractors), their services 


must be supported by legal agreements that include appropriate confidentiality clauses and 


cover the necessary security controls. The Authority must retain the right to monitor and 


revoke access. 


 


1.7 In accordance with the CSP, new IS must demonstrate compliance with the ISO/IEC27001, 


the international standard for information security management, and show due regard for 


NCSC and GDS Guidance.  


 


1.8 Appropriately assured products and services (such as FIPS-140, ISO/27001, NIST, COBIT-5 


and National Cyber Security Centre standards) must be used where appropriate.  


 


1.9 The configuration and operation of ISs must comply with all the relevant force policy, 


government frameworks, standards and operating procedures. This includes this standard, 


the Information Security Strategy (ISS) and the 7F Non-Functional Requirements (7FNFR). 


 


1.10 For Information - New IT ISs, or major changes to existing systems processing or storing 


business information, must be assessed by the IT Project or Change Management Team.  


Each IS and change must undergo an Assurance assessment by the Information Security 


Manager/Officer (ISM/ISO) to give assurance to the authority for the project or change 


management process to continue.   
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2. Information Security Assurance 


 


2.1 For Information - All Authority ISs must have completed information security Assurance 


prior to go-live.   This process must begin at the very start of a project by liaising with the 


Information Security Officer (ISO)/Manager (ISM) who will activate the Assurance process. 


The results of this assessment will determine the level of security Assurance compliance. 


The level of Assurance will exist throughout the entire lifecycle of the IS, from concept, 


system procurement/ development, through to decommission with annual/bi-annual 


reviews by the Information Security Team.  


 


3. Organisation of Information Security 


 


3.1 Contact with Special Interest Groups (SIGs) through active membership should be 


identified to ensure that confidentiality and integrity is preserved.  Recognised groups must 


be utilised as an information resource to advance specific areas of knowledge, learning or 


technology.   


 


4. Mobile Devices 


 


4.1 The use of mobile working facilities must meet this baseline requirement.  Any exceptions 


must be security risk assessed and accredited by the ISO/ISM in conjunction with the IT 


change management programme. 


 


4.2 Mobile devices and teleworking requirements for staff and contractors must be authorised.  


The use of information technology and telecommunications reduces the requirement of 


work-related travel and is available to authorised personnel.  Teleworking includes, but is 


not limited to, secure VPN, teleconferencing, e-mail or IM, etc. which are designed to 


perform secure communication from a remote location.   


 


5. Personnel Security 


 


5.1 All personnel, including contractors and volunteers are required to sign a confidentiality 


agreement, either separately or as part of an associated contract, before accessing 


Authority ISs.  Any changes of employment within a contract will be managed by Business 


Services/Human Resources.  There may be a requirement for personnel, contractors and 


volunteers to sign an additional separate agreement when accessing specific IT systems or 


personal data. 


 


5.2 All personnel involved in the development, support and operation of the ISs must be vetted 


to the appropriate level defined in Authority vetting policy or as part of an associated 


contract. This includes non-police personnel (e.g. delivery partners). 


 


5.3 Development, implementation and support teams should have the necessary knowledge 


and experience in the use of associated hardware and software, procedures, policies and 


appropriate legislation. Any additional training requirements must be addressed in advance. 


 


5.4 The requirements for all managers, users, contractors and third-party users to receive end-


user training, appropriate to their role, for a new or changed IS should be identified and 


planned for in advance. The provision of this training must not compromise live data or any 


supporting networks and IS. 
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5.5 All ISs, users or third parties are required to report any breaches, within 24 hours, actual or 


suspected, to the Information Security team.  Reported instances will be investigated on 


behalf of the relevant Authority security committee and could result in criminal and/or 


disciplinary proceedings.  Where it is prudent to do so, a referral will be made to 


Professional Standards for an additional assessment in line with the Code of Ethics. 


 


6. Asset Management 


 


6.1 For Information - All Authority IT Systems, hardware and software, must be formally 


approved, procured and tested by the Authority’s IT department .  Consideration must be 


given to national configuration and security blueprints.  The IT procurement process 


ensures that all assets are tagged and registered within the appropriate AR.  Technical 


assets are managed by the IT Service Delivery Team.  


 


6.2 The IS and Information Assets must be configurable to allow either automated or manual 


deletion in compliance with retention polices. 


 


6.3 IT and Information Assets must be appropriately returned and disposed of by the custodian 


of that asset.  IT assets must be returned to the IT Service Delivery Team who will dispose 


of the asset securely and retain the appropriate destruction certificate.  Information Assets 


must be disposed of in line with local force policy regarding Records Review, Retention and 


Disposal, Force Disposal Schedule and MoPI including decommissioning of technical assets.   


 


6.4 Information assets must be classified in compliance with the Government Classification 


Scheme.  Information classifications must be appropriately marked on each asset (where 


appropriate). Disposal of assets must be processed in compliance with MoPI.   


 


6.5 Removable media must be managed and appropriately marked.   Copies must be clearly 


marked and retained in compliance with the force requirement.  All media must be handled 


and disclosed in line with force policy.  Additional advice should be sought from the Data 


Protection Manager or ISO/ISMs for Police. 


 


6.6 It is incumbent on all of us (including Suppliers where appropriate), both at an 


organisational and individual level to ensure that there is both a chain of custody and 


continuity in respect of the acquisition, retention, and exploitation of all data. 


 


6.7 Live databases and any transfer of police information during the testing or provisioning of 


services must be risk assessed and authorised by the ISO/ISM. 


 


6.8 Any withdrawal from or closure of an internal or external service, provision or system due 


to cost efficiency, contract renewal or redundancy due to new innovation or services 


required within the business processes or IT landscape, must be completed within the 


Authority’s decommissioning process and a plan agreed by the ISO/ISM. 


 


7. Access Control 


 


7.1 The IS must provide appropriate separation of information at differing information 


classifications and comply with the GSC, ITTS and ISO 27001:2013. (This may dictate 


which Authority networks or network domain(s) the System can operate within). 
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7.2 The IS must enforce the principles of least privilege and 'need-to-know', in terms of system 


data and functions (i.e. users and administrators must only be provided with access to data 


and functions that are required for their role). 


  


7.3 Access to the IS must be restricted to authorised personnel only on Authority and Supplier 


premises. Visitors must be supervised or appropriately vetted in accordance with Force 


Policy or as part of an associated contract. Access rights must be controlled to ensure the 


timely creation of access, adjustment of user privileges to reflect changes in responsibilities 


and the termination of access when no longer required. 


 


7.4 For Information only - A full list of registered users and administrators and their access 


rights must be overseen by the IAO and made available for audit by the IAO.  


 


7.5 The IS must integrate with the Authority’s Active Directory central directory services (LDAP) 


for user authentication. 


    


7.6 Passwords must always be stored and transmitted securely, using NIST-approved hash/ 


encryption. 


 


7.7 Where it is agreed that an IS will use its own password for single-factor authentication 


outside the provision of Active Directory configuration, it must enforce a password that: 


 


i. is a minimum of 8 characters in length (15 chars for admin passwords); 


ii. has at least one numerical and one alphabetical character; 


iii. IS specification identification for passwords requiring special character; 


iv. enforces regular changes - at least every 60 days; 


v. disallows recently used passwords (password history of at least 3); and 


vi. lock account or ‘throttle’ after unsuccessful attempts.  


   


7.8 Any deviation must be clarified in the IS risk assessment. (Note that the use of LM hash is 


not permitted.) 


 


7.9 A user’s password must not be cached or exported out of the IS.  


   


7.10 Specific access to information and functions for each individual or group must be clearly 


defined and documented in an access control policy/matrix or System Operating Procedure 


(SyOps). It must be based on business and security requirements and use standard profiles 


for common roles.   


 


7.11 AD/ADFS integration is the agreed standard, however where this cannot be met this must 


be identified in the procurement/design process should identify where this will not meet the 


IS requirement. 


  


7.12 The IS log-on procedure must not provide excessive identifying details about the IS or user 


credentials that could provide assistance to a potential attacker. For example, the IS should 


not identify which element of the credentials was incorrect. 


  


7.13 The IS log-on procedures must display a warning that it must only be accessed by 


authorised users and include both confirm and cancel options. For clarity, only one warning 


is required.  Additional warnings for each additional system are not required. 
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7.14 For non-AD/ADFS, the IS must limit unsuccessful log-on attempts (up to a maximum of 10 


attempts), after which the account must either lock and require a manual reset or must 


‘throttle’ further attempts so as to protect against brute-force attacks. 


  


7.15 There must be no 'backdoor' access provided for the IS, such as hard-coded user and 
password combination.   This extends to where the service or any component of the 
Service is designed to run in the background it must start and run without any user 
intervention and the supplier must detail what controls are in place to stop users from 
stopping the software from performing its function (i.e. via interaction with the software 
GUI or by killing a service process). 


  


7.16 For non-AD/ADFS, the IS must comply with the Authority’s password reset procedure.  Any 


alternative solution must provide positive and reliable identification of the user and be 


included in the IS risk assessment. 


 


7.17 Distinction must be made between the IS access restrictions that will be made mandatory 


(enforced by the IS) or discretionary (applied by the user or governed by a record's given 


status). 


 


7.18 For information - By default, access control rules must be based on the principle that 


'everything not explicitly permitted is prohibited', rather than the weaker 'everything not 


explicitly prohibited is permitted'.  


 


7.19 The control of access rights should be maintained by the delegated System Manager 


(system administrator) and only granted when an agreed set of registration procedures 


have been defined.   Only the System Manager may grant, change or revoke these access 


rights, either manually or via an approved role-based enforcement solution. These 


procedures must be documented in the IS's standard operating procedures manual.  The 


Supplier should provide specification/process for management of access. 


 


7.20 For non-AD/ADFS, the Supplier must define procedures for removing access rights 


immediately that are no longer required, such as leaving the organisation or changing role.    


 


7.21 For Information - Procedures must be defined for regularly checking whether access 


rights are still required and for removing any redundant accounts (a period of 3 months is 


recommended). 


 


7.22 The Supplier using any IS privileges (the ability to override normal IS controls, e.g. for 


administration) should be restricted to the minimum necessary to perform a defined role. 


The requirement to retain this level of access must be reviewed at least every 3 months.  


This applies to the Authority and the Supplier.  


 


7.23 Where appropriate, the IS must be able to restrict access to the IS between predefined 


times or interface with higher level controls. 


 


7.24 The IS must allow the secure segregation of user activities to increase protection from 


fraud and errors.  The dissemination of tasks and associated privileges for a specific 


business process among multiple users must be considered to reduce the risk of accidental 


or deliberate system misuse.     
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7.25 Access to the IS source code must be strictly controlled and managed in accordance with 


the Authority’s current ITTS or supplier contractual obligations.    


 


8. Account Management 


8.1 For non-AD/ADFS, all User IDs, including supplier user IDs, must be unique and never re-


issued.  Additional IDs and generic IDs (e.g. test accounts) must not be created unless 


formally authorised.  Users must be accountable for the actions they perform under force 


IDs, and default initial passwords are to be unique and of adequate strength.  Managed 


and self-service password resets must meet the Authority’s guidance.  


   


8.2 An ISA should exist for third-party access and contain a Standard Operating Procedure 


(SOP) that authorises the individual in question and provides details of the sponsor (PDO).   


    


8.3 The System should authorise all individuals’ access to ISs using agreed business rules. This 


must be specified in documented procedures. No access will be granted to ISs without 


receiving this authority.  A record of who has access to what information must be 


maintained by the Supplier’s System Manager. 


  


8.4 An account must never be activated until the formal procedure has been completed and 


users have signed acceptance of Authority security policy and procedures.  Access to 


Authority information or services must not be granted until individuals have completed the 


minimum Foundation level local DPA e-learning package and Information Security NCALT 


packages or equivalent.  The role specification may also dictate additional training 


packages to be undertaken.  All third-party accounts must have an expiry date and must 


expire on that date and this must be on or before the contract or ISA review date. 


     


8.5 The Force Central Vetting Unit (VU) will carry out vetting in accordance with the force 


vetting policy or as part of an associated contract.  The VU will confirm the vetting levels of 


all third-party personnel.  Changes in access rights may require a change in vetting levels. 


     


8.6 For Information - The passwords for generic accounts must be changed as soon as a 


privileged user leaves or changes role.   


    


8.7 For Information - Access rights must be changed appropriately as soon as there is a 


change to a user’s role.  


 


8.8 Access rights must be removed for individuals immediately when they leave the Authority 


or the Supplier’s employment. Third party access must be revoked as soon as the contract 


is terminated. 


  


8.9 For Information - Access rights must be managed in compliance with the IT access 


management guidance.  Individuals who have not completed refresher training and 


obligatory training must be scheduled by the appropriate manager or governing 


department.  


 


8.10 Dormant or disabled user accounts exhibiting no evidence of activity must be disabled.  


Dormant Accounts with no activity must be disabled after 6 months, and Disabled accounts 


with no activity deleted after 3 months.  This is a local policy and agreement. 
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9. Cryptographic Controls 


     


9.1 Cryptography addresses the principles, means and methods of disguising information to 


ensure its confidentiality, integrity and authenticity.  All ISs that process personal and 


sensitive information must have cryptographic controls in line with GSC.  These controls 


must be documented in the operating procedures and detail the handling of cryptographic 


services.   


 


9.2 For information:  Cryptographic controls include the establishment of the requirements 


for the use of encryption techniques to protect sensitive data both at rest and in 


transit.  This extends to policy and governance, including the NCSC 14 Cloud Principles, 


which must define the controls and related procedures for the various areas where 


encryption and other cryptographic techniques are employed.  This includes, but not 


limited to, infrastructure, server, software and end user capabilities where there is a 


procurement and/or purchase where it is necessary to review under the Information 


Security Assurance process. 


 


9.3 Cryptographic controls can be used to achieve different information security objectives, 


e.g.: 


 


• Confidentiality: using encryption of information to protect sensitive or critical 


information, either stored or transmitted 


• Integrity/authenticity: using digital signature certificates or message authenticat ion 


codes to verify authenticity or integrity of stored or transmitted sensitive or critical 


information 


• Non-repudiation: using cryptographic techniques to provide evidence of the occurrence 


of an event or action 


• Authentication: using cryptographic techniques to authenticate users and other system 


entities requesting access or transacting with system users, entities and resources 


 


9.4 Cryptographic controls must be used in compliance with all relevant agreements, legislation 


and regulations. The following items must be considered for compliance: 


 


• Restrictions on import or export of computer hardware or software used to perform 


cryptographic functions or are designed to have cryptographic functions added to it  


• Restrictions on the usage of encryption, especially in foreign countries 


• Methods of access to encrypted information used by a countries’ authorities.  Legal 


advice should be sought to ensure compliance before encrypted information or 


cryptographic controls are moved across jurisdictional borders. 


 


9.5 Cryptographic keys must be managed and assigned to an identified and agreed ‘key 


custodian’ who maintains the specified encryption key for its lifecycle.  The ‘key custodian’ 


must have a separation of duties for administering confidential data by ensuring that they 


only administer the keys and their passwords and have no permissions on the data.  
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10. Cloud Security  


     


10.1 The Supplier should be registered for the G-Cloud Framework.  Any externally hosted 


systems via a ‘cloud’ service must have the appropriate local police Assurance.  To ensure 


the relevant security guidance is weighted, in addition to Assurance, the National Cyber 


Security Centre Guidance - 14 Cloud principals must be considered.  (See below). 


 


Cloud Security Principle 1: Data in transit protection - User data transiting networks should 


be adequately protected against tampering and eavesdropping.  


 


Cloud Security Principle 2: Asset protection and resilience - User data, and the assets 


storing or processing it, should be protected against physical tampering, loss, damage or seizure. 


 


Cloud Security Principle 3: Separation between users - A malicious or compromised user of 


the service should not be able to affect the service or data of another. 


 


Cloud Security Principle 4: Governance framework - The service provider should have a 


security governance framework which coordinates and directs its management of the service and 


information within it. Any technical controls deployed outside of this framework will be 


fundamentally undermined. 


 


Cloud Security Principle 5: Operational security - The service needs to be operated and 


managed securely in order to impede, detect or prevent attacks. Good operational security should 


not require complex, bureaucratic, time consuming or expensive processes.  


 


Cloud Security Principle 6: Personnel security - Where service provider personnel have 


access to your data and systems you need a high degree of confidence in their trustworthiness. 


Thorough screening, supported by adequate training, reduces the likelihood of accidental or 


malicious compromise by service provider personnel. 


 


Cloud Security Principle 7: Secure development - Services should be designed and 


developed to identify and mitigate threats to their security. Those which aren’t may be vulnerable 


to security issues which could compromise your data, cause loss of service or enable other 


malicious activity. 


 


Cloud Security Principle 8: Supply chain security - The service provider should ensure that 


its supply chain satisfactorily supports all of the security principles which the service claims to 


implement. 


 


Cloud Security Principle 9: Secure user management - Your provider should make the tools 


available for you to securely manage your use of their service. Management interfaces and 


procedures are a vital part of the security barrier, preventing unauthorised access and alteration of 


your resources, applications and data. 


 


Cloud Security Principle 10: Identity and authentication - All access to service interfaces 


should be constrained to authenticated and authorised individuals. 


 


Cloud Security Principle 11: External interface protection - All external or less trusted 


interfaces of the service should be identified and appropriately defended. 


 



https://www.ncsc.gov.uk/guidance/cloud-security-principle-1-data-transit-protection

https://www.ncsc.gov.uk/guidance/cloud-security-principle-2-asset-protection-and-resilience

https://www.ncsc.gov.uk/guidance/cloud-security-principle-3-separation-between-users

https://www.ncsc.gov.uk/guidance/cloud-security-principle-4-governance-framework

https://www.ncsc.gov.uk/guidance/cloud-security-principle-5-operational-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-6-personnel-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-7-secure-development

https://www.ncsc.gov.uk/guidance/cloud-security-principle-8-supply-chain-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-9-secure-user-management

https://www.ncsc.gov.uk/guidance/cloud-security-principle-10-identity-and-authentication

https://www.ncsc.gov.uk/guidance/cloud-security-principle-11-external-interface-protection
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Cloud Security Principle 12: Secure service administration - Systems used for 


administration of a cloud service will have highly privileged access to that service. Their 


compromise would have significant impact, including the means to bypass security controls and 


steal or manipulate large volumes of data. 


 


Cloud Security Principle 13: Audit information for users - You should be provided with the 


audit records needed to monitor access to your service and the data held within it. The type of 


audit information available to you will have a direct impact on your ability to detect and respond to 


inappropriate or malicious activity within reasonable timescales. 


Cloud Security Principle 14: Secure use of the service - The security of cloud services and 


the data held within them can be undermined if you use the service poorly. Consequently, you will 


have certain responsibilities when using the service in order for your data to be adequately 


protected. 


 


11. File Transfer Protocols and Web Information Sharing Platforms 


 


11.1 File Transfer Protocol Services (FTP) and Web Information Sharing Platforms - Suppliers 


and staff must only utilised authorised File Transfer Protocols (FTP) services.  Files 


transferred are not necessarily encrypted and more vulnerable to interception, completion 


confirmation and may lack the capabilities to facilitate compliance requirements.  Use of 


these solutions must be authorised by the ISO/ISM prior to use. 


 


11.2  Where a Force has a DAMS provision to transfer crime files, a SFTP/FTP service must not 


be used without appropriate assessment by the Information Security Officer.   Additional 


requirements to transfer sensitive or Human Resource using these services/solutions files 


must undergo a formal risk assessment before transfer and appropriately documented.  


Where these files contain sensitive or personal information 11.4 must be complied with. 


 


11.3  SFTP/FTP services must be able to transmit data appropriately under the Government 


Security Classification (GSC) and have the appropriate encryption and security in place to 


protect the data and access to the data. 


 


11.4  Where a supplier or third party requires the transfer of police data for the purposes of 


testing or system delivery, there must be an appropriate assessment performed and 


accompanying Data Transfer Protocol implemented authorised by the Information Asset 


Owner/Business Owner and Information Security Officer. 


 


11.5  SFTP/FTP providers storage and access management facilities must also be hosted within 


the UK/EU and be an approved FTP service by the local police force or nationally 


accredited. 


 


11.6  SFTP/FTP must have a robust retention, review and disposal mechanism in place to ensure 


that the platform does not retain or store data outside the local and national provisions 


already in place. 


 


11.7  SFTP/FTP services must have been reviewed in line with the Data Protection Impact 


Assessment (DPIA) and where applicable to individual forces, a Records Management 


Impact Assessment (RMIA). 


 



https://www.ncsc.gov.uk/guidance/cloud-security-principle-12-secure-service-administration

https://www.ncsc.gov.uk/guidance/cloud-security-principle-13-audit-information-users

https://www.ncsc.gov.uk/guidance/cloud-security-principle-14-secure-use-service
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11.8  SFTP/FTP where a service is utilised to process policing information, there must be an 


approved Standard operating Procedure in place authorised by the Information Asset 


Owner and Information Security. 


 


12.  Artificial Intelligence ‘AI’ (Robotic Process Automation, Deep Learning and 


Machine Learning Capabilities) 


 


12.1 ‘AI’ must not be connected to cloud environments without full assessment with the provider 


and IT services.   Any impact on accredited environments must be referred to Information 


Security. 


 


12.2 ‘AI’ or ‘Bot’ accounts must be fully authorised and not created outside of the Authorised bot 


API.  Accounts found in these circumstances will be terminated. 


 


12.3 ‘AI’ that process information must be registered with the appropriate Information Asset 


Register with a full overview of the business function to inform the IAO of any potential 


risk. 


 


12.4 ‘AI’ development or innovations which provide tools or functionality to assist in sharing or 


collaboration with partnerships internally and externally must comply with ISA currently in 


place.  Where the agreement does not contain the ‘AI’ processes a review by the Data 


Protection Manager is required. 


  


12.5 Access permission granted to an ‘AI’ development or innovation must be formally agreed 


with IT Services and must not be disproportionately permitted to laterally traverse the IT 


environment or increase access permissions.  Accounts for ‘I’ must not be used by ‘human’ 


end users at any time other than for maintenance purposes. 


 


12.6 Scripting within an ‘AI’ development or innovation must be performed by an approved 


‘script designer’ with the necessary organisational knowledge, monitoring of source code 


and version control.  The implementation of ‘AI’ scripts must be completed against an 


approved set of standards documented in an over-arching SOP. 


 


12.7 ‘AI’ solution which are deemed business as usual, and require amendment or upgrade, will 


be subject of the IT Services Change Management process. 


 


12.8 IS or network maintenance that affects business areas that interact with ‘AI’, requires an 


upgrade, a critical patch, or any enhancement, consideration should be given to how the 


system change will affect the bots that interact with it.  


 


12.9 Each ‘AI’ will have a bespoke set of governance rules which must consider any IS 


governance which it impacts. 


 


12.10 ‘AI’ development or innovations must not have the ability as default to archive or dispose of 


data during it automation process without assessment with the Forces’ Physical and Digital 


records Managers in compliance with MoPI. 


 


12.11 Decommissioned or obsolete ‘AI’ scripts must be removed immediately they are deemed 


redundant or not in use and any associate user account disabled. 
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13. Physical and environmental security (excluding Cloud Services) 


     


13.1 Authority ISs must be physically secured in an appropriate area on Authority and Supplier 


premises, using physical security perimeters and physical entry controls that are 


commensurate with the identified risks and specified system security controls. The 


Authority ISM may require a formal risk assessment to be completed, in accordance with 


the HMG security policy framework, for new locations or where an existing location is to 


house a higher classification system.  


   


13.2 Third party facilities used to process personal data or police information up to and including 


OFFICIAL-SENSITIVE, will require an assessment under the Police-Approved Secure 


Facilities (PASF) or equivalent process.  


    


13.3 Environments housing particularly critical or sensitive ISs, such as Authority (or Supplier) 


computer rooms and equipment rooms should give minimal external indication as to their 


purpose. 


    


13.4 Workstations and laptop screens should be positioned to negate the risk of ‘shoulder 


surfing’ and the ‘overlooking’ of sensitive information by unauthorised Authority and 


Supplier personnel. 


    


13.5 For operationally critical ISs, suitable power protection should be provided. Normally, this 


will include a combination of multiple power units with redundancy; Uninterruptible Power 


Supplies (UPS); and/or backup generators. 


    


13.6 For information - All IT procured assets must be controlled within the appropriate IT 


Asset Management process ensuring they are accurate, up-to-date and the current state of 


the asset is identified.  This process must record the full lifecycle of the asset and include 


disposal, reuse and any removal which identifies any security measures necessary to 


safeguard that asset whilst off-premises.  


 


14. Operations and support 


      


14.1 For Information - Other effects on the organisation from switching to electronic methods 


of communication; such as speed and volume of exchange, reliability or legal issues, also 


need to be risk assessed and planned for. 


  


14.2 There should be proper separation of development, test and production environments. 


Different login procedures must exist between environments to minimise the risk of 


accidental changes to operational ISs.  All test information requires test data to carry 


protection. 


 


14.3 Future capacity requirements must be planned and prepared for in advance to ensure the 


availability of adequate capacity and resources to meet both the current and future needs 


of the IS. 


   


14.4 Acceptance criteria should be established that ensures performance targets and security 


requirements have been met. It must also provide evidence that the IS has not adversely 


affected the security of other ISs (such as availability of network bandwidth). 
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14.5 The impact of a new IS on existing ISs, networks and business processes should be 


formally assessed, and appropriate countermeasures put in place. This might include the 


review of changes to overarching policy and procedures. 


    


14.6 A solution for backing up essential IS software, configuration information and data (live and 


test) must be defined. This backup solution must not compromise the security of 


associated ISs and networks. 


   


14.7 Backup media or storage solutions must be kept at a sufficiently safe distance but must 


receive the same level of protection as the source IS.   


 


14.8 The backup process must be adequately monitored and regularly tested to ensure that data 


can be reliably restored. 


 


14.9 Only approved Authority standards for remote access services will be permitted. Careful 


consideration must be given to out-of-office hours (i.e. 12/5 or 24/7) and overseas support 


requirements. 


 


14.10 The IS must allow all data and associated output media (including IS manuals) to be 


appropriately classified (protectively marked) and protected in accordance with the 


Government Security Classification. 


   


14.11 Equipment maintenance requirements, whether on Authority or Supplier premises must be 


formally documented and must cover the protection of any stored data, e.g. used/faulty 


hard disks.  


 


14.12 The Data Controller, or official representative or staff, must be informed by formal 


communication of any provision to relocate, extract, copy or retain data outside the 


contractual specifications or this baseline.   


 


14.13 The Data Controller, or official representative or staff, must be informed by formal 


communication any provision to decommission hardware or storage facilities containing 


data controlled by the Authority.  Where the Authority has authorised the destruction of 


data, a subsequent ‘destruction certificate’ will be required. 


 


14.14 Provision must be made for ensuring that any data storage media used for processing 


Authority information is securely erased in accordance with Authority policy before reuse, 


exchange or disposal or as part of an associated contract. 


   


14.15 There must be clearly documented procedures covering the secure use of any removable 


media, including tapes, disks, manuals and printouts. Where possible, such media must be 


encrypted.  


  


14.16 It must be possible to patch the IS at the earliest possible opportunity after a fix for a 


known vulnerability with any of its components has been identified.  


  


14.17 It must be possible to test changes, including IS patches, within a test environment before 


they are applied to the live production IS. 
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14.18 It must be possible to apply IS upgrades and patches with the minimum of disruption to 


users and operations.  


  


14.19 Appropriate anti-virus measures must be in place to protect the IS, its connections and 


data. This must receive regular updates. 


  


14.20 The IS should provide appropriate mechanisms to facilitate the timely review and disposal 


of data in accordance with the Force's data retention/disposal policy. This could include 


categorisation of records, automated disposal functions and associated procedures. These 


processes must be auditable.  


   


14.21 The IS must have an appropriate level of resilience, with minimal single points of failure 


and an acceptable level of self-recovery. 


  


14.22 Any exchange or disclosure of information or software with another individual or 


organisation must be supported by a formal, documented agreement that complies with 


relevant legislation (including the Data Protection Act / GDPR 2018) and as part of an 


associated contract. 


   


14.23 Exchanges must be carried out in accordance with documented security operating 


procedures that cover the protection of data confidentiality and integrity during 


transmission and storage. 


  


14.24 The use of 'cut and paste' and ‘screenshot’ functionality between information ISs must be 


considered as part of the IS's risk assessment and any necessary restrictions enforced by 


appropriate controls (technical or procedural).  


 


15. Data Quality and Standardisation 


 


15.1 The IS must be able to demonstrate the ability to support disciplined data governance, 


rigorous management of incoming data, accurate requirement gathering, thorough 


regression testing for change management and careful design of data pipelines, in addition 


to data quality control programs for the data delivered both externally and internally.   


Below lists 5 main criteria used to measure data quality: 


 


• Accuracy: for whatever data described, it needs to be accurate. 


• Relevancy: the data should meet the requirements for the intended use. 


• Completeness: the data should not have missing values or miss data records. 


• Timeliness: the data should be up to date. 


• Consistency: the data should have the data format as expected and can be cross 


reference-able with the same results. 


 


15.2 Data Specification and Control - The IS must be able to demonstrate rigorous data quality 


controls of both system data capture and incoming data transfers and associated capture 


techniques.  The system must be able to control the data format and data patterns, keep 


data consistency on each record, deploy data value distribution and recognise anomalies 


and ensure the completeness of the data, reporting quality alerts where this is detected. 
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15.3 Design and Duplication of Data - The IS must be recognised duplicate data which is out of 


sync and is likely to lead to different results through the IS or multiple systems or 


databases.   The end-to-end data design of a system needs to be clearly defined and 


ensure data assets, data modelling, business rules and the system architecture is 


structured.  The IS must also be able to future proof platform migrations. 


 


15.4 Accurate Data requirements - The IS must be able to comply with the requirements of the 


intended use of the data.  The includes the presentation of the data, conditions and data 


dependencies, import and export capability and access and sharing. 


 


15.5 Data Integrity - The IS should have the ability to enforce data integrity using techniques 


such as foreign keys, check constraints, and triggers. Referential integrity must be available 


and enforceable by applications and processes.  The IS should have mechanisms to ensure 


referenced data does not become out of date, incomplete or delayed, which then leads to 


serious data quality issues. 


 


15.6 Data Traceability - The IS must be able to trace the end-to-end recording of the data to 


ensure data issues can be identified efficiently.  Data traceability should have two aspects: 


 


• Meta-data: the ability to trace through the relationships between datasets, data fields 


and the transformation logic in between. 


• Data itself: the ability to trace a data issue quickly to the individual record(s) in an 


upstream data source. 


 


15.7 Data Quality & Change Management - The IS must be able to test new or upgraded 


datasets to ensure data quality issues are not introduced.   


 


1. confirming the change meets the requirement;  


2. ensuring the change does not have an unintentional impact on the data in the pipelines 


that should not be changed.  


 


15.8 Quality Control and Assurance - The IS supplier should promote the use of capable data 


quality techniques.   


 


• Quality Assurance:  Quality software and programs are used wherever a change is 


deployed to ensure data quality in the police forces maintains integrity for data-


intensive applications. 


 


• Quality Control:  Detection capability aligned to the business rules and business 


requirements, which can detect abnormalities, outliers, broken trends and any other 


unusual scenarios. 


 


16. Communications Security  


 


16.1 The Authority and Supplier must be protected from the increased security risks introduced 


by any connections to other systems, particularly connections to public networks. Such 


connections will normally require an independent IT health check of the IS and its 


connections 
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16.2 Any connections to or from internal or external network services that are implemented for 


the IS must be appropriately controlled to ensure authorised use only. 


  


16.3 Communications between IS components should must be appropriately secured and 


explicitly authenticated and provide the minimum privileges necessary. 


  


16.4 Controls for network connections must be fully specified, particularly when routing 


information to and from other networks and organisations, e.g. firewall rules. Both the 


business and associated technical requirements must be specified together. 


 


16.5 The path from the user terminal to the backend IS must be controlled to ensure that no 


other areas of the IS or network are made accessible, outside that which 


has been authorised. 


 


16.6 All network device settings must be changed from their default values to documented 


Authority standard configurations and any unnecessary facilities and services disabled. 


   


16.7 Any additional network services required for the IS must be fully risk assessed and 


documented.  


 


16.8 Where relevant, external facing systems, especially Internet and publicly available systems 


must have adequate controls to protect against their vulnerabilities. These often involve 


more technical controls, such as cryptographic techniques, and the risks and 


countermeasures must be clearly defined and reviewed as part of the IS's security risk 


assessment and Assurance. Such ISs will normally require an IT health check of the IS and 


its connections. 


  


16.9 Depending on the IS, it may be necessary to employ message authentication techniques 


(e.g. digital signatures) to verify the origin and integrity of information. 


 


16.10 The use of Software as a Service (SaaS or Cloud-based) systems must meet the Authority’s 


baseline security requirements set out under Item 10 Cloud Security. 


 


17. Technical Obsolescence 


17.1 Technological obsolescence is inevitable, and all media has limited life spans which require 


a periodically refresh of electronic records onto new media.  There must be provision for 


careful selection of storage media in an effort to maximise the periods between 


refreshment cycles and simplify the refreshment process whilst ensuring data is as secure 


as possible.   Consideration must be given to longevity, capacity, viability, obsolescence 


and susceptibility.  


 


17.1.1 Longevity - the media storage option chosen should have a proven life span of at 


least 10 years and should consider obsolescence and physical deterioration of the 


storage medium.  


 


17.1.2 Capacity - The media storage option chosen should provide a storage capacity 


appropriate for the quantity of data to be stored and the physical size of the 


storage facilities available.  
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17.1.3 Viability - the media and drives chosen should support robust error-detection 


methods for reading and writing data. Media should be write-once or have a 


reliable write-protect mechanism to maintain the evidential integrity of the data.  


 


17.1.4 Obsolescence - the media and its supporting hardware and software should be 


based on mature technology.  


 


17.1.5 Susceptibility - the media should have low susceptibility to physical damage and be 


tolerant of a wide range of environmental conditions without data loss.  


 


18. IS acquisition, development and maintenance  


     


18.1 The IS's design, development and implementation should comply with the Authority's 


software coding and database standards, where available. 


 


18.2 IS changes should be fully auditable through Authority change control procedures and must 


consider the security risks as part of the approval process. 


 


18.3 Changes to vendor supplied software should be kept to the minimum necessary and 


preferably implemented by the vendor as a standard product update. 


 


18.4 All testing should be carried out under realistic conditions and the results formerly 


recorded. 


    


18.5 For information - Appropriate test data must be identified and produced for all IS testing 


- production data will not be used for testing except in certain, essential circumstances. 


     


18.6 Vendor supplied software should have been properly evaluated under a formal test plan 


that considers this baseline document and the results formally documented, prior to any 


agreement to purchase.  


 


18.7 FTP or Cloud Services must be procured through authorised processes and assured by 


National accreditation or local assurance by the ISO/ISM. 


 


19. Supplier Relationships  


     


19.1 For outsourced developments and procurement, advanced agreement must be reached 


over the issues surrounding licensing, intellectual property rights, the Authority's right to 


audit, quality and accuracy, and any necessary Escrow arrangements. 


 


20. Information Security Incident Management 


      


20.1 All known threats and vulnerabilities for an IS must be identified within 24 hours for risk 


assessment at the development/procurement phase and throughout the ISs lifecycle. 


  


20.2 For information - The Authority ISM will be the main point of contact for all information 


security issues in relation to Authority information ISs.  
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20.3 Any security incidents or near misses must be reported within 24 hours to the Information 


Security Manager/Officer, Information Asset Owner, project manager and/or Business 


Manager in accordance with force policy or as part of an associated contract, either via 


email to the Information Security team.    


    


21. Business Continuity Management (Information Security)  


     


21.1 There must be an impact assessment carried out against the Authority's business 


continuity, IT service continuity plans and the Supplier’s business continuity plan. Any 


changes brought about by a new or changed IS must be reviewed and, where necessary, 


the plans updated.  


  


21.2 Suppliers of IT ISs must have valid and relevant Business Continuity and Disaster Recovery 


plans implemented.  Any changes brought about by a new or changed IS must be reviewed 


and, where necessary, the plans updated within 7 days. 


 


22. Compliance – Legal and Contractual requirements  


     


22.1 All information processing must be conducted through the IS's application software and not 


through the use of utilities that could bypass security controls. 


  


22.2 The security classification of all IS output must be clearly visible. This includes screen 


output, printouts and any removable media.  


  


22.3 Printed output should clearly show the number of pages (e.g. page # of ##). 


 


22.4 Data input must be validity checked to ensure correct and complete values and limit 


opportunities for attackers: such as limiting field data lengths (that could be used to cause 


stack buffer overloads) and invalid characters (such as characters that could form SQL 


statements to perform actions on the database or cross-site scripting attacks). Where 


possible, specify acceptable characters and deny all others. In summary, check for: 


 


• out of range values; 


• invalid characters in data fields; 


• missing or incomplete data.   


 


22.5 The output must only include information that is relevant and necessary for the purpose 


and must only be to approved network devices. For example, information displayed in 


search results must not be excessive. 


  


22.6 For information - Internal IS data integrity checks must be performed to ensure that data 


processing is being performed as expected and that results are accurate. Output data must 


also be appropriately validated using defined tests. 


     


22.7 The use of encryption products and encrypted material must comply with current legislation 


and force policy. Encryption keys and certificates must be secured with the registered 


Authority crypto-custodian and managed in accordance with NCSC and GDS Guidance. 
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23. Protective Monitoring 


      


23.1 Audit logs must be maintained by the IS to support regular system security and data audits 


to ensure compliance with IS procedures, legislation and force policy. 


 


23.2 The IS must record all key transactional and security relevant events against user ID (a 


terminal ID may also be required), such as all IS access attempts and record processing 


functions, including any search criteria. Key requirements will be specified for each IS but 


should include: 


 


• user IDs; 


• terminal identity and location; 


• dates and times (all transactions); 


• type of event (create, read, update, delete, print, send etc.); 


• identify information searched, accessed or changed (e.g. record ID); 


• some ISs and events may require the reason to be captured; 


• programs and utilities used; 


• IS exceptions (incl. unsuccessful attempts and policy violations); 


• alerts, messages and alarms; and 


• log start and end dates and times. 


  


23.3 Audit logs must be protected from unauthorised access, deactivation and modification. 


Audit personnel will usually require read only access to IS records and messages.  


 


23.4 Audit logs containing transactional records should be kept for a minimum 12 to 36 months 


dependent upon the business use of the system; logs that contain data relating to incidents 


and other non-transactional information should be kept for a minimum of 6 months; ideally 


12 months. 


   


23.5 The log media should be protected from becoming exhausted or over-written before it is 


needed. 


    


23.6 Procedures should be documented that cover the requirement for regular and routine 


monitoring of the audit logs by appropriate personnel which must include PSD 


requirements.  In support of the HMICFRS recommendation that all forces must proactively 


monitor all systems, there is a requirement for the supplier to demonstrate the ability to 


export the audit event logs that does not leave a footprint to others outside PSD.  Where 


practicable, system audit information to be automatically exported and uploaded into each 


Forces on-premise proactive monitoring solution.  This would need to consider systems that 


hold multiple Forces audit transactions which cannot be separated at upload. 


 
23.7 Suitable tools must be specified to assist in the analysis and alerting of key log events (e.g. 


intrusion detection/prevention and data loss prevention ISs). 


 


23.8 Computer clocks should be accurately synchronised for accurate recording of time sensitive 


records, such as log entries. 
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This document contains the non-functional and technical requirements for local and regional (7F) ITTs.

It will normally be accompanied by a set of Functional Requirements created by the business – which should be read in conjunction with this document to ensure there are no requirements that clash etc. Both documents contain shared Defined Terms (please see ‘Appendix 1- Glossary’) – which are a set of words that are common throughout all requirements allowing you to edit one Defined Term and have the change reflected across all relevant requirements. Defined Terms always start with a Capital Letter. The non-functional and technical requirements will also be accompanied by a local and/or regional IT Technical Standards document(s) – as well as the OIS - Baseline Security Requirements for Information Systems document.

[bookmark: _Toc496604378]Critical Requirements

The requirements below are considered critical and must be met. Failure to meet a critical requirement may result in the supplier being excluded from the tender exercise.

		Ref.

		Critical Requirements 



		CR1

		The Services must not rely on either service administrators, or end users requiring administrative permissions to any device (including but not limited to workstations, servers and mobile devices).



		CR2

		Where the Supplier provides any specialist hardware that must be deployed on premise, the entire support of the hardware, patching, anti-virus, system software updates etc. must be managed by the supplier. Provision of such hardware must also be agreed with the Authority on a case by case basis. Suppliers must provide full details of any such hardware and how they will remotely support/manage the hardware as part of the tender.



		CR3

		For all of the Authorities’ users the Services must integrate with the Authorities’ Microsoft Active Directory to authenticate access and to determine users’ rights.



		CR4

		The Service must utilise the Authorities’ Microsoft Active Directory Groups to define the roles and permissions the Authorities’ users and administrators have to the system.



		CR5

		For Authority users, the Service must continue to work and not be constrained by the remote access or VPN solutions used by the Authority.



		CR6

		The Supplier must outline their compliance with the technologies detailed in the IT Technical Standards and support the full supplier lifecycle of those technologies.

The Supplier must be able to support all relevant new technologies defined within the IT Technical Standards as and when decided by the Authority.



		CR7

		The Supplier must outline their approach for appropriate end to end security testing. The Security testing must ensure that the Services provide an adequate level of protection for protectively marked and personal information and validates the integrity of the Services' security controls, through attempts to subvert them. This must also be in line with PSN requirements to ensure inclusion in annual PSN accreditation.
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		Ref.

		Service Strategy 



		SS1

		The Supplier must describe how, in consultation with the related Authorities, they will create and maintain a Service Portfolio to support the full lifecycle of the Services.



		SS2

		The Supplier must indicate where Services or Components are being provided by third parties or subcontractors within the Service Portfolio. 



		SS3

		All costs related to Services or components provided by a third party or sub-contractor must be clearly shown in the cost schedule.
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		Ref.

		Service Delivery



		SD1

		The Supplier must provide a Service Catalogue that will demonstrate a single, consistent and agreed source of information to all Stakeholders of the agreed Services. 



		SD2

		The Supplier must provide their Service Level Management (SLM)Service including, but not limited to:

· Service Level Agreements (SLA) and SLA frameworks;

· Documentation and agreement of service level requirements (SLRs) for new Services;

· Monitoring of service performance, availability and reliability against SLA;

· Collation, measurement and improvement of customer satisfaction;

· Review and revision of underpinning contracts and SLAs;

· Production of service reports;

· Service reviews;

· Development of customer relationships;

· Complaint and compliment handling.

· A service level manager 

· SLAs for Service Desk, incident, problem, request fulfilment, change and release, and availability.

· Performance reports against all open incidents, problems, service requests and change requests.

· Capacity reporting.



		SD3

		The Supplier must demonstrate how they will identify and mitigate related risks in support of the consistent achievement of service levels. 



		SD4

		Where third parties and subcontractors are utilised (as detailed in SS2) the Supplier must provide their management service including but not limited to

· A Supplier and Contract Database which must be made available to related Authorities for all their sub-contractors involved in the Service provision

· Evidence of regular reviews of any Services provided by subcontractors 

· Inclusion of third party performance reporting into the Suppliers overall service performance reporting as required and agreed with the Related Authorities.

· Notification of any concerns, threats, risks or vulnerabilities that they are aware of with their sub-contractors that may affect the satisfactory on-going provision of the Service.
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		Ref.

		Service Management 



		SM1

		The Supplier must define how they will provide service management services that align to the ITIL framework and are based on process models from ISO20000. Evidence to include but not limited to 

· Policy and process relating to all service management areas. 

· How it proposes to continually improve the support and delivery of the Service, as part of ITIL continual service improvement

· That personnel involved in delivery of the Service have attained the ITIL Foundation certificate (or equivalent service management qualification). 

· Current ITIL accreditation or can evidence that they follow the ITIL framework, and confirm their ability to comply with the service management framework.
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		Ref.

		Service Operation & Support



		SO1

		The Supplier must provide a detailed Service Desk SLA, covering Service objectives including, but not limited to, the following:

· Service Desk/support availability;

· Call abandonment rate;

· Call answer time;

· Email and web self-service initial response times;

· Service request response times;

· First level fix rate.

· Setting call handling targets with the authority 

· Categorisation and prioritisation of calls

· Auditable and comprehensive information to demonstrate that the SLAs for the Service Desk are met.

· Escalation and out of hours (where appropriate) process



		SO2

		The supplier must evidence how calls are recorded within an integrated service management tool. The Supplier must give details of the service management tool with regards to the location and security of data (data must be hosted in the United Kingdom).



		SO3

		The Supplier must evidence how they publish and keep up to date, in a manner accessible to all registered users; the telephone number(s), email address(es) and website address(es) by which the Service Desk may be contacted by a registered user.



		SO4

		The Supplier must provide details of disaster recovery arrangements in relation to its Service Desk service. In particular, the Supplier should provide details of its targets to restore Service in the event of 

a) Failure of the Services (working hours), and 

b) The loss of business premises (elapsed hours).

And provide evidence and testing of the DR solution.



		SO5

		The Supplier must provide service operation and support reports which show trend analysis of data including but not limited to;

· Monthly numbers of incidents by category, department etc.

· Capability of presenting high-level data graphically.





[bookmark: _Toc495490819][bookmark: _Toc495490942][bookmark: _Toc495492057][bookmark: _Toc496604389][bookmark: _Toc496604390]Incident Management

		Ref.

		Incident Management



		IM1

		An agreed incident management process must be used by the Supplier. As a minimum this must ensure that:

· All incidents are recorded and uniquely identified;

· A process is in place to manage the impact of incidents;

· The roles and responsibilities of all involved parties are defined;

· There are documented, agreed and communicated procedures in place for the recording, prioritisation, business impact assessment, classification, updating, escalation, resolution and formal closure of all incidents;

· Any Resolution must be notified to the person who reported the incident.

· Re-opened records must automatically resume the SLA that was attached to it.

· Access to relevant systems and data for staff involved in the incident management process is provided.



		IM2

		The Supplier must provide details of a major/critical incident process, to include but not limited to:

· Clarification of service levels relevant to the incident type.

· Ownership of the incident by the Supplier, including the allocation of an incident manager.

· A detailed Cyber/IT Security incident response plan outlining the notification and escalation process



		IM3

		The Supplier must provide evidence of how incident management information is recorded. information to include but not limited to:

· Unique reference number;

· Date/time recorded;

· Name/ID of the person;

· Name of person who made the report;

· Description of originally reported symptoms with any changes recorded;

· Impact – based on reported Business Impact;

· Severity Level;

· Priority;

· Configuration Items affected.

· Communication of all updates through the incident lifecycle

· Detailed resolution information including root cause.

· Ability to record the Authorities reference number against their own record and include in all correspondence.



		IM4

		The Supplier must demonstrate how they will maintain an audit trail of all changes made to an incident record which is capable of being interrogated.
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		Ref.

		Request Fulfilment



		RF01

		The Supplier must evidence how they will provide a request fulfilment service to cover the receipt, logging, processing and closure of service requests made to the Supplier by a registered user relating to the Supplier’s provision of the Services. 

Function to include but not limited to:

· Assignment of the service request to the appropriate support team or third party supplier to satisfy the request. 

· Prioritisation of the service request with agreement from a registered user

· Clear differentiation between the definition of a service request and a change request



		RF02

		The Supplier must describe the system administration functions, including but not limited to;

· Who performs the function, for example the end user, the Supplier, the Service Desk.

· How or where the function is performed for example user administration screen, server administration.





[bookmark: _Toc495490823][bookmark: _Toc495490946][bookmark: _Toc495492061][bookmark: _Toc496604393][bookmark: _Toc496604394]Problem Management

		Ref.

		 Problem Management



		PM01

		The Supplier must evidence how they provide a problem management service to resolve problems quickly and effectively, minimise repeat incidents and to build, maintain and leverage a database of known errors covering the Services.

Functions to include but not limited to:

· Management of the resolution of known errors to the satisfaction of the Authority.

· Categorisation with sufficient granularity to permit the routing of the problem to the correct supplier technical support group, other Service Desks or third party suppliers.

· Prioritisation in line with overall business needs bearing in mind the frequency and impact of related incidents.

· Evidencing how multiple service affecting problems are managed.



		PM02

		The Supplier must evidence how they provide a known error database which permits the storage and searching of the knowledge gained from the investigation and resolution of previous incidents and problems, which is viewable by the Authorities.
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		Ref.

		Change and Release Management 



		STR1

		The Supplier must evidence how they provide a change and release management process covering the addition, modification or removal of authorised, planned or supported Service(s) or service component(s) and any associated documentation. The change management process must apply to all changes to the Services and infrastructure including but not limited to:

· Upgrades;

· Patches;

· Releases;

· Bug fixes;

· Hardware upgrades;

· Capacity changes;

· Functional changes;

· API changes;

· Database changes;

· Key business rule changes;

· Changes introduced by new developments, programmes or projects.

· Change windows and freeze periods



		STR2

		The Supplier must evidence how they perform an assessment of the impact and resource implications of any proposed Request for Change (RFC). The impact assessment should include but not limited to, where appropriate:

· Cost;

· Proposed scheduled time of implementation and notification period;

· Testing status;

· Requirements, including resources required from the Supplier, the Authority, Trusted Parties and Third Parties.

· Change model to be used for the RFC;

· Back-out plans, including decision making processes and responsibilities;

· Implementation responsibilities and tasks;

· Security implications; 

· Acceptable notice period based on level of change;

· Who they need to contact;

· Who to contact during change period or straight after (early life support);

· Risks;

· Rollback;

· Reportable success of change;

· Impact on live system



		STR3

		The Supplier must evidence that any change required to:

a) correct an existing or potential fault with the Service 

	and/or 

b) provide a necessary improvement to the application due to an availability breach is included in the support and maintenance contract.



		STR4

		The Supplier must evidence how they manage the change and release process to include but not limited to;

· Revision of all documentation relating to implemented RFCs so that these include and remain in line with all Services changed;

· Provide a forward schedule of change;

· Carry out a post implementation review after implementation of any large scale or high risk changes or as requested by the Authority.



		STR5

		The Supplier must evidence how their release management plan defines the release of all aspects of the Services. The plan must include but not be limited to:

· Exact, detailed timetable of events;

· Roles and responsibilities;

· Configuration items (CIs)s to install and decommission;

· Release scope;

· Quality review and key decision points;

· Action plan by site;

· The support of major, minor, emergency and patch releases of software;

· Release notes content and communications to end users and the Service Desk;

· Capacity requirements of the new release;

· Knowledge transfer requirements;

· Training requirements;

· Release deployment.

· An agreed and tested back out plan

· The Supplier providing early life support



		STR6

		The Supplier must evidence how they provide and maintain an emergency release process.



		STR7

		The Supplier must evidence provision of a release transition report that summarises the outcomes of each release. This report must include but not be limited to:

· Whether the release is built and implemented to schedule and budget;

· Whether the actual composition of the release matches the planned composition;

· Results and causes of build failure incidents (if applicable);

· Evidence of secure and accurate management of the definitive software library;

· Results of acceptance testing;

· Evidence of use of the back out plan due to unacceptable errors (if applicable);

· Evidence of unauthorised reversion to previous versions;

· Feedback from users on the quality of the new release and on the quality of the release deployment process;

· Descriptions of any necessary corrective or follow-up actions required.





[bookmark: _Toc495490827][bookmark: _Toc495490950][bookmark: _Toc495492065][bookmark: _Toc496604397][bookmark: _Toc496604398]Configuration Management

		Ref.

		Configuration Management 



		CM1

		The Supplier must describe any configuration management that will be managed by the Authority or the Supplier. 



		CM2

		The Supplier must describe how they will create and maintain in a secure environment master copies of all digital configuration items (CIs) and a definitive software library (DSL) of all software components required to build all supported and in development versions (major releases, minor releases and patches).



		CM3

		The Supplier must describe and agree a CI release policy with the Authority including, but not limited to, release numbering and frequency.
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		Ref.

		Licensing



		L1

		The Supplier must identify all licences for the Product (end to end, and including third party licences). These are to be indicated and incorporated in the capital and revenue pricing for the Authority. It should be clear where the responsibility of ownership, compliance monitoring and renewal of licences resides.



		L2

		The Supplier must provide full details of their licensing model ensuring it allows the Service to be accessed by the Users.  Licenses must not be restricted to individual legal entities (i.e. Users must be able to use any licenses purchased by the Authority).



		L3

		All licence statements and associated terms of use must be provided to the Authority by the Supplier on an annual basis.



		L4

		Where the Service is required to scale upwards or downwards the Supplier must describe how their license model will be affected.



		L5

		It should be clear whether the Authority, the Supplier, Trusted Partner or Third Party are providing the licences.
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		Ref.

		Knowledge Management 



		KM1

		The Supplier should evidence the digital transfer of knowledge of the Service to the Authority including but not limited to:

· End user training;

· System administration;

· Known errors;

· Bug fixes;

· Overview of system configuration and dependencies. 

All system documentation must also be kept up to date when new versions of the Service are released.



		KM2

		The System must have an online help function accessible at all times, including but 

not limited to:

· interactive help to give context-specific guidance;

· prompts or dialogue boxes displaying useful information;

· an online help function explaining all features of the System (although the preference is to move away from written user guides and embed the information within the System in the appropriate areas).



		KM3

		The Supplier must describe their proposed approach to training, including;

· Cost, to be included in cost schedule.

· The products and materials they would provide to deliver training;

· ‘Train the trainer’ to allow on-going internal training;

· Provision of training by a certified trainer. (Suppliers must state what qualifications their trainers have).



		KM4

		The Supplier should describe how they will facilitate and minimise the impact of training on the Users, for example by making the system intuitive, easy to use and through the provision of innovative training delivery methods. 



		KM5

		The Supplier must state its compliance to waive the copyright restrictions with respect to the Authority reusing any documentation or material during and post contract term. 
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		Ref.

		Continual Service Improvement 



		CSI1

		The Supplier must demonstrate how they provide a continual service improvement service focusing on the efficiency and effectiveness of the Services. The Supplier must demonstrate how they will measure improvement and the consequent impact on service costs.



		CSI2

		Working jointly with the Authority, the Supplier must demonstrate how they will set practical, achievable targets and Key Performance Indicators (KPIs) for efficiency and effectiveness improvements, identifying and agreeing with the Authority those performance indicators, which must form the focus of the next improvement cycle.
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		Ref.

		Implementation/Project Management 



		IPM1

		The Supplier must describe and evidence how a successful service delivery is managed including delivery of product iterations and releases. Please outline the preferred project management methodology, with a breakdown of components, expected outcomes, outputs and reporting mechanisms. This must be aligned to the overriding methodology of the Authority – Prince2. Agile methodologies can be used where appropriate for development purposes, but overall delivery should be governed through Prince 2.



		IPM2

		The Supplier must outline a detailed implementation plan, demonstrating key stages in stage plans for each of the main stages of the project, activities, customer interaction and sign-off points as an integral part of the bid response; this should include pre-requisites for delivery and resource requirements for delivery of the plan.



		IPM3

		The Supplier must maintain / provide standard project documentation. As a minimum: highlight reports on a monthly basis, end stage reports, an end project report, a risk, assumptions, issues and decisions log. All documentation will be shared with the Authority and written to Authority standards.



		IPM4

		The Supplier must detail the resources required for implementation, and state any implied requirements for resourcing either in terms of obligations on the Authorities for resource provision or through third parties. This must include, but not be limited to, Police Staff, suppliers of existing/new systems, interfaces, software, hardware and accommodation. 



		IPM5

		The Supplier should detail key personnel, their location, roles and responsibilities that will be used for the successful delivery of the Project from contract award to implementation completion. This must include a project manager to deliver the Service into the Authorities, who holds a current Prince 2 practitioner qualification. 



		IPM6

		The Supplier must not change the key personnel unless by prior agreement with the Authority. The Supplier should detail how roles and responsibilities are transitioned should staff members become unavailable during delivery of the project. Describe processes, strategy and communications used with respect to changes to key personnel. 



		IPM7

		The Supplier must outline and evidence how the Supplier relationship with the Authority (the customer) is managed, including management of future developments, changes and methodology used.
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		Ref.

		Accessibility and Usability



		AU1

		The Service must be intuitive and easy to use. It must allow users to easily input, search and find data, run reports and analyse information.



		AU2

		For Services presented via a web browser, it must meet UK Government recommendations to meet Level AA of the Web Content Accessibility Guidelines (WCAG) 2.0.
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		Ref.

		Availability and Continuity



		A1

		The Supplier must provide an Availability Plan describing how they will meet the required Availability of the Service. To include but not limited to:

· Disaster Recovery

· Business Continuity Plans 

This should be specified at both a system and component level.



		A2

		The Supplier must describe how the Service remains operational and any impact when one or more components – including but not limited to interfacing Services, associated data sources and content are unavailable, and describe how the Service will cope with the loss of connectivity without the loss of any data.



		A3

		The Supplier must describe how they will deliver the Authority’s required Recovery Time Objective and Recovery Point Objective as defined in the functional requirements.
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		Ref.

		Performance ,Monitoring , Capacity and Scalability



		PF1

		The Supplier must confirm the Service will deliver round-trip latency for the User which is expected to be no more than 1s from request to response for 95% of the requests and 5s for 99% of requests plus back office system delays.



		PF2

		The Supplier must describe how this Service meets the above performance requirements and how this will be monitored and reported against, and how they will work with the Authority to investigate and resolve any performance issues.



		PF3

		The Supplier must outline the mechanisms that will be in place to immediately automatically notify the Authorities if the Service or components of the Service become unavailable or are breached/compromised. 



		PF4

		The Supplier must confirm that the Service can accommodate numbers of Authority users and concurrent Authority users as referenced in the functional requirements.



		PF5

		The Supplier must outline their capacity planning, monitoring, reporting capability and timelines for flexing capacity upwards or downwards where necessary without a negative impact on the Service.



		PF6

		Where the Service will be used across multiple forces, the Supplier should describe how the Service will accommodate cross force scalability.



		PF7

		Where the Service will be used across multiple forces, the Supplier should describe how access to data can be restricted on a force per force basis – but also how the data can be shared between forces where appropriate.
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		Ref.

		Hosting



		H1

		The Authorities operate on a Cloud First principle, with Software As A Service the preferred delivery model, but accept that not all solutions are appropriate to be hosted in the Cloud. The Supplier must detail how the Service will be provided – e.g. on Premise, Software As A Service etc. and where the responsibilities lie.



		H2

		The Supplier must provide a High Level Design for the Service and the components of the Service, including all environments, as an integral part of their bid response. This must include but not be limited to the server specifications, storage (showing both initial storage requirements and predicted growth), client, network, bandwidth, backup and data retention requirements – clearly showing which elements will be externally hosted or on premise and who (the supplier, including a third party engaged by the Supplier, or the Authority) will be responsible for providing which elements. The design must be acceptable to the Authorities and be signed off by them.



		H3

		The Supplier must provide a Low Level Design for the Service and the components of the Service as part of the overall implementation of the Service. This will be at a more detailed level than the High Level Design and clearly show which elements will be externally hosted or on premise and who will be responsible for providing which elements. The design must be acceptable to the Authorities and be signed off by them. 



		H4

		The Supplier must provide details of any additional data feeds required, either to support Service provision, or as an ongoing requirement.



		H5

		The Supplier must clearly state what the exit strategy and costs are should the Authority decide to stop using the Service. This must include but not be limited to:

· How data can be extracted in a readable format – for example in the event the Service needs to be migrated to another platform or supplier

· The option to continue with the system but without a support and maintenance agreement

· All costs to be included in the cost schedule



		H6

		The Authority may require additional Environments to the live service to facilitate testing, training and development as referenced in the functional requirements. Please detail your approach to providing multiple environments.



		

The following questions must be answered where the Services or any component of the Services will be hosted on premise.





		H7

		All server components must support virtualisation as detailed in the IT Technical Standards.



		H8

		The Supplier must provide full details of all the accounts required to operate the Services. Details must include the permissions for each account and any specific requirements. Account names must support the Authority’s naming convention and must not require domain administrative rights. 



		H9

		The supplier must detail any agents or additional software required to deliver the Services.



		

The following questions must be answered where the Service or any component of the Service will be hosted externally.





		H10

		The Supplier must clearly state what deliverables the Authority will need to provide to support the externally hosted Service – including but not limited to any on premise components or connectivity requirements.



		Ref.

		Authentication



		H11

		Where the Services or components of the Services are hosted externally the Services must support federation with the Authorities’ Microsoft Active Directory environment via ADFS for all of the Authority’s users.



		H12

		The supplier must support the adoption of Microsoft Azure Active Directory as part of their development roadmap.



		H13

		For all Authority users of the Service no additional user credentials (outside of the Authorities’ Microsoft Active Directory) must be required to access any part of the Service. Additionally the system must not prompt for user credentials.



		H14

		The Service must not require any alterations to the Authorities’ Active Directory structure or dedicated Organisational Units to deliver the required functionality.



		H15

		The Service must not require any Microsoft Active Directory Schema extensions in addition to those introduced by Microsoft products.



		H16

		The Authority may require the ability for nominated partners/3rd parties to authenticate to the Services using the nominated partners/3rd parties’ Microsoft Active Directory Federated Services.



		H17

		If non-police users require access to the Service the Supplier must describe the mechanism for the registering and management of user accounts – where appropriate, two factor authentication solutions are preferred.



		H18

		Where the Service is to be deployed to other police forces that do not use Active Directory, the Supplier must detail which other authentication providers/protocols they support.



		Ref.

		End User Devices



		H19

		For Authority users the Service must cater for the End User Device being disconnected from the corporate network and cache data ready for synchronising when reconnected.



		H20

		Any data stored/cached locally must be appropriately protected (to cater for machines/devices that may be shared between multiple users).



		H21

		The Supplier must ensure that where any part of the Service is delivered as a web solution, it does not cache any personal or sensitive data entered by a user in such a way that it would be accessible by an unauthorized user or unrelated third-party.  This control can be applied by disabling caching of dynamic user entered data in the application or through the use of Session ID.  Other technical solutions to this issue will be considered.



		H22

		The Service must allow Users the ability to consume the Service regardless of the End User Device. 



		H23

		The Services should be browser based where possible. The Services must provide responsive rendering across End User Devices to provide a consistent user experience.



		H24

		Where the Services are not browser based the Services must provide a consistent user experience regardless of the End User Device.



		H25

		Native mobile applications must be compatible with Android and IOS as a minimum.



		H26

		The supplier must provide details of any impact the solution will have on client devices. This is to include battery life (where applicable), memory, storage, and overall system performance as a minimum.



		H27

		There must be no requirement to perform ‘rooting’ of mobile devices to achieve any requirement of the Service.



		H28



		Where the Service or any component of the Service is designed to run in the background it must start and run without any user intervention.



		H29



		Where the Service or any component of the Service is designed to run in the background the supplier must detail what controls are in place to stop users from stopping the software from performing its function (i.e. via interaction with the software GUI or by killing a service process).



		Ref.

		Device Management



		H30

		All thick client software must be provided as packed installers and support deployment via Microsoft System Centre Configuration Manager 2012 R2 or later.



		H31

		The Service must be compatible with the Authority’s mobile device management solutions as detailed in the IT Technical Standards.
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		Ref.

		Technical Standards 



		TS1

		The Services must support new versions of the technologies detailed in the IT Technical Standards within 6 months of release.



		TS2

		The Supplier must state their strategy for keeping all elements of the Services on a fully supported platform for the duration of the contract.



		TS3

		The Supplier must make all data held in the system easily accessible in real time to the Authorities to interrogate for our own management information purposes – and to store in our own data warehouse.



		TS4

		The Supplier must provide electronic copies of the schema and data dictionaries for the Service to enable the Authority to understand the data relationships within the database for management information purposes. The schema and data dictionaries must be kept up to date as new versions of the Service are released. 



		TS5

		The Supplier must provide clear, open and appropriate levels of access to the database to allow initial investigation directly against the source of raw data.



		TS6

		The IT Technical Standards document contains a number of core applications in use by the Authorities. The Supplier must state which applications the Services will interface or integrate to and any restrictions in terms of versions of those applications. The Supplier must also detail any impacts that may be expected on the systems they will interface with. The Supplier must confirm which module(s) are required to achieve this integration and, where applicable, the cost of these (which must be included in the cost schedule), as well as who will be responsible for achieving integration.



		TS7

		There are and will continue to be multiple legislative changes that will affect the way the Authority need to operate. The Supplier must include a roadmap that shows how these legislative changes will be incorporated into the Service and commit to making changes as deemed relevant by the Authority in a timeframe requested by the Authority.



		TS8

		There are and will continue to be multiple national IT programmes that will affect the way the Authority need to operate. The Supplier should include a roadmap that shows how these programmes will be incorporated into the Service and commit to making changes as deemed relevant by the Authority in a timeframe requested by the Authority.



		TS9

		The System must perform the functions currently being provided to the Authority by the Legacy Software as defined in the business requirements. 



		TS10

		Where the System will replace Legacy Software, this must include the back record conversion of the data in the Legacy Software into the System, such that the Legacy Software can be decommissioned.



		TS11

		Where the System contains geographical data the System must have the capability to display the data in an integrated map.



		TS12

		Where the System displays data on a map, the System must be capable of consuming an OGC compliant Web Map Service – typically WMS, WMTS or WFS. 



		TS13

		The Supplier must provide details of mapping systems they support, and what mapping system they propose to use. The Authority expect to consume existing mapping solutions detailed in the IT Technical Standards – or externally hosted maps where appropriate and agreed by the Authority. The System must not require its own new mapping system.
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		Ref.

		System Testing 



		ST1

		The Supplier must describe their strategy and approach to end to end system testing including but not limited to component and factory testing, site acceptance testing, user acceptance testing (UAT), operational acceptance testing (OAT), usability testing, volumetric and performance testing, integration testing, security penetration testing and disaster recovery/ business continuity testing.



		ST2

		The Supplier should document a full test plan including all resource requirements.



		ST3

		The Supplier should include sign off milestones for the Authority within the test plan and relate those to any agreed payment milestones.



		ST4

		For each release, the Supplier must provide a full set of test scripts with expected results for each set of tests. Tests must also demonstrate how errors and incorrect data/processes are handled.



		ST5

		The Supplier must provide test result reports for each set of tests, categorising the faults as agreed between the Supplier and the Authorities with recommended resolutions, timescales for resolution and identification of who is responsible.



		ST6

		The Supplier must have a maintainable and efficient defect management process in place for the implementation of the proposed Services and to provide the Authorities with a defect log upon request. This log must be defined within the proposal.  Sample documentation can be provided as part of the response.



		ST7

		The Supplier must describe its internal and Authority-facing defect management processes for new developments, implementations and re-testing of defect fixes.



		ST8

		The Supplier should detail the resources and associated skill levels they will provide, and what resources and associated skill levels it expects the Authorities to provide, to enable support of the Services during testing. Such support shall ensure that any faults occurring are fixed as soon as possible to ensure any delays in testing are kept to a minimum.



		ST9

		Full end to end user acceptance testing must be conducted by the Authorities, supported on site by the Supplier at a number of locations, both Police premises and off site.



		ST10

		The Supplier must satisfy themselves that the product meets all the functional, non-functional and performance requirements prior to full end to end on site user acceptance testing.



		ST11

		During any development stage, the Supplier must nominate a dedicated test manager who is the main point of contact.



		ST12

		The Supplier must confirm what testing documentation is provided with the Services and will indicate the format for each document and description of document.



		ST13

		The Authorities reserve the right to attend and witness all inspections and testing, both during the initial development period and throughout the life of the contract. The Supplier must act as a single point of contact for all testing activities irrespective of whether the activities are carried out by the Supplier and/ or sub-contractors.



		ST14

		The Supplier must be responsible for performing any testing required to demonstrate and prove compliance with all National and European Legislation and directives governing any items supplied under the contract. 



		ST15

		The Supplier must provide the Authorities with the capability to fully test new releases, as testing is not permitted on the live environment, prior to sign off and formal release to the live environment.



		ST16

		The Supplier must build and test all new releases in accordance with a release test plan that has been agreed with the Authority.

The Supplier should ensure that the test plan for all new releases includes but is not limited to: 

· System testing;

· Functional testing;

· Integration and interface testing;

· Performance testing;

· Security testing;

· Volume testing;

· Regression testing.



		ST17

		The Supplier must allow the Authority to validate any architectural changes including but not limited to software, infrastructure and database structure, prior to designing changes to be implemented in the Live environment, in line with ITIL Change Management best practice.
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		Ref.

		Security and Resilience Testing 



		SRT1

		The Authority performs regular IT Health Checks. Where a vulnerability is identified with the Service the Authority will report this to the Supplier and the Supplier must commit to fixing the vulnerability within a timeframe specified by the Authority.



		SRT2

		Suppliers must document how end to end security of the Service will be achieved and maintained. It is important that Suppliers explain this fully and outline any assumptions where a component of the end-to-end service is the responsibility of the Authority. 



		SRT3

		The Supplier must provide evidence of independent annual penetration/security testing on their infrastructure and provide the results to the Authority.



		SRT4

		The Service must not introduce or require removal of any components, processes or configuration that would negatively impact or invalidate the Authority’s PSN or GDS accreditation.
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		Ref.

		Transport Layer 



		TL1

		The Supplier must specify what protocols the Services will use across all networks including but not limited to internal, external and mobile networks.



		TL2

		The Supplier must specify any requirements or restrictions for connections passing through any firewall. 



		TL3

		The Supplier must specify any special requirements or restrictions relating to timeouts or maximum latency figures.



		TL4

		The Supplier will be required to confirm that there will be no detrimental impact on the Authorities’ local or wide area networks once the Services are in use and deployed. To support this, the Supplier must provide details of the expected network load and therefore bandwidth requirements to support the required number of users to enable effective network link sizing to be performed by the Authority. 





[bookmark: _Toc495490854][bookmark: _Toc495490977][bookmark: _Toc495492092][bookmark: _Toc496604424][bookmark: _Toc496604425]Data Quality

		Ref.

		Data Quality



		DQ1

		The Supplier must outline how it ensures that data entered is error free and 

correct at the point of entry. For example use of constrained vocabularies.



		DQ2

		The Supplier should outline any integrated data quality management technology available within the Service, how these operate and are managed.



		DQ3

		The System must ensure that date and time data held in the system is Coordinated Universal Time (UTC) compliant.
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		Ref.

		Open APIs 



		OA1

		The supplier must provide details of their approach to interfacing, and state whether this is through Open Application Programming Interfaces (APIs).

Where Open APIs are not currently available, the supplier should provide a clear roadmap for when they will be available. 



APIs will be required for each component of the Service. Details must include but not be limited to:

· Details of compliance with data Security Standards

· Documentation for exposed API’s

· Appropriate solution ‘handshakes’, acknowledgements and messages



		OA2

		The Supplier’s API must

· be accessible over HTTPS

· follow open standards such as RESTful or SOAP web services



		OA3

		The solution should 

· have the ability to consume data from existing Web Services for both internal and 3rd party systems

· use UTF-8 encoding





		OA4

		A high level access profile should be provided for the API to allow development access to all available security roles and permissions. This would be solely for use in a development environment.





		OA5

		Authentication to allow and restrict access to the API should be provided using a mainstream mechanism.



		OA6

		API and access restrictions should be provided at both role and identity levels.



		OA7

		The Services must provide API level access for reading and writing of data to the system to allow integration with 3rd party or internally developed systems. 



		OA8

		The Supplier must provide a published API to make integration with other systems secure and easy. Suppliers will be expected to submit the API / Web-Services documentation for evaluation.



		OA9

		The Supplier must provide both object and business process level API/Web Service calls.



		OA10

		The API should provide details of the individual making a request for reasons such as auditing user access to data and functions.



		OA11



		All API changes, patches and upgrades should follow an agreed change process with clearly defined SLA’s and notice periods.



		OA12

		If additional licenses are required to consume the API services, these must be clearly stated and included in the proposed costs.
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List of defined terms

		Defined Term

		Definition



		“Active Directory”

		Active Directory (AD) is a directory service that Microsoft developed for Windows domain networks



		“Auditable”

		Enable a complete systematic review and or assessment of all the Digital Assets.



		“Authority” “Authorities”

		This will be defined in the main contract and cascade down to all other contractual documents including the specification.



		“Availability Plan”

		Means a detailed plan to support customer availability requirements in support of availability management and agreed service levels.



		“Business”

		Means any company, partnership or other incorporated or non-incorporated entity formed to carry out a business or charitable enterprise.



		“End User Device”

		Any device used by end users and includes but is not limited to workstations, laptops, tablet devices and smartphones.



		“Environment(s)”



		At a minimum the following environments will be required:

· Development: Where changes to software are developed

· Test: Automated tests and human tests of new and changed code

· QA/Pre-production: Unit and interface testing, ensuring that the new code will not have any impact on the existing functionality and testing of major functionalities. For final testing immediately prior to deploying to production

· Production: Production or live (training, testing)



		“High Level Design”

		Depending on context this may mean a design that identifies the physical and logical architecture of the system including its major components and related interfaces.



		“Incident”

		Is an individual occurrence or event that comes to police notice either by a report from the public, victim or it is found by police.  The incident can range from relatively low level to serious. Incident or Incidents can occur simultaneously. The incident(s) may or may not results in a business metadata reference being created in PIRMIS (see Metadata Appendix MM.)



		“Legislation”

		Means any law, statute, subordinate legislation within the meaning of section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of section 2 of the European Communities Act 1972, regulation, order, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements of any regulatory body with which the Supplier is bound to comply



		“Low Level Design”

		Means a component-level design that provides the detailed design of the items covered in the High Level Design.



		“PIRMIS”

		Means the Authority’s Police Integrated Records Management and Intelligence System.



		“Request for Change”

		The Request for Change (RFC) is formal request for the implementation of a Change. The RFC is a precursor to the 'Change Record' and contains all information required to approve a Change. Further information is added as the Change progresses through its lifecycle. The level of detail depends on the size and likely impact of the Change. Often there will be references to further documents containing more detailed information, e.g. a detailed 'Change Proposal'.



		“Security Standards”

		Means the Authority’s document entitled “Baseline Security Requirements”.



		“Service Catalogue”

		An organized and curated collection of any and all business and information technology related services that can be performed by, for, or within an enterprise. Service catalogues are implemented in a manner that facilitates the registration, discovery, request, execution, and tracking of desired services for catalogue users. Each service within the catalogue typically includes traits and elements such as:

· Clear ownership of and accountability for the service (a person and often an organization)

· A name or identification label for the service

· A description of the service

· A service categorization or type that allows it to be grouped with other similar services

· Related service request types

· Any supporting or underpinning services

· Service level agreement (SLA) data and information that helps service providers set expectations for their service requestors

· Who is entitled to request/view the service

· Associated costs (if any)

· How to request the service and how its delivery is fulfilled

· Escalation points and key contact



		“Service Desk”

		A Service Desk is a primary IT function within the discipline of IT service management covering the receipt, logging and processing of calls made directly to the Supplier by registered users relating to the Supplier’s provision of the Services. The Supplier’s Service Desk shall refer calls to sub-contractors and third party suppliers as appropriate where the call relates to delivery of the Service. 



The Supplier shall ensure that the Service Desk is adequately staffed by appropriately trained personnel who have a good knowledge of the supported systems.

The Supplier’s Service Desk Analyst must, with the express agreement of the registered user, endeavour to investigate, diagnose and resolve reported incidents and service requests during the call, in the first line, without reference to an outside support team in order to meet agreed SLAs covering the percentage of first line fix incidents



If the call cannot be resolved at the first line the Supplier shall assign and communicate the call details to a second or third line supplier support team or to a third party supplier with appropriate expertise for them to progress the call to resolution.



The Supplier’s Service Desk shall monitor and keep the caller or the caller’s nominee informed of progress made with resolving their incident according to the severity level, via a method and at a frequency selected by the registered user which shall not be less than that agreed within the SLA.



The Suppliers Service Desk shall confirm with the user whether the requirement has been satisfied and shall close the call with the permission of the registered user.

The Supplier’s Service Desk shall be installed, fully staffed and ready to receive calls in advance of the time of the service go-live.



Covering the receipt, logging and processing of calls made directly to the Supplier by registered users relating to the Supplier’s provision of the Services. The Supplier’s Service Desk shall refer calls to sub-contractors and third party suppliers as appropriate where the call relates to delivery of the Service. 



The Supplier shall ensure that the Service Desk is adequately staffed by appropriately trained personnel who have a good knowledge of the supported systems.



Self Service

The Supplier’s Service Desk Analyst must, with the express agreement of the registered user, endeavour to investigate, diagnose and resolve reported incidents and service requests during the call, in the first line, without reference to an outside support team in order to meet agreed SLAs covering the percentage of first line fix incidents



If the call cannot be resolved at the first line the Supplier shall assign and communicate the call details to a second or third line supplier support team or to a third party supplier with appropriate expertise for them to progress the call to resolution.



The Supplier’s Service Desk shall monitor and keep the caller or the caller’s nominee informed of progress made with resolving their incident according to the severity level, via a method and at a frequency selected by the registered user which shall not be less than that agreed within the SLA.



The Suppliers Service Desk shall confirm with the user whether the requirement has been satisfied and shall close the call with the permission of the registered user.

The Supplier’s Service Desk shall be installed, fully staffed and ready to receive calls in advance of the time of the service go-live.



		“Service Level Agreement (SLA)”

		A service level agreement (SLA) is a contract between a service provider (either internal or external) and the end user that defines the level of service expected from the service provider. SLAs are output-based in that their purpose is specifically to define what the customer will receive.

The Supplier must attend regular service review meetings, e.g. with customer representatives to monitor all aspects of performance under this contract.

The Supplier may be required to attend additional service review meetings, e.g. with customer representatives when there have, for example, been high numbers of service incidents or problems.

The Supplier must be able to provide auditable and comprehensive management information to demonstrate that the SLAs are being met.

The Supplier must report service performance against the agreed SLAs and delivery milestones, and must analyse and identify the root causes of any deficiencies and manage the resolution of these root causes. The Supplier must attend regular service review meetings, e.g. with customer representatives to monitor all aspects of performance under this contract.

The Supplier may be required to attend additional service review meetings, e.g. with customer representatives when there have, for example, been high numbers of service incidents or problems.

The Supplier must be able to provide auditable and comprehensive management information to demonstrate that the SLAs are being met.

The Supplier must report service performance against the agreed SLAs and delivery milestones, and must analyse and identify the root causes of any deficiencies and manage the resolution of these root causes.



		“Service Portfolio”





		The Service Portfolio is the core repository for all information for all services in an organization. Each service is listed along with its current status and history. This should include pipeline, live and retired services and detail expend lifespan of services.



		“Services”

		This will be defined in the main contract and cascade down to all other contractual documents including the specification. This will be defined in the contract



		“Single Sign On”

		A user will only need a single user ID and password –stored in Active Directory - to access multiple systems. It can also allow users to log on once to the network and then seamlessly access systems with Single Sign On without having to re-enter their user ID and password.



		“Supplier”

		This will be defined in the main contract and cascade down to all other contractual documents including the specification.



		“System”

		This will be defined in the main contract and cascade down to all other contractual documents including the specification.



		“User(s)”

		Means a Citizen, Business, Trusted Partner or Police User.”
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Glossary 


      
AR         Asset Register (Information Asset Register or IT physical assets) 


CVU   Central Vetting Unit 


IA   Information Assets Police  


IAO   Information Asset Owner Police 


IS   Information System Police 


ISA   Information Sharing Agreement 


ISM   Information Security Manager  


ISS   Information Security Strategy 


7FNFR   7Force Non-Functional Requirements 


MoPI   Management of Police Information 


NIST   National Institute of Standards and Technology 


SIRO   Senior Information Risk Owner  


For Information Baseline requirement reference ‘for information’ to a service provider, 


contract and supplier. 
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Purpose and Use of Document 


 


Information security, sometimes shortened to infosec, is the practice of protecting information by 


mitigating information risks. It is part of information risk management. It typically involves 


preventing or at least reducing the probability of unauthorised and inappropriate access, use, 


disclosure, disruption, deletion/destruction, corruption, modification, inspection, recording or 


devaluation.  While this generally includes access to information contained on computers, the 


concept is much broader than computers, encompassing all records under the control of an 


organisation.  The Eastern Region Information Security Officers (ERISO) group have authored this 


Baseline Security Requirement to ensure that the practices of Information Security and 


Governance are inherited into the lifecycle of all Information Systems and Business Processes. 


 


This document will describe the Information Security baseline security requirements for technical 


and business service providers, contracts, suppliers and systems and necessary procedures and/or 


requirements for implementation, use and management of Police Information Systems.  This 


Baseline Security Requirement (BSR) can be adapted for major systems and services to ensure any 


additional requirements are considered. 


 


The baseline will indicate where the description is ‘for information’ to a service provider, contract 


and supplier.  Forces can retain and maintain, in line with this document, their own Force Baseline 


Security Requirement or equivalent, for local solutions outside the ERISO (regional) portfolio of 


work.   


 


Information Security BSR Version Control Process 


 


The Information Security Baseline Security Requirement Version Control Process is designed to 


ensure that the Eastern Regional ISO community is able to submit timely and relevant 


amendments to the main document. 


 


This process will be managed by the Kent and Essex Police Information Security Officers on behalf 


of the Eastern Regional ISO Community. 


 


Requests for changes to the BSR must be submitted to Information Security Kent on the 


appropriate change form, which will be reviewed and considered at the Eastern Regional 


Information Security Officers (ERISO) Meeting.  Any urgent changes will be submitted in the same 


way and will be co-ordinated through the Kent Information Security Office. 


  



https://en.wikipedia.org/wiki/Information

https://en.wikipedia.org/wiki/Risk_management_information_systems

mailto:information.security@kent.police.uk
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1.        Organisation, Compliance and Security Policies 


     


1.1 The design, operation, use and management of the IS must comply with statutory, 


regulatory, local policies and 7F Non-Functional Requirements and contractual security 


requirements.  Such compliance must be explicitly defined and, where necessary, force 


policy updated.     


 


1.2 Where the System will be used to process personal data, appropriate information security 


controls must be specified in order to comply with the Data Protection Act. A Data 


Protection Privacy Assessment (DPIA) will also be required and must be documented 


appropriately and advice sought from the Data Protection Manager.  The DPIA will be 


subject to regular review and will need to be revisited where a change to a system or 


change in processing method occurs. 


 


1.3 For Kent and Essex Police, a Records Management Impact Assessment (RMIA) will be 


required and must be documented appropriately and advice sought from the Records 


Manager.  


 


1.4 The IS processing or storing personal information must use Government Security 


Classification and Management of Police Information (MoPI) grouping must be identified 


and recorded. 


 


1.5 Compliance with the Security Risk Model (NPRIMT National Policing Information Risk 


Management Team (NPIRMT) and National Enabling Programme (NEP)) must be regarded 


as the minimum required for any existing or proposed information processing facility for 


Police, regardless of how it is procured or developed.  


 


1.6 Where the Authority uses the services of delivery partners (e.g. contractors), their services 


must be supported by legal agreements that include appropriate confidentiality clauses and 


cover the necessary security controls. The Authority must retain the right to monitor and 


revoke access. 


 


1.7 In accordance with the CSP, new IS must demonstrate compliance with the ISO/IEC27001, 


the international standard for information security management, and show due regard for 


NCSC and GDS Guidance.  


 


1.8 Appropriately assured products and services (such as FIPS-140, ISO/27001, NIST, COBIT-5 


and National Cyber Security Centre standards) must be used where appropriate.  


 


1.9 The configuration and operation of ISs must comply with all the relevant force policy, 


government frameworks, standards and operating procedures. This includes this standard, 


the Information Security Strategy (ISS) and the 7F Non-Functional Requirements (7FNFR). 


 


1.10 For Information - New IT ISs, or major changes to existing systems processing or storing 


business information, must be assessed by the IT Project or Change Management Team.  


Each IS and change must undergo an Assurance assessment by the Information Security 


Manager/Officer (ISM/ISO) to give assurance to the authority for the project or change 


management process to continue.   
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2. Information Security Assurance 


 


2.1 For Information - All Authority ISs must have completed information security Assurance 


prior to go-live.   This process must begin at the very start of a project by liaising with the 


Information Security Officer (ISO)/Manager (ISM) who will activate the Assurance process. 


The results of this assessment will determine the level of security Assurance compliance. 


The level of Assurance will exist throughout the entire lifecycle of the IS, from concept, 


system procurement/ development, through to decommission with annual/bi-annual 


reviews by the Information Security Team.  


 


3. Organisation of Information Security 


 


3.1 Contact with Special Interest Groups (SIGs) through active membership should be 


identified to ensure that confidentiality and integrity is preserved.  Recognised groups must 


be utilised as an information resource to advance specific areas of knowledge, learning or 


technology.   


 


4. Mobile Devices 


 


4.1 The use of mobile working facilities must meet this baseline requirement.  Any exceptions 


must be security risk assessed and accredited by the ISO/ISM in conjunction with the IT 


change management programme. 


 


4.2 Mobile devices and teleworking requirements for staff and contractors must be authorised.  


The use of information technology and telecommunications reduces the requirement of 


work-related travel and is available to authorised personnel.  Teleworking includes, but is 


not limited to, secure VPN, teleconferencing, e-mail or IM, etc. which are designed to 


perform secure communication from a remote location.   


 


5. Personnel Security 


 


5.1 All personnel, including contractors and volunteers are required to sign a confidentiality 


agreement, either separately or as part of an associated contract, before accessing 


Authority ISs.  Any changes of employment within a contract will be managed by Business 


Services/Human Resources.  There may be a requirement for personnel, contractors and 


volunteers to sign an additional separate agreement when accessing specific IT systems or 


personal data. 


 


5.2 All personnel involved in the development, support and operation of the ISs must be vetted 


to the appropriate level defined in Authority vetting policy or as part of an associated 


contract. This includes non-police personnel (e.g. delivery partners). 


 


5.3 Development, implementation and support teams should have the necessary knowledge 


and experience in the use of associated hardware and software, procedures, policies and 


appropriate legislation. Any additional training requirements must be addressed in advance. 


 


5.4 The requirements for all managers, users, contractors and third-party users to receive end-


user training, appropriate to their role, for a new or changed IS should be identified and 


planned for in advance. The provision of this training must not compromise live data or any 


supporting networks and IS. 
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5.5 All ISs, users or third parties are required to report any breaches, within 24 hours, actual or 


suspected, to the Information Security team.  Reported instances will be investigated on 


behalf of the relevant Authority security committee and could result in criminal and/or 


disciplinary proceedings.  Where it is prudent to do so, a referral will be made to 


Professional Standards for an additional assessment in line with the Code of Ethics. 


 


6. Asset Management 


 


6.1 For Information - All Authority IT Systems, hardware and software, must be formally 


approved, procured and tested by the Authority’s IT department .  Consideration must be 


given to national configuration and security blueprints.  The IT procurement process 


ensures that all assets are tagged and registered within the appropriate AR.  Technical 


assets are managed by the IT Service Delivery Team.  


 


6.2 The IS and Information Assets must be configurable to allow either automated or manual 


deletion in compliance with retention polices. 


 


6.3 IT and Information Assets must be appropriately returned and disposed of by the custodian 


of that asset.  IT assets must be returned to the IT Service Delivery Team who will dispose 


of the asset securely and retain the appropriate destruction certificate.  Information Assets 


must be disposed of in line with local force policy regarding Records Review, Retention and 


Disposal, Force Disposal Schedule and MoPI including decommissioning of technical assets.   


 


6.4 Information assets must be classified in compliance with the Government Classification 


Scheme.  Information classifications must be appropriately marked on each asset (where 


appropriate). Disposal of assets must be processed in compliance with MoPI.   


 


6.5 Removable media must be managed and appropriately marked.   Copies must be clearly 


marked and retained in compliance with the force requirement.  All media must be handled 


and disclosed in line with force policy.  Additional advice should be sought from the Data 


Protection Manager or ISO/ISMs for Police. 


 


6.6 It is incumbent on all of us (including Suppliers where appropriate), both at an 


organisational and individual level to ensure that there is both a chain of custody and 


continuity in respect of the acquisition, retention, and exploitation of all data. 


 


6.7 Live databases and any transfer of police information during the testing or provisioning of 


services must be risk assessed and authorised by the ISO/ISM. 


 


6.8 Any withdrawal from or closure of an internal or external service, provision or system due 


to cost efficiency, contract renewal or redundancy due to new innovation or services 


required within the business processes or IT landscape, must be completed within the 


Authority’s decommissioning process and a plan agreed by the ISO/ISM. 


 


7. Access Control 


 


7.1 The IS must provide appropriate separation of information at differing information 


classifications and comply with the GSC, ITTS and ISO 27001:2013. (This may dictate 


which Authority networks or network domain(s) the System can operate within). 
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7.2 The IS must enforce the principles of least privilege and 'need-to-know', in terms of system 


data and functions (i.e. users and administrators must only be provided with access to data 


and functions that are required for their role). 


  


7.3 Access to the IS must be restricted to authorised personnel only on Authority and Supplier 


premises. Visitors must be supervised or appropriately vetted in accordance with Force 


Policy or as part of an associated contract. Access rights must be controlled to ensure the 


timely creation of access, adjustment of user privileges to reflect changes in responsibilities 


and the termination of access when no longer required. 


 


7.4 For Information only - A full list of registered users and administrators and their access 


rights must be overseen by the IAO and made available for audit by the IAO.  


 


7.5 The IS must integrate with the Authority’s Active Directory central directory services (LDAP) 


for user authentication. 


    


7.6 Passwords must always be stored and transmitted securely, using NIST-approved hash/ 


encryption. 


 


7.7 Where it is agreed that an IS will use its own password for single-factor authentication 


outside the provision of Active Directory configuration, it must enforce a password that: 


 


i. is a minimum of 8 characters in length (15 chars for admin passwords); 


ii. has at least one numerical and one alphabetical character; 


iii. IS specification identification for passwords requiring special character; 


iv. enforces regular changes - at least every 60 days; 


v. disallows recently used passwords (password history of at least 3); and 


vi. lock account or ‘throttle’ after unsuccessful attempts.  


   


7.8 Any deviation must be clarified in the IS risk assessment. (Note that the use of LM hash is 


not permitted.) 


 


7.9 A user’s password must not be cached or exported out of the IS.  


   


7.10 Specific access to information and functions for each individual or group must be clearly 


defined and documented in an access control policy/matrix or System Operating Procedure 


(SyOps). It must be based on business and security requirements and use standard profiles 


for common roles.   


 


7.11 AD/ADFS integration is the agreed standard, however where this cannot be met this must 


be identified in the procurement/design process should identify where this will not meet the 


IS requirement. 


  


7.12 The IS log-on procedure must not provide excessive identifying details about the IS or user 


credentials that could provide assistance to a potential attacker. For example, the IS should 


not identify which element of the credentials was incorrect. 


  


7.13 The IS log-on procedures must display a warning that it must only be accessed by 


authorised users and include both confirm and cancel options. For clarity, only one warning 


is required.  Additional warnings for each additional system are not required. 
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7.14 For non-AD/ADFS, the IS must limit unsuccessful log-on attempts (up to a maximum of 10 


attempts), after which the account must either lock and require a manual reset or must 


‘throttle’ further attempts so as to protect against brute-force attacks. 


  


7.15 There must be no 'backdoor' access provided for the IS, such as hard-coded user and 
password combination.   This extends to where the service or any component of the 
Service is designed to run in the background it must start and run without any user 
intervention and the supplier must detail what controls are in place to stop users from 
stopping the software from performing its function (i.e. via interaction with the software 
GUI or by killing a service process). 


  


7.16 For non-AD/ADFS, the IS must comply with the Authority’s password reset procedure.  Any 


alternative solution must provide positive and reliable identification of the user and be 


included in the IS risk assessment. 


 


7.17 Distinction must be made between the IS access restrictions that will be made mandatory 


(enforced by the IS) or discretionary (applied by the user or governed by a record's given 


status). 


 


7.18 For information - By default, access control rules must be based on the principle that 


'everything not explicitly permitted is prohibited', rather than the weaker 'everything not 


explicitly prohibited is permitted'.  


 


7.19 The control of access rights should be maintained by the delegated System Manager 


(system administrator) and only granted when an agreed set of registration procedures 


have been defined.   Only the System Manager may grant, change or revoke these access 


rights, either manually or via an approved role-based enforcement solution. These 


procedures must be documented in the IS's standard operating procedures manual.  The 


Supplier should provide specification/process for management of access. 


 


7.20 For non-AD/ADFS, the Supplier must define procedures for removing access rights 


immediately that are no longer required, such as leaving the organisation or changing role.    


 


7.21 For Information - Procedures must be defined for regularly checking whether access 


rights are still required and for removing any redundant accounts (a period of 3 months is 


recommended). 


 


7.22 The Supplier using any IS privileges (the ability to override normal IS controls, e.g. for 


administration) should be restricted to the minimum necessary to perform a defined role. 


The requirement to retain this level of access must be reviewed at least every 3 months.  


This applies to the Authority and the Supplier.  


 


7.23 Where appropriate, the IS must be able to restrict access to the IS between predefined 


times or interface with higher level controls. 


 


7.24 The IS must allow the secure segregation of user activities to increase protection from 


fraud and errors.  The dissemination of tasks and associated privileges for a specific 


business process among multiple users must be considered to reduce the risk of accidental 


or deliberate system misuse.     
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7.25 Access to the IS source code must be strictly controlled and managed in accordance with 


the Authority’s current ITTS or supplier contractual obligations.    


 


8. Account Management 


8.1 For non-AD/ADFS, all User IDs, including supplier user IDs, must be unique and never re-


issued.  Additional IDs and generic IDs (e.g. test accounts) must not be created unless 


formally authorised.  Users must be accountable for the actions they perform under force 


IDs, and default initial passwords are to be unique and of adequate strength.  Managed 


and self-service password resets must meet the Authority’s guidance.  


   


8.2 An ISA should exist for third-party access and contain a Standard Operating Procedure 


(SOP) that authorises the individual in question and provides details of the sponsor (PDO).   


    


8.3 The System should authorise all individuals’ access to ISs using agreed business rules. This 


must be specified in documented procedures. No access will be granted to ISs without 


receiving this authority.  A record of who has access to what information must be 


maintained by the Supplier’s System Manager. 


  


8.4 An account must never be activated until the formal procedure has been completed and 


users have signed acceptance of Authority security policy and procedures.  Access to 


Authority information or services must not be granted until individuals have completed the 


minimum Foundation level local DPA e-learning package and Information Security NCALT 


packages or equivalent.  The role specification may also dictate additional training 


packages to be undertaken.  All third-party accounts must have an expiry date and must 


expire on that date and this must be on or before the contract or ISA review date. 


     


8.5 The Force Central Vetting Unit (VU) will carry out vetting in accordance with the force 


vetting policy or as part of an associated contract.  The VU will confirm the vetting levels of 


all third-party personnel.  Changes in access rights may require a change in vetting levels. 


     


8.6 For Information - The passwords for generic accounts must be changed as soon as a 


privileged user leaves or changes role.   


    


8.7 For Information - Access rights must be changed appropriately as soon as there is a 


change to a user’s role.  


 


8.8 Access rights must be removed for individuals immediately when they leave the Authority 


or the Supplier’s employment. Third party access must be revoked as soon as the contract 


is terminated. 


  


8.9 For Information - Access rights must be managed in compliance with the IT access 


management guidance.  Individuals who have not completed refresher training and 


obligatory training must be scheduled by the appropriate manager or governing 


department.  


 


8.10 Dormant or disabled user accounts exhibiting no evidence of activity must be disabled.  


Dormant Accounts with no activity must be disabled after 6 months, and Disabled accounts 


with no activity deleted after 3 months.  This is a local policy and agreement. 
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9. Cryptographic Controls 


     


9.1 Cryptography addresses the principles, means and methods of disguising information to 


ensure its confidentiality, integrity and authenticity.  All ISs that process personal and 


sensitive information must have cryptographic controls in line with GSC.  These controls 


must be documented in the operating procedures and detail the handling of cryptographic 


services.   


 


9.2 For information:  Cryptographic controls include the establishment of the requirements 


for the use of encryption techniques to protect sensitive data both at rest and in 


transit.  This extends to policy and governance, including the NCSC 14 Cloud Principles, 


which must define the controls and related procedures for the various areas where 


encryption and other cryptographic techniques are employed.  This includes, but not 


limited to, infrastructure, server, software and end user capabilities where there is a 


procurement and/or purchase where it is necessary to review under the Information 


Security Assurance process. 


 


9.3 Cryptographic controls can be used to achieve different information security objectives, 


e.g.: 


 


• Confidentiality: using encryption of information to protect sensitive or critical 


information, either stored or transmitted 


• Integrity/authenticity: using digital signature certificates or message authenticat ion 


codes to verify authenticity or integrity of stored or transmitted sensitive or critical 


information 


• Non-repudiation: using cryptographic techniques to provide evidence of the occurrence 


of an event or action 


• Authentication: using cryptographic techniques to authenticate users and other system 


entities requesting access or transacting with system users, entities and resources 


 


9.4 Cryptographic controls must be used in compliance with all relevant agreements, legislation 


and regulations. The following items must be considered for compliance: 


 


• Restrictions on import or export of computer hardware or software used to perform 


cryptographic functions or are designed to have cryptographic functions added to it  


• Restrictions on the usage of encryption, especially in foreign countries 


• Methods of access to encrypted information used by a countries’ authorities.  Legal 


advice should be sought to ensure compliance before encrypted information or 


cryptographic controls are moved across jurisdictional borders. 


 


9.5 Cryptographic keys must be managed and assigned to an identified and agreed ‘key 


custodian’ who maintains the specified encryption key for its lifecycle.  The ‘key custodian’ 


must have a separation of duties for administering confidential data by ensuring that they 


only administer the keys and their passwords and have no permissions on the data.  
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10. Cloud Security  


     


10.1 The Supplier should be registered for the G-Cloud Framework.  Any externally hosted 


systems via a ‘cloud’ service must have the appropriate local police Assurance.  To ensure 


the relevant security guidance is weighted, in addition to Assurance, the National Cyber 


Security Centre Guidance - 14 Cloud principals must be considered.  (See below). 


 


Cloud Security Principle 1: Data in transit protection - User data transiting networks should 


be adequately protected against tampering and eavesdropping.  


 


Cloud Security Principle 2: Asset protection and resilience - User data, and the assets 


storing or processing it, should be protected against physical tampering, loss, damage or seizure. 


 


Cloud Security Principle 3: Separation between users - A malicious or compromised user of 


the service should not be able to affect the service or data of another. 


 


Cloud Security Principle 4: Governance framework - The service provider should have a 


security governance framework which coordinates and directs its management of the service and 


information within it. Any technical controls deployed outside of this framework will be 


fundamentally undermined. 


 


Cloud Security Principle 5: Operational security - The service needs to be operated and 


managed securely in order to impede, detect or prevent attacks. Good operational security should 


not require complex, bureaucratic, time consuming or expensive processes.  


 


Cloud Security Principle 6: Personnel security - Where service provider personnel have 


access to your data and systems you need a high degree of confidence in their trustworthiness. 


Thorough screening, supported by adequate training, reduces the likelihood of accidental or 


malicious compromise by service provider personnel. 


 


Cloud Security Principle 7: Secure development - Services should be designed and 


developed to identify and mitigate threats to their security. Those which aren’t may be vulnerable 


to security issues which could compromise your data, cause loss of service or enable other 


malicious activity. 


 


Cloud Security Principle 8: Supply chain security - The service provider should ensure that 


its supply chain satisfactorily supports all of the security principles which the service claims to 


implement. 


 


Cloud Security Principle 9: Secure user management - Your provider should make the tools 


available for you to securely manage your use of their service. Management interfaces and 


procedures are a vital part of the security barrier, preventing unauthorised access and alteration of 


your resources, applications and data. 


 


Cloud Security Principle 10: Identity and authentication - All access to service interfaces 


should be constrained to authenticated and authorised individuals. 


 


Cloud Security Principle 11: External interface protection - All external or less trusted 


interfaces of the service should be identified and appropriately defended. 


 



https://www.ncsc.gov.uk/guidance/cloud-security-principle-1-data-transit-protection

https://www.ncsc.gov.uk/guidance/cloud-security-principle-2-asset-protection-and-resilience

https://www.ncsc.gov.uk/guidance/cloud-security-principle-3-separation-between-users

https://www.ncsc.gov.uk/guidance/cloud-security-principle-4-governance-framework

https://www.ncsc.gov.uk/guidance/cloud-security-principle-5-operational-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-6-personnel-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-7-secure-development

https://www.ncsc.gov.uk/guidance/cloud-security-principle-8-supply-chain-security

https://www.ncsc.gov.uk/guidance/cloud-security-principle-9-secure-user-management

https://www.ncsc.gov.uk/guidance/cloud-security-principle-10-identity-and-authentication

https://www.ncsc.gov.uk/guidance/cloud-security-principle-11-external-interface-protection
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Cloud Security Principle 12: Secure service administration - Systems used for 


administration of a cloud service will have highly privileged access to that service. Their 


compromise would have significant impact, including the means to bypass security controls and 


steal or manipulate large volumes of data. 


 


Cloud Security Principle 13: Audit information for users - You should be provided with the 


audit records needed to monitor access to your service and the data held within it. The type of 


audit information available to you will have a direct impact on your ability to detect and respond to 


inappropriate or malicious activity within reasonable timescales. 


Cloud Security Principle 14: Secure use of the service - The security of cloud services and 


the data held within them can be undermined if you use the service poorly. Consequently, you will 


have certain responsibilities when using the service in order for your data to be adequately 


protected. 


 


11. File Transfer Protocols and Web Information Sharing Platforms 


 


11.1 File Transfer Protocol Services (FTP) and Web Information Sharing Platforms - Suppliers 


and staff must only utilised authorised File Transfer Protocols (FTP) services.  Files 


transferred are not necessarily encrypted and more vulnerable to interception, completion 


confirmation and may lack the capabilities to facilitate compliance requirements.  Use of 


these solutions must be authorised by the ISO/ISM prior to use. 


 


11.2  Where a Force has a DAMS provision to transfer crime files, a SFTP/FTP service must not 


be used without appropriate assessment by the Information Security Officer.   Additional 


requirements to transfer sensitive or Human Resource using these services/solutions files 


must undergo a formal risk assessment before transfer and appropriately documented.  


Where these files contain sensitive or personal information 11.4 must be complied with. 


 


11.3  SFTP/FTP services must be able to transmit data appropriately under the Government 


Security Classification (GSC) and have the appropriate encryption and security in place to 


protect the data and access to the data. 


 


11.4  Where a supplier or third party requires the transfer of police data for the purposes of 


testing or system delivery, there must be an appropriate assessment performed and 


accompanying Data Transfer Protocol implemented authorised by the Information Asset 


Owner/Business Owner and Information Security Officer. 


 


11.5  SFTP/FTP providers storage and access management facilities must also be hosted within 


the UK/EU and be an approved FTP service by the local police force or nationally 


accredited. 


 


11.6  SFTP/FTP must have a robust retention, review and disposal mechanism in place to ensure 


that the platform does not retain or store data outside the local and national provisions 


already in place. 


 


11.7  SFTP/FTP services must have been reviewed in line with the Data Protection Impact 


Assessment (DPIA) and where applicable to individual forces, a Records Management 


Impact Assessment (RMIA). 


 



https://www.ncsc.gov.uk/guidance/cloud-security-principle-12-secure-service-administration

https://www.ncsc.gov.uk/guidance/cloud-security-principle-13-audit-information-users

https://www.ncsc.gov.uk/guidance/cloud-security-principle-14-secure-use-service
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11.8  SFTP/FTP where a service is utilised to process policing information, there must be an 


approved Standard operating Procedure in place authorised by the Information Asset 


Owner and Information Security. 


 


12.  Artificial Intelligence ‘AI’ (Robotic Process Automation, Deep Learning and 


Machine Learning Capabilities) 


 


12.1 ‘AI’ must not be connected to cloud environments without full assessment with the provider 


and IT services.   Any impact on accredited environments must be referred to Information 


Security. 


 


12.2 ‘AI’ or ‘Bot’ accounts must be fully authorised and not created outside of the Authorised bot 


API.  Accounts found in these circumstances will be terminated. 


 


12.3 ‘AI’ that process information must be registered with the appropriate Information Asset 


Register with a full overview of the business function to inform the IAO of any potential 


risk. 


 


12.4 ‘AI’ development or innovations which provide tools or functionality to assist in sharing or 


collaboration with partnerships internally and externally must comply with ISA currently in 


place.  Where the agreement does not contain the ‘AI’ processes a review by the Data 


Protection Manager is required. 


  


12.5 Access permission granted to an ‘AI’ development or innovation must be formally agreed 


with IT Services and must not be disproportionately permitted to laterally traverse the IT 


environment or increase access permissions.  Accounts for ‘I’ must not be used by ‘human’ 


end users at any time other than for maintenance purposes. 


 


12.6 Scripting within an ‘AI’ development or innovation must be performed by an approved 


‘script designer’ with the necessary organisational knowledge, monitoring of source code 


and version control.  The implementation of ‘AI’ scripts must be completed against an 


approved set of standards documented in an over-arching SOP. 


 


12.7 ‘AI’ solution which are deemed business as usual, and require amendment or upgrade, will 


be subject of the IT Services Change Management process. 


 


12.8 IS or network maintenance that affects business areas that interact with ‘AI’, requires an 


upgrade, a critical patch, or any enhancement, consideration should be given to how the 


system change will affect the bots that interact with it.  


 


12.9 Each ‘AI’ will have a bespoke set of governance rules which must consider any IS 


governance which it impacts. 


 


12.10 ‘AI’ development or innovations must not have the ability as default to archive or dispose of 


data during it automation process without assessment with the Forces’ Physical and Digital 


records Managers in compliance with MoPI. 


 


12.11 Decommissioned or obsolete ‘AI’ scripts must be removed immediately they are deemed 


redundant or not in use and any associate user account disabled. 
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13. Physical and environmental security (excluding Cloud Services) 


     


13.1 Authority ISs must be physically secured in an appropriate area on Authority and Supplier 


premises, using physical security perimeters and physical entry controls that are 


commensurate with the identified risks and specified system security controls. The 


Authority ISM may require a formal risk assessment to be completed, in accordance with 


the HMG security policy framework, for new locations or where an existing location is to 


house a higher classification system.  


   


13.2 Third party facilities used to process personal data or police information up to and including 


OFFICIAL-SENSITIVE, will require an assessment under the Police-Approved Secure 


Facilities (PASF) or equivalent process.  


    


13.3 Environments housing particularly critical or sensitive ISs, such as Authority (or Supplier) 


computer rooms and equipment rooms should give minimal external indication as to their 


purpose. 


    


13.4 Workstations and laptop screens should be positioned to negate the risk of ‘shoulder 


surfing’ and the ‘overlooking’ of sensitive information by unauthorised Authority and 


Supplier personnel. 


    


13.5 For operationally critical ISs, suitable power protection should be provided. Normally, this 


will include a combination of multiple power units with redundancy; Uninterruptible Power 


Supplies (UPS); and/or backup generators. 


    


13.6 For information - All IT procured assets must be controlled within the appropriate IT 


Asset Management process ensuring they are accurate, up-to-date and the current state of 


the asset is identified.  This process must record the full lifecycle of the asset and include 


disposal, reuse and any removal which identifies any security measures necessary to 


safeguard that asset whilst off-premises.  


 


14. Operations and support 


      


14.1 For Information - Other effects on the organisation from switching to electronic methods 


of communication; such as speed and volume of exchange, reliability or legal issues, also 


need to be risk assessed and planned for. 


  


14.2 There should be proper separation of development, test and production environments. 


Different login procedures must exist between environments to minimise the risk of 


accidental changes to operational ISs.  All test information requires test data to carry 


protection. 


 


14.3 Future capacity requirements must be planned and prepared for in advance to ensure the 


availability of adequate capacity and resources to meet both the current and future needs 


of the IS. 


   


14.4 Acceptance criteria should be established that ensures performance targets and security 


requirements have been met. It must also provide evidence that the IS has not adversely 


affected the security of other ISs (such as availability of network bandwidth). 
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14.5 The impact of a new IS on existing ISs, networks and business processes should be 


formally assessed, and appropriate countermeasures put in place. This might include the 


review of changes to overarching policy and procedures. 


    


14.6 A solution for backing up essential IS software, configuration information and data (live and 


test) must be defined. This backup solution must not compromise the security of 


associated ISs and networks. 


   


14.7 Backup media or storage solutions must be kept at a sufficiently safe distance but must 


receive the same level of protection as the source IS.   


 


14.8 The backup process must be adequately monitored and regularly tested to ensure that data 


can be reliably restored. 


 


14.9 Only approved Authority standards for remote access services will be permitted. Careful 


consideration must be given to out-of-office hours (i.e. 12/5 or 24/7) and overseas support 


requirements. 


 


14.10 The IS must allow all data and associated output media (including IS manuals) to be 


appropriately classified (protectively marked) and protected in accordance with the 


Government Security Classification. 


   


14.11 Equipment maintenance requirements, whether on Authority or Supplier premises must be 


formally documented and must cover the protection of any stored data, e.g. used/faulty 


hard disks.  


 


14.12 The Data Controller, or official representative or staff, must be informed by formal 


communication of any provision to relocate, extract, copy or retain data outside the 


contractual specifications or this baseline.   


 


14.13 The Data Controller, or official representative or staff, must be informed by formal 


communication any provision to decommission hardware or storage facilities containing 


data controlled by the Authority.  Where the Authority has authorised the destruction of 


data, a subsequent ‘destruction certificate’ will be required. 


 


14.14 Provision must be made for ensuring that any data storage media used for processing 


Authority information is securely erased in accordance with Authority policy before reuse, 


exchange or disposal or as part of an associated contract. 


   


14.15 There must be clearly documented procedures covering the secure use of any removable 


media, including tapes, disks, manuals and printouts. Where possible, such media must be 


encrypted.  


  


14.16 It must be possible to patch the IS at the earliest possible opportunity after a fix for a 


known vulnerability with any of its components has been identified.  


  


14.17 It must be possible to test changes, including IS patches, within a test environment before 


they are applied to the live production IS. 
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14.18 It must be possible to apply IS upgrades and patches with the minimum of disruption to 


users and operations.  


  


14.19 Appropriate anti-virus measures must be in place to protect the IS, its connections and 


data. This must receive regular updates. 


  


14.20 The IS should provide appropriate mechanisms to facilitate the timely review and disposal 


of data in accordance with the Force's data retention/disposal policy. This could include 


categorisation of records, automated disposal functions and associated procedures. These 


processes must be auditable.  


   


14.21 The IS must have an appropriate level of resilience, with minimal single points of failure 


and an acceptable level of self-recovery. 


  


14.22 Any exchange or disclosure of information or software with another individual or 


organisation must be supported by a formal, documented agreement that complies with 


relevant legislation (including the Data Protection Act / GDPR 2018) and as part of an 


associated contract. 


   


14.23 Exchanges must be carried out in accordance with documented security operating 


procedures that cover the protection of data confidentiality and integrity during 


transmission and storage. 


  


14.24 The use of 'cut and paste' and ‘screenshot’ functionality between information ISs must be 


considered as part of the IS's risk assessment and any necessary restrictions enforced by 


appropriate controls (technical or procedural).  


 


15. Data Quality and Standardisation 


 


15.1 The IS must be able to demonstrate the ability to support disciplined data governance, 


rigorous management of incoming data, accurate requirement gathering, thorough 


regression testing for change management and careful design of data pipelines, in addition 


to data quality control programs for the data delivered both externally and internally.   


Below lists 5 main criteria used to measure data quality: 


 


• Accuracy: for whatever data described, it needs to be accurate. 


• Relevancy: the data should meet the requirements for the intended use. 


• Completeness: the data should not have missing values or miss data records. 


• Timeliness: the data should be up to date. 


• Consistency: the data should have the data format as expected and can be cross 


reference-able with the same results. 


 


15.2 Data Specification and Control - The IS must be able to demonstrate rigorous data quality 


controls of both system data capture and incoming data transfers and associated capture 


techniques.  The system must be able to control the data format and data patterns, keep 


data consistency on each record, deploy data value distribution and recognise anomalies 


and ensure the completeness of the data, reporting quality alerts where this is detected. 


  







ERISO Baseline Security Requirements v3.2 Page 19 of 23 


 


 


15.3 Design and Duplication of Data - The IS must be recognised duplicate data which is out of 


sync and is likely to lead to different results through the IS or multiple systems or 


databases.   The end-to-end data design of a system needs to be clearly defined and 


ensure data assets, data modelling, business rules and the system architecture is 


structured.  The IS must also be able to future proof platform migrations. 


 


15.4 Accurate Data requirements - The IS must be able to comply with the requirements of the 


intended use of the data.  The includes the presentation of the data, conditions and data 


dependencies, import and export capability and access and sharing. 


 


15.5 Data Integrity - The IS should have the ability to enforce data integrity using techniques 


such as foreign keys, check constraints, and triggers. Referential integrity must be available 


and enforceable by applications and processes.  The IS should have mechanisms to ensure 


referenced data does not become out of date, incomplete or delayed, which then leads to 


serious data quality issues. 


 


15.6 Data Traceability - The IS must be able to trace the end-to-end recording of the data to 


ensure data issues can be identified efficiently.  Data traceability should have two aspects: 


 


• Meta-data: the ability to trace through the relationships between datasets, data fields 


and the transformation logic in between. 


• Data itself: the ability to trace a data issue quickly to the individual record(s) in an 


upstream data source. 


 


15.7 Data Quality & Change Management - The IS must be able to test new or upgraded 


datasets to ensure data quality issues are not introduced.   


 


1. confirming the change meets the requirement;  


2. ensuring the change does not have an unintentional impact on the data in the pipelines 


that should not be changed.  


 


15.8 Quality Control and Assurance - The IS supplier should promote the use of capable data 


quality techniques.   


 


• Quality Assurance:  Quality software and programs are used wherever a change is 


deployed to ensure data quality in the police forces maintains integrity for data-


intensive applications. 


 


• Quality Control:  Detection capability aligned to the business rules and business 


requirements, which can detect abnormalities, outliers, broken trends and any other 


unusual scenarios. 


 


16. Communications Security  


 


16.1 The Authority and Supplier must be protected from the increased security risks introduced 


by any connections to other systems, particularly connections to public networks. Such 


connections will normally require an independent IT health check of the IS and its 


connections 
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16.2 Any connections to or from internal or external network services that are implemented for 


the IS must be appropriately controlled to ensure authorised use only. 


  


16.3 Communications between IS components should must be appropriately secured and 


explicitly authenticated and provide the minimum privileges necessary. 


  


16.4 Controls for network connections must be fully specified, particularly when routing 


information to and from other networks and organisations, e.g. firewall rules. Both the 


business and associated technical requirements must be specified together. 


 


16.5 The path from the user terminal to the backend IS must be controlled to ensure that no 


other areas of the IS or network are made accessible, outside that which 


has been authorised. 


 


16.6 All network device settings must be changed from their default values to documented 


Authority standard configurations and any unnecessary facilities and services disabled. 


   


16.7 Any additional network services required for the IS must be fully risk assessed and 


documented.  


 


16.8 Where relevant, external facing systems, especially Internet and publicly available systems 


must have adequate controls to protect against their vulnerabilities. These often involve 


more technical controls, such as cryptographic techniques, and the risks and 


countermeasures must be clearly defined and reviewed as part of the IS's security risk 


assessment and Assurance. Such ISs will normally require an IT health check of the IS and 


its connections. 


  


16.9 Depending on the IS, it may be necessary to employ message authentication techniques 


(e.g. digital signatures) to verify the origin and integrity of information. 


 


16.10 The use of Software as a Service (SaaS or Cloud-based) systems must meet the Authority’s 


baseline security requirements set out under Item 10 Cloud Security. 


 


17. Technical Obsolescence 


17.1 Technological obsolescence is inevitable, and all media has limited life spans which require 


a periodically refresh of electronic records onto new media.  There must be provision for 


careful selection of storage media in an effort to maximise the periods between 


refreshment cycles and simplify the refreshment process whilst ensuring data is as secure 


as possible.   Consideration must be given to longevity, capacity, viability, obsolescence 


and susceptibility.  


 


17.1.1 Longevity - the media storage option chosen should have a proven life span of at 


least 10 years and should consider obsolescence and physical deterioration of the 


storage medium.  


 


17.1.2 Capacity - The media storage option chosen should provide a storage capacity 


appropriate for the quantity of data to be stored and the physical size of the 


storage facilities available.  
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17.1.3 Viability - the media and drives chosen should support robust error-detection 


methods for reading and writing data. Media should be write-once or have a 


reliable write-protect mechanism to maintain the evidential integrity of the data.  


 


17.1.4 Obsolescence - the media and its supporting hardware and software should be 


based on mature technology.  


 


17.1.5 Susceptibility - the media should have low susceptibility to physical damage and be 


tolerant of a wide range of environmental conditions without data loss.  


 


18. IS acquisition, development and maintenance  


     


18.1 The IS's design, development and implementation should comply with the Authority's 


software coding and database standards, where available. 


 


18.2 IS changes should be fully auditable through Authority change control procedures and must 


consider the security risks as part of the approval process. 


 


18.3 Changes to vendor supplied software should be kept to the minimum necessary and 


preferably implemented by the vendor as a standard product update. 


 


18.4 All testing should be carried out under realistic conditions and the results formerly 


recorded. 


    


18.5 For information - Appropriate test data must be identified and produced for all IS testing 


- production data will not be used for testing except in certain, essential circumstances. 


     


18.6 Vendor supplied software should have been properly evaluated under a formal test plan 


that considers this baseline document and the results formally documented, prior to any 


agreement to purchase.  


 


18.7 FTP or Cloud Services must be procured through authorised processes and assured by 


National accreditation or local assurance by the ISO/ISM. 


 


19. Supplier Relationships  


     


19.1 For outsourced developments and procurement, advanced agreement must be reached 


over the issues surrounding licensing, intellectual property rights, the Authority's right to 


audit, quality and accuracy, and any necessary Escrow arrangements. 


 


20. Information Security Incident Management 


      


20.1 All known threats and vulnerabilities for an IS must be identified within 24 hours for risk 


assessment at the development/procurement phase and throughout the ISs lifecycle. 


  


20.2 For information - The Authority ISM will be the main point of contact for all information 


security issues in relation to Authority information ISs.  
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20.3 Any security incidents or near misses must be reported within 24 hours to the Information 


Security Manager/Officer, Information Asset Owner, project manager and/or Business 


Manager in accordance with force policy or as part of an associated contract, either via 


email to the Information Security team.    


    


21. Business Continuity Management (Information Security)  


     


21.1 There must be an impact assessment carried out against the Authority's business 


continuity, IT service continuity plans and the Supplier’s business continuity plan. Any 


changes brought about by a new or changed IS must be reviewed and, where necessary, 


the plans updated.  


  


21.2 Suppliers of IT ISs must have valid and relevant Business Continuity and Disaster Recovery 


plans implemented.  Any changes brought about by a new or changed IS must be reviewed 


and, where necessary, the plans updated within 7 days. 


 


22. Compliance – Legal and Contractual requirements  


     


22.1 All information processing must be conducted through the IS's application software and not 


through the use of utilities that could bypass security controls. 


  


22.2 The security classification of all IS output must be clearly visible. This includes screen 


output, printouts and any removable media.  


  


22.3 Printed output should clearly show the number of pages (e.g. page # of ##). 


 


22.4 Data input must be validity checked to ensure correct and complete values and limit 


opportunities for attackers: such as limiting field data lengths (that could be used to cause 


stack buffer overloads) and invalid characters (such as characters that could form SQL 


statements to perform actions on the database or cross-site scripting attacks). Where 


possible, specify acceptable characters and deny all others. In summary, check for: 


 


• out of range values; 


• invalid characters in data fields; 


• missing or incomplete data.   


 


22.5 The output must only include information that is relevant and necessary for the purpose 


and must only be to approved network devices. For example, information displayed in 


search results must not be excessive. 


  


22.6 For information - Internal IS data integrity checks must be performed to ensure that data 


processing is being performed as expected and that results are accurate. Output data must 


also be appropriately validated using defined tests. 


     


22.7 The use of encryption products and encrypted material must comply with current legislation 


and force policy. Encryption keys and certificates must be secured with the registered 


Authority crypto-custodian and managed in accordance with NCSC and GDS Guidance. 
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23. Protective Monitoring 


      


23.1 Audit logs must be maintained by the IS to support regular system security and data audits 


to ensure compliance with IS procedures, legislation and force policy. 


 


23.2 The IS must record all key transactional and security relevant events against user ID (a 


terminal ID may also be required), such as all IS access attempts and record processing 


functions, including any search criteria. Key requirements will be specified for each IS but 


should include: 


 


• user IDs; 


• terminal identity and location; 


• dates and times (all transactions); 


• type of event (create, read, update, delete, print, send etc.); 


• identify information searched, accessed or changed (e.g. record ID); 


• some ISs and events may require the reason to be captured; 


• programs and utilities used; 


• IS exceptions (incl. unsuccessful attempts and policy violations); 


• alerts, messages and alarms; and 


• log start and end dates and times. 


  


23.3 Audit logs must be protected from unauthorised access, deactivation and modification. 


Audit personnel will usually require read only access to IS records and messages.  


 


23.4 Audit logs containing transactional records should be kept for a minimum 12 to 36 months 


dependent upon the business use of the system; logs that contain data relating to incidents 


and other non-transactional information should be kept for a minimum of 6 months; ideally 


12 months. 


   


23.5 The log media should be protected from becoming exhausted or over-written before it is 


needed. 


    


23.6 Procedures should be documented that cover the requirement for regular and routine 


monitoring of the audit logs by appropriate personnel which must include PSD 


requirements.  In support of the HMICFRS recommendation that all forces must proactively 


monitor all systems, there is a requirement for the supplier to demonstrate the ability to 


export the audit event logs that does not leave a footprint to others outside PSD.  Where 


practicable, system audit information to be automatically exported and uploaded into each 


Forces on-premise proactive monitoring solution.  This would need to consider systems that 


hold multiple Forces audit transactions which cannot be separated at upload. 


 
23.7 Suitable tools must be specified to assist in the analysis and alerting of key log events (e.g. 


intrusion detection/prevention and data loss prevention ISs). 


 


23.8 Computer clocks should be accurately synchronised for accurate recording of time sensitive 


records, such as log entries. 
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