CONTRACT

This Contract is between:

· Imperial War Museums (as operated by the Trustees of the Imperial War Museum, a charitable corporation established by statute) whose office is situated at: Lambeth Road, London SE1 6HZ, hereby referred to as “IWM”, and;

· xxxxx, whose office is situated at: xxxx, company reg. no. xxxx, hereby referred to as “the Contractor”;

and are hereby to be referred to individually as “a Party”, and collectively as “the Parties”.

1.0	Definitions

1.1	In these conditions "the Contract" means the agreement concluded between IWM and the Contractor including all specifications, plans, drawings and other documents, materials and other content produced by the Contract in fulfilling the terms of this Contract (the “Materials”).

1.2	The following provisions shall have effect with respect to the interpretation of the Contract except where the context otherwise requires:

· "Contract Fee" means the fee exclusive of Value Added Tax, payable to the Contractor by IWM under the Contract for the full and proper performance by the Contractor of his part of the Contract as determined under the provision of the Contract;
· "Employees of IWM" includes persons (and the personal representative of any person) who are employees of IWM when any relevant Personal Injury or Loss of Property occurred, even if he has ceased to be such before any payment in respect of the Personal Injury or Loss of Property is made, and where they have ceased to be such by reason of their deaths, include their personal representatives;
· "Loss" means destruction;
· "Loss of Property" includes damage to property, loss of profits and loss of use;
· “Premises” mean [insert location];
· "Services" means [insert description]; 
· "Specification" means the scope of services required to deliver the Services;
· “Intellectual Property Rights” means patents, Trade Marks, trade names, design rights, copyright (including rights in computer software and moral rights), performers’ rights, database rights, and other Intellectual Property Rights, in each case whether registered or unregistered and including applications for the grant of any of the foregoing and all rights or forms of protection having equivalent or similar effect to any of the foregoing which may subsist anywhere in the world.
· “Background IPR” means all Intellectual Property Rights excluding Foreground IPR, owned by either IWM or the Contractor prior to their accession to this Contract, as well as any Intellectual Property Rights pertaining to such information, the application for which has been filed before their accession to this Contract, and which is needed for creating the Materials or for using Foreground IPR in accordance with this Contract.
· “Foreground IPR” means all Intellectual Property Rights in the Materials arising as a direct result of and in the performance of this Contract.
· “Third Party IPR” means Intellectual Property Rights, not owned by Parties subject to this Contract and any other consents or permissions acquired by the Contractor to fulfil the terms of the Contract.
· "Sub-Contractor" means any person, firm or company under contract to the Contractor to perform work or provide professional services and/or supply goods and includes any other person or persons taken as a partner or director by such person, firm or company during the currency of the Contract and the surviving member or members of any such firm or company.

1.3	The headings to these Conditions shall not affect the interpretation thereof.

1.4	Any notice or other communication whatsoever which IWM are required or authorised by the Contract to give or make to the Contractor shall be seen to be given if sent by post in a prepaid letter addressed to the last known address of the Contractor and that the letter is not returned undelivered by the Royal Mail shall be deemed for the purposes of the Contract to have given or made at the time at which the letter would in the ordinary course of post be delivered.

1.5	The masculine includes the feminine, and the singular includes the plural and vice versa.

1.6	Reference to any enactment, order, regulation or similar instrument, shall be construed as a reference to the enactment, order, regulation or instrument as amended by any subsequent enactment, order, regulation or instrument.

2.0	Service

Subject to the provisions of the Contract, the Contractor agrees to provide the Services set out in the Specification in consideration of the Fee payable.

3.0	Recovery of Sums Due

	Whenever under the Contract any sums of money shall be recoverable from or payable by the Contractor, the same may be deducted from any sum then due, or which at any time thereafter may become due, to the Contractor under the Contract.

4.0	Value Added Tax

	IWM shall pay to the Contractor, in addition to the Contract Fee, a sum equal to the Value Added Tax chargeable on the value of the supply of Services provided in accordance with the Contract.

5.0	Bankruptcy

5.1	IWM may terminate the Contract by written notice having immediate effect if:

a)	the Contractor undergoes a change of control, within the meaning of Section 416 of the Income and Corporation Taxes Act 1988, impacting adversely and materially on the performance of the Contract; or
b)	where the Contractor is an individual or a firm, any partner in the firm becomes bankrupt or has a receiving order or administration order made against him; or makes any compromise or arrangement with or for the benefit of his creditors; or appears unable to pay a debt within the meaning of Section 268 of the Insolvency Act 1986; or any similar event occurs under the law of any jurisdiction within the United Kingdom; or
c)	where the Contractor is a company, and shall pass a resolution or the Court makes an order that the Contractor shall be wound up otherwise than for the purpose of solvent reconstruction or amalgamation; or a receiver, manager or administrator is appointed on behalf of a creditor in respect of the Contractor’s business or any part of it; or the Contractor is unable to pay its debts within the meaning of Section 123 of the Insolvency Act 1986; or any similar event occurs under the law of any other jurisdiction within the United Kingdom.

5.2	IWM may only exercise its right under clause 5.1(a) within 3 months after a change of control occurs and shall not be permitted to do so where it is agreed in advance to the particular change of control that occurs. The Contractor shall notify IWM immediately when any change of control occurs.

5.3	The rights and obligations of the parties upon termination under this clause shall be the same as those for termination for default under clause 22 and provisions in clauses 22.6 and 22.7 shall apply.

6.0	Equal Opportunities Policy

6.1	The Contractor shall not unlawfully discriminate within the meaning and scope of the provisions of the Equality Act 2010 or any statutory modification or re-enactment thereof relating to discrimination in employment.

6.2	The Contractor shall take all reasonable steps to secure the observance of the provisions pursuant to clause 6.1, hereof by all employees or agents of the Contractor and all sub-contractors employed in the execution of the Contract.

7.0	Transfer & Sub-Letting

7.1	The Contractor shall not give, bargain, sell, assign, sub-let, sub-contract or otherwise dispose of the Contract or any part thereof of the benefit or advantage of the Contract or any part thereof without the prior written consent of IWM.

7.2	Where the Contractor enters a sub-contract for the purposes of performing the Contract he shall cause a term to be included in each sub-contract which requires payment to be made to the sub-contractor within a specified period not exceeding 30 days from the receipt of the valid invoice as defined by the sub-contract requirements.

7.3	If the Contractor fails to include such a clause in his sub-contracts or fails to make payment to his sub-contractors within the time period stated in clause 7.2, IWM has the right to terminate this Contract.

8.0	Corrupt Gifts and Payment of Commission

8.1	The Contractor shall not:

(a)	offer; or give; or agree to give to any person in the service of IWM any gift or consideration of any kind as an inducement or reward for doing of forbearing to do; or for having done or forborne to do any act in relation to the obtaining or execution of this or any other contract for IWM's service or for showing or forbearing to show favour or disfavour to any person in relation to this or any other contract for the service of IWM, or;
(b)	enter into this Contract in connection with which commission has been paid or agreed to be paid by him or on his behalf or to his knowledge, unless before the Contract is made particulars of any such commission and of the terms and conditions of any agreement for the payment thereof have been disclosed in writing to IWM.

8.2	Any breach of this clause by the Contractor or by anyone employed by him or acting on his behalf (whether with or without the knowledge of the Contractor) or the commission of any offence by the Contractor or by anyone employed by him or acting on his behalf under the Prevention of Corruption Acts, 1889 to 1916, in relation to this Contract shall entitle IWM to determine the Contract and recover from the Contractor the amount of any loss resulting from such determination and/or to recover from the Contractor the amount or value of any such gift, consideration or commission.

8.3	In any dispute, difference or question arising in respect of:

(a)	the interpretation of this Condition (except so far as the same may relate to the amount recoverable from the Contractor pursuant to clause 8.2 in respect of any loss resulting from such determination of the Contract), or;
(b)	the right of IWM to determine the Contract, or;
(c)	the amount or value of any such gift, consideration or commission.

the decision of IWM shall be final and conclusive.

9.0	Use of the Materials 

9.1	Except with the consent in writing of IWM, the Contractor shall not disclose the Contract or any provision thereof to any person other than a person employed by the Contractor in the carrying out of the Contract or any other person concerned with the same. Such disclosure shall be made in confidence and extend so far as may be necessary for the purposes of the Contract.

9.2	Except with the consent in writing of IWM, the Contractor shall not make use of the Contract or any information issued or furnished by or on behalf of IWM otherwise than for the purpose of the Contract.

10.0	Intellectual Property Rights (“IPR”)

 10.1	The Foreground IP created, generated or developed by or on behalf of the Contractor in the Deliverables in the provision of the Services shall be owned by the IWM and, accordingly, the Contractor hereby assigns to IWM absolutely and with full title guarantee (by way of present and future assignment) any and all such Intellectual Property Rights subsisting within the Foreground IP.  

10.2	Each party shall grant the other party a non-exclusive royalty free worldwide licence to use its Background IP for the purpose of creating the Deliverables.

10.3	The Contractor warrants that all Foreground IP and Background IP provided by it to IWM is owned by the Contractor, or in the case of any Third Party IP is licensed to the Contractor for IWM to use in the Deliverables, and that the Deliverables (and the Museum's use of the Deliverables) do not infringe the Intellectual Property Rights of any third party.
  
 10.4	The Contractor agrees that on request by IWM (or on its behalf) at IWM’s reasonable expense it shall execute and sign such documents and to do such things as may be required by the Museum to give effect to the assignment of rights under clause [x.1] and ensure that the rights licensed or assigned to the Museum under this clause [x.3] can be exercised, sub-licensed or otherwise used freely by the Museum in accordance with the terms of this Agreement.

11.0	Disclosure of Information

11.1	The Contractor shall take every precaution to ensure that information about the Contract, or arising from or connected with the Contract, is divulged only to the minimum number of employees and then only to the extent essential to each person's action in carrying out the Contract. No information regarding the Services being provided under the Contract or facilities to photograph or film shall be given or permitted by the Contractor except with the written permission of IWM to whom any press or other enquiry or other such matter should be referred.

11.2	The Contractor shall fully indemnify IWM, his employees or agents against the costs of dealing with any claims made in respect of information subject to the Data Protection Act 1998, or any subsequent amendments, updates or replacements to the Act, as is applicable, where such claims would not have arisen but for some act, omission or negligence on the part of the Contractor, his sub-contractors, agents or staff.

12.0	Security Vetting

12.1	The Contractor is responsible for the ensuring that all their employees and any sub-contractors, agents etc. who are due to work at the Premises, for longer than four weeks in duration in the delivery of the Contract, whether in a continuous period, or over the duration of the Contract, have been security vetted to Basic level, as defined by Disclosure & Barring Service (“DBS”)1.

1     Please note that DBS is the agency that all security vetting providers will approach to undertake the security vetting.

12.2	For contractor’s with a small employee base, IWM will be prepared to undertake the security clearance on behalf of the contractor, provided that this is made known at the time of the appointment, and that this agreed by IWM, and that the contractor agrees to pay the administration charge of £41 per clearance, that IWM is charged for this service.

12.3	This requirement will apply to an employee who has not worked at an IWM branch, within the previous 12 months.

12.4  A minimum of 48 hours before any individual commences work on the Premises, the Contractor is required to complete and submit the Security Notification Form (see Appendix 2) to the Technical Security Manager at IWM London.

12.5	Upon arrival at the Premises, each new employee must report individually to the Control Room with a copy of their certificate of proof of vetting, and some form of ID. IWM will note the details of the certificate of proof of vetting, but will not retain any documents.

12.6	IWM will accept a certificate of proof of vetting which is dated within 12 months of the date of their site commencement at IWM, although IWM reserves the right to request they are security vetted, at its discretion, which IWM agrees not to action unreasonably. 

12.7	Failure to comply with this requirement could result In the employee not being granted access to IWM.

13.0	Arbitration

	All disputes, differences or questions between the Parties to the Contract with respect to any matter or thing arising out of or relating to the Contract, other than a matter or thing as to which the decision of IWM is under the Contract to be final and conclusive and except to the extent to which special provision for arbitration is made elsewhere in the Contract, shall be referred to the arbitration of representative nominated by the President of the Royal Institute of Arbitrators.

14.0	Health & Safety

	The Contractor shall be responsible for the observance by himself, his employees and sub-contractors of all safety precautions necessary for the protection of himself, his employees, sub-contractors and any other person including all precautions required to be taken by or under any Act of Parliament including any regulations or bye-law of any local or other authority. He shall co-operate fully with IWM to ensure the proper discharge of these duties. Specific on site Health and Safety obligations may apply to the Contractor depending on the IWM branch on which they are employed to carry out works/services. These will be provided by the appropriate IWM representative which the Contractor must follow in order to operate on the IWM branch in question.   

15.0	Accidents to Contractor's Employees or Agents

	Accidents to the Contractor's employees or agents which ordinarily require to be reported in accordance with the Health & Safety at Work Act 1974, shall be reported at the earliest opportunity to IWM.

16.0	Liability in Respect of Damage to IWM Property

	The Contractor shall, except as otherwise provided for within the Contract, make good or, at the option of IWM, pay for all damage occurring to any IWM property occasioned by the Contractor (inclusive of his employees, agents, suppliers or sub-contractors), arising from his presence on the Premises in connection with the Contract, provided that this clause shall not apply to the extent that the Contractor is able to show that any such damage was not caused or contributed to by his neglect or default or the neglect or default of his employees, agents or sub‑contractors or by any circumstances within his or their control. The total liability of the Contractor shall be subject to a limit of £1m.

17.0	Contractor's Property

	All property of the Contractor while at the Premises shall be at the risk of the Contractor and IWM shall accept no liability for any loss or damage caused except where any such loss or damage was caused or contributed to by any act, neglect or default of any employee of IWM at the Premises acting in the course of his employment. IWM shall accept liability to the extent to which such loss or damage is so caused or contributed to as aforesaid.
	
18.0	Indemnity and Insurance

18.1	Without prejudice to any rights or remedies of IWM the Contractor shall indemnify IWM against all actions, suits, claims, demands, losses, charges, costs and expenses which IWM may suffer or incur as a result of or in connection with any damages to property or in respect of any injury (whether fatal or otherwise) to any person which may result directly or indirectly from any defect in the goods or services or the negligence or wrongful act or omission of the Contractor.     

18.2	The Contractor shall effect and maintain with a reputable company insurance policies to the following sums until the expiration of XX years from the date of completion:

· Employers Liability (“EL”) - 5m
· Public Liability (“PL”) - £5m
· Professional Indemnity (“PI”) - £5m

18.3	The Contractor shall ensure that any person or organisation commissioned as a consultant by him takes out and maintains appropriate professional indemnity insurance in respect of their businesses generally throughout the period from the date of commencement of their services under the Contract or Commission until the expiration of 5 years from the date of completion of each project, which insurance may be limited in respect of any one claim (but shall not be limited in any other respect): provided that any such limit under this clause shall in any event be at least £2m.

18.4	The Contractor shall provide IWM with valid copies of all insurance policies upon request by IWM. 

18.5	The terms of any insurance or the amount of cover shall not relieve the Contractor or his sub-contractors or consultants of any liabilities under the Contract, their sub-contracts or their terms of this Contract.

19.0	Duty of Care

	The Contractor shall be responsible for ensuring that reasonable skill, care and diligence are exercised in carrying out the Services properly and efficiently in accordance with the Contract.

20.0	Injury to Person: Loss of Property

20.1	The Contractor will indemnify and hold IWM harmless from and against any and all legal liabilities for illness or injury or death to any employees of IWM or the Contractor or any third party and for loss of or damage to the property of IWM or the Contractor or the property of their personnel or any third party, and against all claims, costs, demands, proceedings and causes of action resulting directly therefrom, which are due to negligence on the part of the Contractor or its employees or agents or any failure by the Contractor or its employees or agents to perform any of its obligations under this Contract.

20.2	IWM will indemnify and hold the Contractor harmless from and against any and all legal liabilities for illness or injury or death to any employees of the Contractor or IWM or any third party and for loss of or damage to the property of the Contractor or IWM or the property of their personnel or any third party, and against all claims, costs, demands, proceedings and causes of action resulting directly therefrom, which are due to negligence on the part of IWM or its employees or agents or any failure by IWM or its employees or agents to perform any of its obligations under this Contract.

20.3	If the Contractor shows that any personal injury or loss of property to which this clause applies was not caused nor contributed to by his neglect or default or by that of his employee, agents or sub-contractors, or by any circumstances within his control, he shall be under no liability under this clause, and if he shows that the neglect or default of any person (not being his employee, agent or sub-contractor) was in part responsible for any personal injury or loss of property to which this clause applies, the Contractor 's liability under this clause shall not extend to the share in the responsibility attributable to the neglect or default of that person:

(a)	IWM shall notify the Contractor of any claim or proceedings made or brought in respect of any personal injury or loss of property to which this clause applies.
(b)	if the Contractor admits that he is liable wholly to indemnify IWM in respect of any such claim or proceedings and the claim or proceeding is not an expected claim, he, or, if he so desires, his insurers, shall be responsible, pursuant to sub-clause 20.3 (c) for dealing with or settling that claim or proceeding.
(c)	if in connection with any such claim or proceeding with which the Contractor or his insurers are dealing, any matter or issue shall arise which involves or may involve any privilege or special right of the Crown (including any privilege or right in relation to the discovery or production of documents) the Contractor or his insurers shall before taking any action thereon, consult the legal adviser to IWM and act in relation thereto as may be required by IWM, and if either the Contractor or his insurers fail to comply with this clause, clause 20.3 (b) shall cease to apply.

20.4	Where any such claim or proceeding pursuant to clause 20.3 (a) or (b), is settled otherwise than by the Contractor or his insurers, he shall not be required to pay by way of indemnity any sum greater than that which would be reasonably payable in settlement having regard to the circumstances of the case and in particular to the damages which might be recoverable at law.

21.0	Observance of Regulations

21.1	The Contractor's representatives, when employed within the boundaries of the Premises, shall comply with such rules, regulations and requirements (including those relating to Security arrangements) as may be in force for the conduct of personnel at the Premises. Details of such rules, regulations and requirements shall be provided, on request, by IWM.

21.2	Except as provided in this Contract neither the Contractor nor any of his employees or agents shall carry out any business or trading activity within the confines of the Premises and no advertisement, sign or notice of any description shall be exhibited without prior approval, in writing, from IWM.

22.0	Break

22.1	If either Party is in breach of an essential condition of this Contract which is capable of remedy, the Party suffering the breach may at any time give the Party in breach written notice specifying details of the breach and requiring it to be remedied, or a solution to remedy to be submitted to them within 14 working days of their notification of the breach. If after the specified time given, the breach has not been remedied, or a solution to remedy has not been agreed, this Contract may be terminated by the Party suffering the breach, on giving not less than one month’s notice in writing to the other Party.

22.2	In the event of such notice being given, IWM shall at any time before the expiration of the notice be entitled to exercise and shall as soon as may be reasonably practicable within that period exercise such of the following powers as he considers expedient:

(a)  to direct the Contractor, where work has not been commenced, to refrain from commencing work;
(b)  to direct the Contractor to complete in accordance with the Contract all or any of the Services, or any part or component thereof, which shall be paid for at the agreed contract price, or, where no agreement exists, a fair and reasonable price.

22.3	Where appropriate IWM may require the Contractor to furnish a report covering work undertaken up to the date of termination, along with a statement of costs incurred. IWM’s liability shall be confined to payment, within the provisions of the Contract, for work undertaken to the date of termination including preparation of a cost statement.

22.4	IWM shall not in any case be liable to pay under the provisions of this Condition any sum which, when taken together with any sums paid or due or becoming due to the Contractor under the Contract, shall exceed the total contract price.

22.5	If the Contractor is convicted under a charge of bribery, then this Contract will be terminated with immediate effect, and the Contractor will be required to immediately terminate any works/services under this contract, to ensure that all paperwork is completed and forwarded to IWM with immediate effect, and payment will only be made for works completed at the time of the termination.

22.6	Following termination of the Contract neither Party shall have any further rights or obligations in relation to the other Party except those stated in this clause, and in the clauses listed in clause 22.7 which shall continue to have full effect. Subject to the other provisions of this clause, termination shall not however affect the rights of action and remedies of the Parties which shall have accrued at the date of termination or shall thereafter accrue.

22.7	Clauses which shall apply under 22.6 shall be:

· Confidentiality
· Intellectual Property Rights
· Insurance
· Governing Law and Jurisdiction
· Freedom of Information Act 2000
· Data Protection Act
· Anti-Bribery Act

23.0	Data Protection Act 1998 (“DPA”)
23.1	Management and security of Information
[bookmark: _Ref505256739]23.1.1	Any information and data provided by IWM to the Contractor or collected by the Contractor on IWM’s behalf and used by the Contractor directly or indirectly in the performance of this Contract shall remain at all times the property of IWM. It shall be identified, clearly marked and recorded as such by the Contractor on all media and in all documentation.  A schedule of such information, including the information referred to in clause 23.2(c), should be provided to IWM at the beginning of the Contract and updated when necessary
23.1.2	The Contractor shall take all reasonable precautions to preserve the integrity and prevent any corruption of loss, damage or destruction of IWM’s data and information.
[bookmark: _Ref505256831]23.2	Data Protection
23.2.1	For the purposes of this clause:

a) the terms Data Controller, Data Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer, Process and Processing shall have the meaning prescribed under the GDPR;
b) Data Protection Legislation: (i) the General Data Protection Regulation (EU) 2016/679 (GDPR), the LED and any applicable national implementing Laws as amended from time to time (ii) the Data Protection Act 1998 (DPA); (iii) the Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR); (iv) any guidance or codes of practice issued by the Information Commissioner from time to time; and (v) all other applicable Law about the processing of personal data and privacy; (all as amended, updated or re-enacted from time to time);
c) Data Protection Impact Assessment: an assessment by the Data Controller of the impact of the envisaged Processing on the rights and freedoms of Data Subjects with regard to the protection of Personal Data;
d) Data Subject Access Request: a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;
e) IWM Data: Personal Data provided by IWM to the Contractor or collected by the Contractor on IWM’s behalf and used by the Contractor directly or indirectly in the performance of this Contract including as set out at clause 23.2;
f) LED: Law Enforcement Directive (Directive (EU) 2016/680)
[bookmark: _Ref505256732]23.2.2	For the purposes of this Contract:

a) IWM is the Data Controller in respect of the IWM Data;
b) The Contractor is the Data Processor in respect of the IWM Data;
c) [bookmark: _Ref505256949]The type of Personal Data and categories of Data Subjects are to be recorded in the schedule referred to in clause 23.1.1
d) The nature/purpose of the Processing is to enable the Contractor to carry out its duties under this Contract (which form the subject matter of the Processing) and the duration of the Processing shall be the term of the Contract.
[bookmark: _Ref505256788]23.3	The Contractor agrees to comply and have adequate measures in place to ensure that its staff comply at all times with the provisions and obligations contained in the Data Protection Legislation for the duration of this Contract (and until the Contractor has confirmed the removal of all IWM Data from its systems as per clause 23.19), and both Parties will duly observe all their obligations under the Data Protection Legislation which arise in connection with the Contract. 
23.4	The Contractor shall notify IWM immediately if it considers that any of IWM’s instructions infringe the Data Protection Legislation. 

23.5	The Contractor shall provide reasonable assistance to IWM in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of IWM include:

a) a systematic description of the envisaged processing operations and the purpose of the processing;
b) an assessment of the necessity and proportionality of the processing operations in relation to the Services;
c) an assessment of the risks to the rights and freedoms of Data Subjects and;
d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure protection of Personal Data

23.6	The Contractor shall submit a quarterly Data Protection compliance report which covers all and any issue relating to the Contractor’s storage of IWM Data, and is to include:

· Full details of any Personal Data Breach – whether full and /or attempted and the actions taken by the Contractor to review and update their systems;
· A list of all third parties to whom IWM Data is transferred and a record of the approval received from IWM for those transfers. The list should include details of the review undertaken by the Contractor or its agents, partners, sub-contractors systems (if applicable);
· Any changes introduced to their data management procedures and processes;
· Any changes to their nominated Data Protection Officer or other data protection compliance officer. This also applies to agents, partners, sub-contractors systems (if applicable);
· Details of any IWM Data which has been disposed/removed as per clause 23.19;
· Any changes to their compliance under ISO27001 and/or Cyber Essentials inclusive of copies of any updated certification. This also applies to the status of their agents, partners, sub-contractors systems (if applicable);
· A detailed log of all requests made by Data Subjects insofar as they relate to IWM Data;

This report must be submitted within ten (10) working days of the end of each quarterly period, which for the purposes of this clause is 10 January, 10 April, 10 July and 10 October.

For the duration of the Contract the Data Protection compliance report must represent an agenda item at the next meeting to be held between the Parties, and the Contractor must ensure that an appropriate qualified individual is in attendance to discuss any issues which arise from the report.
23.7	The Contractor shall indemnify IWM for any breach of the Data Protection Legislation by, or arising from or in connection with, the default of the Contractor or any of its agents, partners, or sub-contractors which renders IWM liable for any costs, fines, claims or expenses. 
[bookmark: _Ref505256799]
23.8	Notwithstanding the general obligation in clause 23.3, where the Contractor is Processing IWM Data the Contractor shall:

a) process the IWM Data only in accordance with documented instructions from IWM (which may be specific instructions or instructions of a general nature) as set out in this Contract or as otherwise notified by IWM;
b) comply with all applicable laws;
c) process the IWM Data only to the extent; and in such manner as is necessary for the provision of the Contractor’s obligations under this Contract or as is required by Law or any Regulatory Body;
d) implement appropriate technical and organisational measures to protect the IWM Data (inclusive of: all risk assessments, encryption; disaster recovery; regular testing etc.) against unauthorised or unlawful Processing and against any accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to the IWM Data .  These measures shall be appropriate to the harm which might result from any accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to the IWM Data and having regard to the nature of the IWM Data which is to be protected;
e) take reasonable steps to ensure the reliability of its staff and agents who may have access to the IWM Data. The Contractor will be required to sign IWM’s Confidentiality Agreement as part of their tender submission, and this document is binding on all employees of the Contractor, and it is the responsibility of the Contractor to ensure that its staff are made aware of the contents and obligations of the Confidentiality Agreement;
f) obtain prior written consent from IWM in order to transfer the IWM Data to any third party for the provision of the Services;
g) enter into a written agreement with the third party which gives effect to the terms set out in this clause 23.8 such that they apply to the third party;
h) provide IWM with such information regarding the sub-contractor as IWM may reasonably require;
i) not cause or permit the Personal Data to be transferred outside of the European Economic Area without the prior written consent of IWM;
j) ensure that all staff and agents required to access the IWM Data are informed of the confidential nature of the IWM Data and comply with the obligations set out in this clause 23.8; and;
k) ensure that none of the staff and agents publish disclose or divulge any of the IWM Data to any third parties unless directed in writing to do so by IWM. 
[bookmark: _Ref505256824]23.9	The Contractor shall notify IWM immediately if it receives or becomes aware of:

a) any Data Subject Access Request (or purported Data Subject Access Request) 
b) any request to rectify, block or erase any IWM Data;
c) any other request, complaint or communication relating to either Party’s obligations under this Contract; 
d) any communication from the Information Commissioner or any other regulatory authority in connection with IWM Data 
e) any request from any third party for disclosure of IWM Data where compliance with such request is required or purported to be required by Law, and;
f) any Personal Data Breach.

The Contractor must ensure that they have the appropriate measures in place to enable the Data Subject to access to their information (i.e. transparency of information; access to their data; the right to rectification and erasure, and data portability), should they be required to provide such access or respond to any request made by the Data Subject by IWM.
23.10	The Contractor’s obligation to notify under clause 23.9 shall include the provision of further information to IWM in phases, as details become available.
23.11	Taking into account the nature of the Processing, the Contractor shall provide IWM with full assistance in relation to either Party’s obligations under Data Protection Legislation and any complaint, communication or request made under clause 23.9 (and insofar as possible within the timescales reasonably required by IWM) including by promptly providing:
a) IWM with full details and copies of the complaint, communication or request;
b) such assistance as is reasonably requested by IWM to enable IWM to comply with a Data Subject Access Request within the relevant timescales set out in the Data Protection Legislation;
c) IWM, at its request, with any Personal Data it holds in relation to a Data Subject;
d) assistance as requested by IWM following any Personal Data Breach involving IWM Data;
e) assistance as requested by IWM with respect to any request from the Information Commissioner’s Office, or any consultation by IWM with the Information Commissioner’s Office.
23.12	The Contractor shall maintain complete and accurate records and information in compliance with the Data Protection Legislation and to demonstrate its compliance with this clause 23.

23.13	The Contractor’s Data Protection Officer or other appropriate data protection contact must notify IWM immediately in the event of any loss or unauthorised access of IWM Data, advising of:

· the nature of the breach of their security systems;
· details of IWM Data that has been accessed, and if applicable, details of IWM Data that has been lost;
· the measures installed by the Contractor to ensure that IWM Data is secure.

The Contractor is to ensure that a full report on the breach is submitted to IWM within xx days of the initial notification, and to arrange within a further xx days of its submission to meet with IWM to provide re-assurance to IWM on the continued protection of its Data and for IWM to undertake an audit of the new systems. Any issues identified by IWM from this audit must be addressed by the Contractor who are to be responsible for the costs of their implementation and maintenance. 
In the event of the loss of any IWM Data, the Contractor will be responsible for any costs incurred in re-acquiring and storing of the Data. 
[bookmark: _Ref505256846]23.14	In order to ensure the general protection of IWM Data and compliance with their obligations under GDPR, the Contractor agrees to:

a) provide IWM with such information and access to the Contractor’s Premises (upon giving reasonable notice) to enable IWM or their nominated representative, access to audit their procedures so that IWM may reasonably satisfy itself that the Contractor is complying with the obligations referred to in this clause.
b) make such application for a change in its notification and take such other steps as may be reasonably practicable to afford IWM or their nominated representative, access to information which is reasonably required by IWM in connection with to for any purpose connected with its rights and obligations under this Contract.
23.15	Where the Contractor undertakes any changes to its systems/procedures related to the handling, confidentiality, integrity and/or security of IWM Data, they must inform IWM with immediate affect, to enable IWM to:

a) assess whether these changes reduce the integrity/security of IWM Data, and;
b) request the Contractor to comply with the requirements of clause 23.14. 
23.16	If IWM considers, subject to this clause, that the integrity of IWM Data has been compromised to a level that IWM considers it to be at risk, and subject to the Contractor not being able to provide reassurance, IWM reserves the right to terminate the Contract, based upon the terms of termination under this Contract. 
23.17	The Contractor shall take all reasonable steps to ensure that all its agents, partners and sub-contractors comply with all the provisions set out above whenever they are in possession of IWM Data as part of this Contract. The Contractor shall remain fully liable for all acts or omissions of any sub-contractor.
23.18	The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. IWM may on not less than 30 days’ notice to the Contractor amend the agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.
[bookmark: _Ref505256755]23.19	Upon the completion or early termination of the Contract, the Contractor shall, and shall instruct all its agents or sub-contractors, when directed to do so by IWM, to either:

· erase all information and data provided by IWM, including the IWM Data, and all copies of any part of the information and data provided by IWM from the Contractor’s or sub-contractor’s systems and magnetic data, or;
· remove all information and data provided by IWM, including the IWM Data, from the Contractor’s systems and return to either IWM, or another provider as identified by IWM, in a format agreed with IWM

The Contractor will provide IWM with assurances that all information owned by IWM, including the IWM Data, has been removed from its systems by the submission of a declaration of disposal/removal (see Appendix X), or by the return of all the data to IWM in the format as submitted to the Contractor.

23.20	The provisions of this clause 23 shall apply during the Contract Period and for as long as IWM Data is processed by the Contractor.

24.0	Contractor's Organisation

24.1	The Contractor shall provide and maintain an organisation having the necessary facilities and employees of appropriate qualifications and experience to undertake the tasks identified in the specification.

24.2	All personnel deployed on work relating to the Contract must have appropriate qualifications and competence and in all respects be acceptable to IWM.  

25.0	Contract Documents

	In any case of discrepancy between these terms and other documents forming part of the Contract, these terms shall prevail unless the inconsistent provision of such document is expressed to be, or if the context indicates it to be, an amendment of these terms and the same, shall have been effected in accordance with clause 26.

26.0	Variations of Contract

Any variation of any provision of this Contract must be effected in writing issued by IWM, and no purported variation by any other means shall bind IWM. All variations to this Contract will be submitted in writing to the Contractor using the Variation Notice shown as Appendix 1 to these terms and conditions of contract.

27.0	The Price

27.1	The price of the Services/Works shall be as stated within the Contract document. 

27.2	No increase to the price shall be accepted by IWM unless by formal variation to the Contract prior to it being executed, as per clause 26.

27.3	Unless otherwise agreed by IWM, the Contractor shall render a separate invoice in respect of each separately defined item of Services/Works delivered under the Contract.  Payment shall be due 30 days following receipt of the Services/Works and acceptance by IWM.

28.0	Availability of Information

28.1	The Contractor shall at all times during the course of the Contract and for a period of two years after final payment of all sums due under the Contract maintain in accordance with his normal procedures, a record of the costs incurred by him in the execution of the Contract including, for example, details of times taken and of wage rates paid, and such further particulars reasonably specified by the IWM as being necessary for the purpose of determining such costs with reasonable accuracy.	

28.2	At the time before the expiry of the period pursuant to clause 28.1, the Contractor shall, when requested by IWM, furnish a summary of any such costs mentioned in such form and detail as IWM may reasonably require, and afford such facilities as IWM may reasonably require for his representatives to visit the Contractor's premises and examine the records under this clause.

29.0	Transfer of Responsibility

29.1	In the event that a different organisation is required to take on the Service at the expiry or termination or the Contract, the Contractor shall co-operate in the transfer under arrangements to be notified to him by IWM.

29.2	The transfer shall be arranged between IWM and the Contractor so as to reduce to a minimum any interruption to the Services

30.0	Quality Assurance

	The Contractor shall ensure that all Services carried out under the Contract and performed by suitable qualified persons and that ISO Standards are adhered to, or proven industry equivalent standards (where such exist), are used and documented, unless otherwise agreed in writing by IWM.

31.0	Freedom of Information Act 2000

31.1	The Contractor acknowledges that IWM is subject to the requirements of the Freedom of Information Act (“FOIA”) and the Environmental Information Regulations (“EIRs”). The Contractor shall, at its own expense, assist and cooperate with IWM to enable IWM to comply with its information disclosure obligations. 

31.2	Where the Contractor holds on behalf of IWM information that is subject to the FOIA and EIR, the Contractor shall and shall procure that its sub-contractors shall:

(a) transfer any request for information received by the Contractor to IWM as soon as practicable after receipt and in any event within two working days of receiving a request for information;
(b) provide IWM with a copy of all Information in its possession, or power in the form that IWM requires within five Working Days (or such other period as IWM may specify) of IWM’s request; and, 
(c)	provide all necessary assistance, as reasonably requested by IWM to enable IWM to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or Regulation 5 of the Environmental Information Regulations. 

31.3	IWM shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Contract or any other contract whether the Commercially Sensitive Information and/or any other Information is exempt from disclosure in accordance with the provisions of the FOIA or the Environmental Information Regulations 

31.4	The Contractor shall only respond to a Request for Information unless this has been submitted by a nominated representative of IWM. 

31.5	The Contractor acknowledges that (notwithstanding the provisions of clause 31) IWM may, acting in accordance with the Secretary of State for Constitutional Affairs Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 (“the Code”), be obliged under the FOIA, or the Environmental Information Regulations to disclose information concerning the Contractor or the Services in certain circumstances: 

(a) without consulting the Contractor; or 
(b) following consultation with the Contractor and having taken their views into account; 

provided always that where clause 31.5 (a) applies IWM shall, in accordance with any recommendations of the Code, take reasonable steps, where appropriate, to give the Contractor advanced notice, or failing that, to draw the disclosure to the Contractor’s attention after any such disclosure. 

31.6	The Contractor shall ensure that all Information is retained for disclosure and shall permit IWM to inspect such records as requested from time to time. 

31.7	The Contractor acknowledges that the Commercially Sensitive Information listed in the Commercially Sensitive Information Schedule is of indicative value only and that IWM may be obliged to disclose it in accordance with this clause 31. 


32.0	Waiver

No whole or partial waiver of any breach of this Contract shall be held to be a waiver of any other or any subsequent breach. The whole or partial failure of either party to enforce at any time the provisions within this Contract shall no way be construed to be a waiver of such provisions nor in any way affect the validity of this Contract or any part of it, or the right of either Party to enforce subsequently each and every provision.



33.0	Force Majeure

33.1	Neither Party shall be liable to the other Party by reason of any failure or delay in performing its obligations under the Contract which is due to Force Majeure, where there is no practicable means available to the Party concerned to avoid such failure or delay.

33.2	If either Party becomes aware of any circumstances of Force Majeure which give rise to any such failure or delay, or which appear likely to do so, that Party shall promptly give notice of those circumstances as soon as practicable after becoming aware of them and shall inform the other Party of the period for which it estimates that the failure or delay will continue.

33.3	For the purpose of this Contract “Force Majeure”’ means any event or occurrence which is outside the control of the Party concerned and which is not attributable to any act or failure to take preventive action by the Party concerned, but shall not include industrial action occurring within the Contractor’s organisation or within any sub-contractor’s organisation.

33.4	Any failure or delay by the Contractor in performing his obligations under the Contract which results from any failure or delay by an agent, sub-contractor or supplier shall be regarded as due to Force Majeure only if that agent, sub-contractor or supplier is itself impeded in complying with an obligation to the Contractor by Force Majeure.

34.0	Severance

If any part of this Contract, is found by a court of competent jurisdiction or other competent authority to be invalid, unlawful or unenforceable then such part will be severed from the remainder of this Contract, which will continue to be valid and enforceable to the fullest extent permitted by law. In the event of a holding of invalidity so fundamental as to prevent the accomplishment of the purpose of the Contract, the Parties shall promptly commence good faith negotiations to remedy such invalidity.

35.0	Assignability and Transferability

Neither Party may assign any rights under this Contract without the written consent of the other Party, which is not be unreasonably withheld, and any attempt to do without that consent shall be void.

36.0 	Rights of Third Parties

No right is granted to any person who is not a party to the Contract to enforce any term of the Contract in his/her own right and the Parties to the Contract declare that they have no intention to grant any such right.

37.0	Entire Contract

37.1	This Contract is the complete and exclusive statement of the Contract between the Parties relating to the subject matter of this Contract which supersedes all previous communications, contracts and other arrangements, written or oral.

37.2	The Parties hereto are independent organisations, and nothing herein contained shall constitute to create a partnership, agency or joint venture between the Parties.
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38.0	Anti-Bribery

38.1	The Contractor is aware of IWM’s obligation to comply with the anti-bribery rules relevant to the contracting Parties, and represents that it will not use money or other consideration, paid by IWM for unlawful purposes, including purposes violating anti-bribery laws including the Bribery Act 2010, such as make or cause to be made direct or indirect payments to any public official in order to assist IWM or any group member organisation or anyone acting on their behalf in obtaining or retaining business with, or directing business to, any person, or securing any improper advantage.

38.2	The Contractor hereby declares that:

· its members, officers, owners or employees are not public officials;
· it does not and will not employ or otherwise compensate any public officials or make or cause another to make any direct or indirect offers of payments to any public officials, for the purpose of influencing or inducing any decision for the benefit of IWM and it will not employ any sub-contractor, consultant, agent or representative in connection with this Contract without a documented examination of his person, reputation and integrity, and;
· it will not employ any sub-contractor, consultant, agent or representative who does not comply with the anti-corruption rules and if such a violation comes to its attention to inform IWM immediately.

38.3	IWM may immediately terminate this Contract if the Contractor violates any of the anti-corruption laws and the provisions as defined in this clause.

38.4	The Contractor agrees to comply fully with all applicable anti-bribery laws, including those in the jurisdiction where they are registered and the jurisdiction where the relevant contract will be performed (if different), and to comply with IWM’s Anti-Bribery Policy. 

38.5	The Contractor represents that:

· he or she or, as the case may be, the authorised representatives of the Contractor presently is/are not, and during the life of the Contract will not become, an official or employee of the relevant country’s government or of a political party in the country;
· he/she/they will disclose any such appointment immediately to IWM, and;
· such appointment may result in the termination of the Contract.

38.6	The Contractor agrees that all payments made to the Contractor will be made only after receipt by IWM of a detailed and accurate invoice supported by detailed records. IWM will make all payments under this Contract in Pounds Sterling, only by bank transfer to the account of the Contractor at a financial institution within the United Kingdom.

38.7	The Contractor agrees to keep accurate books, accounts, records and invoices and agrees that IWM is entitled, with the help of outside auditors if it deems necessary, to audit all books, accounts, records and invoices and accompanying documentation of the Contractor for compliance with any applicable anti-bribery laws and that the Contractor will cooperate fully in any such audit.

38.8	The Contractor’s failure to comply with all applicable anti-bribery laws or IWM’s Anti-Bribery Policy will be deemed to be a material breach of the Contract entitling IWM to terminate the Contract. In the event the Contractor will surrender any claim for payment under the Contract including payment for savvies previously performed.

38.9	IWM may also terminate the Contract or suspend or withhold payment if it has a good faith belief that the Contractor has violated, intends to violate, or has caused a violation of any anti-bribery laws. IWM will not be liable for any claims, losses or damages arising from or related to failure by the Contractor of the Contract under this clause, and the Contractor will indemnify and hold IWM harmless against any such claims, losses or damages.  

39.0	English Law

The Contract shall be considered as a Contract made in England and subject to the law of England.



	Signed on behalf of the Trustees of the Imperial War Museum
	
	Signed on behalf of the Contractor



	Signed
	
	
	Signed
	

	Print
	
	
	Print
	

	Title
	
	
	Title
	

	Date
	
	
	Date
	



Appendix 1 – Variation Notice

VARIATION TO CONTRACT

Contract Title:   

Contract Ref:	IWM/			Variation no:		Date:	 

Between:

	The Trustees of the Imperial War Museums (hereinafter called “IWM”) and xxxxxx (hereinafter called (“the Contractor”)



1.	The Contract is varied as follows: 

	Details of Variation:

.











	Variation effective from:             





1
 2.	Words and expressions in this Variation shall have the meaning given to them in the Contract.

3.	The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this Variation.

SIGNED:

	For:	IWM

	For:	The Contractor

	By:	

	By:	


	Full Name:	

	Full Name:	


	Position:	


	Position:	
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Appendix 2
STAFF SECURITY CLEARANCE
				NOTIFICATION FORM



CONTRACTOR:


	Level of CRB

	IWM Branch
	Start Date
	Staff Name
	Basic
	Standard
	Enhanced

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




	Signed
	

	Name
	

	Job Title
	

	Date
	




Please complete all sections of the Form and forward to IWM’s Technical Security Manager at jpawley@iwm.org.uk or addressed to Technical Security Manager, IWM London, Lambeth Road, London SE1 6HZ, a minimum of 48 hours prior to the individual(s) commencing work at IWM.
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