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COMMERCIAL CONDITIONS OF CONTRACT FOR 

SUPPLIES CONTRACTS




ID 2247464

DoF – COLLABORATIVE ARRANGEMENT 

PROVISION OF METERED ELECTRICITY





These Supplies Clauses MUST be read in conjunction with the Public Sector Standard Conditions of Contract.
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1.0	Interpretation 

1.1 These Commercial Conditions of Contract shall at all times be read in conjunction with the Public Sector Standard Conditions of Contract. If there is any ambiguity or inconsistency in or between the Public Sector Standard Conditions of Contract and the Commercial Conditions of Contract, the Commercial Conditions of Contract shall take precedence. 

1.2 The definitions set out in the Public Sector Standard Conditions of Contract shall apply to the Contract unless otherwise expressly defined in these Commercial Conditions of Contract. For the avoidance of doubt, any references to clauses stated in these Commercial Conditions of Contract shall be in relation to the clauses which are contained in the Commercial Conditions of Contract unless expressly stated otherwise. 

1.3 In these Commercial Conditions of Contract, the following words will have the following meanings:[footnoteRef:1] [1: ] 



	“Goods”
	means any such Goods as are to be supplied by the Contractor (or by the Contractor’s sub-contractor) under the Contract as specified in the Specification.


	“Key Personnel”
	means any persons specified as such in the Award Letter, Tender or Specification (as the case may be), or otherwise notified by the Client to the Contractor in writing.


	“Purchase Order”
	means the Client’s order for the supply of Goods which has a unique number, and details the Goods to be supplied by the Contractor to the Client in accordance with the terms of this Contract.


	“Services”
	means all the services to be performed by and all other obligations of the Contractor to be performed under the Contract including the supply and delivery of Goods to the Client as may be further expanded upon in the Specification.











2.0	Initial Contract Period 

2.1	The Contract will commence on 01 April 2020 for a duration of two years.

2.2      There shall be no extensions to the Initial Contract Period.

3.0	[NOT USED]

4.0	Contract Price

4.1	In consideration of the performance of the Contractor’s obligations under the Contract, the Client shall pay the Contract Price in accordance with this clause, clause 5.0 and Schedule 2 (Pricing Schedule) during the Contract Period.

4.2	For the avoidance of doubt, the Contract Price shall include the cost of packaging, insurance, delivery, unloading, stacking and carriage of the Goods. No extra charges will be effective unless agreed in writing by both Parties and signed by the Client. 

4.3	All amounts stated are exclusive of VAT and/or any other applicable taxes or levy, which will be charged in addition at the rate in force at the date as shown on the invoice.

5.0	Payment

5.1	The Client will pay the Contractor the Contract Price for the Services no later than 30 days after the receipt of a valid invoice in accordance with Schedule 2 (Pricing Schedule). 

5.2	The Client reserves the right to withhold or delay payment in relation to any invoice which is not submitted in accordance with the Specification and Schedule 2 (Pricing Schedule). The Client shall as soon as is reasonably practicable notify the Contractor accordingly of such a withholding or delay of payment in writing.

5.3	The Contractor shall ensure that each invoice contains all appropriate references and a detailed breakdown of the Services supplied and that it is supported by any other documentation reasonably required by the Client to substantiate the invoice.  The characteristics of a valid invoice are detailed in Schedule 2 (Pricing Schedule). 

5.4	The Contractor shall add VAT to the Contract Price at the prevailing rate as applicable.

5.5	The Contractor shall indemnify the Client on a continuing basis against any liability, including any interest, penalties or costs incurred, which is levied, demanded or assessed on the Client at any time in respect of the Contractor’s failure to account for or to pay any VAT relating to payments made to the Contractor under this Contract.  Any amounts due under this clause 5.5 shall be paid by the Contractor to the Client not less than 5 Working Days before the date upon which the tax or other liability is payable by the Client.

5.6	The Contractor shall make any payments due to the Client (whether overpayments made by the Contractor or otherwise) without any deduction whether by way of set-off, counterclaim, discount, abatement or otherwise unless the Contractor has a valid court order requiring an amount equal to such deduction to be paid by the Client to the Contractor. 

6.0	Recovery of Sums Due

6.1	Wherever under this Contract any sum of money is recoverable from or payable by the Contractor (including any sum which the Contractor is liable to pay to the Client in respect of any breach of this Contract), that sum may be deducted unilaterally by the Client from any sum then due, or which at any later time may become due, to the Contractor under this Contract. 

6.2 	Any overpayment by either Party, whether of the Contract Price or of VAT or otherwise, shall be a sum of money recoverable by the Party who made the overpayment from the Party in receipt of the overpayment. 

6.3	All payments due shall be made within a reasonable time unless otherwise specified in this Contract, in cleared funds, to such bank or building society account as the recipient Party may from time to time direct.

7.0	The Goods

7.1	In consideration of the amounts due under the Contract, the Contractor will provide the Services to the Client during the Contract Period in accordance with the Specification which shall include the Contractor complying with any obligations set out in the Specification. 

7.2	The Client or its authorised representatives may inspect or test the Goods either complete or in the process of manufacture during normal business hours on reasonable notice at the Contractor’s premises and the Contractor shall provide all reasonable assistance in relation to any such inspection or test free of charge.  No failure to make a complaint at the time of any such inspection or test and no approval given during or after such inspection or test shall constitute a waiver by the Client of any rights or remedies in respect of the Goods and the Client reserves the right to reject the Goods in accordance with clause 15.0.

7.3	The Contractor shall notify the Client as soon as is practicable if it develops new or improved products during the Contract Period in connection with the Services. Provided that written consent of both Parties is obtained, the new or improved products may be used in substitution for the Goods under the Contract and in such circumstances, an additional fee (if applicable) shall be agreed between the Parties prior to the substitution of the new or improved products.

7.4	If any Goods provided to the Client were procured or obtained by the Contractor from third parties, then any guarantees, warranties, benefits or indemnities which the Contract holds from such third parties in respect of those Goods will be held on trust for the Client.

7.5	In the event of the goods being recalled, initiated by the manufacturer of the goods, the Secretary of State for Health or Medicines and Healthcare products Regulatory Organisation (or any such similar regulatory body), the Contractor shall, without delay and at its own expense, arrange for the collection of such goods and credit the Client for any goods delivered but unused by the Client including part used packs.

7.6	The Contractor shall perform its obligations under the Contract:

i. with appropriately experienced, qualified and trained personnel with all due skill, care and diligence;

ii. in accordance with Good Industry Practice; and 

iii. in compliance with all applicable Laws.

8.0	Delivery 

8.1	The Goods shall be delivered to the Premises in accordance with the Specification.  

8.2	Where any access to the Premises is necessary in connection with delivery or installation of the Goods, the Contractor and his sub-contractors will at all times comply with the reasonable requirements of the Client's security arrangements.

8.3	Unless otherwise stated in the Specification, where the Goods are delivered by the Contractor, the point of delivery shall be when the Goods are removed from the transporting vehicle at the Premises and the Client has signed for delivery.  Where the Goods are collected by the Client, the point of delivery shall be when the Goods are loaded on the Client’s vehicle (“Delivery").

8.4	Except where otherwise provided in the Contract, delivery shall include the unloading, stacking or installation of the Goods by the Staff or the Contractor’s suppliers or carriers at such place as the Client or duly authorised person shall reasonably direct.

8.5	The Client shall be under no obligation to accept or pay for any Goods delivered in excess of the quantity ordered.  If the Client elects not to accept such over-delivered Goods it shall give notice in writing to the Contractor to remove them within 5 Working Days and to refund to the Client any expenses incurred by it as a result of such over-delivery (including but not limited to the costs of moving and storing the Goods), failing which the Client may dispose of such Goods and charge the Contractor for the costs of such disposal.  The risk in any over-delivered Goods shall remain with the Contractor unless they are accepted by the Client.

8.6	The Client shall be under no obligation to accept or pay for any Goods supplied earlier than the date for delivery stated in the Specification.

8.7	Unless expressly agreed to the contrary, the Client shall not be obliged to accept delivery by instalments.  If, however, the Client does specify or agree to delivery by instalments, delivery of any instalment later than the date specified or agreed for its delivery shall, without prejudice to any other rights or remedies of the Client, entitle the Client to terminate the whole of any unfulfilled part of this Contract without further liability to the Client.

8.8	The Client envisages that it may require additional services and/or goods to be provided by the Contractor during the Contract Period. While the precise scope and extent of such additional services cannot be agreed at this time, the intention is for any such additional services to be included within the scope of this Contract in accordance with the Variation Procedure set out in Clause 11 of the Public Sector Standard Conditions of Contract, the precise scope and extent of such additional services being agreed between the Parties. Without limiting the generality of the above, as at the Commencement Date, the Client envisages that it may require those additional services identified under the “Potential Services” heading in the Specification. For the avoidance of doubt, the terms of the Contract shall apply to any such additional services.




9.0	Inspection of Premises

9.1	The Contractor is deemed to have inspected the Premises before submitting its Tender and to have made appropriate enquiries so as to be satisfied in relation to all matters connected with the performance of its obligations under the Contract.

10.0	Late Delivery of Goods 

10.1	Time of delivery shall be of the essence and if the Contractor fails to complete Delivery within the time promised or specified in the Specification, the Client may release itself from any obligation to accept and pay for the Goods and/or terminate the Contract, in either case without prejudice to any other rights and remedies of the Client.

11.0	Quality and Guarantee of the Goods to be supplied

[bookmark: OLE_LINK4]11.1	The Contractor will supply the Goods to the Client in accordance with the Specification. 

11.2	The Contractor warrants that the Goods supplied under this Contract will:

11.2.1	where applicable be free from defects (manifest or latent), in materials and workmanship and remain so for 12 months after the date of delivery;

11.2.2	be of satisfactory quality (within the meaning of the Sale of Goods Act 1979, as amended) and comply with any applicable statutory and regulatory requirements relating to the manufacture, labelling, packaging, storage, handling and delivery of the Goods;

11.2.3	conform with the specifications, drawings, descriptions given in quotations, estimates, brochures, sales, marketing and technical literature or material (in whatever format made available by the Contractor) supplied by, or on behalf of, the Contractor;

11.2.4	be free from design defects; and

11.2.5	be fit for any purpose held out by the Contractor or made known to the Contractor by the Client expressly or by implication, and in this respect the Client relies on the Contractor’s skill and judgement. The Contractor acknowledges and agrees that the Approval by the Client of any designs provided by the Contractor will not relieve the Contractor of any of its obligations under this sub-clause. 

11.3	The issue by the Client of a receipt note for the Goods shall not constitute any acknowledgement of the condition, quantity or nature of those Goods, or the Client’s acceptance of them.

11.4	The Contractor hereby guarantees the Goods for the period from the date of delivery to the date 12 months thereafter or as otherwise specified in the Specification, against faulty materials or workmanship. If the Client shall within such guarantee period or within 25 Working Days thereafter give notice in writing to the Contractor of any defect in any of the Goods as may have arisen during such guarantee period under proper and normal use, the Contractor shall (without prejudice to any other rights and remedies which the Client may have) promptly remedy such defects (whether by repair or replacement as the Client shall elect) free of charge.

12.0	Guarantee of Title

12.1	The Contractor warrants that:

i.	it has full clear and unencumbered title to all the Goods;

ii.	it has full capacity and authority to enter into this Contract; and

iii.	at the date of delivery of any of the Goods it will have full and unrestricted right, power and authority to sell, transfer and deliver all of the Goods to the Client. From that date the Client will acquire a valid and unencumbered title to the Goods.

13.0	Packaging

13.1	The Goods shall be packed and marked in a proper manner and in accordance with the Specification and any further instructions of the Client and any statutory requirements and any requirements of the carriers tasked by the Contractor with delivering the Goods.

13.2	All packaging materials shall be consistent with the Client’s environmental policy and considered non-returnable.

14.0	Cancellation of Orders 

14.1	The Client will have the right to cancel the order for the Goods, or any part of the Goods, which have not yet been delivered to the Client. The cancellation will be notified in writing to the Contractor (the "Cancellation Notice”). Without prejudice to the generality of the foregoing, the Client will pay the Contract Price (or where applicable, that part of the Contract Price) for Goods which have been delivered to the Client or at the date of the Cancellation Notice are in transit and the costs of materials which the Contractor has purchased to fulfil the order for the Goods and which cannot be used for other orders or be returned to the Contractor of those materials for a refund.

15.0	Rejection of Goods  

15.1	The Client may by written notice to the Contractor reject any of the Goods which fail to meet the Specification. Such notice shall be given within a reasonable time after delivery to the Client of such Goods. If the Client rejects any of the Goods pursuant to this clause the Client may (without prejudice to other rights and remedies) either:

i.	have such Goods promptly, and in any event within five Working Days, either repaired by the Contractor or replaced by the Contractor with Goods which conform in all respects with the Specification and due delivery shall not be deemed to have taken place until such repair or replacement has occurred; or

ii.	treat the Contract as discharged by the Contractor’s breach and obtain a refund (if payment for the Goods has already been made) from the Contractor in respect of the Goods concerned together with payment of any additional expenditure reasonably incurred by the Client in obtaining other goods in replacement provided that the Client uses its reasonable endeavours to mitigate any additional expenditure in obtaining replacement goods.

15.2	Any Goods rejected or returned by the Client as described in clause 15.1 shall be returned to the Contractor at the Contractor’s risk and expense.

15.3	The Client’s right of rejection shall continue irrespective of whether the Client has in law accepted the Goods. Taking delivery, inspection, use or payment by the Client of the Goods or part of them shall not constitute acceptance, waiver or Approval and shall be without prejudice to any right of remedy that the Client may have against the Contractor, provided that the right of rejection shall cease within a reasonable time from the date on which the Client discovers or might reasonably be expected to discover the latent defect or other relevant breach of Contract.

16.0	Property

16.1	Property and risk of the Goods will, without prejudice to any of the rights or remedies of the Client, pass to the Client on completion of delivery unless otherwise agreed. Delivery of the Goods will be completed once the Goods have been unloaded from the transporting vehicle at the Premises and the Client has signed for the delivery. 

17.0	Indemnity

17.1	Neither Party excludes or limits liability to the other Party for:

i. Death or personal injury caused by its negligence; or
ii. Fraud; or
iii. Fraudulent misrepresentation; or
iv. Any breach of any obligations implied by Section 2 of the Supply of Goods and Services Act 1982.

17.2	Subject to clause 17.3, the Contractor shall indemnify the Client and keep the Client indemnified fully against all claims, proceedings, actions, damages, costs, expenses and any other liabilities which may arise out of, or in consequence of, the supply, or the late or purported supply, of the Services or the performance, non-performance or delay in performance by the Contractor of its obligations under the Contract or the presence of the Contractor or any Staff on the Premises, including in respect of any death or personal injury, loss of or damage to property, financial loss arising from any advice given or omitted to be given by the Contractor, or any other loss which is caused directly or indirectly by any act or omission of the Contractor.

17.3	The Contractor shall not be responsible for any injury, loss, damage, cost or expense if and to the extent that it is caused by the negligence or wilful misconduct of the Client or by breach by the Client of its obligations under the Contract.

17.4	Subject always to clause 17.1, the liability of either Party for Defaults shall be subject to the following financial limits: 
i. the aggregate liability of either Party for all Defaults resulting in direct loss of or damage to the Property of the other under or in connection with this Contract shall in no event exceed five million pounds (£5,000,000); and

ii.	the annual aggregate liability under this Contract of either Party for all Defaults (other than a Default governed by clause 17.4(i) shall in no event exceed the greater of five hundred thousand pounds (£500,000) or one hundred and fifty per cent (150%) of the Contract Price paid or payable by the Client to the Contractor in the year in which the liability arises. 

17.5	Subject always to clause 17.1, in no event shall either Party be liable to the other for any:

i.	loss of profits, business, revenue or goodwill; and/or

ii.	indirect or consequential loss or damage.

17.6	The provisions of clause 17.5 will not limit the Client’s right to recover for;

i.	additional operational, administrative costs and/or expenses resulting from the direct Default of the Contractor;

ii.	wasted expenditure or charges rendered unnecessary and incurred by the Client arising from a Default by the Contractor;

iii.	additional cost of procuring replacement services for the remainder of the term of the Contract;

v. additional costs to maintain the Services arising from a Default by the Contractor; 

vi. anticipated savings; and

vii. any costs and losses arising from delay in performance. 

17.7	The Contractor shall effect and maintain with a reputable company a policy or policies of insurance providing an adequate level of cover in respect of all risks which may be incurred by the Contractor, arising out of the Contractor’s performance of its obligations under the Contract, including death or personal injury, loss of or damage to property or any other loss.  Such insurance shall be maintained for the duration of the Contract Period and for a minimum of 6 (six) years following the expiration or earlier termination of the Contract. Such policies shall include cover in respect of any financial loss arising from any advice given or omitted to be given by the Contractor. 

17.8	The Contractor shall hold employer’s liability insurance in respect of Staff in accordance with any legal requirement from time to time in force.

17.9	If, for whatever reason, the Contractor fails to give effect to and maintain the insurances required by the provisions of this Contract the Client may make alternative arrangements to protect its interests and may recover the costs of such arrangements from the Contractor.

17.10	The provisions of any insurance or the amount of cover shall not relieve the Contractor of any liabilities under the Contract.  It shall be the responsibility of the Contractor to determine the amount of insurance cover that will be adequate to enable the Contractor to satisfy any liability referred to in clause 17.2.

18.0	Intellectual Property Indemnity

18.1	The Contractor will indemnify, and keep indemnified, the Client in full against all cost, expenses, damages and losses (whether direct or indirect), including any interest, penalties, and reasonable legal and other professional fees awarded against or incurred or paid by the Client as a result of or in connection with any claim made against the Client for actual or alleged infringement of a third party’s intellectual property arising out of, or in connection with, the supply or use of the Goods, to the extent that the claim is attributable to the acts or omission of the Contractor or Staff.

19.0	Break

19.1	The Client shall have the right to terminate the Contract in all or part at any time by giving three months’ written notice to the Contractor.

19.2	In addition to clause 40.7 of the Public Sector Standard Conditions of Contract, termination of this Contract shall not affect the continuing rights, remedies or obligations of the Client or the Contractor under clauses 5.0 (Payment), 6.0 (Recovery of Sums Due), 17.0 (Liability, Indemnity and Insurance).]

20.0	Changes in Distribution Arrangements

20.1	Further to clause 8.0 (Delivery), Contractors must give at least 4 weeks’ notice of changes in distribution arrangements to the Client for consideration prior to acceptance by the Client.

21.0	Monitoring of Contract Performance 

21.1	The Contractor shall comply with the monitoring arrangements set out in Schedule 3 (Contract Management/Monitoring) to these Commercial Conditions of Contract including, but not limited to, providing such data and information as the Contractor may be required to produce under this Contract. 

22.0	Social Considerations 

22.1	The Contractor shall comply with the obligations set out in Schedule 4 (Social Considerations) to these Commercial Conditions of Contract in connection with social considerations. 

23.0	Security  

23.1	The Contractor shall comply with the obligations set out in Schedule 5 (Security Schedule) to these Commercial Conditions of Contract in connection with any security requirements. 

[bookmark: OLE_LINK3]24.0	NOT USED

25.0	NOT USED

26.0	NOT USED   

27.0	NOT USED  
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SCHEDULE 1 - SPECIFICATION SCHEDULE


Please refer to separate document titled;

 “ID 2247464 – Specification of Requirements – Provision of Metered Electricity 2020”





[bookmark: _Toc247078907][bookmark: BacktoSchedule2]
SCHEDULE 2 - PRICING SCHEDULE

See also separate document entitled “Pricing Schedule”

1. Invoicing Requirements 

Account NI has implemented eInvoicing this provides faster payment to suppliers when the following requirements are fulfilled:

1. Invoices must be provided in pdf format via email with the relevant purchase order number quoted 

1. Account NI require that invoices are received directly via email from the supplier’s accounting system. The pdf must be structured or ‘tagged’ which means the information on the invoice is split into columns or fields (eg the invoice number will be in a field, the invoice date will be in a field etc). The majority of financial systems will facilitate structure pdf output. If however the accounting system cannot produce a structured/tagged PDF directly, various other suitable methods are acceptable, including, e.g.
· PDF printer driver software such as CutePDF or Bullzip.
· MS Office has a facility to generate structured/tagged pdfs.

1. Invoices and Credit Notes must be emailed directly to Account NI at the following address:- invoices@accountni.gov.uk 

1. Characteristics of a valid Invoice

(a)       Contracting Authority/Client name (‘Bill To’ addresses – see table below)
(b)       The wording "Purchase Order" or "PO" followed by the 10 digit PO number
(c)       The invoice number 
(d)       Payment terms 
(e)       Invoice date / tax point 
(f)        Contractor name, address, postcode and VAT registration number 
(g)       Remittance name and address where this is different to (f) above 
(h)       Goods / service details which match the PO details, including quantity billed, item description, unit of measure, unit price and total value 
(i)        The agreed charge, including any discounts, handling and freight charges and a breakdown clearly showing each VAT amount and the applicable VAT rate (and where not complete, a breakdown of the relevant work or services as they relate to this charge or an explanation of a difference in expected charge)

The Client reserves the right to withhold or delay payment in relation to any invoice which is not submitted in accordance with the Contract (including where such invoice does not contain the relevant Quotation or Purchase Order number(s)) or which covers, or purports to relate to Goods and/or Services which have not been provided in accordance with the Contract. The Client shall as soon as is reasonably practicable notify the Contractor accordingly of such a withholding or delay of payment in writing.


[bookmark: _Toc247078908][bookmark: BacktoSchedule3]
SCHEDULE 3 - CONTRACT MANAGEMENT/MONITORING SCHEDULE

As part of its contract management procedures, the Client will apply the Protocol for Managing Poor Supplier Performance contained in Annex D of Procurement Guidance Note PGN 01/12 – Contract Management Principles and Procedures. 

The Protocol sets out a series of five escalating stages to enable the Client to manage poor performance by Contractors. 

At Stage 4, as an alternative to terminating the contract, a Notice of Written Warning can be issued to the Contractor.

At Stage 5, as an alternative to terminating the contract, a Notice of Unsatisfactory Performance can be issued to the Contractor.

If a Contractor has received more than one current Notice of Written Warning the CPD at its discretion, can consider the Contractor’s exclusion from future procurement competitions, being undertaken on behalf of bodies covered by the Northern Ireland Public Procurement Policy, for a period of 12 months.

If a Contractor is subject to a Notice of Unsatisfactory Performance the CPD, at its discretion, can consider the Contractor’s exclusion from future procurement competitions, being undertaken on behalf of bodies covered by the Northern Ireland Public Procurement Policy, for a period of 3 years.

A central Register of suppliers in receipt of current Notices and Terminations will be maintained by Construction & Procurement Delivery (CPD), and will be publicly available on its website. This Register will cover all procurements by bodies subject to Northern Ireland Public Procurement Policy.









[bookmark: _Toc247078909][bookmark: BacktoSchedule4]SCHEDULE 4 – NOT USED



SCHEDULE 5 - SECURITY SCHEDULE

Non – PSNI / DOJ Staff Vetting
Where the Client requires Contractor staff to be Baseline or other security level cleared, this will be confirmed by the respective client post award of contract.

PSNI Sites
The Contractor must agree to submit the names of all relevant staff involved in the service of the Contract for clearance by PSNI. Relevant staff will be those that are directly engaged in the provision of the services who require access to PSNI sites, and those staff that are involved in “back-office” support / management roles relating to this contract. 

Contractors whose staff require PSNI security clearance will need to forward a list of names along with complete security questionnaires in order to progress their application. Please note that the PSNI application process also includes a PSNI Police Check which is carried out in addition to Counter Terrorism Check (CTC). Contractor staff that already has CTC clearance through another organisation will be required to provide a certificate of clearance to PSNI, this will be assessed by PSNI and a decision made as to an additional vetting requirement.

The costs for the processing of NPP Level 2 + CTC application from 1 April 2016 are as follows; 
  
	Clearance Level 
	Cost 

	NPP Level 2 + CTC 
	£55 per person 


  
Payment for the security clearance process is to be made at the time of application. Please note that were the proposed individual does not pass the Security Clearance process the fee paid will not be refunded. Further details in relation to payment will be provided on award of contract.

Upon successful completion of the process the individual will be considered as security cleared for a period of 5 years. Only those individuals (whether employed directly or as part of a sub-contract) whose security clearance has been confirmed to the Sponsor by PSNI will be permitted to gain access to any site or undertake any work associated with this contract. 

Further information is contained in the attachments below;






DOJ inc. Northern Ireland Prison Service (NIPS) Sites

On award of contract the contractor must nominate a number of dedicated staff who will access to DOJ premises. Northern Ireland Prison Service (NIPS) will obtain the necessary number of CTC forms for the Contractor. The contractor must oversee the forms being completed and returned personally by all applicants at a time agreed with NIPS.
 
On successful completion of the CTC clearance. The applicant and Contractor will be notified by NIPS of their application outcome. The Contractor must notify DOJ Office Services Branch of the names and DOB's of all nominated staff who have been approved by NIPS and the date of their clearance expiry.

MOD Requirements

Contractor’s Representatives

1. The Contractor shall submit in writing to the Client for approval, initially and as necessary from time to time, a list of these of his representatives who may need to enter a MOD Establishment for the purpose of, or in connection with, work under the Contract, giving such particulars as the Client may require, including full details of birthplace and parentage of any such representatives who:

a) Was not born in the United Kingdom; or

b) If born in the United Kingdom, was born of parents either or both of whom were not born in the United Kingdom.

2. The Client shall issue passes for those representatives who are approved by it in accordance with Clause 1 herein for admission to a MOD Establishment and a Representative shall not be admitted unless in possession of such a pass.  Passes shall remain the property of the Client and shall be surrendered on demand or on completion of the work.

3. Notwithstanding the provisions of Clauses 1 and 2 hereof if, in the opinion of the Client, any representative of the Contractor shall remove such person without delay on being required to do so and shall cause the work to be performed by such other person as may be necessary.

4. The decision of the Client upon any matter arising under clause 1 to 3 shall be final and conclusive.


Observance of Regulations

1. The following provisions apply:

a) The Contractor shall ensure that his representatives have the necessary probity (by undertaking the MOD’s Baseline Personnel Security Standard) and, where applicable, are cleared to the appropriate level of security when employed within the boundaries of the MOD Establishment.

b) Where the Contractor requires information on the MOD’s Baseline Personnel Security Standard (the Standard) or security clearance for his representatives to is not in possession of the relevant rules, regulations or requires guidance on them, he shall apply in the first instance to the Client’s Representative, as notified to the Contractor at Contract Commencement.

c) On request, the Contractor shall be able to demonstrate to the Client that the Contractor’s processes to assure compliance with the standard have been carried out satisfactorily.  Where that assurance is not already in place, the Contractor shall permit the Client to inspect the processes being applied by the Contractor to comply with the Standard.

d) The Contractor shall comply and shall ensure that his representatives complete with the rules, regulations and requirements that are in forces at that Establishment which shall be provided by the Client on request. 


Cyber Security 
The MOD is committed to ensuring all organisations working with the MOD have basic measures in place for cyber security; as such, the MOD implemented the Government Cyber Essentials Scheme on 1 January 2016.

As an extension of the Government’s Cyber Essentials Scheme the MOD, working together with Industry and other Government Departments, has developed a more robust Cyber Security Model (CSM).

The Cyber Security Model (CSM) consists of following elements and is conducted using an online tool, Octavian: 
· Risk Assessment (RA) is conducted by the Employer to evaluate the degree of cyber risk to a specific contract and establish a Cyber Risk Profile; 
· Def Stan 05-138 - identifies the CSM Cyber Risk Levels and the associated Profile of controls; 
· Supplier Assurance Questionnaire (SAQ), to be completed prior to contract commencement for MOD sites (see Annex Z); 
· Contract Commencement for MOD will be on the successful completion and Evaluation of the SAQ and any supporting evidence, such as a Cyber Implementation Plan (CIP), by MOD.

All contractors must have the cyber security controls (the Cyber Risk Profile) as specified in Def Stan 05-138, appropriate to the cyber risk level specified in the contract. These controls will be required by contract commencement unless an agreed Cyber Implementation Plan is in place. 

Further details can be found in DEFCON 658 –














Annex Z

Cyber Implementation Plan Template

	Contract Title
	ID 2247464 – Metered Electricity - Northern Ireland


	MOD Contract Number
	DIOCB4/261

	CSM Risk Assessment Reference
	RAR-SAPC82GF

	CSM Cyber Risk Profile
	Low

	Name of Supplier
(to be shared with MOD only)
	

	Current level of Supplier compliance
	

	Reasons why the Supplier is unable to achieve full compliance:
	

	Measures planned to achieve compliance / mitigate the risk with associated dates:
	

	Anticipated date of compliance / mitigations will be in place:
	

	Risk Accepted and by whom
	

	Notified (If applicable)
	

	Decision recorded on Octavian
	

	Name
	

	Position
	

	Date
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Employer’'s Security Agreement

Security Agreement between:

Estate Services Business Unit, PSNI (Employer)

and

(Contractor)

CS3

AGREEMENT FOR THE SHARING AND CONTROL OF
INFORMATION
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INTRODUCTION

This agreement dated the .................... day of .......c..coeieiin. is between
Estate

Services Business Unit (The Employer) and
(Company name)

The agreement will come into effect on the above date.

No party to this agreement shall hold itself out as being authorised to enter any
contract on behalf of any other party or in any way bind any other party to the
performance, variation, release or discharge of any obligation otherwise than in
circumstances expressly or implicitly permitted by this agreement.

This agreement is in_addition to any other agreement between ESBU and the
Contractor in relation to the provision of all services.

In this agreement and schedules the words and expressions shown hereunder
shall have the following meanings:-

Information/Assets
- Includes papers, minutes, drawings, reports, policy documents, work
certificates, works orders, images, and all forms of digital media and data
records, etc. as detailed within Appendix ‘A’.

Protectively Marked Information/Assets
- Information/Assets which are classified as ‘Restricted’ or ‘Confidential’,
and clearly marked as such, refer to Appendix ‘A’ for guidance.

‘All Levels’ information/assets
- This information has no specific security classification, it should however
be handled with proper care and propriety.

Estate Managing Agent / Service Manager’s Representative

- The contractor appointed and working directly to the Employer (ESBU) to
whom Works Contractors, Sub-contractors and sub-consultants engaged
by the Employer are managed day to day.

PURPOSE OF THIS AGREEMENT

The purpose of this agreement is to facilitate the disclosure (sharing) and
management of Information (All Levels and Protectively Marked) between
ESBU/their Managing Agent and and any of their
Sub-Contractors.

Description of Information

Employer’s Security Agreement: - 23 March 2015
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Appendix 1 lists the types of Information/Assets to be shared between ESBU
and in relaton to the  provision  of
consultancy/contracting services.

Both parties agree that the Protectively Marked Information shall not be used for
any purpose other than the provision of the contractual consultancy or
contracting services.

INFORMATION/ASSET HANDLING

It will be the responsibility of and their Sub-Contractors
to ensure that there is full compliance with the guidelines contained within
Appendix ‘B’ in relation to the Management and Handling of Information/Assets
that are protectively marked.

Furthermore, agree to the following additional
measures/precautions:-

(@) Maintain a clear desk/clear site policy with respect to protectively marked
‘hard’ copy Information/Assets.

(b) CD’s, DVD’s & USB memory sticks can only be used for non-protectively
marked Information/Assets.

(c) All ‘hard’ copy protectively marked Information/Asset should be locked
away in a secure location within the Contractor’s site premises, and Head
Office outside of normal working hours.

(d) Ensure that staff wishing to take work home after normal working hours,
do so in such a manner as to avoid any risk of loss of the
Information/Asset. NO protectively marked Information/Asset shall be
taken home under any circumstances.

(e) Under no circumstances should protectively marked Information/Assets be
left in unattended vehicles.

()  Protectively marked Information/Assets should not be e-mailed via the
Internet, unless the specific measure referred to in Appendix ‘B’ are
available. Information/Assets classified as ‘All Levels’ can be e-mailed
although caution should be exercised in all such circumstances relating to
internet use.

(9 In the event of a loss of data/information/documents/drawings the
Contractor must report the incident to the Estate Managing Agent as soon
as possible after the loss in order that a full ‘risk assessment’ can be
expedited.

(h) Photography
It is acknowledged that photographs are frequently necessary in order to
efficiently manage the built estate and report on asset condition etc.
Photographs MUST only be taken on secure encrypted smart devices
controlled by “Blackberry”. ALL photographs MUST comply with the following
restrictions:
I. No details of people that could in anyway help to identify them

Employer’s Security Agreement: - 23 March 2015
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II. No details of vehicles, including VRNs, whether they belong to the
police fleet or are private
lll. No photographs of any specialised equipment used for policing
purposes
IV. No Photographs of the security infrastructure that could compromise
any security features
V. No photographs of the name, rank or role of any person displayed on
doors or anywhere else
VI. No photographs of ANY protectively marked papers
VII. No photographs that indicate what purpose any office, suite of offices
or particular building is used for or which department, branch or unit
occupies such facilities
VIII. Without the expressed permission of PSNI Estates Service Business
Unit, no photographs can be published on a contractor or sub-
contractor’s promotional material or posted on, for example, a social
media site.

RETURN OF INFORMATION

At the end of the Contract or expiry of the warranty period (as appropriate), the
Contractor will return to the Estate Managing Agent all hard copy (paper)
Information/Assets relating to the provision of the services provided within the
Contract, with the exception of information to be retained by the Contractor for
legal liability reasons or ongoing estate support. Similarly, all digital data should
be securely deleted to HMG Infosec Standard 5 (Baseline) standard. The
necessity and scope of the retained information will need to be justified and
recorded by the Contractor on Appendix ‘C’, this will countersigned by the
Estate Managing Agent .

Any Information/Asset items to be retained must be stored in compliance with
Appendix ‘B’.

Information to be returned for secure disposal must

() Be securely sealed in waste bags/sacks according to Appendix ‘B’,

(i) Be delivered to the agreed location at a date and time agreed with the
Estate Managing Agent.

(i) The Contractor must fully complete the Appendix ‘C’ Declaration of
Information/Asset Return/Retention to accompany the returned
Information/Assets. This must be signed by a responsible person
authorised by the Contractor.

(iv) The declaration form will be countersigned by the Estate Managing Agent
and a copy provided as a receipt and as confirmation of the information
being returned/retained.

ACCIDENTAL LOSS
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In the event of a loss of data/information/documents/drawings, the
Consultant/Works Contractor must report the incident to Estate Managing Agent
as soon as possible in order that a risk assessment can be expedited.

FURTHER DISCLOSURE OF PROTECTIVELY MARKED INFORMATION

The parties to this agreement will not disclose or share any Protectively Marked
Information shared with them, under the terms of this agreement, with any other
party who is not engaged as party to the contractual agreement between the
Contractor and in relation to the delivery of
contracting services.

SECURITY VETTING PROCESS

The Consultant/Works Contractor shall take all measures necessary to comply
with the provisions of any enactment relating to security, which may be
applicable to the Consultant/Works Contractor in the performance of the
contractual contracting services.

Every person working directly on site at PSNI locations or working with any
PSNI information (this includes admin staff arranging site visits or using the
Managing Agent Computer Assisted Facilities Management (CAFM) event
logging system must be positively vetted every five years (as per current
requirements).

The Estate Managing Agent shall manage the security vetting application
process of Contractors, properly maintaining records of application/approval.
Responsibility for applying for / renewing security clearance is the Contractor’s,
and they will also be responsible for ensuring that their sub-contractors apply for
renewal in advance of the clearance expiry date and ensure all employees are
personally aware of the critical date.

SECURITY OF SITES

The Works Contractor will take all reasonable steps to ensure that the site,
within which the contracted works are to be delivered is kept secure at all times.
In the event that the site is not a PSNI guarded site, the Works Contractor will
include in his tender submission for the provision of appropriate guarding of the
works area outside normal working hours. The Works Contractor will include
within his tender submission a methodology for the guarding of the site outside
normal working hours and will include his proposed security control proposals
for the site during the construction period.

CONFIDENTIALITY

Employer’s Security Agreement: - 23 March 2015
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Any information concerning the Employer, the Services, the Employer’s
Premises or the Site obtained either by the Contractor or by any person
employed by the Contractor in connection with the Services shall be regarded
as confidential and shall not be used or disclosed by the Contractor or by any
such person except for the performance of the Services.

The above clauses shall apply to all Staff whether employed by the Contractor
or any works-contractor and the Contractor shall be responsible for making all
Staff fully aware of and bound by these provisions.

FOR: Estates Services Business Unit (The Employer)

By:

FUIl Name: o,

Title:

DAl o e

FOR: (The Contractor)

By:

FUll Name: oo e e,

Title:
Date:
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ESBU ‘Restricted’ & ‘Confidential’ CLASSIFICATION Categories

D ment/Drawing/Data/Information T
ocument/ g/Data/ on types RESTRICTED | CONFIDENTIAL Comments
1) Security Depts. - Reports, Recommendations, Threat Analysis etc. # Security report can fall into either category and will be designated
Yes # Yes # by the author(s) of the report. Cannot be reclassified without the
author’s written permission.
2) Crime Operations Depts. Yes # Yes # # Physical locations must not be disclosed
3) Firearms & Explosives Depts. - Reports or Letters v # Issuing Dept. may classify documents as ‘Restricted’ or
es# Yes # . - )
Confidential
4) Drawings Armouries, Crime Operations Depts. - Yes
Custody Yes
Site, Building & room layouts with location functions # Named functions of some particular ‘sensitive’ areas may be
named Yes Yes #- deemed ‘Confidential’. All Crime Ops Department projects are
deemed ‘Confidential’
Key schematic or system drawings Yes# ESBU will det_ermined on a case by case basis, presumption will be
not to protectively mark.
5) Reports Projects, all Stages, (Brief, PQP, OBC, SDR,FBC,PPE, Yes Yes # #Confidential’ because of the Security Report.
Micros, all RIBA Stages) # All Crime Ops Department projects are deemed ‘Confidential'#
Finance / Budget Yes -
Specialist technical nature, e.g. Legionella, Asbestos, Y
. es -
Electrical, etc.
6) Photographs | Armouries, custody, Crime Ops Departments/Security Y Same as drawings
o ' - es
(Digital and film) | Branch
Aerial photographs Yes - No photos to be used if they contain vehicle numbers or staff. They
may be sanitised
The instructions for ALL photographs are set out in
Documents CS 1 & 3 and must be complied with at all
times.
7) Minutes, MoD, Security Meetings ) Yes Other parties may determine ‘Confidential’ or ‘Restricted’ e.g. Crime
Letters, Lists of Ops Dept., Security Branch, MoD
PSNI Reference to fully named police officers, support staff & Other parties may determine ‘Confidential’ or ‘Restricted’ e.g. Crime
Personnel, etc. | contractors, detailed description of the works and/or Yes - Ops Dept., Security Branch, MoD
security issues.
8) ESBU Policy | All, with exception of *: Yes* - * ESBU will confirm exceptions
Documents Standards & Scales Yes Yes # #(Armouries / Crime Ops Depts. / Security Branch)
9)Technical Information relating to Security systems, EA&C, Intruder Yes Yes # #. All Crime Ops Department projects are deemed ‘Confidential’
Alarms, PIDS, CCTV, BRG Glazing, Blast Doors, etc. # Home Security works
10) Works Orders & Payment Certificates Posted and/or Faxed from Consultants with name of
Yes Yes # Contractor/Address & works location. All Crime Ops Department
projects are deemed ‘Confidential'#
11) Information/Applications incl Drawings, Documents and Forms to All info to be minimised and sanitised and designated ‘Restricted’ to
external Public Bodies/Organisations e.g. Building Control, Planning Yes - ensure control and secure storage by other parties. Accepted that
Service, Local Councils [Petrol Licences], Health and Safety Executive most of these documents will be placed on ‘Public Registers’.
[CDM, Fire Cert, Accidents], NI Environment Agency and VLA etc. Redaction of all references to Crime Ops Department

Note: All redacted documents and drawings (e.g. security aspects/functions coded or removed) not listed above are deemed ‘All Level’ i.e. Not Protectively Marked or unclassified. If
in doubt, the Contractor personnel should contact ESBU

Employer’s Security Agreement
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ESBU RESTRICTED & CONFIDENTIAL CLASSIFICATION
ESTATE MANAGING AGENT & CONTRACTOR MANAGEMENT AND HANDLING PROCEDURES

Note: Classification is determined by the ESBU ‘Restricted’ & ‘Confidential’ Classification Categories (Appendix ‘A’).

“Restricted” Classification Procedure

Management and Handling Action

“Confidential” Classification Procedure

Stamp/mark front of papers & digitally recorded media, mark top
and bottom of each page/drwg or as determined by ESBU

Stamping/marking of Paper documents and Digitally
recorded Media #1

Stamp/mark front of papers & digitally recorded media, mark top
and bottom of each page/drwg or as determined by ESBU.

Protected by one barrier, e.g. a locked container within a secure
building.

Storage of Paper documents

Protected by two barriers, e.g. a locked container in a locked room
within a secure building.

Use secure/sealed waste sacks/bags. Keep secure when
unattended. Sack/bag to be returned to Estate Managing Agent
for secure disposal

Disposal of Paper documents

Use a cross-cut shredder and place in secure/sealed waste
sacks/bags. Keep secure when unattended. Sack/bag to be
returned to Estate Managing Agent for secure disposal

Back-up tapes, etc. Encrypted Secure Memory ‘sticks’

To be returned to Estate Managing Agent for secure disposal or
for hard discs, securely wiped to HMG Infosec Standard 5
(Baseline)

Disposal of Digitally recorded Media

Back-up tapes, etc. Encrypted Secure Memory ‘sticks’

To be returned to Estate Managing Agent for secure disposal or
for hard discs, securely wiped to HMG Infosec Standard 5
(Baseline)

Not to be used

CD/DVD

Not to be used.

Not to be used.

Standard USB Memory stick

Not to be used.

For information in transit or being worked on. It is to be removed
off the device once transported or editing has been complete

‘Ironkey’ Encrypted USB Storage/Encrypted USB

Not to be used.

By post or courier, in a sealed envelope.
Do not show protective marking [Official stamp] on the envelope.

Movement between the parties to this agreement i.e.
Employer - Estate Managing Agent — Consultant -
Contractor

By post or courier. Double enveloped, double sealed and both
fully addressed. Protective marking [Official (Sensitive) stamp]
shown on the front of the inner envelope only. Return address on
outer envelope

May be used.

PSNI Internal and public telephone network

Only if an urgent requirement.
Use guarded speech and keep conversation brief.

Mobile phones may be used. Use guarded speech and
conversion brief.

Mobile telephone (voice and text)

Mobile phones may be used only if an urgent requirement.
Use guarded speech and conversation brief

Not to be used.

Pager, Tablet & PDA systems

Not to be used

Use only ‘CJSM’ Email address formats (where available),
otherwise not to be used.
Use Estate Managing Agent secure document transfer system #2.

Internet e-mail

Not to be used

Check recipient is on hand to receive. Send cover sheet first and
wait for confirmation before sending.

Fax

Not to be used

Notes

#1 ‘Paper documents & Digitally recorded media’ refers to all types of documents/drawings/data/information etc.
#2 Contact Estate Managing Agent to receive instruction/authorisation to use/operate system

Employer’s Security Agreement
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CONTRACTOR INFORMATION/ASSET RETURN /RETENTION DECLARATION

Contractor Name: |
Contract No. \ | Contract Description

ITEM Disposal Bag Contents (general description) Unmarked / Restricted / Confidential # delete as appropriate
Bag 1
Bag 2
Bag 3
Bag 4
Bag 5

We confirm that all / some # information held in connection with this contract is included above (#delete as appropriate)
Name: Position:

Signed: Date:

We are retaining the following information for Commercial / ongoing support # purposes (#delete as appropriate)

ITEM Description of information / Asset being retained
Name: Position:
Signed: Date:
Date Received: Signed: (Estate Managing Agent)

Employer’s Security Agreement 22 May 2015
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Estate Services Business Unit

Site Access & Security Clearance
for

Consultants and Works Contractors

CS2

Site Access & Security Clearance: - 20 Feb 2015
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Definitions

Employer Estate Services Business Unit (ESBU), or Service

Manager

Estate Managing Agent / Service Manager’s Representative

The contractor appointed and working directly to the
Employer (ESBU) to whom Consultants/Works
Contractors/Sub-contractors engaged by the Employer
are managed day to day.

Contractor Consultants, Works Contractors and Service Providers.

2.

Security General

The Employer will continue at all times to have sole responsibility for the security
of the overall PSNI estate and should there be any conflict the Employer’s
security requirements shall prevail. Throughout the term of a contract the
Contractor shall have sole responsibility for the security of his works and all
equipment, materials, etc., required on site in connection with the works.

Security Vetting Process

Contractor personnel will be required to complete and submit a Security
Questionnaire to allow Police Vetting and a Counter Terrorism Check (CTC) to be
undertaken. Contractors appointed to undertake works or provide services to the
PSNI will be required to manage the security applications of their own direct
employees and those of their sub-contractors. The application process is
managed by the PSNI's Managing Agent and comprises three stages:

Completion of a “Request for Security Questionnaire” form

Completion of a “Security Questionnaire” form

Completion of the PSNI Contractor Health, Safety & Security Induction

Stage 1 is a screening process and is to both avoid the duplication of applications
where a sub-contractor is employed by more than one main contractor and to

control the number of applications submitted by a contractor.

Stage 2 is the completion and submission for assessment of a substantial
application form along with verification of identity documentation.

Stage 3 is the successful completion by the individual applicant of the on-line e-
learning programme, this must be completed within 14 days of receipt of the
invitation e mail.

The clearance procedures may take up to 90 days (and may in exceptional
circumstances take longer), from the date of submission of correctly completed

Site Access & Security Clearance: - 20 Feb 2015
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forms. Contractors will receive written notification as to whether personnel are
cleared or refused.

All contractor personnel working on PSNI contracts will need to undergo
mandatory security vetting — this requirement does not only apply to those
personnel wishing to access site.

The PSNI reserve the right to make a charge to cover the cost of security vetting
and will not pay any costs or charges incurred by the Contractor or
Subcontractors in achieving security clearance status for their personnel.

Site Admittance
Contractor personnel will only be admitted to a PSNI site if:

They have received clearance through the security vetting & CTC
process, their details are held on the security cleared persons database
accessible by site security staff, AND they have photographic ID (usually
a driving licence or Passport), OR

They are personally escorted by a member of PSNI staff or an appointed
dedicated contract security guard. Arrangements MUST be made in
advance and will only be undertaken in exceptional circumstances with
the cost normally recovered from the Contractor. Where a dedicated
contract security guard is required the cost will not normally be borne by
the Employer.

Contractor’s personnel not in possession of a photographic Contractor’s
Security ID Pass will be temporarily issued with a numbered site
Contractor’s Security Pass (that must not be removed from site), and will
be instructed to leave their own personal ID document with site security
staff.

For unmanned sites, keys necessary to access the site will need to be
obtained from the managing department and verification of security
clearance will need to be made when keys are collected.

The Contractor shall take all steps reasonably required by the Employer to
prevent unauthorised persons attempting to or gaining access to sites. |If
the Employer gives the Contractor notice that any person is not to be
admitted to the Site, the Contractor shall take all reasonable steps to
prevent that person being admitted.

(This is written on the presumption that the Contractor has control of
access to the site — this will occur at unmanned locations (i.e. ICS Comms
sites), new build sites prior to hand-over to the employer, or during site
decommissioning/demolition after the site has been handed over the
contractor)

The Contractor shall bear the cost of any notice, instruction or decision of

the Employer under this Condition.

Site Access & Security Clearance: - 20 Feb 2015
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Security ID Passes

Where Photo ID security passes are required for admission to a Site, the PSNI
shall issue them to the Contractor. The Contractor shall submit to the Employer
for his approval a list of the names of the workpeople and any other information
the Employer reasonably requires for this purpose. The passes shall be returned
at any time on the demand of the Employer and in any case at the end of the
Contract Period or on the earlier determination of the Contractor's employment
hereunder.

Works Contractors will not normally be provided with Photo ID Security Passes

Photographs

It is acknowledged that photographs are frequently necessary in order to
efficiently manage the built estate and report on asset condition etc. Photographs
MUST only be taken on secure encrypted smart devices controlled by
“Blackberry”. ALL photographs MUST comply with the following restrictions:

No details of people that could in anyway help to identify them

No details of vehicles, including VRN’s, whether they belong to the police fleet or
are private

No photographs of any specialised equipment used for policing purposes

No Photographs of the security infrastructure that could compromise any security
features

No photographs of the name, rank or role of any person displayed on doors or
anywhere else

No photographs of ANY protectively marked papers

No photographs that indicate what purpose any office, suite of offices or particular
building is used for or which department, branch or unit occupies such facilities
Without the expressed permission of PSNI Estates Service Business Unit, no
photographs can be published on a contractor or sub-contractor’'s promotional
material or posted on, for example, a social media site.

Care must also be taken to ensure meta-data associated with each photograph
(e.g. GPS co-ordinates, the device’s ID) does not create a security breach.

Site Access & Security Clearance: - 20 Feb 2015
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CYBER DEFCON 658
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Definitions

In this Condition the following words and expressions shall have the
meanings given to them, except where the context requires a different
meaning:

“Associated Company” means:

(a) any associated company of the Contractor from time to time within
the meaning of Section 449 of the Corporate Tax Act 2010 or any
subordinate legislation; and

(b) any parent undertaking or subsidiary undertaking of the Contractor
from time to time within the meaning of section 1162 Companies
Act 2006 and it is further agreed that where the ownership of
shares in any such undertaking have been pledged or transferred to
a third party by way of security, the original parent shall still be
considered a member of the subsidiary undertaking;

“Contractor Deliverables” shall have the meaning set out in DEFCON
501;

“Cyber Risk Level” means the level of Cyber Risk relating to this
Contract or any Sub-contract assessed in accordance with the Cyber
Security Model;

“Cyber Security Implementation Plan” means the plan referred to in
Clause 3 of this Condition including but not limited to any risk-balance
case and mitigation measures required by the Authority;

“Cyber Security Incident” means an event, act or omission which gives
rise or may give rise to:

() unauthorized access to an information system or electronic
communications network;

(b) disruption or change of the operation (including but not limited to
takeover of control) of an information system or electronic
communications network;

(©) destruction, damage, deletion or the change of MOD Identifiable
Information residing in an information system or electronic
communications network;

(d) removal or limiting the possibility to use MOD Identifiable
Information residing in an information system or electronic
communications network; or

(e) the appropriation, publication, dissemination or any other use of
non-public MOD ldentifiable Information by persons unauthorised to
do so.

“Cyber Security Instructions” means DEFSTAN 05-138, together with
any relevant ISN and specific security instructions relating to this Contract
issued by the Authority to the Contractor;
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“Cyber Security Model” and “CSM” mean the process by which the
Authority ensures that MOD lIdentifiable Information is adequately
protected from Cyber Incident and includes the CSM Risk Assessment
Process, DEFSTAN 05-138 and the CSM Supplier Assurance Questionnaire;

“CSM Risk Assessment Process” means the risk assessment process
which forms part of the Cyber Security Model and is used to measure the
Cyber Risk Level for this Contract and any Sub-contract;

“CSM Supplier Assurance Questionnaire” means the supplier
assessment questionnaire which forms part of the Cyber Security Model
and is to be used by the Contractor to demonstrate compliance with this
Condition;

“Data” means any data, text, drawings, diagrams, images or sounds
(together with any database made up of any of these) which are
embodied in any electronic, magnetic, optical or tangible media.

“DEFSTAN 05-138” means the Defence Standard 05-138 as amended or
replaced from time to time;

“Electronic Information” means all information generated, processed,
transferred or otherwise dealt with under or in connection with the
Contract, including but not limited to Data, recorded or preserved on any
information system or electronic communications network;

“Good Industry Practice” means in relation to any undertaking and any
circumstances, the exercise of skill, diligence, prudence, foresight and
judgment and the making of any expenditure that would reasonably be
expected from a skilled person in the same type of undertaking under the
same or similar circumstances;

“ISN” means Industry Security Notices issued by the Authority to the
Contractor whether directly or by issue on the gov.uk website at:
https://www.gov.uk/government/publications/industry-security-notices-
iIsns;

“JSyCC WARP” means the Joint Security Co-ordination Centre MOD
Defence Industry Warning, Advice and Reporting Point or any successor
body notified by way of ISN;

“MOD ldentifiable Information” means all Electronic Information
which is attributed to or could identify an existing or proposed MOD
capability, defence activities or personnel and which the MOD requires to
be protected against loss, misuse, corruption, alteration and unauthorised
disclosure.

“NSA/DSA” means, as appropriate, the National or Designated Security
Authority of the Contractor that is responsible for the oversight of the
security requirements to be applied by the Contractor and for ensuring
compliance with applicable national security regulations;

“Sites” means any premises from which Contractor Deliverables are
provided in connection with this Contract or from which the Contractor or
any relevant Sub-contractor manages, organises or otherwise directs the
provision or the use of the Contractor Deliverables and/or any sites from
which the Contractor or any relevant Sub-contractor generates, processes,
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stores or transmits MOD ldentifiable Information in relation to this
Contract;

“Sub-contract” means any sub-contract at any level of the supply chain,
whether awarded directly by the Contractor or indirectly by any lower tier
Sub-contractor or Associated Company, which is entered into as a
consequence of or in connection with this Contract;

“Sub-contractor” means a sub-contractor of the Contractor or any
Associated Company whether a direct Sub-contractor or at any lower level
of the supply chain who provides any Contractor Deliverables in
connection with this Contract;

“Supplier Cyber Protection Service” means the CSM Risk Assessment
Process and CSM Supplier Assurance Questionnaire.

Authority Obligations
The Authority shall:

2.1.1. determine the Cyber Risk Level appropriate to this Contract and,
where the Contractor has not already been notified of the Cyber
Risk level prior to the date of this Contract, shall provide
notification of the relevant Cyber Risk level and the appropriate
Cyber Security Instructions to the Contractor as soon as is
reasonably practicable; and

2.1.2. notify the Contractor as soon as reasonably practicable where the
Authority reassesses the Cyber Risk Level relating to this
Contract .

Contractor Obligations
The Contractor shall, and shall procure that its Sub-contractors shall:
3.1.1. comply with DEFSTAN 05-138;

3.1.2. complete the CSM Risk Assessment Process in accordance with
the Authority’s instructions, ensuring that any change in the
Cyber Risk Level is notified to any affected Sub-contractor, and
complete a further CSM Risk Assessment or CSM Supplier
Assurance Questionnaire where a change is proposed to the
Contractor’s supply chain which has or may have an impact on
the Cyber Risk Level of this Contract or on receipt of any
reasonable request by the Authority;

3.1.3. carry out the CSM Supplier Assurance Questionnaire no less than
once in each year of this Contract commencing on the first
anniversary of completion of the CSM Supplier Assurance
Questionnaire;

3.1.4. having regard to the state of technological development,
implement and maintain all appropriate technical and
organisational security measures to discharge its obligations
under this Condition in accordance with Good Industry Practice
provided always that where there is a conflict between the
Contractor’s obligations under 3.1.1 above and this 3.1.4 the
Contractor shall notify the Authority in accordance with the
notification provisions in DEFSTAN 05-138 as soon as it becomes
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aware of the conflict and the Authority shall determine which
standard or measure shall take precedence;

3.1.5. comply with all Cyber Security Instructions notified to it by the
Authority as soon as reasonably practicable;

3.1.6. notify the JSyCC WARP in accordance with ISN 2014/02 as
amended or updated from time to time and the Contractors
NSA/DSA, and in the case of a Sub-contractor also notify the
Contractor, immediately in writing as soon as they know or
believe that a Cyber Security Incident has or may have taken
place providing full details of the circumstances of the incident
and any mitigation measures already taken or intended to be
taken;

3.1.7. in coordination with its NSA/DSA, investigate any Cyber Security
Incidents fully and promptly and co-operate with the Authority
and its agents and representatives and its NSA/DSA to take all
steps to mitigate the impact of the Cyber Security Incident and
minimise the likelihood of any further similar Cyber Security
Incidents. For the avoidance of doubt, this shall include
complying with any reasonable technical or organisational
security measures deemed appropriate by the Contractors
NSA/DSA in the circumstances and taking into account the Cyber
Risk Level; and

3.1.8. consent to the Authority recording and using information
obtained in relation to the Contract for the purposes of the Cyber
Security Model whether on the Supplier Cyber Protection Service
or elsewhere. For the avoidance of doubt such information shall
include the cyber security accreditation of the Contractor and / or
Sub-contractor as appropriate; and

3.1.9. include provisions equivalent to 7.1 of this Condition in all Sub-
contracts imposing provisions equivalent to this Condition 3 (the
“equivalent provisions”) and, where a Sub-contractor breaches terms
implementing this Condition in a Sub-contract, the Contractor shall, and
shall procure that its Sub-contractors shall, in exercising their rights or
remedies under the relevant Sub-contract:

3.1.9.1. notify the Authority of any such breach and consult
with the Authority regarding any remedial or other measures
which are proposed as a consequence of such breach, taking the
Authority’s views into consideration; and

3.1.9.2. have regard to the equivalent provisions.

PROVIDED ALWAYS THAT where the Contractor has notified the Authority
that it or one or more if its Sub-contractors cannot comply with 3.1.1 to
3.1.9 above the Authority and Contractor will seek to agree a Cyber
Security Implementation Plan and where the Authority has agreed a Cyber
Security Implementation Plan with the Contractor, the Contractor shall,
and shall procure that its Sub-contractors shall, comply with such Cyber
Security Implementation Plan until implementation is agreed to have been
achieved whereupon 3.1.1 to 3.1.9 above shall apply in full. In the event
that a Cyber Security Implementation Plan cannot be agreed the
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provisions of DEFCON 530 or any agreed alternative dispute resolution
procedure shall apply.

4. Management Of Sub-Contractors

4.1. The Authority agrees that the Contractor shall be entitled to rely upon the
self-certification by a Sub-contractor of its compliance with its obligations
pursuant to Condition 3.1. In the event that a Sub-contractor is found to be in
breach of its obligations in Condition 3.1, and where the Contractor has relied
upon the Sub-contractor’s self-certification, the Contractor shall not be held to
be in breach of this Condition.

4.2. Where the Contractor becomes aware that a Sub-contractor is not
complying with its obligations, the Contractor shall notify the Authority and
provide full details of the Sub-contractor’s non-compliance as soon as
reasonably practicable and shall consult with the Authority as to the appropriate
course of action which may include but not be limited to the agreement of a
remedial plan or termination of the Sub-contract having regard to Condition
3.1.9.

4.3. Having regard to the Authority’s views, the Contractor shall take all
reasonable measures to address any non-compliance of a Sub-contractor in
accordance with the reasonable timescales required by the Authority. Where the
Contractor fails to do so, this shall amount to a breach of this Condition and the
provisions of 7.2 or 7.3 as appropriate shall apply.

4.4. The Contractor shall, and shall procure that its Sub-contractors shall,
include provisions equivalent to this Condition 4 in all Sub-contracts which flow
down the obligations set out in Condition 3.1 of this Contract.

5. Records

5.1. The Contractor shall keep and maintain, and shall ensure that any Sub-
contractor shall keep and maintain, until 6 years after termination or
expiry of this Contract, or as long a period as may be agreed between the
Parties, full and accurate records including but not limited to:

5.1.1. details of all MOD ldentifiable Information relating to the
Contractor Deliverables provided under this Contract; and

5.1.2. copies of all documents required to demonstrate compliance with
DEFSTAN 05-138 and this Condition, including but not limited to
any information used to inform the CSM Risk Assessment Process
and to carry out the CSM Supplier Assurance Questionnaire,
together with any certificates issued to the Contractor and/or
Sub-contractor.

5.2. The Contractor shall, and shall ensure that any Sub-contractor shall on
request provide the Authority, the Authority's representatives and/or the
Contractors NSA/DSA such access to those records as may be required in
connection with this Contract.

Audit

6.1. Except where an audit is imposed on the Authority by a regulatory body or
there is a Cyber Security Incident in which case the Contractor agrees,
and shall procure that its Sub-contractors agree, that the Authority and its
representatives, in coordination with the Contractors NSA/DSA or the
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NSA/DSA on behalf of the Authority, may conduct such audits as it
considers in its absolute opinion necessary, the Authority, its
representatives and/or the Contractors NSA/DSA may, not more than
twice in any calendar year and for a period of 6 years following the
termination or expiry of this Contract, whichever is the later, conduct an
audit for the following purposes:

6.1.1. to review and verify the integrity, confidentiality and security of
any MOD Identifiable Information;

6.1.2. to review the Contractor's and/or any Sub-contractor’s
compliance with its obligations under this Condition; and

6.1.3. to review any records created during the provision of the
Contractor Deliverables, including but not limited to any
documents, reports and minutes which refer or relate to the
Contractor Deliverables for the purposes of 6.1.1 and 6.1.2
above.

The Authority shall use its reasonable endeavours to ensure that the
conduct of each audit does not unreasonably disrupt the Contractor and/or
Sub-contractor or delay the provision of the Contractor Deliverables and
supplier information received by the Authority in connection with the audit
shall be treated as confidential information.

The Contractor shall, and shall ensure that any Sub-contractor shall on
demand provide the Authority and any relevant regulatory body, including
the Contractor’'s NSA/DSA, (and/or their agents or representatives),
together “the Auditors”, with all reasonable co-operation and assistance in
relation to each audit, including but not limited to:

6.3.1. all information requested by the Authority within the permitted
scope of the audit;

6.3.2. reasonable access to any Sites controlled by the Contractor or
any Associated Company and any Sub-contractor and to any
equipment used (whether exclusively or non-exclusively) in the
performance of the Contract and, where such Sites and/or
equipment are outwith the control of the Contractor, shall secure
sufficient rights of access for the Auditors as shall be necessary
to allow audits to take place; and

6.3.3. access to any relevant staff.

The Authority shall endeavour to (but is not obliged to) provide at least 15
calendar days notice of its intention to conduct an audit.

The Parties agree that they shall bear their own respective costs and
expenses incurred in respect of compliance with their obligations under
this Condition, unless the audit identifies a material breach of the terms of
this Condition by the Contractor and/or Sub-contractor in which case the
Contractor shall reimburse the Authority for all the Authority's reasonable
costs incurred in the course of the audit.
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Breach of Obligations

In exercising its rights or remedies under this Condition, the Authority
shall:

7.1.1. actin a reasonable and proportionate manner having regard to
such matters as the gravity of any breach or potential breach and
the Cyber Risk Level of this Contract; and

7.1.2. give all due consideration, where appropriate, to action other
than termination of the Contract, including but not limited to a
remedial period if this is appropriate in all the circumstances.

Where the Cyber Risk Level of this Contract is assessed to be a moderate
or high, and the Contractor breaches the terms of this Condition, the
Authority shall be entitled:

7.2.1 to terminate the Contract (whether in whole or in part) and to
claim damages in accordance with DEFCON 514 as though such
breach is a material breach; and

7.2.2 where the Contract has not been terminated, to recover from the
Contractor any other loss sustained in consequence of any breach
of this Condition, subject to any provision which is agreed
elsewhere in this Contract.

Where the Cyber Risk Level of this Contract is assessed to be very low
or low, and the Contractor breaches the terms of this Condition, the
Authority shall be entitled:

7.3.1. to recover from the Contractor the amount of any loss sustained
in consequence of any breach of this Condition, subject to any
provision which is agreed elsewhere in this Contract; and

7.3.2. where the Contractor does not comply with any reasonable
instructions issued by the Authority or the Contractors NSA/DSA
within the time period specified to remedy such breach or
prevent further breaches, the Authority shall be entitled to
terminate this Contract (whether in whole or in part) and to claim
damages in accordance with DEFCON 514 as though such breach
is a material breach.

Where the Contractor commits an act of fraud, negligence or wilful
misconduct in respect of its obligations under this Condition the Authority
shall be entitled to terminate this Contract (whether in whole or in part)
and to claim damages in accordance with DEFCON 514 as though such
breach is a material breach.

General

On termination or expiry of this Contract the provisions of this Condition
excepting 3.1.2 and 3.1.3 above shall continue in force so long as the
Contractor and/or and Sub-contractor holds any MOD ldentifiable
Information relating to this Contract.

Termination or expiry of this Contract shall not affect any rights,
remedies, obligations or liabilities of the Parties under this Condition that
have accrued up to the date of termination or expiry, including but not
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limited to the right to claim damages in respect of any breach of the
Contract which existed at or before the date of termination or expiry.
8.3.

8.3.1. The Contractor agrees that the Authority has absolute discretion
to determine changes to DEFSTAN 05-138 and/or the Cyber Risk
Level. In the event that there is such a change to DEFSTAN 05-
138 or the Cyber Risk Level, then either Party may seek an
adjustment to the Contract Price for any associated increase or
decrease in costs and the Contractor may request an extension of
time for compliance with such revised or amended DEFSTAN 05-
138 or Cyber Risk Level provided always that the Contractor shall
seek to mitigate the impact on time and cost to the extent which
it is reasonably practicable to do so and further provided that
such costs shall not be allowed unless they are considered to be
appropriate, attributable to the Contract and reasonable in all the
circumstances.

8.3.2. Subject to 8.3.1 above, where the Contractor seeks such
adjustment or extension, the Authority will proceed in accordance
with DEFCON 620 or any agreed alternative change control
procedure to determine the request for adjustment or extension.
The Contractor must deliver a Contractor Change Proposal to the
Authority within 8 weeks of the occurrence of the change in
DEFSTAN 05-138 or Cyber Risk Level or such longer period as
may be agreed by the Parties, identifying the impact of that
change and accompanied by full details of the request for
adjustment. For the avoidance of doubt, the Authority shall not
be required to withdraw any Authority Notice of Change which
may have been issued insofar as it relates to DEFSTAN 05-138 or
the Cyber Risk Level whether or not the Contractor Change
Proposal is rejected. In the event that the Contractor does not
agree with the Authority’s determination, then the provisions of
DEFCON 530 or any agreed alternative dispute resolution
procedure shall apply.

8.4. The Contractor shall not recover any costs and/or other losses under or in
connection with this Condition where such costs and/or other losses are
recoverable or have been recovered by the Contractor elsewhere in this
Contract or otherwise. For the avoidance of doubt this shall include but
not be limited to the cost of implementing any upgrades or changes to any
information system or electronic communications network whether in
response to a Cyber Security Incident or otherwise, where the Contractor
is able to or has recovered such sums in any other provision of this
Contract or has recovered such costs and/or losses in other contracts
between the Contractor and the Authority or with other bodies.






image1.jpeg
P>

Construction & Procurement Delivery

Seachadadh Foirgniochta agus Solathair




image2.jpeg
Department of

Finance

An Roinn
Airgeadais

www.finance-ni.gov.uk





