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NOMS Co-Financing Organisation

Publicity regulations for providers and sub contractors

The NOMS Co-Financing Organisation has received over £140 million of European
Social Fund (ESF) money to finance programmes in prisons and in the community
to increase offenders’ opportunities for employment.

The programmes are delivered on behalf of NOMS by a range of providers and sub
contractors across England and Wales.

As a condition of receiving ESF money, NOMS and its contracted providers/sub
contractors are required to make every effort to publicise the ESF contribution
through all available publicity materials.

This requirement is clearly set out in the contract between NOMS and the EU.
In turn, providers and sub contractors are contractually obliged to abide by the
requirement too.

Any provider/sub-contractor not abiding by the requirement risks losing funding. The
ESF regularly audits provider/sub-contractor publicity material and imposes tough
penalties on these organisations that do not comply. British organisations have
been fined over £150 million (combined) for not complying with this requirement. So
far, NOMS and its providers have complied with the requirement but it must
continue to be vigilant to ensure that ESF receives appropriate recognition.

The requirement

The European Commission regulation no 1828/2006 contains full details and
providers/sub contractors must read this document for themselves. It can be found
on the ESF website www.esf.gov.uk. The information below is a summary of the
main points and should not be relied upon for the full picture.

However the main ESF requirements (summarised), plus NOMS’s own
requirements are:

(1) The ESF logo, and mentions of financial support from the EU, must be displayed
when ESF opportunities, activities and achievements are described and/or
publicised. This includes, but is not restricted to, display on the following:

e Allinformation and publicity materials, including websites, e-communications,
correspondence and literature used by participants

e ESF programme documents such as regional ESF frameworks and Co-
Financing plans

e Advertisements, press releases and any media targeted materials

» Display stands and exhibition material

Publicity regulations for NOMS/ESF funded projects

370



(2) Co-Financing organisations and providers /sub-contractors must display ESF
plaques (see below)

(3) Providers and sub contractors must ensure that:

e Information on funding opportunities offered by ESF and match funds is
publicised as widely as possible

e They support other measures to publicise the ESF programme that may be
agreed at national, regional and local levels

e All participants are notified and reminded of EU and ESF support at the start
of and throughout their activity

For NOMS providers and sub contractors this means that offenders must all
be informed at the start of a programme that their support is ESF funded.
Posters and leaflets are provided to prisons and probation trusts

 The ESF logo and EU support are publicised on any document including any
attendance or other certificate (eg course completion)

e Providers must give data about their projects to NOMS for inclusion in the
publicly accessible list of beneficiaries and providers

e Providers and their sub contractors must provide case studies on request to
NOMS for use in publicity

ESF Plaques

All providers and sub-contractors must display an ESF plaque showing the
European flag at their main locations (where more than 50 ESF or Match
participants attend over the lifetime of the project).

The plaque must be clearly visible to staff, participants and other visitors using
the building. Posters cannot be used as a substitute for a plaque.

For more details, providers must read the ESF action note 018/09 on the ESF
website. It is a contractual requirement that a plaque is displayed.
Plaques will be supplied by the NOMS Co-Financing Organisation.

ESF logo

The ESF logo, along with guidance for its use, is available at www.esf.gov.uk.
Organisations must read the guidance before using the logo. The logo
strapline “Investing in jobs and skills” may be used but no other strapline is
permitted.

Publicity regulations for NOMS/ESF funded projects
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NOMS Branding

NOMS logo should also be used on the same items as those to which the ESF
regulations apply. This can include:

Websites

Posters and leaflets

Strategy documents and framework plans
Display stands

The NOMS logo (below) is also governed by guidelines on its use. A copy of
the logo and guidance for use is also available as a pdf in Annex 1:

National Offender
Management Service

Management Service

For more information please contact Internal Communications by email:
communications@noms.gsi.gov.uk.

Publicity regulations for NOMS/ESF funded projects
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Q) The work that we do for NOMS, funded by ESF, is a very small part of our
business. Do we still need to display a plaque?

A) Yes. If you run any NOMS CFO/ESF funded activity, however small, you must
display the plaque.

Q) We are a small sub-contractor organisation and do not have a website. Do
we need to set one up?

A) No, not specifically but if you have any sort of web presence it must include the
ESF logo. However there may be information that you must make publicly available
and if you don’t have a website it must be available in hard copy.

It is important to note that a website is a more cost effective option that providing
printed material and it may be worth considering this as a long term saving
measure.

Q) | have been asked to give a leaflet to every offender that takes part in the
programme. Is this practical?

A) Yes. NOMS will supply the leaflets and further copies are available from your
regional engagement manager. It is a specific requirement that offenders are
informed at the start of their programme that this support receives ESF funding.

Q) Must we have the logo on internal documents or memos?

A) No. it is not necessary for most routine internal documents. However it should be
included on larger high profile documents or committee papers that may have an
external circulation.

Q) Surely the ESF don’t check everything?

A) The ESF has committed a very significant amount of money to this project and in
return they expect that this will be respected by the recipients and the appropriate
recognition given. They make regular checks on publicity material from
organisations of all types and sizes. So far, British organisations have been fined
around £150 million because they did not comply with publicity requirements. In
some cases up to 10% of the total grant has been recalled.

Q) What do | do if | am not sure whether the item needs a logo?
A) If you are a provider please contact NOMS CFO. If you are a sub-contractor

please contact your provider in the first instance. Please check if you are uncertain
as a wrong decision could lead to financial penalties.

Publicity regulations for NOMS/ESF funded projects
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Annex 1 — NOMS Brand Guidance
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Management Service

Foreword

The National Offender Management
Service was launched in April 2008 and is
responsible for the delivery of all probation

and prison services in England and Wales.

This presentation provides instruction on
the use of the new logo for NOMS.

Brand guidance National Offender Management Service

377



Management Service Old NOMS

The old NOMS logo is now
decommissioned. It should not
be used in any circumstances.
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National Offender
Management Service New logo

This is the currrent NOMS logo. It is
recommended that either white or black ;.

should appear as the background colour N »
for the logo as illustrated below. If black Nat|0na| Offender
or white is not available or applying the Management Service

logo over an image background please
choose the correct colour to achieve
maximum contrast.

National Offender
Management Service

Do not place the logo over a busy
background image.

National Offender
Management Service
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National Offender
Management Service

Exclusion zone and

minimum size (English)

In order to maximise its visual presence
space is required around the logo. This
is called an exclusion zone and serves
the purpose of preventing any graphic
element from interfering with the integrity
of the logo.

Exclusion zone

The dimensions of the exclusion zones
are constructed as shown here. Any
graphic element, including type, is only
allowed to bleed up to the edge of the
exclusion zone.

Minimum size

If permission is granted the minimum
size at which the landscape version can
appear is 30mm (200pixels for online
use). In exceptional circumstances, when
the logo needs to be reproduced below
minimum size, the logo should be used
without the Royal Coat of Arms (see page
6). Examples of when this might occur
include co-branding and name badge
branding.

LOgo Size (Engiish)

Py

National Offender
Management Service

X = Exclusion zone
At any scale, the exclusion zone around the logo is the height of the Royal Coat of Arms.

Minimum size — print Minimum size — on-line
National Offender National Offender
Management Service Management Service

1 1 1 |

Minimum 30mm Minimum 200 pixels
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2D

wasanaeth Rheoli

Troseddwyr Cenedlaethol

Exclusion zone and

minimum size (Welsh)

In order to maximise its visual presence
space is required around the logo. This
is called an exclusion zone and serves
the purpose of preventing any graphic
element from interfering with the integrity
of the logo.

Logo Ssize (welsh)

P £y
& b,
= o)
TP D L,
ET MON,

X X
q . <
Gwasanaeth Rheoli
The dimensions of the exclusion zones
graphic element, including type, is only =
allowed to bleed up to the edge of the
exclusion zone. X
Minimum size
If permission is granted the minimum .
size at which the landscape version can X = Exclusion zone
) ) P ) At any scale, the exclusion zone around the logo is the height of the Royal Coat of Arms.
appear is 30mm (200pixels for online
use). In exceptional circumstances,
when the logo needs to be reproduced
below minimum size, the logo should be Minimum size — print Minimum size — on-line
used without the Royal Coat of Arms.
Examples of when this might occur e
include co-branding and name badge . o .
, Gwasanaeth Rheoli Gwasanaeth Rheoli
branding. Troseddwyr Cenedlaethol Troseddwyr Cenedlaethol
1 | 1 |
Minimum 35mm Minimum 270 pixels
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Ntional Offender
Management Service

The simple version

The NOMS logo is made up of two
elements, our name and the Royal Coat of
Arms. These two elements should appear
together as widely as possible. The Royal
Coat of Arms must always appear at the top
of a page.

There are some occasions where it is

acceptable to use the logo without the

Royal Coat of Arms. These are:

e where space is extremely limited

e when the logo is used at the bottom of
the page.

Exclusion zone

The clear space around the logo is known
as the exclusion zone. It makes sure the
logo is prominent and can be seen clearly
whenever it appears. The recommended
exclusion zone is based on the height of the
colour line as shown. No other elements
should appear within this space.

Minimum size

We want to make sure our logo is presented
clearly and consistently. That’'s why we

have created a minimum size. The logo
without the Royal Coat of Arms should
never appear any smaller than 30mm for the
English version and 45mm for the Welsh.

Logo without Royal Coat of Arms

(English and Welsh)

Logo without Royal Coat of Arms exclusion zone (English)

7

X

National Offender
Management Servic

X

Logo without Royal Coat of Arms exclusion zone (Welsh)

Z N

X

Gwasanaeth Rheoli

.

Troseddwyr Cenedlaetho

X

Minimum size — English — print Minimum size — Welsh —print

Gwasanaeth Rheoli
Troseddwyr Cenedlaethol‘

National Offender
Management Service

Minimum 30mm Minimum 45mm

x = Exclusion zone

At any scale, the exclusion
zone around the logo is the
height of the colour line.
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Ntional Offender
Management Service

A clear corporate identity relies on the
consistent positioning of the logo.

We recommend that logo should be
positioned top left in all circumstances.

Take care to follow the exclusion zone
guidelines.

The optimum logo size on an A4 sheet
should be 60mm wide.

For consistent application of

HM Government identities, wherever
possible place them in the top left of
communications, with equal spacing
above and to the left. This will ensure
their prominence while adhering to
the ‘superior rule’ and exclusion zone
guidelines.

These placement rules apply to
both landscape and portrait format
communications.

For documents with a spine, we
recommend that you leave an extra 5mm
of space to the left of the identity, to
ensure that it is clear of the binding.

Placing and size of the logo

12mm 15mm

Ntional Offender
Management Service

15mm

17mm 15mm

“= | National Offender
Management Service
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Ntional Offender
Management Service

Who should use the logo?

Everyone working in NOMS headquarters should use the
new logo. Headquarters covers all regional and national
offices. For example, HR Directorate, Shared Service
Centre and East of England Office. If you work for NOMS
and not in a prison or for a probation board or trust you
should just use the NOMS logo.

If you work in a prison or probation service you should
continue to use the existing logo for HM Prison Service
and Probation Service. These logos should always appear
alongside the NOMS brand. Examples are given overleaf.
However, please continue to use your existing stationery
and stocks.

Any new initiative which is launched or published should
have the NOMS logo and HM Prison Service or Probation
Service logos. Private sector prison providers should also
display the NOMS logo. Instructions for joint branding are
given in this document.
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Ntional Offender
Management Service

How should | use the logo?

e Use the logos provided with this presentation

¢ The logo should be placed on the left hand corner of the publication
¢ Where co-branding is required the logo should be left justified

e The preferred usage of the logo is the landscape version

e There is also a stacked version for specific applications where the
landscape version might not be appropriate

¢ Alogo without the Royal Coat of Arms is also available to use if the
logo cannot be displayed top-left as required.

Logo monotone versions
The NOMS logo should be printed in mono black on all NOMS
publications, or by third parties on co-branded publications

Logo white out versions
The NOMS logo can also be printed white out on NOMS publications,
or by third parties on co-branded publications.

Brand guidance National Offender Management Service
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National Offender How should | use the logo
Management Service with existing brands?

Private sector providers should
also display the NOMS logo as
demonstrated here.

(e
. HM PRISON
National Offender SERVICE

Management Service

Greater
National Offender Man_chester
Management Service Probation Trust
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Ntional Offender
Management Service

The logo must always be produced in the
correct colour, be positioned at the top
and aligned left in relation to any other
elements of a design and must always
be proportionally scaled. No modification
can be made to either the logo or the
Royal Coat of Arms, as any deviation will
undermine the status of the identity.

AL

National Offender
Management Service

National Offender National Offender
Management Service Management Service

Do not

e Alter the proportions of the logo
e distort or stretch the logo
e place the logo at an angle

e reverse out the logo on light colours or use the black logo on
a dark background

e place the logo on backgrounds such as busy photographs that don’t provide the
contrast necessary for readability

e add any additional information, such as a department name

e trim, crop or bleed the logo off the edge of the page.

National Offender National Offend
Management Service Management Se

Leadership and Talent Development

Brand guidance National Offender Management Service 387



Management Service

We recommend the use of two
primary typefaces, Arial for PC and
Helvetica for Apple Mac, for text and
headings in corporate documents. The
recommended minimum type size for
text is 10pt with 14pt leading.

Typefaces

Arial

Arial Regular Arial Bold
Arial Italic Arial Bold Italic

1234567890!@£$%"&*()
abcdefghijkimnopqgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Helvetica

Helvetica Roman Helvetica Bold
Helvetica ltalic Helvetica Bold Italic
1234567890!@£$% N &X()

abcdefghijklmnopqgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
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Ntional Offender
Management Service

The logo should be used on all
stationery either alone (a) or with the
accompanying brands and contact
details positioned to the right (o).
Stationery templates are available in
Microsoft® Word for NOMS employees.
They can be accessed by opening a
new word document on your PC and
choosing an appropriate template.

Stationery templates

(@

SRty
National Offender
Management Service

(b)

National Offender
Management Service

National Offender Management Service
Directorate/Regional Office

Address

Tel

HM PRISON
SERVICE

Public Sector Prisons

HM Prison Service

Directorate name

Cleland House

Page Street

London SW1P 4LN

Tel 020 7123 4567

Fax 020 7123 4567
email:firstname.lastname@hmps.gsi.gov.uk
www.hmprisonservice.gov.uk

Brand guidance National Offender Management Service
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National Offender
Management Service

We recommend that logo should be
positioned top left in all circumstances.

The minimum landscape logo size online
should be 200 pixels wide.

AN
National Offender
Management Service

Example

Online use

Brand guidance National Offender Management Service
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Management Service

@

Contact

Templates are available in Microsoft Word,
Powerpoint and Adobe InDesign.

For further guidance please contact NOMS Communications:

020 7217 2107

communications@noms.gsi.gov.uk

Brand guidance National Offender Management Service
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SCHEDULE K: TRAINING

SPECIAL CONDITIONS: TRAINING AND APPRENTICESHIPS

K1.

Definitions and Interpretations

“Apprentice” means a worker who is party to an apprenticeship agreement as

defined in section 32 of the Apprenticeships, Skills, Children and Learning Act 2009

“Trainee” means a worker who is employed by the Contractor under a contract of

employment which provides for a scheme to allow the worker to obtain a National

Vocational Qualification [or enter here industry-wide recognised qualification] through

paid study away from the workplace, and to obtain the competencies listed in the

Annex to this schedule by working under the direction of experienced workers.

K2.

KS.

K4.

K®.

K6.

K6.1.

K6.2.

The Contractor shall take all reasonable steps to employ Apprentices and/or
Trainees, and report to the Authority the numbers of Apprentices and/or
Trainees employed and wider skills training provided, during the delivery of

this Contract.

The Contractor shall take all reasonable steps to ensure 5% of the employees,
or that a similar specified proportion of hours worked in delivering the
Contract, (which may include support staff and sub contractors) are to be

delivered by an employee on an Apprentice and/or Trainee programme.

The Contractor is required to make available to its employees working on the
Contract, information about the Government's Apprenticeship programme
available at www.apprenticeships.org.uk, and wider skills opportunities

provided by local authorities.

The Contractor shall provide any appropriate further skills training

opportunities for employees delivering the Contract.

The Contractor shall provide a written report detailing the following measures
in the contract management reporting and be prepared to discuss
Apprentices and/or Trainees at contract management meetings:

The number of people during the reporting period employed on the Contract,
including support staff and subcontractors;

The number of Apprentices and/or Trainees and number of new Apprentices

and/or Trainees directly initiated through the procurement process;

OFFICIAL
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K6.3.
K6.4.

K6.5.
K6.6.

The percentage of all employees which are Apprentices and/or Trainees;

Explanation from the contractor as to why the Contractor has not achieved

the specified percentage target of Apprentices and/or Trainees;

Actions being taken to increase the number of Apprentices and/or Trainees;

Other training and skills development being undertaken by employees in

relation to the Contract, including:

work experience placements for 14 to 16 year olds

work experience and work trial placements for other ages.
student sandwich and gap year placements

graduate placements

vocational training

skills training

on-site training provision and facilities.

OFFICIAL
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SCHEDULE L: CONFIDENTIAL CONTRACT INFORMATION
EXCEPTIONS
SPECIAL CONDITIONS: CONFIDENTIAL CONTRACT
INFORMATION EXCEPTIONS

L1. Pursuant to clause 20.1, the Authority declares that the following categories
of contract information are exceptions to the contract information to be published
and the information falling within these categories is to be considered Confidential

Information:

(a) None
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SCHEDULE M: EUROPEAN SOCIAL FUND PUBLICITY AND
AUDIT REQUIREMENTS
SPECIAL CONDITIONS: PUBLICITY AND AUDIT
REQUIREMENTS

M1. Where the Authority identifies duties to be undertaken by the Contractor under
this Contract that are supported directly or indirectly by the European Social Fund,
the Contractor shall comply with this Schedule in relation to those duties.

M2. The Contractor shall comply with Articles 8 and 9 of the European Commission
Regulation number 1828/2006 (“the Regulation”). The Contractor shall include
equivalent reference to the Ministry of Justice and the National Offender
Management Service as that given to the European Social Fund in all materials
relevant to compliance with those Articles.

M3. The statement to be used in compliance with Article 9 (c) of the Regulation shall
be “Investing in jobs and skills”.

M4. The Contractor shall make financial records and supporting documents to
comply with the standards described in Article 15 of the Regulation. The

duration for which these records and supporting documents are maintained by the
Contractor shall be at least twelve (12) years after the final payment of all sums due
under the Contract, or such longer period as may be agreed between the parties.

M5. The Contractor shall co-operate with the Authority and other bodies in
connection with audits conducted pursuant to Article 16 of the Regulation.

M6. The Contractor shall provide sufficient relevant information to the Authority to
allow it to comply with Article 7.2 (d) of the Regulation when demanded with
reasonable notice.

M7. Where the Contractor sub-contracts any duties referred to in paragraph M1 the
Contractor shall ensure that it imposes on its sub-contractors equivalent compliance
obligations to which it is subject by this Schedule.

M8. The Contractor shall give due regard to the “Guidance for providers and sub-
contractors for Publicity requirements for NOMS/ESF Funded Projects” issued by
NOMS from time to time, and shall make this Guidance available to its
subcontractors.

M9. The Contractor shall indemnify the Authority and keep the Authority indemnified
fully against all claims, proceedings, actions, damages, costs, expenses and any
other liabilities which may arise out of, or in consequence of the Contractor’s failure
to comply with this schedule.
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N1.

N1.2.

N1.3.

N1.4.

N1.5.

N1.6.

N1.7.

N1.8.

SCHEDULE N: EUROPEAN SOCIAL FUND
SPECIAL CONDITIONS: EUROPEAN SOCIAL FUND

DATA MANAGEMENT

To be permitted to have any type of access to NOMS data, or to use the ARC
Gateway and CATS software, it is a condition that all Data Users have
completed and signed the appropriate forms. The 2 Appendices attached

show the new forms:
Appendix 1: Form A1 NOMS Data Usage Agreement

Appendix 2: Form A2 CATS Security Operational Procedure

All Contractor, Sub-contractor (as applicable) or other staff with any type of

access to NOMS data must fully complete and sign form A1.

Standard CATS users must fully complete and sign forms A1 and A2 and

must have completed the training provided by the Authority.

All fully completed and individually signed forms are to be retained by the

Contractor to enable spot checks to be carried out by the Authority.

The Contractor must ensure that forms are reviewed by users on an annual

basis, with email acceptance that they have done so.

All forms are subject to change from the Authority, throughout the lifetime of

the project.

The Contractor must indicate acceptance of the terms of the Data Sharing
Agreement set out at Appendix 3 to this Schedule N by signing the

Agreement where indicated.

The Contractor must provide the Authority with a list of Contractor Staff that
have been authorised to request new CATS user accounts before any CATS
users can be created on the system. This list is attached at Appendix 4.
Contractor Staff will be considered to have “Authority to Approve” provided
that they:

N1.8.1.are cleared to SC (Security Check) level,
N1.8.2. are listed within Appendix 4 to this Schedule;
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N1.9.

N1.10.

N1.11.

N1.12.

N1.13.

N2.

N2.1.

N3.

N1.8.3.and have completed, signed and returned to the Authority a copy of
the Authority to Approve User Form, as available from the Authority and
updated from time to time.

Contractor Staff with Authority to Approve must submit new CATS user

account requests to the NOMS CFO Helpdesk. Once delivery locations are

defined, an NUA (New User Application) form will be given to the Contractor
to allow new user details to be submitted. The Authority will not accept new

CATS user account requests sent by any other means or by Contractor Staff

without Authority to Approve.

Contractor Staff with Authority to Approve must sign the statements within the
NUA form (as available from the Authority and updated from time to time)

before a CATS account is created for a user.

The Contractor must ensure that there are appropriate mechanisms in place
within their organisation to notify the Authority within 5 working days, via the
NOMS CFO Helpdesk, of any Contractor Staff with a CATS user account who
cease to work on the Services provided by the Contractor under this Contract
so that CATS user accounts can be disabled. The Contractor acknowledges
that removing CATS user accounts from the system in a timely manner is an
important requirement in respect of maintaining the security and performance
of the CATS system.

The Contractor must provide assurance to the Authority that security vetting
checks have been undertaken on all staff where it is required, and ensure that
evidence of this for existing staff is available on request to allow the Authority

to perform sample checks to assure compliance.

In the event of a suspected security breach, the Authority reserves the right to
suspend any CATS user accounts in relation to that breach.

CATS DOCUMENT UPLOADS

The Contractor shall ensure that all CATS users sign the relevant statement
provided by the Authority that certifies any scanned documents uploaded to
CATS are a true and accurate copy of the original. The Contractor must

actively ensure that Contractor Staff are compliant with this requirement.

CATS ACCESS FOR OFFENDERS AND EX-OFFENDERS

OFFICIAL

397



N3.1.

N3.2.

N4.

N4.1.

N4.2.

N4.3.

N4.4.

N4.5.

The Contractor acknowledges that the Authority does not permit access to
CATS to offenders, regardless of whether or not they are employed by the
Contractor in the delivery of Services under this Contract or any other
Contract with the Authority, including those relating to the NOMS CFO ESF

programme.

The Authority will permit access to CATS for ex-offenders who are employed
by the Contractor in the delivery of Services under this Contract subject to the
Contractor completing a risk and impact assessment which must be
submitted to, and approved by, the Authority. This must take place prior to
any new CATS user requests being raised by the Contractor and must take
into account whether their personal information is held on the system and
how the integrity of the CFO programmes and individuals data will be

maintained.

CATS TRAINING

The Contractor acknowledges that the successful completion of CATS
training is mandatory for all users of the system before they will be permitted

access to it by the Authority.

Training sessions will be provided by the Authority at set regional locations,
using a set timetable of dates with places available on a first come, first

served basis.

In the event that training sessions become over-subscribed, extra training

sessions will be made available by the Authority where possible.

The Contractor must ensure that Contractor Staff are available for the whole
training session. The Contractor acknowledges that any Contractor Staff who
are unable to complete the full session will not be allowed access to CATS.
The Authority will make details of start and end times for the training session

available at the publication of training dates.

In the event that any Contractor Staff are unable to complete the full training
session, or that any Contractor Staff fail to attend a booked training session,
then the Contractor agrees to reimburse the Authority the cost of the NOMS
CFO staff time up to the ESF daily rate, along with any travel and subsistence

costs, associated with the training.
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N4.6.

NS.

N5.1.

N5.2.

N5.3.

N5.4.

The Contractor acknowledges that Contractor Staff need to demonstrate a
satisfactory level of competence in using CATS, for their role. If the Authority
is not satisfied with the standard of CATS knowledge, the individual(s) will be
denied access to the system and will be required to attend further training

until a satisfactory level of competence is demonstrated.

EUROPEAN SOCIAL FUND AND OTHER FUNDING

The Contractor shall observe the European Commission's and the Managing
Authority’s publicity requirements and regulations regarding ESF projects, as
amended from time to time and available from the Managing Authority. The
Contractor shall ensure that sufficient publicity is given to all ESF supported
activity so that Participants and the general public are made aware of ESF

and what it has achieved.

Upon request by the Authority, the Contractor shall provide a copy of its
formal publicity policy clearly setting out the publicity arrangements used by
the Contractor and its Subcontractors (if any). Whether or not a copy of the
foregoing policy is requested by the Authority, the Contractor shall retain
copies of its policy (as revised from time to time) as part of the Contractor's
record keeping obligations in accordance with the Administrative Instructions.
The Contractor shall be required to adhere to the Publicity Regulations for
NOMS/ESF Funded Projects, as amended from time to time, which can be
found in Schedule J Management and Monitoring Information Appendix G
(Publicity regulations for NOMS/ESF Funded projects).

The Contractor shall within four (4) weeks of expiry or termination of this

Contract provide evaluation information to the Authority which:

N5.3.1.summarises the project, focusing on how it has helped to achieve the
project objectives set out in Schedule G Specification; and

N5.3.2.is concise, being no more than one A4 page in length; and

N5.3.3.indicates whether the objectives have been fully achieved or only
partly achieved and sets out any other relevant issues in this context.

The Contractor acknowledges the obligation the Authority has to evaluate all

ESF projects by ESF measure and to submit, within strict timescales, a final

claim to the Managing Authority including an assessment of performance in

each of the measures. Accordingly, the Contractor agrees that time shall be

of the essence in relation to its obligation under Clause N5.3 above.
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N5.5.

N5.6.

N5.7.

N6.

NG.1.

N7.

N8.

The Contractor understands and shall comply with the regular ESF
management information reporting obligations set out in the ESF Regulations
as available from the Managing Authority and updated from time to time. The
Contractor acknowledges that the Authority depends on timely provision of
this information in order to claim and receive ESF funds from the Managing
Authority.

The Contractor shall indemnify and keep indemnified the Authority in respect
of any and all costs, claims and losses howsoever incurred resulting from any
breach by the Contractor of this Clause N5. The Contractor's liability under
this indemnity is not limited under Clause 34 of the General Terms and

Conditions.

The Contractor has an obligation to ensure that complies at all times with the
ESF Regulations as available from the Managing Authority or otherwise and
updated from time to time. The Authority will use the rights and remedies
contained within this Contract to address any breach of the ESF Regulations

by the Contractor.

RETENTION OF RECORDS

The Contractor shall refer to Schedule J Management and Monitoring

Information on details relating to the retention of records for this Contract.

CONTINGENCY ESF CONTRACT AREAS

North West

South East

Yorkshire and Humberside
East Midlands

London

East of England

North East

South West

© o N O 0w h =

AUDIT
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N8.1.

N8.2.

N8.3.

N8.4.

Article (60) of Commission Regulation 1083/2006 requires an audit trail to be
established. Article 15 of the Commission Regulation 1828/2006 outlines the
criteria which must be met in order that the Authority may satisfy the

Commission of an acceptable audit trail.

The Contractor shall be subject to a programme of audit visits at which their
costs and claims and adherence to contract will be reviewed (these visits

shall be applied to both Contractors and sub-contractors as appropriate).

The Authority will conduct audits on a number of areas, including but not

limited to:

N8.3.1.To ascertain if the Contractor is delivering the Service as contracted
for by the Authority within this contract, including but not limited to Schedule
H Pricing and Payment, Schedule G Specification and Schedule GB:
Contractors Tender including Budget Profile Template and Clarifications,
Participant Throughout Profile Template and Financial Profile.

N8.3.2.To ensure DAF claims are claims which are eligible under the DAF
rules, including to verify if the claim is relevant to the participant’s job aims
(further to Schedule H Pricing & Payment).

N8.3.3.To ensure that publicity materials are they compliant with any and all
applicable ESF rules and regulations.

N8.3.4.To ensure that ESF plaques prominently displayed and in compliance
with any and all applicable ESF rules and regulations.

N8.3.5.Prisoner interviews.

N8.3.6.To ensure the Contractor's management of Subcontractors is in line
with Schedule P Market Stewardship Principles.

N8.3.7.To ensure that the relevant requirements in respect of document
retention are being met.

N8.3.8.To scrutinise the Contractor's quality management systems and
procedures.

N8.3.9.To scrutinise the Contractor’s risk management and mitigation policies
and processes.

If, in the opinion of the Authority, an audit highlights an element of the

Contractor’s delivery of the Services (whether or not mentioned in N5.3) the

Authority will take the steps shown in Schedule R Performance Management
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A1 NOMS - Data Usage Agreement
(Staff with access to data, or to systems holding data related to individuals)

Area of control

All Staff

Personnel
Security
(Access,

Identification and
Authentication)

Before working with NOMS data / systems you must hold a minimum of Baseline Personnel Security Standard (BPSS) or, if you are responsible for working
directly with offenders, you must hold a minimum of Baseline Personnel Security Standard (BPSS) and appropriate DBS check. Should your clearance lapse, or
for any reason you are unsure regarding the status of your clearance, you should raise this with your line manager.

Failure to comply with this Data Usage Agreement may lead to criminal prosecution or civil redress being taken against the individual who is believed to have
contravened this Data Usage Agreement.

Personnel
Security
(Training and
Awareness)

You must re-acknowledge agreement to the latest version of this Data Usage Agreement on an annual basis or following any updates
If you have line management responsibilities, you must ensure that all your staff that use NOMS data / systems carry out their responsibilities in support of
information security and are aware of, and familiar with, all relevant security policies as per the contract with NOMS

System Security
(Data Handling)

Do not allow unauthorised personnel to observe NOMS data / systems.

You should only use the NOMS data / systems for the businesses purposes for which it is intended. Data must not be used for any other purpose.

You must only access NOMS data / systems from a secure location (as defined by your employer’s local policies) using equipment provided by your employer.
You must apply NOMS data handling procedures to any information processed, taking careful account of the sensitivity of the information.

You must follow a ‘clear desk policy’ and store hard-copy data in lockable, secure containers, with restricted access, when it is not in use.

You must destroy paper documents as soon as they are no longer required in a shredder with cross-shredding functionality.

Records in any format that contain personal or sensitive information must not be removed from your office location without prior agreement from your line
manager.

You must not divulge any information after cessation of employment.

v1.01
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Physical &
Equipment
Security

Printers utilised for NOMS data / systems must be located within sight of the computers to which they are attached or be operated by secure PIN or similar
secure functionality.

Terminals and workstations must have their screen locked when not in use.

You must retrieve NOMS data that is printed immediately; information must not be left unattended.

The shut-down procedures must be followed at the end of the day, or whenever the room is left unattended, to ensure cleaners or other visitors have no access
to unauthorised information or assets. If you are the last person in the office you must ensure no classified material is left on display and that the area is left
secure before leaving.

Cleaners and visitors must be supervised according to local policies, including where systems are in use or participant data is not secured

Communications

If you send personal or sensitive information to NOMS or another recipient, the data is your responsibility until the receiver verifies that the data has been
received and has not been compromised (opened or tampered with). It is your responsibility to ensure that the recipient address is correct before sending

(Sending / information.
Receiving) Appropriate tracking should be used for sending information between locations such as utilising a courier service or Royal Mail Recorded / Special Delivery —
though it should be remembered that the Recorded Delivery tracking service provides limited information.
Email NOMS data must only be sent to authorised recipients. It is your responsibility to ensure the recipient email address is correct.

Communications

Personal or sensitive information transferred by email, must be done so securely (e.g. utilising www.cjsm.net or the GSi network)

Security Incident

You must be aware of and comply with the Incident Management procedure (Page 3 of this document set)

You must report any incident involving a suspected or known security breach involving personnel, hardware, software, communications, document or physical
security as per the procedure outlined in “Incident Management Procedure” (Page 3 of this document set) within one hour of discovering the loss or
compromise.

Reporting You must report any suspected malicious code or viruses present on systems utilised to process NOMS data to your local data protection officer and NOMS
CFO Helpdesk (01925 423423). If you suspect a virus is present on your terminal, either:
[1]1 Turn the computer off and place a label on the terminal stating that the machine has a virus infection and must not be used; or,
[2] If operationally possible, leave the system switched on in its infected condition and mark the system and any associate storage media with a label stating
that the machine has a suspected virus.
v1.01 02/11/2014
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Incident Management Procedure

Personal data relates to any information which identifies an identifiable living individual, including any expression of opinion about that
person or expression of intentions towards them. Personal data compromise can occur through theft, loss or deliberate or unintentional
damage or destruction.

The list below is not exhaustive but examples include:

O

O

@)

@)

O

O

Loss of a participant files / paperwork, or one turning up where it should not be;

Information missing in the post or from a fax transmission;

Theft of a computer or memory stick containing personal data (Note: no data relating to participants should be held on or used
with unapproved devices);

Loss of a mobile phone containing personal data;

Deliberate or accidental disclosure of personal data;

Leaving a computer disk or laptop containing personal information on a train or in any non-secure environment.

How “significant” a compromise is will depend on a number of factors and on the individual circumstances of a case. In all cases of data

loss or compromise in relation to the delivery of the NOMS CFO contract, you must:

O

v1.01

Immediately inform your local data protection officer and the NOMS CFO Helpdesk (01925 423 423) within one hour of
discovering the loss or compromise. Do not send an email and assume it has been received, make a call and confirm that
notification has been given.
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Within the first day of becoming aware of the loss or compromise you must investigate the cause, effect and extent of the breach
utilising the incident reporting form that will be issued to you by the CFO Helpdesk. While some assessment of the significance of the
loss will only be apparent after this investigation, it is important that all losses or potential losses are reported immediately (within one
hour), without waiting for the results of investigations or risk assessments.

The investigation should cover the following points:

@)

@)

O

O

@)

Numbers of individuals affected;

Type of data compromised (e.g. personal data, sensitive corporate data, non-sensitive data);

Circumstances of the incident (including physical environment, time of day);

Whether the incident concerns or affects other organisations;

Full assessment of the possible risks arising, covering risks to data subjects, the public, Ministry of Justice or government
operations and reputation;

You are advised to keep notes, especially if the incident is complex or developments are moving fast and details need to be captured.

Report the results of the investigation to NOMS CFO, without delay.

Use all reasonable efforts to rectify the cause of such breach.

Data loss is a sensitive issue and a local incident may be of national media interest. All communication concerncing the incident outside
NOMS such as public or media must be cleared through NOMS CFO who will liaise with the MoJ Press Office.

02/11/2014
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Next steps will include recommendations on whether and how to inform data subjects (those whose data has been lost / compromised)
or other parties. These should be based on an objective and accurate assessment of the statutory duties, the potential risks and the
benefits of disclosure. The decision concerning whether to inform the Information Commissioner's Office and the Police needs to be
made in liaison with the MoJ Information. For example if the incident involves risk information or where the loss involves possible theft of

data from premises or systems.
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Your local data protection officers are:
Organisation Name and Role Contact Details
*** Provider To Complete *** *** Provider To Complete *** *** Provider To Complete ***
*** Provider To Complete *** *** Provider To Complete *** *** Provider To Complete ***
*** Provider To Complete *** *** Provider To Complete *** *** Provider To Complete ***

By signing below | acknowledge that | have read the NOMS Data Usage Agreement (DUA) policy and Incident Management Procedure for CFO
funded programmes and NOMS provided IT systems and agree to be bound by them. | also agree to comply with any organisational and local
policies that are not covered, but do not conflict with the above agreement.

Name: Date:

Signature:

v1.01 02/11/2014
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A2 CATS - Security Operating Procedures (All CATS Users)

Area of control

All Staff

Personnel
Security

(Access,
Identification
and
authentication)

Before working with CATS data you must hold a minimum of Baseline Personnel Security Standard (BPSS) or, if you are responsible for working directly
with offenders, you must hold a minimum of Baseline Personnel Security Standard (BPSS) and appropriate DBS check. Should your clearance lapse, or
for any reason you are unsure regarding the status your clearance, you should raise this with your line manager.

You will only be given an account to access CATS once you have completed the latest New User Agreement (NUA) form and this has been approved
and you have completed the required training.

Do not allow unauthorised personnel access to the CATS system or information.

Do not share your system access credentials with other personnel.

Do not allow unauthorised users to observe your screen.

Do not allow any person to observe you entering your system credentials. Failure to comply with these Security Operating Procedures may lead to
criminal prosecution or civil redress being taken against the individual who is believed to have contravened these Security Operating Procedures.

Personnel
Security

(System Use)

Do not exceed, or attempt to exceed your given access privileges.

Personal or sensitive data should not be downloaded from CATS to any un-secure (non-government accredited) system.
Personal or sensitive data should not be transferred to an un-secure USB memory stick or any other removable device (e.g. CD).
You must not make or attempt to make any change to the configuration of the system.

The following password policy applies to the CATS system:

Passwords must be at least 8 characters and consist of a mixture of upper and lower-case letters, numbers and symbols.

Pg;i?j?irt';l e Passwords must be changed at least every 90 days or after auditing, and they cannot be re-used.
(Passwords) e You must not use the same password as for other systems. Passwords must be difficult to guess.
e Passwords should not be written down.
e CATS, and the ARC Gateway used to access CATS, must be accessed using different passwords.
Personnel e You must re-acknowledge agreement to the latest version of these Security Operating Procedures on an annual basis or following any updates.
Security e If you have line management responsibilities, you must ensure that all your staff that use CATS carry out their responsibilities in support of information
(;I-\lzial:'iennge::;j security and are aware of, and familiar with, all relevant security policies.

System Security

You must apply NOMS data handling procedures to information processed by the CATS system, taking careful account of the sensitivity of the

v1.01
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Area of control

All Staff

(Data Handling)

information.

Data should only be printed when there is a business need, and should be labelled and handled with their appropriate Security Classification.

You must follow a ‘clear desk policy’ and store hard-copy information in lockable, secure containers, with restricted access, when it is not in use.

You must destroy paper documents as soon as they are no longer required in a shredder with cross-shredding functionality.

Records in any format that contain personal or sensitive information must not be removed from your office location without prior agreement from NOMS.

System Logging

The system records: login attempts; data views; data deletions; data amendments; reports run for management, audit, security and data integrity
purposes.

Physical &
Equipment
Security

Your user terminal for accessing CATS must be located in a provider approved, secure area — if you are unsure, speak to your line manager.

Check the user machine on a daily basis for evidence of tampering or suspicious devices attached to it. Report suspicious activity to your line manager.
Screens must be angled or positioned so that information displayed cannot be viewed through windows or open doorways. Semi-opaque films or blinds
should be used if the physical location can not be adjusted to protect screens.

Printers connected to CATS must be switched off after each use, or upon office closure if shared, to ensure the internal memory of the printer is wiped.
You should invoke the screensaver on the terminal used to access CATS (press ‘windows’ key + L) when left unattended.

By signing below | acknowledge that | have read the CATS Security Operating Procedures (SyOPs) and the preceding document sets

(A1) and agree to be bound by them. | will also agree to comply with any organisational and local policies that are not covered, but do not

conflict with the above agreement.

Name:

Signature:

v1.01
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MIﬂIStr Of Data Sharing Agreement

_IUSTICE

National Offender
Management Service

THIS AGREEMENT is made the 1st day of April 2015
BETWEEN

THE SECRETARY OF STATE FOR JUSTICE of 102 Petty France, London SW1H 9AJ (*“MoJ”) (“the
Authority”)

AND

Ixion Holdings (Contracts) Limited, Halford House, Coval Lane, Chelmsford, Essex, CM1 1TD,
(“the Data Recipient”)
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0. Background:

(A) This Agreement articulates;

The sharing of data between the National Offender Management Service (NOMS) Co-Financing
Organisation (CFQO), and Ixion Holdings (Contracts) Limited

(B) For the purposes of this Agreement the Authority will be a Data Controller and the Data Recipient will
be a Data Controller;

(C) The Authority and the Data Recipient will both be responsible for compliance with the Data Protection
Principles under the Data Protection Act 1998 in relation to the Shared Information and this
Agreement exists to provide a framework for that compliance.

IT IS NOW AGREED as follows:

1. Definitions and interpretation

1.1 In this Agreement the following words and phrases shall have the following meanings, unless
expressly stated to the contrary:

a.

b
C.
d

“Act’” means the Data Protection Act 1998, as amended;

. “Data Controller’ has the meaning in section 1(1) of the Act;

“‘Data Processor” has the meaning in section 1(1) of the Act;

. “Data Protection Legislation” means the Data Protection Act 1998, the EU Data Protection

Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications
(Lawful Business Practice) (Interception of Communications) Regulations 2000 (S| 2000/2699),
the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic
Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating
to Processing of personal data and privacy, including where applicable the guidance and codes
of practice issued by the Information Commissioner;

. “Data Subject” has the meaning in section 1(1) of the Act;

“‘Data Recipient” has the meaning of the organisation/person receiving the data in this
Agreement;

. “Environmental Information Regulations” means the Environmental Information Regulations

2004, as amended, together with any guidance and/or codes of practice issues by the
Information Commissioner or relevant Government Department in relation to such regulations;

. “FOIA” means the Freedom of Information Act 2000, as amended;

“NOMS CFO Contract’ means NOMS Co-Financing Organisation (CFO) provision for the
European Social Fund (ESF) 2014-2020 Operational Programme

“Parties” means the parties to this Agreement, namely the Authority and the Data Recipient;

. “Participants” are offenders eligible for ESF provision and delivery under the associated NOMS

CFO Contract
“Personal Data” has the meaning in section 1(1) of the Act;

. “Project” means the steps described in Clause 6 of this Agreement comprising ;

Delivery of the NOMS CFO Contract that has been awarded to the Data Recipient, by NOMS
CFO.

. “Processing” has the meaning in section 1(1) of the Act;

. “Request for Information” means a request for information or an apparent request under FOIA

or the Environmental Information Regulations;

Data sharing agreement (01.11)
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1.2

1.3

1.4

1.5

2.2

23

24

p. “Responsible Information Asset Owner’ means an individual occupying the position of
Information Asset Owner within the Authority, who has asset ownership obligations in relation to
the Shared Information;

g. “Shared Information” means the information to be shared as set out in Clause 5 of this
Agreement.

In this Agreement:

a. the masculine includes the feminine and neuter;

b. person means a natural person;

c. the singular includes the plural and vice versa;

d

. areference to any statute, enactment, order, regulation or other similar instrument shall be
construed as a reference to the statute, enactment, order, regulation or instrument as amended
by any subsequent statute, enactment, order, regulation or instrument or as contained in any
subsequent re-enactment.

Headings are included in this Agreement for ease of reference only and shall not affect the
interpretation or construction of this Agreement.

References in this Agreement to Clauses, Paragraphs and Annexes are, unless otherwise provided,
references to the Clauses, Paragraphs and Annexes of this Agreement.
In the event and to the extent only of any conflict or inconsistency between:

a. the provisions of the Clauses and the provisions of the Annexes, the provisions of the Clauses
shall prevail; or

b. the provisions of this Agreement and the provisions of any document referred to or referenced
herein, the provisions of this Agreement shall prevail.

Introduction and aims

The sharing of data allows for information owned by NOMS, such as data held on the Case
Assessment and Tracking System (CATS) to be utilised by the Data Recipient to fulfil the
requirements of delivering the NOMS CFO funded ESF programme, and for no other purpose.
The sharing of data allows the Data Recipient to utilise CATS, which allows for:

= Compliance with the contractual requirement of recording all information for a participant, that
relates to the NOMS CFO Contract delivery on CATS.

= Easier sourcing of participants who may be eligible to enrol on the programme.
= Better compliance with ESF Audit requirements
= Uploading and storage of scanned information (including evidence) relating to participants.

If there is no signed data sharing agreement in place, delivery of the NOMS CFO Contract by the
Data Recipient will not be possible

The steps comprising the data share are set out in Clause 6. This Agreement does not relate to any
data sharing between the Parties not forming part of the Project/data share.

Commencement and term

This Agreement shall commence upon signature by the Parties and shall continue in effect until the
data share has been completed in accordance with the requirements of this Agreement unless
otherwise subject to earlier termination in accordance with Clause 25.
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4. Representatives

4.1 The Parties will each appoint a representative to be the primary point of contact in all matters relating
to this Agreement:

Name: I
Title: Lead Manager (ICT / CATS)
Address: NOMS CFO, 1st Floor, Unit 1100 Daresbury Park, Warrington, WA4 4HS

ro. I
ro. I
e

For the Data Recipient:

ame: [N

Title: Strategic Business Development Director

Address: Halford House, Coval Lane Chelmsford Essex CM1 1TD

ol I
ro I
R ——

4.2  The Parties agree that these nominated representatives will correspond at regular intervals
throughout the Project/data share to discuss activity in general and will provide updates to each
other

on matters of mutual interest.

4.3 The persons who will be supervising the Processing of the Shared Information are [Gary Kernaghan
Strategic Business Development Director].

4.4  The persons who will be Processing the Shared Information are [Gary Kernaghan Strategic Business
Development Director].

4.5 The persons who will have access to the Shared Information are [Complete if this is different to
those who will process the information

Shared Information
5.1 The information to be shared under the Project/data share consists of the following:

Information held on CATS that is relevant to the Data Recipient (i.e. is due to be on their caseload,
has been on the caseload, or is within the remit of being on their caseload)

All information held by the Data Recipient and controlled by them relating to participants being
worked with on the programme, or have been identified as potentially eligible. Individual signed
consent will need to have been obtained for this prior to any information being entered on CATS.

5.2 The Government Security Classification (GSC) for the data being shared is OFFICIAL.

5.3  Parties carrying out the functions outlined in this Agreement should make themselves aware of, and
adhere to, their organisation’s information security policies and procedures in regards to handling
data in a manner appropriate for the assigned GPM.
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5.4

5.5

Where practitioners are unable to comply with their organisations policies regarding the safe and
secure transfer of information they must ensure that a risk assessment is undertaken by their
Information Security/Governance department at the earliest opportunity. Alternative secure methods,
as identified within the organisation’s policy, must be used until such time as the risk assessment

has been undertaken.

A generic list of agreed methods for the safe and secure transfer of personal information is
documented within Annex 1. Only data classified as Official should be processed for the NOMS CFO
Contract.

The project/data share

The data share will consist of the following steps of which the Parties are both in agreement and
acknowledge their respective obligations:

NOMS CFO will supply through CATS, a list of offenders that are potentially eligible to enrol on the
project where available.

NOMS CFO will supply, where available and appropriate, associated data relating to offenders that
will assist with the delivery of the NOMS CFO Contract, such as date of birth, gender, location and
ethnicity. Local agreements may be required with Prisons, Probation Trusts and Community
Rehabilitation Companies to access any data they own or process.

As a minimum the following information, where known, will be made available by NOMS through the
Case Assessment and Tracking System.

= Location
= |dentifiers (Prison No, CRO Number)
=  Gender

= Surname

= Forename(s)

= Date of Birth

= Nationality

= Ethnic Group

» Sentence Information (i.e. Main Offence, Sentence Length)
» Release Information

» Address Information

All data input into CATS is the sole property of NOMS CFO and should not be utilised by anyone
else. Dependant on transfers from region to region, data available within CATS may have been
updated by other Data Recipients but should be maintained and handled in the same way.

This data shall only be used by the Data Recipient for the purpose of delivering the NOMS CFO
Contract awarded. Working with the participant, deciding the course of action to take with them,

identifying their needs and requirements and working with them in a safe and secure manner. All
relevant data associated with the offender will be input on CATS.

Should any consent be withdrawn, the NOMS CFO Helpdesk should be informed immediately by
telephone: 01925 423 423 or by email: cfo-helpdesk@noms.gsi.gov.uk

Legal basis

The Shared Information is provided for the following purposes:

= To allow the Data Recipient to identify potentially eligible offenders.
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7.2

= To allow for synchronisation of this data, keeping it relevant and up to date; in-line with the Data
Protection Act 1998

= To access and maintain data that has been input by other data recipients on behalf of NOMS,
where the case has transferred to the data recipient

= To accurately deliver and underpin the programmes requirement which will influence the
development of policies relating to the management of offenders.

The data share will allow the Data Recipient to receive core information relating to offenders that
would normally have to be manually obtained through access to the P-NOMIS and N-Delius
systems.

The legal basis for sharing this information is the Offender Management Act 2007, section 14.

The processing of personal and sensitive personal information is primarily governed by the Data
Protection Act 1998 which establishes a legal framework of rights and obligations to protect personal
information concerning living individuals only. The first data protection principle contained in

Schedule 1 to the Act requires data processing (which includes data sharing) to be fair and lawful and,
in particular, requires one of the conditions in Schedule 2 to be satisfied and, in the case of sensitive
personal data, one of the conditions in Schedule 3.

The lawful basis for this share is identified above. The share is considered to be fair because for the
purpose of this Agreement, reliance is placed upon (where required) explicit consent for both
Schedules (where required). For the purpose of this Agreement, reliance is placed upon:

Schedule 2, paragraph 5(c) and Schedule 3, paragraph 7(1)(c) of the Data Protection Act 1998 which
sets out that data can be shared if it is necessary for the exercise of any functions of the crown, a
minister of the crown or a government department.

Schedule 2, paragraph 6 of the Data Protection Act 1998 which sets out that the processing is
necessary for the purposes of legitimate interests pursued by the data controller or by the third party
or parties to whom the data are disclosed, except where the processing is unwarranted in any
particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data
subject.

Government Departments must comply with the Human Rights Act 1998 which, among other things,
protects a person’s right to respect his private and family life, his home and his correspondence. Any
interference with this right is conside