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(1) ENVIRONMENT AGENCY

AND

(2) SECRETARY OF STATE FOR ENVIRONMENT, FOOD AND RURAL AFFAIRS

ACTING THROUGH THE CENTRE FOR ENVIRONMENT, FISHERIES AND AQUACULTURE
SCIENCE

SERVICE LEVEL AGREEMENT




THIS AGREEMENT is made on the

BETWEEN:

DocuSign Envelope ID: C18CD0D4-BFE2-4574-8F28-2D930819011A

1 April 2023

(1) Environment Agency of Horizon House, Deanery Road, Bristol, BS1 5AH (“the Customer”)

AND

(2) THE SECRETARY OF STATE FOR ENVIRONMENT, FOOD AND RURAL AFFAIRS of Seacole

WHEREAS:

Building, 2 Marsham Street, London, SW1P 4DF, acting through the
Centre for the Environment, Fisheries and Aquaculture Science (“the
Contractor”).

The Contractor has experience and expertise in Marine Science and the hosting and support of

associated secure databases.

The Customer has a requirement for access to the STARFISH database with associated system

administration and support services.

This Agreement sets out the terms and conditions on which the Contractor will supply the services,

described in Annex 1 to the Customer.

ITISHEREBY AGREED as follows:

1. INTERPRETATION AND DEFINITIONS

1.1 In this Agreement, unless the context requires otherwise, the following words and phrases shall
have the following meanings:

“‘Agreement”

“Datau

“DPA 2018”

“Controller, Processor,
Data Subject, Personal
Data, Personal Data
Breach, Data Protection
Officer”

“Data Loss Event”

“‘Data Subject Access
Request”

means this Service Level Agreement including Annexes 1-7 (inclusive)
between The Contractor and the Customer incorporating these terms
and conditions. These terms and conditions prevail over any other
terms and conditions which the Customer has or may issue.

the qualitative and quantitative content of the database and associated
systems including the facts and statistics collected together for
reference or analysis and information about the data (the metadata).

means the Data Protection Act 2018;

take the meaning given in the UK GDPR.

means any event that results, or may result, in unauthorised access to
Personal Data held by the Processor under this Agreement, and/or
actual or potential loss and/or destruction of Personal Data in breach
of this Agreement, including any Personal Data Breach.

means a request made by, or on behalf of, a Data Subject in
accordance with rights granted pursuant to the Data Protection
Legislation to access their Personal Data.
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‘UK GDPR”

“Sub-processor”

“Force Majeure”

“Intellectual Property”

“Law

“Party"

“Personal Data”

“Price”

“Protective Measures’

“Services”

means the (Regulation (EU) 2016/679) of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons
with regard to the Processing of personal data and on the free
movement of such data as it forms part of the law of England and
Wales, Scotland and Northern Ireland by virtue of section 3 of the
European Union (Withdrawal) Act of 2018.

means any third Party appointed to process Personal Data on behalf
of the Processor related to this Agreement

means any circumstance outside a Party’s reasonable control,
including, but not limited to, acts of God, flood, drought, earthquake or
other natural disaster or extreme weather, epidemic or pandemic,
terrorist attack, civil war, civil commotion or riots, war, threat of or
preparation for war, armed conflict, imposition of sanctions, embargo,
or breaking off of diplomatic relations, nuclear, chemical or biological
contamination or sonic boom, any law or any action taken by a
government or public authority, including without limitation imposing an
export or import restriction, quota or prohibition, answering or
responding to a UK national emergency, or failing to grant a necessary
licence or consent, collapse of buildings, fire, explosion, or accident,
any labour or trade dispute, strikes, industrial action or lockouts, non-
performance by suppliers or sub-contractors or interruption or failure.

patents, rights to inventions, copyright and related rights, trade marks,
business names and domain names, rights in get-up, goodwill and the
right to sue for passing off, rights in designs, database rights, rights to
use, and protect the confidentiality of, confidential information
(including know-how), and all other intellectual property rights, in each
case whether registered or unregistered and including all applications
and rights to apply for and be granted, renewals or extensions of, and
rights to claim priority from, such rights and all similar or equivalent
rights or forms of protection which subsist or will subsist now or in the
future in any part of the world.

means any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1978, bye-law, enforceable right within
the meaning of Section 2 of the European Communities Act 1972,
regulation, order, regulatory policy, mandatory guidance or code of
practice, judgment of a relevant court of law, or directives or
requirements with which the Processor is bound to comply;

means either the Contractor or the Customer and “Parties” shall be
construed accordingly.

means personal data (as defined in the DPA) which is processed by
the Processor or any Staff on behalf of the Controller pursuant to or in
connection with this Agreement;

means the amount payable for the Services as detailed in Annex 2.

means appropriate technical and organisational measures which may
include: pseudonymising and encrypting Personal Data, ensuring
confidentiality, integrity, availability and resilience of systems and
services, ensuring that availability of and access to Personal Data can
be restored in a timely manner after an incident, and regularly
assessing and evaluating the effectiveness of the such measures
adopted by it.

means any services listed in Clause 3.2 and further detailed in Annex 1.

3
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“System” means the system defined in Annex 1.

1.2 A person includes a natural person, corporate or unincorporated body (whether or not having
separate legal personality).

1.3 Avreference to a Party includes its personal representatives, successors or permitted assigns.

1.4 A reference to a statute or statutory provision includes all subordinate legislation made from
time to time under that statute or statutory provision and includes any subordinate legislation
made under that statute or statutory provision, as amended extended or re-enacted.

1.5 Any phrase introduced by the terms including, in particular or any similar expression shall be
construed as illustrative and shall not limit the sense of the words preceding those terms.

1.6 Areference to writing or written includes e-mails.

1.7 This Agreement supersedes all prior negotiations, representations and undertaking concerning
the Services.

1.8 References to Clauses and Annexes are references to clauses and annexes of this
Agreement.

1.9 The Contractor shall provide the Services to the Customer on the terms and conditions of this
Agreement.

2.  TERM OF AGREEMENT

2.1 This Agreement commences on 01 April 2023 (the “Commencement Date”) and (unless it is
otherwise terminated in accordance with the terms of this Agreement or it is otherwise lawfully
terminated) shall expire on 31 March 2025.

2.2

3
3.1

The Parties may extend the duration of this Agreement by written agreement.

SCOPE OF THE AGREEMENT

This Agreement governs the relationship between the Customer and the Contractor in
respect of the provision of the Services by the Contractor.

4.2

CONTRACTOR'’S OBLIGATIONS

The Contractor shall exercise reasonable skill and care in providing the Services and shall only
be liable to the extent that it has been negligent in such provision.

The Contractor shall use reasonable endeavours to perform the Services in accordance with
any programme agreed with the Customer from time to time.

4
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4.3

4.4
4.5

4.6

4.7

5.2

The Contractor may substitute any named personnel in the Annexes with personnel of
equivalent knowledge and experience.

Unless stated otherwise in Annex 1, written Service deliverables shall be in English.

The Contractor will appoint a project manager and an Applied Technology (AT) operations
manager to receive the Customer’s instructions and to direct the provision of the Services (see
Annex 3 for details).

The Contractor operates a formal quality policy. Particular requirements for the services are
detailed in Annex 1.

The arrangements for monitoring progress, controlling quality and measuring performance
against key targets are specified in Annex 1.

CUSTOMER’S OBLIGATIONS
The Customer shall:
a) promptly provide the Contractor with:

i) the name, title and contact details of those persons authorised to issue instructions
to the Contractor and to bind the Customer contractually on matters relating to the
Services see Annex 3 for details;

i) any instruction, consent, decision, and/or approval; and
i) any relevant data and/or information under the control of the Customer
which the Contractor may require in order to carry out the Services;

b)  obtain and maintain all necessary licenses, consents and authorisations and comply with
all relevant legislation in connection with the Services;

C) arrange such rights of access to its property and use of its facilities as reasonably
required by the Contractor to provide the Services at no charge to the contractor;

d) cooperate with the Contractor in all matters relating to the Services;

e)  provide, in a timely manner, such material and information as the Contractor reasonably
requires and ensure that it is accurate in all material respects; and

f) be responsible, at its own cost, for preparing and maintaining its property, facilities and
equipment which the Contractor may require access to or use of in accordance with all
applicable laws, before and during the provision of the Services, and informing the
Contractor of all of its obligations and actions under this Clause 5.1f).

The Contractor shall not be liable for any costs or losses sustained or incurred by the Customer
arising directly or indirectly from the Contractor’'s failure or delay to perform any of its
obligations due to any act, omission or failure by the Customer to perform any relevant
obligation as set out in this Clause 5.

OPERATIONS AT THE CUSTOMER'’S SITES

If the Contractor visits the Customer’s property, the Contractor shall not be deemed to have
assumed control or responsibility for the property or any non-Contractor or non-Contractor
related personnel on it. The Customer shall notify others on the site:

(@) of the presence of the Contractor’s personnel on the property;

(b) of the extent to which the Contractor is authorised to direct and/or supervise their work;
and
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7.2

7.3

8.2

8.3

8.4

8.5

8.6

8.7

8.8

(c) that the presence (or otherwise) of the Contractor does not relieve them of their
responsibilities, including safety, and their obligations under their respective contracts
and agreements.

CONFIDENTIALITY

Each Party shall keep in strict confidence all technical or commercial know-how, specifications,
inventions, processes, initiatives, documents and any other information received from the other
Party which is of a confidential nature including information concerning its business, its
products or its services.

The recipient shall restrict disclosure of such confidential information to such of its employees,
agents or subcontractors as need to know for the purpose of discharging the recipient’s
obligations under this Agreement and shall ensure that such employees, agents or
subcontractors are subject to obligations of confidentiality corresponding to those which bind
the recipient.

This Clause 7 shall not apply where information is already in the public domain or where
disclosure is required to meet a legal obligation (including obligations under the Freedom of
Information Act 2000 and the Environmental Information Regulations 2004).

COPYRIGHT AND OWNERSHIP

Ownership of any pre-existing Intellectual Property shall remain with the Party providing it for
use in these Services. Any Data input onto the database by the Customer will be owned by
the Customer and the Customer’s Information Asset Owner (as defined in Annex 3) shall be
responsible for such Data.

The Contractor will grant such permissions or licenses as are necessary for the Customer to
benefit from the Services if and while the Customer pays all invoices due under this Agreement.

The Customer understands and acknowledges that any Services undertaken by the Contractor
in which copyright arises is and will remain, under the Copyright, Design and Patents Act 1988
(or any subsequent legislation dealing with same) Crown copyright.

If the Customer is not a Crown body, under delegation from the Controller of Her Majesty’s
Stationery Office, the Contractor will assign absolutely to the Customer all Crown copyright
subsisting in the Services and the Customer is free to use it for its own purposes.

If the Customer uses Crown copyright in dealings with third parties, the Customer will not refer
to the copyright as Crown copyright and the Customer shall ensure that same requirement
subsists in any future assignment of the Crown copyright.

Notwithstanding the above, the Customer, or any subsequent assignor of the Crown copyright,
must draw to the respective assignee’s attention the Crown copyright status of the material
and explain what this means, in particular as to duration.

The Contractor may, with the consent of the Customer, which consent shall not be
unreasonably withheld or delayed, publish alone or in conjunction with any other person
articles, photographs or other illustrations relating to the Services undertaken by the
Contractor.

All software supplied by the Contractor, in whatever form, is supplied under licence and not by
way of sale and is subject to the Contractor’s licence terms and in the case of software licensed
to the Contractor, to terms and conditions equivalent to those between the Contractor and the
Contractor’s licensor.

PAYMENT
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9.1

9.2

9.3

9.4

9.5

9.6

10.
10.1

10.2

10.3

11.
111

11.2

11.3

In consideration of the provision of the Services by the Contractor, the Customer shall pay the
Contractor the Price.

The Contractor may increase the Price by giving notice to the Customer at any time if;

a) the Customer changes the specification or scope of the Services (including but not
limited to: functionality, delivery dates or locations) in accordance with Clause 10;

b) there is any delay caused by any instructions of the Customer in respect of the Services
or failure of the Customer to provide adequate or accurate information or instructions in
respect of the Services; or

The Customer shall pay each invoice submitted to it by the Contractor, in full and cleared funds,
including UK Value Added Tax if applicable. Payment shall be in Pounds Sterling and due
within 30 days of the invoice date.

Without prejudice to any other right or remedy it may have, if the Customer does not pay the
Contractor on the due date:

a) the Contractor may, at its sole discretion, suspend all Services until payment has been
made in full; and

b) the Customer shall pay interest on the overdue amount at a rate calculated in accordance
with the Late Payment of Commercial Debts (Interest) Act 1998 as amended and
supplemented by the late Payment of Commercial Debts Regulations 2002 and at the
relevant reference rate plus the statutory rate of interest.

The Customer shall pay all amounts due under this Agreement in full without any deduction,
set off, counterclaim or withholding except as required by law.

All sums payable to the Contractor under this Agreement shall become due immediately on its
termination, despite any other provision. This Clause 9.6 is without prejudice to any right to
claim for interest under the law or any such right under this Agreement.

VARIATIONS TO THE AGREEMENT

Any variations to this Agreement including any changes to functionality, must be undertaken
in accordance with the Change Control Notice document set out in Annex 4 to the Agreement.

Notwithstanding the above Clause 10.1, the Contractor may, from time to time and without
notice, change the Services in order to comply with any applicable safety or statutory
requirements, provided that such changes do not materially affect the nature or scope of the
Services or the Price.

Except as set out in this Agreement, any variation, including the introduction of any additional
terms and conditions to the Agreement shall be binding only when agreed in writing and signed
by both Parties.

FORCE MAJEURE

Provided it has complied with Clause 11.3, neither Party shall be liable for any delay in

performing or failure to perform its obligations under this Agreement due to any event of Force
Majeure. Such delay or failure will not constitute a breach of this Agreement and the time for
performance will be extended by such period as is reasonable.

If the Force Majeure event prevents a Party from performing its obligations for more than 12
weeks, the other Party may, without limiting its other rights or remedies, terminate this
Agreement by giving one month’s written notice to the other Party.

The Party affected by an event of Force Majeure shall:
7
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114

12
121

12.2

12.3

a) as soon as reasonably practical after the start of the Force Majeure event but no later than
3 days from the start, notify the other Party of the Force Majeure event, the date on which
it started, its likely or potential duration and the effect of the Force Majeure event on its
ability to perform its obligations under this Agreement; and

b) use reasonable endeavors to mitigate the effect of the Force Majeure event on the
performance of its obligations.

If the U.K. Foreign, Commonwealth & Development Office advises that travel is not

recommended to locations where the Services are to be undertaken, the Contractor shall be
released from its obligations to provide the Services to the Customer. In such circumstances the
Contractor will try to find a resolution with the Customer to mitigate the effect on the Services.

SUSPENSION AND TERMINATION
Without limiting its other rights or remedies, the Contractor may suspend the Services if:
a) the Customer fails to pay any invoice on the due date; or

b) the Customer becomes subject to any of the events listed in Clause 12.3 or the
Contractor reasonably believes that the Customer is likely to become subject to any of
them.

Provided always that the Customer has made all payments properly due in accordance with
Clause 9, the Parties may agree to suspend the Services in whole or in part. Unless agreed
otherwise by the Parties in writing, if the Customer has not instructed the Contractor to resume
the Services within 6 months of the date of the agreed suspension, the Contractor may
terminate this Agreement.

Without limiting its other rights or remedies, either Party may terminate this Agreement with
immediate effect by giving written notice to the other Party if:

12.3.1 the other Party commits a material breach of its obligations under this Agreement which
is irremediable or (if such breach is remediable) fails to remedy that breach within 30
days after being notified in writing to do so;

12.3.2 the other Party suspends, or threatens to suspend, payment of its debts or is unable to
pay its debts or admits inability to pay its debts or (being a company or limited liability
partnership) is deemed unable to pay its debts within the meaning of section 123 of the
Insolvency Act 1986 (the “Act”) or (being an individual) is deemed either unable to pay
its debts or has no reasonable prospect of doing so, in either case, within the meaning
of section 268 of the Act or (being a partnership) has any partner to whom any of the
foregoing apply;

12.3.3 the other Party commences negotiations with any creditors with a view to rescheduling
its debts, or makes a proposal for or enters into any compromise or arrangement with
its creditors;

12.3.4 a petition is filed, a notice is given, a resolution is passed, or an order is made, for or in
connection with the winding up or bankruptcy of the other Party, including the
appointment of (or notice of intention to appoint) an administrator;

12.3.5 any event occurs, or proceeding is taken, with respect to the other Party in any
jurisdiction to which it is subject that has an effect equivalent or similar to any of the
events mentioned in Clauses 12.3.1 to 12.3.4 (inclusive);

12.3.6 the other Party suspends, threatens to suspend, ceases or threatens to cease to carry
on, all or substantially the whole of its business; or

12.3.7 the other Party (being an individual) dies or, by reason of illness or incapacity (whether
mental or physical), is incapable of managing his own affairs or becomes a patient
under any mental health legislation.

8
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12.3.8 Without limiting its other rights or remedies, the Contractor may terminate this

Agreement with immediate effect if the Customer fails to pay any amount due under
this Agreement on the due date.

12.3.9 Either Party shall have the right to terminate this Agreement, or to terminate the

provision of any part of the Services, at any time by giving (three) 3 months written
notice to the other Party. The terminating Party may extend the period of notice at any
time before it expires, subject to agreement on the level of Services to be provided
during the period of extension.

13 CONSEQUENCES OF TERMINATION

13.1 On termination or expiry of this Agreement for any reason:

13.1.1 the Customer shall immediately pay to the Contractor all of the Contractor’s outstanding

unpaid invoices and interest and, in respect of the Services supplied but for which no
invoice has yet been submitted, the Contractor shall submit an invoice, which shall be
payable by the Customer immediately on receipt. This will also include any
decommissioning costs to include not only hardware, but resources assigned to the
Services.;

13.1.2 the accrued rights and remedies of the Parties at termination or expiry shall not be

affected, including the right to claim damages in respect of any breach of this
Agreement which existed at or before the date of termination or expiry; and

13.1.3 within thirty (30) working days of the date of termination or expiry of the, the Parties

shall return to each other any data and confidential information belonging to the other
Party in their possession, power or control, either in its then current format or in a format
nominated by the other Party, together with all training manuals and other related
documentation, and any other information and all copies thereof owned by the other
Party, save that it may keep one copy of any such data or information for a period of up
to twelve (12) months to comply with its obligations under this Agreement, or such
period as is necessary for such compliance.

13.1.4 Clauses 7, 13, 14, 22 and 24 shall survive termination or expiry of this Agreement.

LIABILITY, WARRANTIES AND INSURANCE
14.1 Nothing in this Agreement shall limit or exclude either Party’s liability for:

a)

b)

c)

death or personal injury caused by its negligence or the negligence of its employees,
agents or subcontractors;

fraud or fraudulent misrepresentation; or

any other exclusion or limitation which is not permitted by law.

14.2 Subject to clause 14.1:

a)

the Contractor shall under no circumstances whatever be liable to the Customer, whether
in contract, tort (including negligence), breach of statutory duty, or otherwise for:

i) loss of: profits, sales, business, agreements or contracts, anticipated savings;
ii) loss of or damage to goodwill;
iii) loss of use or corruption of software, data or information; or

iv) any indirect or consequential loss arising under or in connection with this Agreement;
or

v) any failure to meet targets, which is due to any amendment or alteration made by
users to the enabling IT systems covered by this agreement; or
9
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14.3

14.4

145

15.
151

16.
16.1

16.2

vi) any failure to meet targets, which is due to systems not covered by this Agreement;
and

b)  The Contractor’s total liability to the Customer in respect of all other losses arising under
or in connection with this Agreement, whether in contract, tort (including negligence),
breach of statutory duty, or otherwise, shall in no circumstances exceed the total value
payable to the Contractor by the Customer under this Agreement (excluding any
applicable taxes, duties or levies).

The Customer shall not pursue any claims in contract, tort or for breach of statutory duty
(including negligence) against any individuals working or who worked for the Contractor at any
time. The Customer acknowledges that such individuals are entitled to enforce this Clause
14.3 pursuant to the Contracts (Rights of Third Parties) Act 1999.

Except as set out in this Agreement, all warranties, conditions and other terms implied by
statute or common law are, to the fullest extent permitted by law, excluded from this
Agreement.

The terms implied by sections 3 to 5 of the Supply of Goods and Services Act 1982 are, to the
fullest extent permitted by law, excluded from this Agreement.

NOTICES

Any notices served by either the Contractor or the Customer shall be in writing delivered by
registered post to the registered or main operating office of the Party concerned and shall be
deemed to have been received 48 hours after the time of posting.

ASSIGNMENT AND SUB-CONTRACTING

Neither Party shall assign sub-let or otherwise transfer any obligation or benefit under this
Agreement without the prior written consent of the other Party which consent shall not be
unreasonably withheld or delayed.

In the event that the Customer specifies the use of a particular subcontractor for carrying out any
of the Services, the Customer shall bear the risk for any non-delivery of the Services undertaken
by such subcontractor.

10
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17.
171

18.
18.1

18.2

19
19.1

20
20.1

20.2

20.3

20.4

RIGHTS OF THIRD PARTIES

Subject to Clause 14.3 for the purposes of the Contracts (Rights of Third Parties) Act 1999,
this Agreement is not intended to, and does not give any person who is not a party to it any
right to enforce any of its provisions.

WAIVER

A waiver of any right under this Agreement is only effective if it is in writing and shall not be
deemed to be a waiver of any subsequent breach or default. No failure or delay by a Party
exercising any right or remedy under this Agreement or by law shall constitute a waiver of that
or any other right or remedy or preclude or restrict its further exercise. No single or partial
exercise of such right or remedy shall preclude or restrict the further exercise of that or any
other right or remedy.

Unless specifically provided otherwise, rights arising under this Agreement are cumulative and
do not exclude rights provided by law.

SEVERANCE

If any provision of this Agreement (or part of any provision) is invalid, illegal or unenforceable,
that provision or part-provision shall, to the extent required to make it valid, legal and
enforceable, be deemed modified. If such modification is not possible, the relevant provision
or part provision shall be deemed deleted. Any such modification or deletion shall not affect
the validity and enforceability of the rest of this Agreement.

DATA PROTECTION

The Parties acknowledge that for the purposes of the Data Protection Legislation, the
Customer is the Controller and Contractor is the Processor. The only processing that the
Contractor is authorised, by the Customer, to do is detailed in the Quotation and may not be
determined by the Contractor.

The Contractor shall notify the Customer as soon as reasonably possible if it considers that
any of the Customer's instructions infringe the Data Protection Legislation.

The Contractor shall provide all reasonable assistance to the Customer in the preparation of
any Data Protection Impact Assessment prior to commencing any processing. Such assistance
may, at the discretion of the Customer, include:

20.3.1 a systematic description of the envisaged processing operations and the purpose of
the processing;

20.3.2 an assessment of the necessity and proportionality of the processing operations in
relation to the Services

20.3.3 an assessment of the risks to the rights and freedoms of Data Subjects; and

20.3.4 the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Contractor shall, in relation to any Personal Data processed in connection with its
obligations under this Agreement:

20.4.1 process that Personal Data only in accordance with the Quotation, unless the
Contractor is required to do otherwise by Law. If it is so required, the Contractor shall
promptly notify the Customer before processing the Personal Data unless prohibited
by Law;

11



DocuSign Envelope ID: C18CD0D4-BFE2-4574-8F28-2D930819011A

20.4.2 ensure that it has in place Protective Measures, which have been reviewed and
approved by the Customer as appropriate to protect against a Data Loss Event having
taken account of the:

20.4.2.1
20.4.2.2
20.4.2.3
20.4.2.4
20.4.3 ensure that:
20.4.3.1

20.4.3.2

nature of the data to be protected,;
harm that might result from a Data Loss Event;
state of technological development; and

cost of implementing any measures;

the Contractor’s staff and key personnel do not process Personal Data
except in accordance with this Agreement (and in particular the
Quaotation);

it takes all reasonable steps to ensure the reliability and integrity of any
of the Contractor’s personnel who have access to the Personal Data
and ensure that they:

20.4.3.2.1 are aware of and comply with the Contractor’s duties
under this clause;

20.4.3.2.2 are subject to appropriate confidentiality undertakings with
the Contractor or any Sub-processor;

20.4.3.2.3 are informed of the confidential nature of the Personal
Data and

20.4.3.2.4 do not publish, disclose or divulge any of the Personal
Data to any third Party unless directed in writing to do so
by the Customer or as otherwise permitted by this
Agreement; and

20.4.3.2.5 have undergone adequate training in the use, care,
protection and handling of Personal Data; and

20.4.4 not transfer Personal Data outside of the EU unless the prior written consent of the
Customer has been obtained and the following conditions are fulfilled:

204.4.1

20.4.4.2
20.4.4.3

20.4.4.4

the Customer or the Contractor has provided appropriate safeguards
in relation to the transfer (whether in accordance with UK GDPR Article
46) as determined by the Customer;

the Data Subject has enforceable rights and effective legal remedies;

the Contractor complies with its obligations under the Data Protection
legislation by providing an adequate level of protection to any Personal
Data that is transferred (or, if it is not so bound, uses its reasonable
endeavours to assist the Customer in meeting its obligations); and

the Contractor complies with any reasonable instructions notified to it
in advance by the Customer with respect to the processing of the
Personal Data;

20.4.5 at the written direction of the Customer, delete or return Personal Data (and any
copies of it) to the Customer on termination of the Agreement unless the Contractor
is required by Law to retain the Personal Data.

20.5 Subject to clause 20.6, the Contractor shall notify the Customer as soon as reasonably

possible if it:

20.5.1 receives a Data Subject Access Request (or purported Data Subject Access

Request);

12
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20.6

20.7

20.8

20.9

20.5.2 receives a request to rectify, block or erase any Personal Data; receives any other
request, complaint or communication relating to either Party's obligations under the
Data Protection Legislation;

20.5.3 receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data processed under this
Agreement;

20.5.4 receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law; or

20.5.5 becomes aware of a Data Loss Event.

The Contractor’s obligation to notify under clause 20.5 shall include the provision of further
information to the Customer in phases, as details become available.

Taking into account the nature of the processing, the Contractor shall provide the Customer
with full assistance in relation to either Party's obligations under Data Protection Legislation
and any complaint, communication or request made under clause 20.5 (and insofar as possible
within the timescales reasonably required by the Customer) including by promptly providing:

20.7.1 the Customer with full details and copies of the complaint, communication or request;

20.7.2 such assistance as is reasonably requested by the Customer to enable the Customer
to comply with a Data Subject Access Request within the relevant timescales set out
in the Data Protection Legislation;

20.7.3 the Customer, at its request, with any Personal Data it holds in relation to a Data
Subject;

20.7.4 assistance as requested by the Customer following any Data Loss Event;

20.7.5 assistance as requested by the Customer with respect to any request from the
Information Commissioner’'s Office, or any consultation by the Customer with the
Information Commissioner's Office.

The Contractor shall maintain complete and accurate records and information to demonstrate
its compliance with this clause. This requirement does not apply where the Contractor employs
fewer than 250 staff, unless:

20.8.1 the Customer determines that the processing is not occasional;

20.8.2 the Customer determines the processing includes special categories of data as
referred to in Article 9(1) of the UK GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the UK GDPR; and

20.8.3 the Customer determines that the processing is likely to result in a risk to the rights
and freedoms of Data Subjects.

The Contractor shall allow for audits of its Data Processing activity by the Customer or the
Customer’s designated auditor.

20.10Before allowing any Sub-processor to process any Personal Data related to this Agreement,

the Contractor must:
20.10.1 notify the Customer in writing of the intended Sub-processor and processing;
20.10.2 obtain the written consent of the Customer;

20.10.3 enter into a written agreement with the Sub-processor which give effect to the terms
set out in this clause 20 such that they apply to the Sub-processor; and

20.10.4 provide the Customer with such information regarding the Sub-processor as the
Customer may reasonably require.

20.11The Contractor shall remain fully liable for all acts or omissions of any Sub-processor.

13
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20.12The Parties agree to take account of any guidance issued by the Information Commissioner’s

21
211

22.
22.1

22.2

22.3

22.4

23.
23.1

23.2

23.3

24,
24.1

Office.

NO PARTNERSHIP

Nothing in this Agreement is intended to, or shall be deemed to, constitute a partnership or
joint venture of any kind between the Parties, or make either Party the agent of the other Party
for any purpose. No Party shall have authority to act as agent for, or to bind, the other Party in
any way.

DISPUTE RESOLUTION

The Parties shall in good faith attempt to negotiate a settlement to any dispute between them
arising out of or in connection with this Agreement (a “Dispute”).

If a Dispute cannot be resolved in accordance with Clause 22.1, the Parties will attempt to
settle it by mediation in accordance with the Centre for Effective Dispute Resolution (CEDR)
Model Mediation Procedure. Unless otherwise agreed by the Parties, the mediator will be
appointed by CEDR. To initiate the mediation a Party must give notice in writing (an “ADR
notice”) to the other Party requesting mediation. A copy of the ADR notice must be sent to
CEDR. The mediation will start not later than 14 days after the date of the ADR notice.

Neither Party may start court or arbitration proceedings pursuant to Clause 22.2 in relation to
the whole or part of a Dispute until 45 days after service of the ADR notice provided that the
right to issue proceedings is not prejudiced by the delay.

If the Dispute is not resolved within 60 days of service of the ADR notice or either Party fails
to participate or to continue to participate in the mediation or the mediation terminates without
resolution the Dispute shall be finally resolved by the courts of England and Wales in
accordance with Clause 24.

ENTIRE AGREEMENT

This Agreement constitutes the entire agreement between the Parties and supersedes and
extinguishes all previous agreements, promises, assurances, warranties, representations and
understandings between them, whether written or oral, relating to its subject matter.

Neither Party shall have any remedies in respect of any statement, representation, assurance
or warranty (whether made innocently or negligently) that is not set out in this Agreement.
Neither Party shall have any claim for innocent or negligent misrepresentation or negligent
misstatement based on any statement in the Agreement.

Nothing in this Clause 23 shall limit or exclude any liability for fraud.

GOVERNING LAW

This Agreement, and any dispute or claim arising out of or in connection with it or its subject
matter or formation (including non-contractual disputes or claims), shall be governed by, and
construed in accordance with, English law, and the Parties irrevocably submit to the exclusive
jurisdiction of the courts of England and Wales.

14
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IN WITNESS WHEREOF each of the Parties to this Agreement has caused this Agreement to be
executed each copy of which shall be deemed to be an original as of the date first above written.

—

Signed:

ON BEHALF OF THE SECRETARY OF STATE FOR ENVIRONMENT, FOOD AND RURAL
AFFAIRS

Signed: —‘

ON BEHALF OF THE EVIRONMENT AGENCY
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ANNEX 1 - THE SERVICES AND PERFORMANCE STANDARDS
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Live Service Catalogue

The table below is subject to change please refer to Cefas contacts listed at Annex 3 for the latest information.
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ANNEX 2 - PRICE AND PAYMENT

The prices below exclude VAT and are fixed for each FY for the duration of the Agreement for the
currently defined scope of Services. If functionality is added or removed, then the Price will be subject
to review. Any changes to the Price will be agreed in accordance with Clause 10.

The Customer and the Contractor will seek to agree such a continuation for the cost and term for the
service(s) three months in advance of the contract renewal date.

The Contractor will issue invoices as per the table below and Payments shall be made in accordance
with Clause 9.

MR
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ANNEX 3 — CONTACT DETAILS
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ANNEX 4 - CHANGE CONTROL NOTICE

Change Control Reference Number:
Contract title and reference:
Variation title:

Number of pages attached:

WHEREAS the Contractor and the Customer entered into a Service Level Agreement for the
supply of [project name] dated [dd/mm/yyyy] and now wish to amend the Agreement (which,
for the avoidance of doubt, includes Annexes 1-7).

IT IS AGREED as follows

With effect from [date] the Service Level Agreement shall be amended as set out in this
Change Control Note:

Change requestor/originator:
Summary of change:

Reason for change:

Revised Contract Price:

Revised payment schedule:
Revised specification:

Revised contract period:
Revised programme of Services:
Change in Contract Manager(s):
Other change:

Save as herein amended all other terms and conditions of the Service Level Agreement shall
remain in full force and effect.

Signed for and on behalf of the Contractor:

By:
Name:
Title:
Date:

Signed for and on behalf of the Customer:

By:

Name:

Title

(Authorised Authority Representative):
Date:

28
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This Annex details the obligations of each Party as Processor for Personal Data.

Tables detailing Processing, Personal Data and Data Subjects

1. The Processor shall comply with any further written instructions with respect to
processing by the Controller.
2. Any such further instructions shall be incorporated into this Section 2.

Where Contractor is the Controller:

Description

Details

Subject matter of the processing

Data is provided by the Customer and is processed for the
purpose of fish movement permission applications, issue
of fish movement permissions, and the recoding of water
body environmental information e.g. waterbody health
status

Duration of the processing

The duration of processing is for the duration of the
contract as defined in clause 2.1.

Nature and purposes of the
processing

The Service Provider shall host the data provided by the
Customer, that may include Personal Data which will be
stored online to enable fish movement permission
applications, issue of fish movement permissions, and the
recording of water body environmental information. This
data is being stored within a relational database
management system.

Type of Personal Data

Personal data includes name (individual, business or
organisation that is a legal entity), address, telephone
number and email address.

Categories of Data Subject

The data subjects includes fish suppliers, fish consultants
/ contractors, fish health consultants and persons
(individual, business or organisation that is a legal entity).

the data once the processing is
complete UNLESS requirement

to preserve that type of data

Plan for return and destruction of

under union or member state law

The data will be retained for the duration of the Service
Level Agreement. At the written direction of the Customer,
delete or return Personal Data (and any copies of it) to the
Customer on termination of the Agreement unless the
Service Provider is required by Law to retain the Personal
Data. Returned data must be in the format agreed with the
Customer at the current time.
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ANNEX 6 — LIST OF NON-WORKING DAYS

The Contractor’s Service Desk support availability can be found within the Live Service Catalogue.
Please note the following identified non-working days for the Contractor:

http://www.direct.gov.uk/en/Governmentcitizensandrights/LivingintheUK/DG 073741

z 23
7 April Friday Good Friday
10 April Monday Easter Monday
1 May Monday Early May Bank Holiday
8 May Monday Bank Holiday for the Coronation
of King Charles Il
29 May Monday Spring Bank Holiday
30 May Tuesday Privilege Day

28 August Monday Summer Bank Holiday
25 December Monday Christmas Day
26 December Tuesday Boxing day

i 24
1 January Monday New Year’s Day
29 March Friday Good Friday
1 April Monday Easter Monday
6 May Monday Early May Bank Holiday
27 May Monday Spring Bank Holiday
28 May Tuesday Privilege Day
26 August Monday Summer Bank Holiday

25 December Wednesday Boxing Day
26 December Thursday Christmas Day

: 25
1 January Wednesday New Year's Day
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ANNEX 7 — SERVICES IN SCOPE
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