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Part A: Order Form

Buyers must use this template order form as the basis for all call-off contracts and must refrain
from accepling a supplier's prepopulated version unless it has been carefully checked against
template drafting.

Digital Marketplace service |D number 127900582855434

Call-Off Contract reference [Enter referance]
Call-Off Contract title Cyber = Incident Repose
Call-Off Contract description Retained Incident Response Services for

Cyber Incidents across the MHS/MNHS
Digital England Estate

Start date 28 October 2021

Expiry date 27 Oclober 2023

Call-Off Contract value

Total walue shall not exceed: £500,000

Charging method Single upfront payment for Initial Contract
Value plus any Charges for Additional
Services as agreed in any Work Orders
under this Call-Off Contract

Purchase order number TBC

This Order Form is issued under the G-Cloud 12 Framework Agreement (RM1557.12),



Buyers can usa this Order Form to specify their G-Cloud service requirements whan placing an
Order.

Tha Order Form cannot be used to alter existing terms or add any extra terms that materially
change the Deliverables offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. Thase are
identified in the contract with square brackets.

The Health and Social Care Information Centre (known as NHS
From the Buyer Digital)

0300 303 5678

Buyer's main address.

T and 8 Wellington Place

Leeds

West Yorkshire

LS1 4AP

To the Supplier Deloitte LLF

+44 (0) 20 7936 3000
Supplier’ s address:

1 New Street Square,
London,

EC4A 3HQ,

UK

Company number:

OC303675

Together the “Parties’

Principal contact details

For tha Buyer:



Title: Commercial Specialist

For the Supplier.

Call-Off Contract term

Start date

This Call-Off Contract Starts on 28 October 2021 and is valid
for 24 Months

Ending
(tarmination)

The naotice period for the Supplier needed for Ending the Call-
Off Contract is al least 90 Working Days from the date of
written notice for undisputed sums (as per clause 18.6).

The notice pericd for the Buyer is a maximum of 30 days from
the date of written notice for Ending without cause (as per
clause 18.1).




Extension period _
This Call-off Contract can be extended by the Buyer for 1

period of up to 12 months, by giving the Supplier 1 month
written notice before its expiry. The extension period is subject
fo clauses 1.3 and 1.4 in Part B below.

Extensions which extend the Term beyond 12 months are
only permitted if the Supplier complies with the additional exit
plan requirements at clauses 21.3 to 21.8.

Buyer contractual details

This Order is for the G-Cloud Services outlined balow. It is acknowledged by tha Parties that the
volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud lot This Call-Off Contract is for the provision of Services under:

* Lot 3: Cloud support

G-Cloud services The Services to be provided by the Supplier under the above
required Lot are listed in Framework Section 2 and oullined below:

The objective of Call-Off Contract is to provide you on an ad
hoc basis with Cyber Incident Response advice, technical
support and recommendations for remedial action in relation
to a specific cyber incident affecting you during the term of this
Call-Off Contract. Buyer will enter into Work Orders which will
el out the Additional Services for each specific incident.




Additional Servicas

Additional support available during any incident responsa
could include, but is not limited to:

* Computer forensics including mobile device and
preservation;

« Expert witness services;

« Crisis management;

« Communications support;

* Customer Breach Support;

* Network recovery services, and

* Cyber threat and business intelligence.

Location The Services will be delivered to NHS Digital and NHS
Locations across the UK.
Quality standards The quality standards required for this Call-Off Contract ane

the Supplier must align to: NIST SPB00-86 and / or IS0
18044:2004 and [ or CSIRT Framework and / or othear
relevant and recognised standards.

Technical standards:

The technical standards used as a requiremeant for this Call-
Off Contract are: N/A

Service level
EIEF'EEI'I‘IEI'H-‘

The service level and availability criteria required for this Gall-
Off Contract are:

= 30 minutes conference call.

# 4 hours’ remote support or responder in transit.”

* We will deploy resources from the closest available site,
based around responder availability. Due to the unknown
locations you may request, there are limes where 4 hours’ is
not possible.




Onboarding

The onboarding plan for this Call-Off Contract is:

* The remaining hours that have not been used within the
existing Call-Off (CON_3640) upon its expiry will be
transferred over to this Call-Off

* CIR On-boarding workshop to re-confirm activation
methods, understand changes to MHS Structure and
capabilities,

* On-going quarterly service meelings to update both parties
of changas to capabilities and conduct lessons learned for
any incidents supported.

Dffboarding

The offboarding plan and any associated Charges for this
Call-Off Contract are to be agreed between the Supplier and
Buyer at a time nearer to the end of the Call-Off Contract
term.

Collaboration
agreement

MIA

Limit on Parties’
liability

The annual total liability for Buyer Data Defaults will not
exceed £1m or 125% of the Charges payable by the Buyer to
the Supplier during the Call-Of Contract Term {whichever is
the greater).

The annual total liability for all other Defaults will not exceed
the greater of £1m or 125% of the Charges payable by the
Buyer to the Supplier during the Call-Off Contract Term
(whichaver is the greater).




Insurance

The insurance(s) required will be:

= aminimum insurance period for the duration of the
Call-Off Contract and for & years following the
expiration or Ending of this Call-Off Contract.

« property damage insurance with a minimum limit of
indemnity of £5 million.

= public and products liability insurance with a minimum
limit of £5m or any higher minimum limit required by
Law.

+ professional indemnity insurance cover to be held by
the Supplier and by any agent, Subcontractor or
consultant involved in the supply of the G-Cloud
Services, This professional indemnity insurance cover
will hawve a minimum limit of indemnity of £1,000,000
for each individual claim or any higher limit the Buyer
requires {and as required by Law).
employers’ liability insurance with a minimum limit of
£5,000,000 or any higher minimum limit required by
Law,

Force majeure

For the avoidance of doubt, the COVID-19 pandemic shall
not conslitute a Force Majeure Event under the terms of this
Call-Off Confract,

A Party may End this Call-Off Contract if the Other Party is
affected by a Force Majeure Event that lasts for more than 7
consecutive days.

Audit

The Buyer zhall have the same audit rights as CCS under the
Framework Agreement. Therefore Clauses 7.4 to 7.13 of the
Framework Agreemeant shall be incorporated into this Call-Off
Contract, with required amendments made to change the
defined tarms from "CCS’ to "Buyer’.




Buyer's
responsibilities

The Buyer is responsible for:

* Buyer acknowledges and agrees that Supplier's
performance of the Services is dependent on the limely
completion of the activities and responsibilities detailed in this
Call-Off Contract including bul not limited to this section
(Buyer's responsibilities) and any additional responsibilities
detailed in any Work Order, as well as timely decisions and
approvals by Buyer as requested from time to time.

* Buyer may have taken oul insurance cover for evenls of the
type in which Buyer has asked Supplier o become involved.
Should there ba any possibility that Buyer may wish o make a
claim under such a policy, it is the Buyer's responsibility to
ensure that Buyer abides by its terms and conditions and that
Supplier's Services under this Call-Off Contract will not result
in the Buyer's insurer refusing to meet the claim. Supplier
cannot accept any respongibility for invalidation of such a

policy.
+ Buyer will be responsible for the following:

* Throughout incident any decision making will remain the
responsibility of the Buyer.

* Have appropriate skilled Buyer personnel available at the
timas Buyer wishes Supplier to undertake data gathering; plus
where on-site data gathering is required, provide Supplier
Paersonnel with support when thay visit a Buyer location.

* Provide an appropriate working environment for Supplier
Personnel when working on site at Buyer location if required.

« Buyer confirms that it is the owner of any applications and/or
software to be used by Supplier under this Call-Off Contract
of in the event Buyer is the licensee of such product then
Buyer warrants that it has obtained the relevant G-Cloud 12
Call-Off Contract licences to enable Supplier to use these fo
perform the Sarvices.




Buyer's aquipmant The Buyer's equipment to be used with this Call-Off Contract
includes access o multiple data sources that may be required
during any period of response,

Reason = The specific dala types, and systems
holding/managing these may ba agreed with the Buyer during
senvice on-boarding and during any response based upon the
type of incident.

Supplier's information

Subcontractors or
partners

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full
breakdown.

Payment method The payment method for this Call-Off Contract is Fixed price for
pre-paid hours with T&M capability in addition when required.

Payment profile The payment profile for this Call-Off Contract is; Single upfront
payment for the Initial Call-Off Confract and payment for
Additional Services as ordered from time to time,

Invoice details The Supplier will issue electronic invoices within 30 days of
signature of the call-off contract and within 30 days of
completion of any additional work over and above the 100
hours included within this contract, The Buyer will pay the
Supplier within 30 days of receipt of a valid invoice.

[In consideration of the supply of Services by the Supplier, the
Buyer shall pay the Supplier the invoiced amounts no later than




30 days after Receaipt of a valid and undisputed invoice which
includes a valid Purchase Order Numberl.ﬁll amounts stated
are axclusive of VAT which shall be charged at the prevailing
rate. The Buyer shall, following the Receipt of a valid VAT
invoice, pay to the Supplier a sum equal o the VAT chargeable
in respect of the Services.]

Who and where to
gend invoices to

Any queries regarding outstanding payments should be directed
to NHS Digital's Accounts Payable section by email at
financialaccounts@nhs.nat.

Invoices should clearly quote the purchase order number, be
addressed to NHS Digital, T56 Payables A125, Phoenix House,
Topcliffe Lane, Wakefield, WF3 1WE and be sent as a PDF
attachment by email to the following email address;
sbs.apinvoicing@nhs.net  [(one invoice per PDF) and emails
must not excead 10Mb and quote, ‘“T58 Invoice Scanning' in
subject line or alternatively invoices can be sent via post to the
above address.

Invaoice information
required

The Buyer shall issue a Purchase Order to the Supplier in re-
spect of any Services to be supplied to the Buyer under this Call-
Off Confract. The Supplier shall comply with the terms of such
Purchase Order as a term of this Call-Off Contract. For the
avoidance of doubt, any actions or work undertaken by the
Supplier under this Call-Off Contract prior to the receipt of a
Purchase Order covering the relevant Services shall be under-
taken at the Supplier's risk and expense and the Supplier shall
only be entitted to invoice for Services covered by a wvalid
Purchase Order.

The Supplier must ba in Receipt of a valid Purchase Order
Mumber before submitting an invoice. All invoices should be
sant, quoting that number to the address given on the Purchasea
Order. To avoid delay in payment it is important that the invoice
is compliant and that it includes an item number (if applicable)
and the details (name and telephone number) of the Buyer
contact, Non-compliant invoices will be sent back to the
Supplier, which may lead to a delay in payment.

Invoice frequency

Invioice will be sent to the Buyer in month 1 for the Cyber Incident
Response Retainer. Invoices will then be issued monthly for Ad-
ditional Services, where applicable.




Call-Off Contract
value

Total value shall not excead: £500, 000

Call-Off Contract
charges

Additional Buyer terms

Performance of the
Service and
Deliverables

This Call-Off Contract will include the following
Implementation Plan, exit and offbcarding plans and
milestones:

FPlease refer to "Schedule 1 = Services', where on-boarding,
off-boarding and milestones are detailed.

Guarantee

MIA

Warranties,
representations

In addition to the incorporated Framework Agreement clause
4.1, the Supplier warrants and represents to the Buyer that

MIA

Supplemental 1. The following requirements shall take priority above all
requirements in terms, conditions and specifications set out in this Call-Off
addition to the Call-Off Contract (including without limitation any embedded
terms documents and terms), and the Supplier shall ensure that

the software licences meet and conform with the following
requiremeants:

1.1 The Buyer shall be entitled, free of charge, to sub
licence the software to any contractor andior




1.2

Subcontractor of the Buyer who is working towards
andfor is providing services to the Buyer.

The Buyers role as national information and
technology pariner to the NHS and social care bodies
involves the Buyer buying services for or on behalf of
the NHS and social care entities. Nothing in the
licences for any of the software shall have the effect of
restricting the Buyer from discharging its role as the
naficnal information and technology pariner for the
health and care system which includes the ability of the
Buyer to offer software and services to the NHS and
social care entities. Specifically, any software licensing
clause prohibiting ‘white labelling’, ‘provision of
outsourcing services’ or similar, shall not be
interprated as prohibiting the Buyer's services.

1.3 The Buyer shall ba entitied to deploy the software at

any location from which the Buyer andfor any
contractor andlor Subcontractor of the Buyer is
undertaking services pursuant to which the software is
baing licenced.

1.4 Any software licenced to the Buyer on a named user

basis shall permit the transfer from one user to another
user, free of charge provided that the Supplier is
nofified of the same {including without limitation to a
named user who is a contractor and/or Subcontractor
of the Buyer).

1.5 The Supplier shall ensure that the Buyer shall be

anlitled 1o assign or novate all or any of the software
licences free of charge to any other central
government entity, by giving the licensor prior written
notice.

1.6 The Supplier shall notify the Buyer in advance if any

software or service permits the Supplier or any third-
party remote access (o the software or systems of tha
Buyer,

1.7 Where the Supplier is responsible for the calculation of

the appropriate number of users for software, and it is
later shown there is a shortfall of licences, the Supplier
shall be responsible for all costs of the Buyer.




Alternative clausas Thesza Allernative Clausas, which have been salectad from
Schedule 4, will apply:

=
Buyer specific For the purposes of incorporation of Schedule 6 - Glossary and
amendments interpretations of the Call-Off terms, the following definitions

to/refinements of the shall be added (and where such terms are already defined,
Call-O0ff Contract terms | such definitions shall be replaced with the corresponding
definitions below):

Fentl‘al means a body listed in one of the fol-
Government lowing sub-categories of the Central
Body Government classification of the

Public Sector Classification Guide,
as published and amended from
tima to time by the Office for
National Statistics:

a) Government Department;

b) Non-Departmental Public Body or
Aszembly Sponsored Public Body
(advisory, executive, or tribunal);

c) Mon-Ministerial Department; and

d) Executive Agency;

II:ER Laws means Laws relating to corporate
social responsibility issues (eqg.
anti-bribery and cormuption, health
and safety, the environmental and
sustainable development, equality
and diversity), including but not lim-
ited to the Modern Slavery Act 2015,
the Public Services (Social Value)
Act 2012, the Public Contracts Reg-
ulations 2015 and Article 6 of the
Enargy Efficiency Directive
2012127/EY, from lime o time in
force;

C5R Policies means the Buyer's policies, includ-
ing, without limitation, anti-bribery




and corruption, health and safety,
the environmental and sustainable
development, equality and diversity,
and any similar policy notified to the
Supplier by the Buyer from time to
time, and “CSR Policy” shall mean
any ona of them;

Cyber Security
Reguirements

means,

a) comphance with the DSP Toolkit
or any replacement of the same;

b} all resources must be SC
Cleared; and

<) any other cyber security require-
ments relating to the Services noli-
fied to the Supplier by the Buyer
from time to time;

DSP Toolkit

means the data securnty and pro-
tection toolkit, an online self-as-
sessment tool that allows organisa-
tions to measure their performance
against the National Data Guard-
ian's 10 data securily standards
and supports key requirements of
the GDOPR, which can be accessed
from hitps:hweers dsploolkit. nhs.uk!,
as may be amended or replaced by
the Buyer or the Department of
Health and Social Care from time
to time;

:Ennnral Change
in Law

means a change in Law which
comes into force after the Start date,
where the change is of a general
legislative nature andlor affects or
relates to a Comparable Supply.
and includes Laws arising out of or
in connection  with the United
Kingdom's withdrawal from the
European Union which substantially
amend, replace or supersede any
existing Law,




Law

means (from time to time in force)
any applicable law, any applicable
Act of Pariament, statute, by law,
regulation, order, regulatory policy
(including any requiremeant or notice
of any regulatory bady), guidance or
industry code of practice, rule of
court or directives or requirements
of any Regulatory Body, delegated
or subordinate legislation within the
meaning of Section 21(1) of the In-
terpretation Act 1978, or enforcea-
bla community right within tha
meaning of Section 2 of the Euro-
pean Communities Act 1972, and
any amended or new laws arising
out of or in connection with the
United Kingdom's withdrawal from
the European Union (that is, ceases
to be an EU Member State);

IF'I:I rehaso
Order

means the Buyer's unique number

relating to the supply of the
Servicas,

Receipt

means the physical or electronic ar-
rival of the invoice at the address
specified above at 'Call-Off Contract
charges and payment under the
heading “Who and where to send in-
voices to” or at any other address
given by the Buyer to the Supplier
for the submission of invoices from
time to time;

Unavoidable
Losses

means only the Losses specified as
such in the Order Form (if any)
which the Supplier may incur in the
event of the Buyer ending the Call-
Off Contract pursuant to Clause
18.1;

1) Clause 11.2 of the Call-Off terms shall be deleted in its




11.2A

11.28

11.2C

11.2D

Z)

18.2

18.3

entiraty and replaced with the following new Clause
1.2

All Project Specific IPRs shall vest in the Buyer
absolutely, and the Supplier hereby assigns to the
Buyer, absolutely with full title guarantes (and free from
all third party rights), amny and all of its right, title and
interest in and o all the existing and future Project
specific IPRs, to the fullest extent permitted by law.

The Supplier grants the Buyer a non-exclusive,
transferable, perpetual, irevocable, royalty-free licence
o use any Background IPRs embedded within the
Project Specific IPRs for the Buyer's ordinary business
aclivities and to the extent required to enjoy the full
benefit of ownership of the Project Specific IPREs.

The Buyer shall have the right to grant to any person a
sub-licence of any licence granted pursuant ko Clauses
11.28 and 11.3.

Each Party underiakes that it shall promptly execute all
documents, make all applications, give all assistance
and do or procure the doing of all acts and things as
may be necessary or desirable to give full effect to the
assignmant of the Project Specific IPRs described in
Clause 11.2A in, and fo register ownership of the
Project Specific IPRs in, the name of the Buyer (lo the
extent that registration of rights is available) and/or to
give full effect to the licences granted under this Clause
11.

Clauzes 18.2 and 18.3 of the Call-Off terms shall be de-

leted in their entirety and replaced with the following
new Clauses 18.2 and 18.3:

The Parlies agree that the:

s Buyer's right to End the Call-Off Contract under
clause 18.1 is reasonable considering the type
of cloud Service being provided

¢ Call-Off Contract Charges paid during the notice
period is reasonable compensation and covers
all the Supplier's Losses, unless Unavoidable
Losses are specified in the Order Form, in which
case clause 18.3 shall apply to such Unavoida-
ble Losses,

Subject to clause 24 (Liability), and if this clause is




3)

32.4

4)

4A.1

specifiad to apply in the Order Form, if the Buyar Ends
this Call-Off Contract under clause 18.1, it will indem-
nify the Supplier against any Unavoidable Losses in-
cumred by the Supplier, provided that the Supplier takes
all reasonable steps to mitigate the Unavoidable
Losses. If the Supplier has insurance, the Supplier will
reduce its Unavoidable Losses by any insurance sums
available. The Supplier will submit a fully itemised and
costad list of the Unavoidable Losses with supporting
evidence.

A new Clause 32 4 shall be added and shall lake prec-
edence over Clause 8.11 of the Framework Agreement
for the sole purpose of interpretation of this Call-Off
Contract in relation to General Changes of Law:

Any required changes to the Services or this Call-Off
Conftract after the Start Date arising out of or in
connection with the United Kingdom's withdrawal from
the European Union (thal is, ceases to be an EU
Meamber State) shall be addressed as a General
Changea in Law, which means the Supplier shall not ba
enfitied to reduce the functionality or performance of
the Services or increase the Charges.

Mew Clauses 4A and 4B shall be added as follows:

IR35

This Call-Off Contract constitutes a contract for the
provision of goods and/or services. Whera the Supplier
{or its Subcontractors) have included one or more
pecple that are non-permanent members of staff that
are not on the Supplier's (or its Subcontractors) payroll
("Contractor(s)") to fulfil its service obligations under
this Call-Off Contract, the Supplier shall be fully
responsible for and shall indemnify the Buyer for:

* any proceedings, claims or demands by any
third parly (including specifically, but without
limitation, HMEC and any successor, equivalent
or related body pursuant to tha IR35 legislation
andfor any of the provisions of Income Tax Reg-
ulations);

& any income tax, Mational Insurance and social
security contributions and any other liability, de-
duction, contribution, assessment or claim aris-
ing from or made in connection with either the
performance of the services or any payment or




benefit raceived by the Contractor in respect of

the services, where such recovery is nol prohib-
fted by law; and

# all reasonable costs, expenses and any penalty,
fine or interest incurred or payable by the Buyer
in connection with or in consequence of any
such liability, deduction, contribution, assess-
ment or claim.

4A.2  The Buyer may al its option satisfy such indemnity (in
whole or in part) by way of deduction from payments
due to the Supplier,

44,3 The Supplier wamrants that it is not, nor will it prior to the
cessation of this Call-Off Contract, become a managed
service company, within the meaning of section 618 of
the Income Tax (Earnings and Pensions) Act 2003,

44 4 The Supplier shall monitor the provision of the services
and notify the Buyer where it considers that the activity
of the Buyer may impact the Suppliers’ (or its
Subcontraclors) IR35 Assessment in relation lo the
Contractors.

48 Security of Supplier Staff

4B.1 Supplier Staff shall be subject 1o pre-employment chacks
that include, as a minimum: verification of identity,
employmant history, unspant criminal convictions and
right to work, as detailed in the HMG Baseline
Personnel Sacurity Standard
{hitps.iwwnw . gov. ukigovernment/publications/govemm
ant-baseline-personnel-sacurity-standard), as may be
amended or replaced by the Government from time to
tirme.

4B.2 The Supplier shall agree on a case by case basis which
Supplier Staff roles which require spedific government
Maticnal Security Velting clearances (such as "3C') in-
cluding system administrators with privileged access to
IT systems which store or process Buyer Data.

4B.3 The Supplier shall prevent Supplier Staff who have not
vel received or are unable to obtain the security clear-
ances required by this clause from accessing syslems
which slore, process, or are used to manage Buyer
Data, or from accessing Buyer premises, except where
agreed with the Buyer in writing.




4B.4

4B.5

3)

16.8

6)

12.1

All Supplier Staff that have the ability to access Buyer
Data or systems holding Buyer Data shall undergo reg-
ular training on secura information management pringi-
ples. Unless otherwise agreed with the Buyer in wriling,
this training must be undertaken annually.

Where Supplier Staff are granted the ability to access
Buyer Data or systems holding Buyer Data, those Sup-
plier Staff shall be granted only those permissions nec-
essary for tham to carry out their duties. When staff no
longer need such access or leave the organisation, their
access rights shall be revoked within one (1) Working
Day.

A new Clause 16,8 shall be added as follows:

The Supplier warrants and represents that it has
complied with and throughout the Call Off Contract
Pericd will continue (o comply with the Cyber Security
Requirements.

Clauses 12.1 and 12.3 of the Call-Off terms and condi-
tions shall be deleted in their entirety and replaced with
the following new Clauses 12.1 and 12.3:

The Supplier must:

comply with the Buyer's written instructions and this
Call-Off Contract when Processing any Buyer Data, in-
cluding but not limited to Buyer Personal Data;

only Process the Buyer Data, including but not limited
to Buyer Personal Data as necessary for the provision
of the G-Cloud Services or as required by Law or any
Requlatory Body;

take reasonable steps to ensure that any Supplier Staff
who have access to any Buyer Data, including but nat
limited to Buyer Personal Data act in compliance with
Supplier's security processes.

12.3 The Supplier must get prior written consent from the Buyer

7)

284

to transfer any Buyer Data, including but not limited to
Buyer Personal Data to any other person including any
Subcontractors) for the provision of the Services.

A new Clause 2BA shall be added as follows:

Corporate Social Responsibility Conduct and
Compliance




28A.1

28A.2

28A.3

8)
288

28B.1

The Buyer applies corporate and social responsibility
values to its business operations and activities which
are consistent with the Government's corporate social
responsibility policies, including, without limitation,
those policies relating to anti-bribary and corruplion,
health and safety, the environment and sustainable de-
velopment, equality and diversity.

The Supplier represents and warrants that it:
28A.2 1 complies with all CSR Laws;

285.2.2 requires ifs Subcontractors and any person
under its control, to comply with all CSR
Laws; and

28A.2.3 has adopted a written corporate and social
responsibility policy that sets out its values
for relevant activity and behaviour (including,
without limitation, addressing the impact on
amployeeas, clients, stakeholders, communi-
ties and the envircnment by the Supplier's
business activities),

The Supplier shall notify the Buyer in the event that its
corporate and social responsibility policies conflict with,
or do not cover the same subjact matter in an equivalent
level of detail as is in, the CSR Policies.

A new Clause 2BB zhall be added as follows:
Modern Slavery

The Supplier represents and warranis that at the Start
Date neither the Supplier, nor any of its officers and em-
ployaas:

Z28B.1.1 have been convicted of any offence involving
slavery and human trafficking; and

£28B.1.2 having made reasonable enquiries, so far as
it is aware, have been or is the subject of any
investigation, inquiry or enforcement pro-
ceedings by any governmental, administra-
tive or regulatory body regarding any offence
or alleged offence of or in connection with
slavery and human trafficking.

28B.2 The Supplier shall implement due diligence procedures




28B.3

9)

33.2

33.3

10)

11)

35

351

for its Subcontractors and other participants in its sup-

ply chains to ensure that there is no slavery or human
trafficking in its supply chains.

The Supplier shall prepare and deliver to the Buyer
each year, an annual slavery and human trafficking re-
port setfing out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any
of its supply chains or in any part of its business.

Mew Clauses 33.2 and 33.3 shall be added as follows:

Data Protection Impact Assessment Delivery and
Assistance

Without limitation to the obligations as set out in
Schedule 7 (GDPR Information), the Call-Off Contract
and the Order Form, the Supplier shall provide a draft
DPIA prior to Contract Award for each Deliverable
under the Call-Off Confract.

The Supplier shall update the DPIA to be complete for
the agreed Deliverable(s) and meeting all Law, prior to
the Start date of the Call-Off Contract, The Supplier
shall be responsible for updating the DPIA at each
material change of the Deliverable(s) (including but not
limited to each release of new software) and following
any Variation.

A naw Clause 34 shall be added as follows:
Assignment and Novation

The Buyar may at its discretion assign, novate or othar-

wise dispose of any or all of its rights, obligations and
liabilities under this Call-Off Confract andlor any asso-
ciated licences to the Department of Health, NHS Eng-
land and / or any Central Governmeant Body and the
Supplier shall, at the Buyer's request, enter into an
agreameant in such form as the Buyer shall reasonably
specify in order to enable the Buyer to exercise its righis
pursuant to this clause 34 (Assignment and Novation).

A new Clause 35 shall be added as follows:
Subcontracts

The Supplier shall ensure that each material Subcon-
tract shall include:

a right under the Confracts (Rights of Third Parties) Act




35.2

J35.3

12)

36

36.1

36.2

13)

11.1)

1A

1999 for the Buver to enforce any provisions under tha
material Subcontract which confer a benefit upon the
Buyer,

a provision enabling the Buyer to enforce the material
Subcontract as if it were the Supplier, and

obligations no less onerous on the Subcontrachor than
those imposed on the Supplier under this Call-Off
Contract.

A new Clause 36 shall be added as follows:
Execution and Counterparts

This Call-Off Contract may be executed in any number
of counterparts (including by electronic transmission),
each of which when executed shall constitute an
original but all counterparts together shall constitute
one and the same instrument,

Execution of this Call-Off Contract may be carried out
in accordance with the Electronic ldentification and
Trust Services for Electronic Transactions Fegulations
20016 (S| 2016/696) and the Electronic
Communications Act 2000, In the event each Party
agrees to sign this Call-Off Contract by electronic
signature (whatever form the electronic signature
takes) it is confirmed that this method of signature is as
conclusiva of each Party's intention to be bound by this
Call-Off Contract as if signed by each Party's
manuscript signatura. In such situation, this Call-Off
Confract shall be formed on the date on which both
Parties have elactronically signed the Call-Off Contract
as recorded in the Buyer's electronic contract
managemant system.

Schedule 4 - Processing Data (Framework
Agreament)

A new paragraph 1A shall be added to Schedule 4 of
the Framework Agreeament as follows:

Apart from where the Parties act as Joint Confroflers, it
is intended that the Parties will only act as independeant
Controllers of Personal Data under the Contract where
the Supplier also carries oul some Processing activi-
ties under the Contract as Processor on behalf of the
Buyer as Controller,




11.2) The reference to paragraph 16 in paragraph 28 of
Schedule 4 of the Framework Agreement shall be
daleted and replaced with a reference to paragraph 17.

Public Services 1/

Network (PSN)

Personal Data and Confirm whether Annex 1 {(and Annex 2, if applicable) of
Data Subjects Schedule 7 is baing used:

As of the Start date, it is accepted there is no Processing of
Personal Data involved under this Call-Off Contract, It is
agreed that each Party shall be responsible for ensuring Data
Praotection compliance in accordance with the Data Protection
Legislation, in relation to its Processing of any Personal Data
under this Call-Off Contract, Should the Data Processing
position change, the Parties acknowledge that the only
Personal Data which may be shared under this Call-Off
Contract will be set out in the data table at Annex 1 (Processing
Personal Data) under Schedule 7. GDPR Information and
izsuad as an addendurm.

1.1

1.2

1.3

1.4

22

Formation of contract

By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-
Off Contract with the Buyer.

The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract
terms and by signing below agree to be bound by this Call-Off Contract.

This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed
copy of the Order Form from the Supplier.

In cases of any ambiguity or conflict, the lerms and conditions of the Call-Off Contract (Part
B) and Order Form (Part A) will supersede those of the Supplier Terms and Conditions as
per the order of precedence sel oul in clause 8.3 of the Framework Agreement.

Background to the agreement

The Supplier is a provider of G-Cloud Services and agreed to provide the Services under
the terms of Framework Agreement number RM1557.12,

The Buyer provided an Order Form for Services to the Supplier.



2.3 The individuals set out below shall execute thizs Call-Off Confract, on behalf of the Buyer
and the Supplier, either using a manuscript signature or an electronic signature. A
manuscript signature shall ba placed in the execution block below, an electronic signature
shall be evidenced in an execution bock to be altached as the final page of this Call-Cif
Contract:

Signed: Supplier Buyer

Name of individual
signing:

Titla:

Email:

Signature (only
applicable for
manuscript
signature):

Date [only
applicable for
manuscript
signature):

Schedule 1: Services

1 Objective and CIR Services Order Procedura

The objective of the Call-off Contract is to provide Buyer on an ad hoc basis with advice, support
and recommendations for remedial action in relation to a specific cyber incident affecting you
during the term of this Call-Of Contract. The specific purpose of our work (the "Purposea”) for each
project will be set out in the relevant Work Order (as defined below).

Where a cyber incident anses and the Buyer requests Supplier to assist it, Supplier will work with
Buyer to agree a work order (setting out the scope of Buyer's requirements and other senvice
specific terms) in the format set out in Appendix 1 {"Work Order”) and once signed shall be
deemed to form part of this Call-Off Contract. Each Wark Order shall not be treated as a separate
contract.

References throughout this Call-Off Contract to the ‘engagement’ are to the over-arching
engagement represented by this Contract-Off Contract. References to a "project” are to individual



incident responses / investigations carried out in accordance with the terms of the applicable Work
Order.

2 Supplier Services and Responsibilities

2.1 Engagement Team

will b the lead partner for our Services under this Call-Off Contract and will ba
ESEIE! & The engagement

team for any particular incident will be determined according to the needs of that incident and may
be set out in the relevant Work Order.

2.2 Services

2.2.1 The scope of the Supplers work on any individual project will be limited (o the matters set
out in each individual Werk Order. The Weork Order will also set out for each individual project the
relevant purpose of the Supplier's work any agreed timeframes required to complete the work.
Where an issue arisas which may cause us difficulties in completing work within timeframes, we
shall discuss with you as soon as we become aware of any potential delay.

2.2.2 When requested, through the service activation process detailed in section 2.2.5, Supplier
will provide support to you to provide advice, support and recommendations for remedial action, as
required in support of a cyber-incident, Supplier CIR services are able to assist with, but not limited
fo, the following types of incident:

« Advanced targeted attacks;

« Altacks involving malware, including ransomware;

= Loss or compromise of data;

¢ Unauthorised access to networks andfor data; and

¢ Improper usage of systems or information.

Any of the above incidents may require Supplier's specialist technical services which include, but
are not limited to:

« General incident management;
»  Neltwork analysis,

+ End-point analysis;

« Malware analysis; and

« Log file analysis.

Any of the above incidents may also require additional Supplier specialist services which include,
but are not limited to:

Computer forensics including mobile device and preservation;



+ Exper wilness services;

« Crisis managament;

« Communications support;

« Mebwork recovery services; and

» Cyber threat and business intelligence.
2.2.3 Exclusions

2.2.3.1 The following areas are specifically excluded from Supplier's Services:
+ Implementation of any technologies to remain on the network;

= Penetration lesting of any supporting infrastructure, network component, software package
or operating systems;

= Wab application penetration testing of any web interface internally and axternally;
« Personnel secunty or physical security within the Client and/or any third parties; and

= Testing of any business partner systems or transmission security within any service
provider's nebwork.

2232 Other than as may be specified in a Work Order, Supplier will not carry out a
specific review of Buyer's systems and internal controls and accordingly will provide no comments
on their effectiveness, nor the ability of the systems and internal controls to support the Buyer's
business now or in the future, However if, in the performance of the other procedures noted ina
Work Order Supplier identifies any material internal control or systems weaknesses, Supplier will
draw these to Buyer's attention,

2.2.3.3 Buyer agrees that we will not audit or otherwise test or verify the information given
to Buyer, in writing or orally, during the course of the Services unless agreed otherwise in this Call-
Off Contract andior in 8 Work Order,

2.24 For the purpose of this Contract the “Services” will include those services within the above
scope which are set out in a Work Order or as otherwise agreed to be provided pursuant to section
2.2, The Services are provided for the benefit of you and any of Buyer's subsidiaries (if any™) which
are expressly named as a "Beneficiary” in any Work Order (each a "Beneficiary™) provided that
such Beneficiaries have signed the relevant Work Order and the Services are delivered to such
Beneficiaries subject to the terms of this Call-Off Contract including but not limited to the limitations
of liability contained herein.

2.2.5 Service Activation

In the event Customer wishes to activate the 24/7 CIR service, CIR staff should be contacted as
fodlows:

E-mail: CIRT@deloitte.co.uk
Phone - CIR Emergency Help: 020 7007 9660




2.2.6 Response SLAs

2.2.6.1 Details of the response service levels ("Response SLAs") we will endeavour to
provida in the event of a cyber incident are as follows:
Level of Support LA Remarks
Subject Matter Expent (SME) 30 Minutes When client calls the CIR
conference call set-up Emergency Help number.
SME supporting (remotaly or 4 hours This time could be reduced
in transit to on-site) during working hours. We will

deploy resources from the
closest available sile, based
around responder availability.
Due to the unknown locations
vou may request, there are
limes where 4 hours is not
possible.

2262 Once a call has been returned Lo the Buyer, the SME will be available lo provide the
Buyer with initial advice, recommendations for remedial action, and crisis management services as
required, This service will continue remotely until the Buyer requests these Services on their
premises in accordance with the SLA,

23 Format and use of the Deloitte Deliverables

2.3.1 The Deliverables will comprise of a summary post incident report addressing the matters
set out in the appiicable Work Order ("Report”) and any other deliverables (if any) specified in the
applicable Work Order.

2.4 Limitations of our Work

Supplier's work on any project will be limited by the time available, scope of work and information
made available to Supplier, Whilst Supplier will report its findings in accordance with the agreed
scope of work having considered the information provided to it in the course of camying out the
Services, additional information that Buyer may regard as relevant may exist that is not provided o
{and therefore not considerad by) Buyer. Accordingly, Suppliers Report and work on any specific
project should not be relied upon as being comprehensive in such respects. Supplier accepts no
responsibility for matters not covered by or omitted from Supplier's Report due to the limited nature
of aur work,

2.5 Electronic Analysis and Investigation considerations

2.5.1 Should Supplier's work on an individual project involve data capture, analysis and related
proceduras, our practice is to minimise the impact on the original electronic material that Supplier
uses or examines such as computers, laptops, mobile telephones, removable media and backup
tapes. However, with any electronic equipment or data storage device thera is always a possibility
of a hardware failure when equipment is switched on or accessed. This is a function of the material
under review and is outside Supplier's control. Supplier takes no responsibility for any such failure,
should it occur, or any events arising from such failure.



25.2 Buyer confirms that it has considered any Data Protection Act or Human Rights Act (or
equivalent overseas legislation) issues that might arise from Supplier's work and have put in place
the necassary confrols and procedures 1o ensura any data collected by Supplier during any
individual project does not compromise these legal requirements. Buyer confirms that its staff and
IT policies allow the review of Buyer's systems.

2.5.3 As part of the Supplier's investigation strategy on an individual project Supplier may use
network forensic software for the remote capture of electronic material. This requires a small
program to be installed or run on specified PCs andfor servers. This software has been
successiully tested on a variety of hardware and software platforms; however Supplier is unable to
guarantee its successful operation on systems outside Supplier's control. Further, Supplier will not
be liable for any malfunction, interruption to or demise of Buyer's systems that running the forensic
zoftware might cause, or any events arizing therefrom. Supplier recommends therefore that the
software is tested by Buyer on a trial system, prior to its installation or operation on Buyer's live
system.

254 During the forensic analysis of mobile communication equipment, our practice is, wherever
possible, to avoid switching on the handset with the original 5IM card inserted, as doing 50 may
cause the equipment to register with the network. Should there be any SMS messages waiting to
be received, these would automalically be downloaded to the equipment, possibly ovenariting
deleted messages that could otherwise be recovered. Similarly, the handset may recaive
automated calls from voicemail that may cause entries in the call register to be ovenaritten.
However, it is sometimes the case that information can only be retrieved from the handset if it
recognises the onginal SIM card. Further, a reading from the handset clock is sometimes needed
to provide a reference for this data. We therefore disclaim any liability arising from any such loss of
data, should it be necessary for Supplier to switch on the equipmant with the original SIM card
inserted.

255 Following the complation of the project Supplier will aither return to Buyer or securely
destroy any electronic data that Supplier collected from Buyer's systems as part of this project.
Supplier will undertake an inventory of such electronic data that Supplier holds in secure storage
and then provide Buyer with the list of data collected, requesting Buyer's instructions whether
Supplier should return or destroy that data. If Buyer does not respond to Supplier within one month
from the date of thal letter Supplier shall be entitled 1o securely destroy the data. Returmn of data to
Buyer will be receipted (inciuding, if relevant, via a courier) in order to maintain chain of custody
documentation. Supplier is however obliged to retain as part of Supplier working papers one copy
of any output or analysis created through our processing of Buyer's electronic data that may be
necessary to support the opinions or conclusions of Supplier's work.

2.5.6 Supplier plans to use a secure data lransfer facility (“ShareFile™) to facilitate the transfer of
electronic data to or from Buyer. Data is encrypted in transit to and from the server which is located
in a secure data centre and hosted by a third party contracted by Supplier. Supplier accepts no
rasponsibility for any data content on such SharaFile site unless it was uploaded by Supplier.

3 Co-operation with Buyer's Legal Advisers

3.1 Buyer may wish to engage a law firm as its legal advisers in connection with specific
projects (in each case, the “Law Firm”). Buyer may wish the Law Firm to have access to Buyer
Deliverables and for Supplier to have future discussions that include the Law Firm in respect of an
individual project. In order that we may permit the Law Firm to have access to such Deliverables



and for us to have fulure discussions that include the Law Firm in respect of an individual project,
Buyer agrees and accepts that by doing so we are not extending our responsibilities beyond those
responsibilities to Buyer that Seller acknowledges in this Call-Off Contract and/or Work Order.

32  Where Buyer and/or the Law Firm consider it appropriate for a particular project we may for
reasons of privilege put in place a standalone letter of engagemaent with the Law Firm. The terms of
such a letter will follow the terms of this Call-Off Contract as closely as possible.

4 Client Responsibilities

4.1 Buyver acknowledges and agrees that our perfformance of the Services is dependent on the
timely completion of the activities and responsibilities detailed in the Deloitte G-Cloud 12 Terms of
Business, this section 4 and any additional responsibilities detailed in any Work Order, as well as
timely decisions and approvals by you.

4.2 Buyer may have taken out insurance cover for events of the type in which Buyer asks
Supplier to become involved. Should there be any possibility that Buyer may wish to make a claim
under such a policy, it is Buyer's responsibility to ensure that you abide by its terms and conditions
and that Supplier's engagement by Buyer will not result in Buyer's insurer refusing to meet the
claim. Supplier cannot accept any responsibility for invalidation of such a policy.

4.3  Buyer will be responsible for the following:
* Throughout incident any decision making will remain the responsibility of the Buver.

» Have appropriate skilled Buyer personnel available at the times you wish Supplier to
undertake data gathering; plus where on-site data gathering is required, provide Supplier
consultants with support when they visit a Buyer location,

* Provide an appropriate working environment for Supplier personnel when working on site
if required.

» Buyer confirms that it is the owner of any applications and/or software to be used by us
during a project or in the event that Buyer is the licensee of such product then Buyer
warrants that it has obtained the relevant licences 1o enable Supplier to use these to
perform the Services.

4.4 The responsibilities set out above, those included in any specific Work Order and those
contained in Deloitte G-Cloud 11 Terms of Business are together referred to in this Contract as the
“Buyer Responsibilities”.

5 NCSC Accreditation

Supplier has been cerified by NCSC and CPNI as providers of quality assurad CIR services. As
part of these services, NCSC and CPNI will, in appropriate circumstances, use their unique
knowledge and axpertise to suppor Supplier. Supplier recommends that Buyer authorises Suppler
to notify NCSC and CPNI about the Buyer's incident and share information relating to it. In addition
NCSC would like to receive a copy of any Repon that Supplier provides to Buyer. These bodies will
respect the confidentiality of any of this information Supplier provides to them and, as a direct
result, Supplier may be able (o lackle the Buyer's incident more effectively

Estimated Fees and Expenses



6.3 Buyer may use the Response Credit to pay for related advisory projects during the Term.
Unused response credit at the end of the Term will be converted into cyber advisory credit. This
advisory credit, is then valid for an additional 3 months from the end of the Term, and can be used
for a variety of different cyber related engagements such as, but not limited to: Threat Hunting on
Buyer network, perodic lesting of procedures/playbooks and simulations at our standard advisory
rates. Please note that Supplier is not obligated fo provide support in accordance with Response
SLAs where the Term has expired. To ensure Response SLAs are maintained, the term of this
Call-Off Contract must be renewed.

6.4 Until Supplier and Buyer have agreed the specific work-steps that Buyer would like Supplier
fo undertake for an individual project, Supplier will be unable o provide Buyer with an estimate of
our Charges. Once the parties have agreed those detailed work-steps Supplier will provide Buyer
with an estimate of fees for an individual project. Pleaze note that such an estimate will not
represent a fixed price quotation, nor @ maximum figure, but will represent estimation of the
approximate amount of the Charges Supplier may incur on an individual assignment based on our
knowledge at the bme of providing the estimate.

6.5  Our Charges and fee rates are subject to annual revision on 1 Septembear aach year.
Personnel assigned to the Services may be promoted during the period covered by this Call-Off
Contract and this will cause their individual billing rates to rise to that of their new grade. Supplier
will advise Buyer in writing in advance of any change in the fee rates covered by this Call-Off
Contract or of any relevant changes in personnel grade.

5.6 Rates detailed above, where detailed are inclusive of expenses. Where these are not
detailed, any additional effort expanses incurred as part of any work deliverad will be agread with
the Buyer and estimated within the applicable Work Order

T Variations

If gither party wishes to request any addition, modification or other change to the Services or
parformance required under this Call-Off Contract, or an individual Waork QOrder where appropriale,
we each agree to follow the Variation procedures set out in this Call-Of Confract.

8. Term

The term of this Call-Cff Contract whereby Supplier may order Services via a Work Order shall be
for a duration of 12 months from the date of Supplier's signed acceptance of this Call-Off Contract
(unless terminated eardier or extended by the mulual written agreement of the pariies) ("Term"). For
the avoidance of doubt the terms of the Call-Off Contract shall continue to apply for the duration of
any Work Order entered into during the Term whose duration continues beyond the Term



Appendix 1: Template Work Order
APPENDIX 1 TEMPLATE WORK ORDER

This Work Order should be read in conjunction with the terms of the Call-Off Contract batween the
parties dated [insert date] and the terms of the Call-Off Contract form part of this Work Order
including but not limited to any limitations of liability tharein.

1. NATURE AND SCOPE OF THE PROJECT

Mo provide Cyber Incident Response services in support of the Cliend]
2. PROPOSED INVESTIGATION STRATEGY

[This will be completed as appropriale for each profact. ]

3. ENGAGEMENT TEAM

IThiz will be compleled as approprale for each profect. ]

4. PURPOSE OF OUR WORK

[This will be completed as appropriale for each projact. ]

5. [BENEFICIARIES]

[Only complale if are substdianas of the conlracting parent which are entitted to rely on the
sendces in addition o the parent confracting entity]

6. SERVICES

[This will be completed as appropnale for each project.|
7. DELIVERABLES

[Thiz wall be completed as appropnalte for each project.]
8. TIMING OF DELIVERABLES

[Thiz will be completed as appropnale for each project.|
9. ESTIMATED FEES AND EXPENSES

Dur charges, for which the Client will be responsible, will be charged in accordance with the rates
set out in our Engagement Latter dated [insert date).

Assuming no undue complications Seller estimates that its Charges will be in the region of £[insert
] to Einser] plus expenses and VAT, Please nole that this does nol represant a fived price
quotation, nor a maximum figure, but represents our estimation of the approximate amount of the
Chargas we may incur on this project based upon Supplier's current knowledge of your situation
and the amount of work that Supplier may be invelved in. This will be subject to revision as
circumstances dictate. Supplier will provide Buyer at [weekly / fortnightly / monthly] intervals with a
summary of [time and] cost accumulated to date.



Yours faithfully

Deloitte LLP

Enc.

Accepted

e DY v s e s e DI L

For and on behalf of NHS Digital and each of its subsidiaries as listed in Appendix 4 to the
Confract.

Annex 1

This Annex 1 includes certain details of the Processing of Client Parsonal Data for this
incident as required by Article 28(3) GDPR.

1 Under this Engagament Letter, Deloitte will be acting as a data controller

2 Subject matter, nature and punpose of processing: Deloitte will process personal data
as may be necessary in connection with the provision of the Services

3 Duration: as long as necessary for the provision of the services, or as otherwise
requirad for legal, requlatory or professional purposes

4 Types of Personal Data and categories of data subjects: such categories as may be
necessary in connection with the provision of the Services

S The obligations and rights of the Client are set out in the Contract.

The Client acknowledges that Deloitta may from time to time use contractors to provide
the Services who are not Deloitte employees. Deloitte is not required to notify the Client
when such resources are utilised in the provision of the Services.

(PO |
821588193657222t

el -and -osnditin

Schedule 2: Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the
Supplier's Digital Marketplace pricing document) can't be amended during the term of the Call-Off
Contract. The detailed Charges breakdown for the provision of Services during the Term will
include:



For CIR Services any time over and above the pre-purchased 100 response hours will be agreed
with the buyer and charged at a blended (inclusive of expenses rate) of;

Customer Benefits

For each Call-Off Contract please complete a customer benefits record, by following this link;

G-Cloud 12 Customer Benefils Record




Part B: Terms and conditions

1.1

1.2

1.3

1.4

Call-Off Contract Start date and length
The Supplier must start providing the Services on the date specified in the Order Form.

This Call-Off Coniract will expire on the Expiry Date in the Order Form. It will be for up to 24
maonths from the Start date unless Ended earlier under clause 18 or extended by the Buyer
under clause 1.3.

The Buyer can extend this Call-Off Confract, with written notice to the Supplier, by the
peariod in the Order Form, provided that this is within the maximum permitted under the
Framework Agreement of 2 periods of up to 12 months each.

The Parlies must comply with the requirements under clauses 21.3 to 21.58 if the Buyer
resarves the right in the Order Form to extend the contract beyond 24 months.

Incorporation of terms

The following Framework Agreement clauses (inciuding clauses and defined terms
referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off
Confract obligations and apply between the Supplier and the Buyer:

4.1 (Warranties and representations)

4.2 to 4.7 (Liability)

4.11 to 4.12 (IR35)

5.4 to 5.5 (Force majeura)

5.8 (Conlinuing rights)

5.9 to 5.11 (Change of control)

5.12 (Fraud)

5.13 (Notice of fraud)

7.1 10 7.2 (Transparency)

8.3 (Order of precedence)

8.6 (Relationship)

8.9 to 8.11 (Entire agreament)

8.12 (Law and jurisdiction)

8.13 to 8.14 (Legislative change)

8.15 to 8.19 (Bribery and corruption)

8.20 to B.29 (Freedom of Information Act)
8.30 to 8.31 (Promoling tax compliance)
8.32 to B.33 (Official Secrets Act)

§.34 to 8.37 (Transfer and subcontracting)
8.40 to B.43 (Complaints handling and resolution)
8.44 to 8.50 (Conflicts of interest and ethical walls)
8.51 to 8.53 (Publicity and branding)

8.54 to B.56 (Equality and diversity)

8.59 to 8.60 (Data protection



2.2

2.3

2.4

2.5

3.1

3.2

4.1

8.64 to B.65 (Severability)

8.66 to B.68 (Managing disputes and Mediation)

8.80 to B.88 (Confidentiality)

8.89 to 8.90 (Waiver and cumulative remedies)

8.91 to 8.101 (Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreament glossary and interpratation

any audit provisions from the Framework Agreement set out by the Buyer in the Order
Form

The Framework Agreement provisions in clause 2.1 will ba modified as follows:

2.2.1 areference to the ‘Framawork Agreement’ will be a reference to the "‘Call-Oiff
Conftract’

2.2.2 areference to 'CCS" will be a reference to ‘the Buyer'
223 areference to the 'Parties’ and a 'Party’ will be a refarence to the Buyer and
Supplier as Parties under this Call-Off Contract

The Parties acknowledge that they are required to complete the applicable Annexes
contained in Schedule 4 (Processing Data) of the Framework Agreament for the purposes
of this Call-CHf Contract. The applicable Annexes being reproduced at Schedule 7 of this
Call-Off Contract.

The Framework Agreement incorporated clauses will be referred to as incorporated
Framework clause "XX', where "XX is the Framework Agreement clause number.

When an Order Form is signed, the terms and conditions agreed in it will be incorporated
into this Call-Off Contract.

Supply of services

The Supplier agrees to supply the G-Cloud Services and any Additional Services under the
terms of the Call-Off Contract and the Supplier's Application.

The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance
criteria, as defined in the Order Form,

Supplier staff

The Supplier Staff must:

4.1.1 be appropriately experienced, qualified and trained to supply the Services.
4.1.2 apply all due skill, care and diligence in faithfully performing those duties.

4,1.3 obey all lawful instructions and reasonable directions of the Buyer and provide the
Services o the reasonable satisfaction of the Buyer.



4.2

4.3

4.4

4.5

4.6

4.7

4.8

5.1

4.1.4 respond to any enquirias about the Services as soon as reasonably possible.
4.1.5 complate any necassary Supplier Staff vetting as specified by the Buyer.

The Supplier must retain overall control of the Supplier Staff so that they are not considered
o be employvees, workers, agents or contraciors of the Buyer.

The Supplier may subsfitute any Supplier Staff as long as they have the equivalent
experience and qualifications to the substituted staff member,

The Buyer may conduct IR35 Assessments using the ES| ool to assess whether the
Supplier's engagement under the Call-Off Contract is Inside or Qutside 1R35.

The Buyer may End this Call-Off Contract for Material Breach as per clause 18.5 hereunder
if the Supplier is delivering the Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before
the Start date or at any time during the provision of Services to provide a preliminary view
of whether the Services are being delivered Inside or Outside IR35. If the Supplier has
completed the Indicative Test, it must download and provide a copy of the PDF with the 14-
digit ESI reference number from the summary outcome screen and promptly provide a copy
to the Buyer.

If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35,
the Supplier must provide the Buyer with all relevant information needed to enable the
Buyer to conduct its own IR35 Assassment.

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the
ESl reference number and a copy of the PDF to the Supplier.

Due diligence

Both Parties agree thal when entering into a Call-Off Contract they:

5.1.1 have made their own enquiries and are satisfied by the accuracy of any information
supplied by the other Party,

5.1.2 are confident that they can fulfil their obligations according to the Call-Off Contract
terms,

59.1.3 have raized all due diligence questions before signing the Call-Of Contract.
5.1.4 have entered into the Call-Off Contract relying on its own due diligence,

Business continuity and disaster recovery

The Supplier will have a clear business continuity and disaster recovery plan in their senvice
descripions.



6.2

6.3

7.2

7.3

74

75

76

7.7
7.8

g

.10

.11
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The Supplier's business continuity and disaster recovery services are part of the Services
and will ba parformed by the Supplier when required.

If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ansure that its business continuity and disaster recovery plan is consistent with the Buyer's
own plans.

Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for tha Supplier's delivery of
the Services.

The Buyer will pay the Supplier within the number of days specified in the Order Form an
receipt of a valid invoice.

The Call-Off Contract Charges include all Charges for payment Processing. All invoices
submitted to the Buyer for the Services will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept paymant for G-Cloud Services by the
Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee
levied for using the GPC and must not recover this charge from the Buyer,

The Supplier must ensure that each invoice contains a detaited breakdown of the G-Cloud
Services supplied. The Buyer may request the Supplier provides further documantation o
substantiate the invoice.

If the Supplier enters into @ Subcontract it must ensure that a provision is included in each
Subcontract which specifies that payment must be made to the Subcontractor within 30
days of receipt of a valid invoice.

All Charges payable by the Buyer to the Supplier will include VAT at the appropriate Rate.

The Supplier must add VAT to the Charges at the appropriate rate with visibility of the
amaunt as a separate line item.

The Supplier will indemnify the Buyer on demand against any liability arising from the
Supplier's failure to account for or to pay any VAT on payments made to the Supplier under
this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days
bafora the date on which the tax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is
antitled to End this Call-Off Contract under clause 18.6 for Buyer's failure to pay undisputed
sums of money. Interest will be payable by the Buyer on the late payment of any
undisputed sums of money properly invoiced under the Late Payment of Commaercial Dabls
(Interest) Act 1995,

If there's an invoice dispute, the Buyer must pay the undisputed portion of the amaount and
return the invoice within 10 Working Days of the invoice date. The Buyer will provide a
covering statement with proposed amendments and the reason for any non-payment. The
Supplier must notify the Buyer within 10 Working Days of receipt of the retumed invoice if it
accepls the amendments, If it does then the Supplier must provide a replacemeant valid
invoice with the response.

Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly
define the consumption of services over the duration of the Call-Off Contract. The Supplier
agrees that the Buyer's volumes indicated in the Order Form are indicative only.,
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Recovery of sums due and right of set-off

If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

Insurance

The Supplier will maintain the insurances required by the Buyer including those in this
clause.

The Supplier will ensura that:

8.2.1 during this Call-Off Contract, Subcontractors hold third party public and products
liability insurance of the same amounts that the Supplier would be legally liable to
pay as damages, including the claimant's costs and expenses, for accidental death
or bodily injury and loss of or damage to Property, o a minimum of £1,000,000.

822 the third-parly public and products liability insurance contains an ‘indemnity to
principals’ clause for the Buyer's benefit,

8.2.3 all agents and professional consultants involved in the Services hold professional
indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim
during the Call-Off Contract, and for & years after the End or Expiry Date.

824 all agents and professional consultants involved in the Services hold employers
liability insurance (except where exempt under Law) to a minimum indemnity of
£5,000,000 for each individual claim during the Call-Off Contract, and for 6 years
after the End or Expiry Date.

If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend
existing policies bought under the Framework Agreament,

If requested by the Buyer, the Supplier will provide the following to show compliance with
this clause:

89.4.1 abrokers verification of insurance.
89.4.2 receipts for the insurance premium.
94.3 evidence of payment of the latest premiums due.

Insurance will not relieve the Supplier of any liabilites under the Framework Agreement or
this Call-Off Contract and the Supplier will:
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8.5.1 take all risk control measures using Good Industry Practice, including thea
investigation and reports of claims to insurers.

89.5.2 promptly nofify the insurers in writing of any relevant material fact under any
Insurances.

89.5.3 hold all insurance policies and require any broker arranging the insurance to hold
any insurance slips and other evidence of insurance.

The Supplier will not do or omit to do anything, which would destroy or impair the legal
validity of the insurance.

The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies
have been, or are due to be, cancelled, suspended, Ended or not renewed.

The Supplier will be liable for the payment of any:

9.8.1 premiums, which it will pay promptly.
89.8.2 excess or deductibles and will not be entitied to recover this from the Buyer.

Confidentiality

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully
indemnified against all Losses, damages, costs or expenses and other liabilities (including
legal fees) arising from any breach of the Supplier's obligations under the Data Protection
Legislation or under incorporated Framework Agreement clauses 8.80 to 8.88. The
indemnity doesnt apply to the axtent that the Supplier breach is dua to a Buyer's
instruction.

Intellectual Property Rights

Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or
interest in or to the Intellectual Property Rights (IPRs) of the other Party or its Licensors.

The Supplier grants the Buyer a non-exclusive, transferable, perpetual, imevocable, royalty-
free licence (o usa the Project Specific IPRs and any Background |IPRS embedded within
the Project Specific IPRs for the Buyer's ordinary business activities.

The Supplier must obtain the grant of any third-party IPRs and Background IPRs so0 the
Buyer can enjoy full use of tha Project Specific IPRs, including the Buyer's right to publish
the IPR as open source.

The Supplier must promptly inform the Buyer if it can't comply with the clause above and
the Supplier must not use third-party IPRs or Background IPRs in relation to the Project
Specific IPRs if it can't obtain the grant of a licence acceptable to the Buyer.
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The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses
which it may incur at any time from any claim of infringement or alleged infringement of a
third party's IPRs because of the:

11.5.1 rights granted to the Buyer under this Call-Off Contract,
11.5.2 Supplier's performance of the Services,
11.5.3 use by the Buyer of the Sarvices.

If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the
Buyer in writing and must at its own expense after written approval from the Buyer, either;

11.6.1 modify the relevant part of the Services without reducing its functionality or
parformance.,

11.6.2 substitute Services of equivalent functionality and performance, to avoid the
infringamant or the alleged infringemeant, as long as there is no additional cost or

burden to the Buyer,

11.6.3 buy a licence to use and supply the Services which are the subject of the alleged
infringameant, on terms acceptable to the Buyer.

Clause 11.5 will not apply if the IPR Claim is from:

11.7.2 the use of data supplied by the Buyer which the Supplier isn't required to verify
under this Call-Off Contract.

11.7.3 other matenal provided by the Buyer necessary for the Services,
If the Supplier does not comply with clauses 11.2 o 11.6, the Buyer may End this Call-0Off

Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money
paid for the affected Services.

FProtection of information

The Supplier must:

12.1.1 comply with the Buyer's written instructions and this Call-Off Confract when
Processing Buyer Personal Data,

12.1.2 only Process the Buyer Parsonal Data as necessary for the provision of the G-Cloud
Services or as required by Law or any Regulatory Body.

12.1.3 take reasonable steps to ensure that any Supplier Staff who have access to Buyer
Personal Data act in compliance with Supplier's security processes.
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13.1

13.2

133
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13.6

The Supplier must fully assist with any complaint or request for Buyer Personal Data
including by:

12.2.1 providing the Buyer with full details of the complaint or request.

12.2.2 complying with a data access request within the timescales in the Data Protection
Legislation and following the Buyer's instructions.

12.2.3 providing the Buyer with any Buyer Personal Data it holds about a Data Subject
Iwithin the imescales required by the Buyer).

12.2.4 providing the Buyer with any information requested by the Data Subject.

The Supplier must get pricr written consent from the Buyer to transfer Buyer Personal Data
to any other person (including any Subcontractors) for the provision of the G-Cloud
Services.

Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data,

The Supplier will not store or use Buyer Data except if necessary to fulfil its
abligations,

If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as
requested.

The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure
system that complies with the Supplier's and Buyer's security policies and all Buyer
requirements in the Order Form.

The Supplier will presarve the integrity of Buyer Data processed by the Supplier and
prevent its cormuption and loss.

The Supplier will ensure that any Supplier system which holds any protectively marked
Buyer Data or other govemnment data will comply with:

13.6.1 the principles in the Security Policy Frameawork:
hitps v gov. ukigovernmentpublications/security-policy-framework and
the Govemment Security Classification policy;
hitps e gov.ukigovernment/publications/government-security-classifications

13.6.2 guidance issued by the Centre for Prolection of National Infrastructure on
Risk Managament;
hitps 2w cpni.gov. ukicontentfadopt-risk-management-approach and
Protection of Sensitive Information and Assets:
htips:iwwew . coni.gov. ukiprotection-sensitive-information-and-assets
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13.6.3 the National Cyber Security Centre’s (NCSC) information risk managament
guidance:;
hitps:i'www.nesc.gov.ukl/collaction/risk-managamant-collection

13.6.4 government best praclice in the design and implemeantation of system componants,
including network principles, security design principles for digital services and the
secure email bluaprint:
httpsJdiwwew . gov ukigovernmentpublicationsftechnology-code-of -

racti hinolocgy- f- i

13.6.5 the security requirements of cloud services using the NCSC Cloud Security
Principles and accompanying guidance:
hitipes:hwans. i fimpl

13.6.6 buyer requirements in respect of Al ethical standards.

The Buyer will specify any security requirements for this project in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached
or significantly degraded in any way for any reason, then the Supplier will notify the Buyer
immediately and will {at its own cost if corruplion, loss, breach or degradation of the Buyer
Data was caused by the action or omission of the Supplier) comply with any remedial action
reasonably proposed by the Buyer.

The Supplier agrees to use the appropriate organisational, operational and technological

processes 1o keep the Buyer Data safe from unauthorised use or access, loss, destruction,
theft or disclosure.

The provisions of this clause 13 will apply during the term of this Call-Off Contract and for
as long as the Supplier holds the Buyer's Data.,

Standards and quality

The Supplier will comply with any standards in this Call-0Off Contract, the Order Form and
the Framework Agreement.

The Supplier will deliver the Services in a way that anables the Buyer to comply with its
obligations under the Technology Code of Practice, which is at:

hitps v, gov uklgovernment/publicabionsiechnolegy-code-of-pracliceiechnology-code-
of-praclice

If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud
Services comply with the requirements in the PSN Code of Practice.

If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the
services have the relevant PSN compliance certification.
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The Supplier must immediately dizconnect its G-Cloud Services from the PSH if the PSN
Authority considers there is a risk to the PSN's security and the Supplier agrees that the
Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any
other Supplier liabilities which may arise,

Open source

All software created for the Buyer must be suitable for publication as open source, unless
otherwise agreed by the Buyer.

If software needs to be converted before publication as open source, the Supplier must also
provide the converted format unless otherwise agreed by the Buyer,

Security

If requested to do so by the Buyer, before entering into this Call-Off Gontract the Supplier
will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the
Buver's written approval of) a Security Management Plan and an Information Security
Management System. After Buyer approval the Security Management Plan and Information
Security Management System will apply during the Term of this Call-Off Contract. Both
plans will comply with the Buyer's security policy and protect all aspects and processes
azsociated with the delivery of the Services.

The Supplier will use all reazonable endeavours, software and the most up-to-date antivirus
definitions available from an industry-accepted antivirus software seller to minimise the
impact of Malicious Software.

If Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to
oparaling efficiancy as soon as possible.

Responsibility for costs will be at the:

16.4.1 Supplier's expense if the Malicious Software originates from the Supplier software
or the Service Data while the Service Data was under the control of the Supplier,
unless the Supplier can demonsirate that it was already present, not quarantined or
identified by the Buyer when provided

16.4.2 Buvyer's expense if the Malicious Software originates from the Buyer software or the
Service Data, while the Service Data was under the Buyer's control

The Supplier will immediately notify the Buyer of any breach of security of Buyer's
Confidential Information (and the Buyer of any Buyer Confidential Information breach).
Where the breach occurred because of a Supplier Default, the Supplier will recover the
Buyer's Confidential Information however it may be recorded.
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Any systam development by the Supplier should also comply with tha governmeant’s *10
Steps to Cyber Security” guidance:
hilps:iwww ncsc.gov.uk/guidance/10-steps-cyber-security

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
cerificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate {or
aquivalent) required for tha Services before the Start date.

Guarantee

If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the
Buyer, the Supplier must give the Buyer on or before the Start date:

17.1.1 an executed Guarantee in the form at Schedule 5

17.1.2 a cerified copy of the passed resolution or board minutes of the guarantor
approving the execution of the Guarantea

Ending the Call-Off Contract

The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the
Supplier, unless a shorter pericd is specified in the Order Form. The Suppliers obligation to
provide the Services will end on the date in the notice.

The Parties agree that the:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable
considering the type of cloud Service being provided

18.2.2 Call-Off Contract Charges paid during the nolice period is reasonable compensation
and covers all the Supplier's avoidable costs or Losses

Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Conftract under clause 18.1, it
will indemnify the Supplier against any commitments, liabilities or expenditure which result
in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable
steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its
unavoidable costs by any insurance sums available. The Supplier will submit a fully
itermised and costed list of the unavoidable Loss with supporing evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate effect
by written notice to the Supplier if either the Supplier commiis:

18.4.1 a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of
the Buyer, be remedied

18.4.2 any fraud

A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
4
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18.5.1 the other Party commits a Material Breach of any term of this Call-Off Contract
(other than failure to pay any amounts due) and, if that breach is remediable, fails to
remedy it within 15 Working Days of being notified in writing to do so

18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Party ceases or threatens to cease to camy on the whole or any material
part of its business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier
must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn't pay
within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of
notice in the Order Form.

A Party who isn't relying on a Force Majeure avent will have the right to End this Call-Off
Contract if clause 23.1 applies.

Consequences of suspension, ending and expiry

If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off
Contract or any part of it.

Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier
muzst continue to provide the Ordered G-Cloud Services until the dates set out in the notice.

The rights and obligations of the Parties will cease on the Expiry Date or End Date
whichever applies) of this Call-Off Contract, except those continuing provisions described in
clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:
19.4.1 any rights, remedies or obligations accrued before its Ending or expiration

19.4.2 the right of either Party to recover any amount outstanding at the time of Ending or
BEpiry

19.4.3 the continuing rights, remedies or obligations of the Buyer or the Supplier under
clauses
« 7 ({Payment, VAT and Call-Off Contract charges)
o 8 (Recovery of sums due and right of sat-off)
= 9 {Ilnsurance)
« 10 {Confidentiality)
# 11 {Intellectual property fighis)
« 12 (Protection of information)
« 13 (Buyer data)
« 19 (Consequences of suspension, ending and expiry)
« 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability)
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« B.44 to 8.50 {Conflicts of interest and ethical walls)
» £.89 1o 8.90 (Waiver and cumulative remedias)

19.4.4 any other provision of the Framework Agreement or this Call-Off Contract which
expressly or by implication is in force even if it Ends or expires

At the end of the Call-Off Contract Term, the Supplier must prompthy:

19.5.1 return all Buyer Data including all copies of Buyer software, code and any other
software licensed by the Buyer to the Supplier under it

19.5.2 return any materials created by the Supplier under this Call-Off Contract if the IPRs
are owned by the Buyer

19.5.3 stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with
a complete and uncorrupted version in electronic form in the formats and on media
agreed with the Buyer

19.5.4 destroy all copies of the Buyer Data when they receive the Buyer's writtan
instructions to do so or 12 calendar months after the End or Expiry Date, and
provide written confirmation to the Buyer that the data has been sacurely destroyed,
except if the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any ongoing work

19.5.6 return any sums prepaid for Services which have not been delivered to the Buyer,
within 10 Working Days of the End or Expiry Date

Each Parly will return all of the other Party's Confidential Information and confirm this has
been done, unless there is a legal requirement to keep it or this Call-Off Contract states
otherwise.

All licences, leases and authorisations granted by the Buver to the Supplier will cease at
the end of the Call-Off Contract Term without the need for the Buyer o serve notice except
if thiz Call-Off Coniract states otherwise.

MNotices

Any notices sent must be in writing. For the purpose of this clause, an email is accepled as
being 'in writing”.

« Manner of delivery: email

= Deamed time of delivery: Bam on the first Working Day after sending

¢« Proof of service: Sent in an emailed letter in PDF format to the correct email address
without any error message
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This clause doas not apply lo any legal action or other method of dispute resolution which
should be sent to the addresses in the Order Form (other than a dispute notice under this
Call-Off Contract).

Exit plan

The Supplier must provide an exit plan in its Application which ensures continuity of service
and the Supplier will follow it.

When requested, the Supplier will help the Buyer to migrate the Services to a replacement
supplier in line with the exit plan. This will be at the Supplier's own expense if the Call-Off
Confract Ended before the Expiry Date due 1o Supplier cause,

If the Buyer has reserved the right in the Order Form o extend the Call-Off Contract Term
bevond 24 months the Supplier must provide the Buyer with an additional exit plan for
approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start date.

The Supplier must ensure that the additional exit plan cleary sets out the Supplier's
methodology for achieving an orderly transition of the Services from the Supplier to the
Buyer or its replacement Supplier at the expiry of the proposed extension perod or if the
contract Ends during that period.

Before submitting the additional exit plan to the Buyer for approval, the Supplier will work
with the Buyer to ensure that the additional exit plan is aligned with the Buyer's own exit
plan and strategy.

The Supplier acknowledges that the Buyer's right to extend the Term beyond 24 months is
subject to the Buyer's own governance process. Where the Buyer is a cenfral government
department, this includes the need to obtain approval from GDS under the Spend Controls
process. The approval to extend will only be given if the Buyer can clearly demonstrate that
the Supplier's additional exit plan ensures that:

21.6.1 the Buyer will be able lo transfer the Services lo a replacement supplier before the
expiry or Ending of the extension period on terms that are commercially reasonable
and acceptable to the Buyer

21.6.2 there will be no adverse impact on service continuity

21.6.3 there is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer to meet its obligations under the Technology Code Of Practice

If approval is abtained by the Buyer to extend the Term, then the Supplier will comply with
its obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, activities and roles and
responsibilities of the Parties for:
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23.
23.1

21.8.1 the transfer to the Buyer of any technical information, instructions, manuals and
code reasonably required by the Buyer to enable a smooth migration from the
Supplier

21.8.2 the strategy for exportation and migration of Buyer Data from the Supplier system to
the Buyer or a replacement supplier, including conversion to open standards or
other standards required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer customisations,
configurations and databases to the Buyer or a replacement supplier

21.8.4 the testing and assurance strategy for exporied Buyer Data
21.8.5 if relevant, TUPE-related aclivity to comply with the TUPE regulations

21.8.6 any other activities and information which is reasonably required to ensure
continuity of Service during the exit perod and an orderly transition

Handover to replacement supplier

At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide
any.

22.1.1 data (including Buyer Data), Buyer Personal Data and Buyer Confidential
Information in the Supplier's possession, power or control

22.1.2 other information reascnably requested by the Buyer

On reasonable notice at any point during the Term, the Supplier will provide any information
and data about the G-Cloud Services reasonably requested by the Buyer (including
information on volumes, usage, technical aspects, service performance and staffing). This
will help the Buyer understand how the Services have been provided and to run a fair
compelition for a new supplier.

This information must be accurate and complete in all material respects and the level of
detail must be sufficient to reasonably enable a third party to prepare an informed offer for
replacement services and not be unfairly disadvantaged compared to the Supplier in the
buying process.

Force majeure

If a Force Majeure event prevents a Party from performing its obligations under this Call-Off
Contract for more than the number of consecutive days set out in the Order Form, the other
Party may End this Call-Off Contract with immediate effect by written notice.
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Liability
Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total

liability for Defaults under or in connection with this Call-Off Contract (whether expressed
as an indemnity or otherwise) will be set as follows:

24.1.1 Property: for all Defaults by either party resulting in direct loss to the property
(including technical infrastructure, assets, IPR or equipment bul excluding any loss
or damage to Buyer Data) of the other Party, will not exceed the amount in the
Order Form

24.1.2 Buyer Data: for all Defaults by the Supplier resulling in direct loss, destruction,
corruption, degradation or damage to any Buyer Data, will not exceed the amount in
the Order Form

24.1.3 Other Defaults: for all other Defaults by either party, claims, Losses or damages,
whether arizing from breach of contract, misrepresentation (whether under common

law or statuta), tort (including negligance), breach of statutory duty or otherwise will
not exceed the amount in the Order Farm.

Fremises

If either Party uses the other Party's premises, that Party is liable for all loss or damage it
causes to the premises. It is responsible for repairing any damage to the premises or any
objects on the premises, other than fair wear and tear.

The Supplier will use the Buyer's premises solely for the performance of its obligations
under this Call-Off Contract.

The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.
This clause doas not create a tenancy or exclusive right of occupation.
While on the Buyer's premises, the Supplier will:

25.5.1 comply with any security requirements at the premisas and not do anything to
weaken the securty of the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
23.59.3 comply with any health and safety measures implemented by the Buyer

29.59.4 immediately notify the Buyer of any incident on the premises that causes any
damage to Property which could cause parsonal injury

The Supplier will ensure that its health and safety policy statement {as required by the
Health and Safety at Work etc Act 1974) iz made available to the Buyer on request.
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Equipment

The Supplier is responsible for providing any Equipment which the Supplier requires to

provide the Servicas.

26.2

26.3

v

27.1

28.
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29.1

29.2

Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer
will have no liability for any loss of, or damage to, any Equipment.

When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and
any other materials leaving the premises in a safe and clean condition.

The Contracts (Rights of Third Parties) Act 1999

Except as specified in clause 29.8, a person whao isn't Party to this Call-Off Contract has no
right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This
does not affect any right or remedy of any person which exists or is available otherwise.

Environmental requirements

The Buyer will provide a copy of its environmental policy to the Supplier on request, which
the Supplier will comply with.

The Supplier must provide reasonable support to enable Buyers to work in an
environmentally friendly way, for example by helping them recycle or lower their carbon

footprint.

The Employment Regulations (TUPE)

The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on
the Start date then it must comply with its obligations under the Employment Regulations
and (if applicable) Mew Fair Deal (including entering into an Admission Agresmeant) and will
indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply,

Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to
End it, and within 28 days of the Buyer's request, the Supplier will fully and accurately
disclose to the Buyer all staff information including, but not limited to, the total number of
staff assigned for the purposes of TUPE to the Services. For each person identified the
Supplier must provide details of:

29.2.1 the activities they perform

29.2.2 age

29.2.3 start date

29.2.4 place of work

2925 nolice period

29.2.6 redundancy payment entitlement

2927 salary, benefits and pension entitierments



293

29.4

29.5

29.6

29.7

29.8

30.
30.1

302

2928 employment status

29.2.9 identity of employer

29.2.10 working arrangemeants

29211 outstanding liabilities

28212 sickness absence

29213 copies of all relevant employment contracts and related documents
29.2.14 all information required under regulation 11 of TUPE or as reasanably

requested by the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause
and will notify the Buyer of any changes to the amended information as soon as reasonably
possible. The Supplier will permit the Buver to use and disclose the information fo any
prospective Replacement Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the
identity and number of staff assigned to the Services (unless reasonably requested by the
Buyer) or their terms and conditions, other than in the ordinary course of business,

The Supplier will co-operate with the re-tendering of this Call-Off Confract by allowing the
Replacement Supplier lo communicate with and meet the affected employees or their
representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from
both:

29.6.1 its failure to comply with the provisions of this clause

29.6.2 any claim by any employee or person claiming o be an employes (or their
employee representative) of the Supplier which arises or is alleged to arise from any
act or omission by the Supplier on or before the date of the Relevant Transfer

The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely
after it Ends or expires.

For these TUPE clauses, the relevant third party will be able to enforce its rights under this
clause but their consent will not be required to vary these clauses as the Buyer and
Supplier may agree.

Additional G-Cloud services

The Buyer may require the Supplier to provide Additional Services. The Buyer doesn't
hawve to buy any Additional Services from the Supplier and can buy services that are the
same as or similar to the Additional Services from any third party,

If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide
and monitor parformance of the Additional Services using an Implementation Plan.



31.
31.1

K

32,
32.1

32.2

32.3

33.
331

Collaboration

If the Buyer has specified in the Order Form that it requires the Supplier to enter into a
Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration
Agreement before the Start date.

In addition to any obligations under the Collaboration Agreement, the Supplier must:
31.2.1 work proactively and in good faith with each of the Buyer's contractors

31.2.2 co-operate and share information with the Buyers contractors to enable the efficient
operation of the Buyer's ICT services and G-Cloud Services

Variation process

The Buyer can request in writing a change to this Call-0Of Contract if it isn't a material
change 1o the Framewark Agreement/or this Call-Off Contract. Once implementead, it is
called a Variation.

The Supplier must notify the Buyer immediately in writing of any proposed changes to their
G-Cloud Services or their delivery by submitting a Variation request. This includes any
changes in the Supplier's supply chain.

If Either Party can't agree to or provide the Variation, the Buyer may agree to continue
parforming its obligations under this Call-Off Contract without the Variation, or End this Call-
Off Contract by giving 30 days nolice to the Supplier.

Data Protection Legislation (GDPR)

Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.59 and B.60 of the
Framework Agreement are incorporated into this Call-Off Contract. For reference, the
appropriate GDPR templates which are required to be completed in accordance with
clauses 8.59 and 8.60 are reproduced in this Call-Off Contract document at schedule 7.



Schedule 3: Collaboration agreement
This agreement is made on [enter date]

batween;

1)

[Buyer name] of [Buyer address] (the Buyer)

2) [Company name] a company incorporated in [company address] under [registration
number], whose registered office is at [registerad address)

3) [Company name] a company incorporated in [company address] under [registration
number], whose registered office is at [registered address]

4) [Company name] a company incorporated in [company address] under [registration
number], whose registered office is at [registered address]

5) [Company name] a company incorporated in [company address] under [registration
number], whose registered office is at [registered address]

6) [Company name] a company incorporated in [company address] under [registration
number], whose registered office is at [registered address] together (the Collaboration
Suppliers and each of them a Collaboration Supplier).

Whereas the:

In consideration of the mutual covenants contained in the Call-Off Confracts and this Agreement

Buyer and the Collaboration Suppliers have entered into the Call-Off Contracts (defined

bebow) for the provision of various IT and telecommunications (ICT) services
Collaboration Suppliers now wish to provide for the ongoing cooperation of the

Collaboration Suppliers in the provision of services under their respective Call-Off Contract

io the Buyer

and intending to be legally bound, the parties agree as follows:

1.1

Definitions and interpretation

As used in this Agreement, the capitalised expressions will have the following meanings

unless the context requires otherwise:

1.1.1 “Agreement” means this collaboration agreement, containing the Clauses and
Schedules

1.1.2 “Call-Off Contract” means each contract that is let by the Buyer to one of the
Collaboration Suppliers

1.1.3 “Contractor's Confidential Information™ has the meaning set out in the Call-Off
Confracts



1.1.4 “Confidential Information™ means the Buyer Confidential Information or any
Collaboration Supplier's Confidential Information

1.1.5 “Collaboration Activities™ means the activities set out in this Agreement

1.1.6 “"Buyer Confidential Information” has the meaning set out in the Call-0ff Contract

1.1.7 “"Default” means any breach of the obligations of any Collaboration Supplier or any
Default, act, omission, negligence or statement of any Collaboration Supplier, its
employees, servanis, agenis or subcontractors in connection with or in relation to
the subject matter of this Agreement and in respect of which such Collaboration
Supplier is liable (by way of indemnity or otherwise) to the other parties

1.1.8 "Detailed Collaboration Plan™ has the meaning given in clause 3.2

1.1.9 "Dispute Resolution Process™ means the process described in clause 9

1.1.10 “Effective Date™ means [insert date]

1.1.11 “Force Majeure Event” has the meaning given in clause 11.1.1

1.1.12 "Mediator” has the meaning given to it in clause 9.3.1

1.1.13 "Qutline Collaboration Plan” has the meaning given o it in clause 3.1

1.1.14 "Term” has the meaning given to it in clause 2.1

1.1.15 "Working Day" means any day other than a Saturday, Sunday or public holiday in

England and Wales

General
1.2.1 As used in this Agreement the:

1.2.1.1 masculing includes the feminine and the neuter
1.2.1.2 singular includes the plural and the other way round

1.2.1.3 A reference to any statute, enactment, order, regulation or other similar
instrument will be viewed as a reference to the statute, enactment, order,
regulation or instrument as amanded by any subsequent statute, anactment,

order, regulation or instrument or as contained in any subsequent re-
enactment.

1.2.2 Headings are included in this Agreement for ease of referance only and will not
affect the interprétation or construction of this Agreemant.

1.2.3 References to Clauses and Schedules are, unless otherwise provided, references to
clauses of and schedules to this Agreement.

]



22

3.2

33

3.4

3.5

3.6

1.2.4 Except as otherwise expressly provided in this Agreement, all remedies available to
any party under this Agreement are cumulative and may be exercised concurrently
or separately and the exercise of any one remedy will not exclude the exercise of
any other remedy.

1.2.5 The party receiving the benefit of an indemnity under this Agreement will use its
reasonable endeavours to mitigate its loss covered by the indemnity.

Term of the agreement

This Agreament will come into force on the Effective Date and, unless earlier terminated in
accordance with clause 10, will expire & months after the expiry or termination (however
arising) of the exit period of the last Call-Off Contract (the “Term").

A Collaboration Supplier's duty to perform the Collaboration Activities will continue until the
end of the exit period of itz last relevant Call-Off Contract.

Provision of the collaboration plan

The Collaboration Suppliers will, within 2 weeks (or any longer period as nolified by the
Buyer in writing) of the Effective Date, provide to the Buyer detailed proposals for the
Collaboration Activities they require from each other (the “Outline Collaboration Plan”).

Within 10 Working Days {or any other period as agreed in writing by the Buyer and the
Collaboration Suppliers) of [receipt of the proposals] or [the Effective Date], the Buyer will

prepare a plan for the Collaboration Activities (the “Detailed Collaboration Plan®). The
Detailed Collaboration Plan will include full details of the aclivities and interfaces that
involve all of the Collaboration Suppliers to ensure the receipt of the services under each
Collaboration Supplier's respective [contract] [Call-Off Contract], by the Buyer. The Detailed
Collaboration Plan will be based on the Outline Collaboration Plan and will be submitted to
the Collaboration Suppliers for approval.

The Collaboration Suppliers will provide the help the Buyer needs to prepare the Detailed
Collaboration Plan,

The Collaboration Suppliers will, within 10 Working Days of receipt of the Detailed
Collaboration Plan, either:

34.1 approve the Detailed Collaboration Plan
3.4.2 reject the Detailed Collaboration Plan, giving reasons for the rejection

The Collaboration Suppliers may reject the Detailed Collaboration Plan under clause 3.4.2
only if it is not consistent with their Qutline Collaboration Plan in that it imposes additional,
more onerous, obligations on them.

If the parties fail to agree the Detailed Collaboration Plan under clause 3.4, the dispute will
be resolved using the Dispute Resolution Process.,



4.2

4.3

5.2

6.2

6.3

Collaboration activities

The Collaboration Suppliers will perform the Collaboration Activities and all other
obligations of this Agreement in accordance with the Detailed Collaboration Flan.

The Collaboration Suppliers will provide all additional cooperation and assistance as is
reasonably required by the Buyer to ensure the continuous delivery of the servicas under
the Call-Off Contract.

The Collaboration Suppliers will ensure that their respective subcontractors provide all co-
operation and assistance as sl out in the Detailed Collaboration Plan,

Invoicing

If any sums are due under this Agreement, the Collaboration Supplier responsible for
paying the sum will pay within 30 Working Days of receipt of a valid invoice,

Interast will be payable on any late payments under this Agreement under the Late
Fayment of Commercial Debis (Interest) Act 1998, as amended.

Confidentiality

Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any
Confidential Information, the Collaboration Suppliers acknowledge that any Confidential

Information obtained from or relating to the Crown, its servants or agents is the property of
the Crowr.

Each Collaboration Supplier warrants that:

6.2.1 any person employed or engaged by it (in connection with this Agreement in the
course of such employmeant or engagemant) will only use Confidential Information
for the purposes of this Agreement

6.2.2 any person employed or engaged by it (in connection with this Agreement) will not
disciose any Confidential Information to any third party without the prior written
consent of the other party

6.2.3 it will take all necessary precautions to ensure that all Confidential Information is
treated as confidential and not disclosed (except as agreed) or used other than for
the purposes of this Agreement by its emplovees, servants, agents or
subcontractors

6.2.4 neither it nor any person engaged by it, whether as a servant or a consultant or
othenwise, will use the Confidential Information for the solicitation of business from

the other or from the other party's servants or consultants or otherwise

The provisions of clauses 6.1 and 6.2 will not apply to any information which is:



6.4

7.2

8.2

8.3

6.3.1 or becomes public knowledge other than by breach of this clause &

6.3.2 in the possession of the receiving party without restriction in relation to disclosure
before the date of receipt from the disclosing party

6.3.3 received from a third party who lawfully acquired it and who is under no obligation
resftricting its disclosure

6.3.4 independently developed without access o the Confidential Information

6.3.5 required io be disclosed by law or by any judicial, arbitral, requlatory or other
authority of competent jurisdiction

The Buyer's right, obligations and liabilities in relation to using and disclosing any
Collaboration Supplier's Confidential Information provided under this Agreemaent and the
Collaboration Supplier's right, obligations and liabilities in relation to using and disclosing
any of the Buyer's Confidential Information provided under this Agreement, will be as set
out in the [relevant contract] [Call-Off Contract].

Warranties

Each Collaboration Supplier warrant and represent that:

7.1.1 it has full capacity and authority and all necessary consents (including but not
limited to, if its processes require, the consant of its parent company) to enter into
and to perform this Agreement and that this Agreement is executed by an
authorised representative of the Collaboration Supplier

7.1.2  its obligations will be performed by appropriately experienced, qualified and trained
personnel with all due skill, care and diligence including but not limited o good
industry practice and (without limiting the generality of this clause 7) in accordance
with itz own established internal processes

Except as expressly stated in this Agreement, all warranties and conditions, whether
express or implied by statute, common law or otherwise (including but not limited to fitness
for purpose) are excluded to the extent permitted by law.

Limitation of liability

None of the parties exclude or limit their liability for death or personal injury resulting from
negligence, or for any breach of any obligations implied by Section 2 of the Supply of
Goods and Services Act 1982,

MNothing in this Agreemeant will exclude or limit the liability of any party for fraud or fraudulent
misrepresentation.

Subject always to clauses 8.1 and 8.2, the liability of the Buyer to any Collaboration
Suppliers for all claims (by way of indemnity or otherwise) arising whether in contract, tort



8.4

8.5

8.5

9.2

9.3

{including negligence), misreprasantation (other than if made fraudulently), breach of
statutory duty or otherwise under this Agreement (excluding Clause 6.4, which will be
subject to the limitations of liability set out in the relevant Contract) will be limited to
[(£.0007].

Subject always to clauses 8.1 and 8.2, the liability of each Collaboration Supplier for all
claims (by way of indemnity or otherwise) arising whether in contract, tort (including
negligence), misrepresentation (other than if made fraudulently), breach of statutory duty or
otherwise under this Agreement will be limited to [Buyer to specify].

Subject always to clauses 8.1, 8.2 and 8.6 and except in respect of liability under clause 6
lexcluding clause 6.4, which will be subject to the limitations of liability set out in the
[relevant contract] [Call-Off Contract]), in no event will any parly be liable to any other for:

8.5.1 indirect loss or damage

8.5.2 special loss or damage

8.5.3 consequential loss or damage

8.5.4 loss of profits (whether direct or indirect)

8.5.5 loss of turnover (whether direct or indirect)

B.5.6 loss of business opporiunities (whether direct or indirect)
8.5.7 damage to goodwill (whether direct or indirect)

Subject always to clauses 8.1 and 8.2, the provisions of clause 8.5 will not be taken as
limiting the right of the Buyer to among other things, racover as a direct loss any:

8.6.1 additional operational or administrative costs and expensas arising from a
Collaboration Supplier's Default

8.6.2 wasted expenditure or charges rendered unnecessary or incurred by the Buyer
arising from a Collaboration Supplier's Default

Dispute resolution process

All disputes between any of the parties arising out of or relating to this Agreement will be
referred, by any party involved in the dispute, 1o the representatives of the parties specified
in the Detailed Collaboration Plan.

If the dispute cannot be resolved by the parties’ representatives nominated under clause
8.1 within a maximum of § Working Days (or any other time agreed in writing by the parties)
after it has been referred o them under clause 9.1, then except if a party seeks urgent
injunctive relief, the parties will refer it to mediation under the process set out in clause 9.3
unless the Buyer considers (acting reasonably and considering any objections to mediation
raised by the other parties) that the dispute is not suitable for resolution by madiation.

The process for mediation and consequential provisions for mediation are:

89.3.1 aneutral adviser or mediator will be chosan by agreament batween the parties or, if
they are unable to agree upon a Mediator within 10 Working Days after a request by
one party to the other parties lo appoint a Mediator or if the Mediator agreed upon is

]



9.4

unable or unwilling to act, any party will within 10 Working Days from the date of tha
proposal to appoint a Mediator or within 10 Working Days of notice to the parties
that he is unable or unwilling to act, apply to the Prasident of the Law Society 1o
appoint a Mediator

89.3.2 the parties will within 10 Working Days of the appointment of the Mediator meet to
agree a programme for the exchange of all relevant information and the structure of
the negotiations

9.3.3 unless octherwise agreed by the parties in writing, all negotiations connected with the
dispute and any salliement agreament relating to it will be conducted in confidencea
and without prejudice to the rights of the parties in any future proceedings

934 if the parties reach agreement on the resolution of the dispute, the agreement will
be put in writing and will be binding on the parties once it is signed by their
authorised representatives

8.3.5 failing agreement, any of the parties may invite the Mediator to provide a non-
binding but informative opinion in writing. The opinion will be provided on a without
prejudice basis and will not be used in evidence in any proceedings relating to this
Agreement without the prior written consent of all the parties

8.3.6 if the parties fail to reach agreement in the structured negotiations within 20 Working
Days of the Mediator being appointed, or any longer period the parties agrae on,
then any dispute or difference between them may be referred to the courts

The parties must continue to perform their respective obligations under this Agreement and
under their respective Contracts pending the resolution of a dispute.

10. Termination and consequences of termination

10.1

10.2

Termination

10.1.1 The Buyer has the right to terminate this Agreement at any time by notice in writing
to the Collaboration Suppliers whanever the Buyer has the right lo larminate a
Collaboration Supplier's [respective contract] [Call-Off Contract].

10.1.2 Failure by any of the Collaboration Suppliers to comply with their obligations under
this Agreement will constitute a Default under their [relevant contract] [Call-Off
Contract]. In this case, the Buyer also has the right to terminate by notice in writing
the participation of any Collaboration Supplier to this Agreement and sever its name
from the list of Collaboration Suppliers, so that this Agreement will confinue to
operate between the Buyer and the remaining Collaboration Suppliers.

Consequences of termination

10.2.1 Subject to any other right or remedy of the parties, the Collaboration Suppliers and
the Buyer will continue to comply with their respective obligations under the



[contracts] [Call-Off Contracts] following the termination (however arising) of this
Agreement.

10.2.2 Except as expressly provided in this Agreement, termination of this Agreement will
be without prejudice to any accrued rights and obligations under this Agreamant.

11. General provisions

1.1

Force majeure

11.1.1 For the purposes of this Agreement, the expression “Force Majeure Event” will
mean any cause affecting the performance by a party of its obligations under this
Agreement arising from acts, events, omissions, happenings or non-happenings
beyond its reasonable control, including acts of God, riots, war or armed conflict,
acts of terrorism, acts of government, local government or Regulatory Bodies, fire,
flood, storm or earthquake, or disaster but excluding any industrial dispute relating
to any party, the party's personnel or any other failure of a Subcontractor.

11.1.2 Subject to the remaining provisions of this clause 11.1, any party to this Agreement
may claim relief from liability for non-performance of its obligations to the extent this
is due to a Force Majeure Event.

11.1.3 A party cannot claim relief if the Force Majeure Event or its level of exposure to the
event is attributable o its wilful act, neglect or failure to take reasonable precautions
against the relevant Force Majeure Event.

11.1.4 The affected party will immediately give the other parties written notice of the Force
Majeure Event. The notification will include details of the Force Majeura Event
together with evidence of its effect on the obligations of the affected party, and any
action the affected party proposes to take to mitigate its effect.

11.1.5 The affected party will notify the other parties in writing as soon as practicable after
the Force Majeura Event ceases or no longer causas the affected party to be unable
to comply with its obligations under this Agreement. Following the notification, this
Agreament will continue to be parformead on the terms existing immeadiately before
the Force Majeure Event unless agreed otherwise in writing by the parties.

Assignment and subcontracting

11.2.1 Subject to clause 11.2.2, the Collaboration Suppliers will not assign, transfer,
novate, sub-license or declare a trust in respect of its rights under all or a part of this
Agraament or the benefit or advantage without the prior written consent of tha
Buyer.

11.2.2 Any subcontractors identified in the Detailed Collaboration Plan can perform those
elements identified in the Detailed Collaboration Plan to be performed by the
Subcontractors.



11.5

Motices

11.3.1

1132

Any nofices given under or in relation to this Agreement will be deemed to have
been properly delivered if sent by recorded or registered post or by fax and will be
deemed for the purposes of this Agreement to have been given or made at the time
the letter would, in the ordinary course of post, be delivered or at the time shown on
the sender's fax fransmission report.

For the purposes of clause 11.3.1, the address of each of the parties are those in
the Detailed Collaboration Flan.

Entire agreement

11.4.1

1142

This Agreement, together with the documents and agreements referred to in it,
constitutas the entire agreement and understanding between the parties in respect
of the matters dealt with in it and supersedes any previous agreement between the
Parties about this.

Each of the parties agrees that in entering into this Agreement and the documents
and agreements referred to in it does not rely on, and will have no remedy in
respect of, any statement, representation, warranty or undertaking (whether
negligently or innocently made) ofher than as expressly set out in this Agreament.
The only remady available to each party in respect of any statements,
representation, warranty or understanding will be for breach of contract under the
terms of this Agreement.

11.4.3 Nothing in this clause 11.4 will exclude any Hability for fraud.

Rights of third parties

MNothing in this Agreement will grant any right or benefit to any person other than the parties
or their respective successors in title or assignees, or entitle a third party to enforce any
pravision and the parties do not intend that any lerm of this Agreemeant should be
enforceable by a third party by virtlue of the Contracts (Rights of Third Parties) Act 1999,

Severability

If any provision of this Agreement is held invalid, illegal or unenforceable for any reason by
any cournt of competent jurisdiction, that provision will be severad without effect to the
remaining provisions. If a provision of this Agreement that is fundamental to the
accomplishment of the purpose of this Agreement is held to any extent to be invalid, the
parties will immediately commence good faith negotiations to remedy that invalidity.

Variations

Mo purported amendment or variation of this Agreement or any provision of this Agreement
will be effective unless it is made in writing by the parties.



11.8 Mo wawer

The failure to exercise, or delay in exercising, a right, power or remedy provided by this
Agraement or by law will not constitute a waiver of that right, power or remedy. If a party
waives a breach of any provision of this Agreement this will not operate as a waiver of a
subsequent breach of that provision, or as a waiver of a breach of any other provision.

11.9 Governing law and jurisdiction

This Agreament will be governed by and construed in accordance with English law and
without prejudice to the Dispute Resolution Procass, aach party agrees to submit o the
exclusive jurisdiction of the courts of England and Wales,

Executed and delivered as an agreement by the parties or their duly authorised attormeys
the day and year first above written.

For and on bahalf of the Buyer

Signed by:

Full name (capitals):

Puosition:

Dale;

For and on behalf of the [Company name]
Signed by:

Full name (capitals):

Position:

Date:

For and on behalf of the [Company name]
Signed by:

Full name (capitals):

Pasition:
Date:

For and on behalf of the [Company name]

Signed by:

Full name (capitals):
Position:

Date:



For and on behalf of the [Company nama]

Signed by:

Full name (capitals):
Position:

Date:

For and on behalf of the [Company name]
Signed by:

Full nama (capitals):

Fosition:

Date:

For and on behalf of the [Company name]
Signed by:

Full name {capitals):
Position:
Dale:

Collaboration Agreement Schedule 1: List of contracts

Collaboration supplier Namelreference of contract

Effective date of contract




Collaboration Agreement Schedule 2 [Insert Outline Collaboration Plan]



Schedule 4: Alternative clauses

2.2

2.3

Introduction

1.1 This Schedule spacifies the alternative clauses that may be requested in the
Order Form and, if requested in the Order Form, will apply to this Call-Off Contract.

Clauses selected
2.1 The Customer may, in the Order Form, request the following allernative Clauses:

2.1.1 Scots Law and Jurisdiction

2.1.2 References to England and Wales in incorporated Framework Agreement
clause B.12 (Law and Jurisdiction) of this Call-Off Contract will be replaced
with Scotland and the wording of the Framework Agreement and Call-Off
Confract will be interpreted as closely as possible to the original English and
Welsh Law intention despite Scots Law applying.

2.1.3 Reference to England and Wales in Working Days definition within the
Glossary and interpretations section will be replaced with Scotland.

2.1.4 References o the Contracts (Rights of Third Parties) Act 1999 will be
removed in clause 27.1. Reference to the Freedom of Information Act 2000
within tha defined terms for ‘FolA/Freedom of Information Act” to be replaced
with Freedom of Information (Scotland) Act 2002,

2.1.5 Reference to the Supply of Goods and Services Act 1982 will be removed in
incorporated Framework Agreement clause 4.2.

2.1.6 References to “tort” will be replaced with “delict” throughout
The Customer may, in the Order Form, request the following Alternative Clauses:

2.2.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this
Schedule)

Discrimination

2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment
and anti-discrimination legislation, including, in particular the:

«  Employment (Northem Ireland) Order 2002

+ Fair Employment and Treatment (Morthern Ireland) Crder 1998

+ Sex Discrimination (Morhern Ireland) Order 1976 and 1288

« Employment Equality (Sexual Orientation) Regulations (Norlhemn Ireland) 2003



« Equal Pay Act (Morthem Ireland) 1870

# Dizability Discrimination Act 1995

* Race Relations (Northern Ireland) Order 1997

« Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern
Ireland) Order 1996

« Employment Equality (Age) Regulations (Morthermn Iraland) 2006

 Fart-time Workers (Prevention of less Favourable Treatment) Regutation 2000

* Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002

« The Disability Discrimination (Northern Ireland) Order 2006

» The Employment Relations (Morthem Ireland) Order 2004

= Equality Act {Sexual Orientation) Regulations (Morthern Ireland) 2006

»  Employment Relations (Northern Ireland) Order 2004

+  Work and Families (Northern Ireland) Order 2006

and will use his best endeavours to ensure that in his employment policies and practices and in
ihe delivery of the services required of the Supplier under this Call-Off Contract he promotes
aquality of ireatmeant and opportunity batween:

2.4

a.
b.
z

f.

a.

persons of different religious beliefs or political opinions

men and women or married and unmarried persons

persons with and without dependants (including women who are
pregnant or on maternity leave and men on paternity leave)
parsons of different racial groups (within the meaning of the Race
Relations (Northemn Ireland) Order 1837)

parsons with and without & disability (within the meaning of the
Disability Discrimination Act 1993)

persons of different ages

persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secure the observance of clause
2.3.1 of this Schedule by all Supplier Staff.

Equality policies and practices

241 The Supplier will introduce and will procure thal any Subcontractor will alse
introduce and implement an equal opportunities policy in accordance with guidance
from and to the satisfaction of the Equality Commission, The Supplier will review
these policies on a regular basis (and will procure that its Subcontractors do
likewise) and the Customer will be entitled to receive upon request a copy of the

policy.

24.2 The Supplier will take all reascnable steps o ensure that all of the Supplier Staff
comply with its equal opportunities policies (referred to in clause 2.3 above). These
steps will include:

the issue of writben instructions to staff and other relevant persons



2.5

b. the appointment or designation of a sanior manager with responsibility for

equal opportunitias

. training of all staff and other relevant persons in aqual opporiunities and
harassment matters
d. the inclusion of the topic of equality as an agenda item al team,

management and staff meetings

The Supplier will procure that its Subcontractors do likewise with their equal opportunities
policies,

243

The Supplier will inform the Customer as soon as possibla in the event of;

A the Equality Commission notifying the Supplier of an alleged breach by it or
any Subcontractor {or any of their shareholders or directors) of the Fair
Employment and Treatment (Morthern Ireland) Order 1998 or

B. any finding of unlawful discrimination (or any offence under the Lagislation
mentioned in clause 2.3 above) being made against the Supplier or its
Subcontractors during the Call-Off Contract Pariod by any Industrial or Fair
Employment Tribunal or court,

The Supplier will take any necessary steps (including the dismissal or replacement of any
relevant staff or Subcontractor(s)) as the Customer directs and will seek the advice of the
Equality Commission in order to prevent any offence or repetition of the unlawful
discrimination as the casa may be.

2.4.4

245

The Supplier will monitor (in accordance with guidance issued by the Equality
Commission) the composition of its workforce and applicants for employment and
will provide an annual report on the composition of the workforce and applicants to
the Customer. If the monitoring reveals under-representation or lack of fair
participation of particular groups, the Supplier will review the operation of its
relevant policies and take positive action if appropriate. The Supplier will impose on
its Subcontractors obligations similar o those undertaken by it in this clause 2.4 and
will procure that those Subcontractors comply with their obligations.

The Supplier will provide any information the Customer requesis [including
Infarmation requested to be provided by any Subcontractors) for the purpose of
assessing the Supplier's compliance with its obligations under clauses 2.4.1 to 2.4.5
of this Schedule.

Equality

2.5.1

2.5.2

The Supplier will, and will procure that each Subcontractor will, in parforming
its/their obligations under this Call-Off Contract (and other relevant agreements),
comply with the provisions of Section 75 of the Morthem Ireland Act 1998, as if they
were a public authority within the meaning of that section.

The Supplier acknowledges that the Customer must, in carrying out its functions,
have due ragard to the nead (o promote equality of opportunity as contemplated by
the Morthern Ireland Act 1998 and the Supplier will use all reasonable endeavours

&



to assist (and to ensure that relevant Subcontractor helps) the Customer in relation
o same.

2.6 Health and safety

2.7

2.6.1

262

263

2.6.4

265

The Supplier will promptly notify the Customer of any health and safety hazards
which may arise in connection with the perfformance of its obligations under the Call-
Off Contract. The Customer will promptly notify the Supplier of any health and safety
hazards which may exist or arise at the Customer premises and which may affect
the Supplier in the performance of its obligations under the Call-Off Contract.

While on the Customer premises, the Supplier will comply with any health and
safety measures implemented by the Customer in respect of Supplier Staff and
other parsons working there.

The Supplier will notify the Customer immediately in the event of any incident
occurring in the performance of its obligations under the Call-Off Contract on the
Customer premises if that incident causes any personal injury or damage to
property which could give rise to parsonal injury.

The Supplier will comply with the requirements of the Health and Safety at Work
(Northern Ireland) Order 1978 and any other acts, orders, regulations and codes of
practice relating to health and safety, which may apply to Supplier Staff and othar
persons working on the Customer premises in the performance of its obligations
under the Call-Off Contract.

The Supplier will ensure that its health and safety policy statement (as required by
the Health and Safety at Work (Morthern Ireland) Order 1978) is made available to
the Customer on request.

Criminal damage

2.71

2.7.2

2.7.3

The Supplier will maintain standards of vigilance and will take all precautions as
advised by the Criminal Damage (Compensation) (Northern Ireland) Order 1977 or
as may be recommended by the police or the Northem Ireland Office (or, if
replaced, their successors) and will compensate the Customer for any loss arising
directly from a breach of this cbligation (including any diminution of monies received
by the Customer under any insurance policy).

If during the Call-Off Contract Period any assets (or any part thereof) is or are
damaged or destroved by any circumstance giving rise to a claim for compensation
under the provisions of the Compensation Order the following provisions of this
clause 2.7 will apply.

The Supplier will make {(or will procure that the appropriate organisation make) all
appropriate claims under the Compensation Order as soon as possible after the
CDO Event and will pursue any claim diligently and at its cost. If appropriate, tha
Customer will also make and pursue a claim diligently under the Compensation



2.7.4

Order. Any appeal against a refusal to meet any claim or against the amount of tha
award will be at the Customer's cost and the Supplier will (at no additional cost to
the Customer) provide any help the Customer reasonably requires with the appeal.

The Supplier will apply any compensation paid under the Compensation Order in
respect of damage to the relevant assets towards the repair, reinstatement or
replacemeant of the assals affected.



Schedule 5: Guarantee

[A Guarantee should only be requested if tha Supplier's financial standing is nol enough on its own
lo guarantee delivery of the Services. This is a draft form of guarantee which can be used to
procure a Call Off Guarantee, and so it will need to be amended to reflect the Beneficiary's
requirements]

This deed of guarantee is made on [insert date, month, year] betweean:

(1) [Insert the name of the Guarantor] a company incorporated in England and Wales
with number [insert company number] whose registered office is at [insert details
of the guarantor's registered office] [or a company incorporated under the Laws
of [insert country], registerad in [insert country] with number [insert number] at
[insert place of registration), whose principal office is at [insert office

details])("Guarantor'); in favour of
and

{2y  The Buyer whose offices are [insert Buyer's official address) ('Beneficiary”)
Whereas:

1A The quaranior has agreed, in consideration of the Buyer entering into the
Call-Off Contract with the Supplier, to guarantee all of the Supplier's
obligations under the Call-Off Contract.

(B It iz the intention of the Parties that this document be executed and take
effect as a deed.

[Where a deaed of guarantee is required, include the wording below and populate the box balow
with the guarantor company's details. If a deed of guarantee isn't needed then the section below
and other references to the guarantee should be deleted.

Suggested headings are as follows:

Demands and notices

Representations and Warranties

Obligation to enter into a new Confract

Agsignmant

Third Party Rights

Governing Law

This Call-Of Conftract is conditional upon the provision of a Guarantee to the Buyer from
the guarantor in respect of the Supplier.)

# ¥ % ® & ® 8



Guarantor
company

[Enter Company name] "Guarantor

Guarantor
company address

|[Enter Company address]

Account manager

|Enter Account Manager mame]

Adtdress: [Enter Account Manager address)

Phanae: [Enter Account Manager phona numbear]

Email: [Enter Account Manager email]

Fax: [Enter Account Manager fax if applicable]

In consideration of the Buyer entering into the Call-Off Contract, the Guaranior agrees with the

Buyer as follows:

Definitions and interpretation

In this Deed of Guarantee, unless defined elsewhere in this Deed of Guarantee or the context

requires otherwise, defined terms will have the same meaning as they have for the purposes of the

Call-Off Contract.
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Term Meaning

Call-Off Contract Means jthe Guaranteed Agreement] made between the Buyer and
the: Supplier on [insert data).

Guaranteed Obligations | Means all obligations and liabilities of the Supplier to the Buyer undear
the Call-Off Confract together with all obligations owed by the
Supplier to the Buyer thal are supplemental 1o, incurred under,
ancillary to or calculated by reference to the Call-Off Confract.

Guarantesa Means the deed of guarantee described in tha Crder Form (Parent
Company Guaraniee),

References 1o this Deed of Guarantee and any provisions of this Deed of Guarantee or to any
other document or agreement (including to the Call-Off Contract) apply now, and as amended,
vared, restated, supplemented, substituted or novated in the future.

Unless the context otherwise requires, words importing the singular are to include the plural and
vice versa,

Refarences to a person are to be construed to include that person's assignees or transferees or
successors in title, whether direct or indirect.

The words “other’ and ‘otherwise’ are not to be construed as confining the meaning of any following
words 1o the class of thing previously stated if a wider construction is possible.

Unbess the context otherwise requires:

=« reference to a gender includes the other gender and the neuter

# references o an Act of Parliament, statutory provision or statutory instrument also apply if
amended, extended or re-enacted from time to time

& any phrase infroduced by the words ‘including’, ‘includes’, in particular’, “for example” or
similar, will be construed as illustrative and without limitation to the generality of the related
general words

References to Clauses and Schedules are, unless otherwise provided, references to Clauses of
and Schedules to this Deed of Guarantee.

References to liability are to include any liability whether actual, contingent, present or future,



Guarantee and indemnity

The Guarantor irrevocably and unconditionally guarantees that the Supplier duly performs all of the
guaranteed obligations due by the Supplier to the Buyer.

If at any time the Supplier will fail to perform any of the guaranteed obligations, the Guarantor
irrevocably and unconditionally underiakes to the Buyer it will, at the cost of the Guaranior:

» fully perform or buy performance of the guaranteed obligations to the Buyer

= as a separate and indepandant obligation and liability, compensate and keep the Buyer
compensated against all losses and expenses which may result from a failure by the
Supplier to perform the guaranteed obligations under the Call-Off Contract

As a separate and independent obligation and liability, the Guarantor irmevacably and
unconditionally undertakes lo compensate and keep the Buyer compensated on demand against
all losses and expenses of whatever nature, whether arising under statute, contract or al common
Law, if any obligation guarantead by the guaranior is or becomes unenforceabla, invalid or illagal
as if the obligation guaranteed had not become unenforceable, invalid or illegal provided that the
guarantor's liability will be no greater than the Supplier's liability would have beean if the obligation
guaranteed had not become unenforceable, invalid or illegal.

Obligation to enter into a new contract

If the Call-Off Contract is terminated or if it is disclaimed by a liquidator of the Supplier or the
obligations of the Supplier are declared to be void or voidable, the Guarantor will, at the request of
the Buyer, anter into a Contract with the Buyer in the same terms as tha Call-Off Confract and the
obligations of the Guarantor under such substitute agreement will be the same as if the Guarantor
had been original obligor under the Call-Off Contract or under an agreement entered into on the
same terms and at the same time as the Call-Off Contract with the Buyer.

Demands and notices

Any demand or notice served by the Buyer on the Guarantor under this Deed of Guaranteea will be
in writing, addressed to:

[Enter Address of the Guarantor in England and Wales]
[Enter Email address of the Guarantor representative]
For the Attention of [insert details]

or such other address in England and Wales as the Guarantor has nofified the Buyer in writing as
being an address for the receipt of such demands or notices,



Any notice or demand served on the Guarantor or the Buyer under this Deed of Guarantee will be
deemed to have been served if:

s delivered by hand, at the time of delivery
posted, at 10am on the second Working Day after it was put into the post
sent by emaill, at the time of despatch, if despatched before S5pm on any Working Day, and
in any other case at 10am on the next Working Day

In proving Service of a notice or demand on the Guarantor or the Buyer, it will be sufficient to prove
that delivery was made, or that the envelope containing the notice or demand was proparly
addressed and posted as a prepaid first class recorded delivery letter, or that the fax message was
properly addressed and despatchead,

Any notice purported to be served on the Buyer under this Deed of Guarantee will only be valid
whean raceived in writing by the Buyer.

Benaficiary’s protections
The Guarantor will not be discharged or released from this Deed of Guarantee by:

* any arrangement made between the Supplier and the Buyer (whether or not such
arrangeament is made with the assent of the Guarantor)
any amendment to or termination of the Call-Off Contract
any forbearance or indulgence as lo payment, tima, perfformance or otherwise granted by
the Buyer {(whether or not such amendment, termination, forbearance or indulgence is
made with the assent of the Guarantor)

# the Buyer doing (or omitting to do) anything which, but for this provision, might exonerate
the Guaranlor

This Deed of Guarantee will be a continuing security for the Guaranteed Obligations and
accordingly:

& jt will not be discharged, reduced or otherwise affected by any partial performance (except
to the extent of such partial performance) by the Supplier of the Guaranteed Obligations or
by any omission or delay on the part of the Buyer in exercising its righis under this Deed of
Guarantee

e it will not be affected by any dissolution, amalgamation, reconstruction, reorganisation,
change in status, function, control or ownership, insolvency, iquidation, administration,
appointment of a receiver, voluntary arrangement, any legal limitation or other incapacity, of
the Supplier, the Buyer, the Guarantor ar any other person

= if, for any reason, any of the Guaranteed Obligations is void or unenforceable against the
Supplier, the Guarantor will be liable for that purported obligation or liability as if the same
weare fully valid and enforceable and the Guarantor were principal debtor

» the rights of the Buyer against the Guarantor under this Deed of Guarantee are in addition
ta, will not be affected by and will not prejudice, any other security, guarantee, indemnity or
other rights or remedies available to the Buyer

The Buyer will be entilled to exercise ils righis and o make demands on the Guarantor under this
Deed of Guaraniee as often as it wishes. The making of a demand (whether effective, partial or
7



defactiva) relating to the breach or non-performance by the Supplier of any Guaranteed Obligation
will not preciude the Buyer from making a further demand relating to the same or some other
Default regarding the same Guaranteed Obligation.

The Buyer will not be obliged before taking steps to enforce this Deed of Guarantee against the
Guarantor to:

obtain judgment against the Supplier or the Guarantor or any third party in any court
make or file any claim in a bankruptcy or liquidation of the Supplier or any third party
take any aclion against the Supplier or the Guarantor or any third party

resort 10 any other security or guarantee or other maans of paymeant

Mo action (or inaction) by the Buyer relating to any such security, guarantee or other means of
payment will prejudice or affect the liability of the Guaranior.

The Buyer's rights under this Deed of Guarante ara cumulative and not exclusive of any rights
provided by Law. The Buyer's rights may be exercised as often as the Buyer deems expedient.
Any waiver by the Buyer of any terms of this Deed of Guarantee, or of any Guarantead
Obligations, will only be effective if given in writing and then only for the purpose and upon the
terms and conditions on which it is given.

Any release, discharge or settiermant between the Guarantor and the Buyer will be conditional
upon no security, disposition or payment to the Buyer by the Guarantor or any other person being
void, set aside or ordered to be refunded following any enactment or Law relating to liquidation,
administration or insolvency or for any other reason. If such condition will not be fulfilled. the Buyer
will be entitled lo enforce this Deed of Guarantee subsequently as if such release, discharge or
settlement had not eccumred and any such payment had not been made. The Buyer will be entitled
to retain this security before and after the payment, discharge or satisfaction of all monies,
obligations and liabilities that are or may become due owing or incurmed o the Buyer from the
Guarantor for such period as the Buyer may delermine.

Representations and warranties
The Guarantor hereby represents and warrants to the Buyer that:

& the Guarantor is duly incorporated and is a validly existing company under the Laws of its
place of incorporation
has the capacity to sue or be sued in itz own name
the Guarantor has power to carry on its business as now being conducted and to own its
Froperty and olther assels

» the Guarantor has full power and authority to execute, deliver and perform its obligations
under this Deed of Guarantee and no limitation on the powers of the Guarantor will be
excaaeded as a result of the Guarantor entering inte this Deed of Guarantes

& the execution and delivery by the Guarantor of this Deed of Guarantee and the
performance by the Guarantor of its obligations under this Deed of Guarantee including
entry into and performance of a Call-Off Contract following Clausa 3) have been duly
authorised by all necessary conporate action and do not contravene or conflict with:



-

the Guarantor's memorandum and aricles of association or other equivalant
constitutional documents, any existing Law, statute, rule or Regulation or any
judgment, decree or parmit lo which the Guarantor is subject

the terms of any agreement or other document to which the Guarantor is a party or
which is binding upon it or any of its assels

all governmental and other authorisations, approvals, licences and consents,
required or desirable

0

L]

This Deed of Guarantee is the legal valid and binding obligation of the Guarantor and is
enforceable against the Guarantor in accordance with its terms.

Payments and set-off

All sums payable by the Guarantor under this Deed of Guarantea will be paid without any set-off,
lien or counterclaim, deduction or withhelding, except for those required by Law. If any deduction
or withholding must be made by Law, the Guarantor will pay that additional amount to ensure that
the Buyer receives a net amount equal o the full amount which it would have received if the
payment had been made without the deduction or withholding.

The Guarantor will pay interest on any amount due under this Deed of Guarantee at the applicable
rate under the Late Payment of Commercial Debts (Interast) Act 1988, accruing on a daily basis
from the due date up to the date of actual payment. whether before or after judgment.

The Guarantor will reimburse the Buyer for all legal and other costs (including VAT) incurred by the
Buyer in connection with the enforcement of this Deed of Guarantee.

Guarantor's acknowledgement

The Guarantor warrants, acknowledges and confirms to the Buyer that it has not entered into this
Deed of Guarantee in reliance upon the Buyer nor been induced to enter into this Deed of
Guarantee by any representation, warranty or undertaking made by, or on behalf of the Buyer,
{whether express or implied and whether following statute or otherwise) which is not in this Deed of
Guarantee.

Assignment

The Buyer will be entitled to assign or transfer the benefit of this Deed of Guarantee at any time o
any person without the consent of the Guarantor being required and any such assignment or
transfer will not release the Guarantor from its liability under this Guarantee.

The Guarantor may not assign or Iransfer any of its rights or obligations under this Deed of
Guarantee.

Severance

Il any provision of this Deed of Guarantee is held invalid, illegal or unenforceable for any reason by
any court of competent jurisdiction, such provision will be severed and the remainder of the
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provisions will continue in full force and effect as if this Deed of Guarantee had been executed with
the invalid, ilegal or unenforceable provision eliminated.

Third-party rights
A person who is not a Party 1o this Deed of Guarantee will have no right under the Contracls
{Rights of Third Parties) Act 1999 to enforce any term of this Deed of Guarantee. This Clause does

not affect any right or remedy of any person which exists or is available otherwise than following
that Act.

Govemning law

This Deed of Guarantea, and any non-Contractual obligations arising out of or in connection with it,
will be govemed by and construed in accordance with English Law.

The Guarantor irrevocably agrees for the benefit of the Buyer that the courts of England will have
jurisdiction to hear and determine any suit, action or proceedings and to setlle any dispute which
may arize out of or in connection with this Deed of Guarantee and for such purposes hereby
irrevocably submits to the jurisdiction of such courts,

Nothing contained in this Clause will limit the rights of the Buyer o lake proceadings against the
Guarantor in any other court of competent jurisdiction, nor will the taking of any such proceedings
in one or more jurisdictions preclude the taking of proceedings in any other jurisdiction, whether
concurrently or not (unless precluded by applicable Law).

The Guarantor irrevocably waives any objection which it may have now or in the fulure to the
courts of England being nominated for this Clause on the ground of venue or otherwise and agrees
not to claim that any such court is not a convenient or appropriate forum.

[The Guarantor hereby irevocably designates, appoints and empowers [enter the Supplier name]
|or a suitable alternative to be agreed if the Supplier's registered office is not in England or Wales]
aither at its registered office or on fax number [insert fax number] from time to time (o act as its
authonsed agent o receive nolices, demands, Service of process and any other legal summons in
England and Wales for the purposes of any legal action or proceeding brought or to be brought by
the Buyer in respect of this Deed of Guarantee. The Guarantor hereby imevocably consents to the
Service of nolices and demands, Service of process or any other legal summons served in such
way.|

IN WITNESS whereof the Guarantor has causead this instrument to be executed and delivered as a
Deed the day and year first before written,

EXECUTED as a DEED by

[Insert name of the Guarantor] acting by [Insert names|

Director

Director/Secretary



Schedule 6: Glossary and interpretations
In this Call-Off Contract the following expressions mean:

Expression

Meaning

Additional Services

Any services ancillary 1o the G-Cloud Services that are in the scope
of Framework Agreement Seclion 2 (Services Offered) which a
Buyer may request,

Admission Agreement

The agreement to be entered inlo 1o enable the Supplier o
participate in the relevant Civil Service pension schemes).

Application The response submitted by the Supplier to the Invitation to Tendar
(kmowmn as the Invitation to Apply on the Digital Marketplacea),
Audit An audit carmied out under the incorporated Framework Agreement

clauses specified by the Buyer in the Order (if any).

Background IPRs

For each Party, IPRs:
« owned by that Party before the date of this Call-Off Contract
(as may be anhanced andior modified but not as a
consequance of the Services) including IPRs contained in
amy of the Party's Know-How, documentation and processes
« created by the Party independantly of this Call-Oiff Contract,
of

For the Buyer, Crown Copyright which isn't available to the Supplier
olherwise than under this Call-Off Contract, but excluding IPRs
owned by that Party in Buyer software or Supplier software.

Buyer Tha contracting autharity ordering services as set out in the Order
Farm.
Buyer Data All data supplied by the Buyer fo the Supplier including Personal

Data and Service Data that is owned and managed by the Buyer.

Buyer Personal Data

The Personal Data supplied by the Buyer lo the Supplier for
purposes of, or in connection with, this Call-Off Contract.

Buyer Represantative

The representative appointed by the Buyer under this Call-Off
Contract.




Buyer Softwara

Software owned by or licensed to the Buyer (other than under this
Agreement), which is or will be used by the Supplier o provide the
Services.

Call-Off Contract

This call-off contract entered into following the provisions of tha
Framework Agreament for the provision of Services made between
the Buyer and the Supplier comprising the Crder Form, the Call-Off
terms and conditions, the Call-Off schedules and the Collaboration
Agreamant,

Charges

The prices (excluding any applicable VAT), payable 1o the Supplier
by the Buyer under this Call-Off Contract.

Collaboration Agreement

An agreameant, substantially in the form set out at Schedule 3,
between the Buyer and any combination of the Supplier and
contractors, 1o ensure collaborative working in their delivery of the
Buyer's Services and o ensure thal the Buyer receives end-lo-gnd
services across ils IT estale.

Commercially Sensitive
Information

Information, which the Buyer has been notified about by the Supplier
in writing before the Start dale with full details of wihy the Information
is deemed 1o be commercially sensitive,

Caonfidential Information

Data, Personal Data and any information, which may include (but
i lmited ba) any:

# information about business, affairs, developments, rade
sacrats, know-how, parsanned, and third parties, ncluding all
Intellectual Property Rights (IPRs), iogether with all
information derved from any of the above

= ather information clearly designated as being confidential or
which cught reasonably be considered to be confidential
(whether or not it is marked "confidential’),

Control '‘Conirol’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010, "Controls” and "Controlled’ will be interpreted accordingly.

Controller Takes the meaning given in the GDPR,

Crown The government of the United Kingdom (including the Northemn

Ireland Assembly and Executive Committes, the Scottish Executive
and the Mational Assembly for Wales), including, but not limited to,
government ministers and government departmeants and particular
bodies, persons, commissions of agencies carrying out functions on

its behaif,




Data Loss Event

Ewent that results, or may result, in unauthansed access to Personal
DCata held by the Processor under this Framework Agreement and/or
actual or potential loss andfor destruction of Personal Data in

breach of this Agreement, including any Personal Data Breach.

Data Protection Impact
Assessment (DPLA)

An assessment by the Controller of the impact of the envisaged
Processing on the protection of Parsonal Data.

Data Protection
Legislation (DPL)

Cata Protection Legislation means:

(i) the GDPR, the LED and any applicatde national implementing

Laws as amended from lime to time

(i} the DPA& 2018 to the extent that it relates to Processing of
Personal Data and privacy

(iii) all applicable Law about the Processing of Personal Data and
privacy including if applicable legally binding guidance and
codes of practice issued by the Infformation Commissionar

Data Subject

Takes the meaning given in the GDPR

Default

Defaull is any:
# breach of the obligations of the Supplier (including any
fundameantal braach or breach of a fundamanial term)
e piher Default, negligence or negligent statement of the
Supplier, of its Subconiractors or any Suppler Staf
(whether by act or omission), in connection with or in
relation to this Call-Off Confract

Unless olherwise spacified in the Framework Agreement the
Suppliar is liable to CCS for a Default of the Framework Agresamant
and in redation to a Defaull of the Call-Off Contract, the Supplier is
lizble to the Buyer,

Deliverable(s)

The G-Cloud Services the Buyer contracts the Supplier o provide
under this Call-CHf Contract.

Digital Marketplace

The government marketplace where Services are avaiable for

Buyers to buy. (hitps-'’www. digitalmarketplace service gowv.ukl)

DPA 2018

Data Protection Act 2018,

Employment Regulations

The Transfer of Undertakings (Protection of Employment)
Regulations 2006 (31 2006/246) ( TUPE') which implements the
Acquired Rights Directive.

Means 1o terminate; and Ended and Ending are construed
accordingly.




Enviranmental The Environmental Information Regulations 2004 together with any
Information Regulations | guidance or codes of praclice issued by the Information

or EIR Commissioner or relevant government department about the
regulations,
Equipment The Supplier's hardware, computer and telecoms devices, plant,

matarials and such other items supplied and used by the Suppler
(but not hired, leased or loaned from CC3S or the Buyer) in the
performance of its obligations under this Call-Of Confract.

ESl Reference Number The 14 digit ESI reference number from (he semmary of the
outcome screan of the ESI tool.

Employment Status Tha HMRC Employment Status Indicator test tool, Tha most up-to-
Indicator test tool or ESI | date version must be used, At the time of drafting the tool may be
tool found here;

hittps:/'wew . gov.uk/guidance/check-employment-status-for-tax

Expiry Date The expiry date of this Call-Off Contract in the Order Form,

Force Majeure A force Majeure evenl means anything affecting either Party’s

performance of their obligations arising from any:

» acis, events or omissions beyond the reasonable control of the
affected Parly

» ricts, war or armed conflict, acts of terrorism, nuclear, biological
or chemical warfare

« acts of government, local government or Regulatory
Bodies

e« fire, flood or disasier and any failure or shortage of power or
fued

= indusirial dispute affecting a third party for which a substituie
third party isn't reasonably available

The following do not constitute a Force Majeure event:

» any indusirial dispute aboul the Supplier, its staff, or failure in
the Supplier's (or a Subcontractor's) supply chain

« any event which is attributable to the wilful act, neglect or failure
to take reasonable precautions by the Parly seeking to rely on
Force Majeura

+ the event was forasesable by the Party seeking to rely on Force
Majeure at the tims this Call-CHf Contract was entared inbo

» any avenlt which is altnbutable to the Party sesking to rely on
Force Majeura and its failura to comiply with its own businass
continuity and disasier recovery plans

Former Supplier A supplier supplying services to the Buyer before the Start date that
are the same as of substantially similar to the Services. This also




includes any Subcontractor or the Supplier {or any subcantractor of
the Subconiractor),

Framework Agreement

The clauses of framework agreement RM1557.12 logether with the
Framework Schedules.

Fraud

Any offence under Laws creating offances in respect of fraudulent
acts (imncluding the Misrepresentation Act 1967 ) or at commaon law in
respect of fraudulent acts in relation to this Call-Off Contract or
defrauding or attempting to defraud or conspinng to defraud the
Cronwm,

Freedom of Information
Act or FolA

The Freedom of Information &ct 2000 and any subordinate
legislation made under the Act togathar with any gusdance ar codes
of practice issued by the Information Commissioner or relevant
govermnment department in relation 1o the legislation,

G-Cloud Services

The cloud services describad in Framework Agreament Section 2
[Services Offered) as defined by the Servica Definition, the Suppliar
Terms and any related Application documentation, which thea
Supplier must make available to CCS and Buyers and those
gervices which are deliverable by the Supplier under the
Collaboration Agreament.

GODPR Genaral Data Protection Regulation (Requlation (EU) 2016/679)

Good Industry Practice Standards, practices, methods and process conforming o the Law
and the axarcisa af that degrea of skill and care, diigence, prudencea
and foresight which would reasonably and ordinarily be expected
from a skilled and experienced person or body engaged in a similar
undertaking in the same or similar circumstances.

Government The governments prefermed method of purchasing and payment for

Procurement Card low value goods or Sarvicas.

Guarantes The guarantee described in Schedule 5.

Guidance Any current UK government guidancs on the Public Contracts

Regulations 2015. In the event of a conflict batween any current UK
government guidance and the Crown Commercial Service guidance,
current UK government guidance will take precedance.,




Implementation Plan

Thea plan with an outling of processes (including data standards for
migration}, costs (for example} of implementing the services which
may be required as part of Onboarding.

Indicative test ESl lool compleded by contraciors on their own behall at the request
of CCS ar the Buyer (as applicable) under clause 4.6.
Information Has the meaning given under seclion 84 of the Freedom of

Information Act 2000,

Information security

The information security management system and process

management system devetopad by the Supplier in accordance with clause 16.1.

Inside IR35 Contractual engagements which would be determined 1o be within
the scope of the IR35 Intermediaries legislation if assessed using
the ESI| tool.

Ingolvency event Can be:

# avoluntary arrangement

= A winding-up petition

« the appointmeant of a receiver or admanistrator
o anunresalved statulory damand

o A Schedule A1 moratorum

Intellectual Property
Rights or IPR

Intelleciual Property Rights are:

= copyright, rights related to or affording protecticn similar o
copyright, rights in databases, patents and rights in inventions,
semi-conducion topography rights, trade marks, rghls in intermet
domain names and website addresses and olher rights in trade
names, dasigns, Know-Haw, trade secrets and othar rights in
Confidential Information

= applications for registration, and the right 1o apply for
registration, for any of the rights listed at (a) that are capable of
being registered in any country of jurisdiction

» all gther rights. having equivalent or similar effect in any country
of jurisdiction

Intermediany

For the purposes of the IR35 rules an intermediary can ba:
¢ the suppliers own limited company

» @ service or a personal Service company

« @ parinership

It does not apply if vou work for a client through a Managed Service
Company (M3C) or agency (for example, an employment agency).




IPR claim

Az set out in clawse 11.5.

IR35

IR35 is also known as ‘Intermediaries legislation’. It's a set of rules
that affect tax and Mational Insurance where a Supplier is contracted
to work for a chent through an Intermediary.

IR35 assessmant

Assassmant of employmeant status using the ESI ool to daterming if
engagemeant is Inside or Quiside IR3S.

Know-How

Al ideas, concepts, schemes, information, knowledge, techniques,
methodology, and anything else in the nature of know-how relating
to the G=Cloud Services bul excluding know-how already in the
Suppliers or CCS's possassion before the Start dale.

Any law, subordinate legislation within the maaning of Section 21({1)
of the Interpretation Act 1978, bye-law, enfarceable right within the
meaning of Section 2 of the European Communities Act 1972,
regulation, order, regulatory policy, mandalory guidance or code of
practice, judgment of a relevant court of law, or directives or
requireaments with which the relevant Party is bound to comply,

LED

Law Enforcement Directive (EU) 2016/680,

Loss

All losses, liabilities, damages, costs, expenses (including legal
fees), disbursements, cosis of investigation, litlgation, settiement,
judgment, interest and penallies whether arising in contract, tort
[imcluding negligence), breach of statulory duly, misreprasentation
or otherwise and 'Losses’ will be interpreted accordingly,

Lot

Any of the 3 Lots specified in the ITT and Lots will be construed
accordingly.

Malicious Software

Ay software program or code intended to destroy, interfere with,
corrupt, or cause undesired effects on program files, data or other
information, executable code or application software macros,
whether or not s operation i immediate or delayed, and whether
the malkicious software is introduced wilfully, negligently or without
knowledge of s existencs.

Managemaent Charge

The sum paid by the Suppler to CCS baing an amount of

all Chargas for the Sarvices invaiced to
Buyers (net of VAT} in each menth throughout the duration of the
Framework Agreement and thereafter, until the expiry or End of amy
Call-Off Contract.




Managemaent Infarmation

Tha management information specified in Framewaork Agresamaeant

seclion & (What you report to CCS).

Material Breach

Those breaches which have been expressly set out as a Material
Breach and any ather single senous breach or persistent failure o
parform as required under this Call-Cff Contract.

Ministry of Justice Code

The Ministry of Justice's Code of Practice on the Discharge of the
Functions of Public Authorities under Part 1 of the Freedom of
Information Act 2000,

Mew Fair Deal The revised Fair Deal position in the HM Treasury guidance: “Fair
Deal for siaff pensions: stalf transfer from ceniral govemment”
issuad n Cotobar 2013 as amendead.

Order An order for G-Clowd Services placed by a contracting body with the
Supplier in accordance with the ordering processes.

Order Form The order form set out in Part A of the Call-Off Contract to be used

by a Buyer o order G-Cloud Services,

Orderad G-Cloud

G-Cloud Services which are the subject of an order by the Buyer.

Services

Dutside IR35 Contractual engagements which would be determined o not be
within the scope of the IR35 intermedianes legistation if assessed
using tha ESI tool,

Party The Buyer or the Supplier and “Parties’ will be interpretad
accordingly.

Personal Data Takes the meaning given in the GDFR.

Personal Data Breach

Takes the meaning given in the GDPR,

Processing

Takes the meaning given in the GDPR.

Processor

Takes the meaning given in the GDPR.




Prohibited act

To directly or indirectly offer, promise or give any person working for
o engag&d by a Buyer or CCS a financial or other advantage toc
induce that person 1o perform impropery a ralevant function or
aclivity
» reward that parson for improper performance of a relevant
function ar actiity
« commit any offence:
& under the Bribery Act 2010
o under legistation creating offences conceming Frawd
o at common Law concerning Fraud
o committing or attempling or conspiring (o commit Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out of the
perormance by the Supplier {or by a third party on behalf of the
Supplier) specifically for the purposes of this Call-Off Coniract
including databases, configurations, code, instructions, lechnical
documentation and schema but not including the Supplier's
Background IPRs.

Property Assats and property including fechnical infrastructure, IPRs and
equipment.
Protective Measures Appropriate technical and organisational measures which may

include: pseudonymisation and encrypling Personal Data, ensuring
confidentiality, integrity, availability and resibence of systems and
services, ensuring that availability of and access o Personal Data
can be resiored in a imely manner after an incident, and regularly
assessing and evaluating the effectiveness of such measures
adopted by it.

PSM or Public Sarvices
Metwork

Tha Public Servicas Metwaork (PSM) is the govemment’s high-
parformance netwaork which helps public sector organisations work
together, reduce duplication and share resources.

Regulatory body or Government departments and other bodies which, whether under

bodies statute, codes of practice or otherwise, are entitied (o investgate or
influgnce the matters dealt with in this Call-Off Contracl

Relevant person Anmy employesa, agant, servant, or reprasentalive of the Buyer, any
other public body or person emploved by or on behalf of the Buyer,
or any other public body.

Relevant Transfer A transfer of employment to which the employment regulations

applies.




Replacemeant Services

Any sarvices which are the same as or substantially similar fo any of
the Services and which the Buyer receives in substitution for any of
the services after the expiry or Ending or partial Ending of the Call-
Off Contract, whather thoze serices are provided by the Buyer oF a
third party.

Replacement supplier

Amy third-party service provider of replacemeant services appoinied
by the Buyer {or where the Buyer is providing replacement Services
for ils own account, the Buyer).

Security management
plamn

The Supplier's secunly managemant plan developed by the Supplier
in accordance with clause 16.1.

Services

The sarvices ordared by the Buyer as set out in the Ordar Farm,

Service data

Data that is owned or managed by the Buyer and used for the G-
Cloud Services, mcluding backup data.

Service definitionis)

The definition of the Suppliers G-Cloud Services provided as part of
thedr Applicaton thal includes, but isn imiled 1o, (hose ibems kEied
in Section 2 (Sarvicas Offared) of the Framework Agreameant.

Service description

The description of the Supplier service offering as published on the
Digital Marketplace,

Service Persanal Data

The Personal Data suppled by a Buyer to the Supplier in the course
of the use of the G-Clowd Services for purposes of or in connection
with this Call-Off Confract.

Spend controls The approval process used by a ceniral government Buyer if it
neads to spend mm'lay on certain digﬂal or Iachnuhgy Senices, see
check- IT-]H!ILH'IIB&H =Approval- lnhsnenn:l Ty -Of-a-50ice

Start date The Start date of this Call-Off Contract as set out in the Order Form,

Subcontract Any contract or agreemeant or proposed agreament betweean the

Supplier and & subcontractor in which the subconiracior agrees o
provide lo the Supplier the G-Cloud Services or any part thereof or
faciities or goods and services necessary for the provision of the G-
Cloud Services or any part thereof.




Subcontractor Amy third party angaged by the Supplier under a subconiract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the provision
of G-Cloud Semnvices.

Subprocessor Any third party appointed to process Parsonal Data on bahalf of the
Supplier under this Call-Off Contract.

Supplier The person, firm or company identified in the Order Form.

Supplier Representative | The representative appointed by the Supplier from time to time in
relation o the Call-Off Contract.

Supplier staff Al parsons employed by the Supplier together with the Supplier's
sarvants, agents, supplers and subcontractors used in the
performance of its obligations under this Call-Off Confract,

Supplier terms The relevant G-Cloud Service terms and conditions as set out in the
Terms and Conditions document supplied as part of the Supplier's
Application.

Term The term of this Call-Off Contract as set out in the Order Farm.

Variation This has tha meaning given o it in clause 32 (Variation process).

Working Days Any day other than a Saturday, Sunday or public holiday in England
and Wales,

Year A contract year,




Schedule 7: GDPR Information — N/A

This schedule reproduces the annexes to the GDPR schedule contained within the Framework

Agreement and incorporated into this Call-off Conlracl.

Annex 1. Processing Personal Data
This Annex shall be completed by the Controller, who may take account of the view of the

Processors, however the final decision as o the content of this Annex shall be with the Buyer at itz

absolute discretion.

1.1 The contact details of the Euir's Data Protection Officer ara:

1.2  The contact details of the Supplier's Data Protection Officer are:

1.3 The Processor shall comply with any further written instructions with respect to Processing

by the Controlier,

14 Any such further instructions shall be incorporated into this Annex.

Descriptions

Details

Identity of Controller for each Category
of Parsonal Data

The Buyer is Controller and the Supplier is
Processor

The Parties acknowledge that in accordance
with paragraph 2-15 Framework Agreement
Schedule 4 (Where the Party is a Controller and
the other Party is Processor) and for the
purposes of the Data Protection Legislation, the
Buyer is the Controller and the Supplier is the
Processor of the following Personal Data:

s [Insert the scope of Personal Data for
which the purposes and means of the
Processing by the Supplier is

determined by the Buyer]

The Supplier is Controller and the Buyer is
Processor

The Parties acknowladge that for the purposes
of the Data Protection Legislation, the Supplier
is the Controller and the Buyer is the Processor
in accordance with paragraph 2 to paragraph 15
of the following Personal Dala;

s [Insert the scope of Personal Data
which the purposes and means of the
Processing by the Buyer is
determined by the Supplier)




The Parties are Joint Controllers

The Parties acknowledge that they are Joint
Controllers for the purposes of the Data
Protection Legislation in respect of:

[Insert the scope of Personal Data which the
purposes and means of the Processing is
determined by the both Parties together|

The Parties are Independent Controllers of
Personal Data

The Parties acknowledge that they are
Independent Controllers for the purposes of the
Data Protection Legislation in respect of:

# [Business contact details of Supplier
Personnel for which the Supplier is the
Controller

# Business contact details of any directors,
officers, employees, agents, consultants
and contractors of Buyer (excluding the
Supplier Personnel) engaged in the
performance of the Buyer's duties under
the Contract) for which the Buyer is the
Controller

= [Insert the scope of other Personal
Data provided by one Party who is
Controller to the other Party who will
separately determine the nature and
purposes of its Processing the
Personal Data on receipt e.g. where
(1} the Supplier has professional or
regulatory obligations in respect of
Personal Data received, (2) a
standardised service is such that the
Buyer cannot dictate the way in which
Personal Data is processed by the
Supplier, or (3) where the Supplier
comes to the transaction with
Personal Data for which it is already
Controller for use by the Buyer]

[Guidance where muliiple relationships have
been identified above, please address the below
rows in the table for in respect of each
relationship identified]

Subject matter of the Processing

The processing is needed in order 1o ensure
that the Processor can effectively defiver the
contract to provide a service to members of the
public.




Duration of the Processing

As long as necassary for the provision of the
services, or as otherwise required for legal,
regulatory or professional purposes

Mature and purposes of the Processing

Deloitte will process personal data as may be
necessary in connection with the provision of
the Services.

The nature of the Processing means any
operation such as collection, recording,
organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure
by transmission, disseminalion or otherwise
making available, alignment or combination,
restriction, erasure or destruction of data
{whether or not by automated means) etc.

The purpose might include: investigation of
cyber or internal investigations, statutory
obligation etc.

Type of Personal Data

Any personal data as may be necessary in
connaction with the provision of the Services.

Examples include but are not limited to: name,
address, date of birth, NI number, telephone
number, pay, images, biometric data ate, IP
addresses, email addresses, MAC addresses,
personal communications, internet browsing
history elc.

Categories of Data Subject

Such calegories as may be necessary in
connection with the provision of the Services.

Examples include but are not limited to: Staff
{including volunteers, agents, and temporary
workers), customers/ clients, suppliers, patients,
students / pupils, members of the public, users
of a particular website, users of email services
aic.

Plan for return and destruction of the
data once the Processing is completa
UMLESS requirement under Union or
Member State law to preserve that type
of data

As long as necessary for the provision of the
servicas, or as otherwise required for legal,
regulatory or professional purposes, or as
otherwise mutually agreed.




Annex 2: Joint Controller Agreement

1. Joint Controller Status and Allocation of Responsibilities

1.1

1.2

13

With respect to Personal Data under Jaint Control of the Parties, the Parties envisage that
they shall each be a Data Confroller in respect of that Personal Data in accordance with the
terms of this Annex 2 (Joint Controller Agreement) in replacement of paragraphs 2 to 15 of
Schedule 4 of the Framework Agreement (Whenre one Party is Controller and the other
Party is Processor) and paragraphs 17-27 of Schedule 4 (Independent Controllers of
Ferzonal Data). Accordingly, the Parties each undertake to comply with the applicable Data

Protaction Legislation in respect of their Processing of such Personal Data as Data
Controllers.

The Parties agree that the [delete as appropriate Supplier/Buyer]:

{a) is the exclusive point of contact for Data Subjects and is responsible for all steps
nacessary to comply with the GDPR regarding the exarcise by Data Subjects of
their rights under the GDPR;

{b) shall direct Data Subjects to its Data Protection Officer or suitable altemative in
connection with the exercise of their rights as Data Subjects and for any enquiries
concerning their Personal Data or privacy;

() is solely responsible for the Parties’ compliance with all duties to provide information
to Data Subjects under Articles 13 and 14 of the GDPR;

(d) s responsible for obtaining the informed consent of Data Subjects, in accordance
with the GDPR, for Processing in connection with the Services where consent is the
relevant legal basis for that Processing, and

(e)  shall make available to Data Subjects the essence of this Annex (and notify them of
any changes to it) concerning the allocation of responsibilities as Joint Confroller
and its role as exclusive point of contact, the Parties having used thair best
endeavours to agree the terms of that essence. This must be outlined in the
[Supplier's/Buyer's] privacy policy (which must be readily available by hyperlink or
otherwise on all of its public facing services and marketing).

MNotwithstanding the terms of clause 1.2, the Parties acknowledge that a data subject has

the right to exercise their legal rights under the Data Protection Legislation as against the
relevant Party as Controller.

Undertakings of both Farties
The Supplier and the Buyer each undertake that they shall:

(a) report to the other Parly every [X] months on:



(b)

(c)

(d)

(e)

(f)

(9)

[ the volume of Data Subject Request (or purported Data Subject Requests)
from Data Subjects (or third parties on their behalf);

(i) the volume of requests from Data Subjects (or third parties on their behalf) to
reclify, block or erase any Personal Data;

(i)  any other requests, complaints or communications from Data Subjects (or
third parties on their behalf} relating to the other Party's obligations under
applicable Data Protection Legislation;

{iv)  any communications from the Information Commissioner or any other
reqgulatory authority in connection with Personal Data; and

) any requests from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law,
that it has received in relation to the subject matter of the Contract during
that penod,;

notify each other immediately if it receives any request, complaint or communication
made as referred to in Clauses 2. 1{a)i) to (v},

provide the other Party with full cooperation and assistance in relation to any
request, complaint or communication made as referred to in Clauses

2. 1{a)ii) to (v) to enable the other Party to comply with the relevant timescales set
out in the Data Protection Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for the
provision of the Services and, for any disclosure or transfer of Personal Data to any
third party, (save where such disclosure or transfer is specifically authorised under
the Contract or is required by Law) ensure consent has been obtained from the

Data Subject prior to disclosing or transferring the Personal Data to the third party,
For the avoidance of doubt the third party to which Personal Data is transferred

must be subject to equivalent obligations which are no less onerous than those set
out in this Annesx;

request from the Data Subject only the minimum information necessary o provide
the Services and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or accidental
loss, destruction or damage fo the Personal Data and unauthorised or unlawiul
disclosure of or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its parsonnal
who have access to the Personal Data and ensure that its personnel:

) are aware of and comply with their s duties under this Annex 2 (Joint
Controller Agreemeant) and those in respect of Confidential Information



2.2

{ii} are informed of the confidential nature of the Personal Data. are subject to
appropriate obligations of confidentiality and do not publish, disclose or
divulge any of the Personal Data to any third party where the that Party
would not be parmitted to do so;

(i}  have undergone adequate training in the use, care, protection and handling
of Perscnal Data as required by the applicable Data Protection Legislation;

th) ensure that it has in place Protective Measures as appropriate to protect against a
Data Loss Event having taken account of the:

(i) nature of the data to be protlected;

Lii) harm that might result from a Data Loss Event;
(i) state of technological development; and

[iv) cost of implemeanting any measuras;

(i} ensura that it has the capability (whether technological or otherwise), to tha extant
required by Data Protection Legislation, to provide or correct or delete at the request
of a Data Subject all the Personal Data relating to that Data Subject that the
Supplier holds; and

(i) ensure that it notifies the other Party as soon as it becomes aware of a Data
Loss Evenl.

Each Joint Controller shall use its reasonable endeavours to assist the other Controller to
comply with any obligations under applicable Data Protection Legislation and shall not
parform its obligations under this Annex in such a way as lo cause the other Joint Conlroller
o breach any of its obligations under applicable Data Protection Legislation to the extent it
is aware, or oughl reasonably to have been aware, that the same would be a breach of
such obligations

Data Protection Breach

Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and
without undue delay, and in any event within 48 hours, upon becoming aware of any
Fersonal Data Breach or circumstances that are likely to give rise to a Personal Data
Breach, providing the other Party and its advisors with:

{a) sufficient information and in a timescale which allows the other Parly to mael any
obligations to report a Personal Data Breach under the Data Protection Legislation;

[ ]] all reasonable assistance, including:

(i) co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;



3.2

fii) co-operation with the other Party including taking such reasonable steps as
are directed by the other Party to assist in the investigation, mitigation and
remediation of a Personal Data Breach;

(i)  co-ordination with the other Party regarding the managemaent
of public relations and public statements relating to the Personal Data
Breach;

andfor

{iv)  providing the other Party and to the extent instructed by the other Party to do
g0, andlor the Information Commissioner investigating the Personal Data
Breach, with complete information relating to the Personal Data Breach,
including, withowut limitation, the information set out in Clause 3.2,

Each Parly shall take all steps to restore, re-constitute and/or reconstruct any Personal
Data where it has lost, damaged, destroyed, altered or corrupted as a result of a Personal
Data Breach as it was that Party’s own data at its own cost with all possible spaed and shall
provide the other Party with all reasonable assistance in respect of any such Personal Data
Braach, including providing the other Parly, as soon as possible and within 48 hours of the
Fersonal Data Breach relating to the Personal Data Breach, in particular:

(@)
(b)
(c)
(d)

(e)
(f)

Audit

the nature of the Personal Data Breach;
the nature of Personal Data affected;
the categories and number of Data Subjects concemed;

the name and contact details of the Supplier's Dala Protection Officer or other
relevant contact from whom more information may be oblained,;

measures laken or proposed to be taken o address the Personal Data Breach; and

describe the likely consequences of the Personal Data Breach.

The Supplier shall parmit:

(@)

(b)

the Buyer, or a third-party auditor acting under the Buyer's direction, 1o conduct, at
the Buyer's cost, data privacy and security audits, assessments and inspeclions
concarning the Supplier's data security and privacy procaduras relating to Parsonal
Data, its compliance with this Annex 2 and the Data Protection Legislation; andfor

the Buyer, or a third-party auditor acting under the Buyer's direction, access to
premisas at which the Personal Data is accessible or at which it is able lo inspect
any relevant records, including the record maintained under Article 30 GOPR by the
Supplier so far as relevant to the contract, and procedures, including premises



4.2

71

under tha control of any third party appointad by the Supplier to assist in the
provision of the Services,

The Buyer may, in its sole discretion, require the Supplier to provide evidence of the
Supplier's compliance with Clause 4.1 in lieu of conducting such an audit, assessment or
inspection.

Impact Assessments
The Parties shall:

(a) provide all reasonable assistance to the each other to prepare any data protection
impact assessment as may be required (including provision of detailed information
and assessments in relation ko Processing operations, risks and measures); and

(k) maintain full and complete records of all Processing carried out in respect of the
Personal Data in connection with the contract, in accordance with the terms of
Article 30 GDPR.

|CO Guidance

The Parties agree to take account of any guidance issued by the Information Commissioner
and/or any relevant central government body. The Buyer may on not less than thirty (30)
Working Days’ notice to the Supplier amend the contract to ensure that it complies with any
guidance issuad by the Information Commissioner andfor any relevant central governmeant
body.

Liabilities for Data Protection Breach

If financial penalties are imposed by the Information Commissioner on either the Buyer or
the Supplier for a Personal Data Breach ("Financial Penalties™) then the following shall
CICCLIFT

{a) if in the view of the Information Commissioner, the Buyer is responsible for the
Personal Data Breach, in that it is caused as a result of the aclions or inaction of the
Buyer, its employees, agents, contractors (other than the Supplier) or systems and
procedures controlled by the Buyer, then the Buyer shall be responsible for the
payment of such Financial Penaltias. In this case, the Buyer will conduct an internal
audit and engage al its reasonable cost when necessary, an independent third party
to conduct an audit of any such Personal Data Breach. The Supplier shall provide to
the Buyer and its third party investigators and auditors, on request and at the
Supplier's reasonable cost, full cooperation and access to conduct a thorough audit
of such Personal Data Breach;

(b} if in the view of the Information Commissicner, the Supplier is responsible for the
Personal Data Breach, in that it is not a Personal Data Breach that the Buyer ig
responsible for, then the Supplier shall be responsible for the payment of these
Financial Penalties. The Supplier will provide to the Buyer and its auditors, on
request and at the Supplier's sole cost, full cooperation and access o conduct a
thorough audit of such Personal Data Breach; or



7.2

7.3

7.4

10.
10.1

(c) if no view as to responsibility is expressed by the Information Commissioner,
then the Buyer and the Supplier shall work together to investigate the relevant
Personal Data Breach and allocate responsibility for any Financial Penalties as
outlined above, or by agreement to split any Financial Penalties equally if no
responsibility for the Personal Data Breach can be apportioned. In the evant that the
Farlies do not agree such apporionment then such Dispute shall be referred to the
procedure set out in clauses 8,66 to B.79 of the Framewark terms (Managing
disputes).

If either the Buyer or the Supplier is the defendant in a legal claim brought before a court of
compeatent jurisdiction ("Court”) by a third party in respact of a Personal Data Breach, then
unless the Parties otherwise agree, the Party that is determined by the final decision of the
Court to be responsible for the Personal Data Breach shall be liable for the losses arising
from such Personal Data Breach. Where both Parties are liable, the liability will be
apportioned between the Parties in accordance with the decision of the Court.

In respect of any losses, cost claims or expenses incurmed by either Party as a result of a
Personal Data Breach (the “Claim Losses”):

(a} if the Buyer is responsible for the relevant Personal Data Breach, then the Buyer
shall be responsible for the Claim Losses;

(b} if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

(c) if responsibility for the relevant Personal Data Breach is unclear, then the Buyer
and the Supplier shall be responsible for the Claim Losses aqually.

MNothing in either clause 7.2 or clause 7.3 shall preclude the Buyer and the Supplier
reaching any other agreament, including by way of compromise with a third party
complainant or claimant, as to the apporicnment of financial responsibility for any Claim
Losses as a result of a Personal Data Breach, having regard to all the circumstances of the
Personal Data Breach and the legal and financial obligations of tha Buyer.

Mot used

Termination

If the Supplier is in matenal Default under any of its obligations under this Annex 2 (joint
controller agreement), the Buyer shall be entitled to terminate the contract by issuing a
termination notice to the Supplier in accordance with Clause 18.5 (Ending the contract).

Sub-Processing

In respect of any Processing of Personal Data performed by a third party on behalf of a
Party, that Party shall:

{a)  camy out adequale due diligence on such third party to ensure that il is capable of
providing the level of protection for the Personal Data as is required by the contract,
and provide evidence of such due diligence to the other Party where reasonably
requested; and



[{]] ensure that a suitable agreement is in place with the third party as required under
applicable Data Protection Lagislation.

11. Data Retention

11.1

The Parties agree to erase Personal Data from any computers, storage devices and
storage media that are to be retained as soon as practicable after it has ceased to be
nacessary for them to retain such Personal Data under applicable Data Protection
Legislation and their privacy policy (save to the extent (and for the limited period) that such
information needs to be retained by the a Party for statutory compliance purposes or as
otherwise required by the confract), and taking all further actions as may be necessary to
ensure its compliance with Data Protection Legislation and its privacy policy.



