OFFICIAL-SENSITIVE COMMERCIAL

ANNEX A TO ORDER FORM OF CALL OFF CONTRACT 704581452— STATEMENT OF

REQUIREMENT FOR THE PROCUREMENT OF CISO SWITCHES

1.

11

2.1

3.1

5.

51

PURPOSE

Procurement of gty 8 Cisco switches to initiate an obsolescence management
programme across the estate.

BACKGROUND TO THE CONTRACTING AUTHORITY

Air Platform Systems (APS) Delivery Team (DT) is responsible for the in-service
support (ISS) of hardware and software Information redacted for security reasons

BACKGROUND TO REQUIREMENT/OVERVIEW OF REQUIREMENT

The current Cisco C3850 switch operating system software will become obsolete and
unsupported in September 2022. Retaining those switches on the network will
generate a security and obsolescence issue that will impact the networks accreditation,
which could in turn impact wider MOD operations.

DEFINITIONS
Expression or Definition
Acronym
APS Air Platform Systems
DT Delivery Team
IDEWDB Improved Defence Electronic Warfare Database
ISS In-service support
VM Value for Money
UAD User Access Device
JEWOSC Joint Electronic Operational Support Centre
ELINT Electronic Intelligence

SCOPE OF REQUIREMENT

To procure gty 8 new Cisco switches in order to facilitate the replacement of the soon
to be obsolete units across the estate.
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6. THE REQUIREMENT

6.1 Supply a total of gty 8 Cisco C9300 series switches, ancillaries, licensing and support
as detailed below.

6.1.1 3x Cisco Catalyst C9300-48S-E Managed Network Switch
6.1.2 3x Cisco Smartnet Total Care (SNTC) for C9300-48S-E switches
6.1.3 3x Cisco C9300-DNA-E-48S-3Y Software License/Upgrade (3 years)
6.1.4 3x Cisco C9300-NM-8X= Network Switch Module (10Gb Ethernet)
6.1.5 3x Cisco Stackwise-480, 50cm InfinBand cable 0.5m black
6.1.6 5x Cisco Catalyst 9300X Managed L3 2.5G Ethernet Switch
6.1.7 5x Cisco SmartNet Total Care (SNTC) for C9300X Switches
6.1.8 5x Cisco 9300-DNA-L-E-3Y Software License/Upgrade (3 years)
6.1.9 Cisco Asset Retention covering all hardware listed above
7. KEY MILESTONES
7.1 The Key Milestone is to have the equipment delivered to the JEWOSC by 30/09/2022.
7.2 If the contractor is unable to deliver by this date owing to sourcing issues, the contractor
should provide evidence that the equipment has been identified and reserved for the
Authority, pending delivery, prior to 30/09/2022.

7.3 The Potential Provider should note the following project milestones that the Authority
will measure the quality of delivery against:

Milestone Description Timeframe
: . On or before
1 Delivery of equipment to the JEWOSC 30/09/2022(see 7.1)
2
3

8. AUTHORITY’S RESPONSIBILITIES
8.1 None — this is a delivery only requirement.
9. REPORTING

9.1 None — this is a delivery only requirement of IT hardware and associated support.
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VOLUMES

A total of 8 Switches, ancillaries, licensing, and support, to include delivery
CONTINUOUS IMPROVEMENT

None — this is a delivery only requirement for IT hardware and associated support.
SUSTAINABILITY

The Contractor shall provide a Sustainability Statement when providing their proposal
and any impending changes communicated and agreed in advance.

QUALITY
The Authority will only deal with ISO 9001 accredited companies.
PRICE

The price will provide a breakdown for the BoM illustrated at 6.1.1 including the
standard warranty.

Prices are to be submitted via the e-Sourcing Suite excluding VAT.

STAFF AND CUSTOMER SERVICE

None — this is a delivery only requirement of IT hardware and associated support.
SERVICE LEVELS AND PERFORMANCE

NA - this is a delivery only requirement of IT hardware and associated support.

KPI/SLA | Service Area KPI/SLA description Target

NA

SECURITY REQUIREMENTS

None - this is a delivery only requirement of IT hardware
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INTELLECTUAL PROPERTY RIGHTS (IPR
None
PAYMENT

Payment can be claimed by the Contractor upon satisfactory completion of the task
and will be made in CP&F/Exostar.

ADDITIONAL INFORMATION

Please direct any queries to Lt Cdr Paula Bennett-Smith at the JEWOSC on 0300 151
0323 OR Shane Hodgson on 0300 159 1771 about the equipment.

LOCATION

The location of the Services will be carried out at JEWOSC CIS, RAF Waddington,
Lincoln LN5 9WA.
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