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1 Introduction

Overview

This Appendix describes the interfaces required to support interoperability between the Service Provider, TfL, the LSTOC Instation Maintenance Service Provider and the CCTV Instation Maintenance Service Provider.

Disclaimer
This document and any associated annexes are for guidance only. The Service Provider is responsible for the delivery of all the interfaces within their submitted solutions.
2 Interface Requirements

Interfaces 
All interfaces currently identified and required to support the LSTOC Instation System are described in Table 1 (Interfaces) below.
It is the responsibility of the Service Provider to verify the detail and completeness of the interface listing with Other Service Providers with whom they interact, as the ongoing design process may require the addition of other interfaces, sub-interfaces, and/or the addition of further detail or interface functionality not yet identified. 
The Service Provider is required to design all interface interactions to meet availability Service Level Indicators (SLIs) as stated in Schedule 5 (Service Level Agreement).
All Interface specification details and processes are to be agreed between the Service Provider, the LSTOC Instation Maintenance Service Provider and TfL. 
Any file transfer mechanism between the Service Provider and Other Service Providers shall be Secure File Transfer Protocol (SFTP) with Federal Information Processing Standard (FIPS) 140-2 or FIPS 140-3 compliant encryption. The method of data transfer will be Push for the source (source of data) Service Provider. Any direct invocation of interface (such as HTTPS: or SOAP) calls shall be agreed with TfL and the Other Service Providers, and shall be fully secure. UDP protocols shall not be used unless explicitly sanctioned in writing by TfL.
TfL has agreements for network connectivity with Other Service Providers. The Service Provider shall use the IP Network Maintenance Service Provider for LSTOC Instation System network connectivity unless otherwise agreed with TfL.
The Service Provider shall be responsible for verifying the requirements for implementing, testing and providing the service to manage their connectivity for each of the interfaces to the LSTOC Instation Maintenance Service Provider, TfL, and Other Service Providers as may be defined by TfL or Other Service Providers respectively from time to time. 
The Service Provider shall support the end-to-end implementation and testing of all interfaces to which they are party, as defined in this document.
The Service Provider shall ensure the performance and availability of all their interfaces may be reported on and are compliant with the Service Levels defined in Schedule 5 (Service Level Agreement).

Table 1: Interfaces

	#
	Interface
	With
	Method
	Notes/Purpose

	1
	The Service Provider
	LSTOC Instation Maintenance Service Provider Workstation.
	Manual – System Access
	View Fault reports & Equipment status, Configuration Updates

	2
	The Service Provider
	CCTV Instation Maintenance Service Provider Workstation.
	Manual – System Access
	View Fault reports & Equipment status

	3
	The Service Provider
	TfL (SFM)
	Manual  - System Access
	Update a Fault report, update Equipment condition

	4
	TfL (SFM)
	The Service Provider
	Automatic  - XML
	Fault alerts


Figure 1: Interfaces
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