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COMMISSION DECISION 

of 5 February 2010 
on standard contractual clauses for the transfer of 

personal data to processors established in third 
countries under Directive 95/46/EC of the European 

Parliament and of the Council 
(notified under document C(2010) 593) 

(Text with EEA relevance) 

(2010/87/EU) 
 
 
 

Article 1 
 

The standard contractual clauses set out in the Annex are 
considered as offering adequate safeguards with respect to 
the protection of the privacy and fundamental rights and 
freedoms of individuals and as regards the exercise of 
the corresponding rights as required by Article 26(2) of 
Directive 95/46/EC. 

 
 

Article 2 
 

This Decision concerns only the adequacy of protection 
provided by the standard contractual clauses set out in the 
Annex for the transfer of personal data to processors. It 
does not affect the application of other national provisions 
implementing Directive 95/46/EC that pertain to the 
processing of personal data within the Member States. 

 
This Decision shall apply to the transfer of personal data 
by controllers established in the European Union to 
recipients established outside the territory of the 
European Union who act only as processors. 

 
 

Article 3 
 

For the purposes of this Decision the following definitions shall apply: 
 

(a) ‘special categories of data’ means the data referred to 
in Article 8 of Directive 95/46/EC; 

 
(b) ‘supervisory authority’ means the authority referred to 

in Article 28 of Directive 95/46/EC; 
 

(c) ‘data exporter’ means the controller who transfers the personal data; 
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(d) ‘data importer’ means the processor established in a 

third country who agrees to receive from the data 
exporter personal data intended for processing on the 
data exporter’s behalf after the transfer in accordance 
with his instructions and the terms of this Decision 
and who is not subject to a third country’s system 
ensuring adequate protection within the meaning of 
Article 25(1) of Directive 95/46/EC; 

 
(e) ‘sub-processor’ means any processor engaged by the 

data importer or by any other sub-processor of the data 
importer and who agrees to receive from the data 
importer or from any other sub-processor of the data 
importer personal data exclusively intended for the 
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processing activities to be carried out on behalf of the 
data exporter after the transfer in accordance with the 
data exporter’s instructions, the standard contractual 
clauses set out in the Annex, and the terms of the 
written contract for sub-processing; 

 
 

(f) ‘applicable data protection law’ means the legislation 
protecting the fundamental rights and freedoms of 
individuals and, in particular, their right to privacy 
with respect to the processing of personal data 
applicable to a data controller in the Member State in 
which the data exporter is established; 

 
 

(g) ‘technical and organisational security measures’ means 
those measures aimed at protecting personal data 
against accidental or unlawful destruction or accidental 
loss, alteration, unauthorised disclosure or access, in 
particular where the processing involves the 
transmission of data over a network, and against all 
other unlawful forms of processing. 

 
 

▼M
1 

 
 

Article 4 
 

Whenever the competent authorities in Member States 
exercise their powers pursuant to Article 28(3) of 
Directive 95/46/EC leading to the suspension or definitive 
ban of data flows to third countries in order to protect 
individuals with regard to the processing of their personal 
data, the Member State concerned shall, without delay, 
inform the Commission which will forward the 
information to the other Member States. 
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Article 5 
 

The Commission shall evaluate the operation of this 
Decision on the basis of available information three years 
after its adoption. It shall submit a report on the findings 
to the Committee established under Article 31 of 
Directive 95/46/EC. It shall include any evidence that 
could affect the evaluation concerning the adequacy of the 
standard contractual clauses in the Annex and any 
evidence that this Decision is being applied in a 
discriminatory way. 

 
 
 

Article 6 
 

This Decision shall apply from 15 May 2010. 
 
 
 

Article 7 
 

1. Decision 2002/16/EC is repealed with effect from 15 May 2010. 
 
 

2. A contract concluded between a data exporter and a 
data importer pursuant to Decision 2002/16/EC before 15 
May 2010 shall remain in force and effect for as long as 
the transfers and data-processing operations that are the 
subject matter of the contract remain unchanged and 
personal data covered by this Decision continue to be 
transferred 

 

between the parties. Where contracting parties decide to 
make changes in this regard or subcontract the processing 
operations that are the subject matter of the contract they 
shall be required to enter into a new contract which 
shall comply with the standard contractual clauses set 
out in the Annex. 

 

Article 8 
 

This Decision is addressed to the Member States. 
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ANNEX 
 

STANDARD CONTRACTUAL CLAUSES (PROCESSORS) 
 

For the purposes of Article 26(2) of Directive 95/46/EC 
for the transfer of personal data to processors 
established in third countries which do not ensure an 
adequate level of data protection 

 
 

Name of the data exporting organisation: Transport for London (“TfL”) 

Address:  5 Endeavour Square, London, E20 1JN 

Tel.:0343 222 1234;   fax:     N/A             e-mail: N/A 

Other information needed to identify the organization 
Transport for London (TfL) is a Statutory Corporation created by the Greater 
London Authority Act 1999.  VAT Number 756276990; ICO registration number 
Z129716X  
(the data exporter) 
 
And  

 
Name of the data importing organisation: Tata Consultancy Services Limited 
("TCS") 

Address:  TCS House, Raveline Street, Fort, Mumbai 400001, India 

Tel +44 (0)20 7245 1800;   fax: N/A                 e-mail: lisa.gates@tcs.com, 
london.legal@tcs.com 

Other information needed to identify the organisation: 

TATA CONSULTANCY SERVICES LIMITED a company incorporated under India's 
Companies Act 1956 under company number 11-84781 with its corporate office at TCS 
House, Raveline Street, Fort, Mumbai 400001, India, operating through its UK branch at 
18 Grosvenor Place, London, SW1X 7HS (UK establishment no. BR007627)  
 

              (the data importer) 
 

each a ‘party’; together ‘the parties’, 
 

HAVE AGREED on the following Contractual Clauses 
(the Clauses) in order to adduce adequate safeguards with 
respect to the protection of privacy and fundamental rights 
and freedoms of individuals for the transfer by the data 
exporter to the data importer of the personal data 
specified in Appendix 1. 

 
 
  

mailto:lisa.gates@tcs.com
mailto:london.legal@tcs.com


  02010D0087 — EN — 17.12.2016 — 001.001 — 7 

▼B 

 

 
 

Clause 1 

Definitions 
 

For the purposes of the Clauses: 
 
 

(a) ‘personal data’, ‘special categories of data’, 
‘process/processing’, ‘controller’, ‘processor’, ‘data 
subject’ and ‘supervisory authority’ shall have the 
same meaning as in Directive 95/46/EC of the 
European Parliament and of the Council of 24 October 
1995 on the protection of individuals with regard to 
the processing of personal data and on the free 
movement of such data (1); 

 
(1) Parties may reproduce definitions and meanings 

contained in Directive 95/46/EC within this Clause if 
they considered it better for the contract to stand 
alone. 
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(b) ‘the data exporter’ means the controller who transfers the personal data; 
 
 

(c) ‘the data importer’ means the processor who agrees to 
receive from the data exporter personal data intended 
for processing on his behalf after the transfer in 
accordance with his instructions and the terms of the 
Clauses and who is not subject to a third country’s 
system ensuring adequate protection within the 
meaning of Article 25(1) of Directive 95/46/EC; 

 
 

(d) ‘the sub-processor’ means any processor engaged by 
the data importer or by any other sub-processor of the 
data importer who agrees to receive from the data 
importer or from any other sub-processor of the data 
importer personal data exclusively intended for 
processing activities to be carried out on behalf of the 
data exporter after the transfer in accordance with his 
instructions, the terms of the Clauses and the terms of 
the written subcontract; 

 
 

(e) ‘the applicable data protection law’ means the 
legislation protecting the fundamental rights and 
freedoms of individuals and, in particular, their right 
to privacy with respect to the processing of personal 
data applicable to a data controller in the Member State 
in which the data exporter is established; 

 
 

(f) ‘technical and organisational security measures’ means 
those measures aimed at protecting personal data 
against accidental or unlawful destruction or accidental 
loss, alteration, unauthorised disclosure or access, in 
particular where the processing involves the 
transmission of data over a network, and against all 
other unlawful forms of processing. 

 
 

Clause 2 

Details of the transfer 

The details of the transfer and in particular the special 
categories of personal data where applicable are specified 
in Appendix 1 which forms an integral part of the Clauses. 

 
 

Clause 3 

Third-party beneficiary clause 
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1. The data subject can enforce against the data exporter 
this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) 
to (j), Clause 6(1) and (2), Clause 7, Clause 8(2), and 
Clauses 9 to 12 as third-party beneficiary. 

 
 

2. The data subject can enforce against the data importer 
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where the data 
exporter has factually disappeared or has ceased to exist in 
law unless any successor entity has assumed the entire 
legal obligations of the data exporter by contract or by 
operation of law, as a result of which it takes on the rights 
and obligations of the data exporter, in which case the 
data subject can enforce them against such entity. 

 
 

3. The data subject can enforce against the sub-processor 
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where both the 
data exporter and the data importer have factually 
disappeared or ceased to exist in law or have become 
insolvent, unless any successor entity has assumed the 
entire legal obligations of the data exporter by contract or 
by operation of law as a result of which it takes on the 
rights and obligations of the data exporter, in which case 
the data subject can enforce them against such entity. 
Such third-party liability of the sub-processor shall be 
limited to its own processing operations under the 
Clauses. 
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4. The parties do not object to a data subject being 
represented by an association or other body if the data 
subject so expressly wishes and if permitted by national 
law. 

 
 
 

Clause 4 

Obligations of the data exporter 

The data exporter agrees and warrants: 
 
 
 

(a) that the processing, including the transfer itself, of the 
personal data has been and will continue to be carried 
out in accordance with the relevant provisions of the 
applicable data protection law (and, where applicable, 
has been notified to the relevant authorities of the 
Member State where the data exporter is established) 
and does not violate the relevant provisions of that 
State; 

 
 
 

(b) that it has instructed and throughout the duration of the 
personal data- processing services will instruct the 
data importer to process the personal data transferred 
only on the data exporter’s behalf and in accordance 
with the applicable data protection law and the 
Clauses; 

 
 
 

(c) that the data importer will provide sufficient guarantees 
in respect of the technical and organisational security 
measures specified in Appendix 2 to this contract; 

 
 
 

(d) that after assessment of the requirements of the 
applicable data protection law, the security measures 
are appropriate to protect personal data against 
accidental or unlawful destruction or accidental loss, 
alteration, unauthorised disclosure or access, in 
particular where the processing involves the trans- 
mission of data over a network, and against all other 
unlawful forms of processing, and that these measures 
ensure a level of security appropriate to the risks 
presented by the processing and the nature of the data 
to be protected having regard to the state of the art and 
the cost of their implementation; 
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(e) that it will ensure compliance with the security measures; 
 
 
 

(f) that, if the transfer involves special categories of data, 
the data subject has been informed or will be informed 
before, or as soon as possible after, the transfer that its 
data could be transmitted to a third country not 
providing adequate protection within the meaning of 
Directive 95/46/EC; 

 
 
 

(g) to forward any notification received from the data 
importer or any sub- processor pursuant to Clause 5(b) 
and Clause 8(3) to the data protection supervisory 
authority if the data exporter decides to continue the 
transfer or to lift the suspension; 

 
 
 

(h) to make available to the data subjects upon request a 
copy of the Clauses, with the exception of Appendix 2, 
and a summary description of the security measures, as 
well as a copy of any contract for sub-processing 
services which has to be made in accordance with 
the Clauses, unless the Clauses or the contract contain 
commercial information, in which case it may remove 
such commercial information; 
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(i) that, in the event of sub-processing, the processing 
activity is carried out in accordance with Clause 11 by 
a sub-processor providing at least the same level of 
protection for the personal data and the rights of data 
subject as the data importer under the Clauses; and 

 
 

(j) that it will ensure compliance with Clause 4(a) to (i). 
 
 

Clause 5 

Obligations of the data 

importer (1) The data importer agrees 

and warrants: 

 
 

(a) to process the personal data only on behalf of the data 
exporter and in compliance with its instructions and the 
Clauses; if it cannot provide such compliance for 
whatever reasons, it agrees to inform promptly the data 
exporter of its inability to comply, in which case the 
data exporter is entitled to suspend the transfer of 
data and/or terminate the contract; 

 
 

(b) that it has no reason to believe that the legislation 
applicable to it prevents it from fulfilling the 
instructions received from the data exporter and its 
obligations under the contract and that in the event of a 
change in this legislation which is likely to have a 
substantial adverse effect on the warranties and 
obligations provided by the Clauses, it will promptly 
notify the change to the data exporter as soon as it is 
aware, in which case the data exporter is entitled to 
suspend the transfer of data and/or terminate the 
contract; 

 
 

(c) that it has implemented the technical and organisational 
security measures specified in Appendix 2 before 
processing the personal data transferred; 

 
 

(d) that it will promptly notify the data exporter about: 
 
 

(i) any legally binding request for disclosure of the 
personal data by a law enforcement authority unless 
otherwise prohibited, such as a prohibition under 
criminal law to preserve the confidentiality of a law 
enforcement investigation; 
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(ii) any accidental or unauthorised access; and 
 
 

(iii) any request received directly from the data 
subjects without responding to that request, unless 
it has been otherwise authorised to do so; 

 
 

(e) to deal promptly and properly with all inquiries from 
the data exporter relating to its processing of the 
personal data subject to the transfer and to abide by the 
advice of the supervisory authority with regard to the 
processing of the data transferred; 

 
(1) Mandatory requirements of the national legislation 

applicable to the data importer which do not go 
beyond what is necessary in a democratic society on 
the basis of one of the interests listed in Article 13(1) 
of Directive 95/46/EC, that is,  if  they  constitute  a 
necessary measure to safeguard national security, 
defence, public security, the prevention, 
investigation,  detection  and  prosecution  of  
criminal offences or of breaches of ethics for the 
regulated professions, an important economic or 
financial interest of the State or the protection of the 
data subject or the rights and freedoms of others, are 
not in contradiction with the standard contractual 
clauses. Some examples of such mandatory 
requirements which do not go beyond what is 
necessary in a democratic society are, inter alia, 
internationally recognised sanctions, tax-reporting 
requirements or anti-money-laundering reporting 
requirements. 
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(f) at the request of the data exporter to submit its data-
processing facilities for audit of the processing 
activities covered by the Clauses which shall be 
carried out by the data exporter or an inspection body 
composed of independent members and in possession 
of the required professional qualifications bound by a 
duty of confidentiality, selected by the data exporter, 
where applicable, in agreement with the supervisory 
authority; 

 
 
 

(g) to make available to the data subject upon request a 
copy of the Clauses, or any existing contract for sub-
processing, unless the Clauses or contract contain 
commercial information, in which case it may remove 
such commercial information, with the exception of 
Appendix 2 which shall be replaced by a summary 
description of the security measures in those cases 
where the data subject is unable to obtain a copy 
from the data exporter; 

 
 
 

(h) that, in the event of sub-processing, it has previously 
informed the data exporter and obtained its prior 
written consent; 

 
 
 

(i) that the processing services by the sub-processor will 
be carried out in accordance with Clause 11; 

 
 
 

(j) to send promptly a copy of any sub-processor 
agreement it concludes under the Clauses to the data 
exporter. 

 
 
 

Clause 6 

Liability 

1. The parties agree that any data subject, who has 
suffered damage as a result of any breach of the 
obligations referred to in Clause 3 or in Clause 11 by any 
party or sub-processor is entitled to receive compensation 
from the data exporter for the damage suffered. 

 
 
 

2. If a data subject is not able to bring a claim for 
compensation in accordance with paragraph 1 against the 
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data exporter, arising out of a breach by the data importer 
or his sub-processor of any of their obligations referred 
to in Clause 3 or in Clause 11, because the data exporter 
has factually disappeared or ceased to exist in law or has 
become insolvent, the data importer agrees that the data 
subject may issue a claim against the data importer as if it 
were the data exporter, unless any successor entity has 
assumed the entire legal obligations of the data exporter 
by contract of by operation of law, in which case the data 
subject can enforce its rights against such entity. 

 
 
 

The data importer may not rely on a breach by a sub-
processor of its obligations in order to avoid its own 
liabilities. 

 
 
 

3. If a data subject is not able to bring a claim against the 
data exporter or the data importer referred to in 
paragraphs 1 and 2, arising out of a breach by the sub-
processor of any of their obligations referred to in Clause 
3 or in Clause 11 because both the data exporter and the 
data importer have factually disappeared or ceased to 
exist in law or have become insolvent, the sub-processor 
agrees that the data subject may issue a claim against the 
data sub-processor with regard to its own processing 
operations under the Clauses as if it were the data exporter 
or the data importer, unless any successor entity has 
assumed the entire legal obligations of the data exporter 
or data importer by contract or by operation of law, in 
which case the data subject can enforce its rights against 
such entity. The liability of the sub-processor shall be 
limited to its own processing operations under the 
Clauses. 
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Clause 7 

Mediation and jurisdiction 

1. The data importer agrees that if the data subject 
invokes against it third- party beneficiary rights and/or 
claims compensation for damages under the Clauses, the 
data importer will accept the decision of the data 
subject: 

 

(a) to refer the dispute to mediation, by an independent 
person or, where applicable, by the supervisory 
authority; 

 

(b) to refer the dispute to the courts in the Member 
State in which the data exporter is established. 

 

2. The parties agree that the choice made by the data 
subject will not prejudice its substantive or procedural 
rights to seek remedies in accordance with other 
provisions of national or international law. 

 

Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this 
contract with the supervisory authority if it so requests or 
if such deposit is required under the applicable data 
protection law. 

 

2. The parties agree that the supervisory authority has 
the right to conduct an audit of the data importer, and of 
any sub-processor, which has the same scope and is 
subject to the same conditions as would apply to an audit 
of the data exporter under the applicable data protection 
law. 

 

3. The data importer shall promptly inform the data 
exporter about the existence of legislation applicable to it 
or any sub-processor preventing the conduct of an audit 
of the data importer, or any sub-processor, pursuant to 
paragraph 2. In such a case the data exporter shall be 
entitled to take the measures foreseen in Clause 5(b). 

 

Clause 9 

Governing law 

The Clauses shall be governed by the law of the Member 
State in which the data exporter is established, namely 
England and Wales 
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Clause 10 

Variation of the contract 

The parties undertake not to vary or modify the Clauses. 
This does not preclude the parties from adding clauses on 
business related issues where required as long as they do 
not contradict the Clause. 

 

Clause 11 

Sub-processing 

1. The data importer shall not subcontract any of its 
processing operations performed on behalf of the data 
exporter under the Clauses without the prior written 
consent of the data exporter. Where the data importer 
subcontracts its obligations under the Clauses, with the 
consent of the data exporter, it shall do so only by way of 
a written agreement with the sub-processor which imposes 
the same obligations on the sub-processor as are imposed 
on the data importer under the Clauses (1). Where the sub-
processor fails to fulfil its data protection obligations 
under such written agreement the data importer shall 
remain fully liable to the data exporter for the 
performance of the sub-processor’s obligations under 
such agreement. 

 
(1) This requirement may be satisfied by the sub-

processor co-signing the contract entered into 
between the data exporter and the data importer 
under this Decision. 
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2. The prior written contract between the data importer 
and the sub-processor shall also provide for a third-party 
beneficiary clause as laid down in Clause 3 for cases 
where the data subject is not able to bring the claim for 
compensation referred to in paragraph 1 of Clause 6 
against the data exporter or the data importer because 
they have factually disappeared or have ceased to exist 
in law or have become insolvent and no successor 
entity has assumed the entire legal obligations of the data 
exporter or data importer by contract or by operation of 
law. Such third-party liability of the sub-processor shall 
be limited to its own processing operations under the 
Clauses. 

 
 
 

3. The provisions relating to data protection aspects for 
sub-processing of the contract referred to in paragraph 1 
shall be governed by the law of the Member State in 
which the data exporter is established, namely the Law 
of England and Wales 

 
 

4. The data exporter shall keep a list of sub-processing 
agreements concluded under the Clauses and notified by 
the data importer pursuant to Clause 5(j), which shall be 
updated at least once a year. The list shall be available to 
the data exporter’s data protection supervisory authority. 

 
 
 

Clause 12 

Obligation after the termination of personal data-processing services 

1. The parties agree that on the termination of the 
provision of data-processing services, the data importer 
and the sub-processor shall, at the choice of the data 
exporter, return all the personal data transferred and the 
copies thereof to the data exporter or shall destroy all the 
personal data and certify to the data exporter that it has 
done so, unless legislation imposed upon the data importer 
prevents it from returning or destroying all or part of the 
personal data transferred. In that case, the data importer 
warrants that it will guarantee the confidentiality of the 
personal data transferred and will not actively process the 
personal data transferred anymore. 

 
 

2. The data importer and the sub-processor warrant that 
upon request of the data exporter and/or of the 
supervisory authority, it will submit its data- processing 
facilities for an audit of the measures referred to in 
paragraph 1. 
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On behalf of the data exporter: 
 
 
 

Name (written out in full): Caroline Pallister 
 
 

Position:  Head of Procurement and Supply Chain- Surface Operations and 
Infrastructure 

 
 

Address: 5 Endeavour Square, Stratford, London, E20 1JN 
 
 

Other information necessary in order for the contract to be binding (if any): 
 
 
 

Signature ………………………… 
 
 
 
 
 

(stamp of organisation) 

 

 

 

 

On behalf of the data importer: 

Name (written out in full): Amit Kapur 

Position: Country Head, UK and Ireland 

Address: TCS House, Raveline Street, Fort, Mumbai 400001, India, operating through 
its UK branch at 18 Grosvenor Place, London, SW1X 7HS 

Other information necessary in order for the contract to be binding (if any): 
 
 

Signature  ………………………….     
 
 
 
 
 

(stamp of organisation) 
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Appendix 1 
 
 

to the Standard Contractual Clauses 
 

This Appendix forms part of the Clauses and must be 
completed and signed by the parties 

 
The Member States may complete or specify, according to 
their national procedures, any additional necessary 
information to be contained in this Appendix 

 
Data exporter 
The data exporter is (please specify briefly your activities 
relevant to the transfer): 
TfL is a statutory corporation established under section 154(1) of the Greater 
London Authority Act 1999 (the "GLA Act") and has statutory duties relating to 
the regulation of hackney carriages and private hire vehicles in Greater London  

 
 
 

Data importer 

The data importer is (please specify briefly activities relevant to the transfer): 
Tata Consultancy Services (TCS) Tata Consultancy Services is an Indian 
multinational technology company that specialises in information technology 
services and consulting.  It wishes to provide TfL with  an end to end information 
technology system for vehicle, driver and operator licensing, inspections, 
administration, enforcement and compliance activities,  The transfer relates to  
IT, digital, technology or telecom services, including use of technology products or 
services, telecoms and network services, digital services, hosting, cloud and 
support services or software. 

 
  

Data subjects 

The personal data transferred concern the following 
categories of data subjects (please specify): 
Current Taxi, Private Hire Driver, Vehicle or Operator Licensees 
Prospective Taxi, Private Hire Driver, Vehicle or Operator Licensees 
Unsuccessful/revoked/expired/suspended Taxi, Private Hire Driver, Vehicle or 
Operator Licensees 
Members of the public / Taxi or Private Hire Vehicle Customers 
Nominated third party or representative of a prospective or current Licensee 

 
 

Categories of data 

The personal data transferred concern the following 
categories of data (please specify): 

 
Name; 
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Address; 
Date of birth; 
E-mail address; 
Home/mobile phone number; 
Debit card/credit card details; 
Result of DBS checks; 
Work permits or other evidence of right to work in the UK; 
UK or overseas drivers licence;  
Acknowledgement of acceptance of TfL’s terms and conditions; 
Vehicle Registration Mark (VRM) and Vehicle Identification Number (VIN); 
Photographic images;  
Call recordings; 
Proof of identity; 
Employment history 
Details of knowledge of London, topographical, driver skills and English language  
assessments/qualifications  
Referees;  
Unique identifiers including NI number, passport numbers and the licence/badge 
number issued by TfL to a licensee or the vehicle; and 
Bank account details. 
Bankruptcy status 
Details of which operator(s) a private hire driver and/or vehicle has been available 
to work for each week 
Outcomes of Motor Insurers' Bureau (MIB) database checks 
Information used to assess continuing fitness to hold a taxi or private hire vehicle 
licence 
Complaints made about drivers or operators 
Dismissals from working with a private hire vehicle operator 
Details of any licence revocations or refusals from other licensing authorities  

 
 

Special categories of data (if appropriate) 

The personal data transferred concern the following 
special categories of data (please specify): 
Details of traffic contraventions, criminal offences, and/or allegations of criminal 
offences 
Medical certificates or other medical information; 
Race or ethnic origin 
Trades union membership 
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Processing operations 

The personal data transferred will be subject to 
remote access by the Data Importer’s employees located 
in India.  The processing activities will relate to specific 
service support incidents or service requests, whereby 
live personal data will be accessed by the support team 
members.  The processing on this data will be limited to identification of the 
particular  system or software issue and to debug any live incidents; there will be 
no updates made to live personal data.  Data will be accessed from TCS delivery 
centre located in Ahmedabad, India 
 

 
 
 
 

DATA EXPORTER 

Name: Caroline Pallister  
 
Authorised Signature  
……………………………… 

 

 

DATA IMPORTER 
Name: Amit Kapur 
Authorised Signature   

 
                …………………………. 
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Appendix 2 
 
 

to the Standard Contractual Clauses 
 

This Appendix forms part of the Clauses and must be 
completed and signed by the parties. 

Description of the technical and organisational security measures 
implemented by the data importer in accordance with Clauses 4(d) 
and 5(c) (or document/legislation attached): 

 
Please refer to the description of the data Importer’s security measures set out in the 
Agreement, Appendices and Schedules between the Controller and Processor, named 
“Agreement For The Provision Of An End To End Information Technology System 
For Transport For London,” dated on or around the date of these clauses 
 
In relation to the processing activities on the personal data transferred, the 
following additional organisational and technical measures will be implemented: 
 
Personal data will be masked in such a way that it is not fully visible to TCS 
support team members located in India as described below; 

 
Synthetic test data will be created in accordance to the data model of Service System. 
This will be done using combination of scripts and user interfaces developed for 
Service System. This data will be generated in non-production environments hosted by 
AWS; scripts may be executed by TCS associates in UK and/or India. In case of a 
scenario where TCS need to use production Personal Data on non-production 
environment (e.g. UAT, SIT), TCS will anonymise such Personal Data through data 
masking techniques/tools before loading into non-production environment so that this 
data is not visible to any TCS associate in India. The masking activity will be carried 
out at UK/EU only. 
 
TCS will use both Static and Dynamic data masking techniques to mask personal data 
for TCS support team based on the role logged in - 1. Application screen masking 
would be real time where the transmitted data would be intercepted, masked and 
forwarded to the webpage for viewing;  2. Database masking will be enabled to ensure 
any data queried is masked to offshore while querying the database Scanned images 
will not be routinely accessible by TCS associates in India; in case of any exception, 
masked scanned image will only be made available to the associates from India post 
approval from TfL on each occasion. 
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