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Part A - Crder Form

Digital Marketplace service ID number:

80Bb14162786736

Call-Off Contract re_ference:

NA — Refer to contract title

Call-Off Contract title:

Contract for access and use of Crowdicity’s web
based idea management tool - Talk Health and
Care procurement

Call-Off Contract description:

To fulfil the identified need for a web-hosted
collaboration too!

Start date:

o1 January 2015

Expiry date:

3t December 2019

Call-Off Contract value;

Charging method:

By invoice following receipt of a valid PO.

Purchase order number:

T8C

This Order Form is issued under the G-Cloud 10 Framework Agreement (RM1557.10).

Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially change the
Deliverables offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form, These are identified in the

contract with square brackets,

From: the Buyer

0207 972 3350
Buyer's main address:

The Secretary of State for Health and Social Care acting as part of the
Crown through the Department of Health and Social Care

3-Cloud 10 Cail-Off Contract — RM1557.10 18-D8-2G18

hitps fwww.gov.uk/government/publications/y-tloud-10-cat-off-contract
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Ending The notice period needed for Ending the Call-Off Contract is: 4 Months.

(termination}):

Extension period: This Call-Off Contract can be extended by the Buyer for a period of up to 26
weeks, by giving the Supplier a reasonable amount of written notice before its
expiry.

Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of
the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud Lot: This Call-Off Contract is for the provision of Services under:
Lot 2 - Cloud Software

G-Cloud services As per the Crowdicity service definition

required:

Additional services: No applicable

Location: The Services will be delivered to the Department of Health and Social
Care at:
N/A - Cloud Hosted Software - SAAS

Quality standards: The quality standards required for this Call-Off Contract are set by the
{ framework offering as per their service ID ohg#Pigital Marketplace
- BoB614162786736.

Technical standards: The guality standq%ips rgqugred,ﬁ), .tlug Gall-

@ontract are set by the
framework offerint s per their segryéce

18.Digital Marketplace

- 4B0B6141627B6736.
Service level The service level and availability criteria regmrﬁd sﬁar this Call-Off
agreemaent: Contract are agreed as follows: ,

Crowdicity undertakes to pro\nde its stanﬂarﬂ éérwce Level
Onboarding: Not applicable “@f
Ofboarding: To be confirmed
Collaboration Not applicable
agreement:
Limit on Parties’ Each Party's annual total liability during the Call-Off Contract Term will
lability: be limited to 125% of the Charges paid or payable in the Year the

G-Cloud 11} Call-Off Contract — RM1557.10 18-06-2018
https i gov.ukigovemment/publications/g-cloud-10-call-off-contract
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Invoice details:

The Supplier will issue electronic invoices detailing a valid PO number
(to be supplied). The Buyer will pay the Supplier within 30 days of
receipt of a valid invoice,

Who and where to send
invoices to:

Invoices will be sent to.

Invoice information
required —for example
purchase order, project
reference:

All invoices must incjude the purchase order number.

Invoice frequency:

Call-Off Contract value:

Call-Off Contract
charges:

Invoice will be sent to the Buyer as agreed at implementation.
The total value of this Call-Off Contm*
The breakdown of the Charges Is as per the Suppliers quotation, see Schedule

1

Additiona! buyer terms

Performance of the This Call-Off Contract will include the following exit and offboarding plans:

service and

deliverables: All community data can be downloaded at any point by the Department in
CSV format, at no cost.

Guarantee: Not applicable

Warranties, Not applicable

representations:

Supplemeantal Not applicable

requirements in
addition to the Call-Off
terms:

Alternative clauses:

Not applicable

G-Cloud 10 Cal-Off Contract — RM1557.10 18-08-2018
itips fhwww.gov.uk/government/publicatoms/g-cloud-10-call-off-contract
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Parsonal Data and Will Schedule 7— Processing, Personal Data and Data Subjects be used:No
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1. Formation of contract Tt o ' . {,

11 Bysigning and returning this Order Form (Part A), theSupplleragree_stn enterinto a Cali Off
Contract withthe Buyer.

‘;;_-1 L

i * bysigning below agree to'be bound by this Call-Off Cogl

T e A

1.2 The Parties agree thatthey have read the Order Form {Part A) and the Call Oﬂ’ Contract terms and

i-':i_..a- - ThisCall-Off Contract will be 2 formed when the Buyerac}nowledges recelpt ufthe signed copy ufthe

Order Form from the. SuPpTlen

; ‘Fnrm wil 5Llpersedeﬂlose oftheISuPplierTermsand Cgﬂdﬂ'.mns’ R

: Badcgrobnd-tb theiyg_'r__f e
w

1

B

—-

L4 N l:asesof any ambigutty or conflict the terms and conditions of the Call-Off Contract and Orcler

: SiﬁnEdi

B R Y
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Signature:

Date:

Schadule 1 - Services

A: Services to be delivered - as per the service definition, available from the Digital Market Place.

B: As per the following order detail —agreed with Rob King.

Commsncement | 31/12/2018
Date
Term 12 months

Solution

Crowdicity’s web based idea management tool.

Community

The Community Owner shall have a designated Community as follows:

'curnmunﬂy

Nufnber of

_.Communﬂy

__Adrnhistmtors'

fNumbatof

TR F !;f.'Tn:-__:f‘

T IR

g " e e S : E -
Additional detail on the license agreement can be found in appendix 1, supplementing the G Cloud Call off

agreement.

G-Cloud 10 Coll-Off Comract —

RM1557.10 18-D8-2018

hitps S, g ov. L/ government/publ cations/g-cloud- 1 0-cal-off-contract
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Schedule 2 - Call-Off Contract charges

- For each individual Service, the applicable Call-Off Contract Charges (in accardance wsth the  Supplier’s
. Digital Marketplace pricing document) can’t be amended during the term of the Ca!i Uff Contract. The
- -detailed Charges breakdown forthe provision of Services durmg the Term wril mc!ude N

® Asdetailed in part A of the order form
Part B - Terms and conditions

- 1. Call-Off Contract start date and length

11 The Supplier must start proviclmg the Services on the date spech jed In the Order Form.

12 This Call-Off Contract will expire on the: Expiry Date in 1 the Order Farm. It will be for up to 24 months
from the Start Date unless Ended earlier under clause 18'oF extended by thé Buyer tindef clause 1.3

13  TheBiiyer can extend this Call-Off Contract, with written noticetn the Supplier, by the period inthe

' Order Form, as long as this is within the maximum permltted underthe Framework Agreernent of 2
periods of up to12 months each. AR R

] v L Do : SRR : : :
1.4 The Partiesmust campiy withthe. requtrements under clauses 214 3 to 21.8 |fthe Buyer reserves the
. right inthe. Order Form:to extend the. contract beyond 24 months. .« ., L e

22 The follcwmg Framework Agreement clauses {including clauses and defined terms referenced by
| ‘them) as modified tndef clause 2.4 are Incorporated asseparate Call-Off Cantract obligations and
apply between the Suppher andtheBuyer: » .« - el : :

s z;;i-(wafrfanﬁaséaﬁd représentations) o
4.2 1o 4.7 (Liability) R
A4Att0 402, (%Rasl ; ‘

| .7ta59(___ angeafcontroi) S
5.0 {Fraud)

z.11 {Notice of fraud)

7.ato07:2 {Transparency)

. 8 ® 80 0.0 @

G-Cloud 10 Cal-Off Contract - RM1557.16 18-06-2618 R T
hitps:/twww.gov.uiigovemment/publications/g-cloud-10-call-oft-confract  “vids oot e b
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B.3 (Order of precedence)

B.4 (Relationship)

B.7 to'8.g {Entire agreement)

8.10 {Law and jurisdiction)

8.11 to B.12 (Legislative change)

8.13 to B.17 (Bribery and corruption)

B.18 to 8.27 (Freedom of Information Act)

8.28 to 8.29 (Promnting tax compliance)

8.30 to B.31 (Official Secrets Act)

8.32 to 8.35 (Transfer and subcontracting)'

B.38 to 8.41 {(Complaints handling and resolution)

8.49 to B.51 {Publicity and branding

8.42 to B.48 (Conflicts of interest and ethical walls)

B.52 to 8.54 (Equality and diversity)

8.66 to 8.67 (Severability)

8.68 to 8.82 (Managing disputes)

8.83 to 8.91 (Confidentiality)

8.92 to B.g3 (Waiver and cumulative remedies)

paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows:

® areference to the ‘Framework Agreement’ will be a reference to the *Call-Off Contract’
® areference to ‘CCS’ will be a reference to 'the Buyer’

® areference to the ‘Parties’ and a 'Party’ will be a reference to the Buyer and Supplier as
Parties under this Cali-Off Contract

2.3  The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework
clause XX', where XX’ is the Framework Agreement clause number.

2.4  When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this
Call-Off Contract.

3. Supply of services

G-Cloud 10 Call-Off Contract - RM1557.10 18-06-20148
hitps/ivaww.gov.ukigovemment/publications/g-cloud-10-call-off-coniract
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31 The Suppher agrees to supply the G-Cloud Services and any Addltlona!Sewlces underthe terms of
the Call-Off Contract and the Supplier's Application. -~~~ cor o e '

3.2 The Supp!aer undertakes that each G- Clnud Service will meet the Buyer's acceptance crltene, es
defined in the Order Form o

A

4 Suppherstaﬁ"

41 The SUppEier Staff must:
L be approprtately experienced, qualzﬂed and trained to supply the Semces
® apply all due skill, care and diligence in faithfully performing those duties
® obey all lawful instructions and reasonable directions of the Buyer and provide the Services
to the reasonable satisfaction of the Buyer R
L re5pand to any enqumes about the Services as soon as reasanahly possible _ B
'® complete any necassary Stpplier Staff vetting as specified by the Buyer o

4,2 .  TheSupplier must retajn overall contral. of the Supplier Staff so that they are not consjdered to ba |
employees, workers, agents or contractors of the Buyer.., : S :

43 The Supp!ier may substitute any Supplier Staff as Ieng as they have the equwalent expertence and

e quahﬂcatmns {o the'substitiited staff member, : ‘ "

44 The Buyermay condict IR35 Asséssmients using the ES! toolto dssess whether the Supplier's
engagement under the Call-Off Contract is Inside or OutSIde IR35.

4.5 The Buyer may.E End thls Cali fo Centract for Materlai Breach if the Supplleris delivering the
Sewices Inside IR35

46 é;The Buyar may | needthe Suppiier to compiete an Indicative Test using the ESI tool before the Start

" Date oratany time during the pravisian ofSerwces to providea prelim:nary view of whetherthe )
Servicesare being delivered Inside or Qutside IR35. If the Supplier | has completed the anicative Tes't_-
/it must download and.provide:a copy of the'PDF with the: :uf-digltEﬁ reference numberfmm the
summary outcome screen-and promptly pravidé a copy'to the Buyer. TR

47  Ifthe lﬂdlcetiveTestindicetes the delivery of the:Setvices'colld: potentially be Inside IR35; the
.+ Suppliermust provide the Buyerwithall relevantinformatinn needed to enab!e the Buyerto conduct
its own IR35 Assessment. ¢ cw. o b T e e et -

G-Cloud 10 Call-Off Cantract - RM1557,10 18-06-2018 B O R
https:/iwviw.gov.uk/govemment/publications/g-clotid-13-call-off-contract CEVE U B P piri wE. L@t o :
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4.B

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI
reference number and a copy of the PDF to the Supplier.

5. Due diligence

5.1

Both Parties agree that when entering into a Call-Off Contract they:

® have made their own enquiries and are satisfied by the accuracy of any information supplied
by the other Party '

® are confident that they can fulfil their obligations according to the Call-Off Contract terms

® have raised all due diligence questions before signing the Call-Off Contract

® have entered into the Call-Off Contract relying on its own due diligence

6. Business continuity and disaster recovery

6.1

6.2

6.3

The Supplier will have a clear business continuity and disaster recovery plan in their service
descriptions.

The Supplier’s business continuity and disaster recovery services are part of the Services and will be
performed by the Supplier when reguired.

If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that
its business continuity and disaster recovery plan is consistent with the Buyer's own plans.

7. Payment, VAT and Call-Off Contract charges

7.1

7.2

73

7-4

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Suppliar's delivery of the
Services.,

The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a
valid invoice.

The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to
the Buyer for the Services will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the
Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for
using the GPC and must not recover this charge from the Buyer,

=-Cloud 10 Call-Off Confract — RM1557.10 18-08-2018
bitps Hwww.gov.uk/government/publications/g-tloud-10-call-of-contract
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- 7.5 ¢ The Supplier must ensure that each:invoice contains a detailed breakdown of the G:Cloud Services -
- supplied. The Buyer may request the Supplier provides further documentatinn to substantiate the -
tnvolce, :

76~ \lfthe Supp!:er enters_into 3 Subcnntract it mUSt ensure that a prawsmn is mcluded in each
L "ffSubcantract which'speclf es that payment must be made to the Subcuntractcar w;thm 30 days of
" recéipt of avalid invoice, - S i :

i

7.7 - AIE Charges payable by the Buyer to the Supp!ier wiIE lnc!ude VAT at the appmpnate rate

78  The Suppller must acld VATto the Charges at the approprlate rate WIth vmibility ofthe amount asa
| _separate ilne item : :

7.9 ¢ 'The Suppiuerw]li ;ndemnlfy the Buyer on demand agamstany iiabslity ansing from the Suppher 5
failure to account for or to pay any VAT on paymefits madeto the Supplier under this Call-Off
Contract, The Supplier must pay all sumsto“the Buyer at Ieast 5 Working Days before the date on
"which thefi:a ! o’f _ r habll;ty is payab!e | ythe Buyer -

710" 'TheSuppher must not suspend the: SUppIy ofthe G= Cloud Services unless the Suppher is entitled to
’ End this Call-Off Contract under clause 1B.6 for Buyer's failure to pay undtsputed sums of money.
“Interestwillbe payable by the Buyer or the late payment E any undfsputed sums of money prnper!y.
invoiced undertha Late Payment of Commigrcial Dabts (Jiterest) Act:ngB ‘

7411 ’IF there 5 an invmce dlspute, the Byer must pay the undasputed amount and return thei mvmce
within 10 Working Days of the Invoice date, The Buyer will provide a covering statemént with
proposed améndments and the reason for any hon-payment. The, Supplier must notify the Buyer
within 10 Working Days of receipt of the returned Inveice ifit. acceptsthe amendments If it does
‘then the Supplier must provide a replacement valid irvoice with the response. ' *

712 Duetothe nature of G-Cloud Services itisni't possible ina static Order Form to exactly define the
, . fonsumption of services aver the duration of the Call-Off: Contract The Supplier agrees t that the
Buyer‘s volumes }ndicated inthe Order Form are indicatwe m‘;ly, S

8, Reco_yery of sums due and right ofset-uff

33

81 Ifa Suppher owes muney to the Buyer, the Buyer rnay deduct that sum fmrn the Cail OFF Contract
Charges e . _ . g o

9. Insurance

G-Cloud 10 Call-Off Contract - RM1557.10 16-06-2018 \
htips:twiw.gov.likigovemment/publications/g-cloud-18-call-ofi-contract
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9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.

5.2  The Supplier will ensure that:

® during this Call-Off Contract, Subcontractors hold third-party public and products liability
insurance of the same amounts that the Supplier would be legally liable to pay as damages,
including the claimant’s costs and expenses, for accidental death or bodily injury and loss of
or damage to Property, to a minimum of £1,000,000

® the third-party public and products liability insurance contains an ‘indemnity to principals’
clause for the Buyer's benefit

® all agents and professional consultants involved in the Services hold professional indemnity
insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off
Contract, and for & years after the End or Expiry Date

® all agents and professional consultants involved in the Services hold employers liability
insurance (except where exampt under Law) to a minimum indemnity of £5,000,000 for each
individual claim during the Call-Off Contract, and for & years after the End or Expiry Date

9.3  Ifrequested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing
policies bought under the Framework Agreemsnt.

g.4  If requested by the Buyer, the Supplier will provide the following to show compliance with this
clavse:

® a broker's verification of insurance
® receipts for the insurance premium
® evidence of payment of the latest premiums due

9.5  Insurance will not relieve the Supplier of any liahilities under the Framewaork Agreement or this Call-
Off Contract and the Supplier will:

o take all risk control measures using Good Industry Practice, including the investigation and
reports of claims to insurers
promptly notify the insurers in writing of any relevant material fact under any insurances
hold all insurance policies and require any broker arranging the insurance to hold any
insurance slips and other evidence of insurance

G-Cloud 1C Cal-Off Contract ~ RM1557.10 18-06-2018
htips.fiwamww.gov.uk/government/publications/g-cloud-10-call-off-contract
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9.6 _'*:The Suppfierwili not. clo oromitto’ dﬁ anythmg, whlch would destruy or lmpazrthe Iegal vallduty of
the insurance. . _

- g.7 -~ The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or
are due to be, cancelled, suspended, Ended or not renewed |

9.8  The Supplier le be liable forthe. payment of any:

® premtums, whlch it wiII pay promptly

\

® excessor deducttbles and will ncat be. entltled ta recover thtsfrom the Buyar

10i1 - Subjecttoclavse24.1the Supplier must during and-aftér the Term keep the Buyer.fullyindemnified
againistall Losses,.damages; costs or expenses and.otherliabilities (including legal fees) arising from
any breach of the Suppller’s obligations undarthe Data Protection Leg[slation or under incorporated
Framéwsrk Agreement clauses 8.83to'8 91. The lndemmty daesn't apply to the extentthat the
Supplier breach is dueto a Buyer's instruction a

11, Intellectual Property Rights

Unless otherwnse spécifi jed i in ‘this Call-Off Contract, a Party w;ll not acquure any nght title or interest
inortothe InteEIectuaI Property nghts (IPRs) ofthe other Party or its Iicensors .

- g llcegce to U5e{the iject Specif cIPRs and any Backgmuncl {PRS embedded wnthm the Pro;ect
. Specific IPRs forthe Buyer's ordinary business activities. .. VP ol :

R

11.3  The Supplier must obtain the grant of any third-party IPRs and Background IPRs 50 the Buyer can
enjoy full use of the Project Specific IPRs; including the Buyer's right to. pub[lshthe IPRasopen: ..
source,

114 The Stpplier must promptly informthe Buyer if it can't comply with the clause above and the
Suppiiermust not Use third-party {PRS or Backgrotnd 1PRs in reiation tn the Prcueci:Specif‘ cIPRsifit
can‘t obtain the granit of a licence acceptable to the Buyer. :

‘. .'i'...‘- Foopra ’ ¥ DR

5_‘5\":'

G-Cloud 10 Cal-DF Confract ~RM{557.10 18-06-2018
hitps:Zhwiw.gov.ukigovemment/publications/g-cloud-10-call-oft-contract
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11.5  The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it
may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs
becauvse of the:

® rights granted to the Buyer under this Call-Off Contract
® Supplier’s performance of the Services
® use by the Buyer of the Services

12.6  Ifan PR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in
writing and must at its own expense after written approval from the Buyer, either:

® modify the relevant part of the Services without reducing its functionality or performance

® substitute Services of equivalent functionality and performance, to avoid the infringement or
the alleged infringement, as long as there is no additional cost or burden to the Buyer

® buy alicence to use and supply the Services which are the subject of the alleged
infringement, on terms acceptable to the Buyer

117 Clause 11.5 will not apply if the IPR Claim is from:

® the use of data supplied by the Buyer which the Supplier isn't required to verify under this
Call-Off Contract

® other material provided by the Buyer necessary for the Services

12.8  If the Supplier does not comply with clauses 11.2 to 11,6, the Buyer may End this Call-Off Contract
for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the
affected Services.

1.2. Protection of information
121 The Supplier must:

® comply with the Buyer's written instructions and this Call-Off Contract when Processing
Buyer Personal Data

® only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services
or as required by Law or any Regulatory Body

G-Cloud 10 Call-Off Contract — RM1557.10 18-06-2018
hitps [fwrw.gov.uk/government/publications/g-cloud-10-call-off-contract
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- ® - take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal. .
- Data actin comp!lance with Supplier's security processes . . - i

12.2¢ JheSupplier mustfuliy assistwith any compiaint or request for Buyer. Personaf Data Induding by

: ) :lding the Buyer WIth fuIE details nf the camplaint or request

R B complying with a data access request within the timescales In the Data Protection Legzslatlon_
. _\_and fnllowmg the Buyers instructmns '

~® providing the Buyer with any Buyer Personal Data it hiolds: about 4 Data Sobjsct (withinthe,
_ 'tlmescales requu'ed hy the Buyerj

e __provlding the Buyerwith any infnrmaﬁon requgsted by the Data Subject

'12.3 The Supplier must get pr]ar written cunsent fmm the Buyerto transfer Buyer Personai Data toany
other person (inctudmg any Subcontracturs) forthe pmws:on ufthe G- C!oud Semces

e

3. Buyer data .
The Supplier must not remove any proprletary noticesin the Buyer Data.

TR v Cogy e A s : oo S
1343 The Supplter ws!! natstore oruse Buyer Data exnept if necessary to fulf“ ! Ets obligations

T

.3 32 If Buyer Data is prucessed hy the Suppher, the SuPpller wiil suFrply'the data to the Buyer a5
: L reqUested o _ J - _ - :

. S‘:‘

433" The SupplieF st ensure thit any Supplier system that halds ary B”ﬁyéﬁ Data Is'a secure syster that
complies with the Suppher’s and Buyer’ ssecurlty policy and all Buyer requirements in the Order
S Form.e. . v L - b : -

PR A iog coogL e E o
e R o : 3, -

a3y 'The.Suppher will preserve the ’integrtty of Buyer Data processed bythe Supplier anid prevent its
. _cormptlon and:|oss.-

13.5 The Suppiler will ensure thatany Supplier system which holds any pratectwely marked Buyer Data
- or ather governmeant data will comply with: S et g s .

1@ the, principlesin the Security Policy, FrameWa[k at. e Pr s e e w
httos waw qov ukiaovemment!pu%JE|cat|0nsfsecurltv—noltcv framework and the

G-Cloud 10 Call-Dit Contract — RM1557.10 18-06-2018
-~ https:/ww.gov.ukigovernment/publications/g-ciotid-10-cali-off-contract
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13.7

13.5

Government Security Classification policy at

https:/fwww.gov.uk/government/publications/government-security-classifications

- guidance issued by the Centre for Protection of National Infrastructure on Risk Management

at htips:/iwww.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of

Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-

assets

the National Cyber Security Centre’s (NCSC) information risk managemént guidance,
available at https:/fwww.ncsc.qgov.uklquidancefrisk-management-collection

government best practice in the design and implementation of system components,
including network principles, security design principles for digital services and the secure
email blueprint, available at https://www.gov.uk/government/publicationsftechnology-cede-
of-practiceftechnology-code-of-practice

the security requirements of cloud services using the NCSC Cloud Security Principles and

accompanying guidance at https:/fwww ncsc.gov.ukfquidancefimplementing-cloud-security-
principles

The Buyer will specify any security requirements for this project in the Order Form.

If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or
significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately
and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by
the action or omission of the Supplier) comply with any remedial action reasonably proposed by the

The Supplier agrees to use the appropriate organisational, operational and technological processes
to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as
the Supplier holds the Buyer's Data.

14. Standards and quality

14.1

The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the
Framework Agreement.

G5-Cloud 10 Call-Off Contract — RM1557.10 18-06-2018
https /fwww.gov.uk/govemment/publications/g-cloud-18-call-off-coniract
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14.2° The Supplier will delwerthe Services in a way that enables the Buyer to camply with its abhgatmns .
- underthe Technolugy Code of Practice, which is available at _
htatmnsftechnoiow code of—Dractlce[technoiac;v code of-

httos waw qov uquouernment
{aci‘:c“' A i eV

j ) SRS Towmataty _' . 3 R '_'-5".\\"; : P D Loy e BT L 1

143 “if requested by the Buyer, the Supplier must, at its own cost, ensure that the G- C!uud Serwces
- comp!y w:th the requirements in the PSN Code of Practtce

LT If any PSN Servlces are Subcantracted by the Supplier, the Suppller must ensure that the serv;ces
'have the re]evant PSN comp!lance certif‘ catmn o

14:5 +The. Suppiler musblmmadlataly dlscannectits G- Cloud SBNiCES fmrn the PSN:f the PSN Authonty
- . considersthergis atisktothe PSN's sécurity and the Supplier agreesthat the Buyer and the PSN
Authority will notbe ilah!e for any actions, damages, costs, and any utherSuppiter liabilities which
N may arlse

EETE LY S

_ :.'5';._Qpe;1_§_qur;g_ L U A BENER P 7L S R

51 . . All software created forthe Buyermust be 5uitabie fnr publ;cation as npen source, unless ctherwise
- agreed: bythaBuyer T O PR .

152 |f software needsto be converted before publication as open source, the Suppher !TIUSt aiso prcvsde :
the converted format unless otherwise agreed by the Buyer. s R

464  Ifrequestedic doso by the Buyer, before entering into this Cail-oﬁ Contract the Supplier will,
- within 15 Working Days of the date ofthis Call-Off Contract, develop{and obtain the Buyer's written
N ;apprnval of) aSecurity Marsagement Plan and an Infornqatlcm Securzty Management System After
': -Buyer approval the Sac Maﬁagement Plan and Inform '"Secur:ty Management System will
apply during the Term bfthis Call- Off Contract. Both plans will ¢ormiply ‘With the Biiyer's security
policy and protect all aspects and processes assoclated with the delivery of the Services, ., © =

-to-date antivirus definitions available froman - =

CE

162 . TheSupplierwill use software and the most up
., industry-accepted antiviru: _'__War'esellét'-to minimise he;impat't;bf-Ma’]i’tic’:’us'software;

16,3  IfMalicious SQFtware causes lossof operatinnai efﬁc:ency or Ioss ar cnrruptmn of Semce Data, the
: _SuPplier will help the Buyer to mitigate any losses and restore the Se;v;ces to operating effi ciency‘as
s00n as possible.

G-Cloud 10 Call-Off Contract —RM1557,10 18-08-2018
hittps:fiwww.gov.ukigovemment/publicationsig-tloud-10-call-off-contract
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16.4  Responsibility for costs will be at the:

16.5

16.6

16.7

® Supplier's expense if the Malicious Software originates from the Supplier software or the
-Service Data while the Service Data was under the control of the Supplier, unless the Supplier
can demonstrate that it was already present, not quarantined or identified by the Buyer when
provided

@ Buyer's expense if the Malicious Software originates from the Buyer software or the Service
Data, while the Service Data was under the Buyer's control

The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information
(and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because
of a Supplier Default, the Supplier will recover the CC5 and Buyer Confidential Information however
it may be recorded,

Any system development by the Supplier should also comply with the government’s *10 Steps to

Cyber Security’ guidance, available at https:/fwww.ncsc.gov.uk/guidance/io-steps-cyber-security

If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the
Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for
the Services before the Start Date.

17. Guaraniee

17.1

If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the
Supplier must give the Buyer on or before the Start Date:

® an executed Guarantee in the form at Schedule g

® a certified copy of the passed resolution or board minutes of the guarantor approving the
execution of the Guarantee

18, Ending the Call-Off Contract

18.1

1B.2

The Buyer can End this Call-Off Contract at any time by giving 4 Months written notice to the
Supplier, unless a shorter period is specified in the Order Form. The Supplier's obligation to provide
the Services will end on the date in the notice.

The Parties agree that the: -

-Cloud 10 Cali-Off Contract — RM1557.10 18-06-2018
hitps fiwww.gov.uk/govemment/publications/g-cloud-10-call-offcontract
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_.-:18._5 _

1B.4

: o @ Buyer's. nghtta End the Call-Off Contract underclause 18.4is reasunabfe conmdertng the
type of cloud Service being provided e

. Cali {Off Contract-Charges paid during the notice perlod is reascnabie ccmpensatton and
coversall the: Supplier'savoidable costs or Losses RN A T

jSubj'ect'tcn t_ia_use.:f_, (i:iabi'l'ity);,?ifthe Buyer Ends this CaIE-O'ff Contract uz'i_pdef ciausé:&.’:_l, it will M N \
= indemnify the:Supplieragainst any commitments; liabllities or expenditire which resultin any

unavoidable Loss by the Supplier; pmwded that the Suppliertakes all reasonable steps to mltigate '
the Loss. Ifthe Supplier has insurance, the Supplier will feduce its tnavoidable costs by any 3
insurance sums. avaiIab!e. The Supplier will submit a fully iternised and costed list of the unavoidable
Loss with supporting ewdence |

P

The Buyerwﬂ! have the nghttu End thzs Calt Off Cantract at. any time wuth immediate effect by -

""written nutfce tc: the Suppiier iFEItherthe Suppiier commtts

18,6

_A Party can End th|s

O 8 SUpplier Default ancl ;fthe Supplier DefauIt cannot, in the reasonable cpminn af the Buyer,
he, remedied -

T B T L ‘zz N

00w Lt j i

O any raud ¢

: . L :
p N P B T or v . PR
ERRE O IS S P SR . : PooE, s s

.Off Contract at any tlma wnth tmmed;ate effect by ertten nntlce if:

® the nther Party commitsa Matenal Breach afany term of this Call Off Contract (otherthan -
fallure to pay any amounts dug) and, if that breachiis remedlable, failstd remedy it withinag
Worklng Days uf bemg nntif‘ ed in writlng to do 50

® an lnsolvency Event of the other Party happens g s e

- the other: Party cedses or threatensto cease tocarry onthe whole or any material part ofits
business . s et

if the Buyer fajls to ipa_y‘d-t_};:e_.f.SjJ'_ﬁ'pIiér:’undi’éputéd sums of mnﬂ’ey’"whe’nl dug; theSupplier must notify

= the Buyerand allow the:Buyer:s Working Days to pay. if the Buyer doesn't pay within 5 Working

18.7, s
e __;:.'clause.zg,::applm& t5oron b

Days, the Supplier may End this Call-Off Conitract by giving the length of‘fnciticé in'the Order Form.

A Party whoisn't re!ymg ana Farce Majeure event quI have the raght to End this Call Off Contractif

.ga_?.—\: .?'.m

19. Consequences of suspension, e_n_q:i_'ingan& ex'pii_‘y

G-Cloud 10 Call-Off Contract — RM1557, 10 18-08-2018 BLOpToEE @t gl

- hitps:wwavgovokigovemment/publicationsigcloud-10-calkoffeontracl & v caie T Ll L W s R oy 0 e
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10.1

19.2

19.3

18.4

If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or
any part of it. '

Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must
continue to provide the Ordered G-Cloud Services until the dates set out in the notice.

The rights and obligations of the Parties will cease on the Expiry Date or End Date {whichever
applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:

any rights, remedies or obligations accrued before its Ending or expiration

® the right of either Party to recover any amount outstanding at the time of Ending or expiry

the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7
(Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off);
9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of
information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24
(Liability); incorporated Framewaork Agreement clauses: 4.2 to 4.7 {Liability); 8.42 to 8.48
{Conflicts of interest and ethical walls) and 8,52 to 8.93 {(Waiver and cumulative remedies)

any other provision of the Framework Agreement or this Call-Off Contract which expressly
or by implication is in force even if it Ends or expires

19.5  Atthe end of the Call-Off Contract Term, the Supplier must promptly:

return all Buyer Data including all copies of Buyer software, code and any other software
licensed by the Buyer to the Supplier under it

return any materials created by the Supplier under this Call-Off Contract if the IPRs are
owned by the Buyer

stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a
complete and uncorrupted version in electronic form in the formats and on media agreed
with the Buyer

destroy all copies of the Buyer Data when they receive the Buyer's written instructions to do
5o or 12 calendar months after the End or Expiry Date, and provide written confirmation to

G-Cloud 10 Call-Off Contract - RM1557.10 18-08-2018
hitps.fiwww.gov. uk/govermnment/publications/g-cloud-10-csll-off-contract
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“+ e+ s 'the BuyeF thatthe data has been securely destrnyed ex::ept tfthe retention of Buyer Data ls
S ":;requlredhyLaw .

® work with the BuYer on any ongomg Wcrk B

'_-j-s__-'-retufr-i.a.ny 5UMs prepaid for Servrces wh:ch have nc:t been delwered to the Buyer, w;thm 10
- Workmg Days, of the End or Expiry Date

19 6 . Each F'arty__will return all of the ather Party's Confidential Infermatlon and confirm this has been,
_ : "here isa iegal req 'frement 1y _keep 11: or thls Cal{ Off Ccntract states OtherWlS&

1gy7 All !lcences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of .
L the CaII Off ContractTerm WIthout the need for the Buyerto serve notlce except ifthts Cail Dﬂ’
‘ ' _ Contractstates nt__ erwgse

30, Notices " '~

20,1 Any notices sent:must be in wrltmg Fc:r the purpese of thls clause, an email is accepted as being in

a Wfitil’]g. fypoe - ; : Lo
j Manner afdelavery | Deemedtime of delivery Proaf ofservlce. _
1 Email N gam onthe ﬁrstWorkmg Day Sent by PDF to the cr:arrect
-aftersending =« .+ | email address without getting
| an error message

Potltaits

20,2 This clause does not. apply ta ar;y Iegal action.or other method ef dlspute resolution which should be

P

21, Exstp[an ' ' _

211 The Suppl;er rnust provide an exut p!en ln :ts Applicataon which ersures continu;ty of service and the
Supplz ST W | ‘

212 When requested the Supp!ier wil! he!p the Buyer to mrgrate the Services to a replacement supplier
*infine with the exit p!an This will be at the' SuPp]ier 5 own expense ffhe CaII Of‘f Contract Ended
" before the Explry Data due’ to Supplier caise,

G-Cloud 10 Call-Off Contract — RM1557.10 18-06-2018 -
htips:hww.gov.ukigovernment/publivations/g-cloud-10-call-of-contract B
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213

21.4

21L.5

21.6

21.7

21.8

If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond
24 months the Supplier must provide the Buyer with an additional exit plan for approval by the
Buyer at least B weeks before the 18 month anniversary of the Start Date.

The Supplier must ensure that the additional exit plan clearly sets out the Supplier's methodology
for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement
Supplier at the expiry of the proposed extension period or if the contract Ends during that period.

Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the
Buyer to ensure that the additional exit plan is aligned with the Buyer's own exit plan and strategy.

The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject
to the Buyer's own governance process. Where the Buyer is a central government department, this
includes the need to obtain approval from GDS under the Spend Controls process. The approval to
extend will only be given if the Buyer can clearly demonstrate that the Supplier's additional exit plan
ensures that:

® the Buyer will be able to transfer the Services to a replacement supplier before the expiry or
Ending of the extension period on terms that are commercially reasonable and acceptable to
the Buyer

® there will be no adverse impact on service continuity
® there is no vendor lock-in to the Supplier’s Service at exit
® it enables the Buyer to meet its obligations under the Technology Code Of Practice

If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its
obligations in the additional exit plan.

The additional exit plan must set out full details of timescales, activities and roles and responsibilities
of the Parties for:

® the transfer to the Buyer of any technical information, instructions, manuvals and code
reasonably required by the Buyer to enable a smooth migration from the Supplier

® the strategy for exportation and migration of Buyer Data from the Supplier system to the
Buyer or a replacement supplier, including conversion to open standards or other standards
required by the Buyer

3-Cloud 10 Cak-Off Contract — RM1557.10 18-06-2018
hitps:www.gov.uidgovernment/publications/g-cloud-10-call-off-contract
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@ ; thetransfer of Project Specific IPRitems and other Buyer customlsations, cnnﬁguratmns and -

.- databases to the Buyer ora replacement suppiier B S P

- @ the testlng and assurance strategy for exported Buyer Data |

L 1f re!evani: TUPE-re!ated attwrty to comply w;th the TUF’E regulatians

s ® any otheractivities and information which is reasonably required to ensur‘e continuity of
AT ,ﬁe;wiee;_ﬁiﬂting the ex’it P%fing!_.and an orderly transition

v BT AT L T =

:i.i At Ieastio Wnrkmg Days before the Expiry Date or End Date, the Suppher must prowde any:

® data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information.inthe
Supplier‘s possessaen, power or cantroi

| O., : ether mfnrmatlon reasonably requested by the Buyer -

22,2 Onreasonable notice at any point during the Term, the Suppi:erwall provlde any informatmn and

| .data aboutthe G:Cloud Services. reasonably requested by the Buyer{including infnrmat|on on . ..
volumes, usage, technical aspects; service performance and staffing). This will help the Buyer
understand how the ! Semces have been pmutded ancE to runa falr cumpetztion for anew. suppiier.

§ ER

LFE S x"_'-. .§---9., £ ‘;_ B =

223 This infurrnatmn fnust he accurate and- cemplete in ail materlak respects and the Ievel ef detai! mUst
be sufficient to reasonably enablé’a third party to prepare an'informed offer for replacement services
and not be unfairly disadvantaged compared to the Supplier in the buying process.

E

23. Force, miﬂeure i

eited FE LS R R % C Ty ,;_:__.:;‘-.;;s"‘ I ¥ PRI S \
231 IfaForce Majeure event prevents a Party from perfermlng its ebligatlons under this Call-Off
Contract for more than the number of consecutive, days setoutin the Order Form, the other Party

may End this Call-Off Contract with 1mmed;ate eﬂ’ect by written nntice.

(E TS I R S TR AN T & s AR ST TE R ey Ty z
24, Liability '

‘é’.,. 2? %

2__4.;1:.1:' Subject tc mcerparated Framewerk Agreement clauses zﬁz to 4;7, each Party s Yearlytctal liability
fordefaults under orin connection wath thls CaII fo Ccmtract (whether expressecl asan 1ndemnity or
c:therwlse) will besetas fol!nws NS B R TN A S 4%

i

G-Cloud 40 Cal-Of Contract ~ RM! 557, 10 18-06-2018 . . \ vy
hitps:fiwww.gov, uk:'gG\temmenl’puhilcatlonsfg-doud-‘t!]-{:a!!-oﬁ-cuntrat:i s hsaed
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25. Premises

Property: for all defaults resulting in direct loss to the property (including technical
infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of
the other Party, will not exceed the amount in the Order Form

Buyer Data: for all defaults resu[tlng in direct ]oss destruction, corruption, degradation or
damage to any Buyer Data caused by the Supplier's default will not exceed the amount In the
Order Form

Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach
of contract, misrepresentation (whether under common law or statute), tort {including
negligence), breach of statutory duty or otherwise will not exceed the amount in the Order
Form

251 If either Party uses the other Party's premises, that Party is liable for all loss or damage it causes to
the premises. It is responsible for repairing any damage to the premises or any objects on the
premises, other than fair wear and tear.

25.2  The Supplier will use the Buyer's premises solely for the performance of its obligations under this
Call-Off Contract.

25.3  The Supplier will vacate the Buyer's premises when the Call-Off Contract Ends or expires.

25.4  This clause does not create a tenancy or exclusive right of occupation.

25.5  While on the Buyer’s premises, the Supplier will:

comply with any security requirements at the premises and not do anything to weaken the
security of the premises

comply with Buyer requirements for the conduct of personnel
comply with any health and safety measures implemented by the Buyer

immediately notify the Buyer of any incident on the premises that causes any damage to
Property which could cause personal injury

256 The Supplier will ensure that its health and safety policy statement (as required by the Health and
Safety at Work etc Act 1974) is made available to the Buyer on request.

&-Cloud 10 Call-Off Contract — RM1557.10 18-06-2018
hitps:fivww gov. uidgovernment/publications/g-cloud-10-call-off-contract
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26, Equipment-

» 261 The Supplier is responsible for praviding any Equipment which the Supplier requnres 1o prnwde the

Services.

262 Any Equipment brought onto the premises will be at the Supplier's own risk and the BuYer willhave ~

no Iiab;lity for any lossof, or damage to, any Eqmpment

263  When the Call-Off Contract Ends or expires, the Suppiier WIH remiove the Equ:pment and any other
- materials leaving the premises in a safe and clean condition. . -

27. The Contracts (Rights of Third Parties) Act1g99

271 Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no right.
under the Contracts (Rights of Third Parties) Act 1995 to enforce any of its terms. This does not
affect any right or remedy of any person which exists or is available atherwise. - ’

28, Environmental requirements e

281 The Buyer will provide acopy of ts énvironmental policy to the Supplier ofi request, which the
.. Supplier will camply with. , -

282, The Supplter rnLlst prmnde ;easnnahle 5uppart to enable Buyers tn workin an envimnmentally

29.The Employment?RegUlatlnns (T UPE) :

29.1 The SUpleeragreesthat ifthe Emplcsyment Regulations apply to this Call-Off Contract on the Start
*Datethen’it mu’stccmply with'its obligations underthe Emp!eyment Regulat;ons and (if applicable)
" “New Fair Daal (including entering into 5n Admission Agreement) and wdl indemmfy the Buyer orany
Former Supplier for any loss aising from any’ failure to comply. -

252 Twelve'mionths beforethis Call:0ff Contract eXpires, 6r after the Buyer hais given fiotice toEnd ft; -
and within 28 day& 6Fthe Biyar's réquest; the Supplier will fully'and accurately disclose to the Buyer
all staff information including, but not limited to, the total number of staff assigned forthe purposes

. of TUPE to the Services; For each person identified the Supplier must provide details of:

® theactivitiesthey perform .,
® age

G-Cloud 10 Call-Off Ct_lnt'ra(:i-RMﬁST«fﬂ‘iﬂ-Uﬁvﬁﬂia ’ : SRR DR e ey E oy Do
hﬂFs:!Mww‘gev_.'i-_lngmmenﬂpumicﬁﬁahygfdﬁudJU~call-oﬂ-coniraci L B IR T T R R T R
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29.3

20.4

29.5

® startdate

® place of work

® notice period

® redundancy payment entitlement

® salary, benefits and pension entitlements

® employment status

® identity of employer

® working arrangements

® outstanding liabilities

® sickness absence

® copies of all relevant employment contracts and related documents
® 3llinformation required under regulation 11 of TUPE or as reasonably requested by the Buyer

The Supplier warrants the accuracy of the information provided under this TUPE clause and will
netify the Buyer of any changes to the amended information as soon as reasonably possible. The
Supplier will permit the Buyer to use and disclose the information to any prospective Replacement
Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity
and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their
terms and conditions, other than in the ordinary course of business,

The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the
Replacement Supplier to communicate with and meet the affected employees or their
representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:

® its failure to comply with the provisions of this clause

G-Cloud 10 Call-Off Contract - RM1557.10 18-06-2018
https:fiwww.gov.uk/government/publications/g-cloud-10-cafl-off-contract
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. @ zany claim'by-any emplayee orperson claiming to be an employee (or their employee’
--representative} of the Supplier which arises or is alleged to arise from-any act or omtssmn by
the Supplier on or before the date of the Relevant Transfer - : '

Ends or E.‘XPEI'ES

o 258% ‘For: these TUPE clai.ises, the relevant third party wili be ab!e 10 enfnrce fts rights underthts clause but

" their cansent will nat be requured to vary these ciau;es as the Buyer and Suppller may agree

30. AddltlanalG C]oud servu:es

[T s“é { ’ H - : )
30a - The: Buyer may requtre the SUppllerto pm\nde AddltlonaE Ser\rlces,The Buyer doesn'{:have to. buy
:> any Additional Servicesfrom the Supplier and can bﬁy serwces thatare the same as or s:mllarto the
- Additional Ser\nces fromany thitd party. © = S

el

oz If reascmabiy requested to do so by the Buyer in the Order Form, the Suppher must pmv:de and
L 'fmenitnrperfermance ofthe Additicnaf Serwces us:ngan Impiementatmn Plan BRI

31. Co[[abgraﬂon Tee ot 5o “ FN RO s : z_v','-f-"é R L £ t

311 Ifthe Buyer has specified in the Order Form that itrequires the:Supplier to enterinto a Collaboration
*Agreement theSupplIer’muat give the Buyer an executed Collaboration Agreement before the Start.

R S 50 R

312 In addltion tn any’ nbligatlons underthe: Collaboration Agreement ”the SUppiler must

: @ Wm'k pruactwe!y and ingood falth with each ofthe. Buyer‘s cnntractors C

O co- operate and share mﬁ::rmatuan w:th the Buyer s contractors te enahle the efficient
operation of the Buyer's ICT sérvices and G:Cloud Services '« . 5. ..

32. Variation process
L i .:% PRI KA il

324 f |

32.2

B Supplier'ssupp y chain

-G-Cloud 10 GalkOft Contract — RM1557.10 18-06-2018
https/hwww.gov,ukigovernment/publications/g-cloud-10-call-off-contract
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32.3

If Either Party can't agree to or provide the Variation, the Buyer may agree to continue performing
its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by
giving 30 days notice to the Supplier.

33. Data Protection Legislation (GDPR)

33.1

33.2

333

33-4

33-5

33.6

The Parties will comply with the Data Protection Legislation and agree that the Buyer is the
Controller and the Supplier is the Processor. The only Processing the Supplier is authorised to do is
listed at Schedule 7 unless Law requires otherwise {in which case the Supplier will promptly notify
the Buyer of any additional Processing if permitted by Law),

The Supplier will assist the Buyer with the preparation of any Data Protection Impact Assessment
required by the Data Protection Legislation before commencing any Processing (including provision
of detailed information and assessments in relation to Processing operations, risks and measures)
and must notify the Buyer immediately if it considers that the Buyer's instructions infringe the Data
Protection Legislation.

The Supplier must have in place Protective Measures, details of which shall be provided to the Buyer
on request, to guard against a Data Loss Event, which take into account the nature of the data, the
harm that might result, the state of technology and the cost of implementing the measures,

The Supplier will ensure that the Supplier Staff only process Personal Data in accordance with this
Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier staff
with access to Personal Data, including by ensuring they:

i) are aware of and comply with the Supplier’s obligations under this Clause;

it) are subject to appropriate confidentiality undertakings with the Supplier

ifi) are informed of the confidential nature of the Personal Data and don't publish, disclose or

divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off
Contract

iv) are given training in the use, protection and handling of Personal Data.

The Supplier will not transfer Personal Data outside of the European Union unless the prior written
consent of the Buyer has been obtained, which shall be dependent on such a transfer satisfying
relevant Data Protection Legislation requirements.

The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by
the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data
by Law.

G-Cloud 10 Call-Off Contract — RM1557.10 18-06-2G18
https:/fwww.gov.ukigovernment/publications/g-cloud-10-call-off-confract
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337  The Supplier will notify the Buyer without undue delay if it receives any commumcatlon froma thtrd
L '-party relating tothe Parties’ nbligatlons under the Data Protectmn Leglslatmn, arit becomesaware
- -of a Data'Loss Event, and will prnwde the Buyer with full and engoing assistance in relat:on to each
* Party’s obligations under the Data Protection Legislation, and insofar as this is possible, in * =
“-accordance with any timescales reasonably required by the Buyer

33.8 The Supplier will maintain complete and accurate records and information to demonstrate its .-
comp!zance with this clause-Thls requirement does not apply where the Supplier emp!oys fEWEI'
thari a50staff, Onfess: -t w o e EEE

B T

iy the Buyer determines that the Processing is not occasional;

ii) the Buyer detefmines the Processing includes special categories of data as referred ta jn
P . Lo . . . . : R : S e g - i B
Article g(1) of the GDPR or Personal Data relating'to criminal convictionis and offences’
__ 'referred 1o in Article 10 of the GDPR, and -

{ii) the Buyer determines that the Processing is llkeiyto result in a risk to the rights and
freedoms of Data Subjects,

33.9 Beforeallowingany Sub-pmcessortc Pmcess any Persnnal Data reiated to this CaII Off Contract '
theSuPF’llermust_ IRTRE SR U EE ER  E  BE

nntify the Buyerin Wr[ting ofithe. proposed Sub-processnr(s) and. abtain
its wr;tten consent

_ - i, -+ ensurethatit has enteréﬂiné'gav;;iftén agreement with the Sub-- -
Peyd w0 PGEEss0r(s) ‘which giveseffectto obligations set obtin this Ciausegg
" stich that-they applyto the Sub-pmcessor(s), and

G-Cloud 10 Cali-Off Contract — RM1557,10 18-06:2618 _ T A
hitps:/iww gov.uk/govermnment/publicationsig-cloud-10-call-off-contract  ~ & i 40 ey Y e s
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Schedule 3 - Collaboration agreement -

The Collaboration agreement is available at https:/jwww.gov.uk/guidancefg-cloud-templates-and-legal-

documents

Schedule 4 - Ajternative clauses

The Alternative clauses are available at https:/fwww.gov.uk/guidance/g-cloud-templates-and-legal-

documents

Schedule 5 - Guarantee

The Guarantee is available at httgs:Mwww.gov.Uk[guidance[g-ciciud-temgIates-anduiegai-documents

Schedule € - Glossary and interpretations

In this Call-Off Contract the following expressions mean:

Additional Services

Any services ancillary to the G-Cloud Services that are in the scope of
Framework Agreement Section 2 (Services Offered) which a Buyer
may request.

Admission Agreement

The agreement to be entered into to enable the Supplier to participate
in the relevant Civil Service pension scheme(s).

Application The response submitted by the Supplier to the Invitation to Tender
(known as the Invitation to Apply on the Digital Marketplace).

Audit An audit carried out under the incorporated Framework Agreement
clauses specified by the Buyer in the Order (if any).

Background IPRs For each Party, IPRs: :

® owned by that Party before the date of this Call-Off Contract
(a5 may be enhanced andfor modified but notas a
consequence of the Services) including IPRs contained in any of
the Party’s Know-How, documentation and processes

G-Cloud 10 Cali-Off Contract — RM1557.10 18-06-2018
hitps:iwww.gov.uidgovernmentfpublications/g-cloud-10-gall-off-contract
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. @ created bythe Party mdependentty of this Call-Off Cuntract or-

..} Forthe Buyer, Crawn Copynght which isn't available to the Suppller :
-+ .| otherwiseithan under this Call-Off Cnntract but excluding IPRs owned
by that Party in BUyersoftWare or Supp!zer software, B

\The contracting authorlty ordermg SEFVICes as set out in the Order -

Aﬂ data supplled by the Buyerto the Supplierincludmg Personal Data ;
| and Service Data that is owned and managed by the Buyer.  ..s .

'. éThE personal data SUpptied bY the BUYEF to the Supplier for PurPoses
of orin cunnection wath th:s Ca fo Contract. .

.The representatwe appointed by the Buyer under this Call- Off
__ Contract _

or i . d to _the Buyer (other than under this |
wiil'be used by the Supplierto provide the

rabssiun of Services made betweeh'{ N
rising the Order Form, the Call- Off'

3 Ag[eemenL

S 'Thé pnce : (excluding any : : \icable VAT), payable tothe Supplier by'. ?
the Buyerunder this Call-Off Contract.

: An agreement substant;ally in. the form set aut atScheduIe 3,
between the Buyerand any combination of the Supplierand
¢ .- s contractors;toensure collaborative wnrkmg in‘their delivery of the
- ;BuyersServlces and o ensure that the Buyer receives end-to- end

G-Cloud 10 Call-Oft Contract ~ RM1857.10 18-D6-2018 : .
httpsJme._gov,ul_dguvemméntfpuh!icatldns«'g-d_cuddO—call-nﬁ-r’:nmract Pk e
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Confidential Information

Data, personal data and any Information, which may include (but isn't
limited to) any:
® information about business, affairs, developments, trade
- secrets, know-how, personnel, and third parties, including all
Intellactual Property Rights (IPRs), together with all
information derived from any of the above
® otherinformation clearly designated as being confidential or
which ought reasonably be considered to be confidential
(whether or not it is marked ‘confidential').

Control ‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act
2010. '‘Controls’ and 'Controlled’ will be interpreted accordingly.

Controller Takes the meaning given in the Data Protection Legislation.

Crown The government of the United Kingdom (including the Northern

Ireland Assembly and Executive Committee, the Scottish Executive
and the National Assembly for Wales), including, but not limited to,
government ministers and government departments and particular

bodies, persons, commissions or agencies carrying out functions on its
behalf.

Data Loss Event

Means a breach of security leading to the accidental or
urdawful destruction, loss, alteration, unauthorised disclosure of, or
access to, Personal Data transmitted, stored or otherwise processed

Data Protection Impact
Assessment

An assessment by the Controller of the impact of the envisaged
processing by the Processor under this Call-Off Contract onthe
protection of Personal Data.

Data Protection Legislation

Data Protection Legislation means:

i) the GDPR, the LED and any applicable national
implementing Laws as amended from time to time

ii) the DPA 201B to the extent that it relates to processing of
personal data and privacy;

iii) all applicable Law about the processing of personal data
and privacy, including if applicable legally binding guidance
and codes of practice issued by the Information
Commissioner.

G-Claud 10 Cail-Off Contract — RM1557.10 18-06-2018
hitps fhwwnw gov ukigovemnment/publicationsfg-tlioud-19-call-off-contract
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S D_ata Subject A

.| Takesthe meanmg glven inthe Data Pmtection Legislatlnn SR TRPEIN

|Defaule

| Defaultis any:

' Unless otherw:se specif’ ed in the Framework Agreement the Supplier -

s liable to CCS fora Default of the Framework Agreement and in

o 'f"[e ationto a Defauit of the Call-Off Contract, the Supplier is liable to
the Buyer ;

® hbreach ofthe ubfigatlons af the Supplier {including any
fundamenta! breach or breach of a fundamental term) -
" @ otherdefault; negligence or negligent statement of the

- SUPp!ier, of its Subcontractors or any Supplier Staff (whether N P

‘ by act’ oromiss:on), in connectlcn with or in relation to this
CaII Off Ccmtract R

&

| Deliverable

. _The G- C!oud Semces the Buygr contracts tha Supplerto prav:de
| under? thls Ca!l Off Contract =

Digital Marketplace

ta buy. (https: waw dimtaimarketpiace service.gov.ukf)

R D R TV R

The govemment marketp!ace where Services are avallable for Buyers

|oPAz0ss

Data Pratecﬂon Actzma

EmploymentRegulations

;Di,' .

Tha Transfer of Undertakmgs (Protectinn of Employment) Regulatmns
2006 {SI 2005{246) (‘TUPE’) which 1mplements the Acquired Rights

termlnater .' nd Ended and Ending are construed accordingly,.

| Regulations or EIR

; Envimnmentailr;form C_"f'!f”. " | TheEd _r_nmental Infarmation Regulations 2ouz,togetherwzth any

R gﬂi’dance of t_:oc!es csf practlce lssued by the Infnrmatlon Commlssmnert

_ . : put
RS maienals and such other items supp!ied and used by the Supplier {but
‘nat hir_egi_ 1eased or !uaned fram CCS or the Buyer) inthe performance

G-Cloid 190 Cal-Off Cantract— RM1557,18 18-06-2018 _
hitps:2hiww.gov.ukigovernment/publications/g-cloud- 10-cail-off-confract
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Employment Status Indicator

The HMRC Employment Status Indicator test tool. The most up-to-

test tool or ES] tool date version must be used. At the time of drafting the tool may be
found here: '
http:fftools.hmrc.gov.uk/esi

Expiry Date . The expiry date of this Call-Off Contract in the Order Form.

Force Majeure

A Force Majeure event means anything affecting either Party's
performance of their obligations arising from any:
® acts, events or omissions beyond the reasonable control of the
affected Party .
® riots, war or armed conflict, acts of terrorism, nuclear,
biological or chemical warfare
® acts of government, local government or Regulatory Bodies
® f{ire, flood or disaster and any failure or shortage of power or
fuel '
® industrial dispute affecting a third party for which a substitute
third party isn't reasonably available

The following do not constitute a Force Majeure event:

® any industrial dispute about the Supplier, its staff, or failure in
the Supplier's (or a Subcontractor's) supply chain

® any event which is attributable to the wilful act, neglect or
failure to take reasonable precautions by the Party seeking to
rely on Force Majeure

® the event was foreseeable by the Party seeking to rely on Force
Majeure at the time this Call-Off Contract was entered into

® any event which is attributable to the Party seeking to rely on
Force Majeure and its failure to comply with its own business
continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start Date that
are the same as or substantially similar to the Services, This also
includes any Subcontractor or the Supplier (or any subcontractor of
the Subcontracter).

Framework Agreement

The clauses of framework agreement RM1557.10 together with the
Framework Schedules.

Fraud

Any offence under Laws creating offences in respect of fraudulent acts
(including the Misrepresentation Act 1967) or at common law in

G-Cloud 10 Call-Off Contract — RM1557.40 15-D5-201%8
htips fwww.gov.uidgovernment/publications/g-cloud-10-call-off-contract
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respect of fraudulent acts in relation to this Call-Off Contractor -5} -
1 defrauding orattempting 1o defraud or conspiring to defraud the

Crown,: . e
- {Freedom of Informatlon Act or ;"The Freeclom nf Informatton Act 2000 and any subardinate Ieg[slation
o FOIA S . | made under the Act together with any guidance or codes of prattlce
e T T .| issued by the Information Commissioner-or re!evant Government:--
: _department in relatlontu the IEQisfatlon S I LG

. . The cioud serwces descrlbed In Framew:::rk Agreement Secticm 2

| (Services Oﬁ’ered) a5 def ned by theService Definition, the Supplier :

| Terms and any related Appiicatlon documentation, which the Supplier

. .| must make avallable to CCS and Buyers and those services which are
dg;l' rab!e by the Suppiler under the Collaboration Agreement.

R S " | The Gengral Data Protéction Reguta‘tt‘on(ﬂegutation(EU) 2016/679),

Good Industry Practzce s Standands, practices, methods and process confnrming to the Law and: '
; o J SImEiarcircumstances B
Guarantee | L EEE The gljaranteed".' cnbedin Scheduleg;

Guidance " AhyturrentUKGovernmentguidan‘cennthePubl;chntracts

1 vt osws o0 ae | Regulationsaois: Inthe eventofa ‘conflict between any current UK |
R : TR Gnvernment guidance and the Crown Commercial Service gmdance, |
SRR cument UKGovernmentguzdancewniltake precedence,” '

|nd|catlve755t L ‘ESI fn;} r‘:ﬂumpletea by ;:ontractcrsnntheerWn behalfatthe request
| R AR L I S U nfCCSnrthe BUYer(BS_aPP Cahle)underclause4 6. -

,; : Informatlon . Has the meaning given under sectinn 84 of the Freednm nf

§ C Co :InformatinnAct"zcon S e

EUSTTR VIR Rt At A A et

: :-1nformat|an Security

_ -The informatm .securlty management system and process develnped
--Managemen' System - '

‘bytheSupplierin acccrclance withclause 6.1,

Contractual engagements which. wnuld be determmed to be wzthin -
L IERREES _ the,scnpe nftheZRas Intermed;anes legislation if assessed using the
} : _ _ R ESltggl .

. G-Cloud 18 Call-Off Contract — RM1557. 10 18—06-2818
https IMWW ooV, ukfgavemnsnﬂpub!icatlaasfg-c!oud 1{]-call-uﬁ-cnntract
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Insolvency Event

Can be:
® avoluntary arrangement
® 3 winding-up petition
® the appointment of a receiver or administrator
® an unresolved statutory demand
® 3 Schedule A1 moratorium.

Intellactual Property Rights or
IPR

Intellectval Property Rights are:

® copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in inventions,
semi-conductor topography rights, trade marks, rights in
internet domain namaes and website addresses and other rights
in trade names, designs, Know-How, trade secrets and other
rights in Confidential Information

® applications for registration, and the right to apply for
registration, for any of the rights listed at (a) that are capable
of being registered in any country or jurisdiction

® all other rights having equivalent or similar effect in any
country or jurisdiction

Intermediary

For the purposes of the IR35 rules an intermediary can be:
® the supplier's own limited company
® aservice or a personal service company
® & partnership

It does not apply if you work for a client through a Managed Service
Company (MSC) or agency (for example, an employment agency).

IPR Claim A claim as set out in clause 11.5,

IR35 IR35 Is also known as ‘Intermediaries legislation’. It’s a set of rules that
affect tax and National Insurance where a Supplier is contracted to
work for a client through an Intermediary.

IR35 Assessment Assessment of employment status using the ESl tool to determine if
engagement is Inside or Outside IR3s.

Know-How Allideas, concepts, schemes, information, knowledge, technigues,

methodology, and anything else in the nature of know-how relating to
the G-Cloud Services but excluding know-how already in the Supplier's
or CC5's possession before the Start Date.

5-Cloud 10 Call-Oif Contract —« RM1557.10 18-06-2018
hitps./www gov uk/government/publications/g-tloud- 1 0-cafl-off-contract
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Law - - ..+ | Any:applicable Act of Parliament{édborﬂinate legislation withinthe = |-
| | meaning of Section 21(1) of the Interpretation Act 2978, exercise of
_ the royal prerogative, enforceable community right within the
- T s oo I'meaning of Section 2 of the European Communities Act1g72,” “““ _
; ' ]udgmenf ofarelevant ceurt af Iaw, or directives or requirements’ of 7|
L | |anyRegulstoryBody. | . o
| LED < o Law Enfcrcement Directwe (EU) 2016[680 |
Malicious Software . . :'An'y softwa re. pregram or code intenided to destroy, interfere with,
_ . .| corrupt; or.cause undesired effects on program files, data or other. .«
t - : SR -inf_prmatiom executable code or appltcatlen software macros; whether

arnotits operation isimmediaté or delayed, and whetherthe2 -+
maliciolis softwarg is' mtrodu:ed wn!fully, neghgentiy or without

: knowledge of lts existence, e

s 'The sum pald by the Suppiler to CCS bemg an amount of up to 1% but
N cUrrentiy set at 9 75% of eII Chargesfcrthe Semces invoiced to

Managerent rformation

'Materlal Breach

Th’ose breaches whjéh have been e'x'preésly set out as a material
breachand any othersingle serious breach or persistent failure to
perfarm 8s requirec! under thls Call- fo Contract.

G-Cloud $0 Cal-Oft Contract — RM1857.10 18-06-2018 H
hitps:/Aww.gov. uk!gnvemenﬁpublicatlansfg-daud~1ﬂ-::alt—nﬂ-cnntracl ST L A

s T L U
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New Fair Deal

The revised Fair Deal position in the HM Treasury guidance: “Fair Deal
for staff pensions: staff transfer from central government” issued in
October 2013 as amended,

Order An order for G-Cloud Services placed by a Contracting Body with the
Supplier in accordance with the Ordering Processes.
Order Form The order form set out in Part A of the Call-Off Contract to be used by

a Buyer to order G-Cloud Services.

Ordered G-Cloud Services

G-Cloud Services which are the subject of an Order by the Buyer.

Outside IR35 Contractual engagements which would be determined to not be
within the scope of the IR35 intermediaries legislation if assessed
using the ESl tool.

Party The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

Personal Data

Takes the meaning given in the Data Protection Legislation.

Personal Data Breach

Takes the meaning given in the Data Protection Legislation.

Processing Takes the meaning given in the Data Protection Legislation but, for
the purposes of this Call-Off Contract, it will include both manual and
automatic Processing. 'Process’ and ‘processed’ will be interpreted
accordingly.

Processor Takes the meaning given in the Data Protection Legislation.

Prohibited Act To directly or indirectly offer, promise or give any person working

for or engaged by a Buyer or CCS a financial or other advantage
to:
® induce that person to perform improperly a relevant function
or activity
® reward that person for improper performance of a relevant
function or activity
® commit any offence:
unider the Bribery Act 2010
under legislation creating offences concerning Fraud
at common Law concerning Fraud
committing or attempting or conspiring to commit
Fraud

ONORORS.

-Cloud 1D Csl-Off Contract -~ RM1557,10 18-06-2015
hitps:fiwww gov.uk/govemment/publications/g-cioud-10-call-off-contract
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- --Pruject-Spéé:iﬁc ll?ﬁ's e o[ Any iﬁteliectuéi property ﬂ_gh’t's.jnfitéms c'reated:oraris'in'g outofthe *
| e eameas v s ey o performance by the Supplier (orby a third party on behalf of the
Supplier) specifically for the purposes of this Call-Off Contract

c vt a7 | decumentation and schema but nat including the Supplier’s
T Background IPRs _

co. | Property - - . |Assetsand pmpertymcluding{echmcak infrastructure, IPRsand
. EqUipment F “ I L H K R S S S T -

Appmpﬂa_ etechnlcal and. organ?sattanat measures which may

“et include: pseudonym;slng and encrypting Personal Data, ensuring
..+ | confidentiality, integrity, avaiability and resilience of systems and

' 7" | services, ensuring that. avallabzllty of and accessto Personal Data can’ :

e be restored in. atlmely manner after an incident, and regularly .
A I assessing and évaluating the. effectiveness of such measuresadopted
: : s ) hY !t‘” i b g7 E A N ’ 2
PSN or. Publsc Semces o _The, Publir:,Services etwork(PSN) isthe Government’s high- .
| Networlk . A perfugnance netwnrkwhich helps publ:csectnr organisations work: -

fAny e’:{iployee, agent; servant, ar. representatwe of the Buyer, any o
C ther publiabody ar person employed by or on behalf of the Buyer, or

G-Cloud 10 Call-Off Contract - RMA857,40 18-06-2018
htl_ps:!MWW,g0v,uk!gdvemrh&nﬂpwlicaﬂuﬂs!g_fd_ouwj{]-caii-uff-mn'traci
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Replacement Supplier

Any third party service provider of Replacement Services appointed by
the Buyer (or where the Buyer is providing replacement Services for its
own account, the Buyer).

Services

The services ordered by the Buyer as set out in the Order Form.

Service Data

Data that is owned or managed by the Buyer and used for the G-Cloud
Services, including backup data.

Service Definition{s)

The definition of the Supplier's G-Cloud Services provided as part of
their Application that includes, but isn't limited to, those items
listed in Section 2 (Services Offered) of the Framework Agreement.

Service Description

The description of the Supplier service offering as published on the
Digital Marketplace.

Service Parsonal Data

| The Personal Data supplied by a Buyer to the Supplier in the course of

the use of the G-Cloud Services for purposes of or in connection with
this Call-Off Contract.

Spend Controls

The approval process used by a central government Buyer if it needs
to spend money on certain digital or technology services, see

hitps:fiwww.gov.uk/service-manualfagile-deliveryfspend-controls-

check-if-you-need-approval-to-spend-meney-on-a-service

Start Date

The start date of this Call-Off Contract as set out in the Order Form.

Subcontract

Any contract or agreement or proposed agreement between the
Supplier and a Subcontractor in which the Subcontractor agrees to
provide to the Supplier the G-Cloud Services or any part thereof or
facilities or goods and services necessary for the provision of the G-
Cloud Services or any part thereof,

Subcontractor

Any third party engaged by the Supplier under a Subcontract
(permitted under the Framework Agreement and the Call-Off
Contract) and its servants or agents in connection with the provision of
G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behalf of the
Supplier under this Call-Off Contract.

G-Cloud 10 Cali-Off Contract — RM1557.10 18-06-2018
https /Avwe.gov.uk/government/publicaicns/g-cloud-10-call-off-contract
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| Supplier Staff

Supplier Representative |

The representative appointed by the Supplser from time to time in

relation to the Catl Off Contract.

A persons emplnyed by the Supplier togetherw;th the Supplier's

ervants, agents, suppllers__and Subcnntractors usedin the
. 0 e .

| Supplie

| Variation

| Year

© 7 aAd Wa!es,

_ Acontrgct_y.ga_f,. .

G-Cloud 10 Cal-Off Gontract — RM1557.10 18-06-2018 ' e
https:!Mww‘gmr.'gk!govemmer}tfpuhlications{g-c!clzd—i{J—catl—nff-contraqi. PR
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Schedule 7 - Processing, Personal Data and Data Subjects

Subject matter of the processing:

Duration of the processing:

Nature and purposes of the Processing:

Type of Personal Data:

Categories of Data Subject:

Plan for retum or destruction of the data once the Processing is complete UNLESS requirement under
union or member state law to preserve that type of data:

G-Cloud 10 Cal-Off Contrect — RM1557,10 18-06-2018
hitps JSivwwaw. gov. uk/government/publicationa’g-cloud-10-cal-off-conimct
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COMMUNITY OWNER ORDER FORM

Supplier Crowdiclty Limitad (registered number 7807506) whose reglstered office is at
88-80 North Sherwood Street, Nottingham NG1 4EE.

Community Department of Health and Social Care

Owner Quarry House 2W28, Quarry Hill, Leeds LS2 7UE

Communlty

Adminlstrator
Commencement
Date
Term
Charges
Solution Crowdicity's web based idea management tool,
Community The Community Owner shall have a designated Community as follows:
_Name/dascription:
Namberor 4
Community Users
Nuberof
' Community
Administrators:
Nomberof
Community
Nomberof
Challenges.

221301071 1
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COMMUNITY OWNER GENERAL TERMS

These General Terms operate as a master services agreement under which the Community
Owner may make multiple orders (i.e. for different Communities) which are valid when the
applicable Order Form is s:gned by both parties. These General Terms shall apply to each order
entered into purstiént to these terms. In the event of agny inconsistency between these General
Terms and the terms of an Drder Form, the terms of the Drder Form shall prevail.

In this Agreement:

() The fflowing definitioHsfshall apply:

“Additional User Profile Data” additional data fields that the Community Owner decides it wants
collected from Users when they use the Community;

“Agreement” has the meaning set out in the Order Form;
“Charges”’ has the meaning set out in the Order Form;

‘Commencement Date” has the meaning set out in the Order Form;

"Community” has the meaning set out in the Order Form;

‘Community Administrator” means the person or persons identified by the Community Owner
as having the right to administrate the Community Owner's Community as set out in the Order
Form;

“Community Specific Privacy Policy” a privacy policy created by the Community Owner
explaining how it will process Personal Daia of Users;

"Community Specific Terms” terms and conditions created by the Community Owner to apply
between the Community Owner and Users {but not the Supplier) covering intellectuat property or
other matiers;

“Crowdicity Privacy Policy” means the privacy policy made available via the Solution;
“‘Crowdicity User Terms” means the terms of use for the Solution;

“Data Controlier” (or Controller), “Data Processor” {or Processor) “Data Subject”, “Data
Subject Rights”, “Personal Data”, “Processing”, and “Sensitive Personal Data” {or special
categories of Personal Data) all have the meanings given to those terms in “Data Protection
Laws” {and related terms such as “Process” and “Processed” shall have corresponding
meanings);

“Data Protection Laws" means any applicable faws and regulations relating to the processing,
privacy, and use of Personal Data, as applicable to the services provided pursuant to this
Agreement including, the UK Data Protecfion Act 2MB, the Prvacy and Electronic
Communications (EC Directive} Regulations 2003 (St 2426/2003) and any laws or regulations
implementing Councit Directives 2002/58/EC; the GBPR and/or any comesponding or equivalent

221301071 3
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<national-lawz or.regulations; and any judicial or administrative Interpretation of any of the above,
and any guidance, guidelines, codes of practice, approved ‘codes of c:cmduct or approved
certrf catmn mechamsms lssued hy any relevant superv:sory authanty;

- __‘“For::e Majeure Event" means. any cause preventsng either party from perfmming any oralt uf ]ts
: -obilgattons which arises from oris attrlbutab!e to events beyopd its contml mc]uding strikes, lock-
. oltg or; nther Industna! dzsputes nuciear accldeni or.acts t:f God, war, or terrorist_ activity, fire flood
g;orstorm* SR L a0 - SR : e

"GDPR" fneans 1he Regu!al]an uf the European Parllament and of lhe Councz! nn 1he pmtect:an
of natural persons with regard to the processing, of, personal data. and cn the free movement of
siich data, and repealing Directive 95.’4SIEC (General Data Pmtechon Regulation)

B BN RS b g : "? ¥ ERE AR 2 S

“Special Cpnd_itinhs" ha_s the 'i?:]eé'r;fngs setoutln!he()rder Forin'i o
“Term” has the meaning set out in the Order Form; and

“Uses” means.a person or individual who signs up, via the Solution to participate In a Community;

raferences tn 1hose statutes or pro\nsmns as respectively amended or re—enactecf and shall
. inchude any orders, regulations, Tnstruments or other. subordinste, legislation under the
relevant statute or stafutory provisiopyand. .. o, - ..

_e{('i_,l“):; 'any Ph:‘ése introdtt'ceii by the ienﬁs “including" _:"i'n'clude" "in padidu!af’ orany similar

dtstnbute ar uthem;se cummermal!y exp!oll oF maka avatlablé to any third party the _
. Sulution In any way, (ﬂ) mcdlfy ar make denvatwe warj{s based upon the Sulutinn (zii)
‘Teverse engineer the Snlutmn, '
pmduct or sefvice. -

(pm\nded tha_.. 'uch changes dn not mate _ally or delr;mentally 1mpact the functzomng of

22130407-1 : __?;._“-f;’ _ o 4 ;. . R I
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1.4

1.5

2.1

2.2

the Sclution and Services in which case the Community Owner shall be entitled to
terminate the relevant Order Form),

The Crowdicity User Terms are made svailable via the Soluion for ali Users to view as
standard. If the Community Owner wishes to impose additional terms on Users in relation
to its Community (for example in relation to intellectual property), then it will need to put in
place its own additional Community Specific Terms. If the Community Owner requires
that such additional Community Specific Terms are seen via its Community, then it wil
co-operate with the Supplier In relation to the positioning and insertion of such
Community Specific Terms. The Crowdicity User Terms already provide for the inclusion
of such additional terms by the Community Owner.

In accordance with the Crowdicity Privacy Policy, the Supplier may invite Users to
participate in other communities from time to time based on analysis of thelr activity and
intarests. Users are free to choose whether to then participate.

TERM

Each Order Form shall continue in force for the Term set out in it. Either Party may
terminate an affected Order Form or this Agreement (which shall automatically include all
Order Forms entered into under it) immediately by written notice to the other Party if the
other Party:

2.1.1 commits a material breach of its material obligations under this Agreement and
in the case of a remediable breach, fails to remedy it within 30 days;

2.1.2 is the subject of an insolvency event {meaning the occurmence of any of the
following events or circumstances {or any analogous event or circumstance In
a jurisdiction other than England and Wales) in relation to the relevant entity: (i)
being deemed unable to pay its debis as defined in Section 123 Insolvency Act
1886 without any requirement to prove any matter stated in that secticn o a
court; {ii} proposing a voluntary armangement; {iii) steps being taken for a
receiver, administrator or manager to be appointed over the whole or a material
part of its business or assets; {iv) an order being made, a resolution passed or
other steps being taken for its winding-up (except for the purposes of a bona
fide solvent reorganisation), bankruptcy or dissolution; (v) otherwise proposing
or entering into any composition or arrangement with its creditors or any class
of them; or {vi} ceasing to camy on business or claiming the benefit of any
statutory moratorium); or

2.1.3 ceases to camry on a material part of its business at any time or disposes all its
assets or a substantial part of its assets.

An Order Form can be terminated for convenience by either party on giving not less than
one month's notice to the other parly {(although any outstanding Order Forms shall stili
continue in force untdl their natural expiry). if the Customer has signed up o a fixed Term

221301071 5
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23

31

3.2

41

42

5.1

5.2

inthat Order Form, that Order Form may only be terminated for convenience by the
- Customer under this clause 2.2 upon full payment of all Fees which would otherwise have

been payable had the Order Form continued to the end of that fixed Term.

Upon expiry or temmination as relevant, the Community Owner shall immediately cease
use of the Solution. '

COMMUNITY OWNER'S RESPONSIBILITIES

-The Community Owner shall be responsible for its (and any of its personnelfs and

Community Administraturs' use} of the Solution and any actions or inactions or damage
arsing. In :'pa'rt'icufar,\tha Community Owner shall ensure that all such use is in
accordance with relevant laws and shall not use the Solution to: (i.} send spam or
otherwise duplicative or unsolicited messages in violation of applicable laws; (i} send or
store infringing, cbscene, threatening, libellous, or otherwise unlawful or tortious material,
including material harmful to children or which violates privacy rights; {jif) send or stare
material containing scftware viruses, worms, trojan horses or other harmful computer
code, files, sc_ripis, agents or prggrams; (iv) interfere with or disrupt the integrity or

_performance of the Sclution or the data contained therein; {v) attempt to gain

unautharised access to the Solution or its related systems or netwaorks {vi) do or fall to do
anything which would put the Supplier in breach of any applicable laws or codes of
practice.

The Community Owner acknowledges that the Suphlier does not moderate confent
- uploaded to. the Community Owner's Communities and therefore is not liable for any

content which Is posted by Users to it. However, the Supplier does reserve the right to
check content, for example in response to & complaint.

'WARRANTIES

Each party represents and warrants that it has the legal powér and authority to enter into
this Agreement.

The Supplier further warrants that the Solution will perform substantially in accordance
with the specification set out in the Order Form under normal use and circumstances.

LIMITATION OF LIABILITY AND REMEDIES

Nothing in this Clause 5 shall fimit either party's Ilablllty for death or personal injury
caused by such party s negllgence or for fraud

Sub}ect to clause 5.1, neither party shall be Iiable to the other in contract or tort (including

_ _ negitgence) for breach of any statutury duty orin any oiher way for: {i) any loss arising
'from or in connection with loss of revenues, profits, contracts or business or failure to
: reahse ant:cipated savings; (i) any Ioss of goodwﬂl ar reputation, (iii} any Indirect or

consequential Josses, suffered or incurred by it arising out of or in connection with this
Agreement; or (iv} {in the case of the Suppher’s liability to the Community Owner) loss or
damage arising from the Community Owner's failura to fulfil its responsibilities or any

221301071 R
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53

5.4

5.4

6.1

6.2

7.1

7.2

7.3

matter under its control, including, without limitation, failure by the Community Owner to
operate its Community in accomdance with the Instructions and recommended
specifications provided.

Subject to clauses 5.1 and 5.2, each party's aggregate liabilty arising from or relating to
this Agreement shall not exceed the amounts actually paid by (and/or due from) the
Community Owner to the Supplier in the twelve month period immediately preceding the
event giving rise to the claim {or where less than twelve months have passed, the
projected first twelve months of the Agreement).

Access to the Solution may be subject to limitations, delays and other problems inherant
in the use of the internat, netwarks and electronic as well as geographic or atmospheric
conditions or equipment failures and maintenance which are beyond the control of the
Supplier. The Supplier is not responsible for delays, delivery failures or other damage
resulting from such problem.

Without prejudice to any other rights that it may have, the Supplier may suspend the
Services or part thereof if: {i) the network and other infrastructure in place supporting the
Service fails or where required maintenance work is being carried out; (i) the Supplier
does not receive full payment of any Charges due; or (i} the Supplier has reasonable
grounds to suspact that the Community Owner is in breach of this Agreement.

CHARGES AND PAYMENT

The Community Owner shall pay the Charges to the Supplier within 30 days of the date
of a valid invoice for the same delivered by the Supplier to the Community Owner. The
invoice shall set out the relevant details for payment.

If any Chames are not paid by the due date, the Supplier shall be entitied but not cbliged
to charge interest on the overdue amount, from the due date up to the date of actual
payment, at the rate of 4% per annum above the base rate for the time being of Barclays
Bank PLC.

INTELLECTUAL PROPERTY

All intellectual property rights in and to the Solution and the Crowdicity brand shall remain
the property of the Supplier.

All inteliectual property rights in and to the Community Owner's brand and business shall
remain the property of the Community Owner.,

Unless the Community Owner decides to apply Community specific User terms (pursuant
to clause 1.4) which provide otherwise, Users shall own all intellectual property righis in
and to any content which they post to a the Community bui, in accordance with the
Crowdicity User Terms, the Community Owner is granted a perpetual, irrevocable, non-
exclusive right to use such content for its own business purposes.

224301071 7
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7.4

7.5°

8.1

82

21

82

The Supplier shall only use content uploaded by Users to the Community Owner's
Community for the purposes of providing the Solution. The Supplier does not make ideas
and content available to third parties although the Community Owner acknowledges that,
depending on the type of Community, content and ideas may be readable by other Users

- {in the case of private Communities) or Users as well as third parties {in the case of

public Commumhes}

- Subject always to clause 7.4, the Supplier retains all inteliectual property rights in and to
~the tnderlying data collected through the Solut:on inc[udlng genera! User patterns, traffic

data etc

DATA PROTE_CTION

- The pariles shaii.each.he separate Data Cnn,trol!efs in respect of any processing of

Personal Data of Users by them, and each parly shall be responsible for their own
compiiance and nat joint Data Controllers. Each party shall comply with all Data

. Protection Laws and the Supplier shall not process Personal Data of Users other than in

compliance with the Crowdicity Privacy Policy.

- If the Community Owner wishas to collect Additional User Profile Data, it can choose to

Insert its own Community Specific Privacy Pcli_cy, in which case it will co-operate with

- Crowdicity in relation to the positioning.and insertion of the Community Specific Privacy

Palicy. The Crowdicity Privacy Policy already provides for the inclusion of the Community
Specific Privacy Policy by the Community Owner.

CONFIDENTIAL INFORMATION AND MARKETING

" A Party (the “Recipient”) receiving the Confidential Information of another Party (the

“Disclosing Party”) shall at all times: {i} keep confidential the Disclosing Party's
Confidential lhformation {ii) only disclose the Disclosing Party's Confidential Infarmation

. o those of the Rec:p:ent’s emp!oyees professional representatives or advisors as is

stnclly necessary for the purposes of this Agreement; (iii) not disclose the Disclosing

Party's Cnnfldentlal Infnrmatinn to any other person without the Disclasing Party's prior

written consent, and {iv) use the Dlscioszng Party's Confidential Informatian only to the

. extent necessary to fulfil its abligations under this Agreement These obligations do not

apply to Conf‘denttal [nfclrmation (i) which the Recipient Iawfully {and free of any

o .ob[igaﬂons to keep such Information canfidential) had in its possession prior ta the date of
_ 'the re[evant d:sclosure‘ (i)} which the Reciplent can show was in jts own knowledge {(and

. free of any qbligations to k_eep such information confidential) prior to the date of the
- relevant disclosure; (iff) which is lawfully in the public domain otherwise than as a result of
' ) a breach of this Agreement ar (iv) to ihe extent that the Recipient is required to disclose

such Confidential Information as a resu!t of any legislation, order of any Cowrt or
governmental body.

The qumi_jnit_g 0_wne_rg_rénte the Supplier the right to use the Community Owner's name
~and logo on the Suppliers website and marketing materials simply to .identify the

221301071 . : B



BocuSign Envelope iD: 40470A7C-8B4C-4B51-BE83-DEFEBEA4ECDFC

Community Owner as a customer without revealing any specifics about the parties'
relationship or this Agreement,

10 GENERAL

10.1

10.2

10.3

10.4

if a Party (the “Non-Performing Party”) acting in good faith is unable to carry out any of
its obligations under this Agreement due to a Force Majeure Event, this Agreement shall
remain in effect bt the Non-Performing Party's relevant obligations and the relevant
obligations of the other Party (the “Innocent Party™) owed to the Non-Petforming Party
under this Agreement shall be suspended for a continuous period equal fo the duration of
the Force Maljeure Event provided that: (i} the suspension of performance is of no greater
scope than is required by the Force Majeure Event; (i) the Non-Performing Party gives
the Innocent Party prompt notice describing the circumstance of the Force Majeure
Event, including the nature of the occurence and its expected duration, and continues o
furnish reguiar reports with respect thereto during the period of the Force Majeure Event;
and (iii) the Non-Performing Party uses all reasonable efforts to remedy its inability to
perform and to mitigate the effects of the circumstance of the Force Majeure Event,

Notices under this Agreement shafl not be valid unless in writing and sent to a party at its
address set out in the Order Form, Email shall be sufficient notice (and the relevant email
address for service {o the Supplier is support@crowdicity.com. In the absence of earlier
receipt, any notice served under this Agreement shall be deemed to have been duly
served as follows: {i) if delivered personally, on delivery; (ii} if sent by first class inland
post, at 9.30 am on the second Business Day after the date of posting; (i) if sent by
email, on delivery, in each case provided that any notice served under this Agreement on
a day which is not a Business Day or at any time after 5.30 pm on a Business Day shall
be deemed to be served at 9.30 am on the next Business Day. “Business Day’ is a day
that is not a weekend or a bank haliday in England.

This Agreement: (i) does not constitute either party being the agent of the other, or create
a partnership, joint venture or similar relationship between the parties and neither party
shall have the power to bind the other or to create a liability against the other in any
manner or for any other purpose whatsoever other than as expressly provided for herein.

* The parties shall act in all respects as independent contractors; {ii) sets out the entire

understanding between the parties as to the subject matter of this Agreement and
supersedes and replaces all previous agreements between the parties, whether oral or
written as fo the subject matter hereof and each party acknowledges and agrees that in
entering into this Agreement it has not relied on any undertaking, promise, assurance,
statement, representation, wamranty or understanding (whether in writing or not) of any
person {whether party to this Agreement or not) relating to the subject matter of this
Agreement other than as expressly set out in this Agreement. Nothing in this Clause shall
operate or limit either party's liability for fraud.

No faifure or delay by either parly in exercising any right, power or privilege under this
Agreement shall operate as a waiver thereof nor shall any single or partial exercise by
either party of any right, power or privilege preciude any further exercise thereof or the

2213071 9
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exercise of any other right, power or privilege, No variation of this Agreement shall be
effective unless made in writing and signed by both of the parties.

If any provision or part of a provision of this Agreement shall be, or found by any authority
or court of competent jurisdiction to be, invalid, or unenforceahle, such invalidity or

- unenforceability shall net affect the other provisions or pans of such provisions of this

0.8

10.7

10.8

Agreement, all of which shall remain in full force and effect.

- - Save as expressly set out herein, neither party may assign, transfer, charge, sub-license
- or deal in any other manner with this Agreement, nor sub-contract any of its obligations
“heraunder without the other Party's prior written consent, not o be unreasonably withheld

or delayed.

A person who is not a party to this Agreement has no right under the Contracts (Rights of
Third Parties) Act 1899 to rely upon or enforce any term of this Agreement but this does
not affect any right or remedy of a third party which exists or is available apart from under
that Act. If any person who is not a party is stated to have the right to enforce any of its
terms under the Contracts (Rights of Third Parties) Act 1899, the parlies may rescind or
vary the Agreement and any documents entered into pursuant to it without the consent of
that person.

The: validity, construction and performance of this Agreement (and any claim, dispute or
matter arising under or in connection with it or its enforceability} shall be governed by and
construed in all respects In accordance with the law of England and Wales. Each party
irrevocably submits to the exclusive jurisdiction of the courts of England and Wales over
any claim, dispute or matter arising under or in connection with this Agreement or its
enforceability, and waives any objection to proceedings in such courts on the grounds of
venue or on the grounds that proceedings have been brought in an inconvenient forum.
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