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Framework Schedule 6 (Order Form and Call-Off Schedules)
Order Form 
CALL-OFF REFERENCE:		CCVC24A01
THE BUYER:			Home Office
BUYER ADDRESS			Unit 2 Marsham Street, London SW1P 4DF 
THE SUPPLIER:                           	Cartwright Vehicle Conversions Ltd
SUPPLIER ADDRESS:                 Sheephouse Wood, Stocksbridge, Sheffield, S36 4GS
REGISTRATION NUMBER: 	To be Confirmed 
DUNS NUMBER:       		226287343
SID4GOV ID:                 		To be Confirmed

APPLICABLE FRAMEWORK CONTRACT
This Order Form is for the provision of the Call-Off Deliverables and dated 6 January 2025 
It’s issued under the Framework Contract with the reference number RM6244 for the provision of Purchase of Standard and Specialist Vehicles. 
[bookmark: _heading=h.30j0zll]
CALL-OFF LOT(S):
Lot 10- Conversion of Bespoke and Specialist Vehicles
[bookmark: _heading=h.gjdgxs]
CALL-OFF INCORPORATED TERMS
The following documents are incorporated into this Call-Off Contract. Where numbers are missing we are not using those schedules. If the documents conflict, the following order of precedence applies:
1. This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
2. Joint Schedule 1(Definitions and Interpretation) RM6244
3. Framework Special Terms 
4. The following Schedules in equal order of precedence:
Joint Schedules for RM6244
· Joint Schedule 2 (Variation Form) 
· Joint Schedule 3 (Insurance Requirements)
· Joint Schedule 4 (Commercially Sensitive Information)
· Joint Schedule 6 (Key Subcontractors)
· Joint Schedule 7 (Financial Difficulties) 
· Joint Schedule 10 (Rectification Plan) 			
· Joint Schedule 11 (Processing Data)	
· Call-Off Schedules for CCVC24A01		
· Call-Off Schedule 1 (Transparency Reports)
· Call-Off Schedule 3 (Continuous Improvement)
· Call-Off Schedule 5 (Pricing Details)
· Call-Off Schedule 8 (Business Continuity and Disaster Recovery) 
· Call-Off Schedule 9 (Security) PART A
· Call-Off Schedule 10 (Exit Management) 
· Call-Off Schedule 14 (Service Levels) 
· Call-Off Schedule 15 (Call-Off Contract Management) 
· Call-Off Schedule 16 (Benchmarking) 
· Call-Off Schedule 20 (Call-Off Specification)
5. CCS Core Terms (version 3.0.11)
6. Joint Schedule 5 (Corporate Social Responsibility) RM6244
7. Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off Tender that offer a better commercial position for the Buyer (as decided by the Buyer) take precedence over the documents above.
No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the back of, added to this Order Form, or presented at the time of delivery. 

CALL-OFF SPECIAL TERMS
The following Special Terms are incorporated into this Call-Off Contract:
Special Term 1.         
Core Term 3.2.3 The Supplier transfers risk of the Goods on Delivery and ownership of the Goods on payment for those Goods.
Special Term 2.
Core Term 3.2.4 Risk in the Goods remains with the Supplier if the Buyer notices damage at the time of Delivery. 
Special Term 3.
Core Term 3.2.10 The Supplier must indemnify the Buyer against the direct costs of any Recall of the Goods and give notice of actual or anticipated action about the Recall of the Goods. 
Special Term 4.
Core Term 3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. The Buyer will pay the Supplier’s reasonable and proven costs already incurred on the cancelled order as long as the Supplier takes all reasonable steps to minimise these costs, including an attempt to redeploy the in-build vehicle to an alternative customer. Cancellation terms for converted vehicles or vehicles above 3.5 tonnes should be agreed by the Buyer and Supplier prior to award of the Call-Off Contract. 
Special Term 5.
Core Term 4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer or Requesting Body for the Charges in the Order Form.

CALL-OFF START DATE:			13 January 2025
CALL-OFF EXPIRY DATE: 		12 January 2027
CALL-OFF INITIAL PERIOD:		2 Years
EXTENSION PERIOD:			1+1 Years 

CALL-OFF DELIVERABLES 
Option B: See details in Call-Off Schedule 20 (Call-Off Specification)

MAXIMUM LIABILITY 
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.
The Estimated Year 1 Charges used to calculate liability in the first Contract Year is £500,000.00 (exc VAT)

CALL-OFF CHARGES
Option B: See details in Call-Off Schedule 5 (Pricing Details)
The Supplier shall have access to and utilise the Framework Support Rate Discounts when purchasing vehicles on behalf of the Buyer.  If favourable pricing is available elsewhere the Supplier shall purchase vehicles that ensure the best value for money (VFM) for the Buyer. 
All Charges are fixed for the first 12months/1year of the Contract.
Standard costs (as included in Call-Off Schedule 5 (Pricing Details)) will be subject to annual review in line with CPI inflation as published , on the 11th  month of each contract year, on Inflation and price indices - Office for National Statistics (ons.gov.uk).
Parts costs will be subject to annual review, the Supplier will provide detail of cost increases from suppliers, its action for cost increase mitigation and all information the Buyer reasonably requires.  Parts costs increases shall be accepted at the Buyers discretion and, in any case, capped in line with CPI inflation as published , on the 11th  month of each contract year, on Inflation and price indices - Office for National Statistics (ons.gov.uk). 
In exceptional circumstances, the Supplier may make ad hoc requests for an increase in all or part of the Charges. The Supplier is only entitled to make one (1) exceptional circumstances request in any contract year; any such request shall be submitted in writing to the Buyer at least one (1) month before the date when the Supplier proposes to introduce the changes.  The Supplier shall provide the Buyer with all information it reasonably requires and approval shall be granted at the sole discretion of the Buyer.
The Charges will not be impacted by any change to the Framework Prices. The Charges can only be changed by agreement in writing between the Buyer and the Supplier because of:
· Changes to the purchase price of a base vehicle. 
· Indexation
· Specific Change in Law
· Benchmarking using Call-Off Schedule 16 (Benchmarking)

REIMBURSABLE EXPENSES
None 

PAYMENT METHOD
Payment within 30 days of receipt of a valid accurate invoice.
All invoices must include as a minimum the date of issue, a detailed breakdown of the charges, the relevant Authorities Purchase Order (PO) number. 
Payment will be made by BACS transfer. 
The Supplier shall accept a change in payment method upon request by the Authority during the Contract including but not limited to GPC or E Payment Card.   The Supplier shall not charge the Authority for any change in payment method. 

BUYER’S INVOICE ADDRESS: 
The supplier shall submit invoices to the following email address.
Home Office Shared Service Centre
HO Box 5015, Phoenix House, Celtic Springs Business Park
Newport, Gwent NP 9BB
REDACTED TEXT under FOIA Section 40, Personal Information
0345 0100125
A copy of any invoices should also be submitted to Vehicle Fleet BF REDACTED TEXT under FOIA Section 40, Personal Information

BUYER’S AUTHORISED REPRESENTATIVE
REDACTED TEXT under FOIA Section 40, Personal Information
[bookmark: _GoBack]
BUYER’S ENVIRONMENTAL POLICY
Included here and also appended at Call-Off Schedule 20



BUYER’S SECURITY POLICY
Included here and also appended at Call-Off Schedule 20




SUPPLIER’S AUTHORISED REPRESENTATIVE
REDACTED TEXT under FOIA Section 40, Personal Information

SUPPLIER’S CONTRACT MANAGER
REDACTED TEXT under FOIA Section 40, Personal Information

PROGRESS REPORT FREQUENCY
On the first Working Day of each calendar month

PROGRESS MEETING FREQUENCY
Quarterly on the first Working Day of each quarter

KEY STAFF
REDACTED TEXT under FOIA Section 40, Personal Information


KEY SUBCONTRACTOR(S)
Not Applicable

COMMERCIALLY SENSITIVE INFORMATION
To be Confirmed 

SERVICE CREDITS
Service Credits will accrue in accordance with Call-Off Schedule 14 (Service Levels). 
The Service Credit Cap is: £9000
The Service Period is: one Month
A Critical Service Level Failure is 
· failure to achieve, as a minimum, the Inadequate Threshold for any KPI/SLA, 
· 3 or more KPIs/SLAs meeting the “Requires Improvement Threshold” in any period,
· An individual KPI/SLA meeting the “Requires Improvement Threshold” for 3 consecutive periods. 
· failure to deliver a completed conversion vehicle on time in accordance with the order. 

ADDITIONAL INSURANCES
Not applicable, all Insurances required in accordance with Joint Schedule 3 (Insurance Requirements).

GUARANTEE
There’s a guarantee of the Supplier's performance provided for all Call-Off Contracts entered under the Framework Contract

SOCIAL VALUE COMMITMENT
The Supplier agrees, in providing the Deliverables and performing its obligations under the Call-Off Contract, that it will comply with the social value commitments in Call-Off Schedule 4 (Call-Off Tender)]

	For and on behalf of the Supplier:
	For and on behalf of the Buyer:

	Signature:
	REDACTED TEXT under FOIA Section 40, Personal Information
	Signature:
	REDACTED TEXT under FOIA Section 40, Personal Information


	Name:
	REDACTED TEXT under FOIA Section 40, Personal Information

	Name:
	REDACTED TEXT under FOIA Section 40, Personal Information


	Role:
	
	Role:
	Commercial Lead

	Date:
	19/12/24
	Date:
	30/12/24


[bookmark: _heading=h.1fob9te]

Framework Ref: RM	                                           
Project Version: v1.0		 
Model Version: v3.0			
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Giving sustainability higher priority in the Home Office 


  







Executive summary 


This strategy sets out how we will give sustainability higher priority. 


 


 


Our ambition: summary of priorities and targets 


 


 
 


Our plan: summary of how we will achieve our targets 
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Reduce waste by 15%
▪ 50% reduction in paper use 


▪ 8% reduction in water use


▪ 70% of waste recycled 


▪ 0 ICT waste to landfill


▪ 0 single use plastic 


Buy more sustainable 
products and services


Reduce greenhouse gas 
emissions by 44%
▪ 25% reduction in direct emissions from 


estates and operations 


▪ 25% ultra-low emissions vehicle fleet 


▪ 20% reduction in domestic flights


Reduce waste by 15%
▪ 50% reduction in paper use 


▪ 8% reduction in water use


▪ 70% of waste recycled 


▪ 0 ICT waste to landfill


▪ 0 single use plastic 


Details of all 
priorities and 
targets in section 2


C
O


M
M


S ▪ Comms campaign


▪ Sustainability 
awareness week


▪ Home Office 
green network


▪ Training


ES
TA


TE
S ▪ Programme to 


instal upgrades


▪ Programme to 
improve data


▪ Programme to 
instal vehicle 
charging points 


C
O


M
M


ER
C


IA
L ▪ Standard 


inclusion in 
contracts 


▪ Online reporting 
for suppliers 


▪ Green office 
supplies pilot


D
D


A
T ▪ New champions 


network and SRO


▪ New strategy 
setting out how 
we will use ICT 
and digital


Details of all plans 
and relevant areas 
in annex ATR


A
V


EL ▪ New travel 
guidance


▪ Programme to 
replace our cars 
with fully electric 
vehicles


▪ Audit of usage


M
IS


SI
O


N
S ▪ Inclusion in the 


Policy Profession 
Standards 


▪ Contribution to 
the National 
Adaptation 
Programme O


V
ER


SI
G


H
T ▪ Inclusion in 


departmental 
reporting and 
board meetings


▪ Inclusion in HR
processes







Foreword 


Tony Eastaugh: ExCo sustainability champion 


Protecting our citizens is one of the 


Home Office’s key responsibilities. 


And climate change is one of the 


greatest threats to national and 


global security. So it is vital that the 


Home Office faces these 


challenges with the seriousness 


and dedication that they demand.   


This strategy sets out a plan to give 


sustainability higher priority in the 


Home Office. It will enable us to 


reduce the impact of our estate, 


travel, ICT and suppliers on the 


environment.   


And yet the Home Office also has a 


wider role to play. We have a 


collective responsibility to ensure 


that our policymaking supports the 


UK’s efforts to reach net zero by 


2050 and to bring our sector with 


us, leading by example.  


I am therefore delighted that this 


strategy affirms our clear ambition 


to consider the full impacts of our 


policy on climate change and to 


work with our friends and partners 


to explore different opportunities 


that may reduce our footprint 


further still. We intend to take an 


increasingly joined up approach 


that will allow us to deploy our 


resources more effectively, 


ensuring that our sector is 


sustainable for the long term. 


This is all part of a wider, cross-


Whitehall effort. We will work with 


other departments to deliver the 


government’s Net Zero Strategy. 


We must also face the fact that our 


climate is already changing, and 


this strategy sets out how we will 


adapt to the reality of that climate 


change.   


We know that climate change and 


sustainability are important to our 


staff and colleagues. We need to 


be better at drawing on their 


collective skills, ideas and efforts if 


the plans set out here are to 


succeed. And whilst we are making 


progress, we all recognise that we 


have to work harder and smarter to 


encourage and support faster 


delivery of our ambition.


  



https://www.gov.uk/government/publications/net-zero-strategy





1. Introduction 


This is the Home Office’s first 


green strategy. It brings together 


our green activity in one place and 


provides a framework for 


monitoring and managing future 


work.  


The government has set ambitious 


targets to reduce its impact on the 


environment. These are set out in, 


among others, a 25-Year 


Environment Plan, a Net Zero 


Strategy and an updated set of 


Greening Government 


Commitments. 


This strategy sets out the relevant 


targets and priorities that will guide 


how the Home Office reduces its 


greenhouse gas emissions, waste 


and water use over the next five 


years.  


Although this strategy covers the 


period 2021 to 2025, we know that 


it will take longer to ensure that our 


estate, activities and policies are 


sustainable and work towards net 


zero by 2050. This is just the first 


step in a longer piece of work to 


make our buildings and vehicle 


fleet zero carbon, by switching to 


ultra-low emission vehicles by 2027 


and halving emissions from 


buildings by 2032. 


This strategy also looks beyond our 


department, to ensure that we 


consider the impact on the 


environment of our wider sector. 


We will work with partners including 


policing, fire and arm’s-length 


bodies to deliver this agenda. 


Key to meeting our targets is the 


engagement and support of our 


staff, already underway through our 


green network and other staff fora. 


This will raise awareness and 


create a community across the 


department interested in giving 


sustainability higher priority. 


As our approach to sustainability 


matures, we will revisit the ambition 


of this first strategy and make 


changes to it when needed. We will 


also conduct an annual review and 


report on progress against targets.  


  



https://www.gov.uk/government/publications/25-year-environment-plan

https://www.gov.uk/government/publications/25-year-environment-plan

https://www.gov.uk/government/publications/net-zero-strategy

https://www.gov.uk/government/publications/net-zero-strategy





2. Priorities and 


targets 


To give sustainability higher priority and ensure that our estate, activities and 


policies are sustainable and work towards net zero by 2050, we have set 


ourselves targets based on Greening Government Commitments. These are 


summarised below. All targets are from a baseline of 2017/18 and to be met 


by December 2025 unless otherwise stated. 


 


44% reduction in greenhouse gas emissions  


▪ 25% reduction in direct greenhouse gas emissions from estates and 


operations  


▪ 30% reduction in domestic flights emissions 


▪ 25% of the vehicle fleet ultra-low emission by December 2022 


▪ 100% of the vehicle fleet zero emission by 2030 


15% reduction in overall waste  


▪ 50% reduction in paper use  


▪ 8% reduction in water consumption 


▪ At least 70% of waste being recycled  


▪ Less than 5% of waste going to landfill  


▪ 0 ICT waste going to landfill  


▪ 0 use of consumer single use plastic  


Buy more sustainable and efficient products and services  


 


The objectives and indicators are included in the Home Office’s Outcome 


Delivery Plan for full transparency. 


Further details of the targets and context including progress to date follow. 


 


  



https://www.gov.uk/government/publications/home-office-outcome-delivery-plan/home-office-outcome-delivery-plan-2021-to-2022

https://www.gov.uk/government/publications/home-office-outcome-delivery-plan/home-office-outcome-delivery-plan-2021-to-2022





 


      Greenhouse gas emissions  


The UK has passed laws to end its contribution to climate change by 2050, 


amending the 2050 target from 80% to 100%. This is known as net zero. To 


support this, the Home Office has made a commitment to: 


 


1. Reduce overall greenhouse 


gas emissions by 44% (and direct 


emissions from estate and 


operations by 25%) 


 


 


Overall HO greenhouse gas emissions (tonnes CO2) 


from energy use, fleet and travel 


 


This target also aligns with the 


Clean Growth Strategy 


commitment to halve emissions by 


2032.  


Because 2020/21 emissions may 


have been affected by Covid-19, 


the unofficial trajectory to the 2025 


target (the green line) starts in 


2019/20. Some commitments were 


more significantly affected than 


others; for example, there was a 


significant reduction in domestic 


flights but not in greenhouse gas, in 


part because of the ongoing need 


to vent buildings.  


1a. Meet the government fleet 


commitment of 25% ultra-low 


emissions vehicles by 2022 (and 


100% by 2027)  


 


 


% HO fleet ultra-low emissions vehicles 


 


1b. Reduce the emissions from 


domestic flights by at least 30% 


 


 


Number of HO domestic flight journeys 


 


We must also require staff to 


consider rail as an alternative to air 


travel and report on our 


international flights.  
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 Waste  


The government’s 25 Year Environment Plan aims for zero avoidable waste 


by 2050. It also promises to eliminate consumer single-use plastics from 


government offices, to help achieve zero avoidable plastic waste by 2042. 


The government also promised to halve food waste by 2030, as food waste 


accounts for 8% to 10% of man-made greenhouse gas emissions.  


 


2. Reduce the overall amount of 


waste generated by 15%  


  


 


Tonnes of waste collected from HO buildings, 


including confidential, plastic, glass, food and 


electrical  


 


2a. Reduce waste going to landfill 


to less than 5% of overall waste  


 


 


% HO waste sent to landfill  


 


 


 


2b. Increase the waste recycled to 


at least 70% of overall waste  


 


 


% HO waste recycled  


 


2c. Reduce paper use by at least 


50%  


 


 


Paper purchased (reams A4 equivalent) 


 


We must also report on food waste 


by 2022, eliminate single-use 


plastic by 2025 and introduce and 


report on reuse schemes. 
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https://www.gov.uk/government/publications/25-year-environment-plan





 


 ICT   


We must report on our adoption of the Greening Government ICT and Digital 


Services Strategy and targets. The strategy explains the relevance of ICT to 


other targets – for example by reducing suppliers’ greenhouse gas emissions 


or using technology to reduce travel – but there are also specific ICT targets: 


 


3. Eliminate ICT waste going to 


landfill  


3a. Yearly increase in ICT reuse 


and recycling 


3b. Yearly increase in procurement 


of remanufactured ICT devices  


 


Disposal (items sent to landfill) 0 


Reuse (items for commercial sale) 1208 


Recycling (items broken and 


containing hazardous waste) 


2673 


We must also provide a strategy 


statement setting out how we will 


use ICT and digital to deliver the 


outcomes in this strategy. 


 


 


 


 


 


 


 


 Water  


We have made a commitment to reduce office water consumption. 


 


4. Reduce water use by at least 8%  


 


 


Water use in HO buildings and sites (total m3) 


We have also made a commitment 


to provide a qualitative assessment 


of what is being done to encourage 


efficient use of water. 
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https://www.gov.uk/government/publications/greening-government-ict-and-digital-services-strategy-2020-2025/greening-government-ict-and-digital-services-strategy-2020-2025

https://www.gov.uk/government/publications/greening-government-ict-and-digital-services-strategy-2020-2025/greening-government-ict-and-digital-services-strategy-2020-2025





 


 Procurement  


Although there are no specific 


commercial targets, we must buy 


more sustainable and efficient 


products and services, with the aim 


of achieving the best long-term, 


overall value for money for society. 


(We have already embedded the 


Cabinet Office Social Value 


Framework in our commercial 


strategy, ahead of the target date 


of April 2022, to embed compliance 


with government buying 


standards.) We must continue to 


incorporate social value 


procurement guidance and training 


in procurement decisions.  


 


Adaptation to our 


changing climate 


The latest UK projections show an 


increased chance of warmer, 


wetter winters, hotter, drier 


summers, more extreme weather 


events and rising sea levels. As 


well as mitigating the threat of 


climate change, as set out above, 


we must adapt to the realities of it.  


We will reduce the impact of 


climate change on our people, 


estates, operations and – through 


our policymaking – the country.  


We will set out our climate change 


adaptation strategy, including a risk 


assessment of our estates and 


operations and an adaptation 


action plan to address those risks. 


We are currently discussing this 


with our estates partners, MOJ. We 


will also establish clear lines of 


accountability for adaptation in our 


policy profession, estates and 


operations, to engage in wider 


governance and risk structures 


where appropriate, and to introduce 


transparent reporting via our 


Outcome Delivery Plan and annual 


report and accounts. Finally, we will 


feed into the government’s National 


Adaptation Programme and work 


with other departments on relevant 


policy areas. This includes risks to 


the UK from wildfires and also 


climate-related international human 


mobility. 


The Greening Government 


Commitments also require relevant 


departments to develop Nature 


Recovery Plans for their land, 


estates and development. While 


the Home Office does not own 


significant land, we will develop 


plans for relevant buildings. We will 


also continue to raise staff 


awareness of biodiversity and 


consider biodiversity in 


development programmes. 


  



https://www.metoffice.gov.uk/research/approach/collaboration/ukcp/index





3. How we will 


achieve our targets 


Giving sustainability higher priority 


is an objective of One Home Office 


transformation. We will invest in our 


estate, fleet, programmes and ICT 


to reduce greenhouse gas 


emissions and waste and meet or 


surpass the targets in section 2.  


The plan for these four core areas 


is summarised below, in annex A, 


for the five-year period of the 


strategy. The plans are at different 


levels of maturity, but each plan 


represents a big step forward 


compared to the start of the year. 


However, the Home Office must do 


more than this if we are really to 


give sustainability issues greater 


priority, reduce the national security 


threat and meaningfully contribute 


to the net zero agenda. 


 


Decision making  


As part of the cross-Whitehall effort 


to lead by example – as set out in 


the ‘embedding net zero in 


government’ chapter of the new 


Net Zero Strategy – we will ensure 


we are set up in the right way to 


deliver our climate ambitions.  


To this end, we will recognise 


climate change as one of our 


greatest national security threats 


and embed net zero and wider 


sustainability considerations in 


decision making. We will move net 


zero to the top of the agenda for 


senior leaders, ensuring that 


multiple fora – including ExCo – 


discuss progress on commitments 


and bring together different 


perspectives on net zero and its 


interaction with other priorities. We 


will also play an active role in the 


cross-government committees 


dedicated to climate change.  


 


Policy 


We will reflect environmental 


principles in our policymaking to 


ensure our policies not only deliver 


our desired outcomes but also 


improve our environment. We will 


bring sustainability front and centre 


through consideration of five 


environmental principles. We will 



https://www.gov.uk/government/publications/net-zero-strategy





embed environmental principles in 


our ministerial decision making, 


making clear that good 


policymaking requires an 


awareness of the potential of all 


areas to contribute to or undermine 


climate and other goals.  


 


Procurement  


We will use our buying power to 


drive decarbonisation, leveraging 


public procurement to help achieve 


net zero. We will buy more 


sustainable and efficient products 


and services to achieve the best 


long-term, overall value for money 


for society. 


Through the Social Value Model, 


which requires us to evaluate 


environmental as well as social and 


economic, benefits, we will 


integrate environmental impact 


measures into evaluation of all 


large projects. We will establish the 


strategic importance of net zero at 


project design stage, so that Home 


Office projects have positive 


environmental impacts.  


 


Engagement 


Delivering the targets in section 2 


will depend on the support of staff. 


We will ensure our staff have the 


right skills to engage and support 


new ways of working. 


Communication and engagement 


with staff to raise awareness and 


encourage input will therefore be 


vital. This engagement has already 


started with the creation of the 


Home Office Green Network – an 


engaged network of staff who have 


an active interest in supporting a 


more sustainable Home Office – 


but there is more to do. We will 


upskill our staff with the skills 


required. We will do this in line with 


the rest of government – BEIS is 


currently reviewing, along with the 


new Government Skills and 


Curriculum Unit, the skills, training 


and networks that we need. They 


will be expanding the curriculum to 


include specific training on climate 


change. We will roll this out across 


the Home Office – not just to those 


of us working directly on climate 


issues. We will raise awareness of 


sustainability and biodiversity to 


change behaviour and help meet 


targets. Having a clear approach to 


sustainability will also be part of our 


employee value proposition, which 


will help retain and attract talent to 


the Home Office. 


Further information on each of 


these areas is also in annex A.  


During the first year of the strategy, 


the focus will be on engagement 


within the Home Office and with 


relevant partners and on 


establishing the processes to 


ensure we meet the targets.  







Annex available internally only. 
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MoJ ESTATE’ S CLUSTER VISION FOR SUSTAINABILTY 


“Sustainable development is development that meets the needs of the present 
without compromising the ability of future generations to meet their own 
needs” 1 
 
As a joint Estates Cluster we are committed to creating a sustainable, effective and 
efficient estate which provides value for money for the taxpayer, reduces our 
environmental impact, enables transformation to the way civil servants work and 
contributes to the growth agenda.  
 
We will ensure that our activities take full consideration of environmental, social and 
economic impacts. We will work to reduce our carbon emissions, minimise waste 
and pollution, make best use of scare resources, respect ecology, build resilience to 
a changing climate, nurture community strengths and assets. 
 
CLUSTER SUSTAINABILTY POLICY STATEMENTS 


We will ensure that our activities take full consideration of environmental, social and 


economic impacts. 


We are committed to sustainable development and, on behalf of each participating 


department, will: 


 Comply with all applicable legislation, regulations and other government 


requirements. 


 Monitor and review performance and progress against the Greening 


Government Commitments (GGC). 


 Report performance publicly in line with Cabinet Office requirements.  


 Deliver continual improvement and prevention of pollution. 


Each department will have further individual sustainable operations policy 


statements to reflect their specific business. 


 


                                            
1 Our Common Future, World commission on Environment and Development, Brundtland Report, 
1987 
 







 


 


 


 


Sustainable Operations Policy statement 


Our mission is to keep our citizens safe and our country secure. Our goals are to 


prevent terrorism, cut crime, control immigration, promote growth, and transform the 


Home Office. 


The British public can be assured that through the delivery of our services we are 


contributing to social well-being, ensuring environmental improvements and 


supporting the economy now and in the future. 


Our priorities are: 


 Delivering the Greening Government Commitments (GGC). 


 Assessing and managing the social and environmental impacts. 


 Seizing opportunities in policy development and decision making. 


 Procuring from small businesses and achieve the overall, cross-government 
target of 33% of all spend in contracts to be spent with small and medium 
enterprises (SMEs) by the end of 2019-20.  


 Complying with all applicable legislation, regulations and other government 
requirements. 


 
As part of GGC we are committed to: 


 Reducing and measuring wasted energy and water through improved building 
and facilities management, and smarter information technology. 


 Reducing and measuring the volume of waste generated; and reusing and 
recycling as much material as possible (including refurbishment and 
construction projects). 


 Reducing and measuring carbon dioxide emissions from all forms of 
business-related travel, for example by promoting the use of video and phone 
conferencing or (where travel is essential) encouraging the use of public 
transport or providing a fuel efficient fleet). 


 Working collaboratively with our suppliers, staff and stakeholders to ensure 
that we are all aware of our commitments and are proactive in helping the 
Home Office meet its targets. 


 Reducing domestic flights.  
 
 



http://sd.defra.gov.uk/gov/green-government/commitments/





 


 


 
Sustainable Operations Policy statement 


We work to protect the public and reduce reoffending, and to provide a more 


effective, transparent and responsive criminal justice system for victims and the 


public. 


Our priorities are to: 
 


 Improve public safety and reduce reoffending by reforming prisons, probation 
and youth justice. 


 Build a One Nation justice system by making access to justice swifter and 
more certain for all citizens whatever their background. 


 Uphold the rule of law, defend the independence of the judiciary, safeguard 
essential liberties and restore historic freedoms. 


 Delivering efficiently in MOJ: ensure the best possible service for citizens by 
making our department more efficient and more open, with policy driven by 
evidence. 
 


 
The Ministry of Justice (MoJ) is committed to sustainability and strive to ensure that 
activity within the MoJ takes full consideration of the environmental, social, and 
economic impacts of our business. 
 
Sustainability is about achieving economic, social and economic objectives at the 
same time by taking a wider, longer term look at the impacts of our actions.  


A sustainable justice system works within the available environmental social and 
economic resources protecting and improving justice now and for future generations. 
This includes working to reduce carbon emissions, minimising waste & pollution, 
making the best use of scarce resources, respecting ecology, building resilience to a 
changing climate and nurturing community strengths and assets. Understanding 
these challenges and developing integrated plans to achieve an improved justice 
system is the essence of sustainability. 
 
The Department is committed to: 
 


  Extending the scope of all aspects of sustainable development into its 
business areas. 


 Complying with all applicable legislation, regulations and with other 
government requirements. 


 Publicly reporting performance in line with Cabinet Office requirements.  


 Raising awareness of the sustainable operations agenda across the 
department through communications including performance information. 


 Implementing energy saving initiatives to reduce consumption, avoid 
excessive costs and to provide energy security. 







 


 


 Improving waste management, water usage and improving efficiency of 
material resource use. 


 
We’re also taking steps to address: 
 


 Climate change adaptation. 


 Biodiversity and ecology. 


 Sustainable food procurement and construction. 
 


 







 


 


 


Sustainable Operations Policy statement 


Departmental responsibility is jointly taken by the CPS' sustainable development 


Minister and the Director. All accountable managers within Areas, Casework 


Directorates and Headquarters will be required to review and report annually on their 


progress in supporting this policy. The CPS' Finance Directorate (Procurement and 


Estates Division) has the authority to oversee the implementation of this Policy and 


is responsible for its maintenance and continued improvement. 


The Department will: 


 Extend the scope of all aspects of sustainable development into its business 
activities. 


 Comply with relevant environmental legislation and other requirements, 
including public sector targets and Greening Government Commitments. 


 Requiring Areas and Headquarters to report on sustainable development in 
their annual reports and to appoint, as required, representatives to CPS' 
sustainable development working group;. 


 Publishing a periodic update on sustainable development within the CPS' 
Annual Report, and the Law Officers' Department Annual Report;. 


 Establish relevant annual objectives and targets, against which performance 
will be measured, monitored and progressed.  Formal reviews will be 
completed on an annual basis as a minimum. 


 Raise awareness both internally and externally of the benefits associated with 
sustainable development polices and practice.  


 The Department will focus on improving waste management, reducing energy 
consumption, reducing water use and improving efficiency of material 
resource use. 


 The Department is committed to continual improvement and prevention of 
pollution.   


This Policy has been produced to help ensure that the CPS' aims are widely 


understood and to introduce positive sustainable development measures, that are 


effectively integrated into the work of the CPS. 


 


 







 


 


 


Sustainable Operations Policy Statement 


The Department for Education is committed to sustainable development and 
believes it is important to prepare young people for the future. Our approach is 
based on the belief that schools perform better when they take responsibility for their 
own improvement. We want schools to make their own judgements on how 
sustainable development should be reflected in their ethos, day-to-day operations 
and through education for sustainable development. Those judgements should be 
based on sound knowledge and local needs.  


We are also committed to reducing the environmental impact of our own operations. 
We will conduct these to reflect, as far as practicable, best environmental, social and 
economic sustainability.  


In particular, we shall: 


 Comply with all applicable legislation, regulations and with other government 
requirements. 


 Review our activities and operations regularly to identify environmental 
aspects and prioritise action to address the impacts of these. 


 Maintain an Environmental Management System to pursue sustainability, 
continual improvement and the prevention of pollution. We will keep this under 
regular review to ensure its robustness and fitness for purpose. 


 Monitor and review performance and progress of government estate 
sustainability targets and any other locally set targets. 


 


Specifically, we will: 


 work towards reducing our carbon emissions from our properties and travel, 
reducing waste and increase recycling, reducing water consumption and 
reducing our impact on the surrounding environment. 


 Raise awareness of the sustainable operations agenda across the department 
through specific training, performance information, and publication of this 
policy statement. 


 Share our experiences and expertise to assist others in the development of 
their own sustainable development plans. 


 Ensure that procurement of goods and services supports our Sustainable 
Operations Policy and encourage suppliers and contractors to improve their 
own environmental performance. 


 Report performance publicly in line with Cabinet Office requirements. 


 







 


 


 


Sustainable Operations Policy Statement 


 
The Department for Communities and Local Government (DCLG) promotes sustainable 
development by redistributing power and funding from government to local people 
through transforming public services and ensuring communities are equipped to 
sustainably grow and prosper.  
 
We are helping to end big government and create a free, fair and responsible Big 
Society by decentralising power as far as possible, meeting people's housing 
aspirations, putting communities in charge of planning, increasing accountability and 
letting people see how their money is being spent.  
 


 
We are also committed to sustainable development and, as part of this, to reducing the 
environmental impact of our own operations. We will conduct these to reflect, as far as 
practicable, best environmental, social and economic sustainability.  


In particular, we shall: 


 Comply with all applicable legislation, regulations and with other government 
requirements. 


 Review our activities and operations regularly to identify environmental 
aspects and prioritise action to address the impacts of these. 


 Maintain an Environmental Management System to pursue sustainability, 
continual improvement and the prevention of pollution. We will keep this under 
regular review to ensure its robustness and fitness for purpose. 


 Monitor and review performance and progress of government estate 
sustainability targets and any other locally set targets. 


Specifically, we will: 


 work towards reducing our carbon emissions from our properties and travel, 
reducing waste and increase recycling, reducing water consumption and 
reducing our impact on the surrounding environment. 


 Raise awareness of the sustainable operations agenda across the department 
through specific training, performance information, and publication of this 
policy statement. 


 Share our experiences and expertise to assist others in the development of 
their own sustainable development plans. 


 Ensure that procurement of goods and services supports our Sustainable 
Operations Policy and encourage suppliers and contractors to improve their 
own environmental performance. 


 Report performance publicly in line with Cabinet Office requirements. 
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As Cabinet Secretary, I have a good overview of the many excellent 
services the Civil Service is responsible for, and of course the wide range 
of challenges that we need to manage to deliver them.
The right security, appropriately tailored to take proper account of the very wide range of 
different jobs we do, assets we handle and environments we work in, is a critical pre-requisite 
for meeting many of these challenges. It ensures we can keep and develop the public’s trust 
that we will handle their information properly, advise Ministers in confidence, and protect the 
many commercial and financial interests we are responsible for. And of course, it helps maintain 
national security.
Getting security right has never been more important as the Civil Service continues to 
modernise and improve our ways of working, and deliver more and more services online. 
There are longstanding threats and risks to bear in mind; but we must also continue to develop 
our growing appreciation of global and cyber challenges, critical infrastructure dependencies, 
together with wider resilience and sustainability issues.
Responsibility for the security of government is delegated down from the Prime Minister and 
Cabinet to me, as Cabinet Secretary and Chairman of the Official Committee on Security, and 
then to Heads of Department.  It is important therefore to understand our expectations which 
are set out very clearly in this Security Policy Framework. It should be applied across HMG, 
but also in respect of assets that are held by third parties in the wider public sector and by our 
commercial partners.
The Framework incorporates the new Classification Policy launched this month and I am 
pleased that it makes much throughout of the importance of proper, meaningful engagement 
of all staff on security matters. No matter how much technology develops people remain our 
strongest asset. So proper management, good judgment and discretion remain the most 
effective security protection. The emphasis upon personal responsibility and accountability that 
underpins the new policy is a key feature of the Framework, and reflects the same obligations 
that the Civil Service Code places upon us all.
I invite all Boards to act on the introduction of this new Framework and to bring it to the widest 
attention of colleagues and partners.


SIR JEREMY HEYWOOD
Cabinet Secretary


April 2014   


Foreword
Sir Jeremy Heywood, Cabinet Secretary  
Chair of the Official Committee on Security (SO)
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The Prime Minister is ultimately responsible for the overall security of 
HMG. He is supported by the Cabinet Secretary, who chairs the Official 
Committee on Security (SO). Across HMG responsibility for the security 
of organisations lies with the respective Ministers, Permanent  
Secretaries and Management Boards.
This Framework describes the Cabinet Secretary and SO’s expectations 
of how HMG organisations and third parties handling HMG information 
and other assets will apply protective security to ensure HMG can 
function effectively, efficiently and securely.
Overarching Principles 
There are some principles common to every area of security:


1.  Protective security should reflect the UK’s widest national security objectives and ensure  
that HMG’s most sensitive assets are robustly protected. 


2.  Security must enable the business of government and should be framed to support  
HMG’s objectives to work transparently and openly, and to deliver services efficiently  
and effectively, via digital services wherever appropriate. 


3.  Risk management is key and should be driven from Board level. Assessments will  
identify potential threats, vulnerabilities and appropriate controls to reduce the risks to  
people, information and infrastructure to an acceptable level. This process will take full  
account of relevant statutory obligations and protections, including the Data Protection  
Act, Freedom of Information Act, the Official Secrets Act, Equality Act and the Serious 
Organised Crime and Police Act.


4.  People and behaviours are fundamental to good security. The right security culture, proper 
expectations and effective training are essential.


5.  Policies and processes will be in place for reporting, managing and resolving any security 
incidents. Where systems have broken down or individuals have acted improperly, the  
appropriate action will be taken.


The Security Policy  
Framework







6  HM Government


Security Outcomes
The Cabinet Secretary and SO expect all HMG organisations (and partners handling HMG  
information) to meet a range of mandatory security outcomes described below. These  
outcomes do not specify particular processes but describe what good security will look like. 
HMG organisations will consult the full range of policy, advice and guidance provided by the 
Cabinet Office, Centre for the Protection of National Infrastructure, CESG and other sources of 
good practice to shape their business specific approaches, mindful that:


•  Government organisations know their own business best, including how local risks should 
be managed to support operations and services.


•  Permanent Secretaries/Heads of Department are accountable to Parliament for the security 
of their organisations.


•  An annual reporting process (the Security Risk Management Overview) will ensure  
compliance and an appropriate level of commonality across government.


Good Governance
Effective leadership is a critical component of good security and accountability. 
The Permanent Secretary (or equivalent) will own the organisation’s approach  
to security and ensure that these issues receive the attention and  
investment required.


Government organisations will have: 


a.  An appropriate security governance structure to support the Permanent Secretary, that is 
properly resourced with individuals who have been appropriately trained. These include:


• A Senior Information Risk Owner (SIRO).


• A Departmental Security Officer (DSO) who can manage day-to-day protective security.


• Information Asset Owners (IAOs) across distinct business units.


• Information risk assessment and risk management specialists.


• Other specialists relevant and specific to the organisation’s needs.


b. Board-level oversight of security compliance and auditing processes.


c.  Arrangements to determine and satisfy themselves that Delivery Partners, service providers 
and third party suppliers, apply proper security controls too (including List X accreditation  
for companies handling SECRET assets).


Culture and Awareness
Everyday actions and the management of people, at all levels in the organisation, 
contribute to good security. A strong security culture with clear personal 
accountability and a mature understanding of managing risk, responsibility and 
reputation will allow the business to function most effectively.
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Government organisations will have: 


a.  A security culture that supports business and security priorities and is aligned to HMG’s 
overarching priorities and the organisation’s own appreciation of risk.


b. Training which encourages personal responsibility and good security behaviours.


c. Processes, systems and incentives to deliver this.


d.  Mechanisms to drive continuous improvement, tackle poor and inappropriate behaviour, 
enforce sanctions and encourage the sharing of best practice.


Risk Management
All HMG activities attract risk. Risks need to be assessed by government  
organisations so that they can make informed, practical and effective business 
enabling decisions.


Government organisations will have: 


a.  A mature understanding of the security risks throughout the organisation, where appropriate 
this will be informed by the National Technical Authorities.


b.  A clearly-communicated set of security policies and procedures, which reflect business 
objectives to support good risk management. 


c.  Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts 
which are associated with business activities.


d.  Arrangements to determine and apply cost-effective security controls to mitigate the 
identified risks within agreed appetites. 


e. Assurance processes to make sure that mitigations are, and remain, effective.


Information
The security of information is essential to good government and public confidence. 
To operate effectively, HMG must maintain the confidentiality, integrity and  
availability of its information.


Government organisations will have: 


a.  Staff who are well trained to exercise good judgement, take responsibility and be  
accountable for the information they handle, including all partner information.


b.  Mechanisms and processes to ensure assets are properly classified and  
appropriately protected.


c.  Confidence that security controls are effective and that systems and services can protect 
the information they carry. There will be an overarching programme of information assurance 
driven by the Board. 
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Technology and Services
The delivery of efficient public services, including the proper protection of citizen 
data, requires modern and functional technology. Resilience to cyber threats, 
compliance with data protection laws and management of national security-related 
information within these systems will require security to be integral to their design 
and implementation.


Government organisations will have: 


a.  Identified if technology and services are Critical National Infrastructure, and risk  
manage accordingly.


b. Risk-informed security controls which:


• Mitigate applicable threats.


• Are kept current and actively managed.


• Protect against, detect and correct malicious behaviour.


•  Ensure that critical technology and services are resilient to disruptive challenges such as 
cyber attacks, and have the means to recover from these.


Personnel Security
People are an organisation’s most important asset, so personnel assurance is  
fundamental to good security. Government organisations will deliver the  
appropriate combination of recruitment checks, vetting and on-going personnel 
security management to be assured, and to remain assured, about their people 
and to mitigate the risks from well-placed insiders.


Government organisations will have: 


a.  Joined-up HR and personnel security policies and processes, including recruitment checks 
(the Baseline Personnel Security Standard (BPSS)) for those with access to HMG assets.


b.  Processes to evaluate areas of particular insider risk which require corresponding and 
proportionate levels of vetting.


c.  Robust arrangements for managing the delivery of vetting services, and mechanisms to 
handle appeals.


d.  Effective aftercare arrangements that include regular security appraisals, promote a security 
conscious culture, and drive staff and line management engagement.
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Physical Security
Appropriate physical security measures will ensure a safe and secure working 
environment for staff that can protect against a wide range of threats (including 
theft, terrorism or espionage). 


Government organisations will have: 


a.  Processes and plans in place, including those developed from the early stages of building 
design, to determine the appropriate physical security requirements through planning and 
risk assessment.


b.  Mechanisms to implement internal and external security controls in a layered fashion that 
deter or prevent unauthorised access and protect assets, especially those that are critical or 
sensitive, against forcible or surreptitious attack.


c.  Substantial controls for controlling access and proximity to the most high risk sites and  
Critical National Infrastructure assets.


Preparing for and Responding to Security Incidents
Well-tested plans, policies and procedures will reduce organisations’ vulnerability 
to security incidents (especially from the most serious threats of terrorism or cyber 
attack), but also leaks and other disruptive challenges.


Government organisations will have: 


a.  Business continuity arrangements aligned to industry standards,  to maintain key business 
services, building resilience and security to facilitate a rapid and effective response to 
recover from incidents.


b.  Processes in place to regularly conduct risk and vulnerability assessments and review 
resilience planning for critical assets, particularly those identified as Critical National 
Infrastructure.


c.  Counter-terrorism contingency plans in place setting out procedures to be followed in the 
event of a terrorist threat, including procedures to immediately adjust security requirements 
around the Government Response Level system.


d.  Effective management structures that ensure shared communications between HR and 
security teams and provide policies and procedures for detecting, reporting, responding 
to and handling incidents, including disciplinary measures that are well communicated and 
understood by staff.


e.  Reporting mechanisms to the Cabinet Office Government Security Secretariat of incidents of 
unauthorised disclosure and breaches of official information, including incidents concerning 
classified information from foreign governments, agencies or organisations; and to the 
Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
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Protective security should always be approached in the round (holistically), but it is 
helpful to bear in mind specific areas of information, physical and people security. 
HMG policy across these three areas is set out below:


Information Security
All information that HMG deals with has value. HMG handles the wide variety of information 
that it generates, collects, processes, stores and exchanges appropriately to ensure: the 
confidentiality of citizen data and commercial information; good government and the effective 
and efficient delivery of public services; the proper protection of national security-related 
information; and that obligations to international partners are met. HMG expects its’ partners 
in the wider public sector, suppliers and other commercial partners who handle information on 
HMG’s behalf to do the same.


HMG operates a Classification Policy to identify and value information according to its sensitivity 
and to drive the right protections. This comprises three levels: OFFICIAL, SECRET and TOP 
SECRET for which there are distinct security arrangements. OFFICIAL covers most of the day- 
to-day business of government, service delivery, commercial activity and policy development. 


SECRET and TOP SECRET information will typically require bespoke, sovereign protection, but 
OFFICIAL information can be managed with good commercial solutions that mitigate the risks 
faced by any large corporate organisation. In this way government can deliver securely and 
efficiently, and shape its services to meet the user needs. 


The effective management of information is critical to safeguarding it. Government organisations 
will consider good information management practice as the basis for their information security 
arrangements.


Policy Priorities 
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Technology and Services


HMG will deliver services to the public digitally wherever it can. These services must be  
designed and delivered securely. A Public Services Network (PSN) offers an infrastructure 
across the public sector to increase efficiency and reduce overall expenditure. Organisations will 
utilise appropriate technologies (including mobile devices) and services (including Cloud) and  
secure these by default wherever possible. Contracts will specify security requirements clearly.


For new policies or projects that include the use of personal information, an initial assessment 
on the privacy risks to individuals in the collection, use and disclosure of the information, is 
made. All ICT systems that manage government information or that are interconnected to  
them are assessed to identify technical risks. Proportionate assurance processes will provide  
confidence that these identified risks are being properly managed. This also takes account of 
risks originating from within the organisations, which could arise from poor behaviours and  
malicious insiders. 


Accountability


HMG organisations are responsible for the information they handle under appropriate 
governance structures, including a Board level lead. A SIRO is accountable and responsible 
for information risk across the organisation, supported by IAOs from distinct business units. 
The SIRO will ensure that everyone is aware of their personal responsibility to exercise good 
judgement, and to safeguard and share information appropriately. HMG continues to remind 
the public of the importance of protecting their own information online and when accessing 
government services. 


Physical Security
HMG has a wide, diverse estate at home and abroad, including administrative HQs, military 
bases, Embassies, public offices, and service centres. To ensure: the proper protection 
of citizen data, commercial confidences, and national security related information; good 
government and the efficient delivery of public services; and a safe working environment for staff 
and visitors, a range of physical security controls are required. HMG assets held or managed by 
third parties must be similarly protected.


The range of physical controls will vary depending upon circumstances and business 
requirements, and the type of threats (including natural hazards, other disruptive challenges, 
crime, terrorism and espionage).  Organisations will layer their security, including: perimeter 
controls and guarding; building design features; limiting, screening or otherwise controlling 
access; appropriate fittings and office furniture; and the use of separate areas in buildings for 
particularly sensitive work. Controls should not be onerous but proportionate to ensure the 
safety and security of staff and visitors.


HMG organisations should also have in place arrangements to adapt and enhance security 
measures if there is an increase in threats, especially from terrorism. In such circumstances, it 
may be necessary to limit non-essential access; to increase the frequency of staff and visitor 
checks and bag searches; and to establish additional perimeter controls and other guarding 
activities. Response mechanisms and contingency plans are in place to respond to possible 
critical security incidents and to enable the continuity of services.
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Personnel Security and National Security Vetting
Personnel security controls confirm the identity of individuals (employees and contractors) 
and provide a level of assurance as to their trustworthiness, integrity and reliability. Whilst 
HMG personnel security controls cannot provide guarantees, they are sensible and 
important precautions.     


It is HMG’s policy that all areas of government and the national infrastructure should include in 
their recruitment processes certain basic checks. These checks include verification of the  
applicant’s identity, employment history, their right to work in the UK and, if appropriate, checks 
of any unspent criminal records. Within government these controls are described in the Baseline 
Personnel Security Standard. 


National Security Vetting


National security vetting comprises a range of additional checks and may be applied where a 
risk assessment indicates it is proportionate to do so. The risk assessment process takes  
account of the access an individual may have to sensitive assets (physical, personnel or  
information) at risk from a wide range of threats. These threats include: terrorism, espionage, or 
other actions that could threaten the UK. 


There are three different types of national security vetting clearance: Counter-Terrorist Check 
(CTC), Security Check (SC) and Developed Vetting (DV). Before any such clearance is 
undertaken the requirements of the Baseline Personnel Security Standard must be met. Whilst 
the information required and the range and depth of checks undertaken at each level may vary, 
they are all intended to allow Government departments and agencies, the Armed Forces and 
police forces to assess whether individuals who are to be employed in sensitive posts or critical 
functions might represent a security risk either directly or indirectly.


Ongoing Personnel Security Management


The national security vetting process provides an assessment of the vetting subject at the time 
the process is carried out, but active, ongoing personnel security management is required to 
ensure that a security clearance maintains its currency. As a minimum, this will involve active 
consideration of the vetting subject’s continuing conduct in respect of security matters; it will 
also require checks to be repeated at regular intervals.
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[bookmark: _Toc457556532][bookmark: _Toc507829276]Overview

[bookmark: _Toc507829277]Purpose

The objective of this policy is to ensure that:

· Personal Data (including Special Category Data) is processed fairly and lawfully by the Home Office, in compliance with the requirements of Data Protection Legislation and other relevant information governance obligations;

· Home Office personnel are aware of their responsibilities when processing Personal Data on behalf of the Home Office; and

· The Home Office establishes and maintains a culture of data protection by default and design.

[bookmark: _Toc507829278]Scope

This policy applies to all Home Office staff and to all processing activities involving personal data, including those associated with immigration and law enforcement functions.

It is recommended for adoption by arm’s length bodies accountable to the Secretary of State for the Home Department, including non-departmental public bodies (NDPBs).

[bookmark: _Toc507829279]Approval

This policy was first approved by the Home Office Data Board on 24 May 2018.

[bookmark: _Toc507829280]Review and consultation

This policy will be subject to periodic review as considered appropriate by the Home Office Data Board.



[bookmark: _Toc507829281]Policy statement

The Home Office will comply with Data Protection legislation, including integrating data protection by design and default, by:

1. Ensuring all Home Office staff handle Personal Data lawfully and correctly, adhering to the Data Protection Principles. This includes requiring all Home Office personnel directly involved in the processing of Personal Data to complete appropriate training on a regular basis, and for Information Asset Owners to be responsible for ensuring adequate safeguards and control measures are in place within their assigned area of control;

2. Always requiring a legitimate, proportionate and ethical reason for the processing of Personal Data, ensuring that only the minimum necessary for a specified purpose(s) is processed;

3. Being open and transparent, so far as operational and security constraints allow, about how it processes Personal Data and for what purposes. This includes providing appropriate fair processing information when Personal Data is collected or obtained for the first time or is processed for a new purpose;

4. Managing requests from Data Subjects to access their Personal Data in accordance with the Information Commissioner's Subject Access Code of Practice and providing mechanisms which allow Data Subjects to exercise their rights, including to amend, update, delete, or restrict the processing of Personal Data where appropriate;

5. Implementing processes and procedures designed to ensure the accuracy and quality of Personal Data at the point it is collected or obtained and throughout its lifecycle; 

6. Undertaking a Data Protection Impact Assessment and consulting with the Data Protection Officer before new Personal Data processing is deployed that is likely to significantly affect individuals. This includes profiling, large scale processing and sharing of Personal Data. Where processing is high risk and those risks cannot be sufficiently addressed the Data Protection Officer will consult with the ICO;

7. Managing the lifecycle of the Personal Data including securely destroying Personal Data once the purpose(s) for its processing have come to an end, provided that there is no other specified legal requirement or valid business/operational reason for its continued retention;

8. Ensuring that its procurement processes and contractual arrangements with external service providers (or any other third party) processing Personal Data on its behalf, include adequate measures to ensure compliance with Data Protection Legislation and any associated requirements outlined in this policy; 

9. Notifying the Data Protection Officer (in advance where possible) of implementing or agreeing any proposed transfer arrangements of Personal Data to countries or territories outside the European Economic Area;

10. Complying with all other relevant legal requirements which apply to its processing of Personal Data, including relevant information sharing gateways and common law powers to disclose data; 

11. Adhering to other relevant legal and ethical requirements, policies or guidance which apply to its processing of personal;

12. Ensuring that any complaint about the processing of Personal Data or non-compliance with this policy will be dealt with promptly and in accordance with the relevant procedure. The Data Protection Officer will be notified of any such complaints;

13. Approaching the identification, control and mitigation of Data Protection risks in the same way as other risks and reflecting them in corporate and local risk registers;

14. Maintaining accurate records on Personal Data processing.

15. Treat serious or repeated breaches of this Policy by an employee as misconduct which will be managed and resolved in accordance with relevant disciplinary policies and procedures.





[bookmark: _Toc460841252][bookmark: _Toc507829282]Related legislation, policies, standards and guidance

[bookmark: _Toc507829283]Legislation

Data Protection Legislation means the:

· UK General Data Protection Regulation (GDPR) on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)), and; 

· Data Protection Act 2018, regulations made under the Act, and regulations made under section 2(2) of the European Communities Act 1972 which relate to the GDPR or the Law Enforcement Directive (Directive (EU) 2016/680 on the protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA).

[bookmark: _Toc507829284]Other relevant policies and guidance

There will be specific legislation applicable to data processing that is related to the purposes for which it is undertaken as well as legislation of general applicability such as the Human Rights Act 1998. Particular note should be given to: 

· UK General Data Protection Regulation

· Data Protection Act 2018

· Digital Economy Act 2017

· Human Rights Act 1998

· Immigration Act 2014

· Immigration Act 2016

· Investigatory Powers Act 2016

· Privacy and Electronic Communications Regulations 2003

· HMG Security Policy Framework

· Codes of Practice and Guidance issued by the Information Commissioner’s Office (ICO) in accordance with GDPR/DPA 2018

[bookmark: _Toc507829286]Annex 1: Definitions

Controller: the organisation (alone, jointly or in common with other organisations) which determines the manner and purposes for which Personal Data is to be processed.

Processor: processes data on behalf of the Controller (other than an employee).

Data Protection Impact Assessment: a methodology to identify the most effective way to comply with Data Protection Legislation and meet individuals’ expectations of privacy. It allows organisations to identify and mitigate Data Protection Risk.

Data Protection Legislation: the General Data Protection Regulation together with the Data Protection Act 2018 (DPA) and all secondary legislation made under it. These laws govern the way in which Controllers can process an individual's Personal Data and provide individuals rights in relation to the processing of, and access to, their personal data.

Data Protection Principles: a set of overarching requirements defined in Data Protection Legislation.

Data Protection Risk: that part of the Department’s overall risk portfolio which relates to the, integrity, availability and confidentiality of Personal Data.

Data Subject: an individual who is the subject of Personal Data.

European Economic Area: the member states of the European Union plus Norway, Iceland and Lichtenstein.

Home Office: the Secretary of State for the Home Department and the Home Office.

Home Office Personnel: includes all Home Office employees as well as all temporary staff, contractors, consultants and any third parties with whom special arrangements (such as Processor, confidentiality or non-disclosure agreements) have been made.

Information Asset Owners: officials within the Home Office, who are responsible for the processing of Personal Data within their assigned area of control.

Information Commissioner: the regulator appointed by the Crown to promote public access to official information and protection of personal information. Compliance with the Data Protection Legislation is enforced by the Information Commissioner.

Personal Data: information which relates to a living individual who can be directly identified from either the information itself, or by combining the information with other data available to the Home Office. Personal Data includes expressions of opinion and indications of intention, as well as factual information. Where referenced in this document the term Personal Data includes Special Category Data.

Personal Data Breach: the loss, theft, inappropriate use or unauthorised disclosure of Personal Data.

Process/Processed/Processing: includes collecting, recording, storing, retrieving, transmitting, amending or altering, disclosing, deleting, archiving and destroying Personal Data.

Restrictions: limitations which apply to the processing of personal data in specific circumstances as expressed within legislation. 

Special Category Data: Personal Data that is particularly sensitive because it could create more significant risks to a Data Subject’s fundamental rights and freedoms if compromised or processed inappropriately. It includes information about: race; ethnic origin; political views; religion; trade union membership; genetics; biometrics (where used to verify identity); health; sex life; sexual orientation; and data relating to criminal convictions and offences.

[bookmark: _Toc507829287]Annex 2: Roles and responsibilities

[bookmark: _Toc507829288]Home Office Personnel

All Home Office Personnel are responsible for:

· Actively supporting compliance with this policy and should only process Personal Data for lawful and legitimate purposes directly related to the performance of their duties;

· Reporting actual or suspected Personal Data Breaches to HO Security so that they can co-ordinate the Department’s response and help to implement any required remedial actions.

[bookmark: _Toc507829289]Information Asset Owners

Information Asset Owners are responsible for:

· Ensuring that Home Office Personnel within their area of control are aware of this policy and are adequately trained in the handling of Personal Data;

· The assessment and reporting of Data Protection Risk linked to the Processing of Personal Data within their area of control;

· Ensuring that Data Protection Impact Assessments are carried out as part of the development and implementation of any new business process including IT system which is to be used to Process Personal Data;

· Implementing appropriate procedures to ensure compliance with data protection legislation and any relevant restrictions on the Processing of Personal Data within their area of control

· Ensuring suspected personal data incidents are immediately reported to the ODPO for assessment when the incident is discovered, and that such incidents are appropriately managed and resolved, and the DPO kept fully informed of progress on this.

[bookmark: _Toc507829290]Data Protection Practitioners

Data Protection Practitioners are responsible for:

· Providing advice and guidance to colleagues within their designated business area(s) on the implementation and interpretation of this Policy and/or Data Protection Legislation;

· Supporting the assessment and reporting of Data Protection Risk linked to the Processing of Personal Data within their designated business area;



· Promoting and monitoring compliance with this Policy, Data Protection Legislation and other related statutory, common law or regulatory requirements which apply to the Home Office.

[bookmark: _Toc507829291]Data Protection Officer

The Data Protection Officer is responsible for:

· Raising the profile of data protection compliance across the Home Office and with those staff responsible for the processing of Personal Data;

· Providing advice and guidance to Home Office staff about their obligations under Data Protection Legislation, ensuring service delivery is balanced with compliance;

· Monitoring compliance with Data Protection Legislation, including the assignment of responsibilities; and overseeing training for staff involved in Processing operations;

· Designing and implementing a programme of risk-based audits to test compliance;

· Providing advice on the mitigation of Data Protection Risk, including those risks identified as a result of Data Protection Impact Assessments;

· Co-operating with the Information Commissioner’s Office, acting as their main contact point on issues related to the Processing of Personal Data; 

· Assessing suspected personal data incidents and deciding whether there has been a personal data breach and, if there has, reporting this to the Information Commissioner’s Office (ICO) as soon as possible and no later than 72 hours from the time of the incident being discovered by the Home Office.

· Providing advice and recommendations to IAOs following both data processing audits and data breaches.

[bookmark: _Toc507829292]Data and Identity Directorate

The Data and Identity Directorate is responsible for 

· Setting the policies that govern the business’ overall adherence to the data protection legislation, and its processing of personal data.

[bookmark: _Toc507829293]

Knowledge and Information Management Unit

The Knowledge and Information Management Unit is responsible for

· Setting and advising the business on Knowledge and Information Management policies and procedures.

[bookmark: _Toc507829294]HO Security

The HO Security Unit is responsible for

· Oversight of and ensuring appropriate action is taken in relation to all security incidents and proven breaches of security, including those relating to personal data;



· Advising the business on the organisational measures and controls required to protect the security and integrity of Personal Data Processed by the Home Office.

[bookmark: _Toc504659918][bookmark: _Toc507829295]Internal Audit Unit

The Home Office Internal Audit Unit is responsible for

· auditing the business processes, operating procedures and working practices of the Home Office and its service providers including, where appropriate, assessment of compliance with this policy by helping Information Asset Owners to identify and manage risks;

· sharing audit findings which identify instances of non-compliance with this policy and/or Data Protection Legislation with the Data Protection Officer.
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