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S 345.2

S 345.3

S345.4

e monitors the number, type and value of the subcontract opportunities placed
on Contracts Finder advertised and awarded in its supply chain prior to the
end of the service period and provides reports on this information to the Client
in the format and frequency as reasonably specified by the Client and

e promote Contracts Finder to its suppliers and encourage those organisations
to register on Contracts Finder.

The calculation of £5,000,000 or more per annum in this section is in accordance
with footnote 1 to PPN 01/18 (see link in Annex 02) based on an advertised contract
value, averaged over the life of the contract.

Each advert referred to in paragraph S345.2 provides a full and detailed description
of the subcontract opportunity with each of the mandatory fields being completed on
Contracts Finder by the Contractor.

The obligation at paragraph S345.2 only applies in respect of subcontract
opportunities arising after the Contract Date.

The Contractor, may propose to the Client for acceptance, that a specific subcontract
is not advertised on Contracts Finder. The Contractor provides a detailed reason for
not advertising the specific contract. The Contractor provides further detail when
requested by the Client to assist his consideration. If accepted by the Client, the
Contractor is relieved from advertising that subcontract opportunity on Contracts
Finder.

S 346 Fair Payment

S 346.1

The Contractor includes in the contract with each subcontractor (at any stage of
remoteness from the Client)

e a period for payment of the amount due to the subcontractor (at any stage of
remoteness from the Client) not greater than 19 days after the date on which
payment becomes due under the contract. The amount due includes
payment for work which the Subcontractor has completed from the previous
assessment date up to the current assessment date in the contract,

e a provision requiring the subcontractor (at any stage of remoteness from the
Client) to include in each subsubcontract the same requirement, except that
the period for payment is to be not greater than 23 days after the date on
which payment becomes due under the contract and

e a provision requiring the subcontractor (at any stage of remoteness from the
Client) to assess the amount due to a subsubcontractor without taking into
account the amount paid by the Contractor and

e a provision requiring each further stage subcontract to contain provisions to
the same effect as these requirements, with the intention that all
subcontractors (at any stage of remoteness from the Client) are to be paid
within 30 days after the date on which payment becomes due under the
contract.
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S 346.2

The Contractor notifies non-compliance with the timescales for payment
¢ to the Client and
¢ through the Cabinet Office Supplier Feedback Service.

The Contractor includes this provision in each subcontract and requires its
subcontractors (at any stage of remoteness from the Client) to cascade the provision
into subcontracts for subcontractors (at any stage of remoteness from the Client) in
such a way that all subcontracts include the same provision.

S 347 Advertising subcontracts in accordance with the Public Contract Regulations 2015

S 347.1

S 347.2

S 347.3

S 347.4

S 3475

The Contractor ensures that any subcontracts for the elements of the service advised
by the Client in accordance with paragraph S344.2 are

e procured in full compliance with the Public Contract Regulations 2015, or its
replacement, (the “Public Contract Regulations”), and

e are capable of being novated to the Client or an Other.
When requested by the Client, the Contractor procures that the relevant subcontractor

executes an agreement in the form the Client may reasonably require to novate the
benefit and burden of a subcontract to the Client or an replacement contractor.

The Contractor may use the Client’s e-tendering system to procure any subcontract
required by this section. The Client arranges for advice and support on the use of
the Client’s e-tendering system.

The Contractor provides to the Client draft procurement documents (as defined in
the Public Contract Regulations) for acceptance. A reason for the Client not
accepting the draft procurement documents is that they

¢ do not comply with the Public Contract Regulations, any case law or any EU
Regulations,

e do not comply with or meet the requirements of the contract

¢ in the opinion of the Client, would place an unacceptable burden upon the
Client (should the subcontract be novated to the Client) or

e do not enable the Contractor to Provide the Service.

The Contractor does not publish any procurement documents until the Client has
accepted them.

S 348 Parent Company Guarantee

S 348.1 If the Contractor is required to provide a Parent Company Guarantee, it is provided
in the form set out in Annex 16.
Revision 1 Page 44 of 51 October 2020



Highways England
Technical Surveys and Testing

Scope

S 349 Legal Opinion

S 349.1 If the entity that is to provide the Parent Company Guarantee is a non-UK registered
company required by this contract, the Contractor provides a legal opinion in support
of a Parent Company Guarantee.

S 349.2 Any legal opinion provided by the Contractor in support of a Parent Company
Guarantee from a non-UK registered company includes (among others) the following
matters

e |s addressed to the Client on a full reliance basis,
e The liability of the lawyers giving the opinion must not be subject to any
exclusion or limitation of liability,
e confirmation that
o the Controller is a corporation duly incorporated in the relevant
jurisdiction, validly existing and in good standing under the laws of the
jurisdiction in which it is incorporated,
o the Controller has full power to execute, deliver, enter into and
perform its obligations under the Parent Company Guarantee,
o all necessary corporate, shareholder and other action required to
authorise the execution and delivery by the Controller of the Parent
Company Guarantee and the performance by it of its obligations
under it have been duly taken,
o execution by the proposed signatories in accordance with the method
of execution proposed will constitute valid execution by the Controller,
o the execution and delivery by the Controller of the Parent Company
Guarantee and the performance of its obligations under it will not
conflict with or violate
= the constitutional documents of the Controller,
= any provision of the laws of the jurisdiction in which it is
incorporated,
= any order of any judicial or other authority in the jurisdiction in
which it is incorporated or
= any mortgage, contract or other undertaking which is binding
on the bidder or its assets and
o (assuming it is binding under English law) the Parent Company
Guarantee constitutes legal, valid and binding obligations of the
Controller enforceable in accordance with its terms,
¢ notification of any other formalities to be complied with under local law which
may be necessary to enforce the Parent Company Guarantee in the
Controller's place of incorporation, including (for example) notarisation,
legalisation or registration of the Parent Company Guarantee,
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¢ notification of whether withholding is required to be made by the Controller in
relation to any monies payable to the Client under the Parent Company
Guarantee,

e confirmation of whether the Client will be deemed to be resident or domiciled
in the foreign jurisdiction by reason of its entry into the Parent Company
Guarantee and

e confirmation that the Controller and its assets are not entitled to immunity
from suit, pre-judgment attachment or restraint or enforcement of a judgment
on grounds of sovereignty or otherwise in the courts of England in respect of
proceedings against it in relation to the Parent Company Guarantee.

S 350 Project Bank Account

S 350.1 The Contractor ensures that any deeds associated with the Project Bank Account
(PBA) are issued to the relevant parties and are provided to the Client to apply
original signatures and common seals to prevent any payment issues.

S 350.2 The Contractor ensures that

e there is one original copy of a deed for each party to the deed,

e it issues the original copy of a deed to the Client for the attachment of the
Client's common seal and

e each original copy of the deed has original signatures from the relevant
authorised signatories.

S 351 Not used

S 352 Project Bank Account Tracker

S352.1 The Contractor completes and submits to the Client on a monthly basis

o afully populated PBA tracker (see link in Annex 02) detailing payments made
by the Contractor to its subcontractors (at any remoteness from the Client)
and

o (detailed bank statements and payment runs (required to reconcile payment
dates and amounts to the application breakdown in the PBA tracker (for PBA
supply chain and non-PBA supply chain). Any data relating to other clients
should be redacted from your main account statement before submission) in
.pdf format.

S352.2 The Contractor explains all variances from the previous month and submits further
information to the Client in response to any queries raised.
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S352.3 The Client monitors the tracker for the time it takes the Contractor to pay its
subcontractors (at any stage of remoteness from the Client) through the PBA,
following deposit of funds into the PBA.

The related performance score is calculated when the majority of the funds have
been deposited into the PBA by the Client that covers amount due to subcontractors
(at any stage of remoteness from the Client) joined to the PBA.

S 352.4 If any data/evidence is missing or still required (if not covered in the tracker), spot
checks are undertaken directly by the Client with the subcontractors (at any stage of
remoteness from the Client) to verify that they are paid in a timely manner.

S 352.5 The Client may carry out audits on subcontractors (at any stage of remoteness from
the Client) to assess the full extent of how supply chain payments are made.

S 352.6 Where the Contractor transfers monies from other accounts into the PBA this is
stated on the bank statement.

S 353 Contractor’s rights over material prepared for the design of the service

S353.1 The Contractor acquires no rights over material prepared for the design of the
setrvice.

S 354 Other rights to be obtained by the Contractor

S354.1 The Contractor grants to the Client licences to use, modify and develop the
Contractor’'s Contractor Background IPR for any purpose relating to the service (or
substantially equivalent services) its maintenance, operation, modification and for
any purpose relating to the exercise of the Client’s business or function.

S 354.2 The Contractor procures a direct grant of a licence to the Client to use, modify and
develop any third party’s Contractor Background IPR for any purpose relating to the
service, (or substantially equivalent services), its maintenance, operation,
modification and for any purpose relating to the exercise of the Client’s business or
function.

S 354.3 The Client does not acquire any ownership right, title or interest in or to the Contractor
Background IPR.

S 355 Not used

S 400 Requirements for the Contractor’s plan

S 401 Plan

S401.1 Following the issue of a Task Order by the Client, the Contractor submits their plan
to the Client. The plan shall consist of a revised copy of the Task Order containing

Revision 1 Page 47 of 51 October 2020



Highways England Scope
Technical Surveys and Testing

S401.2

S401.3

S401.4

S401.5

the Contractor’s price built up from the tendered rates, details of who will Provide
the Works (including subcontractors) and a programme, if one is requested at the
time of issue.

If a Task Order involves surveying using an SUA, the Contractor’s plan shall also
include the following:

0] A copy of their Civil Aviation Authority (CAA) ‘Permission to Operate’ licence
(i) full risk assessment and method statement of the planned flight

If traffic management is to be provided by the Client, the Contractor’s plan shall also

include details of their method of working and any specific matters that may affect
the provision of traffic management.

If the Contractor is required to provide traffic management, the Contractor’s plan shall
also include details of their method of working and any specific matters that may
affect the provision of traffic management.

The Contractor’s plan shall be submitted to the Client within two weeks of the Task
Order being issued and submit revised plans as required by the Client.

S 402 Information to be shown on the plan

S402.1

S 402.2

S 402.3

The Contractor Provides the Work, taking in to account the following programme
constraints:

e the starting date and completion date and any post site works, reporting and

review period

e Weather and other factors that may affect the quality and efficiency of the

survey
e the services and other things provided by Client

any constraints detailed in the individual Task Order.

The programme is to be in the form of an activity and time related bar chart
produced as a result of a critical path analysis.

The programme is to be provided in a PDF or MS Project or MS Excel format and
cover the whole period of the individual Task Order including post site activities. All
activities should be clearly defined, named and the following shown on the
programme

o the starting date, completion date & Contractor’s planned completion,

e for each activity, the proposed resources (plant & labour) expected to deliver

each activity,

Revision 1

Page 48 of 51 October 2020



Highways England Scope
Technical Surveys and Testing

e review periods for any reporting requirements,
e key dates for the Client to provide ‘services and other things’ and
e Kkey dates for co-ordination with Others.

S402.4 The Contractor updates their programme every week and submits an updated
programme to the Client upon request.

S 403 Submitting the plan

S 403.1 The plan is to be submitted by the Contractor within two weeks of receiving the
Task Order from the Client.

S 403.2 The Client reviews the plan and sends back the Task Order with their confirmation
of acceptance or reasons for refusal.

S 403.3 The Contractor makes any required amendments to the plan and resubmits for
review within one week.

S 500 Services and other things to be provided by the Client

S 501 Things to be provided by the Client

S501.1 If, at the starting date, the Client makes available Plant and Materials for use by the
Contractor in Providing the Service, the Contractor supplies the same quantity and
quality of Plant and Materials to the Client at the end of the service period unless
the Client agrees otherwise.

S501.2 When stated in the Task Order, the Client will provide temporary traffic
management. Otherwise the Contractor is expected to provide it.

S 501.3 The details of the Contractor employed to provide the temporary traffic
management and the associated layout and proposals will be provided to the
Contractor prior to the starting date of individual Task Orders.

S501.4 When traffic management is deployed, the Contractor ensures they clear the site in
a timely manner to allow adequate time for the removal of traffic management prior
to the reopening of the road to traffic.

S501.5 When the Contractor provides temporary traffic management, he complies with the
Client’s network occupancy requirements in section S 502.

S 501.6 Welfare facilities are provided by the principal contractor.
S 502 Provision of traffic management by the Contractor

S502.1 All traffic safety and management operations shall be undertaken by a supplier
registered to National Highway Sector Scheme 12 with a scope of registration that
includes reference to one or more of National Highways Sector Schemes 12A/B,
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12C or 12D as appropriate to the works.

S502.2 When the Contractor provides temporary traffic management, they comply with the
Client’s network occupancy requirements and provide it in accordance with Clause
117 of Volume 1 of the MCHW and Chapter 8 of the Traffic Signs Manual & Notes
for Guidance on ‘Safety at Road works’.

S502.3 The Contractor is responsible for the design and implementation of the traffic
management and must submit the proposed layout within the timescale indicated
on the Task Order.

S502.4 Restrictions on the phasing and timing of works shall be stated in the Task Order,
including embargo periods and details of events resulting in additional restrictions.

The Contractor's proposals shall be prepared after consultation with any statutory
body or other authority concerned or affected by the Contractor’s proposals. The
installation of the traffic management system shall then proceed only in accordance
with the approved sequence.

S502.5

The Contractor’s Proposals shall include:

o Position of traffic signals, traffic signs and road markings

e Width of lanes

e Working areas

o Safety Zones

e Temporary works details

e Site access and egress layouts (standards shall be appropriate for traffic
flows and speeds)

o De-restriction/speed limit signs at the end of the works as appropriate

S 600 Property affected by the service

S 601 Property owned by the Client that is affected by the service

S 601.1 The property that the Contractor may be instructed to Provide the Service on
includes the Strategic Road Network within the region, and supporting amenities
such as

¢ boundary fences and walls,
e buildings including basements,
e roads and footpaths,
e electricity substations, and
e other structures including bridges.
S601.2 Details about the location, extent and condition of property affected by the work of

the Contractor will be provided with the individual Task Orders. Typically, this may
include reference to schedules, drawings and other documents.
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Details of property not owned by the Client that is affected by the service will be
provided with the individual Task Orders where relevant.

S 605.1 Contact information will be provided with the individual Task Orders where relevant.

S 606.1 Any specific procedures related to accessing the property affected by the service
will be defined in the individual Task Orders where relevant.
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Collaborative Collaborative Planning is a technique
Planning that involves all Parties working together
to improve productivity, and reduce time
and cost.
2 Commitments Commitments Register is the statement = Refer to section
Register of that name set out in Annex A to the S338.8

Form of Agreement detailing the
commitments made by the Contractor
as part of its tender in respect of how it
is to Provide the Service.

3 Conflict of Interest | A Conflict of Interest may arise when
your professional or personal interests
or loyalties to a person or organisation
outside Highways England affect or
appear to affect the impartiality,
judgement or effectiveness expected
from you in interactions with Highways

England.
4 Construction As per the meaning in BD2/12 Technical
Compliance Approval of Highways  Structure
Certificate (Volume 1, Section 1 of the Design

Manual for Roads and Bridges).

5 Contractor IPR owned by the Contractor or a third
Background IPR party before the Contract Date or
created by the Contractor or a third party
independently of the contract, which in

each case is or will be used to

¢ before the end of the service period
to Provide the Service and

o for the maintenance, operation and
modification of the service.

6 Contracts Finder Contracts Finder is the government
website for information about contracts
worth over £25,000 with the government
and its agencies.

7 Disclosure Request | A Disclosure Request is a request for
information relating to the contract a
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Discrimination Acts

EEA

Employment and
Skills Plan

Environmental
Management Plan

Health and Safety
File

Inclusion Action
Plan

Information
Systems

Intellectual
Property Rights or
IPRs

received by the Client pursuant to the
Freedom of Information Act 2000 and
Environmental Information Regulations
2004 or otherwise.

The Discrimination Acts are the Equality
Act 2010 and any predecessor statutes.

Is the European Economic Area.

The Employment and Skills Plan is the
document described in Section S334
and Annex 06 of the Scope.

A document (or set of documents) that
sets out the mitigation needed to
manage environmental effects
associated with a development during
the construction and operational phases

As per the meaning given to it in the
Construction (Design and Management)
Regulations 2015.

The Inclusion Action Plan is the
document described in Annex 06 of the
Scope.

Can be a combination of hardware,
software, infrastructure and trained
personnel organised to facilitate
planning, control, coordination and
decision making in an organisation.

are copyright and related rights,
database rights, design rights, patents,
inventions, trade marks (and goodwill
attaching to those trade marks), domain
names, applications for and the right to
apply for any of the foregoing, moral
rights, confidential information and any
other intellectual or industrial property
rights, whether or not registered or
capable of registration, whether
subsisting now or in future in any part of
the world.
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23

Highways England
Technical Surveys and Testing

Scope
Annex 01

Kano Analysis

List X
(Annex 04)

Nonconformity

Performance Level

Quality Plan

Quality Submission

Service
System

SME

Provider

Kano is approach to priortising features
on a product road map based on degree
which they are likely to satisfy
customers.

List X contractors are companies
operating in the UK who are working on
UK government contracts which require
them to hold classified information. This
information is at ‘Secret’ level or above
or international partners information
classified ‘Confidential’ or above, and is
held in their own premises at a specific
site. Classified information levels can be
reviewed in the Gov website here
(https://www.gov.uk/government/public
ations/security-requirements-for-list-x-
contractors).

Nonconformity has the meaning give in
BS EN ISO 9000:2015.

Performance Level is the performance
level of the Collaborative Performance
Framework stated in the Scope.

Has the meaning given in 1SO
9001:2015.

Is the document submitted by the
Contractor at time of tender.

Are the Contractor’s (service provider)
IT systems/applications which they use
to provide services to Highways
England.

SME means an enterprise within the
category of Small, Medium or Micro
Enterprises defined by the European
Commission Recommendation of 6 May
2003 concerning the definition of Small,
Medium or Micro Enterprises. A SME is
a Subcontractor or a subcontractor to a
Subcontractor and is autonomous and is
a European Union enterprise not owned
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Specification

Staff

The Official Secrets

Act 1989

The Public Interest
Test

or controlled by a non-European Union
parent company.

Has the meaning given to it as per
section S 200 of the Scope.

Staff are employees employed by the
Contractor or an Associated Company
or any Subcontractor to Provide the
Service at any time.

The Official Secrets Act is the Official
Secrets Act 1989 and any predecessor
statutes.

The Public Interest Test requires a
public authority, or oversight body,
weigh the harm that disclosure would
cause to the protected interest against
the public interest saved by disclosure of
the information.
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Annex 02

Ref. Document Name Published by / Available from
1 “2012/27/EU” directive http://www.legislation.gov.uk/eu
dr/2012/27/article/6
2 Apprenticeship data collection form Within folder titled ‘Annex 02
(Annex 06) Reference Documents
3 Asset Data Management Manual https://www.standardsforhighwa
ys.co.uk/ha/standards/admm/ind
ex.htm
4 Business continuity plan template Within folder titled ‘Annex 02
Reference Documents’
5 Cabinet Office Website Cabinet Office Website
(Annex 04)
6 Chief Highway Engineer Memo 415/18 | Within folder titled ‘Annex 02
Incident Reporting Standard (“CHE Reference Documents’
415”)
7 Chief Information Officer Memos Within folder titled ‘Annex 02
(Annex 09) Reference Documents
8 Client’s air quality strategy Air Quality Strategy
9 Client’s biodiversity plan Biodiversity plan and annual
reports
10 Client’s Corporate Complaints Process | Within folder titled ‘Annex 02
Reference Documents’
11 Client’s environmental strategy Highways England Environment
Strateqgy
12 Client’s The road to good design The road to good design:
Highways England’s  design
vision and principles
13 Clients Customer Service Strategic @ Within folder titled ‘Annex 02
Plan Reference Documents’
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14 Clients Road to Good Design Within folder titled ‘Annex 02
Reference Documents’
15 Client’s PBA tracker system For registration and guidance
contact
CommercialCostintelligencelnbo
x@highwaysengland.co.uk
16 Code of Practice: Lighting and marking | Code of Practice: Lighting and
for Special Order, VR1, STGO and Marking for Abnormal Loads,
C&U loads (2012) and Code of Vehicle Code of Practise
Practice: Lighting and marking for
abnormal load self-escorting vehicles
incorporating  operating guidance
(2012)
17 Collaborative Performance Framework = Within folder titled ‘Annex 02
(CPF) Reference Documents’
18 Considerate Customer Codes of @ Considerate Customer Codes of
Practice Practice
(Annex 05)
19 Construction Design and Management | http://www.legislation.gov.uk/uks
(CDM) Regulations 2015 i/2015/51/contents/made
20 Construction Industry Training Board | https://www.citb.co.uk/about-
(CITB) guidance citb/partnerships-and-
initiatives/construction-design-
and-management-cdm-
regulations/cdm-requlations/
21 Crown Commercial Services Guidance | Crown Commercial _Services
Note Publication of Government | Guidance Note Publication of
Tenders & Contracts November 2017 Government Tenders &
or later revision or replacement. Contracts November 2017
22 Customer Survey Strategy — Better | Customer Survey Strategy —
Journeys and Better Conversations Better Journeys and Better
Conversations
23 Declaration of Interest Form Within folder titled ‘Annex 02
Reference Documents’
24 Design Manual for Roads and Bridges = Design _Manual for Roads and
Bridges
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https://www.gov.uk/government/publications/lighting-and-marking-for-abnormal-loads-vehicles-code-of-practice
https://www.ccscheme.org.uk/ccs-ltd/code-of-considerate-practice-2/
https://www.ccscheme.org.uk/ccs-ltd/code-of-considerate-practice-2/
http://www.legislation.gov.uk/uksi/2015/51/contents/made
http://www.legislation.gov.uk/uksi/2015/51/contents/made
https://www.citb.co.uk/about-citb/partnerships-and-initiatives/construction-design-and-management-cdm-regulations/cdm-regulations/
https://www.citb.co.uk/about-citb/partnerships-and-initiatives/construction-design-and-management-cdm-regulations/cdm-regulations/
https://www.citb.co.uk/about-citb/partnerships-and-initiatives/construction-design-and-management-cdm-regulations/cdm-regulations/
https://www.citb.co.uk/about-citb/partnerships-and-initiatives/construction-design-and-management-cdm-regulations/cdm-regulations/
https://www.citb.co.uk/about-citb/partnerships-and-initiatives/construction-design-and-management-cdm-regulations/cdm-regulations/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/666728/Guidance_Publication_of_New_Central_Government_Tender_documents__and_Contracts_2017__1___1_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/666728/Guidance_Publication_of_New_Central_Government_Tender_documents__and_Contracts_2017__1___1_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/666728/Guidance_Publication_of_New_Central_Government_Tender_documents__and_Contracts_2017__1___1_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/666728/Guidance_Publication_of_New_Central_Government_Tender_documents__and_Contracts_2017__1___1_.pdf
https://www.gov.uk/government/publications/customer-service-strategy
https://www.gov.uk/government/publications/customer-service-strategy
https://www.gov.uk/government/publications/customer-service-strategy
http://www.standardsforhighways.co.uk/ha/standards/dmrb/index.htm
http://www.standardsforhighways.co.uk/ha/standards/dmrb/index.htm
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25 Disclosure and Barring Service Disclosure and Barring Service
(Annex 04)
26 Environmental Information | Environmental Regulations 2004
Regulations 2004 or later revision or
replacement.
27 Environmental Permitting (England Environmental Permitting
and Wales) Regulations 2008 Regulations  (England _and
Wales)
28 Equal Opportunities Policy Within folder titled ‘Annex 02
Reference Documents’
29 Equality Act 2010 Equality Act 2010
(Annex 04)
30 Essentials of Managing Construction = https://www.hse.gov.uk/constructio
Health Risks n/healthrisks/managing-
essentials/essentials.pdf
31 EU Settlement Scheme https://www.gov.uk/settled-
status-eu-citizens-families
32 Fleet Operator Recognition Scheme | Fleet Operator Recognition
(FORS) Scheme
33 Freedom .of Information Act 2000 or Freedom of Information Act 2000
later revision or replacement.
34 Government Buying Standards | Sustainable procurement: the
Transport 2017 Government Buying Standards
GBS
35 GG 103 “Introduction and general  GG103
requirements for sustainable
development and design.
36 Health and Safety Executive (HSE) https://www.hse.gov.uk/forms/no
F10. tification/f10.htm
37 Health and Safety Management | http://www.highwayssafetyhub.c
System and the associated policies  om/
and procedures.
38 Health and Safety Maturity Matrix Within folder titled ‘Annex 02
Reference Documents’
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https://www.gov.uk/government/organisations/disclosure-and-barring-service/about
http://www.legislation.gov.uk/uksi/2004/3391/contents/made
https://www.legislation.gov.uk/uksi/2018/110/made
https://www.legislation.gov.uk/uksi/2018/110/made
https://www.legislation.gov.uk/uksi/2018/110/made
http://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.hse.gov.uk/construction/healthrisks/managing-essentials/essentials.pdf
https://www.hse.gov.uk/construction/healthrisks/managing-essentials/essentials.pdf
https://www.hse.gov.uk/construction/healthrisks/managing-essentials/essentials.pdf
https://www.gov.uk/settled-status-eu-citizens-families
https://www.gov.uk/settled-status-eu-citizens-families
https://www.fors-online.org.uk/cms/
https://www.fors-online.org.uk/cms/
http://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol0/section2/GG%20103%20Introduction%20and%20general%20requirements%20for%20sustainable%20development%20and%20design-web.pdf
https://www.hse.gov.uk/forms/notification/f10.htm
https://www.hse.gov.uk/forms/notification/f10.htm
http://www.highwayssafetyhub.com/
http://www.highwayssafetyhub.com/
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Scope
Annex 02

39 Her Majesty’s Passport Office | Her Majesty’s Passport Office
guidance guidance
(Annex 04)

40 Highways England BPSS Privacy | Within folder titled ‘Annex 02
Notice Reference Documents’

(Annex 04)

41 Highways England Counter Fraud, @ Within folder titled ‘Annex 02
Bribery & Corruption Policy & Reference Documents’
Response Plan

42 Highways England Delivery Plan 2020- | https://www.gov.uk/government/
2025 publications/highways-england-

delivery-plan-2020-2025

43 Highways England Disclosure ' Highways England Non-
Agreement. Disclosure Agreement

44 Highways England Fair Payment Within folder titled ‘Annex 02
Charter Reference Documents’

45 Highways England Information | Within folder titled ‘Annex 02
Security Data Security Standard Reference Documents’

46 HMG Baseline Personnel Security HMG Baseline Personnel
Standard v6.0 - May 2018 Security Standard v6.0 - May
(Annex 04) 2018

47 HMG Government Security  HMG  Government _ Security
Classifications Classifications

48 HMG Security Policy Framework (SPF)  HMG Security Policy Framework

SPF

49 HMG Security Policy Framework | https://www.gov.uk/government/
version 1.1 — May 2018 publications/security-policy-
(Annex 04/Annex 09) framework

50 Highways England Home, Safe and Highways England Home, Safe
Well Strategy and Well Strategy
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https://www.gov.uk/government/publications/basic-passport-checks
https://www.gov.uk/government/publications/basic-passport-checks
https://www.gov.uk/government/publications/highways-england-delivery-plan-2020-2025
https://www.gov.uk/government/publications/highways-england-delivery-plan-2020-2025
https://www.gov.uk/government/publications/highways-england-delivery-plan-2020-2025
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710941/762__285_Final_Response_Redacted.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710941/762__285_Final_Response_Redacted.pdf
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
http://assets.highwaysengland.co.uk/about-us/Home+Safe+and+Well+Strategy+2019.pdf
http://assets.highwaysengland.co.uk/about-us/Home+Safe+and+Well+Strategy+2019.pdf

Highways England
Technical Surveys and Testing

Scope
Annex 02

51 Information Security Incident
Management Requirements

52 Information Security Secure Data
Handling Requirements

53 Interim Advice Note 128 Highways
England Supply Chain Health and
Safety Incident Reporting (“IAN 128”)

54 ISO 14001
55 ISO 31000
56 ISO 9001
57 1ISO45001:2018
58 IT Security Advice Team
(Annex 04)
59 List X
(Annex 04)
60 LA 110 Material assets and waste
61 LA 117 Landscape Design
62 LA 118 Biodiversity Design
63 LA 120 Environmental management
plans

(second iteration)

64 LA 120 Environmental management
plans (third iteration)

65 Major Incident Management

Within folder titled ‘Annex 02
Reference Documents’

Within folder titled ‘Annex 02
Reference Documents’

Interim  Advice Note 128
Highways England Supply Chain
Health and Safety Incident

Reporting

https://www.iso.org/standard/60
857.html

https://www.iso.org/iso-31000-
risk-management.html

https://www.iso.org/standard/62
085.html

https://www.iso.org/iso-45001-
occupational-health-and-

safety.html

ITSecurityAdvice@highwayseng
land.co.uk

Government Security
Requirements for List X

LA 120 second iteration

LA 120 third iteration

Within folder titled ‘Annex 02
Reference Documents’
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https://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN128_15.pdf
https://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN128_15.pdf
https://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN128_15.pdf
https://www.standardsforhighways.co.uk/ha/standards/ians/pdfs/IAN128_15.pdf
https://www.iso.org/standard/60857.html
https://www.iso.org/standard/60857.html
https://www.iso.org/iso-31000-risk-management.html
https://www.iso.org/iso-31000-risk-management.html
https://www.iso.org/standard/62085.html
https://www.iso.org/standard/62085.html
https://www.iso.org/iso-45001-occupational-health-and-safety.html
https://www.iso.org/iso-45001-occupational-health-and-safety.html
https://www.iso.org/iso-45001-occupational-health-and-safety.html
mailto:ITSecurityAdvice@highwaysengland.co.uk
mailto:ITSecurityAdvice@highwaysengland.co.uk
https://www.gov.uk/government/publications/security-requirements-for-list-x-contractors
https://www.gov.uk/government/publications/security-requirements-for-list-x-contractors
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol11/section3/LA%20110%20Material%20assets%20and%20waste-web.pdf
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol10/section0/LA%20117%20Landscape%20design-web.pdf
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol10/section4/LA%20118%20Biodiversity%20design-web.pdf
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol11/section2/LA%20120%20Environmental%20management%20plans-web.pdf
http://www.standardsforhighways.co.uk/ha/standards/dmrb/vol11/section2/LA%20120%20Environmental%20management%20plans-web.pdf
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Technical Surveys and Testing

Scope
Annex 02

66 Manual of Contract Documents for Manual of Contract Documents
Highway Works (MCHW) for Highway Works
67 National Cyber Security Centre National Cyber Security Centre -
End user device (EUD) security end user device security
guidance
(Annex 09)
68 National Examination Board in https://www.nebosh.org.uk/hom
Occupational Safety and Health e/
(NEBOSH) Construction Certificate
69 National Skills Academy for | National Skills Academy for
Construction Construction
70 Occupational descriptors Within folder titled ‘Annex 02
(Annex 06) Reference Documents
71 OHSAS18001:2007 https://www.bsigroup.com/en-
GB/ohsas-18001-occupational-
health-and-safety/
72 Part Il — The Verification Process of the | Part Il — The Verification Process
HMG Baseline Personnel Security of the HMG Baseline Personnel
Standard (BPSS) Security Standard (BPSS
(Annex 04)
73 Part IV — Post Verification Process of Part IV — Post Verification
the HMG BPSS Process of the HMG BPSS
(Annex 04)
74 PPN 01/19 Applying Exclusions in | PPN 01/19 Applying Exclusions
Public Procurement, Managing | in Public Procurement,
Conflicts of Interest & Whistle Blowing | Managing Conflicts of Interest &
or later revision or replacement. Whistle Blowing
75 PPN 02/17 Promoting Greater PPN 02/17 Promoting Greater
Transparency 13 December 2017 or Transparency 13 December
later revision or replacement. 2017
76 PPN 02/18 Changes to the Data Procurement Policy Note 02/18:
Protection Legislation and General  Changes to Data Protection
Data Protection Regulation. Leqislation & General Data
Protection Regulation
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http://www.standardsforhighways.co.uk/ha/standards/mchw/index.htm
http://www.standardsforhighways.co.uk/ha/standards/mchw/index.htm
https://www.ncsc.gov.uk/guidance/end-user-device-security
https://www.ncsc.gov.uk/guidance/end-user-device-security
https://www.nebosh.org.uk/home/
https://www.nebosh.org.uk/home/
https://www.citb.co.uk/standards-and-delivering-training/national-skills-academy-for-construction/
https://www.citb.co.uk/standards-and-delivering-training/national-skills-academy-for-construction/
https://www.bsigroup.com/en-GB/ohsas-18001-occupational-health-and-safety/
https://www.bsigroup.com/en-GB/ohsas-18001-occupational-health-and-safety/
https://www.bsigroup.com/en-GB/ohsas-18001-occupational-health-and-safety/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/714002/HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/714002/HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/714002/HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/714002/HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/714002/HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf
https://www.gov.uk/government/publications/procurement-policy-note-0119-applying-exclusions-in-public-procurement-managing-conflicts-of-interest-and-whistleblowing
https://www.gov.uk/government/publications/procurement-policy-note-0119-applying-exclusions-in-public-procurement-managing-conflicts-of-interest-and-whistleblowing
https://www.gov.uk/government/publications/procurement-policy-note-0119-applying-exclusions-in-public-procurement-managing-conflicts-of-interest-and-whistleblowing
https://www.gov.uk/government/publications/procurement-policy-note-0119-applying-exclusions-in-public-procurement-managing-conflicts-of-interest-and-whistleblowing
https://www.gov.uk/government/publications/procurement-policy-note-0217-promoting-greater-transparency
https://www.gov.uk/government/publications/procurement-policy-note-0217-promoting-greater-transparency
https://www.gov.uk/government/publications/procurement-policy-note-0217-promoting-greater-transparency
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
https://www.gov.uk/government/publications/procurement-policy-note-0218-changes-to-data-protection-legislation-general-data-protection-regulation
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77 PPN 1/17 Update to the Transparency | PPN 01/17 Update to
Principles 16 February 2017 or later Transparency Principles 16
revision or replacement. February 2017
78 PPN Procurement Policy Note 01/18 | PPN Procurement Policy Note
Supply Chain Visibility 01/18 Supply Chain Visibility
79 Procurement Policy Note 7/14 entitled = Implementing Article 6 of the
“Implementing Article 6 of the Energy = Energy Efficiency Directive
Efficiency Directive”
80 Raising The Bar Initiative Raising The Bar Initiative
81 Recruiting for Success Within folder titled ‘Annex 02
(Annex 06) Reference Documents
82 Region maps Within folder titled ‘Annex 02
Reference Documents’
83 Rehabilitation of Offender Act 1974 Rehabilitation of Offender Act
(Annex 04) 1974
84 Respect at Work Guidance Within folder titled ‘Annex 02
Reference Documents’
85 RIS Road Investment Strategy
86 risk and issue management principles | Within folder titled ‘Annex 02
document Reference Documents’
87 risk and issues management manual | Within folder titled ‘Annex 02
Reference Documents’
88 risk policy and strategy for the | Within folder titled ‘Annex 02
management of risk Reference Documents’
89 Roadworks a Customer View Within folder titled ‘Annex 02
Reference Documents’
90 Scotland or Northern Ireland criminal | Scotland or Northern Ireland
record check process criminal record check process
(Annex 04)
91 Section 46 of Freedom of Info.rmatlon Section 46 of the Freedom of
Act 2000 or later revision or .
Information Act 2000
replacement.
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https://www.gov.uk/government/publications/procurement-policy-note-0117-update-to-transparency-principles
https://www.gov.uk/government/publications/procurement-policy-note-0117-update-to-transparency-principles
https://www.gov.uk/government/publications/procurement-policy-note-0117-update-to-transparency-principles
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/698482/PPN_0118_Contract_Condition_for_Subcontracting__Supply_chain_spend_on_CF_final_.docx.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/698482/PPN_0118_Contract_Condition_for_Subcontracting__Supply_chain_spend_on_CF_final_.docx.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/316683/PPN_07-14_implementing_article_6_of_the_energy_efficiency_directive.pdf
https://www.gov.uk/government/collections/health-and-safety-for-major-road-schemes-raising-the-bar-initiative
http://www.legislation.gov.uk/ukpga/1974/53
http://www.legislation.gov.uk/ukpga/1974/53
https://www.gov.uk/government/collections/road-investment-strategy
https://www.gov.uk/request-copy-criminal-record
https://www.gov.uk/request-copy-criminal-record
https://www.legislation.gov.uk/ukpga/2000/36/section/46
https://www.legislation.gov.uk/ukpga/2000/36/section/46
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Scope
Annex 02

92 Security Policy 3 https://webarchive.nationalarchi

(Annex 04) vgs.qov.uk/+/http:/www.cab|neto
ffice.gov.uk/spf/sp3_ps.aspx

93 Security Team email securityteam@highwaysengland
(Annex 04) 2CO.UK

94 Specification for Highway Works Specification for Highway Works

95 Statement of Highways England’s IT | Within folder titled ‘Annex 02
Security Policy Reference Documents’
(Annex 09)

96 Supply Chain Portal Supply Chain Portal

97 The Bribery Act 2010 The Bribery Act 2010

98 The Institution of Occupational Safety = https://www.iosh.com/
and Health

99 The Official Secret Act 1989 The Official Secret Act 1989

100 The Public Interest Disclosure Act The Public Interest Disclosure
1998 or later revision or replacement. | Act 1998

101 Town and Country Planning Act (2008)  Town and Country Planning

2008

102 Traffic Signs Manuals Traffic Signs Manuals

103 Transport Infrastructure Efficiency @ Transport Infrastructure
Strategy Efficiency Strateqgy
(Annex 06)

104 Transport Infrastructure Skl"S Strategy Transport Infrastructure Sk”ls
(Annex 06) Strateqy

105 UK Visas and Immigration guidance on | UK Visas _and _Immigration
right to work and record retention guidance on right to work and
(Annex 04) record retention

106 UK Visas and Immigration’s “Right to | Acceptable documents:
Work” acceptable documents and Right to Work Checklist
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https://webarchive.nationalarchives.gov.uk/+/http:/www.cabinetoffice.gov.uk/spf/sp3_ps.aspx
https://webarchive.nationalarchives.gov.uk/+/http:/www.cabinetoffice.gov.uk/spf/sp3_ps.aspx
https://webarchive.nationalarchives.gov.uk/+/http:/www.cabinetoffice.gov.uk/spf/sp3_ps.aspx
file:///C:/Users/CROWHG/AppData/Roaming/Microsoft/Word/securityteam@highwaysengland.co.uk
file:///C:/Users/CROWHG/AppData/Roaming/Microsoft/Word/securityteam@highwaysengland.co.uk
http://www.standardsforhighways.co.uk/ha/standards/mchw/vol1/
https://highwaysengland.co.uk/industry/becoming-a-supplier/
https://www.legislation.gov.uk/ukpga/1998/23/contents
https://www.iosh.com/
https://www.legislation.gov.uk/ukpga/1989/6/introduction
http://www.legislation.gov.uk/ukpga/1998/23/contents
http://www.legislation.gov.uk/ukpga/1998/23/contents
http://www.legislation.gov.uk/ukpga/2008/29/contents
http://www.legislation.gov.uk/ukpga/2008/29/contents
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/203669/traffic-signs-manual-chapter-08-part-01.pdf
https://www.gov.uk/government/publications/transport-infrastructure-efficiency-strategy
https://www.gov.uk/government/publications/transport-infrastructure-efficiency-strategy
https://www.gov.uk/government/publications/transport-infrastructure-skills-strategy-building-sustainable-skills
https://www.gov.uk/government/publications/transport-infrastructure-skills-strategy-building-sustainable-skills
https://www.gov.uk/government/collections/employers-illegal-working-penalties
https://www.gov.uk/government/collections/employers-illegal-working-penalties
https://www.gov.uk/government/collections/employers-illegal-working-penalties
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/774286/Right_to_Work_Checklist.pdf

Highways England Scope
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guidance Guidance:
(Annex 04) Right to Work - Employers Guide
107 Cabinet Office Government = https://www.gov.uk/government/
Construction Strategy papers dated  publications/government-
March 2016 construction-strategy-2016-2020
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773780/An_employer_s_guide_to_right_to_work_checks_-_January_2019.pdf
https://www.gov.uk/government/publications/government-construction-strategy-2016-2020
https://www.gov.uk/government/publications/government-construction-strategy-2016-2020
https://www.gov.uk/government/publications/government-construction-strategy-2016-2020
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1 INSURANCE TABLE

11

1.1.1.

1.1.2.

1.1.3.

1.1.4.

1.1.5.

1.1.6.

1.1.7.

Property “All Risks” Insurance

Insured

e Contractor

Insured property and sum insured

Any Plant and Materials and / or Equipment. The sum insured to represent
the reinstatement or replacement cost of the relevant insured property.
Basis of cover

"All Risks" of physical loss, damage or destruction to the Insured property
(as set out in paragraph 1.1.2 above) unless otherwise excluded.

Territorial limits

United Kingdom including offsite storage and during inland transit.

Period of insurance
The Contractor maintains the insurance from the starting date until the end
of the Service Period or a termination certificate has been issued.
Cover features and extensions
e Automatic reinstatement of sum insured clause
e Loss minimisation

e Temporary repairs

Principal exclusions
¢ War and related perils,
e Nuclear/radioactive risks,

e Pressure waves caused by aircraft and other aerial devices travelling
at sonic or supersonic speeds,

o Wear, tear and gradual deterioration,

e Consequential financial losses.
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1.2 Third Party Public and Products Liability Insurance
1.2.1 Insured
e Contractor

1.2.2 Interest
To indemnify the Insured (as set out in paragraph 1.2.1 above) in respect of
all sums that the Insured (as set out in paragraph 1.2.1 above) may become
legally liable to pay whether contractually or otherwise (including claimant’s
costs and expenses) as damages in respect of accidental

e death or bodily injury, iliness or disease contracted by any person;

e loss or damage to property;

e interference to property or any easement right of air, light, water or
way or the enjoyment or use thereof by obstruction, trespass,
nuisance, loss of amenities;

happening during the Period of insurance (as set out in paragraph 1.2.4
below) and arising out of or in connection with the Services and the contract.
1.2.3 Territorial limits
United Kingdom and elsewhere in the world in respect of non-manual visits.
1.2.4 Period of insurance
The Contractor maintains the insurance from the starting date until the
Completion of the whole of the Services or termination of the contract
whichever occurs earlier.
1.2.5 Cover features and extensions

e Legal defence costs in addition to the limit of indemnity,

e Contingent motor vehicle liability,

o Health & Safety at Work Act(s) clause,

o Data protection legislation clause,

o Defence appeal and prosecution costs relating to the Corporate
Manslaughter and Corporate Homicide Act 2007,

e Indemnity to principals clause.
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1.2.6

Principal exclusions

War and related perils,
Nuclear/radioactive risks,

Liability for death, illness, disease or bodily injury sustained by
employees of the Insured (as set out in paragraph 1.2.1 above)
arising out of the course of their employment,

Liability arising out of the use of mechanically propelled vehicles
whilst required to be compulsorily insured by legislation in respect of
such vehicles,

Liability in respect of predetermined penalties or liquidated damages
imposed under the contract,

Liability arising from the ownership, possession or use of any aircraft
or marine vessels,

Liability arising from contamination and pollution unless caused by a
sudden, unintended, unexpected and accidental occurrence,
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1.3 Policies to be taken out as required by United Kingdom law
131 Parties to the contract are required to meet their statutory insurance

1.3.2

1.3.3

134

obligations in full. Insurances required to comply with all statutory
requirements including, but not limited to, employers’ liability insurance and
motor third party liability insurance.

The limit of indemnity for the employers’ liability insurance shall not be less
than ten million pounds (£10,000,000) any one occurrence, the humber of
occurrences being unlimited during any annual period of insurance or such
greater amount as is required by the applicable law for the duration of the
contract or such greater period as is required by law.

The statutory insurances to contain an indemnity to principals clause in
respect of claims made against the Client arising out of the performance of
the Contractor of his duties under the contract.

The insurance shall be maintained from the date of the contract throughout
the period of the contract.

1.4 Professional Indemnity Insurance

14.1

1.4.2

1.4.3

144

145

Insureds

e Contractor

Interest

To indemnify the Insured (as set out in paragraph 1.4.1 above) for all sums
which the Insured (as set out in paragraph 1.4.1 above) shall become legally
liable to pay (including claimant’s costs and expenses) as a result of any
claim or claims first made against the Insured (as set out in paragraph 1.4.1
above) during the Period of insurance (as set out in paragraph 1.4.4 below)
by reason of any act, error and/or omission arising from or in connection with
professional services, advice, design and or specification relevant to the
service or the contract

Territorial limits

United Kingdom

Period of insurance

The Contractor maintains this insurance from the starting date until twelve
(12) years following Completion the whole of the service or termination of
the contract whichever occurs earlier.

Cover features and extensions
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e Legal liability assumed under contract, duty of care agreements and
collateral warranties,

e Retroactive cover from the date of the contract or retroactive date no
later than the date of the contract in respect of any policy provided
on a claims made form of policy wording.

1.4.6 Principal exclusions

o War related perils,

¢ Nuclear/radioactive risks,

¢ Insolvency of the Insured (as set out in paragraph 1.3.1 above),

e Liability for death, illness, disease or bodily injury sustained by
employees of the Insured (as set out in paragraph 1.3.1 above)
arising out of the course of their employment.
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1 CLIENT’S PERSONNEL SECURITY PROCEDURES

1.1 Mandatory obligations

1.1.1 The Client is required to adopt the personnel security requirements and
management arrangements set down in Security Policy 3: Personnel Security of
Her Majesty’s Government (HMG) Security Policy Framework version 1.1 — May
2018 issued by the Cabinet Office as amended from time to time (the “Security
Policy Framework”).

1.1.2 The Security Policy Framework is available to be downloaded from the Cabinet
Office website. The Contractor familiarises itself with the objectives and principles
embodied within the Security Policy Framework, in addition to the mandatory
obligations extracted from the Security Policy Framework and set down in this
Annex 04 of the Scope.

1.1.3 The Contractor ensures that the appropriate level of personnel security is obtained
and maintained for all Staff in accordance with the Security Policy Framework.

114 The Client notifies the Contractor of any revisions to the personnel security
requirements arising as a consequence of subsequent amendments to the Security
Policy Framework and agrees any remedial action required by the Contractor as a
result of the amendments.

1.15 In addition to the requirements set out in the Security Policy Framework, the
Cabinet Office Efficiency and Reform Group has introduced security requirements
in relation to site admittance, passes and photographs. These requirements are set
out in Part Three of this Annex 4 below.

1.2 Security checks — Minimum requirements
1.2.1 The HMG Baseline Personnel Security Standard (BPSS) forms the minimum-

security check requirements for all Staff whose duties include

e working in any of the Client’s premises, for example survey sites, offices,
Regional Operation Centres (ROC), the National Traffic Operations Centre
(NTOC) and any outstations owned and/ or operated by the Client;

e usage of the Client’s Information Systems or
¢ working unsupervised in any other capacity.

1.2.2 The Client may notify the Contractor of a modification to the categories of Staff
requiring BPSS security checks at any time.

1.2.3 The complete Government guidance document for the BPSS is available to be
downloaded from the Cabinet Office website. The BPSS form and summary
guidance produced by the Client is in section 5 below.
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1.2.4 Procedural and other details for ensuring compliance with the BPSS are set down
in Part One — BPSS Compliance below.

1.3 Security checks — Additional vetting requirement

131 Where Staff require unrestricted access to the Client areas identified in Part Two of
this Annex 4, the Client notifies the Contractor of the appropriate level of National
Security Vetting (NSV) to be carried out.

1.3.2 The Client notifies the Security Team via email that the applicant requires NSV to
be carried out.

1.3.3 Procedural and other details for ensuring compliance with NSV are set down in Part
Two - National Security Vetting (NSV) of this Annex 04.

2 PART ONE - BPSS COMPLIANCE

2.1 Procedures

211 The Contractor undertakes security checks to ensure the confidentiality, integrity
and availability of the Client’s asset (documents and information).

2.1.2 The recruitment controls of the BPSS are required to have been carried out for all
Staff to whom paragraph 1.2.1 above applies prior to their employment on this
contract. The recruitment control process is completed satisfactorily before an
individual

e is issued with a security pass giving unrestricted access to the Client’s
premises;

e potentially has access to the Client’s sensitive, possibly protectively-
marked, information; and

e s given access to the Client’s IT network.

2.1.3 The Contractor takes all necessary measures to confirm that any previous security
checks carried out on existing Staff meets the requirements of the BPSS, either in
full or by exception using the risk management assessment process guidance
contained in the Security Policy Framework.

2.1.4 The Contractor notes that, for existing Staff with more than 3 years continuous
employment and who have not had any access passes or permits revoked in that
time, the requirements for references in the BPSS security check can be deemed
to be discharged by a letter from a Director or Head of Personnel of the Contractor
certifying the same.

2.15 The Contractor rectifies any unacceptable gaps identified between the BPSS and
existing security checking in accordance with the requirements of the BPSS.
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2.1.6

2.1.7

2.1.8

2.19

Any new Staff to whom paragraph 1.2.1 above applies are assessed strictly in
accordance with the requirements of the BPSS.

The Contractor keeps full and auditable records of all security checks carried out
on Staff and makes such records available to the Client or its appointed
representatives for audit purposes upon request.

If:

o the Client discovers any non-compliance with the requirements of the BPSS
from the audit process,

e the Contractor fails to keep full records of security checks carried out on
Staff or

¢ the Contractor fails to make such records available on reasonable request
The Client may

e invoke individual withdrawal of permits or passes to Staff or

¢ invoke systematic withdrawal of permit or passes to Staff

e require that an independent audit of the Contractor’s BPSS security check
procedure is undertaken at the expense of the Contractor and

¢ instruct the Contractor to take the appropriate action to immediately address
any non-compliance with the BPSS notified to it by the Client.

The Contractor that the BPSS does not constitute a formal security clearance. It is
designed to provide a level of assurance as to the trustworthiness, integrity and
reliability of the individual involved.

2.2 Security check process for BPSS

221

2.2.2

2.2.3

The security check process of the BPSS below follows the guidance provided in the
HMG Baseline Personnel Security Standard May 2018.

The BPSS comprises verification of four main elements
e Identity,

e Nationality and immigration status (including an entitlement to undertake the
work in question),

¢ Employment history (past 3 years) and
e Criminal record (unspent convictions only).
Additionally, prospective Staff are required to give a reasonable account of any

significant periods (6 months or more in the past 3 years) of time spent abroad.

The specific requirements for verification of each of the four main elements are set
down in Part Il - The Verification Process of the HMG Baseline Personnel Security
Standard (BPSS). An outline description of the core requirements is included below
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224

but does not relieve the Contractor from its obligation to comply with all the
requirements of the HMG BPSS.

Information collected at each stage of the process is reviewed, assessed and
recorded by the Client in line with the forms contained in Appendix A

e Verification Record,

Nationality and Immigration Status Form,

e UK Home Office’s Employer Checking Service,

¢ Employment History Report Form,

e Her Majesty’s Revenue & Customs (HMRC) Record Check Form and

e Criminal Record Declaration.

2.3 Verification of identity — Outline requirements

23.1

2.3.2

2.3.3

234

2.35

Identity may be verified by physically checking a range of appropriate
documentation (for example, passport or national identification (ID) card together
with a utility bill or bank statement) or by means of a commercially available
identification verification service.

Only original documents should be used for identification purposes, copies are not
appropriate. Electronic signatures should be verified by cross checking to a
specimen signature provided by the individual.

There is no definitive list of identifying documents. The Contractor should note that
not all documents listed in the BPSS are of equal value. The objective is to verify a
document that is issued by a trustworthy and reliable source, is difficult to forge,
has been dated and is current, contains the owner's name, photograph and
signature and itself requires some evidence of identity before being issued (e.qg.
passport or ID card).

National Insurance Numbers (NINOs) can be obtained fraudulently and cannot be
relied on as a sole means of establishing identity or right to work. Temporary
numbers beginning with TN or ending in a letter from E to Z inclusive are not
acceptable.

Where verification of identity is not straightforward, but a decision is nevertheless
taken to employ an individual, the Contractor notifies the Client and records the
matter on the Early Warning Register.

2.4 Nationality and immigration status (including an entitlement to undertake the work
in question) — Outline requirements

24.1

Nationality and Immigration Status may be verified by physically checking
appropriate documentation or, in exceptional circumstances only, by means of an
independent check of UK Visas and Immigration records.
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24.2

2.4.3

The Contractor takes the necessary steps to ensure that an individual has the right
to remain in the United Kingdom and undertake the work in question.

Checks need to be applied consistently and the Contractor needs to be aware of its
obligations under the Equality Act 2010.

2.5 Employment history (past 3 years) — Outline requirements

251

25.2

The Contractor verifies the individual’s recent (minimum of 3 years) employment or
education history, as applicable, by

¢ following up references with previous employers,

e verifying Her Majesty’s Revenue and Customs (HMRC) tax returns or
accountant certified company accounts for self-employment periods,

¢ verifying academic certificates,
e means of a commercially available CV checking service or
e in exceptional circumstances or where there are unresolved gaps, by means

of an independent check of HMRC records.

To ensure that prospective employees are not concealing associations or
unexplained gaps, the Contractor carries out an investigation to address any doubts
over the information provided before proceeding further with the BPSS
requirements.

2.6 Criminal record (unspent convictions only) — Outline requirements

2.6.1

2.6.2

2.6.3

2.6.4

The Contractor should note that the requirement to verify “unspent” convictions
does not apply when the BPSS is being carried out as part of the groundwork for
NSV, where a full check of criminal records (“spent” and “unspent”) are made as
part of that process.

Under the terms of the Rehabilitation of Offender Act 1974, it is reasonable for
employers to ask individuals for details of any “unspent” criminal convictions. The
Act states that if an offender remains free of further convictions for a specified
period (the “rehabilitation period”), the conviction becomes spent. Where
rehabilitation has taken place, the individual is to be treated as if the offence had
never been committed.

The Contractor’s attention is drawn to the basic disclosure certificate check option
available from Disclosure and Barring Service to meet this verification requirement.

Where “unspent” convictions have been disclosed, the Contractor carries out a risk
assessment, which may include the need for legal advice, before proceeding
further.
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2.7 Approval for employment
2.7.1 General guidance and requirements post BPSS verification are contained in Part

2.7.2

2.7.3

2.7.4

IV — Post Verification Process of the HMG BPSS. An outline description of the core
requirements is included below but does not relieve the Contractor from its
obligation to comply with all the requirements of the BPSS.

Subject to paragraph 2.7.3 below and unless advised to the contrary by the Client,
all Staff for whom a completed BPSS has been submitted may be treated by the
Contractor as suitable to undertake the duties referred to in paragraph 1.2.1 above.

The Client ordinarily requires a period of 3 working days from receipt of a fully
completed BPSS security check for its internal approvals process and prior to the
subsequent issue of access permits and passes. The Client may exclude from the
working areas any individual for whom a BPSS Verification Record is not supplied,
is incomplete or is otherwise unsatisfactory.

BPSS Verification Records with a sealed Criminal Record Declaration are assessed
separately on a case by case basis by the Client. The Client advises the Contractor
if the individual has been approved as suitable to undertake all or any of the duties
referred to in paragraph 1.2.1 above.

2.8 Incomplete or unsatisfactory BPSS verification records

28.1

2.8.2

Where a BPSS is incomplete or is otherwise unsatisfactory, the Client advises the
Contractor of the deficiencies and the actions needed to correct them.

The Client contacts the Security team to address any actions needed as a result of
an incomplete or otherwise unsatisfactory BPSS check.

2.9 Renewal of the BPSS

29.1

29.2

293

294

Under most circumstances, renewal of the BPSS is not required.

The Contractor rechecks the immigration status of migrant Staff before their current
right to remain in the United Kingdom expires or within 12 months of the previous
check, whichever is the sooner. These checks are repeated until the employee can
demonstrate an indefinite right to remain in the United Kingdom or until the
employment comes to an end.

The Client instructs the Contractor to carry out additional security checks on any
Staff required to operate in or on a List X premises owned, operated or accessible
by the Client.

If an individual, who has previously been subject of a BPSS check, leaves the
employment of the Contractor and is subsequently re-employed by the Contractor
within twelve months, the original security check authorisation may be reinstated.
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The Client may require additional evidence before reinstating the original security
check authorisation. In all other cases of re-employment, the full BPSS security
check is to be carried out.

2.10 Ongoing personnel security management (“aftercare”)

2.10.1 The Contractor monitors, manages and supports the required behaviours of Staff
who are approved for work on this contract in line with the principles contained in
the Security Policy Framework and reports to the Client immediately if the
continuing suitability of an employee is in doubt.

2.10.2 Where the Contractor reports a case of doubt or the Client considers that the
actions of any individual does not conform to the Client’s required behaviours, the
Client may instruct the Contractor to review the performance of the individual
concerned. The Contractor takes appropriate action in consequence of the review,
which may include

e agreeing a performance improvement plan;
e atemporary suspension of permits and passes; or

e removal of the individual in accordance with the core clause 21.3 of the
NEC4 Term Service Short Contract (TSSC).

2.11 Retention of documentation

2.11.1 The documentation associated with the BPSS security check is retained by the
Contractor until the expiry of the contract period and for a period of twelve months
after the individual has ceased to be employed on this contract.

2.11.2 The Contractor destroys all electronic and paper copies of documentation which it
is no longer required to retain.

3 PART TWO — NATIONAL SECURITY VETTING (NSV)

3.1 Procedures

3.1.1 In all cases, verification of identity and the individual’s entitlement to undertake the
work in question is to be carried out before embarking on NSV.

3.1.2 Other than in exceptional circumstances, NSV is not to be undertaken before the
individual’'s BPSS check has been completed satisfactorily. The Contractor agrees
with the Client, on a case by case basis, any exceptional cases where NSV and
BPSS procedures are required to be carried out in parallel.

3.1.3 The Client determines if any Staff need to undertake NSV in addition to the BPSS
check.
3.1.4 If the Client considers that NSV is required, the Client identifies, manages and

undertakes the necessary vetting at the Client’s expense.
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3.15 Where the Client determines that NSV is required, the approvals process set out in
section 2.7 Approval for employment does not apply, unless the Client instructs
otherwise. Access permits and passes are ordinarily only issued on satisfactory
completion of NSV.

PART THREE - CABINET OFFICE EFFICIENCY AND REFORM GROUP

REQUIREMENTS

4.1 Site admittance

4.1.1 The Contractor submits to the Client details of people who are to be employed by it
and its Subcontractors for the provision of the service. The details include a list of
names and addresses, the capacities in which individuals are employed and any
other information required by the Client.

41.2 The Client may instruct the Contractor to take measures to prevent unauthorised
persons being admitted on to the property affected by the service. The instruction
is a compensation event if the measures are additional to those required by the

Scope.

4.2 Passes

4.2.1 All Staff are required to carry a Client’s pass whilst working in any of the Client’s
premises.

4.2.2 The Contractor submits to the Client for acceptance a list of the names of the people

for whom passes are required. The Client issues the passes to the Contractor. Each
pass is returned to the Client when the individual no longer requires access to the
Client’s premises or after the Client has given notice that the individual is not to be
admitted to any of the Client’s premises.

4.3 Recorded images

4.3.1 The Contractor does not take recorded images, for example, photographs or
videos, of the Client’s premises the service or any part of them unless it has
obtained the acceptance of the Client.

4.3.2 The Contractor takes the measures needed to prevent Staff taking, publishing or
otherwise circulating such recorded images.

5 BASELINE PERSONNEL SECURITY STANDARD (BPSS) CHECK

5.1 Introduction

51.1 Unless advised otherwise it is the Client’s hiring manager who completes a BPSS
check. All Staff, working on the Client’s premises or with its technology, have to be
BPSS approved before it begins working for or with the Client. The BPSS form and
guidance have been produced to assist the Client’s hiring managers undertaking
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checks and to ensure all checks meet the standards set out in the Security Policy
Framework.

5.1.2 The BPSS form and guidance notes are in Appendix A to Annex 4 of the Scope.
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APPENDIX A - BASELINE PERSONNEL SECURITY STANDARD (BPSS) FORM AND

GUIDANCE

3

Baseline Personnel Security Standard Check

h i g hways Appendix A

england

Introduction

Unless advised otherwise it is the Client’s hiring manager who completes a Baseline
Personnel Security Standard (BPSS) check. The Client’s hiring manager for the contract is
the Client. All Staff, working on the Client’s premises or with its technology, have to be BPSS
approved before it begins working for or with the Client. This form has been produced to assist
the Client’s hiring managers undertaking checks and to ensure these checks meet the
standards set out in the Security Policy Framework (SPF) May 2018 and the HMG Baseline
Personnel Security Standard v6.0 — May 2018 (and any subsequent amended versions).

This document contains the BPSS form and guidance notes to assist with the form completion.
Please read the guidance notes fully before starting to complete this form.
This document is split into:

BPSS Form sections:
1. Applicant details and identity verification
2. Nationality and right to work
3. Employment and academic history and personal references
4. Criminal records check
5. Declarations
Guidance notes:

Annex A: General notes

Annex B: Identity verification

Annex C: Nationality and right to work

Annex D: European Economic Area (EEA) countries

Annex E: Employment and academic history and personal references

Annex F: Personal reference template

Please note that if the applicant only requires external email access to Highways England’s
computer systems (known as ZZ account) only sections 1, 2, 3 and 5 need to be completed.
The Client’s hiring manager sends the form to |TSecurityAdvice@highwaysengland.co.uk. A
criminal records check is not required for ZZ accounts.

If the applicant already has BPSS approval from their current employer, they are not required
to complete another check so long as the applicant has remained in this employment
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continuously or has been re-employed by the employer within twelve months of their
resignation. The Client may require additional evidence before reinstating the original security
check authorisation. If the Client’s hiring manager is informed of this by the Contractor, the
Client’s hiring manager needs to email the Security team who checks the applicant’s details
against their records for existing BPSS approvals.

If assistance is required to complete this form, the Client’s hiring manager should contact the
Security team via email on SecurityTeam@highwaysengland.co.uk.
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BPSS FORM

SECTION 1 - Application details and identity verification

1.1 Client’s hiring manager details

Hiring manager’s
name:
Company location:

Telephone number:

1.2 Applicant details

Applicant’'s name:

Gender: Male / female (please delete as appropriate)

Current home address:

Contact telephone
number:

Prospective Highways
England place of work:
Prospective start date:

Position: Contractor / Consultant (please delete as appropriate)

1.3 Identity verification (for the Client’s hiring manager)

The applicant presents the Client’s hiring manager with appropriate documentation to prove
their identity. Annex B — Identity verification provides details of which documents are
acceptable and general guidance on this section. Generally, one document which contains a
photo or 2 documents without photos are sufficient.

Please note the document(s) you have seen below:

Document type: Date of issue:
Country of issue: Date of expiry:
Document type: Date of issue:
Country of issue: Date of expiry:

(please replicate table for each document taken as required)
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SECTION 2 - Nationality and right to work

2.1 Applicant’s details

Nationality (list all):

Are you subject to immigration control? Yes/no (please delete)

If yes, please specify:

Are there any restrictions on your continued residence in the UK? Yes/no (please delete)

If yes, please specify:

Are there any restrictions on your continued freedom to take employment in the UK? Yes/no
(please delete)

If yes, please specify:

Are you subject to the EU Settlement Scheme? Yes/ no (please delete)

If yes, please specify your status under the scheme and provide your EU Settlement Status
verification code for employers:

Settled status/ Pre-settled status (please delete)

Verification code;:

2.2 Nationality verification (for Client’s hiring managers)

The applicant has to provide you with appropriate documentation to prove they have the ‘right
to work’ in the UK. The list of acceptable documents is provided by UK Visas and Immigration
accessible here.

You have to follow their 3-step guide accessible here.

Annex C below contains general guidance on this section.

Annex D below contains a list of European Economic Area (EEA) countries whose citizens
have a ‘right to work’ in the UK.

Please note the document(s) you have seen below:
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Document:

Date of issue:

Review date (if
applicable):

(please replicate table for each document taken as required)
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SECTION 3 - Employment and academic history and references

3.1 Applicant’s employment history (past 3 years)

Please provide details of all the companies or educational organisations you have worked for
or studied at in the last 3 years (whether in the UK or overseas). You need to provide
references from these employers and educational organisations:

Company name:

Company address:

Contact name:

Period of employment:

Company name:

Company address:

Contact name:

Period of employment:

Company name:

Company address:

Contact name:

Period of employment:

(please replicate table as required)
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3.2 Gaps in applicant’s employment history
Please describe any gaps in your employment including time spent in full-time education,
any foreign travel or periods of unemployment within the past 3 years:

3.3 Employment verification (for Client’s hiring managers)

You need to obtain confirmation from all the companies listed, as well as letters from
schools/ academic institutions and passport visas to confirm overseas travel. Annex E
below provides guidance on this section.

Please answer the 3 sections below:

a) Please confirm that you have verified employment with all the companies listed: Yes/no
(please delete)

If no, please explain why this was not possible:

b) Please confirm the documents you have seen which verify any gaps in employment:

Document:

Date of
issue:

(please replicate table as required)

c) If you have obtained a personal reference, please record the referee’s details below:

Referee:

Relationship
to applicant:

Address:
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SECTION 4 - Criminal record check

4.1 Information for applicants

The Client requires a criminal record check to confirm if you have any unspent convictions.
You do not need to tell us about any spent convictions.

A basic Disclosure and Barring Service (DBS) check is the criminal record check available for
people living or working in England and Wales. If you have been living or working in Scotland
or Northern Ireland for over 6 months in the last 3 years, another criminal record check is
applied for. Full details on how to apply can be found here.

Once you have applied, please keep a copy of the reference number to provide to your hiring
manager.

Further details on what information is included on each certificate are on the relevant website.
Itis helpful to tell your hiring manager about offences that are shown on your certificate, before
your certificate arrives.

4.2 Criminal records check verification (for Client’s hiring managers)

The applicant has to provide the Client’s hiring manager with either:

e evidence that the application for the certificate has been submitted (e.g. reference number
or screen shot); or

e arecent (issued within 3 months) original criminal records certificate; or

e an older original certificate if the applicant still works for the same employer and the check
was carried out as part of their employment.

Please note the document you have seen below:

Document:

Date of
issue:
(please replicate table as required)

If the application has only just been made, hiring managers need to make sure they review
the certificate when it arrives. If hiring managers are unsure about any of the details shown
on the certificate, please contact the Security team.

An overseas criminal record certificate is required if the applicant has been outside of the UK
for a period of 6 months or over in the last 3 years. The Security team can provide guidance
on how to obtain these certificates.
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SECTION 5 - Declarations

5.1 Applicant’s declaration:

| declare that the information | have given on this form is true and complete. In addition, |
understand that any false information or deliberate omission in the information | have given
on this form may prevent me from working with the Client. | will notify the hiring manager of
any material changes to the information | have provided.

Name:

Signature:

Date:

5.2 Client’s hiring manager’s declaration:

| certify that in accordance with the requirements of the BPSS, | have examined the documents
listed on this form and can confirm that the applicant has satisfied the requirements in all
sections.

| have made available to the applicant the appropriate privacy notice (see Guidance Notes -
Annex A below), which informs the applicant as to their statutory rights under the Data
Protection Act 2018 and General Data Protection Regulation.

Name:

Signature:

Date:
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GUIDANCE NOTES

Annex A
General notes
e The Client’s hiring manager has to see original documents, copies are not acceptable.
e At all times, the Client’s hiring manager needs to check that birth dates, signatures and
photos match the individual and across documents presented. If any discrepancies are

found, please contact the Security team for advice.

e The Client’s hiring manager has to comply with the Data Protection Acts and General Data
Protection Regulation (GDPR), therefore

» remember to delete any electronic versions of this form/ personal documents and
securely destroy paper copies of documents when they are no longer relevant. UK
Visas and Immigration provides advice on how long to keep copies of nationality and
right to work documents here and

» issue the applicant with the latest Highways England BPSS Privacy Notice document.

e Once the applicant starts work, the Client’s hiring manager needs to email the Facilities
helpdesk to request that the applicant’s photo is taken for their Client’s premises pass and
an induction to the relevant premises is undertaken.

o If the Client’s hiring manager is not located in the same premises as the applicant, the
Client’s hiring manager needs to make sure there is someone available to greet the
applicant at reception and undertake a new starter induction. The Client’s hiring manager
needs to make sure that reception is aware of the date the applicant is starting work.

If the Client’s hiring manager has any questions regarding this form or the BPSS check itself,
the Security team can be contacted for assistance. If the Client’s hiring manager would prefer
to speak to someone, please state this in your email and a member of the Security team will
call you as soon as they can.
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Annex B

Applicant details and identity verification

Generally, one document which contains a photo or two documents without photos provides
adequate proof of identity. However not all documents are of equal value; listed below are
some examples of documents that are from reliable sources, are difficult to forge and are
dated. Documents with an expiration date have to be current and all others should have been
issued within the last 6 months.

Good examples of identity documents that contain a photo are:
e Current UK photo-card driving licence and
e Current passport.

If the applicant is a citizen of the United Kingdom, Switzerland or one of the European
Economic Area countries (see Annex D), their passport can also be used as proof of their
‘right to work’. This means that no additional documentation is required to prove nationality.

Following the UK leaving the EU on 31st January 2020, there will be no change to the rights of
EEA nationals until the end of the planned implementation period on 30 June 2021.

EEA nationals who receive settled or pre-settled status under the EU settlement scheme have
the right to work in the UK.

Good examples of identity documents without photos include:

Birth, adoption or gender recognition certificate,

Marriage licence, divorce (decree absolute) or annulment papers,

Current full UK driving licence (old ‘paper’ version),

A recent utility bill (issued within the last 6 months),

A council tax bill (valid for the current year period),

Bank, building society or credit union statement (issued within the last 6 months) or

passbook containing the applicant’s current address,

e Current benefit book or card or original notification letter from the DWP confirming the right
to benefit (these documents are not required to be dated within the last 6 months) and

e Police registration document or HM Forces identity card.

This is not an exhaustive list and if none of these documents are available, please contact the
Security team for further advice.

What to look for when examining documents:

e The documents shown to you have to be the original documents. If you are unsure,
consider comparing them to other examples you may have to hand if applicable. Otherwise
please consult Her Majesty’s Passport Office guidance for checking UK Passports here,

¢ Examine the documents for alterations or signs that the photograph and signature have
been removed and replaced,

e Check that any signature on the documents tallies with other examples in your possession.
If you’re unsure, ask the applicant to sign something in your presence,

o Check that details given on the documents corresponds with what you already know about
the individual and

e Check the date of issue on each document. If all documents are newly issued and there
are only minimal references available which do not cover the last three years’ employment
records, please contact the Security team for more advice.
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If you have any doubts about the documents you have been given, please contact the Security
team, before discussing your concerns with the applicant.

Young Applicants

It can be difficult for young applicants to supply most of the documents listed above. If this
appears to be a genuine problem, ask the applicant to supply a passport-sized photo,
endorsed on the back with the signature of someone of standing in the applicant’'s community,
e.g. a justice of the peace, doctor, member of the clergy, teacher etc. The signatory should
have known the applicant for a minimum of three years.

The photo has to be accompanied by a signed statement from the signatory giving their full
name, address and phone number and confirming the period they have known the applicant.
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Annex C

Nationality and right to work

The current advice from UK Visas and Immigration on nationality and right to work in the UK
is available on their website.

In addition, please note:

e The Client’s hiring manager has to be satisfied that each document produced relates to
the applicant, and you will need to check that all documents contain the same date of birth,
photo and the applicant’s appearance looks the same across documents presented,

e It is not necessary to send copies of these documents to the Security team. However, if
the Client’s hiring manager is unsure or unfamiliar with the documents it has been given,
the Security team are available to advise further. Please email the Security team in the
first instance and, if required, the Client’s hiring manager will be asked to scan the relevant
parts of the documents in question and send it to the team for their review.

e The UK Visas and Immigration website provides advice on how long to keep copies of
nationality and right to work documents here.
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Annex D

European Economic Area (EEA) Countries

Citizens of the United Kingdom, Switzerland or one of the following European Economic Area
(EEA) countries, have the right to work in the UK. Further information is available here.

Following the UK leaving the EU on 31st January 2020, there will be no change to the rights of
EEA nationals until the end of the planned implementation period on 30 June 2021. EU
nationals will continue to be able to use the documents listed in this section as proof of their
right to live and work in the UK until the end of the planned implementation period.

EU nationals who receive settled or pre-settled status under the EU settlement scheme have
the right to work in the UK.

Austria
Belgium
Bulgaria
Cyprus
Czech Republic
Denmark
Estonia
Finland
France
Germany
Greece
Hungary
Iceland
Ireland

Italy

Latvia
Liechtenstein
Lithuania
Luxembourg
Malta
Netherlands
Norway
Poland
Portugal
Romania
Slovakia
Slovenia
Spain
Sweden
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Annex E

Employment history and personal references

o All employment history should be confirmed with previous employers, including overseas
appointments (where the applicant was abroad for over 6 months).

¢ Where an individual is or was self-employed, references can be obtained from previous
clients and companies the individual has provided services or works to acting as a
consultant or contractor. The Client’s hiring manager should treat each case on its own
merits and, where required, may request further evidence in the form of HMRC tax returns,
accountant’s certified company accounts or use the process for personal references
below.

o Atemplate to send to previous employers and personal referees can be found in Annex F
below. However most companies will now only provide official confirmation of when an
individual worked for them (on letter headed paper). This is acceptable.

e Reasonable steps should be taken to ensure that the reference is genuine. References
that are handwritten, not on letter headed paper, contain spelling or grammatical errors or
is just not convincing for any reason, should be followed up directly with the individual(s)
providing the reference.

o |f the applicant has been unemployed, or its previous employer is no longer in business, a
personal reference can be obtained instead (see below). This is not necessary if the period
involved is less than 6 months long.

o Ifthe applicant has only worked for one organisation in the last 3 years, then one reference
from this company is sufficient.

e Where an applicant has been in full time education during the period, confirmation of this
has to be obtained from the relevant school or other academic institution.

e Where an applicant has been overseas during the last 3 years, it is sufficient to see the
entry visa for the country stated (this only applies to citizens which do not hold an EEA
passport or EU settlement status). Some countries no longer issue exit visas.

e Where a young person has difficulty in providing both evidence of identity and adequate
referee coverage, it may be appropriate to obtain both from the same referee.

Personal references

o Personal references are acceptable when no other reference is available. In the event of
prolonged unemployment lasting 3 years or more, one personal reference covering a
period of 3 years is required. Family members (including in-laws) are not suitable for
references.

¢ The applicant should provide the details of someone of professional standing (e.g. solicitor,
civil servant, teacher, accountant, bank manager, doctor, officer of the armed forces) who
has sufficient knowledge of the applicant to provide a considered reference. If the applicant
is unable to nominate such a person, then references should be obtained from personal
acquaintances. Personal acquaintances cannot provide references if they are involved in
any financial arrangements with the applicant.
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Annex F

Personal reference template

[The Client’s hiring manager can use this template to send to both previous employers and personal
referees. The hiring manager will need to include a covering letter, explaining that they are requesting this
information in relation to the applicant’s proposed role working for or with the Client.]

Dear

SUBJECT: [insert applicant’s name]

1. Over what period have you known the subject and in what capacity?

Date from: Date to:

Capacity:

2. Are you related to the subject? If so, please state your relationship.

3. Are you involved in any financial arrangements with the subject?

YES/ NO (please delete)

4. Do you believe the subject to be honest, conscientious and discreet?

| declare that the information | have given on this form is true to the best of my
knowledge.

Name:

Signature:

Date:

Address:

Telephone number:

Email address:
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1 CUSTOMER REQUIREMENTS
1.1 Consideration of others
1.1.1 The Contractor

e registers the service under the Considerate Constructor Scheme and

e complies with the Considerate Constructor Scheme’s Code of
Considerate Practice in Providing the Service (See Link in Annex

02).
1.2 Customer Service
121 The customer is any person or organisation that uses or is affected by the

service, including:
e road users,
e communities and community groups,
e tenants and persons and organisations that lease from the Client and

o the public impacted by the service.

1.2.2 The Client has published an overarching Customer Service Strategy (See
Link at Annex 02), which sets out the approach to improving works and
services provided to its customers. The Contractor collaborates with the
Client to support the successful delivery of this strategy. Key aspects of this
strategy include

¢ consistently effectively and efficiently Provide the Service; working to
manage delays and make journeys as safe and stress free as
possible,

e improving our service and network; being more effective in the way
we operate, maintain and improve our roads and

e developing our relationships with customers; building strong dialogue
with our customers and communities, providing information to help
people make the best choices and understanding the needs and
expectations of the customer.

1.2.3 The Contractor notifies the Client of any customer service issues and
provides support in the mitigation of any negative consequences that could
affect the delivery of the service or achievement of the aims and objectives
in the Customer Service Strategy.

1.2.4 The Contractor embeds throughout its workforce an understanding of Client
imperatives, values, culture, strategy and objectives. Awareness is fostered
at every opportunity including at; on-boarding and induction, performance
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1.25

1.2.6

1.2.7

1.2.8

1.2.9

1.2.10

1.2.11

1.2.12

1.2.13

reviews, site meetings and through delivery of learning and development
opportunities including Client e-learning (once available).

The Contractor ensures that Client customer requirements are cascaded to
and adhered by the extended supply chain.

The Contractor delivers Client customer service requirements fully
inclusively and accessibly and that this is evidenced within the Inclusion
Action Plan (See Link in Annex 06).

The Contractor reviews their policies, procedures and processes to ensure
that there are no adverse customer equality impacts throughout delivery of
the service on protected characteristics or affected groups.

Not used
Not used

The Contractor provides any information that is needed to enable the Client
prepare statements or responses to questions or issues raised by or on
behalf of any customer. The Contractor provides such information within any
time periods which may be imposed by the Client (acting reasonably having
regard to the purpose of the provision of the information requested and to
the nature and extent of the information requested). If the Contractor cannot
provide the required information to support the Client’s response, the
Contractor immediately notifies the Client, detailing the reasons.

The timescales are to be those as listed in the corporate customer
complaints process (See Link at Annex 02).

The Contractor implements the principles as set out in the Client’s
‘Roadworks A Customer View’ (See Link at Annex 02). Alongside this, the
“dynamic roadworks vision” is an aspiration for all projects, with a view to
achieving it by the end of Road Investment Strategy 2 (RIS2). The Client
recognises that a balance needs to be made with cost and time constraints.
Any deviations from implementing the principles set out in “Roadworks A
Customer View” are to be agreed with the Client.

The Contractor innovates and challenges the conventions traditionally used
to design and manage traffic to help deliver better outcomes on its network
and for local communities affected by diversion routes.

The Contractor will minimise impact to customers while delivering the
service. The Contractor is to take all necessary actions to ensure that drivers
and road users are aware of the road works, lane closures and disruptions
to their trips before commencing their journeys with the earliest possible
notice in line with Network Occupancy Management System requirements.
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The Contractor contributes to the traffic management communications plan
of the start of planned works in which key messages, communication
channels and target audiences are to be identified and which sets out the
processes and procedures for communications.

The Contractor is to contribute to engagement with the local and wider
community, including businesses, to listen to their views and concerns and
formulate solutions on an ongoing basis as part of the traffic management
approach striving and demonstrating continuous improvement and customer
engagement.

1.2.14 Not used

1.2.15 Not used

1.2.16 Not used.

1.2.17 Not used

1.2.18 Not used

1.2.19 The Contractor records performance against customer and stakeholder
performance metrics in accordance with section S 341 (Performance
measurement) of the Scope within the performance strategy.

The Contractor assures that all current and future Customer Service
Standards are complied with throughout the delivery of the service.

1.2.20 The Client may conduct customer audits of the Contractor’s policies,
procedures and practices at such times as required. The Contractor
cooperates with such requests and provides all information requested by the
Client.

1.2.21 During the life of the contract, the Client may suggest recommendations to
the Contractor’s quality plan to improve customer service assurance. The
Contractor implements these recommendations or responds to the Client
giving reasons why they are not accepted.

1.3 Customer Relationship Management

1.3.1 The Client operates customer relationship management (CRM) system for
managing all stakeholder and customer correspondence. Details of
Information Systems can be found in Annex 09. The Contractor uses the
Client’'s CRM system in managing all stakeholder and customer
correspondence.

1.3.2 The Contractor liaises with the Client to ensure that appropriate staff
receives CRM training.
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1 PEOPLE STRATEGY

1.1

111

1.2

121

EQUALITY DIVERSITY AND INCLUSION

The Contractor assists the Client in the achievement of its equality, diversity
and inclusion (EDI) objectives. The Client’s objective is to embed principles
of equality, diversity and inclusion into all areas of its business, driving real
change in how it works with its customers and communities, its supply chain
(at any stage of remoteness from the Client) and its employees.

The Client believes that to achieve its vision of being the world’s leading road
operator it needs to better understand and meet the different needs of its
large and diverse customer base and factor these needs in to the design and
delivery of its service.

This requires the Client to work collaboratively with its supply chain (at any
stage of remoteness from the Client) so that its workplaces are inclusive, and
the strategic road network is accessible and integrated for both its users and
communities living alongside the network.

The Client therefore requires the Contractor to demonstrate how it develops
an iterative approach in supporting the Client and in meeting its equality,
diversity and inclusion objective throughout the service.

The Client also believes that to achieve outstanding performance it needs to
attract, recruit, develop and retain talented people from all groups within the
active labour force and then work to ensure an inclusive environment in
which all can thrive.

The Client expects its supply chain (at any stage of remoteness from the
Client) to share and promote the same values in terms of equality, diversity
and inclusion as well as supporting its wider vision.

Inclusion Action Plan

The “Inclusion Action Plan” (IAP) (see template in Appendix A below) covers
the key areas of EDI.

The IAP focuses attention throughout the service on

e gathering diversity and inclusion intelligence,

e analysing this intelligence to identify opportunities to improve and

o developing, delivering and evaluating an action plan considering the
above.

This will enable the Client and its supply chain (at any stage of remoteness
from the Client) to identify and deliver opportunities, creating tangible
benefits which will make visible difference in the priority performance areas

e to create an inclusive working culture, practice and environment that
leverages the performance advantage that diversity can bring,
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to understand the diverse needs of our customers/ communities and
ensuring appropriate action is taken to be ‘a good neighbour’
throughout the life of the Client’s contracts and

by holding themselves and the supply chain (at any stage of
remoteness from the Client) to account in delivering the above.

The Contractor ensures that the IAP is accompanied by relevant contextual
information and relates specifically to the contract. The Contractor can
append key relevant policy documents such as its equality and diversity
policy (or equivalent) to the IAP. The IAP relates specifically to the
Contractor’s business.

1.2.2 The IAP names an individual from the Contractor to act as the EDI lead to

be responsible for ensuring the implementation and on-going
development of the IAP,

ensure quarterly reports and information are provided as required,
facilitate continuous improvement reviews and

act as a single point of contact on all matters concerning EDI.

123 The Contractor prepares an IAP in accordance with the template provided in
o Appendix A and submits it to the Client for acceptance prior to the Access
Date to demonstrate how it develops an iterative approach to supporting the

Client in meeting its EDI objectives throughout the service.

1.2.4

All relevant information for the submission is to be included and the total IAP

does not exceed 20 pages except for any appendices. Any appendices only
include relevant policies as any other information will not be considered.

The IAP includes

current EDI position/ baseline - what does the Contractor’s baseline
data say about where it is (this provides some guidance as to the
additional actions to be taken or actions to be dis/continued),

action/ task — what the Contractor does to meet the requirements,
when does this happen — when does the Contractor take the action
specified above,

responsible officer — who within the Contractor’s organisation is
responsible for this action,

resource - the Contractor considers the resources needed to act
over and above the responsible officer and

measure of success (outcome/ key performance indicators (KPIs)) —
what does success look like? How does the Contractor know it has
made a tangible difference? What difference has this activity made?

125 A reason for the Client not accepting the IAP is that

it does not demonstrate how the requirements will be passed down
to any subcontractor (at any stage of remoteness from the Client),
it does not demonstrate how the Contractor

Revision 0

Page 5 of 17 October 2020



1.2.6

13

131

Highways England Scope
Technical Surveys and Testing Annex 06

o attracts, recruits and retains a greater diversity of new
entrants to the sector,

o ensures the working culture, practice and environment is
inclusive,

o considers and understand the diverse needs of customers
and neighbouring communities,

o holds itself and any subcontractor (at any stage of
remoteness from the Client) to account in delivering the
plan,

o monitors and evidences year on year improvements or

it does not meet the aims of the equality duties contained within the
Discrimination Acts and set out in section S 331 Discrimination of
the Scope.

Each quarter, the Contractor prepares a progress report against the IAP and
provides a copy to the Client within 14 days of the end of each quarter. The
Client’s Collaborative Performance Framework (CPF) team will review and
score the IAP in line with the Collaborative Performance Framework (CPF)
metrics.

Employment and Skills

The Contractor ensures that the skills, resources and capabilities are in
place, in its own organisation and throughout its supply chain (at any stage
of remoteness from the Client), to deliver the service and performance
required including

quantifying and delivering on any new employment opportunities that
is generated whilst Providing the Service and outlining how the
Contractor and its supply chain (at any stage of remoteness from the
Client)

o attract new people to apply, giving particular consideration to
attracting under-represented groups that have not historically
seen the sector as a career option, for example, women,
Black Asian and minority ethnic, the long term unemployed,
those not in employment, education or training (NEETSs) and
people with disabilities and

o recruit new people into the sector.

identifying and delivering on opportunities to develop and deploy new
skills that will improve performance against the Client’s key
performance indicators and imperatives (see Scope section S 341
and Scope Annex 02). This should include those new skill areas
outlined in the Transport Infrastructure Efficiency Strategy (see
Scope Annex 02) and

identifying and delivering on opportunities to improve perceptions of
careers within the highways sector including through outreach, work
placements/ experience and apprenticeships to develop a new talent
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pool for the sector. This includes but is not limited to assisting the
Client in delivering on its commitments in relation to the Transport
Infrastructure Skills Strategy: building sustainable skills.

1.3.2 Within 4 weeks of contract award, the Contractor prepares and submits the
“‘Employment and Skills Plan” (ESP) in accordance with the template in
Appendix B to the Client for acceptance.

1.3.3 A reason for the Client not accepting the ESP is that it does not

e demonstrate how the Contractor complies with the contract,

e demonstrate how the requirements will be passed down the supply
chain (at any stage of remoteness from the Client),

e clearly define outputs and how they will be measured and
e meet or evidence how the Contractor

o attracts, recruits and retains a greater diversity of new entrants
to the sector,

o holds itself and its supply chain (at any stage of remoteness
from the Client) to account in delivering the plan or

o monitors and evidences year on year improvement.

134 The Contractor appoints an individual as employment and skills lead to

e be responsible for ensuring the implementation, on-going
development of the ESP,

e ensure quarterly reports and information are provided as required,
o facilitate continuous improvement reviews and

e actas a single point of contact on all matters concerning employment
and skills for the service.

1.35 The Contractor submits to the Client for acceptance an annual report of the
Contractor’s workforce planning and development data using the template in
Appendix C twelve months after submission of the ESP, and every 12
months after that Until the end of the Service Period.

1.3.6 A reason for the Client not accepting the workforce planning annual report is
that it does not demonstrate how the Contractor

e complies with the contract,

o complies with any guidance issued by the Client,

e supports the aims of the Transport Infrastructure Skills Strategy:
Building Sustainable Skills or

e successfully addresses any shortfall in staff skills within the
Contractor or its supply chain (at any stage of remoteness from the
Client).
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1.3.7 The Contractor facilitates the Client, in undertaking continuous improvement
reviews of all information regarding the Contractor’s progress in delivering
against the provisions of employment and skills requirements including

e ensuring that its supply chain (at any stage of remoteness from the
Client) maintain and retain records relating to the ESP and their
compliance with the contract and

e granting or procuring the grant of access to any

o premises used in the Contractor’s Providing the Service
whether the Contractor’s own premises or otherwise and

o equipment (including all computer hardware and software
databases) used (whether exclusively or non-exclusively) in
Providing the Service, wherever situated and whether the
Contractor’s own equipment or otherwise and

o complying with the Client’'s requests for access to senior
personnel engaged in Providing the Service.

14 Skills and Apprenticeships

1.4.1 The Client is required to monitor and report to the Department for Transport (DfT) on
apprenticeships created and in place in the delivery of their programme. To support
this the Contractor delivers new apprenticeships on the contract and submits to the
Client, on a quarterly basis, the apprenticeship report as detailed in Appendix D. The
due dates for this reporting will be confirmed to the Contractor by the Client after the
Contract Date.
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15 Appendix A — Inclusion Action Plan (IAP)

Name of Start Finish Client:
Contract: Date: Date: ’

INTELLIGENCE

Objective 1: To create an inclusive working culture, practices and
environments that enable everyone to perform to their full potential.
Objective 2: Consider and value the diverse needs of customers and
neighbouring communities at all stages of the contract.

Objective 3: Develop wider supply chain capability around EDI.

Data

Analysis

Priorities
for
Action
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INCLUSION ACTION PLAN

Inclusion |[Baseline |Action/task |When|Responsible|Measure of

objective |position — [to meet Officer success
how and |[requirements (MoS) —
what did what
the difference
Contractor has this
use to get made?
here?

Employment — outline the steps the Contractor will take to create a working
environment and culture that enables everyone to perform to their potential.

Customer and communities — outline the steps the Contractor will take to
genuinely consider the differing needs of customers and neighbouring
communities when making decisions throughout the life of the project.

Governance and accountability - describe how the Contractor will hold itself
and thoseinits supply chain to accountin delivering the IAP and monitoring
the difference made in relation to the above.

1.6

Appendix B — Employment and Skills Plan (ESP)

The ESP is comprised of four sections

section 1 - Workforce Planning and Development Data,
section 2 - Methodology,
section 3 - Statement of Outputs and

section 4 - Implementation Action Plan.

Section 1 — Workforce Planning and Development Data
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This section includes analysis and reports on workforce planning and development data for
the Scope. This analysis includes as a minimum

an assessment of supply and demand of people capacity and capability needed to
deliver the service including through its supply chain (at any stage of remoteness
from the Client),

a forecast of annual gaps in people capacity and capability for the duration of the
service, with quarterly updates and identification of those gaps that are critical using
the occupational descriptors (see link in Annex 02),

a baseline workforce diversity profile,
an assessment of market intelligence on supply of labour within the market and

preferred employment and skills solutions to address capacity and skills gaps.

Section 2 - Methodology

This section describes

how the commitments in the Tender Commitments Register are to be delivered and
built on,

how the Contractor community (trade contractors, subcontractors, partners working
on the contract) have been engaged in the development and their support secured
for subsequent delivery of the plan and

how the target outputs as set out in the ESP have been identified.

Section 3 — Statement of Outputs

This section includes a statement of all outputs to be delivered as part of the ESP. This
includes

improvement in its inclusive recruitment capability verified by a recognised inclusive
recruitment specialist,

the greater of either

o one apprenticeship for every £3M by which the Price for Work Done to Date
is forecast to or actually changes (whichever is the greater) or

o 2.5% of the total workforce forecast to be or actually engaged on the contract
(whichever is greater),

guantification of each of the outputs scheduled in table 1 below, influenced by the
needs of the service and the context and how these will be delivered and

in delivering on the apprenticeship targets, the Contractor assists the Client in its
commitment to increasing the diversity of the sector’s workforce and to contributing
to achieving the Transport Infrastructure Skills Strategy: Building Sustainable Skills
ambition of

o 20% of new entrants to engineering and technical apprenticeships to be
female by 2020, achieving parity with the working population by 2030,
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o meeting the government’s target for the number of Black, Asian and Minority
Ethnic candidates undertaking apprenticeships and

o identification and quantification of any additional outputs not schedule in
table 1 and how these will be delivered.

TABLE 1: OUTPUT TYPE, PRIORITY & DEFINITION

Output type Priority Area Definition

Worklessness

Workless job start (26 A new job start, sustained for at least 26

weeks sustained) weeks, where the candidate was
previously workless prior to being
employed.

Workless graduate job A graduate job start where the candidate

start was previously workless.

Apprenticeships

Apprenticeship start New Staff recruited as an apprentice into
the workforce and enrolled on an
approved apprenticeship standard (see
Annex 02) relevant to the delivery of the

service.
Existing An existing member of Staff who is
apprenticeship enrolled onto an approved apprenticeship

standard in order to up skill the workforce.

Job Creation

Job start A new job start for an individual recruited
as a result of the contract. This could
include a graduate job start (non
workless).

Educational/Career Support

Placement position A position intended to enable an individual
to learn, develop or enhance their
knowledge and skills in an industry or job
role by providing a short work experience
placement.
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Number of individuals supported to attain
professional registration and status in
agreed critical skills shortage disciplines
at no cost to the individual. This includes
registration at technician, incorporated
and chartered levels.

Professional status
attainment

Sector skills
qualifications
attainment

Number of individuals supported to attain
technical or occupational skills relevant to
the delivery of the service at no cost the
individual.  This includes  National
Vocational Qualifications (NVQs), health
and safety qualifications and leadership
gualifications.

School engagement

Education activities that enhance the
reputation of the sector and support
schools and school students by raising
awareness of and interest in the
educational and employment
opportunities in the industry.

The following outputs assist the Contractor in achieving the objective

1. shared training initiatives such as Shared Apprenticeship Schemes (see Annex 02).

Section 4 — Implementation Action Plan

This section is an action plan detailing

¢ the actions the Contractor plans to take to deliver on the objectives,

« what the milestones are to complete these actions,

« when these milestones are to be delivered,

e what outputs and outcomes it expects to achieve and

e who is responsible for delivering each action.

The Implementation Action Plan details

e how compliance is supported, managed and monitored throughout the Contractor
and its supply chain (at any stage of remoteness from the Client) working on the

contract,

o how the effectiveness of the plan is evaluated, lessons learned, captured and shared
to improve employment and skills practice by the Contractor for the contract and for

future contracts and

e how the Contractor intends to build capability to deliver inclusive recruitment.

In relation to improving inclusive recruitment capability the plan includes how the Contractor
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e reviews attraction and recruitment policies and procedures to ensure the eradication
of practices that are discriminatory, create unfair conditions of employment or create
unequal rates of pay that cannot be justified,

e identifies and removes existing and potential barriers, as outlined in ‘Recruiting for
Success’ (see link at Annex 02), which result in disproportionate impacts at different
stages of the recruitment process (job design, role descriptions, job adverts,
application, shortlisting, interview and hire) whether by the Contractor or its supply
chain (at any stage of remoteness from the Client,

e engages in outreach activity and publicises vacancies to encourage applicants from
a diverse range of groups. This includes how the Contractor analyses the local
demographic and works with relevant partners to ensure that employment
opportunities contribute as effectively as possible to local economic growth and that
the workforce used to Provide the Service becomes increasingly reflective of the
diverse communities served by the service,

e uantitatively and qualitatively monitors and reports on the effectiveness of its
attraction, recruitment and promotion activity by protected characteristics,

e gains external verification from a recognised inclusive recruitment specialist of the
inclusiveness of its recruitment practice,

e reviews and supports each of its subcontractors to adopt and implement an inclusive
attraction and recruitment policy and action plan in respect of its respective
workforces engaged in the performance of the contract and

o collaborates with the Client and other suppliers to effectively share good practice,
learn from experience and find new ways to attract and recruit a workforce that
reflects the diverse communities to be served by the Road Period.
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1.7

Appendix C - Workforce Planning template and guidance

The workforce planning annual report consists of the following two sections

progress in the previous 12 months and

plan for the next 12 months.

Progress and current position

an assessment of the Contractor’s performance against targets set for the last 12
months with supporting evidence and details explaining any variance from plan,

a workforce diversity profile showing change in the past 12 months and any variance
from the plan,

a revised assessment of supply and demand people capacity and capability needed
to deliver the service including through its supply chain (at any stage of remoteness
from the Client) and

a revised assessment of market intelligence on supply of labour within the market.

Plan for the next 12 months

a revised forecast of annual gaps in people capacity and capability,
an update of preferred employment and skills solutions to address capacity and
skills gaps,

a forecast of annual gaps in people capacity and capability for the duration of the
service, with quarterly updates and identification of those gaps that are critical using
the occupational descriptors (see link at Annex 02) and

a narrative explaining the changes that have been proposed and how they will
deliver the intended results.
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1.8

Appendix D - Reporting template and guidance for apprenticeships

The Contractor ensures that the Client can identify all apprentices individually appointed
under the requirements of the contract and provides a rolling three-month monitoring report
to the Client within five working days of the start of each calendar month detailing
performance against the annual proposal in respect of each apprentice appointed or
proposed to be appointed under the contract but who has not completed the apprenticeship,
including

number of apprenticeships to be started that month,

actual and planned start dates for existing and proposed apprenticeships,
postcode of workplace,

gender,

ethnicity,

level of apprenticeship (1 — 7) in accordance with table 1 below as set out in the UK
Government’s “A_guide to apprenticeships” publication of March 2019 (and as
amended),

apprenticeship framework or standard,

occupation of apprenticeship (reported against the Standard Occupation
Classification (SOC) 2020 codes),

category of apprenticeship,
planned apprenticeship finish date,
whether the apprentice is still engaged on Providing the Service and

national insurance number.

Table 1 — Description of apprenticeship levels

Name Level Equivalent
educational level

intermediate 2 5 GCSE passes at
grade A*-C or 9-4

advanced 3 2 A level passes/ Level
3 Diploma/
International
Baccalaureate

higher 4,5,6and7 Foundation degree
and above

degree 6and 7 Bachelor's or master’s

degree
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The Contractor submits their return using the apprenticeship data collection form (see
Annex 02).
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1 INFORMATION SYSTEMS

1.1 General Requirement

1.1.1 This Annex sets out the requirements in respect of Information
Systems, including systems that

e are developed, procured, provided and made available to the
Client by the Contractor for the purposes of performing the
information requirements under the contract,

e are developed, procured and provided by the Contractor
relating to its own corporate business and operations of
performing the information requirements under the contract,

e are provided or made available by the Client for use by the
Contractor for the purposes of performing the information
requirements under the contract and

e are likely to be provided or made available by the Client for use
by the Contractor for the purposes of performing the
information requirements under the contract.

1.1.2 To the extent that the Contractor is required to create or maintain any
information under the contract in electronic format, the Contractor
ensures that, at all times

e such a format is agreed with the Client,

e such information is maintained to allow fast and efficient
electronic transfer of information to the Client or Others without
additional expenditure by the Client or Others, or the need for
complex or expensive procedures or processes, and in any
event in such format as complies with the Client’s requirements
for such transfer,

e such information is backed-up and copies are held in off-site
storage in accordance with procedures agreed with the Client
and

e it implements and complies with (and ensures that its Sub
Contractors implement and comply with) all procedures for
information back-up and off-site storage referred to in this
paragraph.

1.1.3 The Contractor maintains all its Information Systems so as to enable
its

e segregation from any other computer or electronic storage
devices, systems, materials or information of the Contractor
and
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transfer to the Client or an Incoming Consultant,

efficiently and without additional expense or delay immediately on
termination or expiry of the contract.

1.2 Contractor Information Systems

1.2.1 The Contractor at the starting date

e has in place and provides or makes available to the Client,
appropriate Information Systems (and relevant hardware
required to use such Information Systems) of the type set out
in section 1.9, to comply with the Client information
requirements and the contract management information
requirements,

¢ has in place Information Systems (electronic or otherwise) of
the type set out in the non-exhaustive list in Table 1, to comply
with the Contractor information requirements concerning its
own corporate business and operations and

e has proof of compliance with the HMG Security Policy
Framework (SPF) (see link in Annex 02) in respect of those
Information Systems.

1.3 Client Information Systems & Training

1.3.1 Unless otherwise agreed with the Client, the Contractor uses and
interfaces with the Client’s current systems (Table 2, in 1.10 below)
and new systems (Table 3) when available.

The Client provides relevant training for all relevant systems provided
by the Client that are listed in this Annex.

The Contractor proposes a list of appropriate Staff to be trained for
each requirement for acceptance by the Client. The Contractor liaises
with the Client to programme the training to optimise efficiencies.

1.4 Access Requirements to Information Systems provided by the Client

1.4.1 Gateway access requirements

The Business Information Gateway or its successor (the Gateway) is
the interface through which

e the Contractor is required to access the Client’s business IT
network and the Client Information Systems and

e the Client may access one or more of the Contractor’s
Information Systems and documents.

1.4.2 Unless otherwise agreed with the Client, the Contractor connects to
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143

144

145

the Gateway, using a virtual private network specified by the Client.

The Contractor

applies to the Client for authorisation to connect to the
Gateway and connects to the Gateway in a manner to be
specified by the Client,

procures and pays for the installation and ongoing costs of
connection of any of its premises or Information Systems to the
Gateway through a telecommunications network, taking into
account the data volume and the number of the Contractor’s
staff that it expects to use the Gateway,

arranges suitable support and business continuity for
connection to the Gateway,

facilitates the installation and maintenance of the Gateway by
the Client’s or Other’s consultants,

employs appropriate requirements and procedures, and trains
its staff to operate the current systems,

attends training in connection with the implementation, and
where appropriate, the Contractor facilitates the
implementation of New Systems and any other systems
required by the Client and

does not alter any documents provided by the Client through
the Gateway (which are the exclusive property of the Client)
without the prior acceptance of the Client.

The Contractor acknowledges that

the network technology underlying the Gateway is subject to
change from time to time,

access through and continued membership of the Gateway
depends on the Contractor complying with (and the Contractor
complies with):

applicable user access requirements

Her Majesty’s Government Security Policy Framework and

other confidentiality, technical and security requirements set
out in the contract.

The connection point to the Gateway situated at the Contractor’s
premises is located in a room that is secured from theft, damage,
unauthorised or malicious use to reduce risk to the connection point
by using appropriate physical security controls as set out in Her
Majesty’s Government Security Policy Framework. The location
remains fixed for the duration of the contract unless the Contractor
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1.4.6

requests and the Client approves a new location.

Other access requirements

e Client Information Systems not covered by clause 1.4.1 may
be accessed through the internet via third party hosts and using
relevant software applications installed on Contractor systems.
They are not subject to the same security and related access
requirements that apply to Client Information Systems
accessed through the Gateway.

e The Contractor may request authorisation and other details
regarding Internet access to such Client Information Systems
from the Client.

e The Contractor ensures that any device which is used to
process Client data meets all of the security requirements set
out in the National Cyber Security Centre (NCSC) “End User
Devices Platform Security Guidance.”

15 Access Requirements to Information Systems provided by the
Contractor

151

15.2

The Contractor provides the Client remote access to the Contractor’s
Information Systems and related documents

¢ through the Gateway; or
¢ through another interface agreed by the Client.
Any access required by the Client to systems provided by the

Contractor must be made available via the Gateway or by other remote
access methods agreed by the Client.

1.6 Contractor Security and User Access

16.1

1.6.2

1.6.3

1.6.4

The Contractor ensures that all persons who use Client Information
Systems for or on behalf of the Contractor comply with the Client’s
security requirements.

The Contractor is responsible for determining any formal application
and security clearance requirements to enable the Client to access
any Information Systems provided by the Contractor. The Contractor
informs the Client of those requirements, including timescales, no later
than four weeks after the starting date.

The Contractor immediately notifies the Client’s IT Security Team and
the help desk when staff with access to the Client's IT network, leave
their employment.

The Client suspends any accounts supplied to persons who use
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1.6.5

1.6.6

Client’s Information Systems for or on behalf of the Contractor if they
are not used for a continuous period of six months.

The Client deletes any accounts supplied to persons who use Client
Information Systems for or on behalf of the Contractor if they are not
used for a continuous period of thirteen months.

The Client immediately suspends any accounts supplied to persons
who use Client Information Systems for or on behalf of the Contractor
if they are used by anyone other than the person for whom they were
created (the “authorised user”), or they are used from a device which
is not issued by the Contractor, or they are used from a physical
location not agreed with the Client. Accounts suspended will not be
re-opened until a formal explanation for the account’'s misuse is
provided by the Contractor, and in all these cases the Client is not
liable for any financial penalty or other expense incurred as a result of
the Contractor failing to meet its commitments.

1.7 Software and Licences

1.7.1

1.7.2

1.7.3

The Contractor grants, or procures the grant of, licences required to
allow the Client to use the Information Systems developed, procured
or otherwise provided by the Contractor to the Client.

The Contractor has in place or procures its own licences required to
use common software applications that it may require to be able to
interface with, or to access Client Information Systems.

The Contractor applies to the Client for licences to allow the
Contractor to use certain Information Systems provided or made
available by the Client.

1.8 Liaison and cooperation between Client and Contractor

1.8.1

The Client is adopting an Information Technology Infrastructure
Library best practice approach for Information Communication and
Technology (ICT) services. The Contractor demonstrates a formal
approach to its ICT service management through the development of
an ICT strategy and make its ICT strategy available to the Client.

1.9 Systems provided by the Contractor to meet Client and Contract
Management Information Requirements

191

Electronic Document and Records Management

The Contractor operates an Information System for the management
of electronic documents and records (including e-mails) which are
created and maintained on behalf of the Client. Documents and
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records are defined in the Clients record policy, a copy of which can
be obtained from the Client.

1.9.2

The Contractor seeks agreement through the Client, regarding the

development and implementation of an Information System for
electronically managing both the electronic and physical records which
the Contractor creates and maintains on behalf of the Client. This
Information System is required for the capture, retention and disposal
of all electronic format documents and other records.

1.10

Information Systems provided by the Contractor

Table 1: Information Systems as provided by the Contractor to fulfil the
requirements of the Contractor’s own business and effective delivery of the

Security Systems

contract

System Comment
IT and The Contractor implements IT and Information Security systems
Information to protect the confidentiality, integrity, and availability of this

information it handles, and have those systems independently
audited. The Contractor aligns these systems to meet the Client’s
requirement for the services provided.

Quality
Management
System

The Contractor implements a quality management Information
System which will ensure consistency and improvement of
working practices. The Contractor aligns its quality management
Information System to meet the quality requirement used by the
Client.

Change Control
System

This Information System will manage changes to processes and
systems

Human Resource

The Contractor uses a HRMS to manage issues such as

Management recruitment, skill sets, employee history and payroll
System (HRMS)
Financial The Contractor uses a FMS to produce timely in-year and year-
Management end management and accounting information
System (FMS)
Project System to assist in the planning and organisation of activities in
Management order to meet the Contractor’s objectives
System
or any revised systems notified by the Client
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1.11

Current Systems provided by the Client to meet the contract

management information requirements

Table 2 Current Systems

Current
Information Description
System
Customer The CRM is a Microsoft Dynamics 365 system that manages the
Relationship CRM strategy to ensure long lasting relationships with the
Management Contractor’s customers. It acts as one central and consistent

System (CRM)

stakeholder / customer database where all interactions with
stakeholders and associated tasks are managed on one
platform. It is associated to the Confirm system.

HAGIS The Client’s Geographical Information System. Stores
information using the latest digital mapping, which allows users
to view geographical data for a specific area of the UK by
zooming in and out and using the built in Geographical
Information Systems (GIS) tools
CEMAR is a cloud based NEC contract management system. It
is a collaborative tool that requires the two parties; Client and
Contractor to manage contract events through the system as
required by good practice NEC contract management. System
features include the following:

CEMAR - e contract event management through registers e.g. Early

(Contract Event Warnings, Compensation Events, Client Instructions and

Management more.

Analytics and e application for payments / Invoices

Reporting) e technical queries and Defect management

e general communications
Multiple in-built reports and charts and graphs proving reports
and dashboards across one or multiple contracts to allow
effective management of contracts through outputs on
communication behaviour, cost, quality, risk and time.

Accident The AIRSweb incident reporting Information System, allowing the

Incident completion of a single incident report online, which can be

Reporting submitted to several organisations

System

(AIRSweb)
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WebDAS

WebDAS provides service providers with an easy to use front
end to Departures Approvals System (DAS) for submitting
departures and searching past submissions. Database of
departures from the Client’s requirements and aspects not
covered by requirements, including Specification for Highway
Works (SHW) specification departures.

Asset
Visualisation
and Information
System (AVIS)

AVIS is a driven survey consisting of video cameras viewing
multiple directions, with a simultaneous LiDAR survey. The
LiDAR survey provides 3D point cloud data, accurate to 30mm -
essentially a 3D model of the network. It provides an inventory of
assets along with GIS files.

Structures
Management
Information
System (SMIS)

SMIS provides operational support to structures management
throughout the lifecycle of the structure. This system is being
phased out.

Note: IAM IS has replaced SMIS. SMIS is currently available as
“read only” — access will only be provided if or when required.

Highways
Agency
Geotechnical
Data

Internet hosted and GIS based geotechnical inventory. Holds
details of the Highways England geotechnical asset, together
with geological maps, borehole details, and specialist reports.

Management

System

(HAGDMS)

Lean Tracker A system used to capture and track lean benefits.

System

Cultural Part of HAGIS. Database of Cultural Heritage items.

Heritage

Database

Highwavs EnvIS consists of specific environmental data supplied by
9 y Contractors, the HA and other bodies which is collated and

Agency displayed i d only format in the Highways A

Environmental isplayed in a read only format in the Highways Agency

Information Geographical Information System (HAGIS). This data is used to

System (HA)
EnvIS

assist in managing the environment, within and surrounding the
trunk road network, and in the review and reporting of the
environmental performance of both Contractors and the Client.

The Client provides a Routine and Maintenance Management

Routine and System which is used to raise and manage works orders and
Maintenance process applications for payment.
Management _ _ .
System (PB The Contractor uses the system and provides such information
Confirm) to the Client as required to evidence the service provided and
costs incurred to Provide the Service.
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Confirm and
ConfirmConnect

The Contractor uses Confirm and Confirm's mobile solution
(ConfirmConnect) to manage their operational process.
Operatives must use ConfirmConnect to capture job data in the
field and where necessary additional tasks on the handheld
device.

Confirm Workzone is a scheduling tool and this or Confirm can

System (NOMS)

Confirm be used for scheduling jobs. Confirm Job Costing is available to
Workzone . )
support the capture of labour, plant and material in the field.
The Client provides a Network Occupancy Management System
(NOMS) as part of the Integrated Asset Management Information
System (IAMIS) that is fully compliant with the national
specification for the Electronic Transfer of Notifications (EToN)
and is used to:
e record, update and manage all occupancies on the
Affected Property including their delay and impact,
Network e record, update and manage all information as necessary
Occupancy for the fulfilment of obligations relating to:
Management

e Traffic Management Act 2004
e New Roads and Street Works Act 1991

e other legislation associated to the delivery of the TMA
2004 s16 Network Management Duty and associated
secondary legislation

NOMS provides direct information feeds to external stakeholders
for public use and feeds to the Clients National Traffic

Information Service (NTIS) for publication to customers

Integrated Asset
Management
Information
System (IAM IS)

IAM IS replaces the following Highways England data
management systems:

e network occupancy and EToN (SRW)
e structures (SMIS)

IAM IS provides functionality for the asset support contractor to
manage customer enquiries, record defects, schedule
inspections and record incident data. This information will be
available to the Client to better understand the condition of the
asset and manage the contract using enhanced reporting
capabilities.

Information within the Client's current data systems, HAGDMS,
HADDMS, HAPMS and SMIS is incorporated in to IAM |S.

PBA Web Portal

Cost Intelligence tool for capturing payments to Tier 2 suppliers

from Project Bank Accounts on live contracts.
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1.12

New Systems to be used by the Contractor when available

Table 3 New Systems

Network (ESN)

New
Information Description
System
. . The Client’s new finance and accounting Information System
Financial : . : ; .
which supports major business transaction processing
System .
requirements.
Eme_rgency ESN will provide ‘next generation integrated critical voice and
Services

broadband data services’ and will replace Airwave

Green Claims

System to enable the electronic submission of Green Claims
information.

The Client may introduce a Performance Management

(PB Confirm)

2 INFORMATION SECURITY

2.1

211

Performance Information System (PMIS) or other system for recording and
Management . ; . ) )
: reporting against the requirements of this Annex. When/ if

Information ; . ; .
provided, the Contractor provides performance data directly into

System
the PMIS.

: The Client intends to introduce a Finance and Works

Finance and , : .

Works Management System which will be used to raise and manage
works orders.

Management

System The Contractor uses the system and provides such information

to the Client as required to evidence the service provided and
costs incurred to Provide the Service.

Security Plan

The Contractor prepares a robust information security plan complying

with the Client’s information security requirements and submits it to
the Client for acceptance. The Contractor includes the security plan
in its quality management system. The security plan complies with the
requirements of ISO/IEC27001 and ISO/IEC27002 and includes
procedures which

ensure compliance with the Data Protection Legislations,
protect IT systems from viruses and similar threats,

provide for disaster recovery, and in particular ensure that the
Data is safely backed-up and
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21.2

2.1.3

214

e provide for the vetting of its employees and Subcontractors’
staff in accordance with the Client’s staff vetting procedures.

The Contractor provides training for its employees and
Subcontractors in accordance with the security plan.

The Contractor does not use any confidential or proprietary
information provided to or acquired by it for any purpose other than to
Provide the Service. The Contractor implements measures to prevent
the disclosure of such information by its employees or Subcontractors.

The Client’s security policy is set out in the documents "Statement of
Highways England’s IT Security Policy" and Chief Information Officer
Memos 01/09, 05/08 and 04/08 (see link in Annex 02).

2.2 Data Collection System

221

222

The Contractor captures all costs within a data collection system
identified by the Client in Work Breakdown Structure (WBS) form as
a minimum for use on the contract in respect of applications for
payment.

If the Client’s minimum requirements for the Contractor’s data
collection system are not met, the Contractor is required to effect such
modifications or enhancements to its own data collection system, or
those of its supply chain, as are required, to meet the Client’s
requirements.

2.3 Data Handling Requirements

231

2.3.2

The Contractor complies with the Client’s data handling policy (see link
in Annex 02) when working on the Client’s systems or handling the
Client’s data.

A system on which the Contractor holds any Client’s data, including
back-up data, is a secure system that complies with the security policy.

2.4 Breech of Security

241

“Breach of security” is the occurrence of:

e any unauthorised access to or use of the Information Systems,
the Client Premises, the survey sites, the Service Provider
System, the Client System (to the extent that it is under the
control of the Contractor) and/or any IT, information or data
(including the confidential information and the Client Data)
used by the Client and/or the Contractor in connection with the
contract; and/or
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e theloss (physical or otherwise), corruption and/or unauthorised
disclosure of any information or data (including the confidential
information and the Client Data), including any copies of such
information or data, used by the Client and/or the Contractor in
connection with the contract.

2.4.2 The Contractor develops and maintain a Security Incident
management and reporting policy in accordance with the Customer's
‘Information Security Incident Management Requirements’ (see link in
Annex 02) and 1ISO27001. The Contractor makes a full log of Security
Incidents available to the Client on request, and in any case on a
guarterly basis. All Security Incidents defined as a Major Incident will
be reported to the Client as soon as practicable (in any case within
twenty four (24) hours of the Contractor becoming aware of the
Incident).

2.4.3 The Security Incident management process (see Annex 02), as a
minimum, requires the Contractor upon becoming aware of a Breach
of Security or an attempted Breach of Security to:

e immediately take all reasonable steps (which includes any
action or changes reasonably required by the Client which will
be completed within such timescales as the Client may
reasonably require) necessary to:

. minimise the extent of actual or potential harm caused by
such breach of security

. remedy such breach of security to the extent possible
and protect the integrity of the Information System
against any such potential or future attempt breach of
security

. apply a tested mitigation against any such breach of
security or potential or attempted breach of security
and, provided that reasonable testing has been
undertaken by the Contractor, if the mitigation adversely
affects the Contractor’s ability to deliver the Services so
as to meet any Performance Indicator, the Contractor is
granted relief against the failure to meet such
affected Performance Indicator for such period as the
Client, acting reasonably, may specify by written notice
to the Service Provider; and

. prevent a further breach of security or attempted breach
of security in the future exploiting the same root cause
failure

e as soon as reasonably practicable and, in any event, within 2

working days, following the breach of security or attempted
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breach of security, provide to the Client full details of the
breach of security or attempted breach of security, including a
root cause analysis where required by the Client.

24.4 In the event that any action is taken in response to a breach of security
or attempted breach of security which occurred as a result of non-
compliance of the information security management system (ISMS)
outlined in 1ISO 27001 and/or the risk management with the Baseline
Personnel Security standard outlined in the HMG SPF and/or this
contract, then such action and any required change to the Information
System and/or risk management will be completed by the Contractor
at no cost to the Client.
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