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ANNEX 1 – TERMS AND CONDITIONS 

1 INTERPRETATION 

1.1 In these terms and conditions: 

“Agreement”  means the contract between (i) the Customer acting as part of the Crown 
and (ii) the Supplier constituted by the Supplier’s countersignature of the 
Award Letter and includes the Award Letter; 

“Award Letter” means the letter (including the Annexes thereto) from the Customer to 
the Supplier via the e-Sourcing Suite at the point of award; 

“Central 
Government 
Body” 

means a body listed in one of the following sub-categories of the Central 
Government classification of the Public Sector Classification Guide, as 
published and amended from time to time by the Office for National 
Statistics: 

(a) Government Department; 

(b) Non-Departmental Public Body or Assembly Sponsored Public 
Body (advisory, executive, or tribunal); 

(c) Non-Ministerial Department; or 

(d) Executive Agency; 

“Charges” means the charges for the Services as specified in the Award Letter;  

“Confidential 
Information” 

means all information, whether written or oral (however recorded), 
provided by the disclosing Party to the receiving Party and which (i) is 
known by the receiving Party to be confidential; (ii) is marked as or 
stated to be confidential; or (iii) ought reasonably to be considered by 
the receiving Party to be confidential; 

“Customer” means the person named as Customer in the Award Letter; 

“DPA” means the Data Protection Act 1998;  

“Expiry Date” means the date for expiry of the Agreement as set out in the Award 
Letter;   

“FOIA” means the Freedom of Information Act 2000; 

“Information” has the meaning given under section 84 of the FOIA;  

“Key Personnel”  means any persons specified as such in the Award Letter or otherwise 
notified as such by the Customer to the Supplier in writing;   

“Party” means the Supplier or the Customer (as appropriate) and “Parties” shall 
mean both of them;  

“Personal Data” means personal data (as defined in the DPA) which is processed by the 
Supplier or any Staff on behalf of the Customer pursuant to or in 
connection with this Agreement; 

“Purchase means the Customer’s unique number relating to the supply of the 
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Order Number” Services;  

“Request for 
Information” 

has the meaning set out in the FOIA or the Environmental Information 
Regulations 2004 as relevant (where the meaning set out for the term 
“request” shall apply);  

“Services” means the services to be supplied by the Supplier to the Customer 
under the Agreement;   

“Specification” means the specification for the Services (including as to quantity, 
description and quality) as specified in the Award Letter;  

“Start Date” means the commencement date of the Agreement as set out in the 
Award Letter; 

“Staff” means all directors, officers, employees, agents, consultants and 
contractors of the Supplier and/or of any sub-contractor of the Supplier 
engaged in the performance of the Supplier’s obligations under the 
Agreement;  

“Staff Vetting 
Procedures” 

means vetting procedures that accord with good industry practice or, 
where requested by the Customer, the Customer’s procedures for the 
vetting of personnel as provided to the Supplier from time to time;   

“Supplier” means the person named as Supplier in the Award Letter; 

“Term” means the period from the Start Date of the Agreement set out in the 
Award Letter to the Expiry Date as such period may be extended in 
accordance with clause 4.2 or terminated in accordance with the terms 
and conditions of the Agreement;  

“VAT” means value added tax in accordance with the provisions of the Value 
Added Tax Act 1994; and 

“Working Day” means a day (other than a Saturday or Sunday) on which banks are 
open for business in the City of London. 

1.2 In these terms and conditions, unless the context otherwise requires: 

1.2.1 references to numbered clauses are references to the relevant clause in these 
terms and conditions; 

1.2.2 any obligation on any Party not to do or omit to do anything shall include an 
obligation not to allow that thing to be done or omitted to be done; 

1.2.3 the headings to the clauses of these terms and conditions are for information 
only and do not affect the interpretation of the Agreement; 

1.2.4 any reference to an enactment includes reference to that enactment as amended 
or replaced from time to time and to any subordinate legislation or byelaw made 
under that enactment; and 

1.2.5 the word ‘including’ shall be understood as meaning ‘including without limitation’. 

2 BASIS OF AGREEMENT 

2.1 The Award Letter constitutes an offer by the Customer to purchase the Services subject 
to and in accordance with the terms and conditions of the Agreement. 

2.2 The offer comprised in the Award Letter shall be deemed to be accepted by the Supplier 
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on receipt by the Customer, within 7 days of the date of the award letter, of a copy of the 
Award Letter countersigned by the Supplier. 

3 SUPPLY OF SERVICES 

3.1 In consideration of the Customer’s agreement to pay the Charges, the Supplier shall 
supply the Services to the Customer for the Term subject to and in accordance with the 
terms and conditions of the Agreement.  

3.2 In supplying the Services, the Supplier shall: 

3.2.1 co-operate with the Customer in all matters relating to the Services and comply 
with all the Customer’s instructions; 

3.2.2 perform the Services with all reasonable care, skill and diligence in accordance 
with good industry practice in the Supplier’s industry, profession or trade; 

3.2.3 use Staff who are suitably skilled and experienced to perform tasks assigned to 
them, and in sufficient number to ensure that the Supplier’s obligations are 
fulfilled in accordance with the Agreement; 

3.2.4 ensure that the Services shall conform with all descriptions, requirements, 
service levels and specifications set out in the Specification; 

3.2.5 comply with all applicable laws; and 

3.2.6 provide all equipment, tools and vehicles and other items as are required to 
provide the Services. 

3.3 The Customer may by written notice to the Supplier at any time request a variation to 
the scope of the Services.  In the event that the Supplier agrees to any variation to the 
scope of the Services, the Charges shall be subject to fair and reasonable adjustment to 
be agreed in writing between the Customer and the Supplier.   

4 TERM 

4.1 The Agreement shall take effect on the Start Date and shall expire on the Expiry Date, 
unless it is otherwise extended in accordance with clause 4.2 or terminated in 
accordance with the terms and conditions of the Agreement.   

4.2 The Customer may extend the Agreement for a period of up to 12 months by giving not 
less than 10 Working Days’ notice in writing to the Supplier prior to the Expiry Date.  The 
terms and conditions of the Agreement shall apply throughout any such extended period.  

5 CHARGES, PAYMENT AND RECOVERY OF SUMS DUE 

5.1 The Charges for the Services shall be as set out in the Award Letter and shall be the full 
and exclusive remuneration of the Supplier in respect of the supply of the Services.  
Unless otherwise agreed in writing by the Customer, the Charges shall include every 
cost and expense of the Supplier directly or indirectly incurred in connection with the 
performance of the Services.  

5.2 All amounts stated are exclusive of VAT which shall be charged at the prevailing rate.  
The Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a 
sum equal to the VAT chargeable in respect of the Services.  

5.3 The Supplier shall invoice the Customer as specified in the Agreement.  Each invoice 
shall include such supporting information required by the Customer to verify the accuracy 
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of the invoice, including the relevant Purchase Order Number and a breakdown of the 
Services supplied in the invoice period.   

5.4 In consideration of the supply of the Services by the Supplier, the Customer shall pay 
the Supplier the invoiced amounts no later than 30 days after verifying that the invoice 
is valid and undisputed and includes a valid Purchase Order Number.  The Customer 
may, without prejudice to any other rights and remedies under the Agreement, withhold 
or reduce payments in the event of unsatisfactory performance. 

5.5 If the Customer fails to consider and verify an invoice in a timely fashion the invoice shall 
be regarded as valid and undisputed for the purpose of paragraph 5.4 after a reasonable 
time has passed. 

5.6 If there is a dispute between the Parties as to the amount invoiced, the Customer shall 
pay the undisputed amount. The Supplier shall not suspend the supply of the Services 
unless the Supplier is entitled to terminate the Agreement for a failure to pay undisputed 
sums in accordance with clause 16.4.  Any disputed amounts shall be resolved through 
the dispute resolution procedure detailed in clause 19.  

5.7 If a payment of an undisputed amount is not made by the Customer by the due date, 
then the Customer shall pay the Supplier interest at the interest rate specified in the Late 
Payment of Commercial Debts (Interest) Act 1998.   

5.8 Where the Supplier enters into a sub-contract, the Supplier shall include in that sub-
contract: 

5.8.1 provisions having the same effects as clauses 5.3 to 5.7 of this 
Agreement; and  

5.8.2 a provision requiring the counterparty to that sub-contract to include in any 
sub-contract which it awards provisions having the same effect as 5.3 to 
5.8 of this Agreement. 

5.8.3 In this clause 5.8, “sub-contract” means a contract between two or more 
suppliers, at any stage of remoteness from the Authority in a 
subcontracting chain, made wholly or substantially for the purpose of 
performing (or contributing to the performance of) the whole or any part of 
this Agreement.  

5.9 If any sum of money is recoverable from or payable by the Supplier under the Agreement 
(including any sum which the Supplier is liable to pay to the Customer in respect of any 
breach of the Agreement), that sum may be deducted unilaterally by the Customer from 
any sum then due, or which may come due, to the Supplier under the Agreement or 
under any other agreement or contract with the Customer.  The Supplier shall not be 
entitled to assert any credit, set-off or counterclaim against the Customer in order to 
justify withholding payment of any such amount in whole or in part.  

6 PREMISES AND EQUIPMENT 

6.1 If necessary, the Customer shall provide the Supplier with reasonable access at 
reasonable times to its premises for the purpose of supplying the Services.  All 
equipment, tools and vehicles brought onto the Customer’s premises by the Supplier or 
the Staff shall be at the Supplier’s risk.   

6.2 If the Supplier supplies all or any of the Services at or from the Customer’s premises, on 
completion of the Services or termination or expiry of the Agreement (whichever is the 
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earlier) the Supplier shall vacate the Customer’s premises, remove the Supplier’s plant, 
equipment and unused materials and all rubbish arising out of the provision of the 
Services and leave the Customer’s premises in a clean, safe and tidy condition.  The 
Supplier shall be solely responsible for making good any damage to the Customer’s 
premises or any objects contained on the Customer’s premises which is caused by the 
Supplier or any Staff, other than fair wear and tear.    

6.3 If the Supplier supplies all or any of the Services at or from its premises or the premises 
of a third party, the Customer may, during normal business hours and on reasonable 
notice, inspect and examine the manner in which the relevant Services are supplied at 
or from the relevant premises.  

6.4 The Customer shall be responsible for maintaining the security of its premises in 
accordance with its standard security requirements.  While on the Customer’s premises 
the Supplier shall, and shall procure that all Staff shall, comply with all the Customer’s 
security requirements. 

6.5 Where all or any of the Services are supplied from the Supplier’s premises, the Supplier 
shall, at its own cost, comply with all security requirements specified by the Customer in 
writing. 

6.6 Without prejudice to clause 3.2.6, any equipment provided by the Customer for the 
purposes of the Agreement shall remain the property of the Customer and shall be used 
by the Supplier and the Staff only for the purpose of carrying out the Agreement.  Such 
equipment shall be returned promptly to the Customer on expiry or termination of the 
Agreement.   

6.7 The Supplier shall reimburse the Customer for any loss or damage to the equipment 
(other than deterioration resulting from normal and proper use) caused by the Supplier 
or any Staff.  Equipment supplied by the Customer shall be deemed to be in a good 
condition when received by the Supplier or relevant Staff unless the Customer is notified 
otherwise in writing within 5 Working Days.   

7 STAFF AND KEY PERSONNEL 

7.1 If the Customer reasonably believes that any of the Staff are unsuitable to undertake 
work in respect of the Agreement, it may, by giving written notice to the Supplier: 

7.1.1 refuse admission to the relevant person(s) to the Customer’s premises;  
7.1.2 direct the Supplier to end the involvement in the provision of the Services of the 

relevant person(s); and/or 
7.1.3 require that the Supplier replace any person removed under this clause with 

another suitably qualified person and procure that any security pass issued by 
the Customer to the person removed is surrendered, 

and the Supplier shall comply with any such notice.  

7.2 The Supplier shall:  

7.2.1 ensure that all Staff are vetted in accordance with the Staff Vetting Procedures; 
7.2.2 if requested, provide the Customer with a list of the names and addresses (and 

any other relevant information) of all persons who may require admission to the 
Customer’s premises in connection with the Agreement; and 

7.2.3 procure that all Staff comply with any rules, regulations and requirements 
reasonably specified by the Customer. 
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7.3 Any Key Personnel shall not be released from supplying the Services without the 
agreement of the Customer, except by reason of long-term sickness, parental leave and 
termination of employment or other extenuating circumstances.   

7.4 Any replacements to the Key Personnel shall be subject to the prior written agreement 
of the Customer (not to be unreasonably withheld).  Such replacements shall be of at 
least equal status or of equivalent experience and skills to the Key Personnel being 
replaced and be suitable for the responsibilities of that person in relation to the Services.  

8 ASSIGNMENT AND SUB-CONTRACTING 

8.1 The Supplier shall not without the written consent of the Customer assign, sub-contract, 
novate or in any way dispose of the benefit and/ or the burden of the Agreement or any 
part of the Agreement.  The Customer may, in the granting of such consent, provide for 
additional terms and conditions relating to such assignment, sub-contract, novation or 
disposal.  The Supplier shall be responsible for the acts and omissions of its sub-
contractors as though those acts and omissions were its own.   

8.2 Where the Customer has consented to the placing of sub-contracts, the Supplier shall, 
at the request of the Customer, send copies of each sub-contract, to the Customer as 
soon as is reasonably practicable.   

8.3 The Customer may assign, novate, or otherwise dispose of its rights and obligations 
under the Agreement without the consent of the Supplier provided that such assignment, 
novation or disposal shall not increase the burden of the Supplier’s obligations under the 
Agreement.  

9 INTELLECTUAL PROPERTY RIGHTS  

9.1 All intellectual property rights in any materials provided by the Customer to the Supplier 
for the purposes of this Agreement shall remain the property of the Customer or the 
respective owner of such intellectual property rights but the Customer hereby grants the 
Supplier a royalty-free, non-exclusive and non-transferable licence to use such materials 
as required until termination or expiry of the Agreement for the sole purpose of enabling 
the Supplier to perform its obligations under the Agreement. 

9.2 All intellectual property rights in any materials created or developed by the Supplier 
pursuant to the Agreement or arising as a result of the provision of the Services shall 
vest in the Supplier.  If, and to the extent, that any intellectual property rights in such 
materials vest in the Customer by operation of law, the Customer hereby assigns to the 
Supplier by way of a present assignment of future rights that shall take place immediately 
on the coming into existence of any such intellectual property rights all its intellectual 
property rights in such materials (with full title guarantee and free from all third party 
rights). 

9.3 The Supplier hereby grants the Customer: 

9.3.1 a perpetual, royalty-free, irrevocable, non-exclusive licence (with a right to sub-
license) to use all intellectual property rights in the materials created or 
developed pursuant to the Agreement and any intellectual property rights 
arising as a result of the provision of the Services; and 

9.3.2 a perpetual, royalty-free, irrevocable and non-exclusive licence (with a right to 
sub-license) to use: 
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(a) any intellectual property rights vested in or licensed to the Supplier on 
the date of the Agreement; and 

(b) any intellectual property rights created during the Term but which are 
neither created or developed pursuant to the Agreement nor arise as a 
result of the provision of the Services, 

including any modifications to or derivative versions of any such intellectual property 
rights, which the Customer reasonably requires in order to exercise its rights and take 
the benefit of the Agreement including the Services provided. 

9.4 The Supplier shall indemnify, and keep indemnified, the Customer in full against all costs, 
expenses, damages and losses (whether direct or indirect), including any interest, 
penalties, and reasonable legal and other professional fees awarded against or incurred 
or paid by the Customer as a result of or in connection with any claim made against the 
Customer for actual or alleged infringement of a third party’s intellectual property arising 
out of, or in connection with, the supply or use of the Services, to the extent that the 
claim is attributable to the acts or omission of the Supplier or any Staff.  

10 GOVERNANCE AND RECORDS 

10.1 The Supplier shall: 

10.1.1 attend progress meetings with the Customer at the frequency and times specified 
by the Customer and shall ensure that its representatives are suitably qualified 
to attend such meetings; and 

10.1.2 submit progress reports to the Customer at the times and in the format specified 
by the Customer. 

10.2 The Supplier shall keep and maintain until 6 years after the end of the Agreement, or as 
long a period as may be agreed between the Parties, full and accurate records of the 
Agreement including the Services supplied under it and all payments made by the 
Customer.  The Supplier shall on request afford the Customer or the Customer’s 
representatives such access to those records as may be reasonably requested by the 
Customer in connection with the Agreement. 

11 CONFIDENTIALITY, TRANSPARENCY AND PUBLICITY 

11.1 Subject to clause 11.2, each Party shall: 

11.1.1 treat all Confidential Information it receives as confidential, safeguard it 
accordingly and not disclose it to any other person without the prior written 
permission of the disclosing Party; and 

11.1.2 not use or exploit the disclosing Party’s Confidential Information in any way 
except for the purposes anticipated under the Agreement. 

11.2 Notwithstanding clause 11.1, a Party may disclose Confidential Information which it 
receives from the other Party: 

11.2.1 where disclosure is required by applicable law or by a court of competent 
jurisdiction;  

11.2.2 to its auditors or for the purposes of regulatory requirements;  

11.2.3 on a confidential basis, to its professional advisers;  
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11.2.4 to the Serious Fraud Office where the Party has reasonable grounds to believe 
that the other Party is involved in activity that may constitute a criminal offence 
under the Bribery Act 2010;  

11.2.5 where the receiving Party is the Supplier, to the Staff on a need to know basis to 
enable performance of the Supplier’s obligations under the Agreement provided 
that the Supplier shall procure that any Staff to whom it discloses Confidential 
Information pursuant to this clause 11.2.5 shall observe the Supplier’s 
confidentiality obligations under the Agreement; and 

11.2.6 where the receiving Party is the Customer: 

(a) on a confidential basis to the employees, agents, consultants and 
contractors of the Customer; 

(b) on a confidential basis to any other Central Government Body, any 
successor body to a Central Government Body or any company to 
which the Customer transfers or proposes to transfer all or any part of 
its business; 

(c) to the extent that the Customer (acting reasonably) deems disclosure 
necessary or appropriate in the course of carrying out its public 
functions; or 

(d) in accordance with clause 12.   

AND FOR THE PURPOSES OF THE FOREGOING, REFERENCES TO 
DISCLOSURE ON A CONFIDENTIAL BASIS SHALL MEAN DISCLOSURE 
SUBJECT TO A CONFIDENTIALITY AGREEMENT OR ARRANGEMENT 
CONTAINING TERMS NO LESS STRINGENT THAN THOSE PLACED ON 
THE CUSTOMER UNDER THIS CLAUSE 11. 

 

11.3 The Parties acknowledge that, except for any information which is exempt from 
disclosure in accordance with the provisions of the FOIA, the content of the Agreement 
is not Confidential Information and the Supplier hereby gives its consent for the 
Customer to publish this Agreement in its entirety to the general public (but with any 
information that is exempt from disclosure in accordance with the FOIA redacted) 
including any changes to the Agreement agreed from time to time.  The Customer may 
consult with the Supplier to inform its decision regarding any redactions but shall have 
the final decision in its absolute discretion whether any of the content of the Agreement 
is exempt from disclosure in accordance with the provisions of the FOIA.   

11.4 The Supplier shall not, and shall take reasonable steps to ensure that the Staff shall not, 
make any press announcement or publicise the Agreement or any part of the Agreement 
in any way, except with the prior written consent of the Customer.   

12 FREEDOM OF INFORMATION  

12.1 The Supplier acknowledges that the Customer is subject to the requirements of the FOIA 
and the Environmental Information Regulations 2004 and shall: 

12.1.1 provide all necessary assistance and cooperation as reasonably requested by 
the Customer to enable the Customer to comply with its obligations under the 
FOIA and the Environmental Information Regulations 2004; 
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12.1.2 transfer to the Customer all Requests for Information relating to this Agreement 
that it receives as soon as practicable and in any event within 2 Working Days of 
receipt;  

12.1.3 provide the Customer with a copy of all Information belonging to the Customer 
requested in the Request for Information which is in its possession  or control in 
the form that the Customer requires within 5 Working Days (or such other period 
as the Customer may reasonably specify) of the Customer's request for such 
Information; and 

12.1.4 not respond directly to a Request for Information unless authorised in writing to 
do so by the Customer. 

12.2 The Supplier acknowledges that the Customer may be required under the FOIA and the 
Environmental Information Regulations 2004 to disclose Information concerning the 
Supplier or the Services (including commercially sensitive information) without 
consulting or obtaining consent from the Supplier. In these circumstances the Customer 
shall, in accordance with any relevant guidance issued under the FOIA, take reasonable 
steps, where appropriate, to give the Supplier advance notice, or failing that, to draw the 
disclosure to the Supplier’s attention after any such disclosure.  

12.3 Notwithstanding any other provision in the Agreement, the Customer shall be 
responsible for determining in its absolute discretion whether any Information relating to 
the Supplier or the Services is exempt from disclosure in accordance with the FOIA 
and/or the Environmental Information Regulations 2004. 

13 PROTECTION OF PERSONAL DATA AND SECURITY OF DATA 

13.1 The Supplier shall, and shall procure that all Staff shall, comply with any notification 
requirements under the DPA and both Parties shall duly observe all their obligations 
under the DPA which arise in connection with the Agreement.  

13.2 Notwithstanding the general obligation in clause 13.1, where the Supplier is processing 
Personal Data for the Customer as a data processor (as defined by the DPA) the 
Supplier shall: 

13.2.1 ensure that it has in place appropriate technical and organisational measures to 
ensure the security of the Personal Data (and to guard against unauthorised or 
unlawful processing of the Personal Data and against accidental loss or 
destruction of, or damage to, the Personal Data), as required under the Seventh 
Data Protection Principle in Schedule 1 to the DPA;  

13.2.2 provide the Customer with such information as the Customer may reasonably 
request  to satisfy itself that the Supplier is complying with its obligations under 
the DPA; 

13.2.3 promptly notify the Customer of:   

(a) any breach of the security requirements of the Customer as referred to 
in clause 13.3; and 

(b) any request for personal data; and 

13.2.4 ensure that it does not knowingly or negligently do or omit to do anything which 
places the Customer in breach of the Customer’s obligations under the DPA.  
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13.3 When handling Customer data (whether or not Personal Data), the Supplier shall ensure 
the security of the data is maintained in line with the security requirements of the 
Customer as notified to the Supplier from time to time.  

14 LIABILITY  

14.1 The Supplier shall not be responsible for any injury, loss, damage, cost or expense 
suffered by the Customer if and to the extent that it is caused by the negligence or wilful 
misconduct of the Customer or by breach by the Customer of its obligations under the 
Agreement.  

14.2 Subject always to clauses 14.3 and 14.4: 

14.2.1 the aggregate liability of the Supplier in respect of all defaults, claims, losses or 
damages howsoever caused, whether arising from breach of the Agreement, the 
supply or failure to supply of the Services, misrepresentation (whether tortuous 
or statutory), tort (including negligence), breach of statutory duty or otherwise 
shall in no event exceed a sum equal to 125% of the Charges paid or payable to 
the Supplier; and 

14.2.2 except in the case of claims arising under clauses 9.4 and 18.3, in no event shall 
the Supplier be liable to the Customer for any:  

(a) loss of profits; 

(b) loss of business;  

(c) loss of revenue;  

(d) loss of or damage to goodwill; 

(e) loss of savings (whether anticipated or otherwise); and/or 

(f) any indirect, special or consequential loss or damage. 

14.3 Nothing in the Agreement shall be construed to limit or exclude either Party's liability for: 

14.3.1 death or personal injury caused by its negligence or that of its Staff; 

14.3.2 fraud or fraudulent misrepresentation by it or that of its Staff; or 

14.3.3 any other matter which, by law, may not be excluded or limited. 

14.4 The Supplier’s liability under the indemnity in clause 9.4 and 18.3 shall be unlimited.  

15 FORCE MAJEURE 

Neither Party shall have any liability under or be deemed to be in breach of the Agreement for 
any delays or failures in performance of the Agreement which result from circumstances 
beyond the reasonable control of the Party affected. Each Party shall promptly notify the other 
Party in writing when such circumstances cause a delay or failure in performance and when 
they cease to do so. If such circumstances continue for a continuous period of more than two 
months, either Party may terminate the Agreement by written notice to the other Party. 

16 TERMINATION 

16.1 The Customer may terminate the Agreement at any time by notice in writing to the 
Supplier to take effect on any date falling at least 1 month (or, if the Agreement is less 
than 3 months in duration, at least 10 Working Days) later than the date of service of the 
relevant notice. 
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16.2 Without prejudice to any other right or remedy it might have, the Customer may terminate 
the Agreement by written notice to the Supplier with immediate effect if the Supplier: 

16.2.1 (without prejudice to clause 16.2.5), is in material breach of any obligation 
under the Agreement which is not capable of remedy;  

16.2.2 repeatedly breaches any of the terms and conditions of the Agreement in such 
a manner as to reasonably justify the opinion that its conduct is inconsistent 
with it having the intention or ability to give effect to the terms and conditions of 
the Agreement;  

16.2.3 is in material breach of any obligation which is capable of remedy, and that 
breach is not remedied within 30 days of the Supplier receiving notice 
specifying the breach and requiring it to be remedied;  

16.2.4 undergoes a change of control within the meaning of section 416 of the Income 
and Corporation Taxes Act 1988;  

16.2.5 breaches any of the provisions of clauses 7.2, 11, 12, 13 and 17;  
16.2.6 becomes insolvent, or if an order is made or a resolution is passed for the 

winding up of the Supplier (other than voluntarily for the purpose of solvent 
amalgamation or reconstruction), or if an administrator or administrative 
receiver is appointed in respect of the whole or any part of the Supplier’s assets 
or business, or if the Supplier makes any composition with its creditors or takes 
or suffers any similar or analogous action (to any of the actions detailed in this 
clause 16.2.6) in consequence of debt in any jurisdiction; or 

16.2.7 fails to comply with legal obligations in the fields of environmental, social or 
labour law. 

16.3 The Supplier shall notify the Customer as soon as practicable of any change of control 
as referred to in clause 16.2.4 or any potential such change of control. 

16.4 The Supplier may terminate the Agreement by written notice to the Customer if the 
Customer has not paid any undisputed amounts within 90 days of them falling due.   

16.5 Termination or expiry of the Agreement shall be without prejudice to the rights of either 
Party accrued prior to termination or expiry and shall not affect the continuing rights of 
the Parties under this clause and clauses 2, 3.2, 6.1, 6.2, 6.6, 6.7, 7, 9, 10.2, 11, 12, 13, 
14, 16.6, 17.4, 18.3, 19 and 20.7 or any other provision of the Agreement that either 
expressly or by implication has effect after termination. 

16.6 Upon termination or expiry of the Agreement, the Supplier shall: 

16.6.1 give all reasonable assistance to the Customer and any incoming supplier of 
the Services; and 

16.6.2 return all requested documents, information and data to the Customer as soon 
as reasonably practicable.  

17 COMPLIANCE 

17.1 The Supplier shall promptly notify the Customer of any health and safety hazards which 
may arise in connection with the performance of its obligations under the Agreement.  
The Customer shall promptly notify the Supplier of any health and safety hazards which 
may exist or arise at the Customer’s premises and which may affect the Supplier in the 
performance of its obligations under the Agreement. 

17.2 The Supplier shall: 

17.2.1 comply with all the Customer’s health and safety measures while on the 
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Customer’s premises; and 

17.2.2 notify the Customer immediately in the event of any incident occurring in the 
performance of its obligations under the Agreement on the Customer’s premises 
where that incident causes any personal injury or damage to property which 
could give rise to personal injury. 

17.3 The Supplier shall: 

17.3.1 perform its obligations under the Agreement in accordance with all applicable 
equality Law and the Customer’s equality and diversity policy as provided to the 
Supplier from time to time; and 

17.3.2 take all reasonable steps to secure the observance of clause 17.3.1 by all Staff. 

17.4 The Supplier shall supply the Services in accordance with the Customer’s environmental 
policy as provided to the Supplier from time to time.  

17.5 The Supplier shall comply with, and shall ensure that its Staff shall comply with, the 
provisions of: 

17.5.1 the Official Secrets Acts 1911 to 1989; and 

17.5.2 section 182 of the Finance Act 1989. 

18 PREVENTION OF FRAUD AND CORRUPTION 

18.1 The Supplier shall not offer, give, or agree to give anything, to any person an inducement 
or reward for doing, refraining from doing, or for having done or refrained from doing, 
any act in relation to the obtaining or execution of the Agreement or for showing or 
refraining from showing favour or disfavour to any person in relation to the Agreement. 

18.2 The Supplier shall take all reasonable steps, in accordance with good industry practice, 
to prevent fraud by the Staff and the Supplier (including its shareholders, members and 
directors) in connection with the Agreement and shall notify the Customer immediately if 
it has reason to suspect that any fraud has occurred or is occurring or is likely to occur. 

18.3 If the Supplier or the Staff engages in conduct prohibited by clause 18.1 or commits fraud 
in relation to the Agreement or any other contract with the Crown (including the 
Customer) the Customer may: 

18.3.1 terminate the Agreement and recover from the Supplier the amount of any loss 
suffered by the Customer resulting from the termination, including the cost 
reasonably incurred by the Customer of making other arrangements for the 
supply of the Services and any additional expenditure incurred by the Customer 
throughout the remainder of the Agreement; or  

18.3.2 recover in full from the Supplier any other loss sustained by the Customer in 
consequence of any breach of this clause. 

19 DISPUTE RESOLUTION 

19.1 The Parties shall attempt in good faith to negotiate a settlement to any dispute between 
them arising out of or in connection with the Agreement and such efforts shall involve 
the escalation of the dispute to an appropriately senior representative of each Party. 

19.2 If the dispute cannot be resolved by the Parties within one month of being escalated as 
referred to in clause 19.1, the dispute may by agreement between the Parties be referred 
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to a neutral adviser or mediator (the “Mediator”) chosen by agreement between the 
Parties.  All negotiations connected with the dispute shall be conducted in confidence 
and without prejudice to the rights of the Parties in any further proceedings.   

19.3 If the Parties fail to appoint a Mediator within one month, or fail to enter into a written 
agreement resolving the dispute within one month of the Mediator being appointed, 
either Party may exercise any remedy it has under applicable law.  

20 GENERAL 

20.1 Each of the Parties represents and warrants to the other that it has full capacity and 
authority, and all necessary consents, licences and permissions to enter into and perform 
its obligations under the Agreement, and that the Agreement is executed by its duly 
authorised representative.   

20.2 A person who is not a party to the Agreement shall have no right to enforce any of its 
provisions which, expressly or by implication, confer a benefit on him, without the prior 
written agreement of the Parties.  

20.3 The Agreement cannot be varied except in writing signed by a duly authorised 
representative of both the Parties.  

20.4 The Agreement contains the whole agreement between the Parties and supersedes and 
replaces any prior written or oral agreements, representations or understandings 
between them. The Parties confirm that they have not entered into the Agreement on 
the basis of any representation that is not expressly incorporated into the Agreement. 
Nothing in this clause shall exclude liability for fraud or fraudulent misrepresentation. 

20.5 Any waiver or relaxation either partly, or wholly of any of the terms and conditions of the 
Agreement shall be valid only if it is communicated to the other Party in writing and 
expressly stated to be a waiver.  A waiver of any right or remedy arising from a breach 
of contract shall not constitute a waiver of any right or remedy arising from any other 
breach of the Agreement. 

20.6 The Agreement shall not constitute or imply any partnership, joint venture, agency, 
fiduciary relationship or other relationship between the Parties other than the contractual 
relationship expressly provided for in the Agreement. Neither Party shall have, nor 
represent that it has, any authority to make any commitments on the other Party’s behalf. 

20.7 Except as otherwise expressly provided by the Agreement, all remedies available to 
either Party for breach of the Agreement (whether under the Agreement, statute or 
common law) are cumulative and may be exercised concurrently or separately, and the 
exercise of one remedy shall not be deemed an election of such remedy to the exclusion 
of other remedies.  

20.8 If any provision of the Agreement is prohibited by law or judged by a court to be unlawful, 
void or unenforceable, the provision shall, to the extent required, be severed from the 
Agreement and rendered ineffective as far as possible without modifying the remaining 
provisions of the Agreement, and shall not in any way affect any other circumstances of 
or the validity or enforcement of the Agreement. 

21 NOTICES 

21.1 Any notice to be given under the Agreement shall be in writing and may be served by 
personal delivery, first class recorded or, subject to clause 21.3, e-mail to the address of 
the relevant Party set out in the Award Letter, or such other address as that Party may 
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from time to time notify to the other Party in accordance with this clause: 

21.2 Notices served as above shall be deemed served on the Working Day of delivery 
provided delivery is before 5.00pm on a Working Day.  Otherwise delivery shall be 
deemed to occur on the next Working Day. An email shall be deemed delivered when 
sent unless an error message is received. 

21.3 Notices under clauses 15 (Force Majeure) and 16 (Termination) may be served by email 
only if the original notice is then sent to the recipient by personal delivery or recorded 
delivery in the manner set out in clause 21.1. 

22 GOVERNING LAW AND JURISDICTION 

The validity, construction and performance of the Agreement, and all contractual and non-
contractual matters arising out of it, shall be governed by English law and shall be subject to 
the exclusive jurisdiction of the English courts to which the Parties submit. 
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ANNEX 2 – PRICE SCHEDULE 
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ANNEX 3 – APPENDIX B STATEMENT OF REQUIREMENTS  

 

 

 

1. PURPOSE 

1.1 The purpose of this Procurement is to set-up an agreement between Her Majesty’s 
Passport Office (HMPO) and a successful Supplier that will be able to provide Desktop-
Based Data Visualisation Software and hardware.  

1.2 HMPO wish to purchase a tool that is furnished with off the shelf standard survey 
software. This will also include the freedom to design surveys and export results in real 
time. 

2. BACKGROUND TO THE CONTRACTING AUTHORITY 

2.1 HMPO is a directorate of the Home Office. It is the sole issuer of UK passports and is 
responsible for civil registration services through the General Register Office.  
 

2.2 Established in 2006, HMPO provides accurate and secure records of key events and 
trusted passport operations. Their role is to issue passports to citizens of the United 
Kingdom on behalf of the Crown. They are the official Government service to British 
citizens at home and abroad. The General Register Office oversees civil registration in 
England and Wales. Prior to 2013, HMPO was known as the Identity & Passport 
Service. 
 

2.3 The Customer Intelligence Team sits within the Customer Service Directorate of 
HMPO. This Customer Intelligence capability enables HMPO to influence business 
decision-making through timely and relevant customer insight and intelligence. 
 

3. BACKGROUND TO REQUIREMENT/OVERVIEW OF REQUIREMENT 

3.1 HM Passport Office has embarked on a quest towards delivering a world-class 
experience for their customers. The Customer Intelligence Team are currently working 
to develop more cost effective, innovative and responsive ways to identify and share 
insight for the business.  

3.2 One way to achieve this is to introduce touchscreen feedback mechanisms to measure 
Customer Experience (CEX) at counter exits in real time. By introducing instant 
feedback mechanisms the team will be able to capture customer sentiment “in the 
moment” and, where investigated, determine at which stage of their journey customers 
experience more challenges (both generally and regionally). 

3.3 Customer Experience at counters has been traditionally lower than other channels. 
Surveying customers in real time is expected to yield a higher response rate than 
traditional surveying. Third Party research suggests that Customer opinion collected 
at the point-of-experience is 40% more accurate than feedback collected even as 
quickly as 24 hours later (Gartner, 2006). 

3.4 A tablet positioned in a stand, or on the wall, at a counter exit has been determined as 
the most cost effective feedback device option.  
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3.5 Specific feedback can be obtained through short customised surveys leading to 
detailed and fresh customer insight. Customers will be able to enter survey responses 
via the touchscreen device as they walk away from the counter.  

3.6 This information then needs to be uploaded to an online platform for real time access. 
The Customer Intelligence team will use the data collected in all counters, in 
combination with other sources, to improve HMPO’s customer understanding. Counter 
Managers can also use locally collected data as part of their trend analysis to 
continuously improve their Customer Service performance and to react quickly to 
changes. 

4. DEFINITIONS  

Expression or 
Acronym 

Definition 

HMPO Her Majesty’s Passport Office 

 

5. BRIEF OVERVIEW OF THE REQUIREMENT 

5.1 HMPO wish to purchase a number of Tablets and associated survey software (detailed 
below) which will enable the Customer Intelligence Team to collate and analyse 
customer feedback at HMPO regional offices.  

5.2 HMPO require a Pilot to take place at the Glasgow Office starting delivery and 
installation the week of 28th November 2016, and be in place ready to use week 
commencing 5th December 2016.  

5.3 Following review, should the pilot be successful, a full staggered roll out to the 
remaining offices (Durham, London, Peterborough, Belfast, Newport Wales and 
Liverpool) from is anticipated and dates to be agreed between HMPO and the 
successful supplier. 

5.4 Should the pilot be unsuccessful the roll out to other offices will not take place and the 
contract will cease with no further costs to HMPO. 

6. THE REQUIREMENT 

6.1 HMPO want to purchase Survey Tablets and associated software for a period of twelve 
(12) months. There will be an option to extend for a further twelve (12) months following 
the expiry of the initial contract term. 

6.2 Suppliers are asked to quote for the following: 

6.2.1 Hardware: 

6.2.1.1 8 x touchscreen Tablets 

(a) Each Tablet requires 1 x Power Plug and Internet 
Connection. The screen size should be a minimum of 12 
inches and should include suitable storage capacity to 
meet the software solution required.  
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(b) Wired internet connection is required and the tablet will 
have to support this.  

6.2.1.2 8 x Support Systems to position the Tablets.  

(a) These can be frames that will host the Tablets and will 
secure the tablet to the wall, table or floor as specified 
below.   

(b) The support systems should be adjustable to meet the 
requirements of the Equality Act 2010. 

6.2.2 Office requirements:  

6.2.2.1 Each office will have specific requirements. The Glasgow Office:  

 1 touchscreen tablet. 

 1 support system that will be secured to the wall.  

6.2.2.2 Following a successful pilot the remaining sites require the 
following: 

Durham  Tablet x1 

 Secure table mount support system 
x1 

London  Tablet x2 

 Secure table mount support system 
x2 

Liverpool   Tablet x1 

 Secure wall mount support system 
x1 

Belfast  Tablet x1 

 Secure wall mount support system 
x1 

Peterborough  Tablet x1  

 Secure wall mount support system 
x1 
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Newport  Tablet x1  

 Secure wall mount support system 
x1 

 

6.2.2.3 Network links would be a broadband line per site plus router. 
HMPO will purchase through its current IT supplier CSC/BT.  

6.2.3 Software: 

6.2.3.1 HMPO requires each Tablet to possess the survey software, 
which is an off the shelf package which can be modified, that will 
allow their customers to give their feedback. 

6.2.3.2 All suppliers should offer their survey software solution, 
including;  

 Customisation of the survey.  

 The form and type of survey (which should be as visual 
as possible for example: smiley faces). 

 Include multiple choice questions. 

 Yes/No questions.  

 The ability for Customers to add comments within a free 
text space.  

6.2.3.3 HMPO should also be able to change the questions when 
required and at no extra cost.  It would like standard questions 
for all Areas along with some specific questions for each Area 
office if required  

6.2.3.4 The software will need to include a personalised, online 
dashboard, where the data can be collected, viewed, analysed 
and downloaded in real time (or nearly real time) by HMPO. The 
successful supplier will furthermore, need to be able to establish 
access profiles for HMPO to access data collected locally in the 
Counter Offices and for two (2) key administrators. Details 
regarding access profiles are provided in point 6.2.5.2, 

6.2.3.5 The solution will be deployed in all 7 regional offices following a 
successful pilot in Glasgow. Any signage and survey questions 
on the solution for Newport Office must also be displayed in 
Welsh as per the Welsh Language Act. 



OFFICIAL 
Agreement Annexes - Services 

Provision of Touchscreen Survey Equipment 
CCIH16A62 

 

 

OFFICIAL 
Agreement Annexes - Services 
Nick Beynon 

©Crown copyright 2016 

 
  V1.1 21/11/2016 

22 
 

6.2.3.6 HMPO are determined to position accessibility as a fundamental 
and integral aspect of all its ICT systems and related services. 
Accessibility, and accessibility competence, will therefore be a 
mandatory consideration in the specifications of all the ICT 
products and services it purchases. 

6.2.3.7 The software solution must operate in line with operates in 
accordance with the Market Research Code of Conduct 

6.2.4 Volumes: 

6.2.4.1 The online dashboard requires HMPO to store 51,500 
completed surveys per month. HMPO require their customers to 
have the opportunity to complete the Customer Experience 
Survey every day during the opening hours of the UK Counter 
Offices, which will sum up to 1,700 responses daily (approx.) 
across the UK. The opening hours are outlined in point 19.1.  

6.2.4.3 The solution will have the capability to upload survey responses 
online in real time.  The data should locally stored on the tablet 
“off line” in case of lacking internet connection, and provide 
analytics on an online dashboard for up to 618,000 completed 
surveys each year (although the number is likely to be much 
lower).   

 

6.2.5 Reporting: 

6.2.5.1 HMPO requires the successful supplier to provide an online 
platform that is: 

(a) Accessible remotely. 

(b) Stores all survey replies.  

(c) Provides software that allows an upload to a secure, 
cloud-based online dashboard in real time (or nearly real 
time). 

6.2.5.2 The supplier should provide the opportunity to:: 

(a) Establish two (2) key administrators’ online dashboard, 
which will provide access to all the data collected from 
all eight devices.   

(b) Install two (2) devices at the London office.  
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(c) Provide the possibility to establish several user online 
dashboards, which show the information collected 
locally within each tablet.  

(d) Provide HMPO with two (2) main profiles to access all 
collected data and at least eight (8) profiles to access 
data collected locally.  

(e) Provide additional profiles if they are needed  during the 
time of the contract.   

(f) Provide training in use of the software and interpretation 
of the dashboard for each user and for additional 
contingency staff. 

6.2.5.3 All dashboards should: 

(a) Be remotely accessible from any geo-location. 

(b) Provide basic analytics functions such as: 

(i) The possibility to view results in form of 
visualisations such as: 

(1) Graphs. 

(2) Statistics. 

(3) League tables.  

(ii) All dashboards should provide the possibility to 
download data at no additional cost and with no 
restrictions to the certified user.  

6.2.5.4 In case of temporary internet loss, the software should be able 
to store data on the tablet locally and automatically upload 
results once an internet connection is re-established.  

7. KEY MILESTONES 

7.1 The Potential Provider should note the following project milestones that HMPO (the 
Authority) will measure the quality of delivery against: 

Milestone Description Timeframe 

1 Delivery of the Hardware (Tablets and 
Tablet mounts) to the Glasgow office. 

Within 10 (ten) days of the Contract 
award. 

2 Installation and set-up of hardware at 
the Glasgow location, and going live 

with the Tablets and Software. 

Within 10 (ten) days and two (2) 
weeks of the Contract award. 
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3. Delivery of the Hardware (Tablets and 
Tablet mounts) to all locations. 

Within 1 week of the Pilot approval 
for full roll-out.  

4. Installation and set-up of hardware at 
all locations and going live with the 

tablet and software. 

Dates for a staggered roll out will be 
agreed following the Pilot and 

approval for a full roll-out. 

 

 

8. AUTHORITY’S RESPONSIBILITIES 

8.1 Payment of correct and valid invoices within 30 days of receipt.  

9. REPORTING 

9.1 As per Section 6.2.5 of Appendix B – Statement of Requirements. 

10. VOLUMES 

10.1 As per Section 6.2.4 of Appendix B – Statement of Requirement. 

11. CONTINUOUS IMPROVEMENT 

11.1 The Supplier will be expected to continually improve the way in which the required 
Services are to be delivered throughout the Contract duration. 

11.2 The Supplier should present new ways of working to the Authority during quarterly 
Contract review meetings.  

11.3 Changes to the way in which the Services are to be delivered must be brought to the 
Authority’s attention and agreed prior to any changes being implemented. 

12. QUALITY 

12.1 The server used by the supplier should; sit behind a managed and ISO 27001 certified, 
firewall, run Anti-Virus Software and receive regular updates and patches to maintain 
security. All communications with the server should run via the TLS/HTTPS protocol. 
 

13. PRICE 

13.1 Prices are to be submitted via the e-Sourcing Suite by completing and attaching 
Appendix E – Pricing Schedule excluding VAT. 

14. STAFF AND CUSTOMER SERVICE 

14.1 The Authority requires the Potential Provider to provide a sufficient level of resource 
throughout the duration of the Provision of Touchscreens Survey Equipment Contract 
in order to consistently deliver a quality service to all Parties. 

14.2 Potential Provider’s staff assigned to the Provision of Touchscreens Survey Equipment 
Contract shall have the relevant qualifications and experience to deliver the Contract.  

14.3 The Potential Provider shall ensure that staff understand the Authority’s vision and 
objectives and will provide excellent customer service to the Authority throughout the 
duration of the Contract.   
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15. SERVICE LEVELS AND PERFORMANCE 

15.1 HM Passport Office require one commercial point of contact, as well as one technical 
point of contact, to provide continuous customer support, for both the hardware and 
the software, throughout the contract duration at no additional cost.  

15.1.1 The support is required to be online/telephone support, with the option for 
engineers to come to the site to resolve IT issues if necessary. 

15.1.2 The response time is required to be 24 hours from receipt of an issue being 
raised. 

15.2 Major version software upgrades as well as major patches and hot fixes to be installed 
on the Authority’s licences within 48 working hours of issue. 

15.3 The supplier’s staff assigned to this contract shall have the relevant qualifications and 
experience to deliver the contract. This means specifically: 

15.3.1 That the Supplier shall ensure that staff understands the Contracting 
Authority’s vision and objectives, and will provide excellent Customer 
Service to the Contracting Authority throughout the duration of the Contract.  

15.3.2 That the successful supplier should have significant and provable 
experience of several years in successfully consulting on, and designing of, 
customised surveys tailored to the Contracting Authority’s needs. 

15.4 The successful supplier should be able to provide evidence of the following: 

ID Objective Baseline Control 

1 Policies for information 
security 

A set of policies for information security should be defined, 
approved by management, published and communicated 
to employees and relevant external parties. 

2 Information security roles 
and responsibilities 

All information security responsibilities should be defined 
and allocated. Conflicting duties and areas of 
responsibility should be segregated to reduce 
opportunities for unauthorized or unintentional 
modification or misuse of the organization’s assets. 

3 Mobile device policy A policy and supporting security measures should be 
adopted to manage the risks introduced by using 
mobile devices. 

4 Terms and conditions of 
employment 

The contractual agreements with employees and 
contractors should state their and the organization’s 
responsibilities for information security. 

5 Information security 
awareness, education and 
training 

All employees of the organization and, where relevant, 
contractors should receive appropriate awareness 
education and training and regular updates in 
organizational policies and procedures, as relevant for 
their job function. 

6 Disciplinary process There should be a formal and communicated disciplinary 
process in place to take action against employees who 
have committed an information security breach. 
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7 Management of removable 
media 

Procedures should be implemented for the management 
of removable media in accordance with the classification 
scheme adopted by the organization. Media should be 
disposed of securely when no longer required, using 
formal procedures. Media containing information should 
be protected against unauthorized access, misuse or 
corruption during transportation. 

8 Access control policy An access control policy should be established, 
documented and reviewed based on business and 
information security requirements. Users should only be 
provided with access to the network and network services 
that they have been specifically authorized to use. 

9 User registration and de-
registration 

A formal user registration and de-registration process 
should be implemented to enable assignment of access 
rights. Asset owners should review users’ access rights at 
regular intervals. The access rights of all employees and 
external party users to information and information 
processing facilities should be removed upon termination 
of their employment, contract or agreement, or adjusted 
upon change. 

10 Secure log-on procedures Where required by the access control policy, access to 
systems and applications should be controlled by a secure 
log-on procedure. 

11 Securing offices, rooms and 
facilities 

Physical security for offices, rooms and facilities should be 
designed and applied. 

12 Secure disposal or re-use of 
equipment 

All items of equipment containing storage media should 
be verified to ensure that any sensitive data and licensed 
software has been removed or securely overwritten prior 
to disposal or re-use. 

13 Unattended user 
equipment/desks 

Users should ensure that unattended equipment has 
appropriate protection. A clear desk policy for papers and 
removable storage media and a clear screen policy for 
information processing facilities should be adopted. 

14 Documented operating 
procedures 

Operating procedures should be documented and made 
available to all users who need them. 

15 Change management Changes to the organization, business processes, 
information processing facilities and systems that affect 
information security should be controlled. 

16 Separation of development, 
testing and operational 
environments 

Development, testing, and operational environments 
should be separated to reduce the risks of unauthorized 
access or changes to the operational environment. 

17 Controls against malware Detection, prevention and recovery controls to protect 
against malware should be implemented, combined with 
appropriate user awareness. 

18 Information backup Backup copies of information, software and system 
images should be taken and tested regularly in 
accordance with an agreed backup policy. 

19 Event logging Event logs recording user activities, exceptions, faults and 
information security events should be produced, kept and 
regularly reviewed. 

20 Management of technical 
vulnerabilities 

Information about technical vulnerabilities of information 
systems being used should be obtained in a timely 
fashion, the organization’s exposure to such vulnerabilities 
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evaluated and appropriate measures taken to address the 
associated risk. 

21 Network controls Networks should be managed and controlled to protect 
information in systems and applications. 

22 Information transfer policies 
and procedures 

Formal transfer policies, procedures and controls should 
be in place to protect the transfer of information through 
the use of all types of communication facilities. 
Agreements should address the secure transfer of 
business information between the organization and 
external parties. 

23 Securing application services 
on public networks 

Information involved in application services passing over 
public networks should be protected from fraudulent 
activity, contract dispute and unauthorized disclosure and 
modification. 

24 Security Incidents Management responsibilities and procedures should be 
established to ensure a quick, effective and orderly 
response to information security incidents. Information 
security events should be reported through appropriate 
management channels as quickly as possible. 

25 Reporting information 
security weaknesses 

Employees and contractors using the organization’s 
information systems and services should be required to 
note and report any observed or suspected information 
security weaknesses in systems or services. 

26 Independent review of 
information security 

The organization’s approach to managing information 
security and its implementation (i.e. control objectives, 
controls, policies, processes and procedures for 
information security) should be reviewed independently at 
planned intervals or when significant changes occur. 

27 Compliance with security 
policies and standards 

Managers should regularly review the compliance of 
information systems, information processing and 
procedures within their area of responsibility with the 
appropriate security policies, standards and any other 
security requirements. 

 

16. SECURITY REQUIREMENTS 

16.1 Data traffic should be encrypted using AES256bit, or similar encryption, during transfer 
between the touchscreen device and the secure Cloud server.   

 
16.2 Secure backups should be taken to several locations to provide redundancy. It should 

be possible to recover data rapidly, on a wholesale or individual file basis. 
 

16.3 The supplier should retain the data securely with an annual purge.  The data should 
be destroyed securely after this period or at the end of the contract. 
 

16.4 All supplier maintenance staff must be CTC security cleared prior to installation of the 
equipment and software, and for the duration of the contract for maintenance 
purposes. 
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17. PAYMENT 

17.1 A Purchase Order will be raised of which the supplier will be required to submit an 
invoice upon receipt of the Contract. 

17.2 All invoices need to be sent to Home Office Shared Service Centre, REDACTED TEXT 

18. ADDITIONAL INFORMATION  

18.1 The content of surveys, results obtained, and any other material generated by the 
software should be owned by HM Passport Office, and therefore cannot be extracted, 
distributed and used by Third Parties without HM Passport Office’s explicit consent. 

18.2 Evaluation of the Appointed Provider’s Experian Credit Search will be carried out 
by Crown Commercial Service’s “Commercial Intelligence” department, and any risk 
will be identified and referred to the Procurement Lead.  

18.3 If there is any risk to the delivery of this contract being identified through this exercise 
Crown Commercial Service reserves the right to remove any bidder from this 
Procurement process. 

18.4 Tender responses will be evaluated in two stages, outlined in Appendix D.  The stages 
are summarised below for information only; suppliers must refer to Appendix D for 
response criteria and guidance.   

18.4.1 Stage 1: Suppliers to supply credentials to demonstrate expertise and a 
track record that meets the requirements as outlined above.   

18.4.2 Stage 2: The top 3 ranking potential suppliers will be shortlisted following 
evaluation of stage 1 will be asked to present their proposed solution 
against the criteria as outline within Appendix D – Response Guidance.   

19. LOCATION  

19.1 The Services will be carried out at HMPO’s Counter Offices in the following locations, 
during the following hours: 

REDACTED TEXT 
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ANNEX 4 – SUPPLIERS RESPONSE 

REDACTED TEXT 

 

 ANNEX 5 – CLARIFICATIONS 

Not Applicable 
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ANNEX 6 – ADDITIONAL TERMS & CONDITIONS 

Not Applicable  
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ANNEX 7 – CHANGE CONTROL FORMS 

Contract Management Guidance – Template #10 
CHANGE CONTROL FORM- General – v. 4 

Contract Name:   Contract Ref. No.  

[This is a template format for a Change Control Form, to be used for initiation and management of contract changes from 
change initiation to sign off. The change details and progress should be also captured in the central Change Control 

Register (#9). The form headings correlate to key stages in the change approval process. Not all the information listed 
under each stage will necessarily be needed for every contract and the content may need to be supplemented with 

contract-specific provisions. However all the stages need to be filled in and signed off before the change is regarded as 
complete. 

 Before progressing the change from stage to stage always make sure that representatives signing the change on 
behalf of the customer, supplier and CCS have the authority to approve the scope and cost of the relevant change. 

Refer to CM Standards Change Control stage for further guidance] 
 

[Guidance on how to fill in specific stages or the wording to be added in relation to each specific contract is put in square 
brackets and in Italics throughout the document] 

Change Control Process map:  

  
  

[insert summary of contractual provision/ process agreed with the supplier for contractual change control] 

  

CUSTOMER CHANGE NOTICE (CCN) 
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:  
 
 
 

 
STAGE 1 - CUSTOMER 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

STAGE 2 – SUPPLIER 
 

[name/ job title/ organisation] CCN Reference: Initiated by: 
 

[unique ref. No., as recorded in 
Change Control Register] 

[Customer/ CCS/ Supplier] 
 

Source of change: Date CCN 
Raised by 
relevant 
party: 

 
 

 

This is a variation to the contract between the [insert authority] and [insert supplier].  
 
The Terms and Conditions of the Contract apply but with the following amendments: 
 
Reason for change: [change in customer requirements; savings initiative; change in law/ 
regulations etc] 
 

Summary of proposals/ 
requirements 

Proposed payment: [lump sum/ ongoing payments] 

Required delivery date, with rationale: [specify if there is a critical deadline by which the change needs to be 
complete (e.g. specific event such as a scheduled date for opening of a new 

office or government committee date)]  

Change authorised to 
proceed to Stage 2 
(Customer 
organisation 
representative) 
): 

   

Signature  Print Name & Position  Date  

Change authorised to 
proceed to Stage 2 
(CCS representative): 

   

Signature  Print Name & Position  Date  
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Comments/ Caveats on requested change [e.g. proposed implementation route; conditions of delivery] 

 
 

CAPITAL / IMPLEMENTATION COST 

Labour  

Materials  

Other Costs  

TOTAL:  

REVENUE COSTS (per annum) 

 Contract Base Rate Current Contract Rate 

Breakdown   

Breakdown   

Breakdown   

Breakdown   

TOTAL   

ABORTIVE COSTS: [Cost incurred if CCN is withdrawn. Delete this row if no abortive costs can be expected (e.g. 
supplier is unlikely to incur professional fees in costing and submitting a costed proposal ] 

NB: Any abortive costs to be discussed with the customer before being incurred 
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STAGE 3 - CLARIFICATIONS 
[this stage is to be used if CCS/ customer organisation are not clear on or don't agree with the supplier's proposals for 

CCN implementation.] 
 
Clarifications/ queries  
to supplier regarding                                                                                                             Date: 
their proposals:                                                                  
 
 
 
 
Supplier Response                                                                                                                  Date:                        
                             

 
 

Anticipated period from CCN being 
authorised by customer to start of 
related provision 

Anticipated implementation period, if any  

 Print Name & 
Position: 

 

Date:  

Change authorised 
to proceed to Stage 
4  (CCS): 

   

Date  Print Name & Position  Signature  

  

  

 

 

Signed (Supplier 
Representative)
: 
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STAGE 4 - CUSTOMER CCN SIGN-OFF TO PROCEED TO IMPLEMENTATION 

  
 

 

By signing below, unless CCN is withdrawn, the [Customer / Authority, as defined in the contract] agrees to pay the 
[Supplier/ Contractor, as defined in the contract] the costs detailed in Stage 2, by deadlines agreed with the supplier, or 

as defined in the contract. 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
STAGE 5 - CCN COMPLETION SIGN-OFF 
 
 
 
 
 
 
 
 
 
 
 
 

CCN Withdrawn: [Yes/ no] 

Signed 
(Customer 
Representative
): 

Print Name & Position    

 
Date:  

Change 
authorised to 
proceed to 
implementation 
(CCS): 

  

Signature Print Name & Position  

 Date: 

I confirm that the [works have been completed/ provision required under the CCN commenced] in accordance with the 
customer requirements and supplier proposals in this CCN. 

Date works have been 
completed/ provision 
required under the CCN 
commenced: 

 Date Signed 
by Customer: 

 

Signed 
(Customer 
representative)
: 

 
Print Name & 
Position  
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Contract Management Guidance – Template #10 
CHANGE CONTROL FORM- Extensions – v. 5 

Contract Name: XXXX Contract Ref. No. XXXX 
[Insert CCN Change Number] 

[This is a template format for a Change Control Form, to be used for initiation and management of contract changes from 
change initiation to sign off. The change details and progress should be also captured in the central Change Control 

Register (#9). The form headings correlate to key stages in the change approval process. Not all the information listed 
under each stage will necessarily be needed for every contract and the content may need to be supplemented with 

contract-specific provisions. However all the stages need to be filled in and signed off before the change is regarded as 
complete. 

 Before progressing the change from stage to stage always make sure that representatives signing the change on 
behalf of the customer, supplier and CCS have the authority to approve the scope and cost of the relevant change. 

Refer to CM Standards Change Control stage for further guidance 
 

[Guidance on how to fill in specific stages or the wording to be added in relation to each specific contract is put in square 
brackets and in Italics throughout the document] 

Change Control Process map:   
CLIENT CHANGE NOTICE (CCN)   

  

[insert summary of contractual provision/ process agreed with the supplier for contractual change control] 

  

 
 
 
 
 
 
 
:  
 
 
 
  

  

STAGE 1 - CLIENT 
 

[name/ job title/ organisation] CCN Reference: [unique ref. No., as recorded in 
Change Control Register] 

[Customer/ CCS/ Supplier] 
 

Source of change: Date CCN 
Raised by 
relevant 
party: 

 
 

 

Initiated by: 
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Summary of proposals/ 
requirements : 
  
  
  
  
  

Further to the current contract expiry date of [insert date] the [insert contracting authority 
name] wishes to take up the option of a [insert extensions duration] extension to [insert new 
expiry date] as per the [Contract/ Agreement/ Call off].  
 
The contract extension will be in line with the current contract terms and conditions and based 
upon the initial pricing schedule. 

Proposed payment: In line with the Terms and Conditions of Contract 

 

Required delivery date, 
with rationale: 

[Contract current expiry date] 

 

  
Change authorised to 
proceed to Stage 2 
(Customer 
organisation 
representative):                           Signature                                  Print Name & Position                                Date 
                                                                 
 
Change authorised to 
proceed to Stage 2 
(CCS representative) 
 
 
                                                            Signature                                  Print Name & Position                                Date 
 

 

STAGE 2 – SUPPLIER 
  

Comments/ caveats on 
requested change: 

[e.g. proposed implementation route; conditions of delivery] 
 

  

ABORTIVE COSTS : [Cost incurred if CCN is withdrawn. Delete this row if no abortive costs can be expected 
(e.g. supplier is unlikely to incur professional fees in costing and submitting a costed 
proposal ]  

NB: Any abortive costs to be discussed with the client before being incurred  
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Anticipated period from CCN being authorised by client to start of related 
provision 

[Supplier name, as appears in the contract] confirms that the costs identified above are the agreed figures that will be 
payable on CCN implementation 

 
Signed (Supplier Representative):                                                                                                        
 
 
 
Print Name & Position:  
 
Date:   
 

STAGE 3 – CLARIFICATIONS 

[this stage is to be used if CCS/ customer organisation are not clear on- or don't agree with the supplier's proposals for 
CCN implementation.] 

 
Clarification/ queries to  
to supplier regarding                                                                                                                Date:           
their proposals: 
 
 
 
 
 
Supplier response                                                                                                                                 Date: 

STAGE 4 - CUSTOMER CCN SIGN-OFF TO PROCEED TO IMPLEMENTATION  

  
Variation Withdrawn  
 

By signing below, unless CCN is withdrawn, the [Client / Authority, as defined in the contract] agrees to pay the [Supplier/ 
Contractor, as defined in the contract] the costs detailed in Stage 2, by deadlines agreed with the supplier. 

 

 

 

 

  

  

[Yes/No] 
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STAGE 5 - CCN COMPLETION SIGN-OFF 
[This section doesn’t need to be filled in, if the extension is granted on the same terms and based on same rates 
as the original contract] 
 

I confirm that the [works have been completed/ provision required under the CCN commenced] in accordance with the 
customer requirements and supplier proposals in this CCN. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Signed 
(Customer 
Representative)
: 

Print Name & Position  

 

 

 

Date  

Change 
authorised to 
proceed to 
implementation 
(CCS): 

  

Signature 

Print Name & Position  

 

Date Signature 

 Date Signed 
by Customer: 

 

Signed 
(Customer 
representative): 

 Print Name & 
Position  

 

Date works have been 
completed/ provision 
required under the CCN 
commenced: 


