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1. [bookmark: _Toc196839111]Introduction

1.1. [bookmark: _Toc196839112]Goals

This document describes the specification of the user (system) requirements of an automated data retrieval system.
The purpose of this document is to describe all the requirements of the System (user) for using the System for its intended purpose.
1.2. [bookmark: _Toc196839113]Purpose

The purpose of this document is to detail the phased implementation process of the system, including:

· Development of MVP for basic functionality (Phase 2).
· Integration of advanced analytical tools, new data sources, and AI features (Phase 3).
· Scaling and optimizing infrastructure, ensuring high performance and cybersecurity (Phase 4).

1.3. [bookmark: _Toc196839114]Problem Description

Currently, the information search process within the Ministry of Internal Affairs is carried out using external search services. However, the existing approach has significant drawbacks that reduce work efficiency:

1. Manual Search: 
· All search operations are performed manually, which takes a significant amount of time.
2. Repeated Input of Criteria: 
· Each query requires re-entering parameters, creating additional workload for employees.
3. Lack of Automatic Saving: 
· Search results are not saved automatically, making further use impossible.
4. Content Loss: 
· Information from open sources (text, photos, videos) is not stored locally, nor is its full context preserved, leading to the loss of important data over time.
5. Lack of Change Monitoring: 
· The system does not allow automatic tracking of information changes or constant updates based on set criteria.
6. Lack of Image Search from Videos: 
· The system cannot perform searches on videos.
These limitations create risks related to the timeliness, accuracy, and quality of data, which is especially critical in the context of searching for missing persons.

1.4. [bookmark: _Toc196839115]Project Goals

1. Automation of Search: 
· Ensure automatic data collection from open sources based on set criteria.
2. Monitoring Updates: 
· Implement a system for continuous monitoring of information with schedule settings.
3. Data Preservation: 
· Implement functionality for automatic saving of search results, including full content of posts (text, photos, videos, links).
4. Improving Data Quality: 
· Ensure the preservation and analysis of information with maximum accuracy and relevance, which is critically important for searching for missing persons.
5. Analysis and Reporting: 
· Provide the ability to generate reports and analytics based on collected data.
6. Reducing Manual Work: 
· Reduce the number of repetitive tasks through process automation.
7. Autonomous Search and Processing: 
· Ensure the ability to perform autonomous search and processing or connect an autonomous search module that does not require additional licensing.
1.5. [bookmark: _Toc196839116]Expected Benefits

1. Increased operational efficiency:
· Reduction in information search time.
· Decreased employee workload through process automation.
2. Improved data quality:
· Preservation of the full search context, including text, photos, videos, and metadata.
· Ability to track changes in data.
· Enhanced accuracy and relevance of information, which is critical in the context of missing persons searches.
3. Effective analysis:
· Visualization and reporting based on collected information to support informed decision-making.
4. Resource saving:
· Reduction of manual work will lower personnel costs.
5. Improved operational activities:
· Ability to quickly access up-to-date data to address operational tasks.

1.6. [bookmark: _Toc196839117]Abbreviations and Definitions

	Abbreviation
	
Definition

	MVP
	Minimum Viable Product – a minimally functional version of the system containing its core features.

	OSINT
	Open-Source Intelligence – intelligence gathering based on publicly available sources.

	NLP
	Natural Language Processing – technology for analyzing and processing text in natural language.

	OCR
	Optical Character Recognition – technology for recognizing text within images.

	AI
	Artificial Intelligence – used for automated analysis and data processing.

	API
	Application Programming Interface – enables interaction between system components.

	REST API
	Architectural style for web services interaction via HTTPS requests.

	SIEM
	Security Information and Event Management – system for monitoring and analyzing security events.

	IDS/IPS
	Intrusion Detection/Prevention System – network intrusion detection and prevention systems.

	VPN
	Virtual Private Network – technology to secure data transmission over networks.

	ISO 27001
	International standard for information security management.


	GDPR
	General Data Protection Regulation – EU-wide data protection regulation.

	CISS
	Complex Information Security System – Ukrainian standards for data protection.

	Audit Trail
	A log of all actions performed within the System.




2. [bookmark: _Toc196839118] System Identification

	System Name
	Automated Data Search System

	Vendor
	Not defined

	Version
	01


2.1. [bookmark: _Toc196839119]Intended Use and System Description

The system is designed to provide analytical support to law enforcement agencies through the collection, processing, analysis, and visualization of data from open sources. It enables automated information searches, person and object identification, threat detection, and analysis of relationships between events and entities.

Core system components:
1. Data Collection Module:
· Integration with Telegram, YouTube, TikTok, Facebook, Viber, Instagram, and other online resources.
· Automated real-time monitoring of open sources.
· Filtering and classification of collected data.
2. Multimedia Processing Module:
· Analysis and text recognition on images (OCR).
· Facial and object recognition in photos and videos.
· Video stream analysis to detect suspicious activities.
3. Search and Analytics Module:
· Semantic search of textual information.
· Automated trend and anomaly detection in collected data.
· Discovery of connections between objects, events, and users.
4. Reporting and Integration Module:
· Generation and export of analytical reports.
· Optional integration with government information systems.
The system allows users to quickly obtain analytical data, autonomously monitor changes over time, predict risks, and interact effectively with other information resources. Its flexible architecture ensures expandability and integration of new services to enhance analytical capabilities and threat monitoring.


2.2. [bookmark: _Toc196839120]System Implementation Strategy
[bookmark: _Toc196839121]2.2.1. Phased Product Implementation

The system implementation should be divided into several phases for the following reasons:
1. Manageability and process control:
· A phased approach allows for gradual deployment, testing the effectiveness of each feature and adjusting the strategy as needed.
· It reduces the risk of launching a large and complex system without in-depth testing of each part by its intended users (e.g., law enforcement officers).
2. Functionality prioritization:
· The initial phase delivers a basic system version (MVP), allowing rapid initial use.
· Later phases involve expanding capabilities, enhancing analytics, and adding new data sources and AI features.
3. Risk and budget management:
· Gradual implementation helps optimize costs and avoid large financial commitments at early stages.
· If technical difficulties arise or functionalities need changes, the system can adapt without jeopardizing the entire project.
4. Testing and optimization:
· Step-by-step rollout enables thorough testing at each stage, detecting issues before full-scale deployment.
· Users can test the system and propose improvements during the rollout process.
5. Integration with other systems:
· Phased implementation allows gradual integration with other databases, analytical platforms, and OSINT services.
· It minimizes the risk of incompatibility with other government or commercial systems.

Principles of development phase planning:

· Product development should begin with an in-depth analysis of requirements and the design of corresponding system architecture. This should be handled in a separate phase — known as Discovery — involving a deep dive into the system’s logic and nuances to consider during development.

· Customer-side success factor: Continuous availability of Ministry of Internal Affairs (MIA) representatives to support the development team with consultations and input for system content and requirements.

· Vendor-side success factor: Availability of an experienced team capable of performing requirements analysis and developing architectural solutions and project plans based on those requirements.


Expected artifacts from the Discovery phase:
· Architectural diagram with supporting documentation/description of its components
· Detailed WBS (Work Breakdown Structure) with effort estimates (person-days/hours)
· Infrastructure and server capacity requirements to support system operation
· Project plan with key development, testing, and release milestones
· Risk and dependency tracker outlining factors affecting development timelines or product quality
· Proposed development team structure to ensure successful delivery

This list of artifacts is not exhaustive, but these items are the minimum required to consider the Discovery phase complete.

· After completing the Discovery phase and receiving the required artifacts, a more accurate development roadmap can be established. This roadmap will guide the release of different components of the search system using a phased approach.
· Subsequent phases will depend on the outcomes of the initial analysis but should be based on regular releases and testing of interim results by future users (e.g., MIA representatives).
· Later development phases must align with the product vision, with the goal of delivering a working MVP with limited functionality by the end of 2025.

2.2.2. [bookmark: _Toc196839122] Use of a Hybrid Implementation Model

A hybrid model combining internal system components with third-party services has been chosen for the following reasons:
1. Faster deployment:
· Integration with existing services (e.g., Clearview AI, Artellence, Amazon Rekognition, or equivalents) reduces the development time for specific features (e.g., facial recognition).
· Using third-party APIs enables rapid launch of analytics functions without developing them from scratch.
2. Resource and cost optimization:
· Developing in-house modules for facial recognition, multimedia processing, and data analytics requires significant financial and time investment.
· Integrating existing services reduces development and infrastructure maintenance costs.
3. Flexibility and scalability:
· The hybrid model allows features to evolve based on needs without rebuilding the entire system.
· Local system components ensure data control and security, while integrated APIs offer access to cutting-edge AI solutions.
4. Legal and regulatory compliance:
· Certain functionalities (e.g., personal data storage and processing) require localization and compliance with regulatory standards (KSI, GDPR).
· The hybrid approach allows local storage of sensitive data while leveraging cloud technologies for computation.
5. Interaction with government institutions:
· Many public authorities already use third-party analytics tools, so integration ensures interoperability.
· Connecting to existing databases provides access to up-to-date data without duplicating information.

2.2.3. [bookmark: _Toc196839123] System Architecture

The system should be implemented using a component-based architecture, where each module handles a specific function and communicates with others via defined interfaces. This ensures flexibility, scalability, and the ability to integrate external services.
Below is a UML Component Diagram (not shown here) illustrating interactions among core system components, including the user interface, APIs, database, analytics modules, and external services.
Core system components include:
· User – Interacts with the system via the web interface.
· Web UI – Provides the user interface for interaction.
· Application (Business Logic) – Handles user requests and coordinates module interactions.
· API – Main interface for integrating internal and external services.
· Database – Central repository for structured data.
· Analytics Module – Analyzes collected and stored data.
· Monitoring System – Tracks system performance and detects anomalies.
· Reporting & Visualization – Generates reports and analytical dashboards.
· External Services (e.g., Clearview AI, Artellence) – Integrated third-party systems.
· Dashboards – Presents analytical data using charts, tables, and KPIs.






UML Component Diagram:





2.2.4. [bookmark: _Toc196839124] Detail and Description of Potential System Implementation Phases

Phase 1 (Discovery): Planning and Preparation
1. Requirements analysis:
· Detailed breakdown of functional and non-functional requirements.
· Identification of key data sources and processing formats (e.g., Telegram, TikTok, YouTube, Viber, etc.).
· Coordination of legal considerations (compliance with KSI, GDPR) and their incorporation into system design.
· Creation of a detailed WBS (Work Breakdown Structure) with estimations and descriptions of functionality expected from each development phase.
· Development of a project plan and accompanying documents outlined in section 2.2.1.
2. Architecture design:
· Hybrid architecture (local servers and cloud components).
· Selection of search mechanisms (e.g., Elasticsearch, Apache Solr, or equivalents).
3. Approval of architecture and requirements documentation.
Phase 2: Minimum Viable Product (MVP) Development
1. Basic search functionality:
· Text-based search from open sources.
· Basic API integration with Telegram, TikTok, YouTube.
2. Multimedia processing:
· Text recognition in images (OCR).
· Video upload and frame extraction.
3. Monitoring:
· Configuration of automated data collection from defined sources.
4. Testing and verification:
· Functional testing of basic features.
· Load testing.
Phase 3: Feature Expansion
1. Semantic search:
· Use of NLP models (BERT, GPT) for contextual text analysis.
2. Image search:
· Facial recognition (MTCNN, YOLO).
· Search for similar images in the database.
3. Multimedia processing:
· Object recognition in photos/videos.
· Audio transcription (speech-to-text).
4. Reporting and visualization:
· Automatic report generation (PDF, Excel, CSV).
· Data visualization using interactive dashboards.
Phase 4: Scaling and Optimization
1. Integration of new data sources:
· Adding new platforms via API.
· Data collection from less common sources.
2. Database optimization:
· Duplicate removal.
· Archiving of infrequently used data.
3. Infrastructure scaling:
· Horizontal server scaling.
· Load balancing across components.
Phase 5: Full Deployment and Support
1. Personnel training:
· Conducting training sessions for users and administrators.
· Development of manuals and documentation.
2. Performance monitoring:
· Implementation of monitoring and audit tools.
· Logging of all user actions.
3. System updates:
· Regular updates of search algorithms.
· Addition of new features upon request.
[bookmark: _Toc196839125]2.3. Business Process
1. Authorization and System Access
Trigger: A user opens the system to perform a search or monitor information.
Process:
· Login through the web interface or internal network.
· Authentication via username and password (two-factor authentication may be enabled).
· Access level setup based on user roles.
Result: The user gains access to the system's main functionalities.

2. Information Search Execution
Trigger: The user needs to find specific information (a person, event, text, image).
Process:
· Entering a query (keywords, image, video, social media profile).
· Selecting search criteria (date, source, language, content type).
· Launching the search and waiting for results.
Result: The user receives a list of results, with options to filter, sort, and save them as a separate object.




3. Real-Time Event Monitoring
Trigger: The user wants to track changes in open sources related to a specific topic, person, or object.
Process:
· Creating automated monitoring based on keywords or profiles.
· Configuring update frequency and notification conditions.
· Receiving automatic alerts when new relevant data is detected.
Result: The user receives timely notifications about new events or mentions that match their query.




4. Report Generation
Trigger: The user needs to formalize analysis results for further work.
Process:
· Selecting the report format (PDF, Excel, interactive dashboard).
· Configuring report parameters (time period, data categories, graphical representations).
· Automatic generation and download of the report.
Result: The user receives a ready-to-use, structured report for use in investigations or analysis.




3. [bookmark: _Toc196839126]User (System) Requirements Specification
3.1. [bookmark: _Toc196839127]Functional Requirements

	[bookmark: _Hlk461118798]Identifier
	Phase
	Category
	Description

	URS-01-010
	Phase 2
	Text Search
	Perform keyword-based searches in open sources (Telegram, TikTok, YouTube, Facebook, Viber).

	URS-01-020
	Phase 2
	Text Search
	Support for exact match and contextual search.

	URS-01-030
	Phase 2
	Text Search
	Use of NLP (Natural Language Processing) for entity recognition (names, dates, geolocation, organizations, events).

	URS-01-040
	Phase 2
	Text Search
	Automatic classification of search results by categories.

	URS-01-050
	Phase 2
	Text Search
	Filtering of results by:
· Publication date
· Source (specific group, channel, profile)
· Content type (text, image, video)
· Language

	URS-01-060
	Phase 2
	Text Search
	Highlighting of keywords found in the search results.

	URS-01-070
	Phase 2
	Text Search
	Saving all data: text, images, videos, and links to sources.

	URS-01-080
	Phase 2
	Text Search
	Ability to view search history.

	URS-01-090
	Phase 2
	Text Search
	Creation and saving of reusable search templates.

	URS-01-100
	Phase 2
	Open-Source API Integration
	Telegram Bot API for collecting posts from channels and chats.

	URS-01-110
	Phase 2
	Open-Source API Integration
	YouTube API for retrieving videos and metadata.

	URS-01-120
	Phase 2
	Open-Source API Integration
	TikTok API for content search by hashtags and keywords.

	URS-01-130
	Phase 2
	Open-Source API Integration
	Facebook Graph API for retrieving posts.

	URS-01-140
	Phase 2
	Open-Source API Integration
	Viber API for collecting public content.

	URS-01-150
	Phase 2
	Open-Source API Integration
	Automatic data updates with retry mechanisms in case of API failure.

	URS-01-160
	Phase 2
	Open-Source API Integration
	Logging of all API requests and possible data retrieval errors.

	URS-01-170
	Phase 2
	Multimedia Processing
	Storage of images and videos from sources in standardized formats.

	URS-01-180
	Phase 2
	Multimedia Processing
	Automatic video frame extraction for key scene analysis.

	URS-01-190
	Phase 2
	Multimedia Processing
	Text recognition (OCR) in images with multi-language support.

	URS-01-200
	Phase 2
	Multimedia Processing
	Automatic object recognition including people, vehicles, weapons, etc.

	URS-01-210
	Phase 2
	Multimedia Processing
	Comparison and identification of individuals by image (face recognition).

	URS-01-220
	Phase 2
	Monitoring
	Automatic collection of new data based on predefined search criteria.

	URS-01-230
	Phase 2
	Monitoring
	Real-time or scheduled result updates.

	URS-01-240
	Phase 2
	Monitoring
	User notifications for new results in specified format (email, internal messages).

	URS-01-250
	Phase 2
	Monitoring
	Built-in mechanisms to detect anomalous activity in data streams.

	URS-01-260
	Phase 2
	Monitoring
	Saving content changes for comparison of previous and updated versions.

	URS-01-270
	Phase 2
	Monitoring
	Users can add new sources for monitoring.

	URS-01-280
	Phase 2
	Storage & Export
	Saving search results to an internal database for further processing.

	URS-01-290
	Phase 2
	Storage & Export
	Generation of customizable analytical reports (weekly, monthly).

	URS-01-300
	Phase 2
	Storage & Export
	Export of search results to CSV, PDF, Excel formats.

	URS-01-305
	Phase 2
	Import
	Import data from Excel/CSV with support for matching similar information to existing objects.

	URS-01-310
	Phase 2
	Data Exchange
	API for integration with BI systems or mobile applications.

	URS-01-320
	Phase 2
	Storage & Export
	Display of search statistics including result count, sources, and publication frequency.

	URS-01-330
	Phase 2
	Search Object
	Creation and maintenance of search objects.

	URS-01-340
	Phase 2
	Search Object
	Saving search results at the object level.

	URS-01-350
	Phase 2
	Search Object
	Customizable saving by type of found information.

	URS-01-360
	Phase 2
	Search Object
	Saving unchanged search records with timestamp logging.

	URS-01-370
	Phase 3
	Enhanced Text Search
	Advanced search supporting operators (AND, OR, NOT, NEAR).

	URS-01-380
	Phase 3
	Enhanced Text Search
	Contextual sentiment analysis (positive, neutral, negative) using NLP models (BERT, GPT).

	URS-01-390
	Phase 3
	Enhanced Text Search
	Automatic grouping of results by topic and keywords.

	URS-01-400
	Phase 3
	Enhanced Text Search
	Dynamic analytical report generation based on textual queries.

	URS-01-410
	Phase 3
	New Sources & Services Integration
	Instagram API integration for collecting text and multimedia content.

	URS-01-420
	Phase 3
	New Sources & Services Integration
	Twitter API integration for monitoring posts and trending topics.

	URS-01-430
	Phase 3
	New Sources & Services Integration
	News sites, blogs, forums scraping and analysis.

	URS-01-440
	Phase 3
	New Sources & Services Integration
	Inclusion of closed information sources via data exchange agreements.

	URS-01-450
	Phase 3
	New Sources & Services Integration
	Integration with Clearview AI for facial recognition.

	URS-01-460
	Phase 3
	New Sources & Services Integration
	Integration with Artellence for OSINT and automated data collection.

	URS-01-470
	Phase 3
	Clearview AI & Artellence Integration
	Use of REST API for uploading images and searching for matches.

	URS-01-480
	Phase 3
	Clearview AI & Artellence Integration
	Sending person identification requests.

	URS-01-490
	Phase 3
	Clearview AI & Artellence Integration
	Processing received data and integrating results into the internal system.

	URS-01-500
	Phase 3
	Advanced Multimedia Processing
	Improved facial recognition algorithms (more accurate AI models: MTCNN, YOLO).

	URS-01-510
	Phase 3
	Advanced Multimedia Processing
	Automatic sorting and grouping of similar photos and videos.

	URS-01-520
	Phase 3
	Advanced Multimedia Processing
	OCR process optimization for higher accuracy.

	URS-01-530
	Phase 3
	Advanced Multimedia Processing
	Speech-to-text audio transcription.

	URS-01-540
	Phase 3
	Reporting
	Automatic report generation (PDF, Excel, CSV).

	URS-01-550
	Phase 3
	Reporting
	Data visualization via interactive dashboards.

	URS-01-560
	Phase 4
	Integrations
	Adding new platforms via API.

	URS-01-570
	Phase 4
	Integrations
	Data collection from less popular sources.

	URS-01-580
	Phase 4
	Data Optimization
	Archiving old data with automatic transfer of 'passive' or 'closed' status objects.

	URS-01-590
	Phase 4
	Data Optimization
	Duplicate detection and processing mechanism with options to merge, delete, or retain records.



3.2. [bookmark: _Toc196839128]Non-functional requirements

	Identifier
	Category
	Description

	URS-02-010
	Server and Infrastructure Requirements
	Servers must be located within the organization for direct access.

	URS-02-020
	Server and Infrastructure Requirements
	Initial disk space: 42 TB with the ability to expand.

	URS-02-030
	Server and Infrastructure Requirements
	The system must be designed for multi-user mode.

	URS-02-040
	Performance and Speed
	Maximum search depth, number of faces: No limits.

	URS-02-050
	Performance and Speed
	Maximum number of search libraries: No limits.

	URS-02-060
	Performance and Speed
	Maximum number of faces per search library: No limits.

	URS-02-030
	Performance and Speed
	Maximum number of photos in the database: No limits.

	URS-02-070
	Performance and Speed
	Support for photo library backup.

	URS-02-080
	Performance and Speed
	Max search time in a database of 50 million records - up to 5 seconds.

	URS-02-090
	Performance and Speed
	Facial recognition speed when uploading to - up to 360 persons/second.

	URS-02-100
	Performance and Speed
	Unlimited support for search depth, libraries, and number of faces.

	URS-02-110
	Performance and Speed
	Operational availability: 24/7/365 (continuous operation).

	URS-02-120
	User Interface
	The user interface must be in Ukrainian, easy to navigate, and intuitive.

	URS-02-130
	System Scalability
	Planned database expansion as data volume grows.

	URS-02-140
	System Scalability
	Ensure efficient operation with increased load (indexing, data distribution).

	URS-02-150
	System Scalability
	Integration with other systems and APIs.

	URS-02-160
	Data Security
	Use of encryption for sensitive information.

	URS-02-170
	Data Security
	Implementation of authentication and authorization for access to the search module.

	URS-02-180
	Data Security
	Access to the database restricted by user roles.

	URS-02-190
	Data Security
	Use of backup and recovery mechanisms in case of data loss.

	URS-02-200
	Performance and Speed
	Average operation time:
· Text data search - up to 2 seconds
· Multimedia file processing - up to 5 seconds
· Report generation - up to 10 seconds.



3.3. [bookmark: _Toc196839129]Technical Pre-requisites 

	[bookmark: _Hlk461181778]Identifier
	Category
	Description

	URS-03-010
	Operating System
	The system must operate as a web application. It should be compatible with:
· Chrome 26.0
· Edge/IE 10.0
· Mozilla 37.0 
· Safari 11.1
· Opera 15.0

	URS-03-020
	Integrations
	The system must support SSO with MS Azure, Google, and Okta.

	URS-03-030
	Notifications
	The system must be able to send notifications via phone number and/or email.

	URS-03-040
	Data
	The system must support the Ukrainian language.

	URS-03-050
	Architecture
	The system architecture must be designed in accordance with the Regulatory Document on Technical Information Protection of Ukraine (НД ТЗІ 3.7-003-05) “Procedure for developing a comprehensive information protection system within an information and telecommunication system,” as issued by the State Service of Special Communications and Information Protection of Ukraine (SSSCIP).



3.4. [bookmark: _Toc196839130]Compliance requirements

	Identifier
	Category
	Description

	URS-04-010
	Reporting
	There must be an option to print the full report without altering its content.

	URS-04-020
	Reporting
	There must be an option to fully save the report in PDF format without changing the content.

	URS-04-040
	Access
	Access to the System must be restricted to users with a username, password, and MFA (multi-factor authentication).

	URS-04-050
	Access
	The system must support Azure ID SSO/Google SSO (SAML) or have built-in multi-factor authentication.

	URS-04-060
	Access
	Access to the System must be restricted to the authorized workstation.

	URS-04-070
	Access
	If there are multiple unauthorized login attempts, the user account must be locked.

	URS-04-080
	Access
	The system must be able to assign privileges to users through roles.

	URS-04-090
	Audit Trail
	The system automatically generates an audit trail for every action that creates, modifies, and/or deletes an electronic record.

	URS-04-100
	Audit Trail
	The system must track all the following actions using logs, including work with reports.

	URS-04-110
	Audit Trail
	The audit log must include:
· Date and time of the recorded activity
· Username
· Modified values (before and after) or activity
· Record ID

	URS-04-120
	Audit Trail
	It must not be possible to edit or delete the audit trail.

	URS-04-130
	Audit Trail
	There must be an option to print the audit trail report completely, accurately, and without content modification.

	URS-04-140
	Audit Trail
	There must be an option to export the full audit trail to a file correctly.

	URS-04-150
	Audit Trail
	Users must not be able to disable the audit trail feature.

	URS-04-160
	Audit Trail
	System date and time must be regularly synchronized with the server time.

	URS-04-170
	Audit Trail
	System date and time must not be modifiable by unauthorized users.

	URS-04-180
	Data Security
	It must not be possible to delete any data from the system.

	URS-04-185
	Data Security
	Data volume reduction may only be done through archiving.

	URS-04-190
	Data Export
	It must be possible to export all data, including configurations and audit logs, to a backup file.

	URS-04-200
	Data Import
	It must be possible to import a full and unchanged backup into the system.

	URS-04-210
	Notification
	The system must display scheduled downtimes and user availability in other services.



3.5. [bookmark: _Toc196839131]Data migration

	Identifier
	Category
	Description

	URS-05-010
	API
	The system must have an open API for integration with an external data exchange system.

	URS-05-020
	Export
	The system must allow exporting all information (including reports) in Excel or PDF format.

	URS-05-030
	Import
	The system must allow importing all information in Excel or CSV format.


3.6. [bookmark: _Toc196839132][bookmark: _Toc452989188]Data confidentiality

	Identifier
	Category
	Description

	URS-06-010
	Legal Requirement
	The system must comply with the Law of Ukraine "On Personal Data Protection" No. 2297-VI dated June 1, 2010.


4. [bookmark: _Toc196839133]Related documents

	Document ID
	Document Title

	НД ТЗІ 3.7-003-05
	Procedure for developing a comprehensive information protection system within an information and telecommunication system

	
	The system must comply with the Law of Ukraine "On Personal Data Protection" No. 2297-VI dated June 1, 2010.

	
	

	
	



5. [bookmark: _Toc196839134]HISTORY OF CHANGES

	Date
	Version
	Changes

	
	01
	New

	
	02
	Corrections based on comments

	
	03
	The following schemes have been added
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