	Date
	Question
	Owner
	Response
	Date
Published

	14/06/2022
	1. The embedded files in the document do not seem to open, is it possible that we could receive them separately please ?
	Mark Bowyer
	
Documents as requested










	16/06/2022

	14/06/2000
	2. Is it possible to receive a sample original file (from a past paper) so that we can read and review in order to establish what level the supplied files are likely to be ?
	Mark Bowyer
	
You can download a complete set of standard and modified 2022 key stage 1 and key stage 2 papers from here: National curriculum assessments: practice materials - GOV.UK (www.gov.uk). 2019 phonics materials can also be found near the bottom of this web page. 

An example of key stage 1 materials: Key stage 1 tests: 2022 English grammar, punctuation and spelling test materials - GOV.UK (www.gov.uk)
An example of key stage 2 materials: Key stage 2 tests: 2022 mathematics test materials - GOV.UK (www.gov.uk)
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CONTRACT FOR Professional Proofing Services STA-0307


THIS CONTRACT IS DATED Monday 15 August 2022


Parties


1)
The Secretary of State for Education whose Head Office is at Sanctuary Buildings, Great Smith Street, London, SW1P 3BT acting as part of the Crown (“the Department”); and



2) Communisis whose registered office is at Manston Lane, Cross Gates, Leeds LS15 8AH (“the Contractor”)


Recitals


The Contractor has agreed to provide Professional Proofing Services on the terms and conditions set out in this Contract.



The Department's reference number for this Contract is STA-0307.

1
Interpretation

1.1
In this Contract the following words shall mean:- 


		“the Services”"

		the services to be performed by the Contractor as described in Schedule 1;



		"Affiliate"

		in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;






		“Central Government Body”


“the Contract Manager”

		means a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:


(a)
Government Department;


(b)
Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);


(c)
Non-Ministerial Department; or


(d)
Executive Agency;
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		"Contractor Personnel"

		all employees, agents, Contractors and contractors of the Contractor and/or of any Sub-contractor;






		“the Contractors Contract Manager

		xxx



		 “Confidential Information”

		the Department's Confidential Information and/or the Contractor's Confidential Information;



		"Contracting Department"

		any contracting Department as defined in Regulation 5(2) of the Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000 other than the Department;



		"Contractor Personnel"

		all employees, agents, consultants and contractors of the Contractor and/or of any Sub-contractor;



		"Control"

		means that a person possesses, directly or indirectly, the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and "Controls" and "Controlled" shall be interpreted accordingly;





		

		



		“Controller”, “Processor,” “Data Subject”, “Personal Data”, “Personal Data Breach”, “Data Protection Officer”




		take the meaning given in the GDPR



		“Crown”

		means Queen Elizabeth II and any successor



		"Crown Body"

		any department, office or agency of the Crown;






		

		



		“Data Loss Event”




		any event that results, or may result, in unauthorised access to Personal Data held by the Contractor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 






		“DPA 2018”




		Data Protection Act 2018  



		“Data Protection Impact Assessment”

		an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.  






		“Data Protection Legislation”

		(i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy; 






		“Data Subject Request”

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.






		"Department’s Confidential Information"

		all Personal Data and any information, however it is conveyed, that relates to the business, affairs, developments, trade secrets, know-how, personnel, and suppliers of the Department, including all IPRs, together with all information derived from any of the above, and any other information clearly designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered to be confidential;





		"Department's Intellectual Property Rights"

		means all Intellectual Property Rights comprised in or necessary for or arising from the performance of the Consultancy Services



		"Environmental Information Regulations"

		the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issues by the Information Commissioner or relevant Government Department in relation to such regulations;



		"FOIA"

		the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government Department in relation to such legislation;



		

		



		“GDPR”




		the General Data Protection Regulation (Regulation (EU) 2016/679)






		“Her Majesty's Government”

		means the duly elected Government for the time being during the reign of Her Majesty and/or any department, committee, office, servant or officer of such Government



		"Information"

		has the meaning given under section 84 of the Freedom of Information Act 2000; 



		"Intellectual Property Rights"

		means any copyright, rights in designs, database rights, domain names, trademarks, service marks, patents or any applications for any of the foregoing, know-how or similar rights or obligations (whether registerable or not) including Moral Rights as defined in Chapter IV of the Copyright, Designs and Patents Act 1988



		

		



		

		



		“Joint Controllers”

		Where two or more Controllers jointly determine the purposes and means of processing






		

		



		“Law”




		means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply;



		“LED”

		Law Enforcement Directive (Directive (EU) 2016/680) 


 



		"Personal Data"

		shall have the same meaning as set out in the Data Protection Act 1998;






		

		



		“Processor Personnel”




		employees, agents, consultants and contractors of the Processor and/or of any Sub-Processor engaged in the performance of its obligations under this Contract.






		“Property” 




		means the property, other than real property, issued or made available to the Contractor by the Client in connection with the Contract.



		

		



		“Protective Measures”

		appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it including those set out in the Contract. 


.  






		“Regulatory Bodies”

		those government departments and regulatory, statutory and other entities, committees and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in this Contract or any other affairs of the Department and "Regulatory Body" shall be construed accordingly.



		"Request for Information"

		a request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations;



		"SME"

		means a micro, small or medium-sized enterprise defined in accordance with the European Commission Recommendation 2003/361/EC and any subsequent revisions.



		"Sub-contractor"

		the third party with whom the Contractor enters into a Sub-contract or its servants or agents and any third party with whom that third party enters into a Sub-contract or its servants or agents;



		

		



		“Sub-processor”

		any third Party appointed to process Personal Data on behalf of the Contractor related to this Contract  



		"Working Day"

		any day other than a Saturday, Sunday or public holiday in England and Wales.





1.2 
References to “Contract” mean this contract (and include the Schedules).  References to “Clauses” and “Schedules” mean clauses of and schedules to this Contract. The provisions of the Schedules shall be binding on the parties as if set out in full in this Contract.


1.3
Reference to the singular include the plural and vice versa and references to any gender include both genders and the neuter. References to a person include any individual, firm, unincorporated association or body corporate.


2
Commencement and Continuation


The Contractor shall commence the Services on Monday 15 August 2022 and, subject to Clause 10.1 shall complete the Services on or before 31 August 2023. The Contract may be extended by a further 12 months subject to requirements.

3
Contractor's Obligations

3.1
The Contractor shall promptly and efficiently complete the Services in accordance with the provisions set out in Schedule 1 and the details provided in their tender attached in Schedule 3. 

3.2
The Contractor shall comply with the accounting and information provisions of Schedule 2.


3.3
The Contractor shall comply with all statutory provisions including all prior and subsequent enactments, amendments and substitutions relating to that provision and to any regulations made under it.


4
Departments Obligations


The Department will comply with the payment provisions of Schedule 2 provided that the Department has received full and accurate information and documentation as required by Schedule 2 to be submitted by the Contractor for work completed to the satisfaction of the Department.


5
Changes to the Department's Requirements

5.1
The Department shall notify the Contractor of any material change to the Department's requirement under this Contract.


5.2
The Contractor shall use its best endeavours to accommodate any changes to the needs and requirements of the Department provided that it shall be entitled to payment for any additional costs it incurs as a result of any such changes. The amount of such additional costs to be agreed between the parties in writing.


6
Management

6.1
The Contractor shall promptly comply with all reasonable requests or directions of the Contract Manager in respect of the Services.


6.2
The Contractor shall address any enquiries about procedural or contractual matters in writing to the Contract Manager.  Any correspondence relating to this Contract shall quote the reference number set out in the Recitals to this Contract.


7
Contractor's Employees and Sub-Contractors

7.1
Where the Contractor enters into a contract with a supplier or contractor for the purpose of performing its obligations under the Contract (the “Sub-contractor”) it shall ensure prompt payment in accordance with this clause 7.1. Unless otherwise agreed by the Department in writing, the Contractor shall ensure that any contract requiring payment to a Sub-contractor shall provide for undisputed sums due to the Sub-contractor to be made within a specified period from the receipt of a valid invoice not exceeding:


7.1.1
10 days, where the Sub-contractor is an SME; or 


7.1.2
30 days either, where the sub-contractor is not an SME, or both the Contractor and the Sub-contractor are SMEs,


The Contractor shall comply with such terms and shall provide, at the Department’s request, sufficient evidence to demonstrate compliance.


7.2
The Department shall be entitled to withhold payment due under clause 7.1 for so long as the Contractor, in the Department’s reasonable opinion, has failed to comply with its obligations to pay any Sub-contractors promptly in accordance with clause 7.1. For the avoidance of doubt the Department shall not be liable to pay any interest or penalty in withholding such payment.

7.3
The Contractor shall take all reasonable steps to satisfy itself that its employees or sub-contractors (or their employees) are suitable in all respects to perform the Services.


7.4
The Contractor shall give to the Department if so requested a list of all persons who are or may be at any time directly concerned with the performance of this Contract specifying the capacity in which they are concerned with the provision of the Services and giving such other particulars as the Department may reasonably require.


7.5
If the Department notifies the Contractor that it considers that an employee or sub-contractor is not appropriately qualified or trained to provide the Services or otherwise is not providing the Services in accordance with this Contract, then the Contractor shall, as soon as is reasonably practicable, take all such steps as the Department considers necessary to remedy the situation or, if so required by the Department, shall remove the said employee or sub-contractor from providing the Services and shall provide a suitable replacement (at no cost to the Department).


7.6
The Contractor shall take all reasonable steps to avoid changes of employees or sub-contractors assigned to and accepted to provide the Services under the Contract except whenever changes are unavoidable or of a temporary nature. The Contractor shall give at least one month's written notice to the Contract Manager of proposals to change key employees or sub-contractors.


7.7
The Contractor shall immediately notify the Department if they have any concerns regarding the propriety of any of its sub-contractors in respect of work/services rendered in connection with this Contract.


7.8
The Contractor, its employees and sub-contractors (or their employees), whilst on Departmental premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time.


7.9 
The Contractor shall ensure the security of all the Property whilst in its possession, during the supply of the Services, in accordance with the Department’s reasonable security requirements as required from time to time.


7.10
In addition to any other management information requirements set out in this Contract, the Contractor agrees and acknowledges that it shall, on request and at no charge, provide timely, full, accurate and complete SME Management Information (MI) Reports to the Department including: 


7.10.1
the total contract revenue received directly on a specific contract;  


7.10.1
the total value of sub-contracted revenues under the contract (including revenues for non-SMEs/non-VCSEs); and 


7.10.3
the total value of sub-contracted revenues to SMEs and VCSEs.


8
Intellectual Property Rights


8.1
It is acknowledged and agreed between the parties that all existing or future Department's Intellectual Property Rights shall vest in the Crown absolutely.


8.2
Any Intellectual Property Rights of the Contractor which are in existence at the date of this Contract and which are comprised in or necessary for or arising from the performance of the Consultancy Services owned by the Contractor ("Background Intellectual Property") shall remain in the ownership of the Contractor but in consideration of the fees payable pursuant to this Contract, the Contractor hereby grants to the Department in respect of such Background Intellectual Property an irrevocable, non-exclusive, royalty-free, perpetual licence with rights to grant sub-licences.


8.3
The Contractor agrees that at the request and cost of the Department it will and procure that its officers, employees and agents will at all times do all such reasonable acts and execute all such documents as may be reasonably necessary or desirable to ensure that the Department receives the full benefit of all of its rights under this Contract in respect of the Department's Intellectual Property Rights or to assist in the resolution of any question concerning the Intellectual Property Rights.


8.4
The Contractor hereby waives any Moral Rights as defined at Chapter IV of the Copyright, Designs and Patents Act 1988.


8.5
The Contractor warrants:


8.5.1
that the Department's Intellectual Property Rights comprise the original work of and were created by or on behalf of the Contractor;


8.5.2 that the Department's Intellectual Property Rights have not and will not be copied wholly or in part from any other work or material;


8.5.3 That the use of or exercise by the Department of the Department's Intellectual Property Rights and the Background Intellectual Property will not infringe the rights of any third party;


8.5.4 that the Contractor has not granted or assigned any rights of any nature in the Department's Intellectual Property Rights to any third party.


8.6
The Contractor shall ensure that any copyright materials produced by or on behalf of the Contractor shall be marked with the following copyright notice " © Crown Copyright 1988.

9
Warranty and Indemnity

9.1
The Contractor warrants to the Department that the obligations of the Contractor under this Contract will be performed by appropriately qualified and trained personnel with reasonable skill, care and diligence and to such high standards of quality as it is reasonable for the Department to expect in all the circumstances. The Department will be relying upon the Contractor's skill, expertise and experience in the performance of the Services and also upon the accuracy of all representations or statements made and the advice given by the Contractor in connection with the performance of the Services and the accuracy of any documents conceived, originated, made or developed by the Contractor as part of this Contract.  The Contractor warrants that any goods supplied by the Contractor forming a part of the Services will be of satisfactory quality and fit for their purpose and will be free from defects in design, material and workmanship.


9.2
Without prejudice to any other remedy, if any part of the Services is not performed in accordance with this Contract then the Department shall be entitled, where appropriate to:


9.2.1
require the Contractor promptly to re-perform or replace the relevant part of the Services without additional charge to the Department; or


9.2.2
assess the cost of remedying the failure (“the assessed cost”) and to deduct from any sums due to the Contractor the Assessed Cost for the period that such failure continues.


9.3
The Contractor shall be liable for and shall indemnify the Department in full against any expense, liability, loss, claim or proceedings arising under statute or at common law in respect of personal injury to or death of any person whomsoever or loss of or damage to property whether belonging to the Department or otherwise arising out of or in the course of or caused by the provision of the Services.


9.4
The Contractor shall be liable for and shall indemnify the Department against any expense, liability, loss, claim or proceedings arising as a result of or in connection with any breach of the terms of this Contract or otherwise through the default of the Contractor


9.5
All property of the Contractor whilst on the Department's premises shall be there at the risk of the Contractor and the Department shall accept no liability for any loss or damage howsoever occurring to it.


9.6
The Contractor shall ensure that it has adequate insurance cover with an insurer of good repute to cover claims under this Contract or any other claims or demands which may be brought or made against it by any person suffering any injury damage or loss in connection with this Contract. The Contractor shall upon request produce to the Department, its policy or policies of insurance, together with the receipt for the payment of the last premium in respect of each policy or produce documentary evidence that the policy or policies are properly maintained.


10
Termination

10.1
This Contract may be terminated by either party giving to the other party at least 30 days notice in writing.

10.2
In the event of any breach of this Contract by either party, the other party may serve a notice on the party in breach requiring the breach to be remedied within a period specified in the notice which shall be reasonable in all the circumstances. If the breach has not been remedied by the expiry of the specified period, the party not in breach may terminate this Contract with immediate effect by notice in writing.


10.3
In the event of a material breach of this Contract by either party, the other party may terminate this Contract with immediate effect by notice in writing.


10.4
This Contract may be terminated by the Department with immediate effect by notice in writing if at any time:-


10.4.1
the Contractor passes a resolution that it be wound-up or that an application be made for an administration order or the Contractor applies to enter into a voluntary arrangement with its creditors; or


10.4.2
a receiver, liquidator, administrator, supervisor or administrative receiver be appointed in respect of the Contractor's property, assets or any part thereof; or


10.4.3
the court orders that the Contractor be wound-up or a receiver of all or any part of the Contractor's assets be appointed; or


10.4.4
the Contractor is unable to pay its debts in accordance with Section 123 of the Insolvency Act 1986.


10.4.5
there is a change in the legal or beneficial ownership of 50% or more of the Contractor's share capital issued at the date of this Contract or there is a change in the control of the Contractor, unless the Contractor has previously notified the Department in writing. For the purpose of this Sub-Clause 10.4.5 “control” means the power of a person to secure that the affairs of the Contractor are conducted in accordance with the wishes of that person by means of the holding of shares or the possession of voting power.


10.4.6
the Contractor is convicted (or being a company, any officers or representatives of the Contractor are convicted) of a criminal offence related to the business or professional conduct


10.4.7
the Contractor commits (or being a company, any officers or representatives of the Contractor commit) an act of grave misconduct in the course of the business;


10.4.8
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil its obligations relating to the payment of Social Security contributions;


10.4.9
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil its obligations relating to payment of taxes;


10.4.10the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to disclose any serious misrepresentation in supplying information required by the Department in or pursuant to this Contract.


10.5
Nothing in this Clause 10 shall affect the coming into, or continuance in force of any provision of this Contract which is expressly or by implication intended to come into force or continue in force upon termination of this Contract.


11
Status of Contractor

11.1
In carrying out its obligations under this Contract the Contractor agrees that it will be acting as principal and not as the agent of the Department.


11.2
The Contractor shall not say or do anything that may lead any other person to believe that the Contractor is acting as the agent of the Department.


12
Confidentiality

12.1
Except to the extent set out in this clause or where disclosure is expressly permitted elsewhere in this Contract, each party shall:


12.1.1
treat the other party's Confidential Information as confidential and safeguard it accordingly; and

12.1.2
not disclose the other party's Confidential Information to any other person without the owner's prior written consent.


12.2
Clause 12 shall not apply to the extent that:

12.2.1
such disclosure is a requirement of Law placed upon the party making the disclosure, including any requirements for disclosure under the FOIA, Code of Practice on Access to Government Information or the Environmental Information Regulations pursuant to Clause 13 (Freedom of Information);


12.2.2
such information was in the possession of the party making the disclosure without obligation of confidentiality prior to its disclosure by the information owner; 


12.2.3
such information was obtained from a third party without obligation of confidentiality;


12.2.4
such information was already in the public domain at the time of disclosure otherwise than by a breach of this Contract; or


12.2.5
it is independently developed without access to the other party's Confidential Information.


12.3
The Contractor may only disclose the Department's Confidential Information to the Contractor Personnel who are directly involved in the provision of the Project and who need to know the information, and shall ensure that such Contractor Personnel are aware of and shall comply with these obligations as to confidentiality. 


12.4
The Contractor shall not, and shall procure that the Contractor Personnel do not, use any of the Department's Confidential Information received otherwise than for the purposes of this Contract.

12.5   
The Contractor shall ensure that their employees, servants or such professional advisors or consultants sign a confidentiality undertaking before commencing work in connection with the Contract.

12.6
Nothing in this Contract shall prevent the Department from disclosing the Contractor's Confidential Information:


12.6.1
on a confidential basis to any Central Government Body for any proper purpose of the Department or of the relevant Central Government Body; 


12.6.2
to Parliament and Parliamentary Committees or if required by any Parliamentary reporting requirement;


12.6.3
to the extent that the Department (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions;


12.6.4
on a confidential basis to a professional adviser, consultant, supplier or other person engaged by any of the entities described in Clause 12.6.1 (including any benchmarking organisation) for any purpose relating to or connected with this Contract; 


12.6.5
on a confidential basis for the purpose of the exercise of its rights under this Contract, including audit rights, step-in rights and exit management rights; or


12.6.6
on a confidential basis to a proposed successor body in connection with any assignment, novation or disposal of any of its rights, obligations or liabilities under this Contract.


12.7
The Department shall use all reasonable endeavours to ensure that any Central Government Body, Contracting Department, employee, third party or Sub-contractor to whom the Contractor's Confidential Information is disclosed pursuant to clause 12 is made aware of the Department's obligations of confidentiality.


12.8
Nothing in this clause 12 shall prevent either party from using any techniques, ideas or know-how gained during the performance of the Contract in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of Intellectual Property Rights.


12.9
The parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Contract is not Confidential Information. The Department shall be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt from disclosure in accordance with the provisions of the FOIA.  


12.10
Subject to Clause 12.9, the Contractor hereby gives its consent for the Department to publish the Contract in its entirety, including from time to time agreed changes to the Contract, to the general public.  


12.11
The Department may consult with the Contractor to inform its decision regarding any redactions but the Department shall have the final decision in its absolute discretion.


12.12
The Contractor shall assist and cooperate with the Department to enable the Department to publish this Contract.


13
Freedom of Information


13.1
The Contractor acknowledges that the Department is subject to the requirements of the FOIA and the Environmental Information Regulations and shall assist and cooperate with the Department to enable the Department to comply with its information disclosure obligations. 


13.2
The Contractor shall and shall procure that its Sub-contractors shall: 


13.2.1
transfer to the Department all Requests for Information that it receives as soon as practicable and in any event within two Working Days of receiving a Request for Information; 


13.2.2
provide the Department with a copy of all Information in its possession, or power in the form that the Department requires within five Working Days (or such other period as the Department may specify) of the Department's request; and


13.2.3
provide all necessary assistance as reasonably requested by the Department to enable the Department to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations.


13.3
The Department shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Contract or any other agreement whether any Information is exempt from disclosure in accordance with the provisions of the FOIA or the Environmental Information Regulations.


13.4
In no event shall the Contractor respond directly to a Request for Information unless expressly authorised to do so by the Department.


13.5
The Contractor acknowledges that (notwithstanding the provisions of Clause 13) the Department may, acting in accordance with the Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 (“the Code”), be obliged under the FOIA, or the Environmental Information Regulations to disclose information concerning the Contractor or the Project:


13.5.1
in certain circumstances without consulting the Contractor; or


13.5.2
following consultation with the Contractor and having taken their views into account;


provided always that where 13.5.1 applies the Department shall, in accordance with any recommendations of the Code, take reasonable steps, where appropriate, to give the Contractor advanced notice, or failing that, to draw the disclosure to the Contractor’s attention after any such disclosure.


13.6
The Contractor shall ensure that all Information is retained for disclosure and shall permit the Department to inspect such records as requested from time to time. 


14
Access and Information


The Contractor shall provide access at all reasonable times to the Department's internal auditors or other duly authorised staff or agents to inspect such documents as the Department considers necessary in connection with this Contract and where appropriate speak to the Contractors employees.


15
Transfer of Responsibility on Expiry or Termination

15.1
The Contractor shall, at no cost to the Department, promptly provide such assistance and comply with such timetable as the Department may reasonably require for the purpose of ensuring an orderly transfer of responsibility upon the expiry or other termination of this Contract. The Department shall be entitled to require the provision of such assistance both prior to and, for a reasonable period of time after the expiry or other termination of this Contract.


15.2
Such assistance may include (without limitation) the delivery of documents and data in the possession or control of the Contractor which relate to this Contract, including the documents and data, if any, referred to in the Schedule.


15.3
The Contractor undertakes that it shall not knowingly do or omit to do anything which may adversely affect the ability of the Department to ensure an orderly transfer of responsibility.


16
Tax Indemnity


16.1
Where the Contractor is liable to be taxed in the UK in respect of consideration received under this contract, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 (ITEPA) and all other statutes and regulations relating to income tax in respect of that consideration. Where the Department has deemed the Contractor to be an Off-Payroll Contractor as defined by Her Majesty’s Revenue and Customs the Department reserves the right to calculate Income Tax and pay it to HMRC. The amounts will be deducted from the Contractor’s fee for the work provided.


16.2
Where the Contractor is liable to National Insurance Contributions (NICs) in respect of consideration received under this contract, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs in respect of that consideration. Where the Department has deemed the Contractor to be an Off-Payroll Contractor as defined by Her Majesty’s Revenue and Customs the Department reserves the right to calculate primary (employee) National Insurance contributions (NICs) and pay them to HMRC. The amounts will be deducted from the Contractor’s fee for the work provided.


16.3
The Department may, at any time during the term of this contract, ask the Contractor to provide information which demonstrates how the Contractor complies with Clauses 16.1 and 16.2 above or why those Clauses do not apply to it. 


16.4
A request under Clause 16.3 above may specify the information which the Contractor must provide and the period within which that information must be provided. 


16.5
The Department may terminate this contract if- 


(a)
in the case of a request mentioned in Clause 16.3 above if the Contractor:


(i)
fails to provide information in response to the request within a reasonable time, 


or 


(ii)
provides information which is inadequate to demonstrate either how the Contractor complies with Clauses 16.1 and 16.2 above or why those Clauses do not apply to it; 


(b)
in the case of a request mentioned in Clause 16.4 above, the Contractor fails to provide the specified information within the specified period, or 


(c)
it receives information which demonstrates that, at any time when Clauses 16.1 and 16.2 apply, the Contractor is not complying with those Clauses. 


16.6
The Department may supply any information which it receives under Clause 16.3 to the Commissioners of Her Majesty’s Revenue and Customs for the purpose of the collection and management of revenue for which they are responsible.


16.7
The Contractor warrants and represents to the Department that it is an independent contractor and, as such, bears sole responsibility for the payment of tax and national insurance contributions which may be found due from it in relation to any payments or arrangements made under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.


16.8
The Contractor will account to the appropriate authorities for any income tax, national insurance, VAT and all other taxes, liabilities, charges and duties relating to any payments made to the Contractor under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.


16.9
The Contractor shall indemnify Department against any liability, assessment or claim made by the HM Revenue and Customs or any other relevant authority arising out of the performance by the parties of their obligations under this Contract (other than in respect of employer's secondary national insurance contributions) and any costs, expenses, penalty fine or interest incurred or payable by Department in connection with any such assessment or claim.


16.10
The Contractor authorises the Department to provide the HM Revenue and Customs and all other departments or agencies of the Government with any information which they may request as to fees and/or expenses paid or due to be paid under this Contract whether or not Department is obliged as a matter of law to comply with such request. 

17
Data Protection


17.1
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor unless otherwise specified in Schedule 3a. The only processing that the Processor is authorised to do is listed in Schedule 3a by the Controller and may not be determined by the Processor


17.2
The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions infringe the Data Protection Legislation.


17.3
The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include: 


(a)
a systematic description of the envisaged processing operations and the purpose of the processing; 


(b)
an assessment of the necessity and proportionality of the processing operations in relation to the Services; 


(c)
an assessment of the risks to the rights and freedoms of Data Subjects; and 


(d)
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 


17.4
The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Contract: 


(a)
process that Personal Data only in accordance with Schedule 3a , unless the Processor is required to do otherwise by Law. If it is so required the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law; 


(b)
ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the: 


(i)
nature of the data to be protected; 


(ii)
harm that might result from a Data Loss Event; 


(iii)
state of technological development; and 


(iv)
cost of implementing any measures; 


(c)
 ensure that : 


(i)
the Processor Personnel do not process Personal Data except in accordance with this Contract (and in particular Schedule 3a); 


(ii)
it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they: 


(A)
are aware of and comply with the Processor’s duties under this clause; 


(B)
are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor; 


(C)
are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Contract; and 


(D)
have undergone adequate training in the use, care, protection and handling of Personal Data; and 


(d)
not transfer Personal Data outside of the EU unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled: 


(i)
the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller; 


(ii)
the Data Subject has enforceable rights and effective legal remedies; 


(iii)
the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and 


(iv)
the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; 


(e)
at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.  


17.5
Subject to clause 17.6, the Processor shall notify the Controller immediately if it: 


(a)
receives a Data Subject Request (or purported Data Subject Request); 


(b)
receives a request to rectify, block or erase any Personal Data;  


(c)
receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;  


(d)
receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;  


(e)
receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 


(f)
becomes aware of a Data Loss Event. 


17.6
The Processor’s obligation to notify under clause 17.5 shall include the provision of further information to the Controller in phases, as details become available.  


17.7
Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 17.5 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing: 


(a)
the Controller with full details and copies of the complaint, communication or request; 


(b)
such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;  


(c)
the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;  


(d)
assistance as requested by the Controller following any Data Loss Event;  


(e)
assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 


17.8
The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Processor employs fewer than 250 staff, unless: 


(a)
the Controller determines that the processing is not occasional; 


(b)
the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and  


(c)
the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 


17.9
The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor. 


17.10
Each Party shall designate its own data protection officer if required by the Data Protection Legislation.  


17.11
Before allowing any Sub-processor to process any Personal Data related to this Contract, the Processor must: 


(a)
notify the Controller in writing of the intended Sub-processor and processing; 


(b)
obtain the written consent of the Controller;  


(c)
enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause 17 such that they apply to the Sub-processor; and 


(d)
provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 


17.12
The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 


17.13
The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract). 


17.14
The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to the Processor amend this Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.  

18
Amendment and variation


No amendment or variation to this Contract shall be effective unless it is in writing and signed by or on behalf of each of the parties hereto. The Contractor shall comply with any formal procedures for amending or varying contracts which the Department may have in place from time to time.


19
Assignment and Sub-contracting


The benefit and burden of this Contract may not be assigned or sub-contracted in whole or in part by the Contractor without the prior written consent of the Department. Such consent may be given subject to any conditions which the Department considers necessary. The Department may withdraw its consent to any sub-contractor where it no longer has reasonable grounds to approve of the sub-contractor or the sub-contracting arrangement and where these grounds have been presented in writing to the Contractor.


20
The Contract (Rights of Third Parties) Act 1999

This Contract is not intended to create any benefit, claim or rights of any kind whatsoever enforceable by any person not a party to the Contract.


21
Waiver


No delay by or omission by either Party in exercising any right, power, privilege or remedy under this Contract shall operate to impair such right, power, privilege or remedy or be construed as a waiver thereof.  Any single or partial exercise of any such right, power, privilege or remedy shall not preclude any other or further exercise thereof or the exercise of any other right, power, privilege or remedy.


22
Notices

22.1
Any notice, demand or communication in connection with the Contract shall be in writing and may be delivered by hand, pre-paid first class post or (where being sent to an address in a different country to where posted) airmail, or e-mail, addressed to the recipient at its registered office or its address (or such other address, or e-mail address as may be notified in writing from time to time).


22.2
The notice, demand or communication shall be deemed to have been duly served:


22.2.1
if delivered by hand, when left at the proper address for service;


22.2.2
if given or made by prepaid first class post 48 hours after being posted or in the case of airmail 14 days after being posted;


22.2.3
if made by e-mail, at the time of transmission, dispatched as a pdf attachment to an e-mail to the correct e-mail address without any error message or, in the case of transmission by e-mail where the time of transmission is not between 9.00 am and 5.00 pm, service shall be deemed to occur at 9.00 am on the next following Business Day (such times being local time at the address of the recipient).


23
Dispute resolution


23.1
The Parties shall use all reasonable endeavours to negotiate in good faith and settle amicably any dispute that arises during the continuance of this Contract.


23.2
Any dispute not capable of resolution by the parties in accordance with the terms of Clause 23 shall be settled as far as possible by mediation in accordance with the Centre for Dispute Resolution (CEDR) Model Mediation Procedure.


23.3
No party may commence any court proceedings/arbitration in relation to any dispute arising out of this Contract until they have attempted to settle it by mediation, but any such mediation may be terminated by either party at any time of such party wishing to commence court proceedings/arbitration.

24
Discrimination

24.1
The Contractor shall not unlawfully discriminate within the meaning and scope of any law, enactment, order, or regulation relating to discrimination (whether in race, gender, religion, disability, sexual orientation or otherwise) in employment.


24.2
The Contractor shall take all reasonable steps to secure the observance of Clause 24.1 by all servants, employees or agents of the Contractor and all suppliers and sub-contractors employed in the execution of the Contract.


25
Law and Jurisdiction


This Contract shall be governed by and interpreted in accordance with English Law and the parties submit to the jurisdiction of the English courts.



As witness the hands of the parties


Authorised to sign for and on

Authorised to sign for and on


behalf of the Secretary of

behalf of Communisis

State for Education

                     


Signature

Signature


Name in CAPITALS

Name in CAPITALS


Position in Organisation

Position in Organisation


Address

Address in full


Standards and Testing Agency


Cheylesmore House


Ground Floor South Building


Quinton Road


Coventry


CV1 2WT

Date

Date


Schedule 1

1.1 Overview


STA requires external professional proofing and pre-flight services for:


· Proofing and quality assurance review of KS1 and KS2 national curriculum test materials and phonics check, including electronic mark-up of identified amendments;


· Proofing and quality assurance review of KS1 and KS2 modified national curriculum test materials, including electronic mark-up of identified amendments; and


· carrying out pre-flight checks to ensure accurate printing of test materials, including electronic mark-up of identified amendments.


The supplier will need to:


· commit appropriate resource to working on the work packages between August 2022 and August 2023;


· be flexible to accommodate resource needs, providing additional resources at short notice to complete proofing and pre-flight activities to agreed timelines and to required quality standards;


· possess substantial and recent expertise in professional proofing and pre-flight checks of documents for print;


· possess substantial and recent expertise of producing electronic mark-up of documents using Adobe Acrobat Pro;


· understand the development of materials and use of design guidelines and have experience in reviewing confidential materials for assessment;


· possess the ability to communicate effectively with various stakeholders providing constructive feedback and be prepared to provide workable solutions to any problems and/or issues identified during this project;


· comply with STA's security procedures to maintain the integrity of the tests, including:


· secure onsite working areas;


· secure methods of electronic transfer and storage;


· secure deletion/destruction of materials at the end of the project; and


· comply with filing and naming conventions established by STA, in order to maintain an accurate audit trail.


.


1.2 Project Deliverables/Outputs and Project Timelines


STA wishes to procure quality assurance and proofing services:


· 2023 key stage 1 and 2 national curriculum test proofing for both standard and modified test materials, and phonics check standard materials – conducted after tests are constructed internally and prior to final sign-off. The external supplier complements in-house proofing arrangements; offering quality assurance, editorial review, a comprehensive cross-read of content and a technical pre-flight review of content.


The Project deliverables/outputs are provided in the table below, and individual deliverables or outputs are indicated as project timelines where appropriate. All deliverables and outputs are categorised as mandatory, and it is essential that you confirm that you can meet them in full. Unless indicated below, all dates are negotiable with STA. Failure to provide confirmation in your proposal documents may result in your proposal being rejected.


The specific dates for all Requirements must be included within the project plan in the response to the Technical Evaluation.


For reference, past papers have been published: https://www.gov.uk/government/collections/national-curriculum-assessments-practice-materials. 


Quality assurance proofing and pre-flight check for print of standard materials: 


		Standard test components (PRINT)

		Pages (to note that these are estimates, based on 2022 materials and subject to change)



		2023 key stage 1 English reading Paper 1: reading prompt and answer booklet

		20



		2023 key stage 1 English reading Paper 2: reading answer booklet

		12



		2023 key stage 1 English reading Paper 2: reading booklet

		12



		2023 key stage 1 English reading test mark schemes Paper 1: reading prompt and answer booklet and Paper 2: reading answer booklet

		28



		2023 key stage 1 English grammar, punctuation and spelling Paper 1: spelling (Electronic only)

		4



		2023 key stage 1 English grammar, punctuation and spelling Paper 2: questions (Electronic only)

		16



		2023 key stage 1 English grammar, punctuation and spelling test mark schemes Paper 1: spelling and Paper 2: questions (Electronic only)

		20



		2023 key stage 1 mathematics Paper 1: arithmetic

		20



		2023 key stage 1 mathematics Paper 2: reasoning

		32



		2023 key stage 1 mathematics test mark schemes 
Paper 1: arithmetic and Paper 2: reasoning 

		24



		2023 key stage 2 English reading answer booklet

		12



		2023 key stage 2 English reading booklet

		20



		2023 key stage 2 English reading Mark schemes

		28



		2023 key stage 2 English grammar, punctuation and spelling Paper 1: questions

		32



		2023 key stage 2 English grammar, punctuation and spelling Paper 2: spelling

		4



		2023 key stage 2 English grammar, punctuation and spelling Mark schemes

		20



		2023 key stage 2 mathematics Paper 1: arithmetic

		20



		2023 key stage 2 mathematics Paper 2: reasoning

		24



		2023 key stage 2 mathematics Paper 3: reasoning

		24



		2023 key stage 2 mathematics Mark schemes

		40



		2023 phonics screen check – combined total of all materials

		



		Test administration instruction (Print)

		



		2023 key stage 1 English reading Administering Paper 1: combined reading prompt and answer booklet

		8



		2023 key stage 1 English reading Administering Paper 2: reading booklet and reading answer booklet

		4



		2023 key stage 1 English grammar, punctuation and spelling Administering Paper 1: spelling (Electronic only)

		8



		2023 key stage 1 English grammar, punctuation and spelling Administering Paper 2: questions (Electronic only)

		4



		2023 key stage 1 mathematics Administering Paper 1: arithmetic

		4



		2023 key stage 1 mathematics Administering Paper 2: reasoning

		12



		2023 key stage 2 English reading Administering the reading booklet and reading answer booklet

		4



		2023 key stage 2 English grammar, punctuation and spelling 
Administering Paper 1: questions

		4



		2023 key stage 2 English grammar, punctuation and spelling
Administering Paper 2: spelling

		8



		2023 key stage 2 mathematics Administering Paper 1: Arithmetic

		4



		2023 key stage 2 mathematics Administering Paper 2: reasoning

		4



		2023 key stage 2 mathematics Administering Paper 3: reasoning

		4





Project timelines



Standard materials review periods – these dates are provided for illustration only and will be confirmed in August 2022.


Key stage 1 English GPS standard materials and test administration guidance: 


Transferred to supplier: 12/12/22


3-day proofing period: 13/12/22 to 16/12/22


Returned to STA by end of 16/12/22 


Key stage 1 English reading standard materials and test administration guidance: 


Transferred to supplier: 16/12/22


3-day proofing period: 19/12/22 to 22/12/22


Returned to STA by end of 22/12/22 

Key stage 1 mathematics standard materials and test administration guidance: 


Transferred to supplier: 24/10/22


3-day proofing period: 25/10/22 to 27/10/22


Returned to STA by end of 25/10/22 

Key stage 2 English GPS standard materials and test administration guidance: 


Transferred to supplier: 7/11/22


3-day proofing period: 8/11/22 to 10/11/22


Returned to STA by end of 10/11/22 


Key stage 2 English reading standard materials and test administration guidance: 


Transferred to supplier: 11/11/22


3-day proofing period: 12/11/22 to 14/11/22


Returned to STA by end of 14/11/22 


Key stage 2 mathematics standard materials and test administration guidance: 


Transferred to supplier: 14/11/22


3-day proofing period: 15/11/19 to 17/11/22


Returned to STA by end of 17/11/22 


Phonics standard materials and test administration guidance: 


Transferred to supplier: 24/1/23


2-day proofing period: 25/1/23 to 26/1/23


Returned to STA by end of 26/1/23 

Quality assurance proofing and pre-flight check for print of modified materials: 


		Modified large print test components (PRINT)

		Estimated pages



		2023 key stage 1 English reading Modified large print 
Paper 1 reading prompt and answer booklet

		36 + 4



		2023 key stage 1 English reading Modified large print 
Paper 2 reading answer booklet

		12 + 4



		2023 key stage 1 English reading Modified large print 
Paper 2 reading booklet

		16 + 4



		2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 1: spelling

		4 + 4



		2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 2: questions

		16 + 4



		2023 key stage 1 mathematics Modified large print Paper 1: arithmetic

		16 + 4



		2023 key stage 1 mathematics Modified large print Paper 2: reasoning

		28 + 4



		2023 key stage 2 English reading Modified large print Reading answer booklet

		18 + 4



		2023 key stage 2 English reading Modified large print Reading booklet

		8 + 4



		2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 1: questions

		18 + 4



		2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 2: spelling

		3 + 4



		2023 key stage 2 mathematics Modified large print Paper 1: arithmetic

		9 + 4



		2023 key stage 2 mathematics Modified large print Paper 2: reasoning

		14 + 4



		2023 key stage 2 mathematics Modified large print Paper 3: reasoning

		12 + 4



		Modified test administration instructions: MLP (Print)

		



		2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 1: reading prompt and answer booklet

		8



		2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 2: reading booklet and reading answer booklet

		8



		2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: spelling

		4



		2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: questions

		4



		2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic

		8



		2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning

		8



		2023 key stage 2 English reading Administering the modified large print (MLP) version of the reading booklet and reading answer booklet

		2



		2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: questions

		2



		2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: spelling

		2



		2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic

		2



		2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning

		2



		2023 key stage 2 mathematics
Administering the modified large print (MLP) version of Paper 3: reasoning

		2



		Modified test administration instructions - Braille (Print)

		



		2023 key stage 1 English reading
Administering the braille version of Paper 1: reading prompt and question booklet

		8



		2023 key stage 1 English reading
Administering the braille version of Paper 2: reading booklet and reading question booklet

		8



		2023 key stage 1 English grammar, punctuation and spelling
Administering the braille version of Paper 2: questions

		8



		2023 key stage 1 mathematics
Administering the braille version of Paper 1: arithmetic

		8



		2023 key stage 1 mathematics
Administering the braille version of Paper 2: reasoning

		8



		2023 key stage 2 English reading
Administering the braille version of the reading booklet and reading answer booklet

		4



		2023 key stage 2 English grammar, punctuation and spelling
Administering the braille version of Paper 1: questions

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 1: arithmetic

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 2: reasoning

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 3: reasoning

		4



		Braille transcripts (Print)

		



		2023 key stage 1 English reading
Braille transcript Paper 1: reading prompt and answer booklet

		8



		2023 key stage 1 English reading
Braille transcript Paper 2: reading answer booklet

		4



		2023 key stage 1 English reading
Braille transcript Paper 2: reading booklet

		4



		2023 key stage 1 English grammar, punctuation and spelling
Braille transcript Paper 2: questions

		6



		2023 key stage 1 mathematics
Braille transcript Paper 1: arithmetic

		4



		2023 key stage 1 mathematics
Braille transcript Paper 2: reasoning

		24



		2023 key stage 2 English reading
Braille transcript reading answer booklet

		8



		2023 key stage 2 English reading
Braille transcript reading booklet

		12



		2023 key stage 2 English grammar, punctuation and spelling
Braille transcript Paper 1: questions

		11



		2023 key stage 2 mathematics
Braille transcript Paper 1: arithmetic

		8



		2023 key stage 2 mathematics
Braille transcript Paper 2: reasoning

		20



		2023 key stage 2 mathematics
Braille transcript Paper 3: reasoning

		20





Modified materials project timelines – dates to be confirmed.


Presently we estimate a series of 3-day proofing windows, similar to above, over February/March 2023.


· Key stage 1 English GPS MLP materials and modified test administration guidance 


· Key stage 1 English reading MLP materials and modified test administration guidance 


· Key stage 1 mathematics MLP materials and modified test administration guidance 


· Key stage 2 English GPS MLP materials and modified test administration guidance 


· Key stage 2 English reading MLP materials and modified test administration guidance 


· Key stage 2 mathematics MLP materials and modified test administration guidance

· Braille transcript proofing will also take place during February/March 2023   


1.3 Department resources 


The successful Bidder will be expected to work with:


· Senior delivery manager (STA design)


· Assistant project manager – test design (STA design)


· Senior test development researcher (English reading)


· Senior test development researcher (English grammar, punctuation and spelling)


· Senior test development researcher (Mathematics)


· Other test development researchers and project managers as required.


This will require regular communication via email/phone to agree initial briefs and schedule, and subsequent amendments and sign off.


1.4 Timescale 


The work will be required between August 2022 and April 2023. The option to extend for a further year will be built into the contract.


1.5 Functional requirements 


The work will be required between August 2022 and March 2023. The option to extend for a further year will be built into the contract.


1.5.1 Test Security

All test materials are confidential. All files and proofs must be handled in a secure and confidential manner. Transmission of information regarding test materials via unsecured networks or email or by regular postal service is prohibited.


All staff working on the materials must sign a confidentiality agreement. Staff must work on these materials in a secure work area. They cannot work on materials at home.


On secure transfer of electronic materials, a list of products transferred will be supplied. 


Contractor to email to inform and confirm receipt of electronic materials. Any discrepancies are to be notified to STA immediately.


Security Compliance: The Contractor must be compliant with all security requirements highlighted by STA Security and IS027001 compliant. Where compliance has not yet been achieved an action plan and risk register must be agreed by both parties to address any issues identified within an acceptable timeframe.  


The Requirements Specification or Security Policy details the minimum standards of security required by STA for the delivery of the required Services under the Contract or any Order. STA will use all reasonable endeavours to work with the Contractor to ensure that where necessary, policies and processes are developed to assist the Contractor in meeting STA’s requirements prior to provision of the Services.


The Contractor must follow the processes and procedures as outlined in the Test Development Security Policy for External Suppliers as attached:
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Where any breach of security occurs, the Supplier must follow the STA security incident guidelines. All project team members and any other individual working on this project must be made aware of their obligations under the STA security policy.


In the event that STA, in its sole discretion, considers that the required Security Policies or processes have not been implemented by the Contractor prior to delivery of the Services, STA reserves the right to cancel any Order and/or terminate the Contract with immediate effect.


Secure file compression: If files need to be transferred using a means other than the STA secure web portal, use the following compression and encryption guidance. 


Compressing files: All files must be compressed, then encrypted (see File Management) prior to handover to STA. All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop.


1.5.2 File Management

The Contractor must establish a secure file management system to log assets (PDF materials) and to restrict and monitor any access to the system.


Transfer of materials will be by the STA secure web portal. If other means of transfer are required, this will be via Egress file transfer software (https://www.egress.com/), or by a secure supplier solution as agreed by STA and the Contractor. The encryption method used by STA is PGP (http://buy.symantec.com/estore/clp/productdetails/pk/drive-encryption). STA will supply all electronic material to the Contractor in an encrypted form using a self-extracting encrypted file (produced on a Windows desktop). All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop. 


2.5.3 Proofing


STA requires a proofing review of the materials provided: 


· Checking that style sheet/house style is adhered to


· Ensuring consistency of formatting


· Spelling, punctuation and grammar check


· Cross checking in-text references with other test components, so a suite of materials is internally coherent. 


· Review using checklist provided by STA.


Reviewers will limit their comments to this level of review, and not provide sub-editing or editorial comment, unless those comments correct any ambiguity.


2.5.4 Pre-flight review


Contractor should review the PDFs supplied and check their suitability for lithographic reproduction – confirming that the files are correctly prepared for print. 


· check for rich blacks or use of registration on document pages


· images and graphics embedded 


· fonts are embedded 


· files are the correct colour format and Pantone 


· images are the correct resolution


· image files are not corrupt


· confirm that the page layout document size, margins, bleeds, marks and page information all fit within the constraints of the output specification


· confirm that the correct colour separations or ink plates are being output


2.5.5 Working with STA


Provision of mark ups – the Contractor must adhere to the STA’s guidance on electronic mark up of PDF documents using Adobe Acrobat Pro. 


At the start-up meeting STA and Contractor to agree process for transmission of queries during the project cycle. NO test content can be discussed within the body of an e-mail. Where test material needs to be discussed, queries can be uploaded to the STA secure web portal and a link sent to the STA. 


STA and Contractor to agree point of contact (named person) within both organisations for the management of the process and for queries.


2.5.6 Finished Products, Handover, Delivery Mode


Electronic Handover: During the project, the Contractor must handover all PDF's securely. The Contractor should outline the process of securely handing over files in a manner that meets STA's security requirements.


Transfer of materials will be by the STA secure web portal. Should files need to be transferred via another method, this will be Egress secure email transfer or contractor secure collaboration portal.


Secure Archiving: Following successful handover, all remaining materials (electronic materials including hard drives and back up media and hard copy materials) must be destroyed in line with CESG guidance after a period of 1 month when instructed by STA.


Schedule 2 

1 Payment Table


Standard Tests:


		Milestone Payment

		Requirement/Critical Steps

		Payment Timescale

		Amount £


(Excl. VAT)



		1

		Final Handover

		January 2020

		



		

		

		Total £

		





		Milestone Payment

		Requirement/Critical Steps

		Payment Timescale

		Amount £


(Excl. VAT)



		1

		Final Handover

		March 2020

		



		

		

		Total £

		





Modified Tests


Test Development is VAT exempt.

2
Funds allocated to a particular expenditure heading in the table at paragraph 1 ("the Table") are available for that expenditure heading only. Funds allocated to a particular accounting year are available for that accounting year only. The allocation of funds in the Table may not be altered except with the prior written consent of the Department.


3
The Contractor shall maintain full and accurate accounts for the Service against the expenditure headings in the Table. Such accounts shall be retained for at least 6 years after the end of the financial year in which the last payment was made under this Contract. Input and output VAT shall be included as separate items in such accounts.


4  
The Contractor shall permit duly authorised staff or agents of the Department or the National Audit Office to examine the accounts at any reasonable time and shall furnish oral or written explanations of the account if required. The Department reserves the right to have such staff or agents carry out examinations into the economy, efficiency and effectiveness with which the Contractor has used the Department's resources in the performance of this Contract.


5
Invoices shall be prepared by the Contractor as specified on the invoice dates specified in the Table in arrears and shall be detailed against the expenditure headings set out in the Table. The Contractor or its nominated representative or accountant shall certify on the invoice that the amounts claimed were expended wholly and necessarily by the Contractor on the Service in accordance with the Contract and that the invoice does not include any costs being claimed from any other body or individual or from the Department within the terms of another contract.


6
The Department shall accept and process for payment an electronic invoice submitted for payment by the Contractor where the invoice is undisputed and where it complies with the standard on electronic invoicing. For the purposes of this paragraph, an electronic invoice complies with the standard on electronic invoicing where it complies with the European standard and any of the syntaxes published in Commission Implementing Decision (EU) 2017/1870.

7
Invoices shall be sent, within 30 days of the end of the relevant payment milestone to Department for Education PO Box 407 SSCL Phoenix House, Celtic Springs Bus. Park Newport NP10 8FZ, quoting the Contract reference number. The Department undertakes to pay correctly submitted invoices within 5 days of receipt. The Department is obliged to pay invoices within 30 days of receipt from the day of physical or electronic arrival at the nominated address of the Department. Any correctly submitted invoices that are not paid within 30 days will be subject to the provisions of the Late Payment of Commercial Debt (Interest) Act 1998. A correct invoice is one that: is delivered in timing in accordance with the contract; is for the correct sum; in respect of goods/services supplied or delivered to the required quality (or are expected to be at the required quality); includes the date, supplier name, contact details and bank details; quotes the relevant purchase order/contract reference and has been delivered to the nominated address.  If any problems arise, contact the Department's Contract Manager. The Department aims to reply to complaints within 10 working days. The Department shall not be responsible for any delay in payment caused by incomplete or illegible invoices.


8
The Contractor shall have regard to the need for economy in all expenditure. Where any expenditure in an invoice, in the Department's reasonable opinion, is excessive having due regard to the purpose for which it was incurred, the Department shall only be liable to reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable opinion after consultation with the Contractor, would reasonably have been required for that purpose.


9 
If this Contract is terminated by the Department due to the Contractors insolvency or default at any time before completion of the Service, the Department shall only be liable under paragraph 1 to reimburse eligible payments made by, or due to, the Contractor before the date of termination.


10
On completion of the Service or on termination of this Contract, the Contractor shall promptly draw-up a final invoice, which shall cover all outstanding expenditure incurred for the Service. The final invoice shall be submitted not later than 30 days after the date of completion of the Service.


11
The Department shall not be obliged to pay the final invoice until the Contractor has carried out all the elements of the Service specified as in Schedule 1.


12
It shall be the responsibility of the Contractor to ensure that the final invoice covers all outstanding expenditure for which reimbursement may be claimed.  Provided that all previous invoices have been duly paid, on due payment of the final invoice by the Department all amounts due to be reimbursed under this Contract shall be deemed to have been paid and the Department shall have no further liability to make reimbursement of any kind.



End of Schedule 2
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Physical Security



These arrangements are the minimum that the Standards and Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.



Electronic surveillance


· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*



· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.



Access


· Access to areas where test materials are being developed and stored should be restricted and controlled



· staff should be issued with security passes which must be worn at all times



· visitors must sign in at reception and be issued with a pass/badge



· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system



Staff working with confidential materials



· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 



· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.



Information Technology



· All staff with access to information systems and computer networks containing confidential test materials must be formally authorised to do so. 


· All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.



· All members of staff must ensure that they lock their computer when they are away from their desk. 



· Electronic back-ups should be completed on and off site in case of a computer failure.



· Confidential documents must not be saved to USB memory sticks or other small portable media. 


· If an electronic document has to be copied to a laptop or mobile device, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.



· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 


· Only staff who need to use the portal on a regular basis should have access to it. Suppliers must ensure that all guidance from STA in relation to portal access and use is followed.


Storage



· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  



· Keys for lockable cupboards must be stored in a safe location 



· Materials must not be left unattended on desks at anytime.


STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.



* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In which case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.



Staff Responsibilities



All members of staff working on any development stage of national curriculum assessment materials must ensure every possible action is taken to maintain the security and integrity of the test materials.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities relating to test materials.



· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.



· All staff, new and existing, should be given copies of the policies relating to test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 



· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 



· Staff must not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.



· If staff need to discuss test development or testing issues with colleagues, they must ensure they are in a secure area where conversations will not be overheard.



· Test materials must never be left in a position where an unauthorised person might see them.



· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.



Distribution and dispatch of test materials



There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sharing materials with STA, Test Review Group (TRG) members and consultants. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to ensure the security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).



			Type of dispatch





			Distributing materials to internal colleagues eg



· Materials, such as draft tests, may be given to the project manager for review









			Procedure





			· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.



· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.



· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential



· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.



· All materials must be delivered to the recipient by hand and must never be sent through internal mail.



· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 



· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 



· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 



· At no time must any confidential materials be left on an unattended desk. 












			Type of dispatch





			Distributing materials to external colleagues eg



· STA


· Test development Suppliers


· Pre-testing Suppliers


· Modified test Suppliers


· Consultants



· Test review group members



· Pre test administrators





			Procedure





			· Supplier staff should agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 



· Supplier staff must keep a record of which materials are provided to colleagues for comment and when this took place.



· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 



· The plastic envelope should be clearly addressed and marked as confidential. 



· When dispatching to external colleagues a courier must be used that has a track and trace facility. 



· Materials can only be sent by overnight courier on Mondays to Thursdays. They should not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 



· If the materials need to go urgently, a same day courier can be used. 


· The Supplier must securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 








			Type of dispatch





			Sending materials to Test Review Group Members (TRG)





			· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 



· This record will need to be provided to STA before the TRG meeting.


· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.



· TRG members must be informed that all papers will need to be brought to the meeting.



· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.












			Type of dispatch





			Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 





			· Supplier staff will agree a date with the recipient when they are going to return the papers.



· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper-evident bag and return address labels in the original package. 



· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.



· When the package has been collected by the courier or dispatched a tracked delivery process the recipient must contact the test development representative so that they know when to expect delivery of the package.



· The Supplier must track all deliveries and be able to account for all materials at all times








			What happens if a package doesn’t arrive?





			· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to check that they have received the materials.



· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.



· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and follow the security incident policy.








			Points to ensure are covered when negotiating a contract with a courier company.





			· No temporary, agent or sub-contracted drivers should be used for the delivery or collection of their material.



· The courier company must produce labels for the parcels that indicate that the items must be scanned in the presence of the sender.



· The courier must provide copies of their policies and procedures for handling a loss.












Annex A



TEST CONFIDENTIALITY AGREEMENT FORM



National curriculum assessment materials are confidential and must be treated as such by everyone involved in their development and production.


Delivery of test materials  



Materials will be sent to, and from, identified STA contacts, as a double-wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials passes to you. When materials are in transit, they must not be left unattended, even for a short time (eg in a parked car). 



Storage of test materials 



Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 



Maintaining confidentiality       



You must, at all times, ensure the confidentiality of the test materials. The contents of any test or related mark scheme must not be discussed with any person unless authorised by the STA. If any material is, at any time, lost or stolen, the STA must be contacted immediately. As directed by the STA, all materials should be returned after use. Should you have reason to believe that confidentiality has been breached, you must immediately report your suspicions to your STA contract. 



I agree to abide by this confidentiality agreement.



Signature:  ________________________________


Name:_________________________________     
Date:______ _____________


Please return one copy of this completed form by [date] to:



[Name]



Standards and Testing Agency



[insert either Coventry or London address, as appropriate]



Email:


Annex B


Handover of test materials form



			


			


			Date


			


			


			


			Key Stage and Subject


			


			





			





			From:


			


			





			





			For the attention of:


			


			





			Description of materials:


			


			





			Signed to confirm receipt of materials:


			


			





			Name in block capitals:


			


			





			Job title:


			


			





			Date:


			


			





			Return of materials after use









			Signed to confirm return:


			





			Name in block capitals:


			





			Job title:


			





			Date:


			








Annex C



TEST REVIEW GROUP MATERIAL CHECKLIST




Meeting:



  

Date:



			Name


			Copy Number


			Received Signature






			Returned Signature


			(STA)


Confirmation at end of TRG meeting signature





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			








Security incidents raised by Suppliers


			Examples of incidents covered by this procedure:









			· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.



· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.



· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.








			Suppliers' procedures for handling incidents









			On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 



i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.



ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.



iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.



iv. A clear understanding of alerting and updating STA to the incident.












			Informing others of incident









			The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the STA contract manager or to the Head of Test Development Delivery (HoTDD) or, in their absence, one of the test development programme leaders.  












			Reports and updates to STA on the incident









			On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.



On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.



Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.



Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:



· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.



· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.











			STA involvement









			On receipt of the more detailed report received on Day 2 (template B), STA will liaise with the STA Security Manager and others as necessary to ensure that the Supplier's approach seems appropriate and to consider any other measures needed.  If necessary, a STA TDT representative and the STA Security Manager will visit the supplier’s premises to discuss the incident further.











Pre-test administration



For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 



Recruitment of pre-test administrators



When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 



· Pre-test administrators must be DBS checked.



· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 



· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 



Procedures for pre-test administration (security elements only)


· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 



· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 



· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.



· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 



· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.



· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that they have all the papers they received.



Dispatch and distribution to pre-test administrators



The Materials can be dispatched for an overnight delivery on Monday to Thursday.



· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.



· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 


· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.



· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.



· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.



· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  



· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 



· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they should contact those who they haven't heard from.



· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 



· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 



· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.



· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 



Correspondence with schools



· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 



· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.



· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.



Pre-test papers



Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 



· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 



· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 


Security Incident Log: Template A (Day 1 report)


			Incident reference number: 









			Supplier:









			Date:






			Key Stage/test name:


			Subject:





			Description of incident





			Concise information required:



· What is the incident?



· Where did the incident happen?



· When did it happen?



· Who reported the incident? eg pre-test administrator



· What date was this reported to STA?



· Who informed STA?



· Who was the person contacted at STA?



· What if any actions have been taken?



Incident affects:



Yes



No



Equipment 



Test content



Pupil-level data



If yes to pupil-level data, please indicate scale 


Other sensitive data



If yes to sensitive data, please indicate scale



     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 









			Reported by:






			Date: 








Security Incident Log: Template B (Day 2 report)


			Incident reference number:









			Date:






			Key Stage/test name


			Subject:





			Actions carried out to date









			Further actions to be carried out (including timescales)












Security Incident Log: Template C (Daily update report)


			Incident reference number: 









			Agency:






			Key Stage/test name:


			Subject:





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			








Security Incident Report: Template D (Final report)


			Incident reference number:









			Date:






			Key Stage/test name:


			Subject:





			Possible location of materials


			Likelihood



(L/M/H)


			Implications for future security of this test





			The consultant didn’t receive the materials on the expected day and time and they remain with the courier


			


			Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on





			The consultant lost the test papers in their home


			


			 Low: the papers are most likely to be within the consultant’s home





			Impact on the project 





			





			Contingency actions 





			





			Lessons learned and actions to avoid future recurrence





			





			Completed by:


			Date:









			





			Incident closed





			Date:


			Name:








Tracking pre-test information - Template for completion during live pre-test period



Dispatch of pre-test papers to pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 06 June 2022


			Confirmation of receipt on 07 June 2022


			Number of deliveries outstanding on 07 June


			Action by TDA


			Confirmation of receipt on 08 June 2022


			All deliveries confirmed


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			70


			68


			2


			Follow up with courier firm


			2


			Y


			G





			Any issues








Pre-test visits



			Test


			Cycle


			Pre-test


			Pre-test period



Date



Number of dispatches made on 06 June 2022


			Day of scrutiny period






			Number of visits scheduled






			Number of visits completed


			Number of visits with all test papers collected in


			Any issues or exceptions 


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			11 June – 25 June 2022


			Day 1



11 June


			10


			10


			10


			


			G





			


			


			


			


			Day 2



12 June


			10


			10


			10


			


			G





			


			


			


			


			Day 3



13 June


			10


			10


			10


			


			G





			


			


			


			


			


			


			


			


			


			








Dispatch of pre-test papers back to Supplier by pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 12 June 2022


			Confirmation of receipt on 13 June 2022


			Number of deliveries outstanding on 13 June


			Action by TDA


			Confirmation of receipt on 14 June 2022


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			20


			19


			1


			Follow up with pre-test administrator and courier


			1


			G





			Any issues or exceptions




























Test Development Suppliers




Security Policy:









External Suppliers
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Invitation to Tender



Professional Proofing and pre-flight services 
for DfE assessment materials 
(August 2022 - August 2023)



Contract Ref: STA-0307









		Name of Bidding company / Individual:

		[Please complete]



		Name of single point of contact:

		



		Email address:

		



		Phone Number:

		



		Postal Address:

		









	





[bookmark: _Toc309139678]1. INTRODUCTION

[bookmark: _Toc268270517][bookmark: _Toc269721180][bookmark: _Toc270072683][bookmark: _Toc270072933][bookmark: _Toc270072995][bookmark: _Toc309139679]

1.1 Purpose

This Invitation to Tender (ITT) has been issued by the Standards and Testing Agency (STA), on behalf of the Department for Education, to carry out a competitive procurement exercise to award a contract for professional proofing and pre-flight services.



STA requires external professional proofing and pre-flight services for:

• Proofing and quality assurance review of KS1 and KS2 standard national curriculum test materials, and phonics check, including electronic mark-up of identified amendments;

• Proofing and quality assurance review of KS1 and KS2 modified national curriculum test materials, including electronic mark-up of identified amendments; and

• carrying out pre-flight checks to ensure accurate printing of all materials.



[bookmark: _Toc268270518][bookmark: _Toc269721181][bookmark: _Toc270072684][bookmark: _Toc270072934][bookmark: _Toc270072996][bookmark: _Toc309139680]1.2 Structure

This document:

· sets out the context for the required services;

· outlines the planned procurement process; and

· contains a Tender response section to evaluate the Bidder's proposed response to STA's requirements and the associated evaluation criteria.



[bookmark: _Toc268270519][bookmark: _Toc269721182][bookmark: _Toc270072685][bookmark: _Toc270072935][bookmark: _Toc270072997][bookmark: _Toc309139681]1.3 Disclaimer and conditions

No information contained in this ITT or in any communication made between STA and any Bidder shall be relied upon as constituting a contract, agreement, or representation that any contract will be offered. 



STA reserves the right, subject to the appropriate procurement regulations, to change without notice the basis of, or the procedures for, the competitive process or to terminate the process at any time. Under no circumstances shall STA incur any liability in respect of this ITT, or any supporting documentation and STA will not reimburse any costs incurred by Bidders or potential Bidders in connection with preparation and/or submission of their responses.



The information contained within this document is confidential and should not be disclosed except for purposes related to its completion.



[bookmark: _Toc268270520][bookmark: _Toc269721183][bookmark: _Toc270072686][bookmark: _Toc270072936][bookmark: _Toc270072998][bookmark: _Toc309139682]1.4 Freedom of information and transparency

STA is committed to open government and to meeting its legal responsibilities under the Freedom of Information Act 2000. All information submitted to a public authority may need to be disclosed by the public authority in response to a request under the Act. STA may also decide to include certain information in the publication scheme, which it maintains under the Act. 



STA also has a commitment to the Government's transparency initiative relating to public sector suppliers, their transactions, and their contracts. This includes:

· publication of Tender or Quote documentation;

· publication of financial transactions relating to expenditure with third parties; and

· publication of new contracts.



If a Bidder considers that any of the information included in its response to this Invitation to Tender (ITT) is commercially sensitive, the information should be identified in the table below with an explanation of what harm may result from disclosure if a request is received, and the time period applicable to that sensitivity. Bidders should be aware that, even where they have indicated that information is commercially sensitive, STA might be required to disclose it under the Freedom of Information Act or as part of the Government's transparency arrangements. 



		Section

		Commercial sensitivity

		Time period
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2. SPECIFICATION OF REQUIREMENTS

[bookmark: _Toc309139684]

2.1 Overview

[bookmark: _Toc309139685]STA requires external professional proofing and pre-flight services for:

· Proofing and quality assurance review of KS1 and KS2 national curriculum test materials and phonics check, including electronic mark-up of identified amendments;

· Proofing and quality assurance review of KS1 and KS2 modified national curriculum test materials, including electronic mark-up of identified amendments; and

· carrying out pre-flight checks to ensure accurate printing of test materials, including electronic mark-up of identified amendments.



The supplier will need to:

· commit appropriate resource to working on the work packages between August 2022 and August 2023;

· be flexible to accommodate resource needs, providing additional resources at short notice to complete proofing and pre-flight activities to agreed timelines and to required quality standards;

· possess substantial and recent expertise in professional proofing and pre-flight checks of documents for print;

· possess substantial and recent expertise of producing electronic mark-up of documents using Adobe Acrobat Pro;

· understand the development of materials and use of design guidelines and have experience in reviewing confidential materials for assessment;

· possess the ability to communicate effectively with various stakeholders providing constructive feedback and be prepared to provide workable solutions to any problems and/or issues identified during this project;

· comply with STA's security procedures to maintain the integrity of the tests, including:

· secure onsite working areas;

· secure methods of electronic transfer and storage;

· secure deletion/destruction of materials at the end of the project; and

· comply with filing and naming conventions established by STA, in order to maintain an accurate audit trail.

.



2.2 Project Deliverables/Outputs and Project Timelines

STA wishes to procure quality assurance and proofing services:

· 2023 key stage 1 and 2 national curriculum test proofing for both standard and modified test materials, and phonics check standard materials – conducted after tests are constructed internally and prior to final sign-off. The external supplier complements in-house proofing arrangements; offering quality assurance, editorial review, a comprehensive cross-read of content and a technical pre-flight review of content.



The Project deliverables/outputs are provided in the table below, and individual deliverables or outputs are indicated as project timelines where appropriate. All deliverables and outputs are categorised as mandatory, and it is essential that you confirm that you can meet them in full. Unless indicated below, all dates are negotiable with STA. Failure to provide confirmation in your proposal documents may result in your proposal being rejected.

The specific dates for all Requirements must be included within the project plan in the response to the Technical Evaluation.



For reference, past papers have been published: https://www.gov.uk/government/collections/national-curriculum-assessments-practice-materials. 



Quality assurance proofing and pre-flight check for print of standard materials: 



		Standard test components (PRINT)

		Pages (to note that these are estimates, based on 2022 materials and subject to change)



		2023 key stage 1 English reading Paper 1: reading prompt and answer booklet

		20



		2023 key stage 1 English reading Paper 2: reading answer booklet

		12



		2023 key stage 1 English reading Paper 2: reading booklet

		12



		2023 key stage 1 English reading test mark schemes Paper 1: reading prompt and answer booklet and Paper 2: reading answer booklet

		28



		2023 key stage 1 English grammar, punctuation and spelling Paper 1: spelling (Electronic only)

		4



		2023 key stage 1 English grammar, punctuation and spelling Paper 2: questions (Electronic only)

		16



		2023 key stage 1 English grammar, punctuation and spelling test mark schemes Paper 1: spelling and Paper 2: questions (Electronic only)

		20



		2023 key stage 1 mathematics Paper 1: arithmetic

		20



		2023 key stage 1 mathematics Paper 2: reasoning

		32



		2023 key stage 1 mathematics test mark schemes 
Paper 1: arithmetic and Paper 2: reasoning 

		24



		2023 key stage 2 English reading answer booklet

		12



		2023 key stage 2 English reading booklet

		20



		2023 key stage 2 English reading Mark schemes

		28



		2023 key stage 2 English grammar, punctuation and spelling Paper 1: questions

		32



		2023 key stage 2 English grammar, punctuation and spelling Paper 2: spelling

		4



		2023 key stage 2 English grammar, punctuation and spelling Mark schemes

		20



		2023 key stage 2 mathematics Paper 1: arithmetic

		20



		2023 key stage 2 mathematics Paper 2: reasoning

		24



		2023 key stage 2 mathematics Paper 3: reasoning

		24



		2023 key stage 2 mathematics Mark schemes

		40



		2023 phonics screen check – combined total of all materials

		



		Test administration instruction (Print)

		



		2023 key stage 1 English reading Administering Paper 1: combined reading prompt and answer booklet

		8



		2023 key stage 1 English reading Administering Paper 2: reading booklet and reading answer booklet

		4



		2023 key stage 1 English grammar, punctuation and spelling Administering Paper 1: spelling (Electronic only)

		8



		2023 key stage 1 English grammar, punctuation and spelling Administering Paper 2: questions (Electronic only)

		4



		2023 key stage 1 mathematics Administering Paper 1: arithmetic

		4



		2023 key stage 1 mathematics Administering Paper 2: reasoning

		12



		2023 key stage 2 English reading Administering the reading booklet and reading answer booklet

		4



		2023 key stage 2 English grammar, punctuation and spelling 
Administering Paper 1: questions

		4



		2023 key stage 2 English grammar, punctuation and spelling
Administering Paper 2: spelling

		8



		2023 key stage 2 mathematics Administering Paper 1: Arithmetic

		4



		2023 key stage 2 mathematics Administering Paper 2: reasoning

		4



		2023 key stage 2 mathematics Administering Paper 3: reasoning

		4







Project timelines


Standard materials review periods – these dates are provided for illustration only and will be confirmed in August 2022.



Key stage 1 English GPS standard materials and test administration guidance: 

Transferred to supplier: 12/12/22

3-day proofing period: 13/12/22 to 16/12/22

Returned to STA by end of 16/12/22 



Key stage 1 English reading standard materials and test administration guidance: 

Transferred to supplier: 16/12/22

3-day proofing period: 19/12/22 to 22/12/22

Returned to STA by end of 22/12/22 



Key stage 1 mathematics standard materials and test administration guidance: 

Transferred to supplier: 24/10/22

3-day proofing period: 25/10/22 to 27/10/22

Returned to STA by end of 25/10/22 



Key stage 2 English GPS standard materials and test administration guidance: 

Transferred to supplier: 7/11/22

3-day proofing period: 8/11/22 to 10/11/22

Returned to STA by end of 10/11/22 



Key stage 2 English reading standard materials and test administration guidance: 

Transferred to supplier: 11/11/22

3-day proofing period: 12/11/22 to 14/11/22

Returned to STA by end of 14/11/22 

 

Key stage 2 mathematics standard materials and test administration guidance: 

Transferred to supplier: 14/11/22

3-day proofing period: 15/11/19 to 17/11/22

Returned to STA by end of 17/11/22 



Phonics standard materials and test administration guidance: 

Transferred to supplier: 24/1/23

2-day proofing period: 25/1/23 to 26/1/23

Returned to STA by end of 26/1/23 



Quality assurance proofing and pre-flight check for print of modified materials: 



		Modified large print test components (PRINT)

		Estimated pages



		2023 key stage 1 English reading Modified large print 
Paper 1 reading prompt and answer booklet

		36 + 4



		2023 key stage 1 English reading Modified large print 
Paper 2 reading answer booklet

		12 + 4



		2023 key stage 1 English reading Modified large print 
Paper 2 reading booklet

		16 + 4



		2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 1: spelling

		4 + 4



		2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 2: questions

		16 + 4



		2023 key stage 1 mathematics Modified large print Paper 1: arithmetic

		16 + 4



		2023 key stage 1 mathematics Modified large print Paper 2: reasoning

		28 + 4



		2023 key stage 2 English reading Modified large print Reading answer booklet

		18 + 4



		2023 key stage 2 English reading Modified large print Reading booklet

		8 + 4



		2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 1: questions

		18 + 4



		2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 2: spelling

		3 + 4



		2023 key stage 2 mathematics Modified large print Paper 1: arithmetic

		9 + 4



		2023 key stage 2 mathematics Modified large print Paper 2: reasoning

		14 + 4



		2023 key stage 2 mathematics Modified large print Paper 3: reasoning

		12 + 4



		Modified test administration instructions: MLP (Print)

		



		2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 1: reading prompt and answer booklet

		8



		2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 2: reading booklet and reading answer booklet

		8



		2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: spelling

		4



		2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: questions

		4



		2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic

		8



		2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning

		8



		2023 key stage 2 English reading Administering the modified large print (MLP) version of the reading booklet and reading answer booklet

		2



		2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: questions

		2



		2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: spelling

		2



		2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic

		2



		2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning

		2



		2023 key stage 2 mathematics
Administering the modified large print (MLP) version of Paper 3: reasoning

		2



		Modified test administration instructions - Braille (Print)

		



		2023 key stage 1 English reading
Administering the braille version of Paper 1: reading prompt and question booklet

		8



		2023 key stage 1 English reading
Administering the braille version of Paper 2: reading booklet and reading question booklet

		8



		2023 key stage 1 English grammar, punctuation and spelling
Administering the braille version of Paper 2: questions

		8



		2023 key stage 1 mathematics
Administering the braille version of Paper 1: arithmetic

		8



		2023 key stage 1 mathematics
Administering the braille version of Paper 2: reasoning

		8



		2023 key stage 2 English reading
Administering the braille version of the reading booklet and reading answer booklet

		4



		2023 key stage 2 English grammar, punctuation and spelling
Administering the braille version of Paper 1: questions

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 1: arithmetic

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 2: reasoning

		4



		2023 key stage 2 mathematics
Administering the braille version of Paper 3: reasoning

		4



		Braille transcripts (Print)

		



		2023 key stage 1 English reading
Braille transcript Paper 1: reading prompt and answer booklet

		8



		2023 key stage 1 English reading
Braille transcript Paper 2: reading answer booklet

		4



		2023 key stage 1 English reading
Braille transcript Paper 2: reading booklet

		4



		2023 key stage 1 English grammar, punctuation and spelling
Braille transcript Paper 2: questions

		6



		2023 key stage 1 mathematics
Braille transcript Paper 1: arithmetic

		4



		2023 key stage 1 mathematics
Braille transcript Paper 2: reasoning

		24



		2023 key stage 2 English reading
Braille transcript reading answer booklet

		8



		2023 key stage 2 English reading
Braille transcript reading booklet

		12



		2023 key stage 2 English grammar, punctuation and spelling
Braille transcript Paper 1: questions

		11



		2023 key stage 2 mathematics
Braille transcript Paper 1: arithmetic

		8



		2023 key stage 2 mathematics
Braille transcript Paper 2: reasoning

		20



		2023 key stage 2 mathematics
Braille transcript Paper 3: reasoning

		20









Modified materials project timelines – dates to be confirmed.



Presently we estimate a series of 3-day proofing windows, similar to above, over February/March 2023.



· Key stage 1 English GPS MLP materials and modified test administration guidance 

· Key stage 1 English reading MLP materials and modified test administration guidance 

· Key stage 1 mathematics MLP materials and modified test administration guidance 

· Key stage 2 English GPS MLP materials and modified test administration guidance 

· Key stage 2 English reading MLP materials and modified test administration guidance 

· Key stage 2 mathematics MLP materials and modified test administration guidance

· Braille transcript proofing will also take place during February/March 2023   





[bookmark: _Toc308624825]2.3 Department resources 

The successful Bidder will be expected to work with:



· Senior delivery manager (STA design)

· Assistant project manager – test design (STA design)

· Lead test development researcher (English reading)

· Lead test development researcher (English grammar, punctuation and spelling)

· Lead test development researcher (Mathematics)

· Other test development researchers and project managers as required.



This will require regular communication via email/phone to agree initial briefs and schedule, and subsequent amendments and sign off.







[bookmark: _Toc309139686]2.4 Timescale 

The work will be required between August 2022 and April 2023. The option to extend for a further year will be built into the contract.



2.5 Functional requirements 

The work will be required between August 2022 and March 2023. The option to extend for a further year will be built into the contract.

2.5.1 Test Security

All test materials are confidential. All files and proofs must be handled in a secure and confidential manner. Transmission of information regarding test materials via unsecured networks or email or by regular postal service is prohibited.



All staff working on the materials must sign a confidentiality agreement. Staff must work on these materials in a secure work area. They cannot work on materials at home.



On secure transfer of electronic materials, a list of products transferred will be supplied. 



Contractor to email to inform and confirm receipt of electronic materials. Any discrepancies are to be notified to STA immediately.



Security Compliance: The Contractor must be compliant with all security requirements highlighted by STA Security and IS027001 compliant. Where compliance has not yet been achieved an action plan and risk register must be agreed by both parties to address any issues identified within an acceptable timeframe.  



The Requirements Specification or Security Policy details the minimum standards of security required by STA for the delivery of the required Services under the Contract or any Order. STA will use all reasonable endeavours to work with the Contractor to ensure that where necessary, policies and processes are developed to assist the Contractor in meeting STA’s requirements prior to provision of the Services.



The Contractor must follow the processes and procedures as outlined in the Test Development Security Policy for External Suppliers as attached:









Where any breach of security occurs, the Supplier must follow the STA security incident guidelines. All project team members and any other individual working on this project must be made aware of their obligations under the STA security policy.



In the event that STA, in its sole discretion, considers that the required Security Policies or processes have not been implemented by the Contractor prior to delivery of the Services, STA reserves the right to cancel any Order and/or terminate the Contract with immediate effect.



Secure file compression: If files need to be transferred using a means other than the STA secure web portal, use the following compression and encryption guidance. 



Compressing files: All files must be compressed, then encrypted (see File Management) prior to handover to STA. All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop.

2.5.2 File Management

The Contractor must establish a secure file management system to log assets (PDF materials) and to restrict and monitor any access to the system.



Transfer of materials will be by the STA secure web portal. If other means of transfer are required, this will be via Galaxkey file transfer software (https://www.galaxkey.com/), or by a secure supplier solution as agreed by STA and the Contractor. The encryption method used by STA is PGP (http://buy.symantec.com/estore/clp/productdetails/pk/drive-encryption). STA will supply all electronic material to the Contractor in an encrypted form using a self-extracting encrypted file (produced on a Windows desktop). All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop. 



2.5.3 Proofing



STA requires a proofing review of the materials provided: 



· Checking that style sheet/house style is adhered to

· Ensuring consistency of formatting

· Spelling, punctuation and grammar check

· Cross checking in-text references with other test components, so a suite of materials is internally coherent. 

· Review using checklist provided by STA.



Reviewers will limit their comments to this level of review, and not provide sub-editing or editorial comment, unless those comments correct any ambiguity.



2.5.4 Pre-flight review



Contractor should review the PDFs supplied and check their suitability for lithographic reproduction – confirming that the files are correctly prepared for print. 

· check for rich blacks or use of registration on document pages

· images and graphics embedded 

· fonts are embedded 

· files are the correct colour format and Pantone 

· images are the correct resolution

· image files are not corrupt

· confirm that the page layout document size, margins, bleeds, marks and page information all fit within the constraints of the output specification

· confirm that the correct colour separations or ink plates are being output



2.5.5 Working with STA



Provision of mark ups – the Contractor must adhere to the STA’s guidance on electronic mark up of PDF documents using Adobe Acrobat Pro. 



At the start-up meeting STA and Contractor to agree process for transmission of queries during the project cycle. No test content can be discussed within the body of an e-mail. Where test material needs to be discussed, queries can be uploaded to the STA secure web portal and a link sent to the STA. 



STA and Contractor to agree point of contact (named person) within both organisations for the management of the process and for queries.



2.5.6 Finished Products, Handover, Delivery Mode



Electronic Handover: During the project, the Contractor must handover all PDF's securely. The Contractor should outline the process of securely handing over files in a manner that meets STA's security requirements.



Transfer of materials will be by the STA secure web portal. Should files need to be transferred via another method, this will be Galaxkey secure email transfer or contractor secure collaboration portal.



Secure Archiving: Following successful handover, all remaining materials (electronic materials including hard drives and back up media and hard copy materials) must be destroyed in line with CESG guidance after a period of 1 month when instructed by STA.







 


3. INSTRUCTIONS TO BIDDERS



Bidders should read these instructions carefully as well as the Specification of Requirements section above (section 2) before completing the Tender documentation. 



These instructions are designed to ensure that all Bidders are given equal and fair consideration. It is important therefore that you provide all the information asked for in the format and order specified. 



The Bidder shall not make contact with any other employee, agent or consultant of the STA who is in any way connected with this procurement exercise during the period of the exercise, unless instructed otherwise by the STA. 



All material issued in connection with this ITT shall remain the property of the STA and shall be used only for the purpose of this procurement exercise. Any confidential STA information shall either be returned to the STA or securely destroyed by the Bidder (at STA’s discretion) at the conclusion of the procurement exercise.



The Bidder shall ensure that each and every proposed sub-contractor, consortium member and adviser abides by the terms of these instructions.



The STA shall not be committed to any course of action as a result of:

· [bookmark: _DV_M233]issuing this ITT or any invitation to participate in this procurement exercise;

· [bookmark: _DV_M234][bookmark: _DV_M235][bookmark: _DV_M236][bookmark: _DV_M237]communicating with a Bidder or a Bidder’s representatives or agents in respect of this procurement exercise; or 

· [bookmark: _DV_M238][bookmark: _DV_M239][bookmark: _DV_M242][bookmark: _DV_M243][bookmark: _DV_M245][bookmark: _DV_M247]any other communication between the STA (whether directly or by its agents or representatives) and any other party.



Bidders shall accept and acknowledge that, by issuing this ITT, the STA shall not be bound to accept any bid, and reserves the right not to conclude a contract for the services for which bids are invited.



The STA reserves the right to amend, add to, or withdraw all or any part of this ITT at any time during the procurement exercise.



[bookmark: _Toc309139687]3.1 Application validity

Your bid should remain open for acceptance for a period of 60 days from the submission date.



3.2 [bookmark: _Toc309139688]Proposed contract



The term of the contract will be from August 2022 to August 2023.



· The parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the Freedom of Information Act (FOIA), the contents of this Order are not Confidential Information. STA shall be responsible for determining at its absolute discretion whether any of the content of the Order is exempt from disclosure in accordance with the provisions of the FOIA.

· Notwithstanding any other term of the Order, the Contractor hereby gives consent for STA to publish the Order publicly in its entirety, including from time-to-time agreed changes to the Order, as well as payments made in accordance with the Order.



Bidders should set out below any concerns relating to the use of the terms and conditions for this work, noting that STA gives no undertaking to agree to any changes.



		Contract Reference

		Issue

		Proposed mitigation



		

		

		





[bookmark: _Toc309139689]

A copy of the draft contract is included in Appendix 1 for your information.



3.3 Procurement and delivery timescales

The proposed procurement timetable is set out below:



		Date

		Stage



		16/05/2022

		ITT issued



		15/06/2022 Midday

		Deadline for clarification questions



		01/07/2022 Midday

		Deadline for submission of bids



		25/07/2022

		Notification to successful suppliers



		04/08/2022

		Stand Still period



		05/08/2022

		Contracts issued to successful supplier



		15/08/2022

		Deadline for receipt of signed contracts from suppliers



		15/08/2022

		Contract start date







[bookmark: _Toc309139690]3.4 Clarification questions

[bookmark: _Ref270655914]Clarification requests should be submitted by e-mail only to: TendersTD.STA@education.gov.uk and copied to Chris.davies@education.gov.uk



In order to ensure equality of treatment of Bidders, STA intends to publish the questions and clarifications raised by Bidders, together with the STA's responses (but not the source of the questions), to all participants at regular intervals along with this ITT and the proposed contract.



Bidders should indicate if a query is of a commercially sensitive nature – where disclosure of such a query and the answer would or would be likely to prejudice its commercial interests. However, if STA at its sole discretion does not either consider the query to be of a commercially confidential nature, or one which all Bidders would potentially benefit from seeing, then STA will either:

· invite the Bidder submitting the query either to declassify the query or allow the query, along with the STA’s response, to be circulated to all Bidders; or

· request the Bidder, if it still considers the query to be of a commercially confidential nature, to withdraw the query.



STA reserves the right not to respond to a request for clarification or to circulate such a request where it considers that the answer to that request would be likely to prejudice its own commercial interests.



[bookmark: _Toc309139691]3.5 Preparation of bid

Bidders are solely responsible for their costs and expenses incurred in connection with the preparation and submission of their bid. Under no circumstances will STA, or any of their advisers, be liable for any costs or expenses borne by Bidders, sub-contractors, suppliers, or advisers in this process.



Bidders are required to complete and provide all information required by the STA. Failure to comply with these requirements may lead STA to reject a bid.



STA relies on Bidders' own analysis and review of information provided. Consequently, Bidders are solely responsible for obtaining the information which they consider is necessary in order to make decisions regarding the content of their applications and to undertake any investigations they consider necessary in order to verify any information provided to them by STA during the procurement process.  



[bookmark: _Toc309139692]3.6 Confidentiality

All information supplied by STA to Bidders must be treated in confidence and not disclosed to third parties except if this is necessary to obtain sureties for the purposes of submitting the Quote. 



All information supplied by Bidders to STA will similarly be treated in confidence except for the disclosure of such information as may be required in accordance with the requirements of UK government policy on the disclosure of information relating to government contracts including the Freedom of Information Act.



[bookmark: _Toc309139693]3.7 Conflict of interest

[bookmark: _DV_M249]Any conflicts of interest should be declared in the bidder’s bid including other work for STA that could conflict with the objective and successful discharge of these services. For example, bidders would need to declare their interest if they carried out work for any organisation contributing to the development or delivery of the national curriculum tests. This would include organisations or individuals on the modified, item writing and quality assurance frameworks. 

[bookmark: _Toc309139694]

3.8 Value added tax

Proposals should be made exclusive of relevant VAT. Test development is exempt from VAT.



[bookmark: _Toc309139695]3.9 Submission of bids

The application must be submitted in the form specified by completing the Bidder’s Response section and using Arial 11 font and in English. Word limits must be adhered to and material in excess of these limits will not be evaluated. Any attachments unless specifically asked for will be included in the word count. 





Bidders should ensure all responses are explicit and complete for each specific question. References to answers in other questions/sections may not be considered and could result in a lower score being applied.

Bidders must submit their two responses in electronic format using Microsoft Word (or equivalent) with their organisation name in the document title. One should be labelled “priced” and the other labelled “non-priced”.





Bids must be received by midday 1 July 2022 and should be sent to TendersTD.STA@education.gov.uk and copied to Chris.davies@education.gov.uk



Bids will be accepted at any time up to this deadline but will not be opened or evaluated until the deadline has passed. 



Any bid received after the deadline may be rejected unless the Bidder can provide irrefutable evidence that the application was capable of being received by the due date and time and that delivery failure was beyond their reasonable control.





[bookmark: _Toc309139696]3.10 Right to reject/disqualify

The STA reserves the right to reject or disqualify a Bidder where:

· the Bidder fails to comply fully with the requirements of this ITT, including proper completion of the format for response, or is guilty of a serious misrepresentation in supplying any information required in this document; or

· there is a change in identity, control, financial standing or other factor relating to the Bidder that impacts on the selection and/or evaluation process.

[bookmark: _Toc309139697]

3.11 Debriefing

Following the conclusion of the process, all unsuccessful Bidders will have the opportunity of a debriefing. Unsuccessful Bidders should notify STA by email that they wish to be debriefed. STA will aim to debrief unsuccessful Bidders within 15 working days of receiving such a request.





[bookmark: _Toc309139698]


4. EVALUATION METHODOLOGY

[bookmark: _Toc309139699]

[bookmark: _Toc270073007][bookmark: _Ref271010389][bookmark: _Toc309139702]4.1 Basis of award decision

Tenders will be evaluated in order to determine the most economically advantageous solution for STA in line with the Framework ordering process.

[bookmark: _Ref270684383]The most economically advantageous compliant tender will be determined by combining a technical evaluation of the proposed solution, and a commercial evaluation of the proposed price according to the Framework weightings:

Technical Evaluation (quality)			80%

Commercial Evaluation (whole life cost)	20%	



[bookmark: _Toc309139700]4.2 Evaluation process

Tenders will be formally logged upon receipt. Any tender that is received after the deadline may be rejected.

Following the deadline, a compliance check will then be conducted on all bids that are received on time to determine whether they correspond to the Tender requirements. STA may reject any Tender that does not comply with these Tender requirements.

Tender evaluation will then comprise two stages:

(1) Technical evaluation: scoring of the un-priced technical responses will be based on the following:



		Technical sub-criterion

		Weighting



		Experience of work on similar projects

		20%



		Expertise of staff

		20%



		Security and secure file management and transfer

		40%



		Methodology and managing customer relationships

		20%







The Technical Threshold for the above is 50%.



(2) Commercial evaluation: assessment of the price for the services as set out in the pricing schedule.

4.3 Award decision

The technical and commercial evaluation scores will then be combined using the following methodology:

Technical Score = 100 x (Bidder's technical score / Best technical score)

Commercial Score = 100 x (Lowest price / Bidder's price)

Combined Score = (80% x Technical Score) + (20% x Price Score)



The compliant Bidder who passed the Technical Threshold and with the highest Combined Score will be awarded the contract.



4.4 Bidder’s response

Tenders will be evaluated solely on the responses and associated evidence provided by the Bidder in this section of the ITT.



Scoring 0 - 4 

		Score

		Description



		4 marks

		A score of 4 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with all the requirements covered by the evaluation question and the solution as described has a high probability of successful delivery.



		3 marks

		A score of 3 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with almost all of the requirements covered by the evaluation question and the solution as described has a good probability of successful delivery. Any omission from the solution would not compromise the operational integrity of the service to be provided even though it does not meet the full requirement of the specification.



		2 marks

		A score of 2 will reflect that the bidder has demonstrated a partially consistent and/or partially coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery. The solution contains omissions that would compromise the operational integrity of part or all of the service to be provided. 



		1 mark

		A score of 1 will reflect that the bidder has not provided a consistent and/or coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery. Responses will in parts be vague or unclear with little or no detail given on how they will deliver the specified solutions.  Evidence provided is considered weak or inappropriate and it is unclear as to how this relates to specified service requirements. The solution contains omissions that would compromise the operational integrity of the service to be provided.



		0 marks

		No answer provided. 






















Q1. Experience of work on similar projects (20% of technical evaluation)



		Please give evidence of similar projects in terms of scope, scale and accountability that your organisation has successfully managed in the past five years and demonstrate your ability to manage successful projects on time and to budget. (maximum 500 words)



		[bookmark: _Toc309139704]































































































Total Word Count:









Q2. Expertise of staff (20% of technical evaluation)

		Please detail the key roles you envisage in delivering these services and explain the number and capability of the personnel who you expect to fulfil these roles. 

Include these as embedded files below (or separately if necessary) showing relevant skills and experience. (maximum 500 words excluding CV’s or staff profiles). Please submit a single combined file of all CVs/staff profiles, and a single combined file of any example materials. Please note there is a 10MB upper limit on incoming e-mails – please contact us if this is likely to present problems.



		























































































Total Word Count:









[bookmark: _Toc309139705]


Q3. Security and secure file management and transfer (40% of technical evaluation)

		Please provide details of how you will adhere to the functional requirements (section 2.5) for the security of both physical and electronic materials, including secure electronic transfers, throughout the project. Where specified, demonstrate adherence to IS027001.  (maximum 750 words)



		

























































































Total Word Count:














Q4. Methodology and managing customer relationships (20% of technical evaluation)

		Please provide details of how you will deliver this project, ensuring you respond to all requirements set out in the specification at an appropriate level of detail. STA requires a supplier who is responsive, flexible and can establish a close working relationship with STA. Please describe how you will provide a high level of customer service and work collaboratively with STA to ensure the successful delivery of the project. (maximum 500 words)



		



























































































Total Word Count:
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5. COMMERCIAL EVALUATION
 

5.1 [bookmark: _Toc309139709] Basis of pricing

STA requires a pricing model to be produced as part of the Tender response covering the principal cost drivers for delivering the service. This will form the basis for price evaluation of the Tenders, and the basis for pricing changes within the scope of the contract if subsequently required.

Bidders must complete and submit pricing to include all charges that are applicable to the delivery of the STA Requirements.  The price provided will be the price included within any subsequent contract and there will be no adjustment to the contract pricing if additional charges are subsequently identified.

Tenders must be submitted as a fixed price and will be evaluated on the total cost for meeting the requirements excluding VAT. VAT is not applicable for the development of tests. Purchase Orders will be submitted for the agreed fixed price after all work has been completed.

For the purpose of this tender bidders should identify the individual cost components for the work together with the total fixed price in the table below. The total cost will be used for evaluation purposes.



5.2 [bookmark: _Toc309139710] COMMERCIAL EVALUATION - Pricing template for completion



Please provide a breakdown of costs in the tables below.  	There will be no adjustment to the contract pricing if additional charges are subsequently identified.  Please note that this work is VAT exempt.

Please provide the cost of proofing and pre-flight checks for an estimated 721 pages in the table below.   Please note that this cost will be used to calculate the total cost of quality assuring the standard and modified test materials outlined in the specification of requirements document once the number of pages per document have been confirmed (as these are currently estimated within the SoR document).

		Description

		Estimated Total Pages

		Cost (£) exc. VAT



		Proofing and quality assurance check including Pre-flight check

		721

		







Additional Costs

Please specify any additional costs associated with delivering the STA requirements in relation to Professional Proofing Services in the table below.  Please indicate in brackets next to the description of the cost whether this is a fixed or variable cost.



		Description

		Cost (£) exc. VAT



		

		



		

		



		

		



		

		



		

		



		Sub-total of additional costs:

		£







Total Costs

Please provide a total project cost based on the estimate of 721 pages. 



		[bookmark: _Hlk15384829]Description

		Estimated Total Pages

		Cost (£) exc. VAT



		Proofing and quality assurance check including Pre-flight check

		721

		



		Additional Costs total 

		

		



		Total cost used for Commercial Score

		

		







5.3  Declaration by Bidder



I have examined STA's requirements and the additional special terms set out in this ITT, and hereby offer to enter into a contract with STA for the required services and at the prices set out in this technical and pricing proposal.



I furthermore warrant that:


I have the required corporate authority to sign this Tender;

there has been no breach of STA's confidentiality requirements; 

there is no conflict of interest in our proposed delivery of this service;

there has been no collusion with other Bidders or potential Bidders;

there has been no canvassing of STA staff; and

the Tender shall remain open for acceptance by STA for a period of 30 days after the due date for return of Tenders.



		Signed

		[Please complete]



		Name

		



		Date

		



		Role

		



		Authorised to sign Tenders on behalf of [organisation name]

		










APPENDIX: DRAFT CONTRACT



This draft contract document is for your information only. Successful bidders will be issued with contracts following the conclusion of the procurement process.
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Physical Security



These arrangements are the minimum that the Standards and Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.



Electronic surveillance


· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*



· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.



Access


· Access to areas where test materials are being developed and stored should be restricted and controlled



· staff should be issued with security passes which must be worn at all times



· visitors must sign in at reception and be issued with a pass/badge



· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system



Staff working with confidential materials



· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 



· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.



Information Technology



· All staff with access to information systems and computer networks containing confidential test materials must be formally authorised to do so. 


· All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.



· All members of staff must ensure that they lock their computer when they are away from their desk. 



· Electronic back-ups should be completed on and off site in case of a computer failure.



· Confidential documents must not be saved to USB memory sticks or other small portable media. 


· If an electronic document has to be copied to a laptop or mobile device, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.



· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 


· Only staff who need to use the portal on a regular basis should have access to it. Suppliers must ensure that all guidance from STA in relation to portal access and use is followed.


Storage



· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  



· Keys for lockable cupboards must be stored in a safe location 



· Materials must not be left unattended on desks at anytime.


STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.



* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In which case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.



Staff Responsibilities



All members of staff working on any development stage of national curriculum assessment materials must ensure every possible action is taken to maintain the security and integrity of the test materials.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities relating to test materials.



· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.



· All staff, new and existing, should be given copies of the policies relating to test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 



· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 



· Staff must not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.



· If staff need to discuss test development or testing issues with colleagues, they must ensure they are in a secure area where conversations will not be overheard.



· Test materials must never be left in a position where an unauthorised person might see them.



· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.



Distribution and dispatch of test materials



There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sharing materials with STA, Test Review Group (TRG) members and consultants. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to ensure the security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).



			Type of dispatch





			Distributing materials to internal colleagues eg



· Materials, such as draft tests, may be given to the project manager for review









			Procedure





			· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.



· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.



· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential



· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.



· All materials must be delivered to the recipient by hand and must never be sent through internal mail.



· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 



· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 



· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 



· At no time must any confidential materials be left on an unattended desk. 












			Type of dispatch





			Distributing materials to external colleagues eg



· STA


· Test development Suppliers


· Pre-testing Suppliers


· Modified test Suppliers


· Consultants



· Test review group members



· Pre test administrators





			Procedure





			· Supplier staff should agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 



· Supplier staff must keep a record of which materials are provided to colleagues for comment and when this took place.



· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 



· The plastic envelope should be clearly addressed and marked as confidential. 



· When dispatching to external colleagues a courier must be used that has a track and trace facility. 



· Materials can only be sent by overnight courier on Mondays to Thursdays. They should not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 



· If the materials need to go urgently, a same day courier can be used. 


· The Supplier must securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 








			Type of dispatch





			Sending materials to Test Review Group Members (TRG)





			· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 



· This record will need to be provided to STA before the TRG meeting.


· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.



· TRG members must be informed that all papers will need to be brought to the meeting.



· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.












			Type of dispatch





			Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 





			· Supplier staff will agree a date with the recipient when they are going to return the papers.



· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper-evident bag and return address labels in the original package. 



· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.



· When the package has been collected by the courier or dispatched a tracked delivery process the recipient must contact the test development representative so that they know when to expect delivery of the package.



· The Supplier must track all deliveries and be able to account for all materials at all times








			What happens if a package doesn’t arrive?





			· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to check that they have received the materials.



· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.



· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and follow the security incident policy.








			Points to ensure are covered when negotiating a contract with a courier company.





			· No temporary, agent or sub-contracted drivers should be used for the delivery or collection of their material.



· The courier company must produce labels for the parcels that indicate that the items must be scanned in the presence of the sender.



· The courier must provide copies of their policies and procedures for handling a loss.












Annex A



TEST CONFIDENTIALITY AGREEMENT FORM



National curriculum assessment materials are confidential and must be treated as such by everyone involved in their development and production.


Delivery of test materials  



Materials will be sent to, and from, identified STA contacts, as a double-wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials passes to you. When materials are in transit, they must not be left unattended, even for a short time (eg in a parked car). 



Storage of test materials 



Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 



Maintaining confidentiality       



You must, at all times, ensure the confidentiality of the test materials. The contents of any test or related mark scheme must not be discussed with any person unless authorised by the STA. If any material is, at any time, lost or stolen, the STA must be contacted immediately. As directed by the STA, all materials should be returned after use. Should you have reason to believe that confidentiality has been breached, you must immediately report your suspicions to your STA contract. 



I agree to abide by this confidentiality agreement.



Signature:  ________________________________


Name:_________________________________     
Date:______ _____________


Please return one copy of this completed form by [date] to:



[Name]



Standards and Testing Agency



[insert either Coventry or London address, as appropriate]



Email:


Annex B


Handover of test materials form



			


			


			Date


			


			


			


			Key Stage and Subject


			


			





			





			From:


			


			





			





			For the attention of:


			


			





			Description of materials:


			


			





			Signed to confirm receipt of materials:


			


			





			Name in block capitals:


			


			





			Job title:


			


			





			Date:


			


			





			Return of materials after use









			Signed to confirm return:


			





			Name in block capitals:


			





			Job title:


			





			Date:


			








Annex C



TEST REVIEW GROUP MATERIAL CHECKLIST




Meeting:



  

Date:



			Name


			Copy Number


			Received Signature






			Returned Signature


			(STA)


Confirmation at end of TRG meeting signature





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			








Security incidents raised by Suppliers


			Examples of incidents covered by this procedure:









			· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.



· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.



· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.








			Suppliers' procedures for handling incidents









			On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 



i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.



ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.



iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.



iv. A clear understanding of alerting and updating STA to the incident.












			Informing others of incident









			The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the STA contract manager or to the Head of Test Development Delivery (HoTDD) or, in their absence, one of the test development programme leaders.  












			Reports and updates to STA on the incident









			On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.



On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.



Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.



Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:



· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.



· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.











			STA involvement









			On receipt of the more detailed report received on Day 2 (template B), STA will liaise with the STA Security Manager and others as necessary to ensure that the Supplier's approach seems appropriate and to consider any other measures needed.  If necessary, a STA TDT representative and the STA Security Manager will visit the supplier’s premises to discuss the incident further.











Pre-test administration



For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 



Recruitment of pre-test administrators



When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 



· Pre-test administrators must be DBS checked.



· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 



· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 



Procedures for pre-test administration (security elements only)


· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 



· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 



· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.



· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 



· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.



· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that they have all the papers they received.



Dispatch and distribution to pre-test administrators



The Materials can be dispatched for an overnight delivery on Monday to Thursday.



· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.



· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 


· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.



· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.



· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.



· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  



· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 



· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they should contact those who they haven't heard from.



· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 



· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 



· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.



· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 



Correspondence with schools



· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 



· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.



· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.



Pre-test papers



Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 



· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 



· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 


Security Incident Log: Template A (Day 1 report)


			Incident reference number: 









			Supplier:









			Date:






			Key Stage/test name:


			Subject:





			Description of incident





			Concise information required:



· What is the incident?



· Where did the incident happen?



· When did it happen?



· Who reported the incident? eg pre-test administrator



· What date was this reported to STA?



· Who informed STA?



· Who was the person contacted at STA?



· What if any actions have been taken?



Incident affects:



Yes



No



Equipment 



Test content



Pupil-level data



If yes to pupil-level data, please indicate scale 


Other sensitive data



If yes to sensitive data, please indicate scale



     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 









			Reported by:






			Date: 








Security Incident Log: Template B (Day 2 report)


			Incident reference number:









			Date:






			Key Stage/test name


			Subject:





			Actions carried out to date









			Further actions to be carried out (including timescales)












Security Incident Log: Template C (Daily update report)


			Incident reference number: 









			Agency:






			Key Stage/test name:


			Subject:





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			








Security Incident Report: Template D (Final report)


			Incident reference number:









			Date:






			Key Stage/test name:


			Subject:





			Possible location of materials


			Likelihood



(L/M/H)


			Implications for future security of this test





			The consultant didn’t receive the materials on the expected day and time and they remain with the courier


			


			Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on





			The consultant lost the test papers in their home


			


			 Low: the papers are most likely to be within the consultant’s home





			Impact on the project 





			





			Contingency actions 





			





			Lessons learned and actions to avoid future recurrence





			





			Completed by:


			Date:









			





			Incident closed





			Date:


			Name:








Tracking pre-test information - Template for completion during live pre-test period



Dispatch of pre-test papers to pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 06 June 2022


			Confirmation of receipt on 07 June 2022


			Number of deliveries outstanding on 07 June


			Action by TDA


			Confirmation of receipt on 08 June 2022


			All deliveries confirmed


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			70


			68


			2


			Follow up with courier firm


			2


			Y


			G





			Any issues








Pre-test visits



			Test


			Cycle


			Pre-test


			Pre-test period



Date



Number of dispatches made on 06 June 2022


			Day of scrutiny period






			Number of visits scheduled






			Number of visits completed


			Number of visits with all test papers collected in


			Any issues or exceptions 


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			11 June – 25 June 2022


			Day 1



11 June


			10


			10


			10


			


			G





			


			


			


			


			Day 2



12 June


			10


			10


			10


			


			G





			


			


			


			


			Day 3



13 June


			10


			10


			10


			


			G





			


			


			


			


			


			


			


			


			


			








Dispatch of pre-test papers back to Supplier by pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 12 June 2022


			Confirmation of receipt on 13 June 2022


			Number of deliveries outstanding on 13 June


			Action by TDA


			Confirmation of receipt on 14 June 2022


			R/



A/



G





			Eg 



KS3 maths





			2023


			2


			20


			19


			1


			Follow up with pre-test administrator and courier


			1


			G





			Any issues or exceptions




























Test Development Suppliers




Security Policy:









External Suppliers








































NOT PROTECTED
15/06/2022


1 of 24







image4.emf

Contract%20for%20


Services%20with%20a%20Company.doc




Contract%20for%20Services%20with%20a%20Company.doc

CONTRACT FOR Professional Proofing Services STA-0307



THIS CONTRACT IS DATED Monday 15 August 2022



Parties



1)
The Secretary of State for Education whose Head Office is at Sanctuary Buildings, Great Smith Street, London, SW1P 3BT acting as part of the Crown (“the Department”); and




2) Communisis whose registered office is at Manston Lane, Cross Gates, Leeds LS15 8AH (“the Contractor”)



Recitals



The Contractor has agreed to provide Professional Proofing Services on the terms and conditions set out in this Contract.




The Department's reference number for this Contract is STA-0307.


1
Interpretation


1.1
In this Contract the following words shall mean:- 



			“the Services”"


			the services to be performed by the Contractor as described in Schedule 1;





			"Affiliate"


			in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;









			“Central Government Body”



“the Contract Manager”


			means a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:



(a)
Government Department;



(b)
Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);



(c)
Non-Ministerial Department; or



(d)
Executive Agency;



Mark Bowyer


Assessment Development



Department for Education


Standards and Testing Agency
Cheylesmore House



Ground Floor South Building



Quinton Road



Coventry


CV1 2WT 








			"Contractor Personnel"


			all employees, agents, Contractors and contractors of the Contractor and/or of any Sub-contractor;









			“the Contractors Contract Manager


			xxx





			 “Confidential Information”


			the Department's Confidential Information and/or the Contractor's Confidential Information;





			"Contracting Department"


			any contracting Department as defined in Regulation 5(2) of the Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000 other than the Department;





			"Contractor Personnel"


			all employees, agents, consultants and contractors of the Contractor and/or of any Sub-contractor;





			"Control"


			means that a person possesses, directly or indirectly, the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and "Controls" and "Controlled" shall be interpreted accordingly;








			


			





			“Controller”, “Processor,” “Data Subject”, “Personal Data”, “Personal Data Breach”, “Data Protection Officer”






			take the meaning given in the GDPR





			“Crown”


			means Queen Elizabeth II and any successor





			"Crown Body"


			any department, office or agency of the Crown;









			


			





			“Data Loss Event”






			any event that results, or may result, in unauthorised access to Personal Data held by the Contractor under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach. 









			“DPA 2018”






			Data Protection Act 2018  





			“Data Protection Impact Assessment”


			an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.  









			“Data Protection Legislation”


			(i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy; 









			“Data Subject Request”


			a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.









			"Department’s Confidential Information"


			all Personal Data and any information, however it is conveyed, that relates to the business, affairs, developments, trade secrets, know-how, personnel, and suppliers of the Department, including all IPRs, together with all information derived from any of the above, and any other information clearly designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered to be confidential;








			"Department's Intellectual Property Rights"


			means all Intellectual Property Rights comprised in or necessary for or arising from the performance of the Consultancy Services





			"Environmental Information Regulations"


			the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issues by the Information Commissioner or relevant Government Department in relation to such regulations;





			"FOIA"


			the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government Department in relation to such legislation;





			


			





			“GDPR”






			the General Data Protection Regulation (Regulation (EU) 2016/679)









			“Her Majesty's Government”


			means the duly elected Government for the time being during the reign of Her Majesty and/or any department, committee, office, servant or officer of such Government





			"Information"


			has the meaning given under section 84 of the Freedom of Information Act 2000; 





			"Intellectual Property Rights"


			means any copyright, rights in designs, database rights, domain names, trademarks, service marks, patents or any applications for any of the foregoing, know-how or similar rights or obligations (whether registerable or not) including Moral Rights as defined in Chapter IV of the Copyright, Designs and Patents Act 1988





			


			





			


			





			“Joint Controllers”


			Where two or more Controllers jointly determine the purposes and means of processing









			


			





			“Law”






			means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Processor is bound to comply;





			“LED”


			Law Enforcement Directive (Directive (EU) 2016/680) 



 





			"Personal Data"


			shall have the same meaning as set out in the Data Protection Act 1998;









			


			





			“Processor Personnel”






			employees, agents, consultants and contractors of the Processor and/or of any Sub-Processor engaged in the performance of its obligations under this Contract.









			“Property” 






			means the property, other than real property, issued or made available to the Contractor by the Client in connection with the Contract.





			


			





			“Protective Measures”


			appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it including those set out in the Contract. 



.  









			“Regulatory Bodies”


			those government departments and regulatory, statutory and other entities, committees and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in this Contract or any other affairs of the Department and "Regulatory Body" shall be construed accordingly.





			"Request for Information"


			a request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the Environmental Information Regulations;





			"SME"


			means a micro, small or medium-sized enterprise defined in accordance with the European Commission Recommendation 2003/361/EC and any subsequent revisions.





			"Sub-contractor"


			the third party with whom the Contractor enters into a Sub-contract or its servants or agents and any third party with whom that third party enters into a Sub-contract or its servants or agents;





			


			





			“Sub-processor”


			any third Party appointed to process Personal Data on behalf of the Contractor related to this Contract  





			"Working Day"


			any day other than a Saturday, Sunday or public holiday in England and Wales.








1.2 
References to “Contract” mean this contract (and include the Schedules).  References to “Clauses” and “Schedules” mean clauses of and schedules to this Contract. The provisions of the Schedules shall be binding on the parties as if set out in full in this Contract.



1.3
Reference to the singular include the plural and vice versa and references to any gender include both genders and the neuter. References to a person include any individual, firm, unincorporated association or body corporate.



2
Commencement and Continuation



The Contractor shall commence the Services on Monday 15 August 2022 and, subject to Clause 10.1 shall complete the Services on or before 31 August 2023. The Contract may be extended by a further 12 months subject to requirements.


3
Contractor's Obligations


3.1
The Contractor shall promptly and efficiently complete the Services in accordance with the provisions set out in Schedule 1 and the details provided in their tender attached in Schedule 3. 


3.2
The Contractor shall comply with the accounting and information provisions of Schedule 2.



3.3
The Contractor shall comply with all statutory provisions including all prior and subsequent enactments, amendments and substitutions relating to that provision and to any regulations made under it.



4
Departments Obligations



The Department will comply with the payment provisions of Schedule 2 provided that the Department has received full and accurate information and documentation as required by Schedule 2 to be submitted by the Contractor for work completed to the satisfaction of the Department.



5
Changes to the Department's Requirements


5.1
The Department shall notify the Contractor of any material change to the Department's requirement under this Contract.



5.2
The Contractor shall use its best endeavours to accommodate any changes to the needs and requirements of the Department provided that it shall be entitled to payment for any additional costs it incurs as a result of any such changes. The amount of such additional costs to be agreed between the parties in writing.



6
Management


6.1
The Contractor shall promptly comply with all reasonable requests or directions of the Contract Manager in respect of the Services.



6.2
The Contractor shall address any enquiries about procedural or contractual matters in writing to the Contract Manager.  Any correspondence relating to this Contract shall quote the reference number set out in the Recitals to this Contract.



7
Contractor's Employees and Sub-Contractors


7.1
Where the Contractor enters into a contract with a supplier or contractor for the purpose of performing its obligations under the Contract (the “Sub-contractor”) it shall ensure prompt payment in accordance with this clause 7.1. Unless otherwise agreed by the Department in writing, the Contractor shall ensure that any contract requiring payment to a Sub-contractor shall provide for undisputed sums due to the Sub-contractor to be made within a specified period from the receipt of a valid invoice not exceeding:



7.1.1
10 days, where the Sub-contractor is an SME; or 



7.1.2
30 days either, where the sub-contractor is not an SME, or both the Contractor and the Sub-contractor are SMEs,



The Contractor shall comply with such terms and shall provide, at the Department’s request, sufficient evidence to demonstrate compliance.



7.2
The Department shall be entitled to withhold payment due under clause 7.1 for so long as the Contractor, in the Department’s reasonable opinion, has failed to comply with its obligations to pay any Sub-contractors promptly in accordance with clause 7.1. For the avoidance of doubt the Department shall not be liable to pay any interest or penalty in withholding such payment.


7.3
The Contractor shall take all reasonable steps to satisfy itself that its employees or sub-contractors (or their employees) are suitable in all respects to perform the Services.



7.4
The Contractor shall give to the Department if so requested a list of all persons who are or may be at any time directly concerned with the performance of this Contract specifying the capacity in which they are concerned with the provision of the Services and giving such other particulars as the Department may reasonably require.



7.5
If the Department notifies the Contractor that it considers that an employee or sub-contractor is not appropriately qualified or trained to provide the Services or otherwise is not providing the Services in accordance with this Contract, then the Contractor shall, as soon as is reasonably practicable, take all such steps as the Department considers necessary to remedy the situation or, if so required by the Department, shall remove the said employee or sub-contractor from providing the Services and shall provide a suitable replacement (at no cost to the Department).



7.6
The Contractor shall take all reasonable steps to avoid changes of employees or sub-contractors assigned to and accepted to provide the Services under the Contract except whenever changes are unavoidable or of a temporary nature. The Contractor shall give at least one month's written notice to the Contract Manager of proposals to change key employees or sub-contractors.



7.7
The Contractor shall immediately notify the Department if they have any concerns regarding the propriety of any of its sub-contractors in respect of work/services rendered in connection with this Contract.



7.8
The Contractor, its employees and sub-contractors (or their employees), whilst on Departmental premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time.



7.9 
The Contractor shall ensure the security of all the Property whilst in its possession, during the supply of the Services, in accordance with the Department’s reasonable security requirements as required from time to time.



7.10
In addition to any other management information requirements set out in this Contract, the Contractor agrees and acknowledges that it shall, on request and at no charge, provide timely, full, accurate and complete SME Management Information (MI) Reports to the Department including: 



7.10.1
the total contract revenue received directly on a specific contract;  



7.10.1
the total value of sub-contracted revenues under the contract (including revenues for non-SMEs/non-VCSEs); and 



7.10.3
the total value of sub-contracted revenues to SMEs and VCSEs.



8
Intellectual Property Rights



8.1
It is acknowledged and agreed between the parties that all existing or future Department's Intellectual Property Rights shall vest in the Crown absolutely.



8.2
Any Intellectual Property Rights of the Contractor which are in existence at the date of this Contract and which are comprised in or necessary for or arising from the performance of the Consultancy Services owned by the Contractor ("Background Intellectual Property") shall remain in the ownership of the Contractor but in consideration of the fees payable pursuant to this Contract, the Contractor hereby grants to the Department in respect of such Background Intellectual Property an irrevocable, non-exclusive, royalty-free, perpetual licence with rights to grant sub-licences.



8.3
The Contractor agrees that at the request and cost of the Department it will and procure that its officers, employees and agents will at all times do all such reasonable acts and execute all such documents as may be reasonably necessary or desirable to ensure that the Department receives the full benefit of all of its rights under this Contract in respect of the Department's Intellectual Property Rights or to assist in the resolution of any question concerning the Intellectual Property Rights.



8.4
The Contractor hereby waives any Moral Rights as defined at Chapter IV of the Copyright, Designs and Patents Act 1988.



8.5
The Contractor warrants:



8.5.1
that the Department's Intellectual Property Rights comprise the original work of and were created by or on behalf of the Contractor;



8.5.2 that the Department's Intellectual Property Rights have not and will not be copied wholly or in part from any other work or material;



8.5.3 That the use of or exercise by the Department of the Department's Intellectual Property Rights and the Background Intellectual Property will not infringe the rights of any third party;



8.5.4 that the Contractor has not granted or assigned any rights of any nature in the Department's Intellectual Property Rights to any third party.



8.6
The Contractor shall ensure that any copyright materials produced by or on behalf of the Contractor shall be marked with the following copyright notice " © Crown Copyright 1988.


9
Warranty and Indemnity


9.1
The Contractor warrants to the Department that the obligations of the Contractor under this Contract will be performed by appropriately qualified and trained personnel with reasonable skill, care and diligence and to such high standards of quality as it is reasonable for the Department to expect in all the circumstances. The Department will be relying upon the Contractor's skill, expertise and experience in the performance of the Services and also upon the accuracy of all representations or statements made and the advice given by the Contractor in connection with the performance of the Services and the accuracy of any documents conceived, originated, made or developed by the Contractor as part of this Contract.  The Contractor warrants that any goods supplied by the Contractor forming a part of the Services will be of satisfactory quality and fit for their purpose and will be free from defects in design, material and workmanship.



9.2
Without prejudice to any other remedy, if any part of the Services is not performed in accordance with this Contract then the Department shall be entitled, where appropriate to:



9.2.1
require the Contractor promptly to re-perform or replace the relevant part of the Services without additional charge to the Department; or



9.2.2
assess the cost of remedying the failure (“the assessed cost”) and to deduct from any sums due to the Contractor the Assessed Cost for the period that such failure continues.



9.3
The Contractor shall be liable for and shall indemnify the Department in full against any expense, liability, loss, claim or proceedings arising under statute or at common law in respect of personal injury to or death of any person whomsoever or loss of or damage to property whether belonging to the Department or otherwise arising out of or in the course of or caused by the provision of the Services.



9.4
The Contractor shall be liable for and shall indemnify the Department against any expense, liability, loss, claim or proceedings arising as a result of or in connection with any breach of the terms of this Contract or otherwise through the default of the Contractor



9.5
All property of the Contractor whilst on the Department's premises shall be there at the risk of the Contractor and the Department shall accept no liability for any loss or damage howsoever occurring to it.



9.6
The Contractor shall ensure that it has adequate insurance cover with an insurer of good repute to cover claims under this Contract or any other claims or demands which may be brought or made against it by any person suffering any injury damage or loss in connection with this Contract. The Contractor shall upon request produce to the Department, its policy or policies of insurance, together with the receipt for the payment of the last premium in respect of each policy or produce documentary evidence that the policy or policies are properly maintained.



10
Termination


10.1
This Contract may be terminated by either party giving to the other party at least 30 days notice in writing.


10.2
In the event of any breach of this Contract by either party, the other party may serve a notice on the party in breach requiring the breach to be remedied within a period specified in the notice which shall be reasonable in all the circumstances. If the breach has not been remedied by the expiry of the specified period, the party not in breach may terminate this Contract with immediate effect by notice in writing.



10.3
In the event of a material breach of this Contract by either party, the other party may terminate this Contract with immediate effect by notice in writing.



10.4
This Contract may be terminated by the Department with immediate effect by notice in writing if at any time:-



10.4.1
the Contractor passes a resolution that it be wound-up or that an application be made for an administration order or the Contractor applies to enter into a voluntary arrangement with its creditors; or



10.4.2
a receiver, liquidator, administrator, supervisor or administrative receiver be appointed in respect of the Contractor's property, assets or any part thereof; or



10.4.3
the court orders that the Contractor be wound-up or a receiver of all or any part of the Contractor's assets be appointed; or



10.4.4
the Contractor is unable to pay its debts in accordance with Section 123 of the Insolvency Act 1986.



10.4.5
there is a change in the legal or beneficial ownership of 50% or more of the Contractor's share capital issued at the date of this Contract or there is a change in the control of the Contractor, unless the Contractor has previously notified the Department in writing. For the purpose of this Sub-Clause 10.4.5 “control” means the power of a person to secure that the affairs of the Contractor are conducted in accordance with the wishes of that person by means of the holding of shares or the possession of voting power.



10.4.6
the Contractor is convicted (or being a company, any officers or representatives of the Contractor are convicted) of a criminal offence related to the business or professional conduct



10.4.7
the Contractor commits (or being a company, any officers or representatives of the Contractor commit) an act of grave misconduct in the course of the business;



10.4.8
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil its obligations relating to the payment of Social Security contributions;



10.4.9
the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to fulfil its obligations relating to payment of taxes;



10.4.10the Contractor fails (or being a company, any officers or representatives of the Contractor fail) to disclose any serious misrepresentation in supplying information required by the Department in or pursuant to this Contract.



10.5
Nothing in this Clause 10 shall affect the coming into, or continuance in force of any provision of this Contract which is expressly or by implication intended to come into force or continue in force upon termination of this Contract.



11
Status of Contractor


11.1
In carrying out its obligations under this Contract the Contractor agrees that it will be acting as principal and not as the agent of the Department.



11.2
The Contractor shall not say or do anything that may lead any other person to believe that the Contractor is acting as the agent of the Department.



12
Confidentiality


12.1
Except to the extent set out in this clause or where disclosure is expressly permitted elsewhere in this Contract, each party shall:



12.1.1
treat the other party's Confidential Information as confidential and safeguard it accordingly; and


12.1.2
not disclose the other party's Confidential Information to any other person without the owner's prior written consent.



12.2
Clause 12 shall not apply to the extent that:


12.2.1
such disclosure is a requirement of Law placed upon the party making the disclosure, including any requirements for disclosure under the FOIA, Code of Practice on Access to Government Information or the Environmental Information Regulations pursuant to Clause 13 (Freedom of Information);



12.2.2
such information was in the possession of the party making the disclosure without obligation of confidentiality prior to its disclosure by the information owner; 



12.2.3
such information was obtained from a third party without obligation of confidentiality;



12.2.4
such information was already in the public domain at the time of disclosure otherwise than by a breach of this Contract; or



12.2.5
it is independently developed without access to the other party's Confidential Information.



12.3
The Contractor may only disclose the Department's Confidential Information to the Contractor Personnel who are directly involved in the provision of the Project and who need to know the information, and shall ensure that such Contractor Personnel are aware of and shall comply with these obligations as to confidentiality. 



12.4
The Contractor shall not, and shall procure that the Contractor Personnel do not, use any of the Department's Confidential Information received otherwise than for the purposes of this Contract.


12.5   
The Contractor shall ensure that their employees, servants or such professional advisors or consultants sign a confidentiality undertaking before commencing work in connection with the Contract.


12.6
Nothing in this Contract shall prevent the Department from disclosing the Contractor's Confidential Information:



12.6.1
on a confidential basis to any Central Government Body for any proper purpose of the Department or of the relevant Central Government Body; 



12.6.2
to Parliament and Parliamentary Committees or if required by any Parliamentary reporting requirement;



12.6.3
to the extent that the Department (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions;



12.6.4
on a confidential basis to a professional adviser, consultant, supplier or other person engaged by any of the entities described in Clause 12.6.1 (including any benchmarking organisation) for any purpose relating to or connected with this Contract; 



12.6.5
on a confidential basis for the purpose of the exercise of its rights under this Contract, including audit rights, step-in rights and exit management rights; or



12.6.6
on a confidential basis to a proposed successor body in connection with any assignment, novation or disposal of any of its rights, obligations or liabilities under this Contract.



12.7
The Department shall use all reasonable endeavours to ensure that any Central Government Body, Contracting Department, employee, third party or Sub-contractor to whom the Contractor's Confidential Information is disclosed pursuant to clause 12 is made aware of the Department's obligations of confidentiality.



12.8
Nothing in this clause 12 shall prevent either party from using any techniques, ideas or know-how gained during the performance of the Contract in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of Intellectual Property Rights.



12.9
The parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Contract is not Confidential Information. The Department shall be responsible for determining in its absolute discretion whether any of the content of the Contract is exempt from disclosure in accordance with the provisions of the FOIA.  



12.10
Subject to Clause 12.9, the Contractor hereby gives its consent for the Department to publish the Contract in its entirety, including from time to time agreed changes to the Contract, to the general public.  



12.11
The Department may consult with the Contractor to inform its decision regarding any redactions but the Department shall have the final decision in its absolute discretion.



12.12
The Contractor shall assist and cooperate with the Department to enable the Department to publish this Contract.



13
Freedom of Information



13.1
The Contractor acknowledges that the Department is subject to the requirements of the FOIA and the Environmental Information Regulations and shall assist and cooperate with the Department to enable the Department to comply with its information disclosure obligations. 



13.2
The Contractor shall and shall procure that its Sub-contractors shall: 



13.2.1
transfer to the Department all Requests for Information that it receives as soon as practicable and in any event within two Working Days of receiving a Request for Information; 



13.2.2
provide the Department with a copy of all Information in its possession, or power in the form that the Department requires within five Working Days (or such other period as the Department may specify) of the Department's request; and



13.2.3
provide all necessary assistance as reasonably requested by the Department to enable the Department to respond to the Request for Information within the time for compliance set out in section 10 of the FOIA or regulation 5 of the Environmental Information Regulations.



13.3
The Department shall be responsible for determining in its absolute discretion and notwithstanding any other provision in this Contract or any other agreement whether any Information is exempt from disclosure in accordance with the provisions of the FOIA or the Environmental Information Regulations.



13.4
In no event shall the Contractor respond directly to a Request for Information unless expressly authorised to do so by the Department.



13.5
The Contractor acknowledges that (notwithstanding the provisions of Clause 13) the Department may, acting in accordance with the Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000 (“the Code”), be obliged under the FOIA, or the Environmental Information Regulations to disclose information concerning the Contractor or the Project:



13.5.1
in certain circumstances without consulting the Contractor; or



13.5.2
following consultation with the Contractor and having taken their views into account;



provided always that where 13.5.1 applies the Department shall, in accordance with any recommendations of the Code, take reasonable steps, where appropriate, to give the Contractor advanced notice, or failing that, to draw the disclosure to the Contractor’s attention after any such disclosure.



13.6
The Contractor shall ensure that all Information is retained for disclosure and shall permit the Department to inspect such records as requested from time to time. 



14
Access and Information



The Contractor shall provide access at all reasonable times to the Department's internal auditors or other duly authorised staff or agents to inspect such documents as the Department considers necessary in connection with this Contract and where appropriate speak to the Contractors employees.



15
Transfer of Responsibility on Expiry or Termination


15.1
The Contractor shall, at no cost to the Department, promptly provide such assistance and comply with such timetable as the Department may reasonably require for the purpose of ensuring an orderly transfer of responsibility upon the expiry or other termination of this Contract. The Department shall be entitled to require the provision of such assistance both prior to and, for a reasonable period of time after the expiry or other termination of this Contract.



15.2
Such assistance may include (without limitation) the delivery of documents and data in the possession or control of the Contractor which relate to this Contract, including the documents and data, if any, referred to in the Schedule.



15.3
The Contractor undertakes that it shall not knowingly do or omit to do anything which may adversely affect the ability of the Department to ensure an orderly transfer of responsibility.



16
Tax Indemnity



16.1
Where the Contractor is liable to be taxed in the UK in respect of consideration received under this contract, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 (ITEPA) and all other statutes and regulations relating to income tax in respect of that consideration. Where the Department has deemed the Contractor to be an Off-Payroll Contractor as defined by Her Majesty’s Revenue and Customs the Department reserves the right to calculate Income Tax and pay it to HMRC. The amounts will be deducted from the Contractor’s fee for the work provided.



16.2
Where the Contractor is liable to National Insurance Contributions (NICs) in respect of consideration received under this contract, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs in respect of that consideration. Where the Department has deemed the Contractor to be an Off-Payroll Contractor as defined by Her Majesty’s Revenue and Customs the Department reserves the right to calculate primary (employee) National Insurance contributions (NICs) and pay them to HMRC. The amounts will be deducted from the Contractor’s fee for the work provided.



16.3
The Department may, at any time during the term of this contract, ask the Contractor to provide information which demonstrates how the Contractor complies with Clauses 16.1 and 16.2 above or why those Clauses do not apply to it. 



16.4
A request under Clause 16.3 above may specify the information which the Contractor must provide and the period within which that information must be provided. 



16.5
The Department may terminate this contract if- 



(a)
in the case of a request mentioned in Clause 16.3 above if the Contractor:



(i)
fails to provide information in response to the request within a reasonable time, 



or 



(ii)
provides information which is inadequate to demonstrate either how the Contractor complies with Clauses 16.1 and 16.2 above or why those Clauses do not apply to it; 



(b)
in the case of a request mentioned in Clause 16.4 above, the Contractor fails to provide the specified information within the specified period, or 



(c)
it receives information which demonstrates that, at any time when Clauses 16.1 and 16.2 apply, the Contractor is not complying with those Clauses. 



16.6
The Department may supply any information which it receives under Clause 16.3 to the Commissioners of Her Majesty’s Revenue and Customs for the purpose of the collection and management of revenue for which they are responsible.



16.7
The Contractor warrants and represents to the Department that it is an independent contractor and, as such, bears sole responsibility for the payment of tax and national insurance contributions which may be found due from it in relation to any payments or arrangements made under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.



16.8
The Contractor will account to the appropriate authorities for any income tax, national insurance, VAT and all other taxes, liabilities, charges and duties relating to any payments made to the Contractor under this Contract or in relation to any payments made by the Contractor to its officers or employees in connection with this Contract.



16.9
The Contractor shall indemnify Department against any liability, assessment or claim made by the HM Revenue and Customs or any other relevant authority arising out of the performance by the parties of their obligations under this Contract (other than in respect of employer's secondary national insurance contributions) and any costs, expenses, penalty fine or interest incurred or payable by Department in connection with any such assessment or claim.



16.10
The Contractor authorises the Department to provide the HM Revenue and Customs and all other departments or agencies of the Government with any information which they may request as to fees and/or expenses paid or due to be paid under this Contract whether or not Department is obliged as a matter of law to comply with such request. 


17
Data Protection



17.1
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor unless otherwise specified in Schedule 3a. The only processing that the Processor is authorised to do is listed in Schedule 3a by the Controller and may not be determined by the Processor



17.2
The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions infringe the Data Protection Legislation.



17.3
The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Controller, include: 



(a)
a systematic description of the envisaged processing operations and the purpose of the processing; 



(b)
an assessment of the necessity and proportionality of the processing operations in relation to the Services; 



(c)
an assessment of the risks to the rights and freedoms of Data Subjects; and 



(d)
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 



17.4
The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Contract: 



(a)
process that Personal Data only in accordance with Schedule 3a , unless the Processor is required to do otherwise by Law. If it is so required the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law; 



(b)
ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the: 



(i)
nature of the data to be protected; 



(ii)
harm that might result from a Data Loss Event; 



(iii)
state of technological development; and 



(iv)
cost of implementing any measures; 



(c)
 ensure that : 



(i)
the Processor Personnel do not process Personal Data except in accordance with this Contract (and in particular Schedule 3a); 



(ii)
it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they: 



(A)
are aware of and comply with the Processor’s duties under this clause; 



(B)
are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor; 



(C)
are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Contract; and 



(D)
have undergone adequate training in the use, care, protection and handling of Personal Data; and 



(d)
not transfer Personal Data outside of the EU unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled: 



(i)
the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller; 



(ii)
the Data Subject has enforceable rights and effective legal remedies; 



(iii)
the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and 



(iv)
the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data; 



(e)
at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Contract unless the Processor is required by Law to retain the Personal Data.  



17.5
Subject to clause 17.6, the Processor shall notify the Controller immediately if it: 



(a)
receives a Data Subject Request (or purported Data Subject Request); 



(b)
receives a request to rectify, block or erase any Personal Data;  



(c)
receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;  



(d)
receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;  



(e)
receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or 



(f)
becomes aware of a Data Loss Event. 



17.6
The Processor’s obligation to notify under clause 17.5 shall include the provision of further information to the Controller in phases, as details become available.  



17.7
Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under clause 17.5 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing: 



(a)
the Controller with full details and copies of the complaint, communication or request; 



(b)
such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;  



(c)
the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;  



(d)
assistance as requested by the Controller following any Data Loss Event;  



(e)
assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 



17.8
The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Processor employs fewer than 250 staff, unless: 



(a)
the Controller determines that the processing is not occasional; 



(b)
the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and  



(c)
the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 



17.9
The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor. 



17.10
Each Party shall designate its own data protection officer if required by the Data Protection Legislation.  



17.11
Before allowing any Sub-processor to process any Personal Data related to this Contract, the Processor must: 



(a)
notify the Controller in writing of the intended Sub-processor and processing; 



(b)
obtain the written consent of the Controller;  



(c)
enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause 17 such that they apply to the Sub-processor; and 



(d)
provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 



17.12
The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 



17.13
The Controller may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Contract). 



17.14
The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to the Processor amend this Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.  


18
Amendment and variation



No amendment or variation to this Contract shall be effective unless it is in writing and signed by or on behalf of each of the parties hereto. The Contractor shall comply with any formal procedures for amending or varying contracts which the Department may have in place from time to time.



19
Assignment and Sub-contracting



The benefit and burden of this Contract may not be assigned or sub-contracted in whole or in part by the Contractor without the prior written consent of the Department. Such consent may be given subject to any conditions which the Department considers necessary. The Department may withdraw its consent to any sub-contractor where it no longer has reasonable grounds to approve of the sub-contractor or the sub-contracting arrangement and where these grounds have been presented in writing to the Contractor.



20
The Contract (Rights of Third Parties) Act 1999


This Contract is not intended to create any benefit, claim or rights of any kind whatsoever enforceable by any person not a party to the Contract.



21
Waiver



No delay by or omission by either Party in exercising any right, power, privilege or remedy under this Contract shall operate to impair such right, power, privilege or remedy or be construed as a waiver thereof.  Any single or partial exercise of any such right, power, privilege or remedy shall not preclude any other or further exercise thereof or the exercise of any other right, power, privilege or remedy.



22
Notices


22.1
Any notice, demand or communication in connection with the Contract shall be in writing and may be delivered by hand, pre-paid first class post or (where being sent to an address in a different country to where posted) airmail, or e-mail, addressed to the recipient at its registered office or its address (or such other address, or e-mail address as may be notified in writing from time to time).



22.2
The notice, demand or communication shall be deemed to have been duly served:



22.2.1
if delivered by hand, when left at the proper address for service;



22.2.2
if given or made by prepaid first class post 48 hours after being posted or in the case of airmail 14 days after being posted;



22.2.3
if made by e-mail, at the time of transmission, dispatched as a pdf attachment to an e-mail to the correct e-mail address without any error message or, in the case of transmission by e-mail where the time of transmission is not between 9.00 am and 5.00 pm, service shall be deemed to occur at 9.00 am on the next following Business Day (such times being local time at the address of the recipient).



23
Dispute resolution



23.1
The Parties shall use all reasonable endeavours to negotiate in good faith and settle amicably any dispute that arises during the continuance of this Contract.



23.2
Any dispute not capable of resolution by the parties in accordance with the terms of Clause 23 shall be settled as far as possible by mediation in accordance with the Centre for Dispute Resolution (CEDR) Model Mediation Procedure.



23.3
No party may commence any court proceedings/arbitration in relation to any dispute arising out of this Contract until they have attempted to settle it by mediation, but any such mediation may be terminated by either party at any time of such party wishing to commence court proceedings/arbitration.


24
Discrimination


24.1
The Contractor shall not unlawfully discriminate within the meaning and scope of any law, enactment, order, or regulation relating to discrimination (whether in race, gender, religion, disability, sexual orientation or otherwise) in employment.



24.2
The Contractor shall take all reasonable steps to secure the observance of Clause 24.1 by all servants, employees or agents of the Contractor and all suppliers and sub-contractors employed in the execution of the Contract.



25
Law and Jurisdiction



This Contract shall be governed by and interpreted in accordance with English Law and the parties submit to the jurisdiction of the English courts.




As witness the hands of the parties



Authorised to sign for and on

Authorised to sign for and on



behalf of the Secretary of

behalf of Communisis


State for Education

                     



Signature

Signature



Name in CAPITALS

Name in CAPITALS



Position in Organisation

Position in Organisation



Address

Address in full



Standards and Testing Agency



Cheylesmore House



Ground Floor South Building



Quinton Road



Coventry



CV1 2WT


Date

Date



Schedule 1


1.1 Overview



STA requires external professional proofing and pre-flight services for:



· Proofing and quality assurance review of KS1 and KS2 national curriculum test materials and phonics check, including electronic mark-up of identified amendments;



· Proofing and quality assurance review of KS1 and KS2 modified national curriculum test materials, including electronic mark-up of identified amendments; and



· carrying out pre-flight checks to ensure accurate printing of test materials, including electronic mark-up of identified amendments.



The supplier will need to:



· commit appropriate resource to working on the work packages between August 2022 and August 2023;



· be flexible to accommodate resource needs, providing additional resources at short notice to complete proofing and pre-flight activities to agreed timelines and to required quality standards;



· possess substantial and recent expertise in professional proofing and pre-flight checks of documents for print;



· possess substantial and recent expertise of producing electronic mark-up of documents using Adobe Acrobat Pro;



· understand the development of materials and use of design guidelines and have experience in reviewing confidential materials for assessment;



· possess the ability to communicate effectively with various stakeholders providing constructive feedback and be prepared to provide workable solutions to any problems and/or issues identified during this project;



· comply with STA's security procedures to maintain the integrity of the tests, including:



· secure onsite working areas;



· secure methods of electronic transfer and storage;



· secure deletion/destruction of materials at the end of the project; and



· comply with filing and naming conventions established by STA, in order to maintain an accurate audit trail.



.



1.2 Project Deliverables/Outputs and Project Timelines



STA wishes to procure quality assurance and proofing services:



· 2023 key stage 1 and 2 national curriculum test proofing for both standard and modified test materials, and phonics check standard materials – conducted after tests are constructed internally and prior to final sign-off. The external supplier complements in-house proofing arrangements; offering quality assurance, editorial review, a comprehensive cross-read of content and a technical pre-flight review of content.



The Project deliverables/outputs are provided in the table below, and individual deliverables or outputs are indicated as project timelines where appropriate. All deliverables and outputs are categorised as mandatory, and it is essential that you confirm that you can meet them in full. Unless indicated below, all dates are negotiable with STA. Failure to provide confirmation in your proposal documents may result in your proposal being rejected.



The specific dates for all Requirements must be included within the project plan in the response to the Technical Evaluation.



For reference, past papers have been published: https://www.gov.uk/government/collections/national-curriculum-assessments-practice-materials. 



Quality assurance proofing and pre-flight check for print of standard materials: 



			Standard test components (PRINT)


			Pages (to note that these are estimates, based on 2022 materials and subject to change)





			2023 key stage 1 English reading Paper 1: reading prompt and answer booklet


			20





			2023 key stage 1 English reading Paper 2: reading answer booklet


			12





			2023 key stage 1 English reading Paper 2: reading booklet


			12





			2023 key stage 1 English reading test mark schemes Paper 1: reading prompt and answer booklet and Paper 2: reading answer booklet


			28





			2023 key stage 1 English grammar, punctuation and spelling Paper 1: spelling (Electronic only)


			4





			2023 key stage 1 English grammar, punctuation and spelling Paper 2: questions (Electronic only)


			16





			2023 key stage 1 English grammar, punctuation and spelling test mark schemes Paper 1: spelling and Paper 2: questions (Electronic only)


			20





			2023 key stage 1 mathematics Paper 1: arithmetic


			20





			2023 key stage 1 mathematics Paper 2: reasoning


			32





			2023 key stage 1 mathematics test mark schemes 
Paper 1: arithmetic and Paper 2: reasoning 


			24





			2023 key stage 2 English reading answer booklet


			12





			2023 key stage 2 English reading booklet


			20





			2023 key stage 2 English reading Mark schemes


			28





			2023 key stage 2 English grammar, punctuation and spelling Paper 1: questions


			32





			2023 key stage 2 English grammar, punctuation and spelling Paper 2: spelling


			4





			2023 key stage 2 English grammar, punctuation and spelling Mark schemes


			20





			2023 key stage 2 mathematics Paper 1: arithmetic


			20





			2023 key stage 2 mathematics Paper 2: reasoning


			24





			2023 key stage 2 mathematics Paper 3: reasoning


			24





			2023 key stage 2 mathematics Mark schemes


			40





			2023 phonics screen check – combined total of all materials


			





			Test administration instruction (Print)


			





			2023 key stage 1 English reading Administering Paper 1: combined reading prompt and answer booklet


			8





			2023 key stage 1 English reading Administering Paper 2: reading booklet and reading answer booklet


			4





			2023 key stage 1 English grammar, punctuation and spelling Administering Paper 1: spelling (Electronic only)


			8





			2023 key stage 1 English grammar, punctuation and spelling Administering Paper 2: questions (Electronic only)


			4





			2023 key stage 1 mathematics Administering Paper 1: arithmetic


			4





			2023 key stage 1 mathematics Administering Paper 2: reasoning


			12





			2023 key stage 2 English reading Administering the reading booklet and reading answer booklet


			4





			2023 key stage 2 English grammar, punctuation and spelling 
Administering Paper 1: questions


			4





			2023 key stage 2 English grammar, punctuation and spelling
Administering Paper 2: spelling


			8





			2023 key stage 2 mathematics Administering Paper 1: Arithmetic


			4





			2023 key stage 2 mathematics Administering Paper 2: reasoning


			4





			2023 key stage 2 mathematics Administering Paper 3: reasoning


			4








Project timelines




Standard materials review periods – these dates are provided for illustration only and will be confirmed in August 2022.



Key stage 1 English GPS standard materials and test administration guidance: 



Transferred to supplier: 12/12/22



3-day proofing period: 13/12/22 to 16/12/22



Returned to STA by end of 16/12/22 



Key stage 1 English reading standard materials and test administration guidance: 



Transferred to supplier: 16/12/22



3-day proofing period: 19/12/22 to 22/12/22



Returned to STA by end of 22/12/22 


Key stage 1 mathematics standard materials and test administration guidance: 



Transferred to supplier: 24/10/22



3-day proofing period: 25/10/22 to 27/10/22



Returned to STA by end of 25/10/22 


Key stage 2 English GPS standard materials and test administration guidance: 



Transferred to supplier: 7/11/22



3-day proofing period: 8/11/22 to 10/11/22



Returned to STA by end of 10/11/22 



Key stage 2 English reading standard materials and test administration guidance: 



Transferred to supplier: 11/11/22



3-day proofing period: 12/11/22 to 14/11/22



Returned to STA by end of 14/11/22 



Key stage 2 mathematics standard materials and test administration guidance: 



Transferred to supplier: 14/11/22



3-day proofing period: 15/11/19 to 17/11/22



Returned to STA by end of 17/11/22 



Phonics standard materials and test administration guidance: 



Transferred to supplier: 24/1/23



2-day proofing period: 25/1/23 to 26/1/23



Returned to STA by end of 26/1/23 


Quality assurance proofing and pre-flight check for print of modified materials: 



			Modified large print test components (PRINT)


			Estimated pages





			2023 key stage 1 English reading Modified large print 
Paper 1 reading prompt and answer booklet


			36 + 4





			2023 key stage 1 English reading Modified large print 
Paper 2 reading answer booklet


			12 + 4





			2023 key stage 1 English reading Modified large print 
Paper 2 reading booklet


			16 + 4





			2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 1: spelling


			4 + 4





			2023 key stage 1 English grammar, punctuation and spelling
Modified large print Paper 2: questions


			16 + 4





			2023 key stage 1 mathematics Modified large print Paper 1: arithmetic


			16 + 4





			2023 key stage 1 mathematics Modified large print Paper 2: reasoning


			28 + 4





			2023 key stage 2 English reading Modified large print Reading answer booklet


			18 + 4





			2023 key stage 2 English reading Modified large print Reading booklet


			8 + 4





			2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 1: questions


			18 + 4





			2023 key stage 2 English grammar, punctuation and spelling Modified large print Paper 2: spelling


			3 + 4





			2023 key stage 2 mathematics Modified large print Paper 1: arithmetic


			9 + 4





			2023 key stage 2 mathematics Modified large print Paper 2: reasoning


			14 + 4





			2023 key stage 2 mathematics Modified large print Paper 3: reasoning


			12 + 4





			Modified test administration instructions: MLP (Print)


			





			2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 1: reading prompt and answer booklet


			8





			2023 key stage 1 English reading Administering the modified large print (MLP) version of Paper 2: reading booklet and reading answer booklet


			8





			2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: spelling


			4





			2023 key stage 1 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: questions


			4





			2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic


			8





			2023 key stage 1 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning


			8





			2023 key stage 2 English reading Administering the modified large print (MLP) version of the reading booklet and reading answer booklet


			2





			2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 1: questions


			2





			2023 key stage 2 English grammar, punctuation and spelling
Administering the modified large print (MLP) version of Paper 2: spelling


			2





			2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 1: arithmetic


			2





			2023 key stage 2 mathematics 
Administering the modified large print (MLP) version of Paper 2: reasoning


			2





			2023 key stage 2 mathematics
Administering the modified large print (MLP) version of Paper 3: reasoning


			2





			Modified test administration instructions - Braille (Print)


			





			2023 key stage 1 English reading
Administering the braille version of Paper 1: reading prompt and question booklet


			8





			2023 key stage 1 English reading
Administering the braille version of Paper 2: reading booklet and reading question booklet


			8





			2023 key stage 1 English grammar, punctuation and spelling
Administering the braille version of Paper 2: questions


			8





			2023 key stage 1 mathematics
Administering the braille version of Paper 1: arithmetic


			8





			2023 key stage 1 mathematics
Administering the braille version of Paper 2: reasoning


			8





			2023 key stage 2 English reading
Administering the braille version of the reading booklet and reading answer booklet


			4





			2023 key stage 2 English grammar, punctuation and spelling
Administering the braille version of Paper 1: questions


			4





			2023 key stage 2 mathematics
Administering the braille version of Paper 1: arithmetic


			4





			2023 key stage 2 mathematics
Administering the braille version of Paper 2: reasoning


			4





			2023 key stage 2 mathematics
Administering the braille version of Paper 3: reasoning


			4





			Braille transcripts (Print)


			





			2023 key stage 1 English reading
Braille transcript Paper 1: reading prompt and answer booklet


			8





			2023 key stage 1 English reading
Braille transcript Paper 2: reading answer booklet


			4





			2023 key stage 1 English reading
Braille transcript Paper 2: reading booklet


			4





			2023 key stage 1 English grammar, punctuation and spelling
Braille transcript Paper 2: questions


			6





			2023 key stage 1 mathematics
Braille transcript Paper 1: arithmetic


			4





			2023 key stage 1 mathematics
Braille transcript Paper 2: reasoning


			24





			2023 key stage 2 English reading
Braille transcript reading answer booklet


			8





			2023 key stage 2 English reading
Braille transcript reading booklet


			12





			2023 key stage 2 English grammar, punctuation and spelling
Braille transcript Paper 1: questions


			11





			2023 key stage 2 mathematics
Braille transcript Paper 1: arithmetic


			8





			2023 key stage 2 mathematics
Braille transcript Paper 2: reasoning


			20





			2023 key stage 2 mathematics
Braille transcript Paper 3: reasoning


			20








Modified materials project timelines – dates to be confirmed.



Presently we estimate a series of 3-day proofing windows, similar to above, over February/March 2023.



· Key stage 1 English GPS MLP materials and modified test administration guidance 



· Key stage 1 English reading MLP materials and modified test administration guidance 



· Key stage 1 mathematics MLP materials and modified test administration guidance 



· Key stage 2 English GPS MLP materials and modified test administration guidance 



· Key stage 2 English reading MLP materials and modified test administration guidance 



· Key stage 2 mathematics MLP materials and modified test administration guidance


· Braille transcript proofing will also take place during February/March 2023   



1.3 Department resources 



The successful Bidder will be expected to work with:



· Senior delivery manager (STA design)



· Assistant project manager – test design (STA design)



· Senior test development researcher (English reading)



· Senior test development researcher (English grammar, punctuation and spelling)



· Senior test development researcher (Mathematics)



· Other test development researchers and project managers as required.



This will require regular communication via email/phone to agree initial briefs and schedule, and subsequent amendments and sign off.



1.4 Timescale 



The work will be required between August 2022 and April 2023. The option to extend for a further year will be built into the contract.



1.5 Functional requirements 



The work will be required between August 2022 and March 2023. The option to extend for a further year will be built into the contract.



1.5.1 Test Security


All test materials are confidential. All files and proofs must be handled in a secure and confidential manner. Transmission of information regarding test materials via unsecured networks or email or by regular postal service is prohibited.



All staff working on the materials must sign a confidentiality agreement. Staff must work on these materials in a secure work area. They cannot work on materials at home.



On secure transfer of electronic materials, a list of products transferred will be supplied. 



Contractor to email to inform and confirm receipt of electronic materials. Any discrepancies are to be notified to STA immediately.



Security Compliance: The Contractor must be compliant with all security requirements highlighted by STA Security and IS027001 compliant. Where compliance has not yet been achieved an action plan and risk register must be agreed by both parties to address any issues identified within an acceptable timeframe.  



The Requirements Specification or Security Policy details the minimum standards of security required by STA for the delivery of the required Services under the Contract or any Order. STA will use all reasonable endeavours to work with the Contractor to ensure that where necessary, policies and processes are developed to assist the Contractor in meeting STA’s requirements prior to provision of the Services.



The Contractor must follow the processes and procedures as outlined in the Test Development Security Policy for External Suppliers as attached:
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Where any breach of security occurs, the Supplier must follow the STA security incident guidelines. All project team members and any other individual working on this project must be made aware of their obligations under the STA security policy.



In the event that STA, in its sole discretion, considers that the required Security Policies or processes have not been implemented by the Contractor prior to delivery of the Services, STA reserves the right to cancel any Order and/or terminate the Contract with immediate effect.



Secure file compression: If files need to be transferred using a means other than the STA secure web portal, use the following compression and encryption guidance. 



Compressing files: All files must be compressed, then encrypted (see File Management) prior to handover to STA. All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop.



1.5.2 File Management


The Contractor must establish a secure file management system to log assets (PDF materials) and to restrict and monitor any access to the system.



Transfer of materials will be by the STA secure web portal. If other means of transfer are required, this will be via Egress file transfer software (https://www.egress.com/), or by a secure supplier solution as agreed by STA and the Contractor. The encryption method used by STA is PGP (http://buy.symantec.com/estore/clp/productdetails/pk/drive-encryption). STA will supply all electronic material to the Contractor in an encrypted form using a self-extracting encrypted file (produced on a Windows desktop). All electronic material provided back to STA must be encrypted to CESG standards (minimum of 256 AES) in a form that is fully compatible with and capable of extraction by a Windows desktop. 



2.5.3 Proofing



STA requires a proofing review of the materials provided: 



· Checking that style sheet/house style is adhered to



· Ensuring consistency of formatting



· Spelling, punctuation and grammar check



· Cross checking in-text references with other test components, so a suite of materials is internally coherent. 



· Review using checklist provided by STA.



Reviewers will limit their comments to this level of review, and not provide sub-editing or editorial comment, unless those comments correct any ambiguity.



2.5.4 Pre-flight review



Contractor should review the PDFs supplied and check their suitability for lithographic reproduction – confirming that the files are correctly prepared for print. 



· check for rich blacks or use of registration on document pages



· images and graphics embedded 



· fonts are embedded 



· files are the correct colour format and Pantone 



· images are the correct resolution



· image files are not corrupt



· confirm that the page layout document size, margins, bleeds, marks and page information all fit within the constraints of the output specification



· confirm that the correct colour separations or ink plates are being output



2.5.5 Working with STA



Provision of mark ups – the Contractor must adhere to the STA’s guidance on electronic mark up of PDF documents using Adobe Acrobat Pro. 



At the start-up meeting STA and Contractor to agree process for transmission of queries during the project cycle. NO test content can be discussed within the body of an e-mail. Where test material needs to be discussed, queries can be uploaded to the STA secure web portal and a link sent to the STA. 



STA and Contractor to agree point of contact (named person) within both organisations for the management of the process and for queries.



2.5.6 Finished Products, Handover, Delivery Mode



Electronic Handover: During the project, the Contractor must handover all PDF's securely. The Contractor should outline the process of securely handing over files in a manner that meets STA's security requirements.



Transfer of materials will be by the STA secure web portal. Should files need to be transferred via another method, this will be Egress secure email transfer or contractor secure collaboration portal.



Secure Archiving: Following successful handover, all remaining materials (electronic materials including hard drives and back up media and hard copy materials) must be destroyed in line with CESG guidance after a period of 1 month when instructed by STA.



Schedule 2 


1 Payment Table



Standard Tests:



			Milestone Payment


			Requirement/Critical Steps


			Payment Timescale


			Amount £



(Excl. VAT)





			1


			Final Handover


			January 2020


			





			


			


			Total £


			








			Milestone Payment


			Requirement/Critical Steps


			Payment Timescale


			Amount £



(Excl. VAT)





			1


			Final Handover


			March 2020


			





			


			


			Total £


			








Modified Tests



Test Development is VAT exempt.


2
Funds allocated to a particular expenditure heading in the table at paragraph 1 ("the Table") are available for that expenditure heading only. Funds allocated to a particular accounting year are available for that accounting year only. The allocation of funds in the Table may not be altered except with the prior written consent of the Department.



3
The Contractor shall maintain full and accurate accounts for the Service against the expenditure headings in the Table. Such accounts shall be retained for at least 6 years after the end of the financial year in which the last payment was made under this Contract. Input and output VAT shall be included as separate items in such accounts.



4  
The Contractor shall permit duly authorised staff or agents of the Department or the National Audit Office to examine the accounts at any reasonable time and shall furnish oral or written explanations of the account if required. The Department reserves the right to have such staff or agents carry out examinations into the economy, efficiency and effectiveness with which the Contractor has used the Department's resources in the performance of this Contract.



5
Invoices shall be prepared by the Contractor as specified on the invoice dates specified in the Table in arrears and shall be detailed against the expenditure headings set out in the Table. The Contractor or its nominated representative or accountant shall certify on the invoice that the amounts claimed were expended wholly and necessarily by the Contractor on the Service in accordance with the Contract and that the invoice does not include any costs being claimed from any other body or individual or from the Department within the terms of another contract.



6
The Department shall accept and process for payment an electronic invoice submitted for payment by the Contractor where the invoice is undisputed and where it complies with the standard on electronic invoicing. For the purposes of this paragraph, an electronic invoice complies with the standard on electronic invoicing where it complies with the European standard and any of the syntaxes published in Commission Implementing Decision (EU) 2017/1870.


7
Invoices shall be sent, within 30 days of the end of the relevant payment milestone to Department for Education PO Box 407 SSCL Phoenix House, Celtic Springs Bus. Park Newport NP10 8FZ, quoting the Contract reference number. The Department undertakes to pay correctly submitted invoices within 5 days of receipt. The Department is obliged to pay invoices within 30 days of receipt from the day of physical or electronic arrival at the nominated address of the Department. Any correctly submitted invoices that are not paid within 30 days will be subject to the provisions of the Late Payment of Commercial Debt (Interest) Act 1998. A correct invoice is one that: is delivered in timing in accordance with the contract; is for the correct sum; in respect of goods/services supplied or delivered to the required quality (or are expected to be at the required quality); includes the date, supplier name, contact details and bank details; quotes the relevant purchase order/contract reference and has been delivered to the nominated address.  If any problems arise, contact the Department's Contract Manager. The Department aims to reply to complaints within 10 working days. The Department shall not be responsible for any delay in payment caused by incomplete or illegible invoices.



8
The Contractor shall have regard to the need for economy in all expenditure. Where any expenditure in an invoice, in the Department's reasonable opinion, is excessive having due regard to the purpose for which it was incurred, the Department shall only be liable to reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable opinion after consultation with the Contractor, would reasonably have been required for that purpose.



9 
If this Contract is terminated by the Department due to the Contractors insolvency or default at any time before completion of the Service, the Department shall only be liable under paragraph 1 to reimburse eligible payments made by, or due to, the Contractor before the date of termination.



10
On completion of the Service or on termination of this Contract, the Contractor shall promptly draw-up a final invoice, which shall cover all outstanding expenditure incurred for the Service. The final invoice shall be submitted not later than 30 days after the date of completion of the Service.



11
The Department shall not be obliged to pay the final invoice until the Contractor has carried out all the elements of the Service specified as in Schedule 1.



12
It shall be the responsibility of the Contractor to ensure that the final invoice covers all outstanding expenditure for which reimbursement may be claimed.  Provided that all previous invoices have been duly paid, on due payment of the final invoice by the Department all amounts due to be reimbursed under this Contract shall be deemed to have been paid and the Department shall have no further liability to make reimbursement of any kind.




End of Schedule 2
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Physical Security




These arrangements are the minimum that the Standards and Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.




Electronic surveillance



· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*




· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.




Access



· Access to areas where test materials are being developed and stored should be restricted and controlled




· staff should be issued with security passes which must be worn at all times




· visitors must sign in at reception and be issued with a pass/badge




· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system




Staff working with confidential materials




· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 




· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.




Information Technology




· All staff with access to information systems and computer networks containing confidential test materials must be formally authorised to do so. 



· All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.




· All members of staff must ensure that they lock their computer when they are away from their desk. 




· Electronic back-ups should be completed on and off site in case of a computer failure.




· Confidential documents must not be saved to USB memory sticks or other small portable media. 



· If an electronic document has to be copied to a laptop or mobile device, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.




· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 



· Only staff who need to use the portal on a regular basis should have access to it. Suppliers must ensure that all guidance from STA in relation to portal access and use is followed.



Storage




· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  




· Keys for lockable cupboards must be stored in a safe location 




· Materials must not be left unattended on desks at anytime.



STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.




* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In which case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.




Staff Responsibilities




All members of staff working on any development stage of national curriculum assessment materials must ensure every possible action is taken to maintain the security and integrity of the test materials.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities relating to test materials.




· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.




· All staff, new and existing, should be given copies of the policies relating to test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 




· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 




· Staff must not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.




· If staff need to discuss test development or testing issues with colleagues, they must ensure they are in a secure area where conversations will not be overheard.




· Test materials must never be left in a position where an unauthorised person might see them.




· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.




Distribution and dispatch of test materials




There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sharing materials with STA, Test Review Group (TRG) members and consultants. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to ensure the security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).




				Type of dispatch







				Distributing materials to internal colleagues eg




· Materials, such as draft tests, may be given to the project manager for review












				Procedure







				· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.




· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.




· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential




· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.




· All materials must be delivered to the recipient by hand and must never be sent through internal mail.




· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 




· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 




· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 




· At no time must any confidential materials be left on an unattended desk. 
















				Type of dispatch







				Distributing materials to external colleagues eg




· STA



· Test development Suppliers



· Pre-testing Suppliers



· Modified test Suppliers



· Consultants




· Test review group members




· Pre test administrators







				Procedure







				· Supplier staff should agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 




· Supplier staff must keep a record of which materials are provided to colleagues for comment and when this took place.




· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 




· The plastic envelope should be clearly addressed and marked as confidential. 




· When dispatching to external colleagues a courier must be used that has a track and trace facility. 




· Materials can only be sent by overnight courier on Mondays to Thursdays. They should not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 




· If the materials need to go urgently, a same day courier can be used. 



· The Supplier must securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 











				Type of dispatch







				Sending materials to Test Review Group Members (TRG)







				· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 




· This record will need to be provided to STA before the TRG meeting.



· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.




· TRG members must be informed that all papers will need to be brought to the meeting.




· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.
















				Type of dispatch







				Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 







				· Supplier staff will agree a date with the recipient when they are going to return the papers.




· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper-evident bag and return address labels in the original package. 




· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.




· When the package has been collected by the courier or dispatched a tracked delivery process the recipient must contact the test development representative so that they know when to expect delivery of the package.




· The Supplier must track all deliveries and be able to account for all materials at all times











				What happens if a package doesn’t arrive?







				· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to check that they have received the materials.




· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.




· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and follow the security incident policy.











				Points to ensure are covered when negotiating a contract with a courier company.







				· No temporary, agent or sub-contracted drivers should be used for the delivery or collection of their material.




· The courier company must produce labels for the parcels that indicate that the items must be scanned in the presence of the sender.




· The courier must provide copies of their policies and procedures for handling a loss.
















Annex A




TEST CONFIDENTIALITY AGREEMENT FORM




National curriculum assessment materials are confidential and must be treated as such by everyone involved in their development and production.



Delivery of test materials  




Materials will be sent to, and from, identified STA contacts, as a double-wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials passes to you. When materials are in transit, they must not be left unattended, even for a short time (eg in a parked car). 




Storage of test materials 




Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 




Maintaining confidentiality       




You must, at all times, ensure the confidentiality of the test materials. The contents of any test or related mark scheme must not be discussed with any person unless authorised by the STA. If any material is, at any time, lost or stolen, the STA must be contacted immediately. As directed by the STA, all materials should be returned after use. Should you have reason to believe that confidentiality has been breached, you must immediately report your suspicions to your STA contract. 




I agree to abide by this confidentiality agreement.




Signature:  ________________________________



Name:_________________________________     
Date:______ _____________



Please return one copy of this completed form by [date] to:




[Name]




Standards and Testing Agency




[insert either Coventry or London address, as appropriate]




Email:



Annex B



Handover of test materials form




				



				



				Date



				



				



				



				Key Stage and Subject



				



				







				







				From:



				



				







				







				For the attention of:



				



				







				Description of materials:



				



				







				Signed to confirm receipt of materials:



				



				







				Name in block capitals:



				



				







				Job title:



				



				







				Date:



				



				







				Return of materials after use












				Signed to confirm return:



				







				Name in block capitals:



				







				Job title:



				







				Date:



				











Annex C




TEST REVIEW GROUP MATERIAL CHECKLIST





Meeting:




  

Date:




				Name



				Copy Number



				Received Signature








				Returned Signature



				(STA)



Confirmation at end of TRG meeting signature







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				







				



				



				



				



				











Security incidents raised by Suppliers



				Examples of incidents covered by this procedure:












				· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.




· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.




· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.











				Suppliers' procedures for handling incidents












				On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 




i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.




ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.




iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.




iv. A clear understanding of alerting and updating STA to the incident.
















				Informing others of incident












				The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the STA contract manager or to the Head of Test Development Delivery (HoTDD) or, in their absence, one of the test development programme leaders.  
















				Reports and updates to STA on the incident












				On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.




On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.




Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.




Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:




· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.




· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.















				STA involvement












				On receipt of the more detailed report received on Day 2 (template B), STA will liaise with the STA Security Manager and others as necessary to ensure that the Supplier's approach seems appropriate and to consider any other measures needed.  If necessary, a STA TDT representative and the STA Security Manager will visit the supplier’s premises to discuss the incident further.















Pre-test administration




For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 




Recruitment of pre-test administrators




When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 




· Pre-test administrators must be DBS checked.




· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 




· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 




Procedures for pre-test administration (security elements only)



· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 




· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 




· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.




· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 




· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.




· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that they have all the papers they received.




Dispatch and distribution to pre-test administrators




The Materials can be dispatched for an overnight delivery on Monday to Thursday.




· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.




· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 



· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.




· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.




· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.




· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  




· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 




· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they should contact those who they haven't heard from.




· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 




· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 




· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.




· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 




Correspondence with schools




· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 




· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.




· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.




Pre-test papers




Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 




· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 




· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 



Security Incident Log: Template A (Day 1 report)



				Incident reference number: 












				Supplier:












				Date:








				Key Stage/test name:



				Subject:







				Description of incident







				Concise information required:




· What is the incident?




· Where did the incident happen?




· When did it happen?




· Who reported the incident? eg pre-test administrator




· What date was this reported to STA?




· Who informed STA?




· Who was the person contacted at STA?




· What if any actions have been taken?




Incident affects:




Yes




No




Equipment 




Test content




Pupil-level data




If yes to pupil-level data, please indicate scale 



Other sensitive data




If yes to sensitive data, please indicate scale




     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 












				Reported by:








				Date: 











Security Incident Log: Template B (Day 2 report)



				Incident reference number:












				Date:








				Key Stage/test name



				Subject:







				Actions carried out to date












				Further actions to be carried out (including timescales)
















Security Incident Log: Template C (Daily update report)



				Incident reference number: 












				Agency:








				Key Stage/test name:



				Subject:







				Date



				Detail actions and developments 



				Completed by












				



				



				







				Date



				Detail actions and developments 



				Completed by












				



				



				







				Date



				Detail actions and developments 



				Completed by












				



				



				







				Date



				Detail actions and developments 



				Completed by












				



				



				







				Date



				Detail actions and developments 



				Completed by












				



				



				











Security Incident Report: Template D (Final report)



				Incident reference number:












				Date:








				Key Stage/test name:



				Subject:







				Possible location of materials



				Likelihood




(L/M/H)



				Implications for future security of this test







				The consultant didn’t receive the materials on the expected day and time and they remain with the courier



				



				Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on







				The consultant lost the test papers in their home



				



				 Low: the papers are most likely to be within the consultant’s home







				Impact on the project 







				







				Contingency actions 







				







				Lessons learned and actions to avoid future recurrence







				







				Completed by:



				Date:












				







				Incident closed







				Date:



				Name:











Tracking pre-test information - Template for completion during live pre-test period




Dispatch of pre-test papers to pre-test administrators




				Test



				Cycle



				Pre-test



				Number of dispatches made on 06 June 2022



				Confirmation of receipt on 07 June 2022



				Number of deliveries outstanding on 07 June



				Action by TDA



				Confirmation of receipt on 08 June 2022



				All deliveries confirmed



				R/




A/




G







				Eg 




KS3 maths







				2023



				2



				70



				68



				2



				Follow up with courier firm



				2



				Y



				G







				Any issues











Pre-test visits




				Test



				Cycle



				Pre-test



				Pre-test period




Date




Number of dispatches made on 06 June 2022



				Day of scrutiny period








				Number of visits scheduled








				Number of visits completed



				Number of visits with all test papers collected in



				Any issues or exceptions 



				R/




A/




G







				Eg 




KS3 maths







				2023



				2



				11 June – 25 June 2022



				Day 1




11 June



				10



				10



				10



				



				G







				



				



				



				



				Day 2




12 June



				10



				10



				10



				



				G







				



				



				



				



				Day 3




13 June



				10



				10



				10



				



				G







				



				



				



				



				



				



				



				



				



				











Dispatch of pre-test papers back to Supplier by pre-test administrators




				Test



				Cycle



				Pre-test



				Number of dispatches made on 12 June 2022



				Confirmation of receipt on 13 June 2022



				Number of deliveries outstanding on 13 June



				Action by TDA



				Confirmation of receipt on 14 June 2022



				R/




A/




G







				Eg 




KS3 maths







				2023



				2



				20



				19



				1



				Follow up with pre-test administrator and courier



				1



				G







				Any issues or exceptions
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Physical Security


These arrangements are the minimum that the Standards and Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.


Electronic surveillance

· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*


· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.


Access

· Access to areas where test materials are being developed and stored should be restricted and controlled


· staff should be issued with security passes which must be worn at all times


· visitors must sign in at reception and be issued with a pass/badge


· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system


Staff working with confidential materials


· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 


· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.


Information Technology


· All staff with access to information systems and computer networks containing confidential test materials must be formally authorised to do so. 

· All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.


· All members of staff must ensure that they lock their computer when they are away from their desk. 


· Electronic back-ups should be completed on and off site in case of a computer failure.


· Confidential documents must not be saved to USB memory sticks or other small portable media. 

· If an electronic document has to be copied to a laptop or mobile device, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.


· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 

· Only staff who need to use the portal on a regular basis should have access to it. Suppliers must ensure that all guidance from STA in relation to portal access and use is followed.

Storage


· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  


· Keys for lockable cupboards must be stored in a safe location 


· Materials must not be left unattended on desks at anytime.

STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.


* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In which case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.


Staff Responsibilities


All members of staff working on any development stage of national curriculum assessment materials must ensure every possible action is taken to maintain the security and integrity of the test materials.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities relating to test materials.


· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.


· All staff, new and existing, should be given copies of the policies relating to test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 


· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 


· Staff must not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.


· If staff need to discuss test development or testing issues with colleagues, they must ensure they are in a secure area where conversations will not be overheard.


· Test materials must never be left in a position where an unauthorised person might see them.


· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.


Distribution and dispatch of test materials


There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sharing materials with STA, Test Review Group (TRG) members and consultants. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to ensure the security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).


		Type of dispatch



		Distributing materials to internal colleagues eg


· Materials, such as draft tests, may be given to the project manager for review






		Procedure



		· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.


· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.


· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential


· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.


· All materials must be delivered to the recipient by hand and must never be sent through internal mail.


· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 


· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 


· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 


· At no time must any confidential materials be left on an unattended desk. 








		Type of dispatch



		Distributing materials to external colleagues eg


· STA

· Test development Suppliers

· Pre-testing Suppliers

· Modified test Suppliers

· Consultants


· Test review group members


· Pre test administrators



		Procedure



		· Supplier staff should agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 


· Supplier staff must keep a record of which materials are provided to colleagues for comment and when this took place.


· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 


· The plastic envelope should be clearly addressed and marked as confidential. 


· When dispatching to external colleagues a courier must be used that has a track and trace facility. 


· Materials can only be sent by overnight courier on Mondays to Thursdays. They should not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 


· If the materials need to go urgently, a same day courier can be used. 

· The Supplier must securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 





		Type of dispatch



		Sending materials to Test Review Group Members (TRG)



		· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 


· This record will need to be provided to STA before the TRG meeting.

· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.


· TRG members must be informed that all papers will need to be brought to the meeting.


· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.








		Type of dispatch



		Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 



		· Supplier staff will agree a date with the recipient when they are going to return the papers.


· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper-evident bag and return address labels in the original package. 


· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.


· When the package has been collected by the courier or dispatched a tracked delivery process the recipient must contact the test development representative so that they know when to expect delivery of the package.


· The Supplier must track all deliveries and be able to account for all materials at all times





		What happens if a package doesn’t arrive?



		· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to check that they have received the materials.


· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.


· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and follow the security incident policy.





		Points to ensure are covered when negotiating a contract with a courier company.



		· No temporary, agent or sub-contracted drivers should be used for the delivery or collection of their material.


· The courier company must produce labels for the parcels that indicate that the items must be scanned in the presence of the sender.


· The courier must provide copies of their policies and procedures for handling a loss.








Annex A


TEST CONFIDENTIALITY AGREEMENT FORM


National curriculum assessment materials are confidential and must be treated as such by everyone involved in their development and production.

Delivery of test materials  


Materials will be sent to, and from, identified STA contacts, as a double-wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials passes to you. When materials are in transit, they must not be left unattended, even for a short time (eg in a parked car). 


Storage of test materials 


Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 


Maintaining confidentiality       


You must, at all times, ensure the confidentiality of the test materials. The contents of any test or related mark scheme must not be discussed with any person unless authorised by the STA. If any material is, at any time, lost or stolen, the STA must be contacted immediately. As directed by the STA, all materials should be returned after use. Should you have reason to believe that confidentiality has been breached, you must immediately report your suspicions to your STA contract. 


I agree to abide by this confidentiality agreement.


Signature:  ________________________________

Name:_________________________________     
Date:______ _____________

Please return one copy of this completed form by [date] to:


[Name]


Standards and Testing Agency


[insert either Coventry or London address, as appropriate]


Email:

Annex B

Handover of test materials form


		

		

		Date

		

		

		

		Key Stage and Subject

		

		



		



		From:

		

		



		



		For the attention of:

		

		



		Description of materials:

		

		



		Signed to confirm receipt of materials:

		

		



		Name in block capitals:

		

		



		Job title:

		

		



		Date:

		

		



		Return of materials after use






		Signed to confirm return:

		



		Name in block capitals:

		



		Job title:

		



		Date:

		





Annex C


TEST REVIEW GROUP MATERIAL CHECKLIST



Meeting:


  

Date:


		Name

		Copy Number

		Received Signature




		Returned Signature

		(STA)

Confirmation at end of TRG meeting signature



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





Security incidents raised by Suppliers

		Examples of incidents covered by this procedure:






		· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.


· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.


· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.





		Suppliers' procedures for handling incidents






		On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 


i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.


ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.


iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.


iv. A clear understanding of alerting and updating STA to the incident.








		Informing others of incident






		The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the STA contract manager or to the Head of Test Development Delivery (HoTDD) or, in their absence, one of the test development programme leaders.  








		Reports and updates to STA on the incident






		On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.


On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.


Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.


Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:


· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.


· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.







		STA involvement






		On receipt of the more detailed report received on Day 2 (template B), STA will liaise with the STA Security Manager and others as necessary to ensure that the Supplier's approach seems appropriate and to consider any other measures needed.  If necessary, a STA TDT representative and the STA Security Manager will visit the supplier’s premises to discuss the incident further.







Pre-test administration


For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 


Recruitment of pre-test administrators


When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 


· Pre-test administrators must be DBS checked.


· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 


· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 


Procedures for pre-test administration (security elements only)

· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 


· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 


· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.


· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 


· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.


· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that they have all the papers they received.


Dispatch and distribution to pre-test administrators


The Materials can be dispatched for an overnight delivery on Monday to Thursday.


· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.


· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 

· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.


· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.


· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.


· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  


· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 


· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they should contact those who they haven't heard from.


· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 


· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 


· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.


· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 


Correspondence with schools


· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 


· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.


· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.


Pre-test papers


Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 


· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 


· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 

Security Incident Log: Template A (Day 1 report)

		Incident reference number: 






		Supplier:






		Date:




		Key Stage/test name:

		Subject:



		Description of incident



		Concise information required:


· What is the incident?


· Where did the incident happen?


· When did it happen?


· Who reported the incident? eg pre-test administrator


· What date was this reported to STA?


· Who informed STA?


· Who was the person contacted at STA?


· What if any actions have been taken?


Incident affects:


Yes


No


Equipment 


Test content


Pupil-level data


If yes to pupil-level data, please indicate scale 

Other sensitive data


If yes to sensitive data, please indicate scale


     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 






		Reported by:




		Date: 





Security Incident Log: Template B (Day 2 report)

		Incident reference number:






		Date:




		Key Stage/test name

		Subject:



		Actions carried out to date






		Further actions to be carried out (including timescales)








Security Incident Log: Template C (Daily update report)

		Incident reference number: 






		Agency:




		Key Stage/test name:

		Subject:



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		





Security Incident Report: Template D (Final report)

		Incident reference number:






		Date:




		Key Stage/test name:

		Subject:



		Possible location of materials

		Likelihood


(L/M/H)

		Implications for future security of this test



		The consultant didn’t receive the materials on the expected day and time and they remain with the courier

		

		Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on



		The consultant lost the test papers in their home

		

		 Low: the papers are most likely to be within the consultant’s home



		Impact on the project 



		



		Contingency actions 



		



		Lessons learned and actions to avoid future recurrence



		



		Completed by:

		Date:






		



		Incident closed



		Date:

		Name:





Tracking pre-test information - Template for completion during live pre-test period


Dispatch of pre-test papers to pre-test administrators


		Test

		Cycle

		Pre-test

		Number of dispatches made on 06 June 2022

		Confirmation of receipt on 07 June 2022

		Number of deliveries outstanding on 07 June

		Action by TDA

		Confirmation of receipt on 08 June 2022

		All deliveries confirmed

		R/


A/


G



		Eg 


KS3 maths



		2023

		2

		70

		68

		2

		Follow up with courier firm

		2

		Y

		G



		Any issues





Pre-test visits


		Test

		Cycle

		Pre-test

		Pre-test period


Date


Number of dispatches made on 06 June 2022

		Day of scrutiny period




		Number of visits scheduled




		Number of visits completed

		Number of visits with all test papers collected in

		Any issues or exceptions 

		R/


A/


G



		Eg 


KS3 maths



		2023

		2

		11 June – 25 June 2022

		Day 1


11 June

		10

		10

		10

		

		G



		

		

		

		

		Day 2


12 June

		10

		10

		10

		

		G



		

		

		

		

		Day 3


13 June

		10

		10

		10

		

		G



		

		

		

		

		

		

		

		

		

		





Dispatch of pre-test papers back to Supplier by pre-test administrators


		Test

		Cycle

		Pre-test

		Number of dispatches made on 12 June 2022

		Confirmation of receipt on 13 June 2022

		Number of deliveries outstanding on 13 June

		Action by TDA

		Confirmation of receipt on 14 June 2022

		R/


A/


G



		Eg 


KS3 maths



		2023

		2

		20

		19

		1

		Follow up with pre-test administrator and courier

		1

		G



		Any issues or exceptions





















Test Development Suppliers



Security Policy:







External Suppliers
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