PS Schedule 6 (Order Form Template and Order

Schedules)

Order Form

ORDER REFERENCE:

THE BUYER:

BUYER ADDRESS

THE SUPPLIER:
SUPPLIER ADDRESS:

REGISTRATION NUMBER:
DUNS NUMBER:

APPLICABLE DPS CONTRACT

This Order Form is for the provision of the Deliverables and dated 13 March 2025.
It's issued under the DPS Contract with the reference number RM3764iii for the

713270451 — Cyber as a Service

Ministry of Defence - Secretary of State for
Defence of the United Kingdom of Great
Britain and Northern Ireland (“The
Authority”)

Navy Commercial, Leach Building, HMS
Excellent, Portsmouth, PO2 8BY

Redbay Ltd

Whitfield Business Hub, Heswell, CH60
7RJ

14045068
228852196

provision of Cyber Security Services.

DPS FILTER CATEGORY(IES):

Not Applicable

ORDER INCORPORATED TERMS

The following documents are incorporated into this Order Contract. Where numbers

are missing, we are not using those schedules. If the documents conflict, the
following order of precedence applies:

1. This Order Form including the Order Special Terms and Order Special

Schedules.

2. Joint Schedule 1 (Definitions and Interpretation) RM3764iii
3. The following Schedules in equal order of precedence:



Joint Schedules for RM3764iii

* 0 Joint Schedule 2 (Variation Form)

* 0 Joint Schedule 3 (Insurance Requirements)

* 0 Joint Schedule 4 (Commercially Sensitive Information)
o Joint Schedule 6 (Key Subcontractors)

Joint Schedule 7 (Financial Difficulties)

Joint Schedule 8 (Guarantee)

Joint Schedule 10 (Rectification Plan)

O
(@)
O
o Joint Schedule 11 (Processing Data)

Order Schedules for RM3764iii

o Order Schedule 1 (Transparency Reports)
Order Schedule 2 (Staff Transfer)
Order Schedule 4 (Order Tender)
Order Schedule 5 (Pricing Details)
Order Schedule 6 (ICT Services)
Order Schedule 7 (Key Supplier Staff )
Order Schedule 8 (Business Continuity and Disaster Recovery)
Order Schedule 9 (Security)
Order Schedule 10 (Exit Management)
Order Schedule 13 (Implementation Plan and Testing)
Order Schedule 14 (Service Levels)
Order Schedule 17 (MOD Terms)
Order Schedule 20 (Order Specification)

o Order Schedule 22 (Secret Matters)

CCS Core Terms (DPS version)
Joint Schedule 5 (Corporate Social Responsibility) RM3764iii
Annexes A & B to Order Schedule 6
Order Schedule 4 (Order Tender) as long as any parts of the Order Tender
that offer a better commercial position for the Buyer (as decided by the Buyer)
take precedence over the documents above.

O O O 0O O 0o 0O o0 O o o0 O

No ok

No other Supplier terms are part of the Order Contract. That includes any terms
written on the back of, added to this Order Form, or presented at the time of delivery.

ORDER SPECIAL TERMS
The following Special Terms are incorporated into this Order Contract:

1 The Contractor shall, and shall procure that their Sub-contractors shall, notify the Authority
in writing as soon as they become aware that:

a. the Contract Deliverables and/or Services contain any Russian/Belarussian products
and/or services; or



b. that the Contractor or any part of the Contractor’s supply chain is linked to entities who are
constituted or organised under the law of Russia or Belarus, or under the control (full or
partial) of a Russian/Belarusian person or entity. Please note that this does not include
companies:

(1) registered in the UK or in a country with which the UK has a relevant international
agreement providing reciprocal rights of access in the relevant field of public procurement;
and/or

(2) which have significant business operations in the UK or in a country with which the UK
has a relevant international agreement providing reciprocal rights of access in the relevant
field of public procurement.

2 The Contractor shall, and shall procure that their Sub-contractors shall, include in such
notification (or as soon as reasonably practicable following the notification) full details of the
Russian products, services and/or entities and shall provide all reasonable assistance to the
Authority to understand the nature, scope and impact of any such products, services and/or
entities on the provision of the Contract Deliverables and/or Services.

3 The Authority shall consider the notification and information provided by the Contractor
and advise the Contractor in writing of any concerns the Authority may have and/or any
action which the Authority will require the Contractor to take. The Contractor shall be
required to submit a response to the concerns raised by the Authority, including any plans to
mitigate those concerns, within 14 business days of receipt of the Authority’s written
concerns, for the Authority’s consideration.

4 The Contractor shall include provisions equivalent to those set out in this clause in all
relevant Sub-contracts.

Within the duration of this contract, all staff embedded at HM Establishments may be
required to complete a Conflicts of Interest declaration and sign a Non-Disclosure
Agreement. The supplier will also be required to ensure a Compliance Regime is enacted if
any personnel provided by the supplier will be involved in the process for re-letting any follow
on or other contracts for which the supplier may tender.

ORDER START DATE: 14 March 2025
SERVICE START DATE: 1 May 2025
ORDER EXPIRY DATE: 30 April 2027
ORDER INITIAL PERIOD: 2 Years

DELIVERABLES
See details in Order Schedule 20 (Order Specification)

MAXIMUM LIABILITY
The limitation of liability for this Order Contract is stated in Clause 11.2 of the Core
Terms.



The Estimated Year 1 Charges used to calculate liability in the first Contract Year is
£828,051.60 (excluding VAT)
ORDER CHARGES

Call-Off Contract Value: £4,156,103.20 (excluding VAT), including a limit of liability of
£2,500,000.00 (excluding VAT).

See details in Order Schedule 5 (Pricing Details)

The Charges will not be impacted by any change to the DPS Pricing. The Charges
can only be changed by agreement in writing between the Buyer and the Supplier.

REIMBURSABLE EXPENSES
None

PAYMENT METHOD
Payments to be made in arrears via CP&F/Exostar.

The process for Supplier on-boarding for CP&F shall include completing the full MOD
registration process in Exostar.

An invoice shall only be valid if it has been submitted for the correct amount and tax
treatment in Exostar.

The Supplier shall confirm the amount they consider to be due for payment, for any
month or period, within 31 calendar days of the end of that month or period and shall
submit invoices through CP&F/Exostar no later than 7 calendar days after that
payment amount has been confirmed, unless otherwise agreed. All final amounts
due under the contract must be confirmed by the Supplier within 31 calendar days of
the end date of the contract, unless otherwise agreed.

BUYER'S INVOICE ADDRESS:
Navy Commercial, Leach Building, HMS Excellent, Portsmouth, PO2 8BY

BUYER'S AUTHORISED REPRESENTATIVE

Redacted under FOIA Section 40, Personal
Information

BUYER'S ENVIRONMENTAL POLICY
Not applicable

BUYER’S SECURITY POLICY

As Per Call-Off Schedule 17 (MOD Terms)



The Contractor shall ensure that they arrange for any relevant security clearances
(including BPSS or SC) to be in place when their personnel are required deliver any
goods or services on Authority sites.

If Contractor personnel are required to access any classified information at MOD
sites or on a MOD provided laptop, they must ensure that this information remains at
those sites or on that laptop, unless otherwise agreed and detailed on a Security
Aspects Letter.

The Supplier and/or Supplier personnel shall return any Buyer Property (including
passes and laptops) within 7 calendar days of a request from the Buyer, unless
otherwise agreed. Where Supplier personnel still hold any Buyer Property which
contains sensitive information (including passes and laptops), beyond the requested
date of return, this may be considered a security breach.

SUPPLIER’S AUTHORISED REPRESENTATIVE

Redacted under FOIA Section 40, Personal
Information

The Supplier shall notify the Authority if their representative changes to allow any
requests from the Authority to be dealt with promptly.

SUPPLIER'S CONTRACT MANAGER

Redacted under FOIA Section 40, Personal
Information

PROGRESS REPORT FREQUENCY
See details in Order Schedule 20 (Order Specification)

PROGRESS MEETING FREQUENCY
See details in Order Schedule 20 (Order Specification)

KEY STAFF
N/A

KEY SUBCONTRACTOR(S)
Blacksmiths Group Ltd
Logiq Consulting Ltd
AMVRY Ltd

ZBZ5 Ltd

E-AUCTIONS
Not applicable



COMMERCIALLY SENSITIVE INFORMATION
Suppliers’ breakdown of pricing

SERVICE CREDITS
See details in Order Schedule 20 (Order Specification)

ADDITIONAL INSURANCES
Not applicable

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT

The Supplier agrees, in providing the Deliverables and performing its obligations under
the Order Contract, that it will comply with the social value commitments in Order
Schedule 4 (Order Tender)

The Supplier has stated they will deliver the following Social Value Commitments
through the duration of the Contract:

Theme 2: Tackling economic inequality: Policy Outcome: Increase supply chain resilience and
capacity

MAC 3.1: Create a diverse supply chain to deliver the contract including new businesses and entrepreneurs,
start-ups, SMEs, VCSEs and mutuals.

Suppliers’ Commitments: Numeric
Value
SMEs: The number of contract opportunities awarded under the contract. 3
SMEs: The value of contract opportunities awarded under the
. 860,000

contract in £.
SMEs: Total spend under the contract, as a percentage of the

22.8%
overall contract spend.
Percentage of all companies in the supply chain under the contract 100%
with a current Cyber Essentials certification. [where relevant] °
Number of companies in the supply chain under the contract with a 3
current Cyber Essentials certification. [where relevant]
Percentage of all companies in the supply chain under the contract 100%
with a current Cyber Essentials Plus certification. [where relevant] °
Number of companies in the supply chain under the contract with a 3
current Cyber Essentials Plus certification. [where relevant]




Percentage of all companies in the supply chain under the contract

to have adopted the National Cyber Security Centre’s 10 steps. 100%

[where relevant)

Number of companies in the supply chain under the contract to have

adopted the National Cyber Security Centre’s 10 steps. [where 100%
(o]

relevant]

Theme 3: Fighting Climate Change: Policy Outcome: Effective stewardship of the environment

MAC 4.2 Influence staff, suppliers, customers and communities through the delivery of the contract to support

environmental protection and improvement.

Suppliers’ Commitments: Numeric
Value

Number of people-hours spent protecting and improving the 112

environment under the contract, by UK region.

Number of green spaces created under the contract, by UK region. 1-
Yorkshire

Annual reduction in emissions of greenhouse gases arising from the

performance of the contract, measured in metric tonnes carbon 3.5 tonnes

dioxide equivalents (MTCDE).

Theme 4: Equal opportunity: Policy Outcome: Tackle workforce inequality

MAC 6.1 Demonstrate action to identify and tackle inequality in employment, skills and pay in the contract

workforce.

Suppliers’ Commitments:

Numeric
Value

Total percentage of full-time equivalent (FTE) people from groups
under-represented in the workforce employed under the contract, as
a proportion of the total FTE contract workforce, by UK region.

30%

Number of full-time equivalent (FTE) people from groups under-
represented in the workforce employed under the contract, by UK
region.

Total percentage of people from groups underrepresented in the
workforce on apprenticeship schemes (Level 2, 3, and 4+) under the
contract, as a proportion of the all people on apprenticeship
schemes (Level 2, 3, and 4+) within the contract workforce, by UK
region.

10%




Number of people from groups under-represented in the workforce
on apprenticeship schemes (Level 2, 3, and 4+) under the contract, 1
by UK region.

Total percentage of people from groups underrepresented in the
workforce on other training schemes (Level 2, 3, and 4+) under the

contract, as a proportion of the all people on other training schemes 1
(Level 2, 3, and 4+) within the contract workforce, by UK region.

Number of people from groups under-represented in the workforce

on other training schemes (Level 2, 3, and 4+) under the contract, by 0
UK region.

Percentage of all companies in the supply chain under the contract 100%
to have committed to the five foundational principles of good work. °
Number of companies in the supply chain under the contract to have 3

committed to the five foundational principles of good work.

Percentage of the supply chain for which supply chain mapping has
been completed to the appropriate tier or to source in order to 100%
reduce the risks of modern slavery

The Authority shall be able to request that the supplier provide evidence that they
are meeting these commitments. The supplier shall provide evidence of this within
10 working days. If the supplier is unable to provide sufficient evidence or is not
meeting their commitments, the Authority reserves the right to deduct 5% of the next
payment that becomes due for each week or portion of a week that passes before
the supplier can evidence that those commitments are being met.

For and on behalf of the Supplier: For and on behalf of the Buyer:

Redacted under FOIA Section 40, Personal Information

Signature:

Name:

Role:

Date:




Core Terms — DPS



1. Definitions used in the contract
1.1 Interpret this Contract using Joint Schedule 1 (Definitions).

2. How the contract works
2.1 The Supplier is eligible for the award of Order Contracts during the DPS Contract Period.

2.2 CCS doesn’t guarantee the Supplier any exclusivity, quantity or value of work under the DPS
Contract.

2.3 CCS has paid one penny to the Supplier legally to form the DPS Contract. The Supplier
acknowledges this payment.

2.4  If the Buyer decides to buy Deliverables under the DPS Contract it must use DPS
Schedule 7 (Order Procedure) and must state its requirements using DPS Schedule 6 (Order
Form Template and Order Schedules). If allowed by the Regulations, the Buyer can:

make changes to DPS Schedule 6 (Order Form Template and Order Schedules)
create new Order Schedules

exclude optional template Order Schedules

use Special Terms in the Order Form to add or change terms

2.5 Each Order Contract:

® s a separate Contract from the DPS Contract
® s between a Supplier and a Buyer

® includes Core Terms, Schedules and any other changes or items in the completed
Order Form

® survives the termination of the DPS Contract

2.6 Where the Supplier is approached by an eligible buyer requesting Deliverables or
substantially similar goods or services, the Supplier must tell them about this DPS Contract
before accepting their order. The Supplier will promptly notify CCS if the eligible buyer won’t use
this DPS Contract.

2.7 The Supplier acknowledges it has all the information required to perform its obligations
under each Contract before entering into a Contract. When information is provided by a Relevant
Authority no warranty of its accuracy is given to the Supplier.

2.8 The Supplier won’t be excused from any obligation, or be entitled to additional Costs
or Charges because it failed to either:

® verify the accuracy of the Due Diligence Information
® properly perform its own adequate checks



2.9 CCS and the Buyer won'’t be liable for errors, omissions or misrepresentation of any
information.

2.10 The Supplier warrants and represents that all statements made and documents submitted as
part of



the procurement of Deliverables are and remain true and accurate.

2.11 An Order Contract can only be created using the electronic procedures described in the
OJEU Notice as required by the Regulations.

2.12 A Supplier can only receive Orders under the DPS Contract while it meets the basic access
requirements for the DPS stated in the OJEU Notice. CCS can audit whether a Supplier meets
the basic access requirements at any point during the DPS Contract Period.

3. What needs to be delivered

3.1 All deliverables
3.1.1 The Supplier must provide Deliverables:

® that comply with the Specification, the DPS Application and, in relation to an
Order Contract, the Order Tender (if there is one)

to a professional standard

using reasonable skill and care

using Good Industry Practice

using its own policies, processes and internal quality control measures as long
as they don’t conflict with the Contract

on the dates agreed

® that comply with Law

3.1.2 The Supplier must provide Deliverables with a warranty of at least 90 days from Delivery
against all obvious defects.

3.2 Goods clauses
3.2.1 All Goods delivered must be new, or as new if recycled, unused and of recent origin.

3.2.2 All manufacturer warranties covering the Goods must be assignable to the Buyer on
request and for free.

3.2.3 The Supplier transfers ownership of the Goods on Delivery or payment for those Goods,
whichever is earlier.

3.2.4 Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the
Supplier if the Buyer notices damage following Delivery and lets the Supplier know within 3 Working
Days of Delivery.

3.2.5 The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of
transfer of ownership.



3.2.6 The Supplier must deliver the Goods on the date and to the specified location during
the Buyer’'s working hours.



3.2.7 The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery
safely and undamaged.

3.2.8 All deliveries must have a delivery note attached that specifies the order number, type and
quantity of Goods.

3.2.9 The Supplier must provide all tools, information and instructions the Buyer needs to make
use of the Goods.

3.2.10 The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and
give notice of actual or anticipated action about the Recall of the Goods.

3.2.11 The Buyer can cancel any order or part order of Goods which has not been Delivered. If the
Buyer gives less than 14 days notice then it will pay the Supplier’'s reasonable and proven costs
already incurred on the cancelled order as long as the Supplier takes all reasonable steps to
minimise these costs.

3.2.12 The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s
option and request) any Goods that the Buyer rejects because they don’t conform with Clause
3. If the Supplier doesn’t do this it will pay the Buyer’s costs including repair or re-supply by a
third party.

3.3 Services clauses
3.3.1 Late Delivery of the Services will be a Default of an Order Contract.

3.3.2 The Supplier must co-operate with the Buyer and third party suppliers on all aspects
connected with the Delivery of the Services and ensure that Supplier Staff comply with any
reasonable instructions.

3.3.3 The Supplier must at its own risk and expense provide all Supplier Equipment required to
Deliver the Services.

3.3.4 The Supplier must allocate sufficient resources and appropriate expertise to each Contract.

3.3.5 The Supplier must take all reasonable care to ensure performance does not disrupt
the Buyer’s operations, employees or other contractors.

3.3.6 The Supplier must ensure all Services, and anything used to Deliver the Services, are of
good quality and free from defects.

3.3.7 The Buyer is entitled to withhold payment for partially or undelivered Services, but doing
so does not stop it from using its other rights under the Contract.

4  Pricing and payments



4.1 In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges
in the Order Form.



4.2 CCS must invoice the Supplier for the Management Levy and the Supplier must pay it
using the process in DPS Schedule 5 (Management Levy and Information).

4.3  All Charges and the Management Levy:

® exclude VAT, which is payable on provision of a valid VAT invoice
® include all costs connected with the Supply of Deliverables

44  The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of
a valid, undisputed invoice, in cleared funds using the payment method and details stated in
the Order Form.

4.5 A Supplier invoice is only valid if it:

® includes all appropriate references including the Contract reference number and
other details reasonably requested by the Buyer

® includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any)

® doesn’t include any Management Levy (the Supplier must not charge the Buyer in
any way for the Management Levy)

4.6  The Buyer may retain or set-off payment of any amount owed to it by the Supplier if
notice and reasons are provided.

4.7  The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of
receipt of a valid, undisputed invoice. If this doesn’t happen, CCS or the Buyer can publish the
details of the late payment or non-payment.

4.8 If CCS or the Buyer can get more favourable commercial terms for the supply at cost of
any materials, goods or services used by the Supplier to provide the Deliverables and that cost is
reimbursable by the Buyer, then CCS or the Buyer may either:

® require the Supplier to replace its existing commercial terms with the more
favourable terms offered for the relevant items

® enter into a direct agreement with the Subcontractor or third party for the relevant item

4.9 If CCS or the Buyer uses Clause 4.8 then the Charges must be reduced by an agreed
amount by using the Variation Procedure.

4.10 CCS and the Buyer's right to enter into a direct agreement for the supply of the
relevant items is subject to both:

® the relevant item being made available to the Supplier if required to provide the
Deliverables



@ any reduction in the Charges excluding any unavoidable costs that must be paid by
the Supplier for the substituted item, including any licence fees or early termination
charges

4.11 The Supplier has no right of set-off, counterclaim, discount or abatement unless they’re
ordered to do

so by a court.

5. The buyer’s obligations to the supplier

5.1 If Supplier Non-Performance arises from an Authority Cause:

® neither CCS or the Buyer can terminate a Contract under Clause 10.4.1

® the Supplier is entitled to reasonable and proven additional expenses and to relief
from Delay Payments, liability and Deduction under this Contract

® the Supplier is entitled to additional time needed to make the Delivery

® the Supplier cannot suspend the ongoing supply of Deliverables

5.2 Clause 5.1 only applies if the Supplier:

@ (gives notice to the Party responsible for the Authority Cause within 10
Working Days of becoming aware

® demonstrates that the Supplier Non-Performance only happened because of
the Authority Cause

® mitigated the impact of the Authority Cause

6. Record keeping and reporting

6.1  The Supplier must attend Progress Meetings with the Buyer and provide Progress
Reports when specified in the Order Form.

6.2 The Supplier must keep and maintain full and accurate records and accounts on everything
to do with the Contract for 7 years after the End Date.

6.3 The Supplier must allow any Auditor access to their premises to verify all contract
accounts and records of everything to do with the Contract and provide copies for an
Audit.

6.4  The Supplier must provide information to the Auditor and reasonable co-operation at their
request.

6.5 If the Supplier is not providing any of the Deliverables, or is unable to provide
them, it must immediately:

@ tell the Relevant Authority and give reasons
® propose corrective action



® provide a deadline for completing the corrective action

6.6  The Supplier must provide CCS with a Self Audit Certificate supported by an audit report at
the end of each Contract Year. The report must contain:

® the methodology of the review
® the sampling techniques applied
@ details of any issues

® any remedial action taken

6.7 The Self Audit Certificate must be completed and signed by an auditor or senior
member of the Supplier's management team that is qualified in either a relevant audit or
financial discipline.

7. Supplier staff

7.1 The Supplier Staff involved in the performance of each Contract must:

® be appropriately trained and qualified
® be vetted using Good Industry Practice and the Security Policy
® comply with all conduct requirements when on the Buyer's Premises

7.2  Where a Buyer decides one of the Supplier’s Staff isn’t suitable to work on a contract,
the Supplier must replace them with a suitably qualified alternative.

7.3  If requested, the Supplier must replace any person whose acts or omissions have caused
the Supplier to breach Clause 27.

7.4  The Supplier must provide a list of Supplier Staff needing to access the Buyer's Premises
and say why access is required.

7.5 The Supplier indemnifies CCS and the Buyer against all claims brought by any person
employed by the Supplier caused by an act or omission of the Supplier or any Supplier Staff.

8. Rights and protection

8.1  The Supplier warrants and represents that:

it has full capacity and authority to enter into and to perform each Contract

each Contract is executed by its authorised representative

it is a legally valid and existing organisation incorporated in the place it was formed
there are no known legal or regulatory actions or investigations before any court,
administrative body or arbitration tribunal pending or threatened against it or its
Affiliates that might affect its ability to perform each Contract

® it maintains all necessary rights, authorisations, licences and consents to perform its
obligations under each Contract



@ itdoesn’t have any contractual obligations which are likely to have a material adverse
effect on its ability to perform each Contract

® it is not impacted by an Insolvency Event

® it will comply with each Order Contract

8.2 The warranties and representations in Clauses 2.10 and 8.1 are repeated each time
the Supplier provides Deliverables under the Contract.

8.3  The Supplier indemnifies both CCS and every Buyer against each of the following:

@ wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts the
Contract

® non-payment by the Supplier of any tax or National Insurance
8.4  All claims indemnified under this Contract must use Clause 26.

8.5 CCS or a Buyer can terminate the Contract for breach of any warranty or indemnity
where they are entitled to do so.

8.6 If the Supplier becomes aware of a representation or warranty that becomes untrue or
misleading, it must immediately notify CCS and every Buyer.

8.7  All third party warranties and indemnities covering the Deliverables must be assigned for
the Buyer’s benefit by the Supplier.

9. Intellectual Property Rights (IPRs)

9.1  Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer a
non-exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence to use,
change and sub-license the Supplier’s Existing IPR to enable it to both:

® receive and use the Deliverables
® make use of the deliverables provided by a Replacement Supplier

9.2 Any New IPR created under an Order Contract is owned by the Buyer. The Buyer gives the
Supplier i) a licence to use any Buyer Existing IPRs and New IPR during the Order Contract Period
for the purpose of fulfilling its obligations under the Order Contract, and ii) a licence to use the New
IPRs (excluding any Information which is the Buyers Confidential information or which is subject to
the Data Protection Legislation) after the Order Contract period on the terms set out in the Open
Government Licence. ©

9.3 Where a Party acquires ownership of IPRs incorrectly under this Contract it must do
everything reasonably necessary to complete a transfer assigning them in writing to the other
Party on request and at its own cost.



9.4 Neither Party has the right to use the other Party’s IPRs, including any use of the other

Party’s names, logos or trademarks, except as provided in Clause 9 or otherwise agreed in
writing.

9.5 Ifthere is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all losses,
damages, costs or expenses (including professional fees and fines) incurred as a result.

9.6 If an IPR Claim is made or anticipated the Supplier must at its own expense and the
Buyer’s sole option, either:

@ obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing any
third party IPR



® replace or modify the relevant item with substitutes that don’t infringe IPR without
adversely affecting the functionality or performance of the Deliverables

10. Ending the contract

10.1 The Contract takes effect on the Start Date and ends on the End Date or earlier if required by
Law.

10.2 The Relevant Authority can extend the Contract for the Extension Period by giving the
Supplier no less than 3 Months' written notice before the Contract expires.

10.3 Ending the contract without a reason

10.3.1 CCS has the right to terminate the DPS Contract at any time without reason or liability by
giving the

Supplier at least 30 days' notice and if it's terminated Clause 10.5.2 to 10.5.7 applies.

10.3.2 Each Buyer has the right to terminate their Order Contract at any time without reason or
liability by giving the Supplier not less than 90 days' written notice and if it's terminated Clause
10.5.2 t0 10.5.7 applies.

10.4 When CCS or the buyer can end a contract

10.4.1 If any of the following events happen, the Relevant Authority has the right to immediately
terminate its

Contract by issuing a Termination Notice to the Supplier:

® there’s a Supplier Insolvency Event

® there’s a Contract Default that is not corrected in line with an accepted Rectification
Plan

® the Relevant Authority rejects a Rectification Plan or the Supplier does not provide
it within 10 days of the request

® there’s any material default of the Contract

® there’s a Default of Clauses 2.10, 9, 14, 15, 27, 32 or DPS Schedule 9 (Cyber
Essentials) (where applicable) relating to any Contract

® there’s a consistent repeated failure to meet the Performance Indicators in DPS
Schedule 4 (DPS Management)

® there’s a Change of Control of the Supplier which isn’t pre-approved by the
Relevant Authority in writing

® there’s a Variation to a Contract which cannot be agreed using Clause 24
(Changing the contract) or resolved using Clause 34 (Resolving disputes)

® if the Relevant Authority discovers that the Supplier was in one of the situations
in 57 (1) or 57(2) of the Regulations at the time the Contract was awarded

® the Court of Justice of the European Union uses Article 258 of the Treaty on the
Functioning of the European Union (TFEU) to declare that the Contract should not
have been awarded to the Supplier because of a serious breach of the TFEU or the
Regulations



® the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or
diminish the public trust in them

10.4.2 CCS may terminate the DPS Contract if a Buyer terminates an Order Contract for any
of the reasons listed in Clause 10.4.1.



10.4.3 If there is a Default, the Relevant Authority can, without limiting its other rights,
request that the Supplier provide a Rectification Plan.

10.4.4 When the Relevant Authority receives a requested Rectification Plan it can either:

® reject the Rectification Plan or revised Rectification Plan, giving reasons

® accept the Rectification Plan or revised Rectification Plan (without limiting its
rights) and the Supplier must immediately start work on the actions in the
Rectification Plan at its own cost, unless agreed otherwise by the Parties

10.4.5 Where the Rectification Plan or revised Rectification Plan is rejected, the Relevant Authority:

® must give reasonable grounds for its decision

® may request that the Supplier provides a revised Rectification Plan within 5 Working
Days

10.4.6 If any of the events in 73 (1) (a) to (c) of the Regulations happen, the Relevant Authority
has the right to immediately terminate the Contract and Clause 10.5.2 to 10.5.7 applies.

10.5 What happens if the contract ends
Where the Relevant Authority terminates a Contract under Clause 10.4.1 all of the following apply:

10.5.1 The Supplier is responsible for the Relevant Authority’s reasonable costs of procuring
Replacement

Deliverables for the rest of the Contract Period.
10.5.2 The Buyer’'s payment obligations under the terminated Contract stop immediately.
10.5.3 Accumulated rights of the Parties are not affected.

10.5.4 The Supplier must promptly delete or return the Government Data except where required to
retain

copies by law.

10.5.5 The Supplier must promptly return any of CCS or the Buyer’s property provided under the
terminated

Contract.
10.5.6 The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the handover and re-
procurement (including to a Replacement Supplier).

10.5.7 The following Clauses survive the termination of each Contract: 3.2.10, 6, 7.2, 9, 11, 14, 15,
16, 17, 18,
34, 35 and any Clauses and Schedules which are expressly or by implication intended to continue.

10.6 When the supplier can end the contract

10.6.1 The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed
invoice on time. The Supplier can terminate an Order Contract if the Buyer fails to pay an
undisputed invoiced sum due and worth over 10% of the annual Contract Value within 30 days of
the date of the Reminder Notice.

10.6.2 If a Supplier terminates an Order Contract under Clause 10.6.1:



® the Buyer must promptly pay all outstanding Charges incurred to the Supplier

® the Buyer must pay the Supplier reasonable committed and unavoidable Losses as
long as the

Supplier provides a fully itemised and costed schedule with evidence - the
maximum value of this payment is limited to the total sum payable to the Supplier
if the Contract had not been terminated

® Clauses 10.5.4 to 10.5.7 apply

10.7 When subcontracts can be ended
At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following events:

® there is a Change of Control of a Subcontractor which isn’t pre-approved by
the Relevant Authority in writing

® the acts or omissions of the Subcontractor have caused or materially contributed
to a right of termination under Clause 10.4

® a Subcontractor or its Affiliates embarrasses or brings into disrepute or diminishes
the public trust in the Relevant Authority

10.8 Partially ending and suspending the contract

10.8.1 Where CCS has the right to terminate the DPS Contract it can suspend the Supplier's
ability to accept Orders (for any period) and the Supplier cannot enter into any new Order
Contracts during this period. If this happens, the Supplier must still meet its obligations under
any existing Order Contracts that have already been signed.

10.8.2 Where CCS has the right to terminate a DPS Contract it is entitled to terminate all or part of it.

10.8.3 Where the Buyer has the right to terminate an Order Contract it can terminate or
suspend (for any period), all or part of it. If the Buyer suspends a Contract it can provide the
Deliverables itself or buy them from a third party.

10.8.4 The Relevant Authority can only partially terminate or suspend a Contract if the remaining
parts of that Contract can still be used to effectively deliver the intended purpose.

10.8.5 The Parties must agree any necessary Variation required by Clause 10.8 using the
Variation Procedure, but the Supplier may not either:

® reject the Variation

® increase the Charges, except where the right to partial termination is under Clause
10.3

10.8.6 The Buyer can still use other rights available, or subsequently available to it if it acts on its
rights under Clause 10.8.

11. How much you can be held responsible for



11.1 Each Party's total aggregate liability in each Contract Year under this DPS Contract
(whether in tort, contract or otherwise) is no more than £100,000.

11.2 Each Party's total aggregate liability in each Contract Year under each Order Contract
(whether in tort,



contract or otherwise) is no more than the greater of £1 million or 150% of the Estimated
Yearly Charges unless specified in the Order Form

11.3 No Party is liable to the other for:

® any indirect Losses
® | oss of profits, turnover, savings, business opportunities or damage to goodwill
(in each case whether direct or indirect)

11.4 In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the following:

® ts liability for death or personal injury caused by its negligence, or that of its
employees, agents or Subcontractors

® its liability for bribery or fraud or fraudulent misrepresentation by it or its employees

® any liability that cannot be excluded or limited by Law

® ts obligation to pay the required Management Levy

11.5 In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its liability for any
indemnity given under Clauses 7.5, 8.3, 9.5, 12.2 or 14.8 or Order Schedule 2 (Staff Transfer) of a
Contract.

11.6 Each Party must use all reasonable endeavours to mitigate any Loss or damage which it
suffers under or in connection with each Contract, including any indemnities.

11.7 When calculating the Supplier’s liability under Clause 11.1 or 11.2 the following items will
not be taken into consideration:

® Deductions
® any items specified in Clause 11.5

11.8 If more than one Supplier is party to a Contract, each Supplier Party is fully responsible for
both their own liabilities and the liabilities of the other Suppliers.

12. Obeying the law

12.1 The Supplier must use reasonable endeavours to comply with the provisions of Joint
Schedule 5 (Corporate Social Responsibility).

12.2 The Supplier indemnifies CCS and every Buyer against any costs resulting from any
Default by the Supplier relating to any applicable Law to do with a Contract.

12.3 The Supplier must appoint a Compliance Officer who must be responsible for
ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.



13. Insurance

The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint Schedule 3
(Insurance

Requirements) and any Additional Insurances in the Order Form.

14. Data protection

14.1 The Supplier must process Personal Data and ensure that Supplier Staff process Personal
Data only in accordance with Joint Schedule 11 (Processing Data).

14.2 The Supplier must not remove any ownership or security notices in or relating to the
Government Data.

14.3 The Supplier must make accessible back-ups of all Government Data, stored in an
agreed off-site location and send the Buyer copies every 6 Months.

14.4 The Supplier must ensure that any Supplier system holding any Government Data,
including back-up data, is a secure system that complies with the Security Policy and any applicable
Security Management Plan.

14.5 If at any time the Supplier suspects or has reason to believe that the Government
Data provided under a Contract is corrupted, lost or sufficiently degraded, then the Supplier
must notify the Relevant Authority and immediately suggest remedial action.

14.6 If the Government Data is corrupted, lost or sufficiently degraded so as to be unusable
the Relevant Authority may either or both:

o tell the Supplier to restore or get restored Government Data as soon as practical
but no later than 5 Working Days from the date that the Relevant Authority
receives notice, or the Supplier finds out about the issue, whichever is earlier

¢ restore the Government Data itself or using a third party

14.7 The Supplier must pay each Party’s reasonable costs of complying with Clause 14.7
unless CCS or the Buyer is at fault.

14.8 The Supplier:

® must provide the Relevant Authority with all Government Data in an agreed open
format within 10 Working Days of a written request

® must have documented processes to guarantee prompt availability of Government
Data if the Supplier stops trading

® must securely destroy all Storage Media that has held Government Data at the
end of life of that media using Good Industry Practice

® securely erase all Government Data and any copies it holds when asked to do so
by CCS or the Buyer unless required by Law to retain it



® [ndemnifies CCS and each Buyer against any and all Losses incurred if the
Supplier breaches Clause 14 and any Data Protection Legislation.
14.9. The Supplier shall, throughout the Contract Period, use the latest versions of anti-virus
definitions and software available from an industry accepted anti-virus software vendor to check
for, contain the

spread of, and minimise the impact of Malicious Software.

14.10 If Malicious Software is found, the Parties shall co-operate to reduce the effect of the
Malicious Software and, particularly if Malicious Software causes loss of operational
efficiency or loss or corruption of Government Data, assist each other to mitigate any losses
and to restore the provision of the Deliverables to its desired operating efficiency.

14.11. Any cost arising out of the actions of the Parties taken in compliance with the
provisions of Clause shall be borne by the Parties as follows:

14.11.1 by the Supplier, where the Malicious Software originates from the software
provided by the Supplier or the Government Data (whilst the Government Data was under
the control of the Supplier) unless the Supplier can demonstrate that such Malicious
Software was present and not quarantined or otherwise identified by the Relevant
Authority when provided to the Supplier; and

14.11.2. by the Relevant Authority, if the Malicious Software originates from the software

provided by the Relevant Authority or the Government Data (whilst the Government Data was

under the control of the Relevant Authority).”The Supplier shall, throughout the Contract Period,
use the latest versions of anti-virus definitions and software available from an industry accepted
anti-virus software vendor to check for, contain the spread of, and minimise the impact of

Malicious Software.

15. What you must keep confidential
15.1 Each Party must:

® keep all Confidential Information it receives confidential and secure

® not disclose, use or exploit the Disclosing Party’s Confidential Information without the
Disclosing Party's prior written consent, except for the purposes anticipated under the
Contract

® immediately notify the Disclosing Party if it suspects unauthorised access,
copying, use or disclosure of the Confidential Information

15.2 In spite of Clause 15.1, a Party may disclose Confidential Information which it
receives from the Disclosing Party in any of the following instances:

® where disclosure is required by applicable Law or by a court with the relevant
jurisdiction if the Recipient Party notifies the Disclosing Party of the full
circumstances, the affected Confidential Information and extent of the disclosure

® if the Recipient Party already had the information without obligation of confidentiality
before it was disclosed by the Disclosing Party

® if the information was given to it by a third party without obligation of confidentiality

® if the information was in the public domain at the time of the disclosure



if the information was independently developed without access to the
Disclosing Party’s Confidential Information

to its auditors or for the purposes of regulatory requirements

on a confidential basis, to its professional advisers on a need-to-know basis

to the Serious Fraud Office where the Recipient Party has reasonable grounds to
believe that the Disclosing Party is involved in activity that may be a criminal
offence under the Bribery Act 2010



15.3 The Supplier may disclose Confidential Information on a confidential basis to Supplier Staff
on a need-to-know basis to allow the Supplier to meet its obligations under the Contract. The
Supplier Staff must enter into a direct confidentiality agreement with the Relevant Authority at its
request.

15.4 CCS or the Buyer may disclose Confidential Information in any of the following cases:

® on a confidential basis to the employees, agents, consultants and contractors of
CCS or the Buyer

® on a confidential basis to any other Central Government Body, any successor body
to a Central Government Body or any company that CCS or the Buyer transfers or
proposes to transfer all or any part of its business to

® if CCS or the Buyer (acting reasonably) considers disclosure necessary or
appropriate to carry out its public functions

® where requested by Parliament

® under Clauses 4.7 and 16

15.5 For the purposes of Clauses 15.2 to 15.4 references to disclosure on a confidential
basis means disclosure under a confidentiality agreement or arrangement including terms as
strict as those required in Clause 15.

15.6 Transparency Information is not Confidential Information.

15.7 The Supplier must not make any press announcement or publicise the Contracts or any
part of them in any way, without the prior written consent of the Relevant Authority and must
take all reasonable steps to ensure that Supplier Staff do not either.

16. When you can share information

16.1 The Supplier must tell the Relevant Authority within 48 hours if it receives a Request For
Information.

16.2 Within the required timescales the Supplier must give CCS and each Buyer full co-
operation and information needed so the Buyer can:

® publish the Transparency Information
® comply with any Freedom of Information Act (FOIA) request
® comply with any Environmental Information Regulations (EIR) request

16.3 The Relevant Authority may talk to the Supplier to help it decide whether to publish

information under Clause 16. However, the extent, content and format of the disclosure is the
Relevant Authority’s decision, which does not need to be reasonable.

17. Invalid parts of the contract



If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or
unenforceable, it must be read as if it was removed from that Contract as much as required and
rendered ineffective as far as possible without affecting the rest of the Contract, whether it’s valid
or enforceable.

18. No other terms apply

The provisions incorporated into each Contract are the entire agreement between the Parties. The
Contract replaces all previous statements and agreements whether written or oral. No other
provisions apply.

19. Other people’s rights in a contract

No third parties may use the Contracts (Rights of Third Parties) Act (CRTPA) to enforce
any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not
affect third party rights and remedies that exist independently from CRTPA.

20. Circumstances beyond your control

20.1 Any Party affected by a Force Majeure Event is excused from performing its
obligations under a Contract while the inability to perform continues, if it both:

® provides a Force Majeure Notice to the other Party

® uses all reasonable measures practical to reduce the impact of the Force Majeure
Event

20.2 Either party can partially or fully terminate the affected Contract if the provision of the
Deliverables is materially affected by a Force Majeure Event which lasts for 90 days
continuously.

20.3 Where a Party terminates under Clause 20.2:

® each party must cover its own Losses
® (Clause 10.5.2 to 10.5.7 applies

21. Relationships created by the contract

No Contract creates a partnership, joint venture or employment relationship. The Supplier
must represent themselves accordingly and ensure others do so.

22. Giving up contract rights

A partial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be
a waiver in writing to the other Party.

23. Transferring responsibilities
23.1 The Supplier can not assign a Contract without the Relevant Authority’s written consent.



23.2 The Relevant Authority can assign, novate or transfer its Contract or any part of it to any
Crown Body, public or private sector body which performs the functions of the Relevant
Authority.

23.3 When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must enter into
a novation agreement in the form that CCS or the Buyer specifies.



23.4 The Supplier can terminate a Contract novated under Clause 23.2 to a private sector
body that is experiencing an Insolvency Event.

23.5 The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they
were its own.

23.6 If CCS or the Buyer asks the Supplier for details about Subcontractors, the Supplier must
provide details of Subcontractors at all levels of the supply chain including:

® their name
® the scope of their appointment
® the duration of their appointment

24. Changing the contract

24 1 Either Party can request a Variation to a Contract which is only effective if agreed in writing
and signed by both Parties.

24.2 The Supplier must provide an Impact Assessment either:

@ with the Variation Form, where the Supplier requests the Variation
@ within the time limits included in a Variation Form requested by CCS or the Buyer

24.3 If the Variation to a Contract cannot be agreed or resolved by the Parties, CCS or the Buyer
can either:

® agree that the Contract continues without the Variation

® terminate the affected Contract, unless in the case of an Order Contract, the
Supplier has already provided part or all of the provision of the Deliverables, or
where the Supplier can show evidence of substantial work being carried out to
provide them

® refer the Dispute to be resolved using Clause 34 (Resolving Disputes)

24.4 CCS and the Buyer are not required to accept a Variation request made by the Supplier.

245 If there is a General Change in Law, the Supplier must bear the risk of the change and is
not entitled to ask for an increase to the DPS Pricing or the Charges.

24.6 If there is a Specific Change in Law or one is likely to happen during the Contract Period
the Supplier must give CCS and the Buyer notice of the likely effects of the changes as soon
as reasonably practical. They must also say if they think any Variation is needed either to the
Deliverables, DPS Pricing or a Contract and provide evidence:

® that the Supplier has kept costs as low as possible, including in Subcontractor costs
® of how it has affected the Supplier’s costs



24.7 Any change in the DPS Pricing or relief from the Supplier's obligations because of a
Specific Change in Law must be implemented using Clauses 24.1 to 24 4.



25. How to communicate about the contract

25.1 All notices under the Contract must be in writing and are considered effective on the
Working Day of delivery as long as they’re delivered before 5:00pm on a Working Day. Otherwise
the notice is effective on the next Working Day. An email is effective when sent unless an error
message is received.

25.2 Notices to CCS must be sent to the CCS Authorised Representative’s address or email
address indicated on the Platform.

25.3 Notices to the Buyer must be sent to the Buyer Authorised Representative’s address or
email address in the Order Form.

25.4 This Clause does not apply to the service of legal proceedings or any documents in any
legal action, arbitration or dispute resolution.

26. Dealing with claims

26.1 If a Beneficiary is notified of a Claim then it must notify the Indemnifier as soon as
reasonably practical and no later than 10 Working Days.

26.2 At the Indemnifier's cost the Beneficiary must both:

® allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim
@ (ive the Indemnifier reasonable assistance with the claim if requested

26.3 The Beneficiary must not make admissions about the Claim without the prior written
consent of the Indemnifier which can not be unreasonably withheld or delayed.

26.4 The Indemnifier must consider and defend the Claim diligently using competent legal
advisors and in a way that doesn’t damage the Beneficiary’s reputation.

26.5 The Indemnifier must not settle or compromise any Claim without the Beneficiary's
prior written consent which it must not unreasonably withhold or delay.

26.6 Each Beneficiary must take all reasonable steps to minimise and mitigate any losses
that it suffers because of the Claim.

26.7 If the Indemnifier pays the Beneficiary money under an indemnity and the Beneficiary later
recovers money which is directly related to the Claim, the Beneficiary must immediately repay
the Indemnifier the lesser of either:

® the sum recovered minus any legitimate amount spent by the Beneficiary when
recovering this money
® the amount the Indemnifier paid the Beneficiary for the Claim



27. Preventing fraud, bribery and corruption
27.1 The Supplier must not during any Contract Period:

® commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and
57(2)

® do or allow anything which would cause CCS or the Buyer, including any of their
employees, consultants, contractors, Subcontractors or agents to breach any of the
Relevant Requirements or incur any liability under them

27.2 The Supplier must during the Contract Period:

® create, maintain and enforce adequate policies and procedures to ensure it
complies with the Relevant Requirements to prevent a Prohibited Act and require
its Subcontractors to do the same

® keep full records to show it has complied with its obligations under Clause 27 and
give copies to CCS or the Buyer on request

® if required by the Relevant Authority, within 20 Working Days of the Start Date of
the relevant Contract, and then annually, certify in writing to the Relevant
Authority, that they have complied with Clause 27, including compliance of
Supplier Staff, and provide reasonable supporting evidence of this on request,
including its policies and procedures

27.3 The Supplier must immediately notify CCS and the Buyer if it becomes aware of any
breach of Clauses 27.1 or 27.2 or has any reason to think that it, or any of the Supplier Staff,
has either:

® Dbeen investigated or prosecuted for an alleged Prohibited Act

® been debarred, suspended, proposed for suspension or debarment, or is otherwise
ineligible to take part in procurement programmes or contracts because of a
Prohibited Act by any government department or agency

® received a request or demand for any undue financial or other advantage of any kind
related to a Contract

® suspected that any person or Party directly or indirectly related to a Contract has
committed or attempted to commit a Prohibited Act

27.4 If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the Supplier
must respond promptly to their further enquiries, co-operate with any investigation and
allow the Audit of any books, records and relevant documentation.

27.5 In any notice the Supplier gives under Clause 27.4 it must specify the:

® Prohibited Act
@ identity of the Party who it thinks has committed the Prohibited Act
@ action it has decided to take



28. Equality, diversity and human rights

28.1 The Supplier must follow all applicable equality Law when they perform their obligations
under the

Contract, including:

® protections against discrimination on the grounds of race, sex, gender
reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity,
age or otherwise

@ any other requirements and instructions which CCS or the Buyer reasonably
imposes related to equality Law

28.2 The Supplier must take all necessary steps, and inform CCS or the Buyer of the steps taken,
to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the
Equality and Human Rights Commission (or any successor organisation) when working on a
Contract.

29. Health and safety

29.1 The Supplier must perform its obligations meeting the requirements of:

® all applicable Law regarding health and safety
® the Buyer’s current health and safety policy while at the Buyer’s Premises, as
provided to the Supplier

29.2 The Supplier and the Buyer must as soon as possible notify the other of any health and safety
incidents or material hazards they’re aware of at the Buyer Premises that relate to the performance
of a Contract.

30. Environment

30.1 When working on Site the Supplier must perform its obligations under the
Buyer’s current Environmental Policy, which the Buyer must provide.

30.2 The Supplier must ensure that Supplier Staff are aware of the Buyer's Environmental Policy.

31. Tax

31.1 The Supplier must not breach any tax or social security obligations and must enter into a
binding agreement to pay any late contributions due, including where applicable, any interest
or any fines. CCS and the Buyer cannot terminate a Contract where the Supplier has not paid
a minor tax or social security contribution.

31.2 Where the Charges payable under a Contract with the Buyer are or are likely to exceed
£5 million at any point during the relevant Contract Period, and an Occasion of Tax Non-
Compliance occurs, the Supplier must notify CCS and the Buyer of it within 5 Working Days
including:



® the steps that the Supplier is taking to address the Occasion of Tax Non-
Compliance and any mitigating factors that it considers relevant

® other information relating to the Occasion of Tax Non-Compliance that CCS and
the Buyer may reasonably need

31.3 Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance



contributions in the UK relating to payment received under an Order Contract, the Supplier must
both:

® comply with the Income Tax (Earnings and Pensions) Act 2003 and all other
statutes and regulations relating to income tax, the Social Security
Contributions and Benefits Act 1992 (including IR35) and National Insurance
contributions

® indemnify the Buyer against any Income Tax, National Insurance and social security
contributions and any other liability, deduction, contribution, assessment or claim
arising from or made during or after the Contract Period in connection with the
provision of the Deliverables by the Supplier or any of the Supplier Staff

31.4 If any of the Supplier Staff are Workers who receive payment relating to the
Deliverables, then the Supplier must ensure that its contract with the Worker contains the
following requirements:

® the Buyer may, at any time during the Contract Period, request that the Worker
provides information which demonstrates they comply with Clause 31.3, or why those
requirements do not apply, the Buyer can specify the information the Worker must
provide and the deadline for responding

® the Worker’s contract may be terminated at the Buyer’s request if the Worker fails
to provide the information requested by the Buyer within the time specified by the
Buyer

® the Worker’s contract may be terminated at the Buyer’s request if the Worker
provides information which the Buyer considers isn’t good enough to demonstrate
how it complies with Clause 31.3 or confirms that the Worker is not complying with
those requirements

® the Buyer may supply any information they receive from the Worker to HMRC
for revenue collection and management

27. Conflict of interest

32.1 The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff
are placed in the position of an actual or potential Conflict of Interest.

32.2 The Supplier must promptly notify and provide details to CCS and each Buyer if a Conflict
of Interest happens or is expected to happen.

32.3 CCS and each Buyer can terminate its Contract immediately by giving notice in writing to the
Supplier or take any steps it thinks are necessary where there is or may be an actual or potential
Conflict of Interest.

28. Reporting a breach of the contract

33.1 As soon as it is aware of it the Supplier and Supplier Staff must report to CCS or the Buyer
any actual or suspected breach of:



® Law
® C(Clause 12.1
® C(Clauses 27 to 32

33.2 The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a
breach

listed in Clause 33.1 to the Buyer or a Prescribed Person.

34. Resolving disputes

34.1 If there is a Dispute, the senior representatives of the Parties who have authority to settle the
Dispute will, within 28 days of a written request from the other Party, meet in good faith to resolve the
Dispute.

34.2 If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation
using the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure current at
the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated
by CEDR. If either Party does not wish to use, or continue to use mediation, or mediation does not
resolve the Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.

34.3 Unless the Relevant Authority refers the Dispute to arbitration using Clause 34.4, the
Parties irrevocably agree that the courts of England and Wales have the exclusive
jurisdiction to:

® determine the Dispute
® grant interim remedies
® grant any other provisional or protective relief

34.4 The Supplier agrees that the Relevant Authority has the exclusive right to refer any Dispute
to be finally resolved by arbitration under the London Court of International Arbitration Rules
current at the time of the Dispute. There will be only one arbitrator. The seat or legal place of the
arbitration will be London and the proceedings will be in English.

34.5 The Relevant Authority has the right to refer a Dispute to arbitration even if the Supplier has
started or has attempted to start court proceedings under Clause 34.3, unless the Relevant
Authority has agreed to the court proceedings or participated in them. Even if court proceedings
have started, the Parties must do everything necessary to ensure that the court proceedings are
stayed in favour of any arbitration proceedings if they are started under Clause 34 .4.

34.6 The Supplier cannot suspend the performance of a Contract during any Dispute.

35. Which law applies

This Contract and any issues arising out of, or connected to it, are governed by English law.

36. Buyer Premises



36.1 Licence to occupy Buyer Premises

36.1.1. Any Buyer Premises shall be made available to the Supplier on a non-exclusive licence
basis free of charge and shall be used by the Supplier solely for the purpose of performing its
obligations under this Order Contract. The Supplier shall have the use of such Buyer Premises
as licensee and shall vacate the same immediately upon completion, termination, expiry or
abandonment of this Order Contract.

36.1.2. The Supplier shall limit access to the Buyer Premises to such Supplier Staff as is necessary to
enable it to perform its obligations under this Order Contract and the Supplier shall co-operate (and
ensure that

the Supplier Staff co-operate) with such other persons working concurrently on such Buyer
Premises as the Buyer may reasonably request.

36.1.3. Save in relation to such actions identified by the Supplier in accordance with paragraph 3.2
of Order Schedule 6 (where used) and set out in the Order Form (or elsewhere in the relevant
Order Contract), should the Supplier require modifications to the Buyer Premises, such
modifications shall be subject to Approval and shall be carried out by the Buyer at the
Supplier's expense. The Buyer shall undertake any modification work which it approves
pursuant to this Clause 36.1.3 without undue delay. Ownership of such modifications shall rest
with the Buyer.

36.1.4. The Supplier shall observe and comply with such rules and regulations as may be in force at
any time for the use of such Buyer Premises and conduct of personnel at the Buyer Premises as
determined by the Buyer, and the Supplier shall pay for the full cost of making good any damage
caused by the Supplier Staff other than fair wear and tear. For the avoidance of doubt, damage
includes without limitation damage to the fabric of the buildings, plant, fixed equipment or fittings
therein.

36.1.5. The Parties agree that there is no intention on the part of the Buyer to create a tenancy of any
nature whatsoever in favour of the Supplier or the Supplier Staff and that no such tenancy has or
shall come into being and, notwithstanding any rights granted pursuant to the relevant Order
Contract, the Buyer retains the right at any time to use any Buyer Premises in any manner it sees
fit.

36.2 Security of Buyer Premises

36.2.1 The Buyer shall be responsible for maintaining the security of the Buyer Premises. The
Supplier shall comply with the reasonable security requirements of the Buyer while on the
Buyer Premises.

36.2.2 The Buyer shall afford the Supplier upon Approval (the decision to Approve or not will
not be unreasonably withheld or delayed) an opportunity to inspect its physical security
arrangements.

37. Buyer Property

37.1 Where the Buyer issues Buyer Property free of charge to the Supplier such Buyer Property
shall be and remain the property of the Buyer and the Supplier irrevocably licences the Buyer
and its agents to enter upon any premises of the Supplier during normal business hours on
reasonable notice to recover any such Buyer Property.



37.2 The Supplier shall not in any circumstances have a lien or any other interest on the Buyer
Property and at all times the Supplier shall possess the Buyer Property as fiduciary agent and
bailee of the Buyer.

37.3 The Supplier shall take all reasonable steps to ensure that the title of the Buyer to the Buyer
Property and the exclusion of any such lien or other interest are brought to the notice of all
Sub-Contractors and other appropriate persons and shall, at the Buyer's request, store the
Buyer Property separately and securely and ensure that it is clearly identifiable as belonging to
the Buyer.

37.4 The Buyer Property shall be deemed to be in good condition when received by or on behalf
of the Supplier unless the Supplier notifies the Buyer otherwise within five (5) Working Days
of receipt.

37.5 The Supplier shall maintain the Buyer Property in good order and condition (excluding fair
wear and tear) and shall use the Buyer Property solely in connection with the relevant
Order Contract and for no other purpose without Approval.

37.6 The Supplier shall ensure the security of all the Buyer Property whilst in its possession,
either on the Sites or elsewhere during the supply of the Services, in accordance Order
Schedule 9 (Security) and the Buyer’s reasonable security requirements from time to time.

37.7 The Supplier shall be liable for all loss of, or damage to the Buyer Property, (excluding fair
wear and

tear), unless such loss or damage was solely caused by a Buyer Cause. The Supplier shall
inform the Buyer immediately of becoming aware of any defects appearing in or losses or
damage occurring to the Buyer Property.

38. Buyer Equipment

38.1 Unless otherwise stated in the relevant Order Contract, the Supplier shall provide all
the Supplier Equipment necessary for the provision of the Services.

38.2 The Supplier shall not deliver any Supplier Equipment nor begin any work on the Buyer
Premises without obtaining Approval.

38.3 The Supplier shall be solely responsible for the cost of carriage of the Supplier Equipment
to the Sites and/or any Buyer Premises, including its off-loading, removal of all packaging
and all other associated costs. Likewise on the Contract Expiry Date the Supplier shall be
responsible for the removal of all relevant Supplier Equipment from the Sites and/or any
Buyer Premises, including the cost of packing, carriage and making good the Sites and/or
the Buyer Premises following removal.

38.4 All the Supplier's property, including Supplier Equipment, shall remain at the sole risk and
responsibility of the Supplier, except that the Buyer shall be liable for loss of or damage to any of
the Supplier's property located on Buyer Premises which is due to the negligent act or omission
of the Buyer.

38.5 Subject to any express provision of the BCDR Plan (if applicable) to the contrary, the loss or
destruction for any reason of any Supplier Equipment shall not relieve the Supplier of its
obligation to supply the Services in accordance with this Order Contract, including the
Service Levels.

38.6 The Supplier shall maintain all Supplier Equipment within the Sites and/or the Buyer
Premises in a safe, serviceable and clean condition.



38.7 The Supplier shall, at the Buyer’s written request, at its own expense and as soon as
reasonably practicable:

38.7.1 Remove from the Buyer Premises any Supplier Equipment or any component part of
Supplier Equipment which in the reasonable opinion of the Buyer is either hazardous,
noxious or not in accordance with the Order Contract; and

38.7.2 Replace such Supplier Equipment or component part of Supplier EqQuipment with a
suitable substitute item of Supplier Equipment.



Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24 (Changing the
Contract)

Contract Details

This variation is between: [delete as applicable: CCS / Buyer] ("CCS” “the Buyer")
And
[insert name of Supplier] (“the Supplier")

Contract name: [insert name of contract to be changed] (“the Contract”)

Contract reference number: [insert contract reference number]

Details of Proposed Variation

Variation initiated by: [delete as applicable: CCS/Buyer/Supplier]
Variation number: [insert variation number]
Date variation is raised: [insert date]

Proposed variation

Reason for the variation: [insert reason]

An Impact Assessment shall | [insert number] days
be provided within:

Impact of Variation

Likely impact of the proposed | [Supplier to insert assessment of impact]

variation:
Outcome of Variation
Contract variation: This Contract detailed above is varied as follows:
e [CCS/Buyer to insert original Clauses or Paragraphs to
be varied and the changed clause]
Financial variation: Original Contract Value: £ [insert amount]

Additional cost due to variation: | £ [insert amount]

New Contract value: £ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be effective from the date it
is signed by [delete as applicable: CCS / Buyer]

2. Words and expressions in this Variation shall have the meanings given to them in the Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this
Variation.



Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]
Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature

Date

Name (in Capitals)

Address




Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1  The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under an Order Contract (specified in the
applicable Order Form) ("Additional Insurances") and any other
insurances as may be required by applicable Law (together the
‘Insurances”). The Supplier shall ensure that each of the Insurances is
effective no later than:

1.1.1 the DPS Start Date in respect of those Insurances set out in the
Annex to this Schedule and those required by applicable Law; and

1.1.2 the Order Contract Effective Date in respect of the Additional
Insurances.

1.2 The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good
Industry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2 promptly notify the insurers in writing of any relevant material fact
under any Insurances of which the Supplier is or becomes aware;
and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
evidence of placing cover representing any of the Insurances to
which it is a party.



. What happens if you aren’t insured

3.1

3.2

The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the
Insurances.

Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant
Insurances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

. Evidence of insurance you must provide

41

The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

. Making sure you are insured to the required amount

5.1

6.1

6.2

7.1

The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate" are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant
Authority and provide details of its proposed solution for maintaining the
minimum limit of indemnity.

. Cancelled Insurance

The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

The Supplier shall ensure that nothing is done which would entitle the
relevant insurer to cancel, rescind or suspend any insurance or cover, or to
treat any insurance, cover or claim as voided in whole or part. The Supplier
shall use all reasonable endeavours to notify the Relevant Authority (subject
to third party confidentiality obligations) as soon as practicable when it
becomes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

. Insurance claims

The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.



7.2

7.3

7.4

Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured
pursuant to Paragraph 5.1 relating to or arising out of the provision of the
Deliverables or this Contract on any of the Insurances or which, but for the
application of the applicable policy excess, would be made on any of the
Insurances and (if required by the Relevant Authority) full details of the
incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such
excess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.



ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the DPS
Start Date in accordance with this Schedule:

1.1 professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than one million pounds
(£1,000,000);

1.2 public liability insurance [with cover (for a single event or a series of related
events and in the aggregate)] of not less than five million pounds
(£5,000,000); and

1.3 employer’s liability insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than five million pounds
(£5,000,000).



Joint Schedule 4 (Commercially Sensitive Information)

2. What is the Commercially Sensitive Information?

2.1

2.2

2.3

In this Schedule the Parties have sought to identify the Supplier's Confidential
Information that is genuinely commercially sensitive and the disclosure of

which would be the subject of an exemption under the FOIA and the EIRs.

Where possible, the Parties have sought to identify when any relevant
Information will cease to fall into the category of Information to which this
Schedule applies in the table below and in the Order Form (which shall be

deemed incorporated into the table below).

Without prejudice to the Relevant Authority's obligation to disclose
Information in accordance with FOIA or Clause 16 (When you can share
information), the Relevant Authority will, in its sole discretion, acting
reasonably, seek to apply the relevant exemption set out in the FOIA to the

following Information:

No. Date Item(s) Duration of
Confidentiality
N/A N/A N/A N/A




Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1

1.2

1.3

In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government.
(https://www.gov.uk/government/uploads/system/uploads/attachment data/fi
le/646497/2017-09-

13 Official _Sensitive Supplier Code of Conduct September 2017.pdf)

CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

The Supplier acknowledges that the Buyer may have additional
requirements in relation to corporate social responsibility. The Buyer
expects that the Supplier and its Subcontractors will comply with such
corporate social responsibility requirements as the Buyer may notify to the
Supplier from time to time.

2. Equality and Accessibility

2.1

In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any kind; and

2.1.2 advance equality of opportunity and good relations between those
with a protected characteristic (age, disability, gender reassignment,
pregnancy and maternity, race, religion or belief, sex, sexual
orientation, and marriage and civil partnership) and those who do not
share it.

3. Modern Slavery, Child Labour and Inhumane Treatment

"Modern Slavery Helpline” means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modern slavery available online
at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121

700.

3.1

The Supplier:

3.1.1 shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;

3.1.2  shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

3.1.3 warrants and represents that it has not been convicted of any
slavery or human trafficking offences anywhere around the world.



3.1.5

3.1.7

3.1.8

3.1.9

3.1.10

3.1.11

warrants that to the best of its knowledge it is not currently under
investigation, inquiry or enforcement proceedings in relation to any
allegation of slavery or human trafficking offences anywhere around
the world.

shall make reasonable enquires to ensure that its officers,
employees and Subcontractors have not been convicted of slavery
or human trafficking offences anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policies and procedures to ensure its compliance with the
Modern Slavery Act and include in its contracts with its
Subcontractors anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain
performing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its
Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

4.1.1

41.2

413

41.4

ensure that all wages and benefits paid for a standard working week
meet, at a minimum, national legal standards in the country of
employment;

ensure that all Supplier Staff are provided with written and
understandable Information about their employment conditions in
respect of wages before they enter;

ensure that all workers are provided with written and understandable
Information about their employment conditions in respect of wages
before they enter employment and about the particulars of their wages
for the pay period concerned each time that they are paid;

not make deductions from wages:
(a) as a disciplinary measure
(b) except where permitted by law; or



(c) without expressed permission of the worker concerned;
4.1.5 record all disciplinary measures taken against Supplier Staff; and

4.1.6 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and

practice.

5. Working Hours

5.1 The Supplier shall:

5.2

5.3

5.1.1 ensure that the working hours of Supplier Staff comply with national
laws, and any collective agreements;

5.1.2 ensure that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours per week
unless the individual has agreed in writing;

5.1.3 ensure that use of overtime is used responsibly, taking into account:

(a) the extent;
(b) frequency; and
(c) hours worked;

by individuals and by the Supplier Staff as a whole;
The total hours worked in any seven day period shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

Working hours may exceed 60 hours in any seven day period only in
exceptional circumstances where all of the following are met:

5.3.1 this is allowed by national law;

5.3.2 this is allowed by a collective agreement freely negotiated with a
workers’ organisation representing a significant portion of the
workforce;

5.3.3 appropriate safeguards are taken to protect the workers’ health and
safety; and

5.3.4 the employer can demonstrate that exceptional circumstances apply
such as unexpected production peaks, accidents or emergencies.

5.4 All Supplier Staff shall be provided with at least one (1) day off in every

seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.

6. Sustainability

6.1

The supplier shall meet the applicable Government Buying Standards
applicable to Deliverables which can be found online at:

https://www.gov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs




Joint Schedule 6 (Key Subcontractors)

3. Restrictions on certain subcontractors

3.1

3.2

3.3

3.4

The Supplier is entitled to sub-contract its obligations under the DPS
Contract to the Key Subcontractors identified on the Platform.

The Supplier is entitled to sub-contract its obligations under an Order
Contract to Key Subcontractors listed on the Platform who are specifically
nominated in the Order Form.

Where during the Contract Period the Supplier wishes to enter into a new
Key Sub-contract or replace a Key Subcontractor, it must obtain the prior
written consent of CCS and the Buyer and the Supplier shall, at the time of
requesting such consent, provide CCS and the Buyer with the information
detailed in Paragraph 3.4. The decision of CCS and the Buyer to consent or
not will not be unreasonably withheld or delayed. Where CCS consents to
the appointment of a New Key Subcontractor then they will be added to the
Platform. Where the Buyer consents to the appointment of a New Key
Subcontractor then they will be added to the Key Subcontractor section of
the Order Form. CCS and the Buyer may reasonably withhold their consent
to the appointment of a Key Subcontractor if it considers that:

3.3.1 the appointment of a proposed Key Subcontractor may prejudice the
provision of the Deliverables or may be contrary to its interests;

3.3.2 the proposed Key Subcontractor is unreliable and/or has not
provided reliable goods and or reasonable services to its other
customers; and/or

3.3.3 the proposed Key Subcontractor employs unfit persons.

The Supplier shall provide CCS and the Buyer with the following information
in respect of the proposed Key Subcontractor:

3.4.1 the proposed Key Subcontractor's name, registered office and
company registration number;

3.4.2 the scope/description of any Deliverables to be provided by the
proposed Key Subcontractor;

3.4.3 where the proposed Key Subcontractor is an Affiliate of the Supplier,
evidence that demonstrates to the reasonable satisfaction of the
CCS and the Buyer that the proposed Key Sub-Contract has been
agreed on "arm’s-length" terms;

3.4.4 for CCS, the Key Sub-Contract price expressed as a percentage of
the total projected DPS Price over the DPS Contract Period;

3.4.5 for the Buyer, the Key Sub-Contract price expressed as a
percentage of the total projected Charges over the Order Contract
Period; and



3.5

3.6

If requested by CCS and/or the Buyer, within ten (10) Working Days of
receipt of the information provided by the Supplier pursuant to
Paragraph 3.4, the Supplier shall also provide:

3.5.1 a copy of the proposed Key Sub-Contract; and

3.5.2 any further information reasonably requested by CCS and/or the

Buyer.

The Supplier shall ensure that each new or replacement Key Sub-Contract
shall include:

3.6.1

3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.6.7

provisions which will enable the Supplier to discharge its obligations
under the Contracts;

a right under CRTPA for CCS and the Buyer to enforce any
provisions under the Key Sub-Contract which confer a benefit upon
CCS and the Buyer respectively;

a provision enabling CCS and the Buyer to enforce the Key
Sub-Contract as if it were the Supplier;

a provision enabling the Supplier to assign, novate or otherwise
transfer any of its rights and/or obligations under the Key
Sub-Contract to CCS and/or the Buyer;

obligations no less onerous on the Key Subcontractor than those
imposed on the Supplier under the DPS Contract in respect of:

(a) the data protection requirements set out in Clause 14 (Data
protection);

(b) the FOIA and other access request requirements set out in
Clause 16 (When you can share information);

(c) the obligation not to embarrass CCS or the Buyer or
otherwise bring CCS or the Buyer into disrepute;

(d) the keeping of records in respect of the goods and/or
services being provided under the Key Sub-Contract,
including the maintenance of Open Book Data; and

(e) the conduct of audits set out in Clause 6 (Record keeping
and reporting);

provisions enabling the Supplier to terminate the Key Sub-Contract
on notice on terms no more onerous on the Supplier than those
imposed on CCS and the Buyer under Clauses 10.4 (When CCS or
the Buyer can end this contract) and 10.5 (What happens if the
contract ends) of this Contract; and

a provision restricting the ability of the Key Subcontractor to
sub-contract all or any part of the provision of the Deliverables
provided to the Supplier under the Key Sub-Contract without first
seeking the written consent of CCS and the Buyer.



Joint Schedule 7 (Financial Difficulties)

4. Definitions

4.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Credit Rating the minimum credit rating level for the
Threshold" Monitored Company as set out in the third

Column of the table at Annex 2 and
"Financial Distress the occurrence or one or more of the
Event" following events:

a) the credit rating of the Monitored
Company dropping below the
applicable Credit Rating Threshold;

b) the Monitored Company issuing a
profits warning to a stock exchange or
making any other public
announcement about a material
deterioration in its financial position or
prospects;

c) there being a public investigation into
improper financial accounting and
reporting, suspected fraud or any other
impropriety of the Monitored Party;

d) Monitored Company committing a
material breach of covenant to its
lenders;

e) a Key Subcontractor (where
applicable) notifying CCS that the
Supplier has not satisfied any sums
properly due under a specified invoice
and not subject to a genuine dispute;
or

f)  any of the following:

i) commencement of any litigation
against the Monitored Company
with respect to financial
indebtedness or obligations under a
contract;

i) non-payment by the Monitored
Company of any financial
indebtedness;

iii) any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or



iv) the cancellation or suspension of
any financial indebtedness in
respect of the Monitored Company

in each case which CCS reasonably
believes (or would be likely reasonably to
believe) could directly impact on the
continued performance of any Contract and
delivery of the Deliverables in accordance
with any Order Contract;

"Financial Distress a plan setting out how the Supplier will
Service Continuity ensure the continued performance and
Plan" delivery of the Deliverables in accordance

with each Order Contract in the event that a
Financial Distress Event occurs;

“Monitored Supplier [the DPS Guarantor/ [and Order
Company” Guarantor] or any Key Subcontractor]
"Rating Agency" the rating agency stated in Annex 1.

5. When this Schedule applies

5.1 The Parties shall comply with the provisions of this Schedule in relation to
the assessment of the financial standing of the Monitored Companies and
the consequences of a change to that financial standing.

5.2 The terms of this Schedule shall survive termination or expiry of this
Contract.

6. What happens when your credit rating changes

6.1 The Supplier warrants and represents to CCS that as at the Start Date the
credit rating issued for the Monitored Companies by the Rating Agency is as
set out in Annex 2.

6.2 The Supplier shall promptly (and in any event within ten (10) Working Days)
notify CCS in writing if there is any downgrade in the credit rating issued by
the Rating Agency for a Monitored Company which means that the credit
rating for the Monitored company falls below the Credit Rating Threshold.

6.3 If there is any such downgrade credit rating issued by the Rating Agency for
a Monitored Company the Supplier shall at CCS’ request ensure that the
Monitored Company’s auditors thereafter provide CCS within 10 Working
Days of the end of each Contract Year and within 10 Working Days of
written request by CCS (such requests not to exceed 4 in any Contract
Year) with written calculations of the quick ratio for the Monitored Company
as at the end of each Contract Year or such other date as may be
requested by CCS. For these purposes the "quick ratio" on any date
means:

A+B+C
D
where:



6.4

6.5

A is the value at the relevant date of all cash in hand
and at the bank of the Monitored Company];

B is the value of all marketable securities held by the
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

C is the value at the relevant date of all account
receivables of the Monitored]; and

D is the value at the relevant date of the current
liabilities of the Monitored Company].

The Supplier shall:

6.4.1 regularly monitor the credit ratings of each Monitored Company with
the Rating Agency; and

6.4.2 promptly notify (or shall procure that its auditors promptly notify) CCS
in writing following the occurrence of a Financial Distress Event or
any fact, circumstance or matter which could cause a Financial
Distress Event and in any event, ensure that such notification is
made within 10 Working Days of the date on which the Supplier first
becomes aware of the Financial Distress Event or the fact,
circumstance or matter which could cause a Financial Distress
Event.

For the purposes of determining whether a Financial Distress Event has
occurred the credit rating of the Monitored Company shall be deemed to
have dropped below the applicable Credit Rating Threshold if the Rating
Agency has rated the Monitored Company at or below the applicable Credit
Rating Threshold.

7. What happens if there is a financial distress event

7.1

7.2

In the event of a Financial Distress Event then, immediately upon
notification of the Financial Distress Event (or if CCS becomes aware of the
Financial Distress Event without notification and brings the event to the
attention of the Supplier), the Supplier shall have the obligations and CCS
shall have the rights and remedies as set out in Paragraphs 7.3 to 7.6.

In the event that a Financial Distress Event arises due to a Key
Subcontractor notifying CCS that the Supplier has not satisfied any sums
properly due under a specified invoice and not subject to a genuine dispute
then, CCS shall not exercise any of its rights or remedies under

Paragraph 4.3 without first giving the Supplier ten (10) Working Days to:

7.2.1 rectify such late or non-payment; or

7.2.2 demonstrate to CCS's reasonable satisfaction that there is a valid
reason for late or non-payment.



7.3

7.4

7.5

7.6

The Supplier shall and shall procure that the other Monitored Companies
shall:

7.3.1 at the request of CCS meet CCS as soon as reasonably practicable
(and in any event within three (3) Working Days of the initial
notification (or awareness) of the Financial Distress Event) to review
the effect of the Financial Distress Event on the continued
performance of each Contract and delivery of the Deliverables in
accordance each Call-Off Contract; and

7.3.2 where CCS reasonably believes (taking into account the discussions
and any representations made under Paragraph 4.3.1) that the
Financial Distress Event could impact on the continued performance
of each Contract and delivery of the Deliverables in accordance with
each Call-Off Contract:

(a) submit to CCS for its Approval, a draft Financial Distress
Service Continuity Plan as soon as reasonably practicable
(and in any event, within ten (10) Working Days of the initial
notification (or awareness) of the Financial Distress Event);
and

(b) provide such financial information relating to the Monitored
Company as CCS may reasonably require.

If CCS does not (acting reasonably) approve the draft Financial Distress
Service Continuity Plan, it shall inform the Supplier of its reasons and the
Supplier shall take those reasons into account in the preparation of a further
draft Financial Distress Service Continuity Plan, which shall be resubmitted
to CCS within five (5) Working Days of the rejection of the first or
subsequent (as the case may be) drafts. This process shall be repeated
until the Financial Distress Service Continuity Plan is Approved by CCS or
referred to the Dispute Resolution Procedure.

If CCS considers that the draft Financial Distress Service Continuity Plan is
insufficiently detailed to be properly evaluated, will take too long to complete
or will not remedy the relevant Financial Distress Event, then it may either
agree a further time period for the development and agreement of the
Financial Distress Service Continuity Plan or escalate any issues with the
draft Financial Distress Service Continuity Plan using the Dispute
Resolution Procedure.

Following Approval of the Financial Distress Service Continuity Plan by
CCS, the Supplier shall:

7.6.1 on a regular basis (which shall not be less than Monthly), review the
Financial Distress Service Continuity Plan and assess whether it
remains adequate and up to date to ensure the continued
performance each Contract and delivery of the Deliverables in
accordance with each Call-Off Contract;

7.6.2 where the Financial Distress Service Continuity Plan is not adequate
or up to date in accordance with Paragraph 4.6.1, submit an updated
Financial Distress Service Continuity Plan to CCS for its Approval,
and the provisions of Paragraphs 7.5 and 7.6 shall apply to the



7.7

7.8

review and Approval process for the updated Financial Distress
Service Continuity Plan; and

7.6.3 comply with the Financial Distress Service Continuity Plan (including
any updated Financial Distress Service Continuity Plan).

Where the Supplier reasonably believes that the relevant Financial Distress
Event (or the circumstance or matter which has caused or otherwise led to
it) no longer exists, it shall notify CCS and subject to the agreement of the
Parties, the Supplier may be relieved of its obligations under Paragraph 7.6.

CCS shall be able to share any information it receives from the Supplier in
accordance with this Paragraph with any Buyer who has entered into a Call-
Off Contract with the Supplier.

8. When CCS or the Buyer can terminate for financial distress

8.1

CCS shall be entitled to terminate this Contract and Buyers shall be entitled
to terminate their Call-Off Contracts for material Default if:

8.1.1 the Supplier fails to notify CCS of a Financial Distress Event in
accordance with Paragraph 3.4;

8.1.2 CCS and the Supplier fail to agree a Financial Distress Service
Continuity Plan (or any updated Financial Distress Service Continuity
Plan) in accordance with Paragraphs 4.3 to 4.5; and/or

8.1.3 the Supplier fails to comply with the terms of the Financial Distress
Service Continuity Plan (or any updated Financial Distress Service
Continuity Plan) in accordance with Paragraph 4.6.3.

9. What happens If your credit rating is still good

9.1

Without prejudice to the Supplier’s obligations and CCS’ and the Buyer’s
rights and remedies under Paragraph 5, if, following the occurrence of a
Financial Distress Event, the Rating Agency reviews and reports
subsequently that the credit rating does not drop below the relevant Credit
Rating Threshold, then:

9.1.1 the Supplier shall be relieved automatically of its obligations under
Paragraphs 4.3 to 4.6; and

9.1.2 CCS shall not be entitled to require the Supplier to provide financial
information in accordance with Paragraph 4.3.2(b).



ANNEX 1: RATING AGENCY

Dun & Bradstreet



ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1: Current Rating

Entity Credit rating (long term)

Redbay Ltd Dun & Bradstreet

[DPS Guarantor/ [and
order Guarantor] N/A

[Key Subcontractor] N/A




Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default: [Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the | [add date (minimum 10 days from request)]
[Revised] Rectification

Plan:

Signed by [CCS/Buyer] : Date:
Supplier [Revised] Rectification Plan

Cause of the Default [add cause]

Anticipated impact [add impact]

assessment:

Actual effect of Default: [add effect]

Steps to be taken to Steps Timescale
rectification: 1 [date]

2. [date]

3. [date]

4. [date]

[...] [date]
Timescale for complete [X] Working Days
Rectification of Default
Steps taken to prevent Steps Timescale
recurrence of Default 1 [date]

2. [date]

3. [date]

4. [date]

[...] [date]
Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]

Outcome of review [Plan Accepted] [Plan Rejected] [Revised Plan
Requested]




Reasons for Rejection (if
applicable)

[add reasons]

Signed by [CCS/Buyer]

Date:




Joint Schedule 11 (Processing Data)

Status of the Controller

The Parties acknowledge that for the purposes of the Data Protection
Legislation, the nature of the activity carried out by each of them in relation to
their respective obligations under a Contract dictates the status of each party
under the DPA. A Party may act as:

“Controller” in respect of the other Party who is “Processor”;
“Processor” in respect of the other Party who is “Controller”;
“Joint Controller” with the other Party;

“Independent Controller” of the Personal Data where there other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply in
each situation.

Where one Party is Controller and the other Party its Processor

2.

(@)

Where a Party is a Processor, the only processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

The Processor shall notify the Controller immediately if it considers that any of
the Controller’s instructions infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing
any Processing. Such assistance may, at the discretion of the Controller,
include:

a systematic description of the envisaged Processing and the purpose of the
Processing;

an assessment of the necessity and proportionality of the Processing in
relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection
with its obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing
Personal Data), unless the Processor is required to do otherwise by Law. If it



is so required the Processor shall promptly notify the Controller before

Processing t

(b) ensure that
Supplier the

he Personal Data unless prohibited by Law;

it has in place Protective Measures, including in the case of the
measures set out in Clause 14.3 of the Core Terms, which the

Controller may reasonably reject (but failure to reject shall not amount to
approval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

(i)
(ii)
(iii)
(iv)
(c) ensure that :
(i)

(ii)

(d) not transfer

nature of the data to be protected;

harm that might result from a Data Loss Event;
state of technological development; and

cost of implementing any measures;

the Processor Personnel do not Process Personal Data except in
accordance with the Contract (and in particular Annex 1
(Processing Personal Data));

it takes all reasonable steps to ensure the reliability and integrity
of any Processor Personnel who have access to the Personal
Data and ensure that they:

(A) are aware of and comply with the Processor’s duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidential) and 16 (When you can
share information),

(B) are subject to appropriate confidentiality undertakings with
the Processor or any Sub-processor;

(C) areinformed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract;
and

(D) have undergone adequate training in the use, care,
protection and handling of Personal Data;

Personal Data outside of the EU unless the prior written consent

of the Controller has been obtained and the following conditions are fulfilled:

(i)

(ii)

(iif)

the Controller or the Processor has provided appropriate
safeguards in relation to the transfer (whether in accordance with
GDPR Article 46 or LED Article 37) as determined by the
Controller;

the Data Subject has enforceable rights and effective legal
remedies;

the Processor complies with its obligations under the Data
Protection Legislation by providing an adequate level of protection
to any Personal Data that is transferred (or, if it is not so bound,



(e)

uses its best endeavours to assist the Controller in meeting its
obligations); and

(iv)  the Processor complies with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the
Controller immediately if in relation to it Processing Personal Data under or in
connection with the Contract it:

receives a Data Subject Request (or purported Data Subject Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either
Party's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the
Contract;

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
or

becomes aware of a Data Loss Event.

The Processor’s obligation to notify under paragraph 6 of this Joint Schedule
11 shall include the provision of further information to the Controller in phases,
as details become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with reasonable assistance in relation to either Party's obligations
under Data Protection Legislation and any complaint, communication or request
made under paragraph 6 of this Joint Schedule 11 (and insofar as possible
within the timescales reasonably required by the Controller) including by
promptly providing:

the Controller with full details and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to
comply with a Data Subject Request within the relevant timescales set out in
the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a
Data Subject;

assistance as requested by the Controller following any Data Loss Event;
and/or



(e)

10.

11.

13.

14.

15.

assistance as requested by the Controller with respect to any request from the
Information Commissioner’s Office, or any consultation by the Controller with
the Information Commissioner's Office.

The Processor shall maintain complete and accurate records and information
to demonstrate its compliance with this Joint Schedule 11. This requirement
does not apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data
as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the GDPR; or

the Controller determines that the Processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the
Controller or the Controller's designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Sub-processor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which give effect to the
terms set out in this Joint Schedule 11 such that they apply to the
Subprocessor; and

provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than 30 Working Days’
notice, revise this Joint Schedule 11 by replacing it with any applicable
controller to processor standard clauses or similar terms forming part of an
applicable certification scheme (which shall apply when incorporated by
attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Relevant Authority may on not less than 30
Working Days’ notice to the Supplier amend the Contract to ensure that it
complies with any guidance issued by the Information Commissioner’s Office.



Where the Parties are Joint Controllers of Personal Data

16.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall implement paragraphs that are necessary
to comply with GDPR Article 26 based on the terms set out in Annex 2 to this
Joint Schedule 11 (Processing Data).

Independent Controllers of Personal Data

17.

18.

19.

20.

21.

(@)

22.

23.

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controller but which is not under the Joint Control of the
Parties, each Party undertakes to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 7 of this Joint Schedule 11 above, the recipient of the Personal
Data will provide all such relevant documents and information relating to its data
protection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 GDPR in respect of the Processing of Personal Data for the purposes of the
Contract.

The Parties shall only provide Personal Data to each other:

to the extent necessary to perform their respective obligations under the
Contract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controller, implement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the
GDPR, and the measures shall, at a minimum, comply with the requirements of
the Data Protection Legislation, including Article 32 of the GDPR.

A Party Processing Personal Data for the purposes of the Contract shall
maintain a record of its Processing activities in accordance with Article 30



24.

(a)

25.

(a)

26.

27.

GDPR and shall make the record available to the other Party upon reasonable
request.

Where a Party receives a request by any Data Subject to exercise any of their
rights under the Data Protection Legislation in relation to the Personal Data
provided to it by the other Party pursuant to the Contract (“Request
Recipient”):

the other Party shall provide any information and/or assistance as reasonably
requested by the Request Recipient to help it respond to the request or
correspondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or
relates to that other Party's Processing of the Personal Data, the Request
Recipient will:

(i) promptly, and in any event within five (5) Working Days of receipt
of the request or correspondence, inform the other Party that it
has received the same and shall forward such request or
correspondence to the other Party; and

(i) provide any information and/or assistance as reasonably
requested by the other Party to help it respond to the request or
correspondence in the timeframes specified by Data Protection
Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party
pursuant to the Contract and shall:

do all such things as reasonably necessary to assist the other Party in
mitigating the effects of the Personal Data Breach;

implement any measures necessary to restore the security of any
compromised Personal Data;

work with the other Party to make any required notifications to the Information
Commissioner’s Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively
to exercise rights and obligations under the Contract as specified in Annex 1
(Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party’s respective obligations under the Contract which is
specified in Annex 1 (Processing Personal Data).



28.

Notwithstanding the general application of paragraphs 2 to 15 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs16 to
27 of this Joint Schedule 11.



Annex 1 - Processing Personal Data A) Template

This Annex shall be completed by the Controller, who may take account of the view
of the Processors, however the final decision as to the content of this Annex shall be
with the Relevant Authority at its absolute discretion.

1.1 The contact details of the Relevant Authority’s Data Protection Officer are:
[Insert Contact details]
1.2  The contact details of the Supplier’s Data Protection Officer are: [Insert Contact
details]
1.3  The Processor shall comply with any further written instructions with respect to
Processing by the Controller.
1.4  Any such further instructions shall be incorporated into this Annex.
Description Details
Identity of The Relevant Authority is Controller and the Supplier is
Controller for each | Processor
Category of The Parties acknowledge that in accordance with paragraph 2 to
Personal Data paragraph 15 and for the purposes of the Data Protection

Legislation, the Relevant Authority is the Controller and the
Supplier is the Processor of the following Personal Data:

e [Insertthe scope of Personal Data for which the purposes and
means of the Processing by the Supplier is determined by the
Relevant Authority]

The Supplier is Controller and the Relevant Authority is
Processor

The Parties acknowledge that for the purposes of the Data
Protection Legislation, the Supplier is the Controller and the
Relevant Authority is the Processor in accordance with paragraph 2
to paragraph 15 of the following Personal Data:

e [insert the scope of Personal Data which the purposes and
means of the Processing by the Relevant Authority is
determined by the Supplier]

The Parties are Joint Controllers

The Parties acknowledge that they are Joint Controllers for the
purposes of the Data Protection Legislation in respect of:

e [Iinsert the scope of Personal Data which the purposes and
means of the Processing is determined by the both Parties
together]




The Parties are Independent Controllers of Personal Data

The Parties acknowledge that they are Independent Controllers for
the purposes of the Data Protection Legislation in respect of:

e Business contact details of Supplier Personnel for which the
Supplier is the Controller,

e Business contact details of any directors, officers, employees,
agents, consultants and contractors of Relevant Authority
(excluding the Supplier Personnel) engaged in the
performance of the Relevant Authority’s duties under the
Contract) for which the Relevant Authority is the Controller,

e [Insert the scope of other Personal Data provided by one
Party who is Controller to the other Party who will separately
determine the nature and purposes of its Processing the
Personal Data on receipt e.qg. where (1) the Supplier has
professional or regulatory obligations in respect of Personal
Data received, (2) a standardised service is such that the
Relevant Authority cannot dictate the way in which Personal
Data is processed by the Supplier, or (3) where the Supplier
comes to the transaction with Personal Data for which it is
already Controller for use by the Relevant Authority]

[Guidance where multiple relationships have been identified above,
please address the below rows in the table for in respect of each
relationship identified]

Duration of the

[Clearly set out the duration of the Processing including dates]

Processing

Nature and [Please be as specific as possible, but make sure that you cover all
purposes of the intended purposes.

Processing The nature of the Processing means any operation such as

collection, recording, organisation, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction of data
(whether or not by automated means) efc.

The purpose might include: employment processing, statutory
obligation, recruitment assessment etc]




Type of Personal
Data

[Examples here include: name, address, date of birth, NI number,
telephone number, pay, images, biometric data etc]

Categories of Data
Subject

[Examples include: Staff (including volunteers, agents, and
temporary workers), customers/ clients, suppliers, patients,
students / pupils, members of the public, users of a particular
website etc]

Plan for return and
destruction of the
data once the
Processing is
complete
UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

[Describe how long the data will be retained for, how it be returned
or destroyed]




B)

DPS Contract Personal Data Processing

Description Details

Identity of CCS is Controller and the Supplier is Processor

Controller for each | The Parties acknowledge that in accordance with paragraphs 2 to
Category of paragraph 15 and for the purposes of the Data Protection

Personal Data

Legislation, CCS is the Controller and the Supplier is the Processor
of the Personal Data recorded below

Duration of the

Up to 7 years after the expiry or termination of the DPS Contract

Processing

Nature and To facilitate the fulfilment of the Suppﬁier’s obligations arising under
purposes of the this DPS Contract including

Processing i. Ensuring effective communication between the Supplier and

CSS

ii. Maintaining full and accurate records of every Order
Contract arising under the Framework Agreement in accordance
with Core Terms Clause 15 ( Record Keeping and Reporting)

Type of Personal
Data

Includes:

i. Contact details of, and communications with, CSS staff
concerned with management of the DPS Contract

ii. Contact details of, and communications with, Buyer staff
concerned with award and management of Order
Contracts awarded under the DPS Contract,

iii. Contact details, and communications with, Sub-contractor
staff concerned with fulfilment of the Supplier's
obligations arising from this DPS Contract

Contact details, and communications with Supplier staff concerned
with management of the DPS Contract

Categories of Data
Subject

Includes:

i. CSS staff concerned with management of the DPS
Contract

ii. Buyer staff concerned with award and management of
Call-Off Contracts awarded under the DPS Contract

iii. Sub-contractor staff concerned with fulfiiment of the
Supplier’'s obligations arising from this DPS Contract




Supplier staff concerned with fulfilment of the Supplier’s obligations
arising under this DPS Contract

Plan for return and
destruction of the
data once the
Processing is
complete
UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

All relevant data to be deleted 7 years after the expiry or
termination of this DPS Contract unless longer retention is required
by Law or the terms of any Order Contract arising hereunder




Annex 2 - Joint Controller Agreement

1. Joint Controller Status and Allocation of Responsibilities

1.1 With respect to Personal Data under Joint Control of the Parties, the Parties
envisage that they shall each be a Data Controller in respect of that Personal Data in
accordance with the terms of this Annex 2 (Joint Controller Agreement) in
replacement of paragraphs 2-15 of Joint Schedule 11 (Where one Party is Controller
and the other Party is Processor) and paragraphs 7-27 of Joint Schedule 11
(Independent Controllers of Personal Data). Accordingly, the Parties each undertake
to comply with the applicable Data Protection Law in respect of their Processing of
such Personal Data as Data Controllers.

1.2 The Parties agree that the [Supplier/Relevant Authority]:

(a) is the exclusive point of contact for Data Subjects and is responsible for all
steps necessary to comply with the GDPR regarding the exercise by Data
Subjects of their rights under the GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable
alternative in connection with the exercise of their rights as Data Subjects
and for any enquiries concerning their Personal Data or privacy;

(c) s solely responsible for the Parties’ compliance with all duties to provide
information to Data Subjects under Articles 13 and 14 of the GDPR,;

(d) is responsible for obtaining the informed consent of Data Subjects, in
accordance with the GDPR, for Processing in connection with the Services
where consent is the relevant legal basis for that Processing; and

(e) shall make available to Data Subjects the essence of this Annex (and notify
them of any changes to it) concerning the allocation of responsibilities as
Joint Controller and its role as exclusive point of contact, the Parties having
used their best endeavours to agree the terms of that essence. This must
be outlined in the [Supplier's/Relevant Authority’s] privacy policy (which
must be readily available by hyperlink or otherwise on all of its public facing
services and marketing).

1.3 Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data
Subject has the right to exercise their legal rights under the Data Protection Law as
against the relevant Party as Controller.

2. Undertakings of both Parties

2.1 The Supplier and the Relevant Authority each undertake that they shall:

(@) report to the other Party every [x] months on:

(i) the volume of Data Subject Request (or purported Data Subject
Requests) from Data Subjects (or third parties on their behalf);

(i) the volume of requests from Data Subjects (or third parties on their
behalf) to rectify, block or erase any Personal Data;

(iii) any other requests, complaints or communications from Data
Subjects (or third parties on their behalf) relating to the other Party’s
obligations under applicable Data Protection Legislation;



(€)

(iv) any communications from the Information Commissioner or any
other regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data
where compliance with such request is required or purported to be
required by Law,

that it has received in relation to the subject matter of the Contract during

that period;

notify each other immediately if it receives any request, complaint or

communication made as referred to in Clauses 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to

any request, complaint or communication made as referred to in Clauses

2.1(a)(iii) to (v) to enable the other Party to comply with the relevant
timescales set out in the Data Protection Legislation;

not disclose or transfer the Personal Data to any third party unless

necessary for the provision of the Services and, for any disclosure or

transfer of Personal Data to any third party, save where such disclosure
or transfer is specifically authorised under the Contract or is required by

Law) ensure consent has been obtained from the Data Subject before

disclosing or transferring the Personal Data to the third partry. For the

avoidance of doubt to which Personal Data is transferred must be subject
to equivalent obligations which are no less onerous than those set out in
this Annex;

request from the Data Subject only the minimum information necessary to

provide the Services and treat such extracted information as Confidential

Information;

ensure that at all times it has in place appropriate Protective Measures to

guard against unauthorised or unlawful Processing of the Personal Data

and/or accidental loss, destruction or damage to the Personal Data and
unauthorised or unlawful disclosure of or access to the Personal Data;
take all reasonable steps to ensure the reliability and integrity of any of its

Personnel who have access to the Personal Data and ensure that its

Personnel:

(i) are aware of and comply with their duties under this Annex 2 (Data
Sharing Agreement) and those in respect of Confidential Information

(i) are informed of the confidential nature of the Personal Data, are
subject to appropriate obligations of confidentiality and do not
publish, disclose or divulge any of the Personal Data to any third
party where the that Party would not be permitted to do so;

(i) have undergone adequate training in the use, care, protection and
handling of personal data as required by the applicable Data
Protection Law;

ensure that it has in place Protective Measures as appropriate to protect

against a Data Loss Event having taken account of the:

(i) nature of the data to be protected;



2.2

(i) harm that might result from a Data Loss Event;
(iii) state of technological development; and
(iv) cost of implementing any measures;

(i) ensure that it has the capability (whether technological or otherwise), to
the extent required by Data Protection Law, to provide or correct or delete
at the request of a Data Subject all the Personal Data relating to that
Data Subject that the Supplier holds; and

(i)  ensure that it notifies the other Party as soon as it becomes aware of a
Data Loss Event.

Each Joint Controller shall use its reasonable endeavours to assist the other
Controller to comply with any obligations under applicable Data Protection Law and
shall not perform its obligations under this Annex in such a way as to cause the other
Joint Controller to breach any of its obligations under applicable Data Protection Law
to the extent it is aware, or ought reasonably to have been aware, that the same
would be a breach of such obligations

3. Data Protection Breach

3.1 Without prejudice to Paragraph 3.2, each Party shall notify the other Party
promptly and without undue delay, and in any event within 48 hours, upon becoming
aware of any Personal Data Breach or circumstances that are likely to give rise to a
Personal Data Breach, providing the other Party and its advisors with:

(a) sufficient information and in a timescale which allows the other Party to meet any
obligations to report a Personal Data Breach under the Data Protection Legislation;
(b) all reasonable assistance, including:

(i) co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;

(i) co-operation with the other Party including taking such reasonable steps
as are directed by the other Party to assist in the investigation, mitigation
and remediation of a Personal Data Breach;

(iii) co-ordination with the other Party regarding the management of public
relations and public statements relating to the Personal Data Breach;
and/or

(iv) providing the other Party and to the extent instructed by the other Party
to do so, and/or the Information Commissioner investigating the Personal
Data Breach, with complete information relating to the Personal Data
Breach, including, without limitation, the information set out in Clause
3.2.

3.2 Each Party shall take all steps to restore, re-constitute and/or reconstruct any
Personal Data where it has lost, damaged, destroyed, altered or corrupted as a
result of a Personal Data Breach as it was that Party’s own data at its own cost with



all possible speed and shall provide the other Party with all reasonable assistance in
respect of any such Personal Data Breach, including providing the other Party, as
soon as possible and within 48 hours of the Personal Data Breach relating to the
Personal Data Breach, in particular:

(a) the nature of the Personal Data Breach;

(b) the nature of Personal Data affected;

(c) the categories and number of Data Subjects concerned;

(d) the name and contact details of the Supplier’'s Data Protection Officer or other
relevant contact from whom more information may be obtained;

(e) measures taken or proposed to be taken to address the Personal Data Breach;
and

(f) describe the likely consequences of the Personal Data Breach.

4. Audit

4.1 The Supplier shall permit:

(a) the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, to conduct, at the Relevant Authority’s cost, data privacy
and security audits, assessments and inspections concerning the Supplier's
data security and privacy procedures relating to Personal Data, its compliance
with this Annex 2 and the Data Protection Law; and/or

(b) the Relevant Authority, or a third-party auditor acting under the Relevant
Authority’s direction, access to premises at which the Personal Data is
accessible or at which it is able to inspect any relevant records, including the
record maintained under Article 30 GDPR by the Supplier so far as relevant to
the Contract, and procedures, including premises under the control of any third
party appointed by the Supplier to assist in the provision of the Services.

4.2 The Relevant Authority may, in its sole discretion, require the Supplier to provide
evidence of the Supplier's compliance with Clause 4.1 in lieu of conducting such an
audit, assessment or inspection.

5. Impact Assessments

5.1 The Parties shall:

(a) provide all reasonable assistance to the each other to prepare any data
protection impact assessment as may be required (including provision of
detailed information and assessments in relation to Processing operations,
risks and measures); and

(b) maintain full and complete records of all Processing carried out in respect of the
Personal Data in connection with the Contract, in accordance with the terms of
Article 30 GDPR.

6. ICO Guidance

The Parties agree to take account of any guidance issued by the Information
Commissioner and/or any relevant Central Government Body. The Relevant
Authority may on not less than thirty (30) Working Days’ notice to the Supplier



amend the Contract to ensure that it complies with any guidance issued by the
Information Commissioner and/or any relevant Central Government Body.
7. Liabilities for Data Protection Breach

7.1 If financial penalties are imposed by the Information Commissioner on either the

Relevant Authority or the Supplier for a Personal Data Breach ("Financial
Penalties") then the following shall occur:

(a) if in the view of the Information Commissioner, the Relevant Authority is

responsible for the Personal Data Breach, in that it is caused as a result of the
actions or inaction of the Relevant Authority, its employees, agents, contractors
(other than the Supplier) or systems and procedures controlled by the Relevant
Authority, then the Relevant Authority shall be responsible for the payment of
such Financial Penalties. In this case, the Relevant Authority will conduct an
internal audit and engage at its reasonable cost when necessary, an
independent third party to conduct an audit of any such Personal Data Breach.
The Supplier shall provide to the Relevant Authority and its third party
investigators and auditors, on request and at the Supplier's reasonable cost,
full cooperation and access to conduct a thorough audit of such Personal Data
Breach;

(b) if in the view of the Information Commissioner, the Supplier is responsible for

the Personal Data Breach, in that it is not a Personal Data Breach that the
Relevant Authority is responsible for, then the Supplier shall be responsible for
the payment of these Financial Penalties. The Supplier will provide to the
Relevant Authority and its auditors, on request and at the Supplier’s sole cost,
full cooperation and access to conduct a thorough audit of such Personal Data
Breach; or

(c) if no view as to responsibility is expressed by the Information Commissioner,

then the Relevant Authority and the Supplier shall work together to investigate
the relevant Personal Data Breach and allocate responsibility for any Financial
Penalties as outlined above, or by agreement to split any financial penalties
equally if no responsibility for the Personal Data Breach can be apportioned. In
the event that the Parties do not agree such apportionment then such Dispute



shall be referred to the Dispute Resolution Procedure set out in Clause 34 of
the Core Terms (Resolving disputes).

7.2 If either the Relevant Authority or the Supplier is the defendant in a legal claim
brought before a court of competent jurisdiction (“Court”) by a third party in respect
of a Personal Data Breach, then unless the Parties otherwise agree, the Party that is
determined by the final decision of the court to be responsible for the Personal Data
Breach shall be liable for the losses arising from such Personal Data Breach. Where
both Parties are liable, the liability will be apportioned between the Parties in
accordance with the decision of the Court.

7.3 In respect of any losses, cost claims or expenses incurred by either Party as a
result of a Personal Data Breach (the “Claim Losses”):

(a) if the Relevant Authority is responsible for the relevant Personal Data Breach,
then the Relevant Authority shall be responsible for the Claim Losses;

(b) if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

(c) if responsibility for the relevant Personal Data Breach is unclear, then the
Relevant Authority and the Supplier shall be responsible for the Claim Losses
equally.

7.4 Nothing in either clause 7.2 or clause 7.3 shall preclude the Relevant Authority
and the Supplier reaching any other agreement, including by way of compromise
with a third party complainant or claimant, as to the apportionment of financial
responsibility for any Claim Losses as a result of a Personal Data Breach, having
regard to all the circumstances of the Personal Data Breach and the legal and
financial obligations of the Relevant Authority.
8. Termination
If the Supplier is in material Default under any of its obligations under this Annex 2
(Joint Control Memorandum of Understanding), the Relevant Authority shall be
entitled to terminate the Contract by issuing a Termination Notice to the Supplier in
accordance with Clause 10 (Ending the contract).
9. Sub-Processing
9.1 In respect of any Processing of Personal Data performed by a third party on
behalf of a Party, that Party shall:
(a) carry out adequate due diligence on such third party to ensure that it is
capable of providing the level of protection for the Personal Data as is
required by the Contract, and provide evidence of such due diligence to the
other Party where reasonably requested; and
(b) ensure that a suitable agreement is in place with the third party as required
under applicable Data Protection Law.



10. Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and
storage media that are to be retained as soon as practicable after it has ceased to be
necessary for them to retain such Personal Data under applicable Data Protection Law
and their privacy policy (save to the extent (and for the limited period) that such
information needs to be retained by the a Party for statutory compliance purposes or
as otherwise required by the Contract), and taking all further actions as may be
necessary to ensure its compliance with Data Protection Law and its privacy policy.



Order Schedule 1 (Transparency Reports)

1.

The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to
transparency principles v1.1
(https://www.gov.uk/government/publications/procurement-policy-note-0117-
update-to-transparency-principles). The Supplier shall comply with the
provisions of this Schedule in order to assist the Buyer with its compliance
with its obligations under that PPN.

Without prejudice to the Supplier's reporting requirements set out in the DPS
Contract, within three (3) Months of the Start Date the Supplier shall submit to
the Buyer for Approval (such Approval not to be unreasonably withheld or
delayed) draft Transparency Reports consistent with the content requirements
and format set out in the Annex of this Schedule.

If the Buyer rejects any proposed Transparency Report submitted by the
Supplier, the Supplier shall submit a revised version of the relevant report for
further Approval within five (5) days of receipt of any notice of rejection, taking
account of any recommendations for revision and improvement to the report
provided by the Buyer. If the Parties fail to agree on a draft Transparency
Report the Buyer shall determine what should be included. Any other
disagreement in connection with Transparency Reports shall be treated as a
Dispute.

The Supplier shall provide accurate and up-to-date versions of each
Transparency Report to the Buyer at the frequency referred to in the Annex of
this Schedule.



Annex A: List of Transparency Reports

Title Content Format Frequency
Performance Details of Online via Quarterly, if required
performance against | Government in line with any
KPI's transparency Cabinet Office
website guidance
Contract Contract Information | Online via At contract award
and Total Price — Government
commercial and transparency
personnel sensitive | website
information redacted




Order Schedule 2 (Staff Transfer)

Guidance note: Buyers will need to ensure that appropriate provisions are included
to deal with staff transfer on both entry and exit, and, irrespective of whether TUPE
does apply on entry if there are employees eligible for New Fair Deal pension
protection then the appropriate pensions provisions will also need to be selected.

If there is a staff transfer from the Buyer on entry (1st generation) then Part A shall
apply.

If there is a staff transfer from former/incumbent supplier on entry (2nd generation),
Part B shall apply.

If there is both a 1st and 2nd generation staff transfer on entry, then both Part A and
Part B shall apply.

If either Part A and/or Part B apply, then consider whether Part D (Pensions) shall
apply and the Buyer shall indicate on the Order Form which Annex shall apply (either
D1 (CSPS), D2 (NHSPS), or D3 (LGPS)). Part D pensions may also apply where
there is not a TUPE transfer for example where the incumbent provider is successful.
If there is no staff transfer (either 1st generation or 2nd generation) at the Start Date
then Part C shall apply and Part D pensions may also apply where there is not a
TUPE transfer for example where the incumbent provider is successful.

If the position on staff transfers is not known at the bid stage, include Parts A, B, C
and D at the bid stage and then update the Buyer Contract Details before signing to
specify whether Parts A and/or B, or C and D apply to the Contract.

Part E (dealing with staff transfer on exit) shall apply to every Contract.

For further guidance on this Schedule contact Government Legal Department’s
Employment Law Group]

1. Definitions

1.1 In this Schedule, the following words have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Employee all claims, actions, proceedings, orders, demands,

Liability" complaints, investigations (save for any claims for
personal injury which are covered by insurance) and
any award, compensation, damages, tribunal awards,
fine, loss, order, penalty, disbursement, payment
made by way of settlement and costs, expenses and
legal costs reasonably incurred in connection with a
claim or investigation including in relation to the
following:

a) redundancy payments including contractual or
enhanced redundancy costs, termination costs
and notice payments;



"Former
Supplier"

"Partial
Termination"

"Relevant
Transfer”

"Relevant
Transfer Date"

b) unfair, wrongful or constructive dismissal
compensation;

c) compensation for discrimination on grounds
of sex, race, disability, age, religion or belief,
gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual
orientation or claims for equal pay;

d) compensation for less favourable treatment of
part-time workers or fixed term employees;

e) outstanding debts and unlawful deduction of
wages including any PAYE and National
Insurance Contributions in relation to payments
made by the Buyer or the Replacement Supplier
to a Transferring Supplier Employee which
would have been payable by the Supplier or the
Sub-contractor if such payment should have
been made prior to the Service Transfer Date
and also including any payments arising in
respect of pensions;

f)  claims whether in tort, contract or statute or
otherwise;

any investigation by the Equality and Human Rights
Commission or other enforcement, regulatory or
supervisory body and of implementing any
requirements which may arise from such investigation;

a supplier supplying the Deliverables to the Buyer
before the Relevant Transfer Date that are the same as
or substantially similar to the Deliverables (or any part
of the Deliverables) and shall include any Sub-
contractor of such supplier (or any Sub-contractor of
any such Sub-contractor);

the partial termination of the relevant Contract to the
extent that it relates to the provision of any part of the
Services as further provided for in Clause 10.4 (When
CCS or the Buyer can end this contract ) or 10.6
(When the Supplier can end the contract);

1 transfer of employment to which the Employment
Regulations applies;

n relation to a Relevant Transfer, the date upon which
the Relevant Transfer takes place, and for the
purposes of Part D: Pensions, shall include the
Commencement Date, where appropriate;



"Supplier's Final 1 list provided by the Supplier of all Supplier Personnel

Supplier
Personnel List"

"Supplier's
Provisional
Supplier
Personnel List"

"Staffing
Information™

whose will transfer under the Employment Regulations

on the Service Transfer Date;

a list prepared and updated by the Supplier of all

Supplier Personnel who are at the date of the list
wholly or mainly engaged in or assigned to the
provision of the Services or any relevant part of the
Services which it is envisaged as at the date of such
list will no longer be provided by the Supplier;

in relation to all persons identified on the Supplier's
Provisional Supplier Personnel List or Supplier's Final
Supplier Personnel List, as the case may be, such
information as the Buyer may reasonably request
(subject to all applicable provisions of the Data
Protection Laws), but including in an anonymised
format:

(@) their ages, dates of commencement of
employment or engagement, gender and place
of work;

(b)  details of whether they are employed, self-
employed contractors or consultants, agency
workers or otherwise;

(c) the identity of the employer or relevant
contracting Party;

(d)  their relevant contractual notice periods and any
other terms relating to termination of
employment, including redundancy procedures,
and redundancy payments;

(e) their wages, salaries, bonuses and profit sharing
arrangements as applicable;

(f) details of other employment-related benefits,
including (without limitation) medical insurance,
life assurance, pension or other retirement
benefit schemes, share option schemes and
company car schedules applicable to them;

(g) any outstanding or potential contractual,
statutory or other liabilities in respect of such
individuals (including in respect of personal
injury claims);



2.

"Term"

"Transferring
Buyer
Employees”

"Transferring
Former Supplier
Employees”

INTERPRETATION

(h)  details of any such individuals on long term
sickness absence, parental leave, maternity
leave or other authorised long term absence;

(i) copies of all relevant documents and materials
relating to such information, including copies of
relevant contracts of employment (or relevant
standard contracts if applied generally in respect
of such employees); and

() any other "employee liability information" as
such term is defined in regulation 11 of the
Employment Regulations;

the period commencing on the Start Date and ending
on the expiry of the Initial Period or any Extension
Period or on earlier termination of the relevant
Contract;

those employees of the Buyer to whom the
Employment Regulations will apply on the Relevant
Transfer Date and whose names are provided to the
Supplier on or prior to the Relevant Transfer Date;

in relation to a Former Supplier, those employees of
the Former Supplier to whom the Employment
Regulations will apply on the Relevant Transfer Date
and whose names are provided to the Supplier on or
prior to the Relevant Transfer Date.

Where a provision in this Schedule imposes any obligation on the Supplier including

(without limit) to comply with a requirement or provide an indemnity, undertaking or

warranty, the Supplier shall procure that each of its Sub-contractors shall comply
with such obligation and provide such indemnity, undertaking or warranty to CCS,
the Buyer, Former Supplier, Replacement Supplier or Replacement Sub-contractor,

as the case may be and where the Sub-contractor fails to satisfy any claims under
such indemnities the Supplier will be liable for satisfying any such claim as if it had
provided the indemnity itself.

Which parts of this Schedule apply

Only the following parts of this Schedule shall apply to this Order Contract:

[Delete if not applicable to the Order Contract]
o [Part C (No Staff Transfer On Start Date)]
o Part E (Staff Transfer on Exit)



PART C: NO STAFF TRANSFER ON THE START

DATE

1. What happens if there is a staff transfer

1.1 The Buyer and the Supplier agree that the commencement of the provision
of the Services or of any part of the Services will not be a Relevant Transfer
in relation to any employees of the Buyer and/or any Former Supplier.

1.2 Subject to Paragraphs 1.3, 1.4 and 1.5, if any employee of the Buyer and/or
a Former Supplier claims, or it is determined in relation to any employee of
the Buyer and/or a Former Supplier, that his/her contract of employment
has been transferred from the Buyer and/or the Former Supplier to the
Supplier and/or any Sub-contractor pursuant to the Employment
Regulations then:

1.2.1

1.2.2

1.2.3

1.2.4

the Supplier will, within 5 Working Days of becoming aware
of that fact, notify the Buyer in writing;

the Buyer may offer employment to such person, or take
such other steps as it considered appropriate to resolve the
matter, within 10 Working Days of receipt of notice from the
Supplier;

if such offer of employment is accepted, the Supplier shall
immediately release the person from its employment;

if after the period referred to in Paragraph 1.2.2 no such offer
has been made, or such offer has been made but not
accepted, the Supplier may within 5 Working Days give
notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 1.2.1 to 1.2.4:

(@)

(b)

the Buyer will indemnify the Supplier and/or the relevant
Sub-contractor against all Employee Liabilities arising out
of the termination of the employment of any of the Buyer's

employees referred to in Paragraph 1.2; and

the Buyer will procure that the Former Supplier
indemnifies the Supplier and/or any Sub-contractor
against all Employee Liabilities arising out of termination
of the employment of the employees of the Former
Supplier referred to in Paragraph 1.2.

1.3 The indemnities in Paragraph 1.2 shall not apply to any claim:

1.3.1

for discrimination, including on the grounds of sex, race,
disability, age, gender reassignment, marriage or civil
partnership, pregnancy and maternity or sexual orientation,
religion or belief or equal pay or compensation for less
favourable treatment of part-time workers or fixed-term
employees in relation to any alleged act or omission of the
Supplier and/or Sub-contractor; or



1.3.2 any claim that the termination of employment was unfair
because the Supplier and/or any Sub-contractor neglected to
follow a fair dismissal procedure

1.4 The indemnities in Paragraph 1.2 shall not apply to any termination of
employment occurring later than 3 Months from the Commencement Date.

1.5 If the Supplier and/or the Sub-contractor does not comply with
Paragraph 1.2, all Employee Liabilities in relation to such employees shall
remain with the Supplier and/or the Sub-contractor and the Supplier shall (i)
comply with the provisions of Part D: Pensions of this Schedule, and (ii)
indemnify the Buyer and any Former Supplier against any Employee
Liabilities that either of them may incur in respect of any such employees of
the Supplier and/or employees of the Sub-contractor.

. Limits on the Former Supplier’s obligations

Where in this Part C the Buyer accepts an obligation to procure that a Former
Supplier does or does not do something, such obligation shall be limited so that it
extends only to the extent that the Buyer's contract with the Former Supplier
contains a contractual right in that regard which the Buyer may enforce, or
otherwise so that it requires only that the Buyer must use reasonable endeavours
to procure that the Former Supplier does or does not act accordingly.



Part E: Staff Transfer on Exit

1. Obligations before a Staff Transfer

1.1

1.2

1.3

1.4

1.5

The Supplier agrees that within 20 Working Days of the earliest of:

1.1.1 receipt of a notification from the Buyer of a Service Transfer
or intended Service Transfer;

1.1.2 receipt of the giving of notice of early termination or any
Partial Termination of the relevant Contract;

1.1.3 the date which is 12 Months before the end of the Term; and

1.1.4 receipt of a written request of the Buyer at any time (provided
that the Buyer shall only be entitled to make one such
request in any 6 Month period),

it shall provide in a suitably anonymised format so as to comply with the
Data Protection Laws, the Supplier's Provisional Supplier Personnel List,
together with the Staffing Information in relation to the Supplier's
Provisional Supplier Personnel List and it shall provide an updated
Supplier's Provisional Supplier Personnel List at such intervals as are
reasonably requested by the Buyer.

At least 20 Working Days prior to the Service Transfer Date, the Supplier
shall provide to the Buyer or at the direction of the Buyer to any
Replacement Supplier and/or any Replacement Sub-contractor (i) the
Supplier's Final Supplier Personnel List, which shall identify the basis upon
which they are Transferring Supplier Employees and (ii) the Staffing
Information in relation to the Supplier’s Final Supplier Personnel List
(insofar as such information has not previously been provided).

The Buyer shall be permitted to use and disclose information provided by
the Supplier under Paragraphs 1.1 and 1.2 for the purpose of informing any
prospective Replacement Supplier and/or Replacement Sub-contractor.

The Supplier warrants, for the benefit of The Buyer, any Replacement
Supplier, and any Replacement Sub-contractor that all information provided
pursuant to Paragraphs 1.1 and 1.2 shall be true and accurate in all
material respects at the time of providing the information.

From the date of the earliest event referred to in Paragraph 1.1, 1.1.2

and 1.1.1, the Supplier agrees that it shall not assign any person to the
provision of the Services who is not listed on the Supplier’s Provisional
Supplier Personnel List and shall, unless otherwise instructed by the Buyer
(acting reasonably):

not replace or re-deploy any Supplier Personnel listed on the Supplier Provisional
Supplier Personnel List other than where any replacement is of equivalent grade,
skills, experience and expertise and is employed on the same terms and conditions
of employment as the person he/she replaces



not make, promise, propose, permit or implement any material changes to
the terms and conditions of (i) employment and/or (ii) pensions, retirement
and death benefits (including not to make pensionable any category of
earnings which were not previously pensionable or reduce the pension
contributions payable) of the Supplier Personnel (including any payments
connected with the termination of employment);

1.5.1

1.5.2

1.5.3

1.54

1.5.5

1.5.6

1.5.7

1.5.8

1.5.9

not increase the proportion of working time spent on the
Services (or the relevant part of the Services) by any of the
Supplier Personnel save for fulfilling assignments and
projects previously scheduled and agreed;

not introduce any new contractual or customary practice
concerning the making of any lump sum payment on the
termination of employment of any employees listed on the
Supplier's Provisional Supplier Personnel List;

not increase or reduce the total number of employees so
engaged, or deploy any other person to perform the Services
(or the relevant part of the Services);

not terminate or give notice to terminate the employment or
contracts of any persons on the Supplier's Provisional
Supplier Personnel List save by due disciplinary process;

not dissuade or discourage any employees engaged in the
provision of the Services from transferring their employment
to the Buyer and/or the Replacement Supplier and/or
Replacement Sub-contractor;

give the Buyer and/or the Replacement Supplier and/or
Replacement Sub-contractor reasonable access to Supplier
Personnel and/or their consultation representatives to inform
them of the intended transfer and consult any measures
envisaged by the Buyer, Replacement Supplier and/or
Replacement Sub-contractor in respect of persons expected
to be Transferring Supplier Employees;

co-operate with the Buyer and the Replacement Supplier
to ensure an effective consultation process and smooth
transfer in respect of Transferring Supplier Employees in line
with good employee relations and the effective continuity of
the Services, and to allow for participation in any pension
arrangements to be put in place to comply with New Fair
Deal;

promptly notify the Buyer or, at the direction of the Buyer,
any Replacement Supplier and any Replacement Sub-
contractor of any notice to terminate employment given by
the Supplier or received from any persons listed on the
Supplier's Provisional Supplier Personnel List regardless of
when such notice takes effect;

not for a period of 12 Months from the Service Transfer Date
re-employ or re-engage or entice any employees, suppliers



1.6

1.5.10

1.5.11

1.5.12

1.5.13

1.5.14

or Sub-contractors whose employment or engagement is
transferred to the Buyer and/or the Replacement Supplier
(unless otherwise instructed by the Buyer (acting
reasonably));

not to adversely affect pension rights accrued by all and any
Fair Deal Employees in the period ending on the Service
Transfer Date;

fully fund any Broadly Comparable pension schemes set up
by the Supplier;

maintain such documents and information as will be
reasonably required to manage the pension aspects of any
onward transfer of any person engaged or employed by the
Supplier or any Sub-contractor in the provision of the
Services on the expiry or termination of this Contract
(including without limitation identification of the Fair Deal
Employees);

promptly provide to the Buyer such documents and
information mentioned in Paragraph Error! Reference s
ource not found. of Part D: Pensions which the Buyer may
reasonably request in advance of the expiry or termination of
this Contract; and

fully co-operate (and procure that the trustees of any Broadly
Comparable pension scheme shall fully co-operate) with the
reasonable requests of the Supplier relating to any
administrative tasks necessary to deal with the pension
aspects of any onward transfer of any person engaged or
employed by the Supplier or any Sub-contractor in the
provision of the Services on the expiry or termination of this
Contract.

On or around each anniversary of the Effective Date and up to four times
during the last 12 Months of the Term, the Buyer may make written
requests to the Supplier for information relating to the manner in which the
Services are organised. Within 20 Working Days of receipt of a written
request the Supplier shall provide such information as the Buyer may
reasonably require which shall include:

1.6.1

1.6.2

1.6.3

1.6.4

the numbers of employees engaged in providing the
Services;

the percentage of time spent by each employee engaged in
providing the Services;

the extent to which each employee qualifies for membership
of any of the Fair Deal Schemes (as defined in Part D:
Pensions); and

a description of the nature of the work undertaken by each
employee by location.



1.7 The Supplier shall provide all reasonable cooperation and assistance to the

Buyer, any Replacement Supplier and/or any Replacement Sub-contractor
to ensure the smooth transfer of the Transferring Supplier Employees on
the Service Transfer Date including providing sufficient information in
advance of the Service Transfer Date to ensure that all necessary payroll
arrangements can be made to enable the Transferring Supplier Employees
to be paid as appropriate. Without prejudice to the generality of the
foregoing, within 5 Working Days following the Service Transfer Date, the
Supplier shall provide to the Buyer or, at the direction of the Buyer, to any
Replacement Supplier and/or any Replacement Sub-contractor (as
appropriate), in respect of each person on the Supplier's Final Supplier
Personnel List who is a Transferring Supplier Employee:

1.7.1 the most recent month's copy pay slip data;

1.7.2 details of cumulative pay for tax and pension purposes;
1.7.3 details of cumulative tax paid;

1.7.4 tax code;

1.7.5 details of any voluntary deductions from pay; and

1.7.6 bank/building society account details for payroll purposes.

2. Staff Transfer when the contract ends

2.1

2.2

2.3

A change in the identity of the supplier of the Services (or part of the
Services), howsoever arising, may constitute a Relevant Transfer to which
the Employment Regulations will apply. The Buyer and the Supplier agree
that where a Relevant Transfer occurs, the contracts of employment
between the Supplier and the Transferring Supplier Employees (except in
relation to any contract terms disapplied through operation of

regulation 10(2) of the Employment Regulations) will have effect on and
from the Service Transfer Date as if originally made between the
Replacement Supplier and/or a Replacement Sub-contractor (as the case
may be) and each such Transferring Supplier Employee.

The Supplier shall comply with all its obligations in respect of the
Transferring Supplier Employees arising under the Employment
Regulations in respect of the period up to (and including) the Service
Transfer Date including (without limit) the payment of all remuneration,
benefits, entitlements, PAYE, national insurance contributions and pension
contributions and all such sums due as a result of any Fair Deal
Employees' participation in the Fair Deal Schemes (as defined in Part D:
Pensions).

Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer and/or the
Replacement Supplier and/or any Replacement Sub-contractor against any
Employee Liabilities arising from or as a result of any act or omission of the
Supplier or any Sub-contractor in respect of any Transferring Supplier
Employee or any appropriate employee representative (as defined in the
Employment Regulations) of any Transferring Supplier Employee whether
occurring before, on or after the Service Transfer Date.



2.4 The indemnity in Paragraph 2.3 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the
Replacement Supplier and/or any Replacement Sub-contractor whether
occurring or having its origin before, on or after the Service Transfer Date.

2.5 Subject to Paragraphs 2.6 and 2.7, if any employee of the Supplier who is
not identified in the Supplier's Final Transferring Supplier Employee List
claims, or it is determined in relation to any employees of the Supplier, that
his/her contract of employment has been transferred from the Supplier to
the Replacement Supplier and/or Replacement Sub-contractor pursuant to
the Employment Regulations then.

2.5.1 the Replacement Supplier and/or Replacement Sub-
contractor will, within 5 Working Days of becoming aware of
that fact, notify the Buyer and the Supplier in writing;

2.5.2 the Supplier may offer employment to such person, or take
such other steps as it considered appropriate to resolve the
matter, within 10 Working Days of receipt of notice from the
Replacement Supplier and/or Replacement Sub-contractor;

2.5.3 if such offer of employment is accepted, the Replacement
Supplier and/or Replacement Sub-contractor shall
immediately release the person from its employment;

2.5.4 if after the period referred to in Paragraph 2.5.2 no such offer
has been made, or such offer has been made but not
accepted, the Replacement Supplier and/or Replacement
Sub-contractor may within 5 Working Days give notice to
terminate the employment of such person;

and subject to the Replacement Supplier's and/or Replacement Sub-
contractor's compliance with Paragraphs 2.5.1 to 2.5.4 the Supplier
will indemnify the Replacement Supplier and/or Replacement Sub-
contractor against all Employee Liabilities arising out of the
termination of the employment of any of the Supplier's employees
referred to in Paragraph 2.5.

2.6 The indemnity in Paragraph 2.5 shall not apply to:

2.6.1 (a) any claim for discrimination, including on the grounds of
sex, race, disability, age, gender reassignment, marriage or
civil partnership, pregnancy and maternity or sexual
orientation, religion or belief, or equal pay or compensation
for less favourable treatment of part-time workers or fixed-
term employees, arising as a result of any alleged act or
omission of the Replacement Supplier and/or Replacement
Sub-contractor, or

2.6.2 (b) any claim that the termination of employment was unfair
because the Replacement Supplier and/or Replacement
Sub-contractor neglected to follow a fair dismissal procedure.

2.7 The indemnity in Paragraph 2.5 shall not apply to any termination of
employment occurring later than 3 Months from the Service Transfer Date.



2.8

29

2.10

2.1

If at any point the Replacement Supplier and/or Replacement Sub-contract
accepts the employment of any such person as is described in

Paragraph 2.5, such person shall be treated as a Transferring Supplier
Employee and Paragraph 2.5 shall cease to apply to such person.

The Supplier shall promptly provide the Buyer and any Replacement
Supplier and/or Replacement Sub-contractor, in writing such information as
is necessary to enable the Buyer, the Replacement Supplier and/or
Replacement Sub-contractor to carry out their respective duties under
regulation 13 of the Employment Regulations. The Buyer shall procure that
the Replacement Supplier and/or Replacement Sub-contractor, shall
promptly provide to the Supplier and each Sub-contractor in writing such
information as is necessary to enable the Supplier and each Sub-contractor
to carry out their respective duties under regulation 13 of the Employment
Regulations.

Subject to Paragraph 2.9, the Buyer shall procure that the Replacement
Supplier indemnifies the Supplier on its own behalf and on behalf of any
Replacement Sub-contractor and its Sub-contractors against any Employee
Liabilities arising from or as a result of any act or omission, whether
occurring before, on or after the Service Transfer Date, of the Replacement
Supplier and/or Replacement Sub-contractor in respect of any Transferring
Supplier Employee or any appropriate employee representative (as defined
in the Employment Regulations) of any such Transferring Supplier
Employee.

The indemnity in Paragraph 2.10 shall not apply to the extent that the
Employee Liabilities arise or are attributable to an act or omission of the
Supplier and/or any Sub-contractor (as applicable) whether occurring or
having its origin before, on or after the Service Transfer Date, including any
Employee Liabilities arising from the failure by the Supplier and/or any Sub-
contractor (as applicable) to comply with its obligations under the
Employment Regulations, or to the extent the Employee Liabilities arise out
of the termination of employment of any person who is not identified in the
Supplier’s Final Supplier Personnel List in accordance with Paragraph 2.5
(and subject to the limitations set out in Paragraphs 2.6 and 2.7 above).



Order Schedule 4 (Order Tender)

As detailed in suppliers tender submissions and proposals.



Order Schedule 5 (Pricing Details)

Core Services:
(Total value over 2 years - £1,656,103.20 ex VAT)

Year 1 Total £828,051.60 Year 2 Total £828,051.60
e Year 1 Year 1 Day Year 1 Role Year 2 Year 2 Day Year 2 Role
e el SFIA | pa Rate Total Day Rate Total
Reda edq ae . A ) O Vi O o 3 arp

Output 1 - Risk Management

Output 2 - Systems Cyber Risk
Identification and Assurance

Output 3 - Risk Mitigations

Output 4 - CylISOC Maturity
Development

Output 5 - Secure by Design (Sbd)
information security assessment and
implementation

Additional Optional T&M Rates:
(Maximum Limit of Liability across 2 years — £2,500,000 ex VAT)




Specific Area Role SHEN D avs Rate Total Rate

Output 1 - Risk Management Redacted under FOIA Section 43, Commercial interests

Output 2 - Systems Cyber Risk
Identification and Assurance

Output 3 - Risk Mitigations

Output 4 - CyISOC Maturity
Development

Output 5 - Secure by Design
(Sbd) information security
assessment and
implementation

Optional Output 6

Year 1 Day Year 1 Role Year 2 Day Year 2 Role

Maximum total spend under this contact - £4,156,103.20 ex VAT.

All prices stated are firm prices, to be paid in £ (GBP/Pounding Sterling), not subject to any

increase or exchange rates.

The contract value includes a limit of liability under which the Buyer shall be entitled to
purchase any goods and/or services listed at the firm prices set, dependent on Buyer
requirements.

The Prices set for each item shall be the total maximum price the Supplier shall charge for the

delivery of the goods and/or services covered within that item. No further costs shall be

claimed by the Supplier and all prices quoted shall include as a minimum, but not be limited to:

e Any direct or indirect costs.

Any labour costs or personnel salaries, pensions or contributions.

Any costs associated with management of the contract.

Any costs associated with providing required information to the Authority.
Any costs for processing of orders or taskings.

Any costs for submission of invoices.

Any costs for manufacture or provision of goods and/or services.

Any costs for delivery to the Authority.

Any fuel costs.

Any related travel and subsistence.

Any packaging.

Any import costs or charges.

Any implementation or exit costs.

Any installation or setup costs.

Any costs to deliver training or guidance.

Any sub-contractor costs.

Any IT or system related costs.

Any costs required to provide Authority access to systems or accounts.



Order Schedule 6 (ICT Services)

1. Definitions

1.1.

In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

0.1 "Buyer
Software"

0.3 "Buyer
System™

0.5 “Commercial

off the shelf Software”
or “COTS Software”

0.6 "Defect"

0.7

0.2 any software which is owned by or
licensed to the Buyer and which is or will be
used by the Supplier for the purposes of
providing the Deliverables;

0.4 the Buyer's computing environment
(consisting of hardware, software and/or
telecommunications networks or equipment)
used by the Buyer or the Supplier in connection
with this Order Contract which is owned by or
licensed to the Buyer by a third party and which
interfaces with the Supplier System or which is
necessary for the Buyer to receive the
Deliverables;

non-customised software where the IPR may be
owned and licensed either by the Supplier or a
third party depending on the context, and
which is commercially available for purchase
and subject to standard licence terms;

any of the following:

a) any error, damage or defect in the
manufacturing of a Deliverable; or

b) any error or failure of code within the
Software which causes a Deliverable to
malfunction or to produce unintelligible or
incorrect results; or

c) any failure of any Deliverable to provide the
performance, features and functionality
specified in the requirements of the Buyer or
the Documentation (including any adverse
effect on response times) regardless of
whether or not it prevents the relevant
Deliverable from passing any Test required
under this Order Contract; or

d) any failure of any Deliverable to operate in
conjunction with or interface with any other
Deliverable in order to provide the
performance, features and functionality
specified in the requirements of the Buyer or
the Documentation (including any adverse
effect on response times) regardless of



0.8 "ICT
Environment"

0.10 "Licensed
Software"

0.12 "New
Release"

0.14 "Open

Source Software"

0.16 "Operating
Environment"

0.18 "Quality
Plans"
0.20 "Sites"

whether or not it prevents the relevant
Deliverable from passing any Test required
under this Order Contract;

0.9 the Buyer System and the Supplier
System;
0.11 all and any Software licensed by or

through the Supplier, its Sub-Contractors or any
third party to the Buyer for the purposes of or
pursuant to this Order Contract, including any
COTS Software;

0.13 an item produced primarily to extend,
alter or improve the Software and/or any
Deliverable by providing additional functionality
or performance enhancement (whether or not
defects in the Software and/or Deliverable are
also corrected) while still retaining the original
designated purpose of that item;

0.15 computer software that has its source
code made available subject to an open-source
licence under which the owner of the copyright
and other IPR in such software provides the
rights to use, study, change and distribute the
software to any and all persons and for any and
all purposes free of charge;

0.17 means the Buyer System and any
premises (including the Buyer Premises, the
Supplier's premises or third party premises)

from, to or at which:

a) the Deliverables are (or are to be) provided;
or

b) the Supplier manages, organises or
otherwise directs the provision or the use of
the Deliverables; or

c) where any part of the Supplier System is
situated;

0.19 has the meaning given to it in
paragraph 6.1 of this Schedule;

0.21 has the meaning given to it in Joint
Schedule 1(Definitions), and for the purposes of
this Order Schedule shall also include any
premises from, to or at which physical interface
with the Buyer System takes place;



0.22 "Software" 0.23 Specially Written Software, COTS
Software and non-COTS Supplier and third
party Software;

0.24 "Software 0.25 has the meaning given to it in
Supporting Materials” paragraph 8.1 of this Schedule;

0.26 "Source 0.27 computer programs and/or data in

Code" eye-readable form and in such form that it can
be compiled or interpreted into equivalent binary
code together with all related design comments,
flow charts, technical information and
documentation necessary for the use,
reproduction, maintenance, modification and
enhancement of such software;

0.28 "Specially 0.29 any software (including database

Written Software" software, linking instructions, test scripts,
compilation instructions and test instructions)
created by the Supplier (or by a Sub-Contractor
or other third party on behalf of the Supplier)
specifically for the purposes of this Contract,
including any modifications or enhancements to
COTS Software. For the avoidance of doubt
Specially Written Software does not constitute

New IPR;
0.30 "Supplier 0.31 the information and communications
System" technology system used by the Supplier in

supplying the Deliverables, including the COTS
Software, the Supplier Equipment, configuration
and management utilities, calibration and testing
tools and related cabling (but excluding the
Buyer System);

2. When this Schedule should be used
2.1. This Schedule is designed to provide additional provisions necessary to
facilitate the provision of ICT services which are part of the Deliverables.
3. Buyer due diligence requirements

3.1. The Supplier shall satisfy itself of all relevant details, including but not
limited to, details relating to the following;

3.1.1. suitability of the existing and (to the extent that it is defined or
reasonably foreseeable at the Start Date) future Operating
Environment;

3.1.2. operating processes and procedures and the working methods of the
Buyer;



3.1.3.

3.1.4.

ownership, functionality, capacity, condition and suitability for use in
the provision of the Deliverables of the Buyer Assets; and

existing contracts (including any licences, support, maintenance and
other contracts relating to the Operating Environment) referred to in
the Due Diligence Information which may be novated to, assigned to
or managed by the Supplier under this Contract and/or which the
Supplier will require the benefit of for the provision of the
Deliverables.

3.2. The Supplier confirms that it has advised the Buyer in writing of:

3.2.1.

3.2.2.
3.2.3.

each aspect, if any, of the Operating Environment that is not suitable
for the provision of the Deliverables;

the actions needed to remedy each such unsuitable aspect; and
a timetable for and the costs of those actions.

4. Software warranty

4.1. The Supplier represents and warrants that:

41.1.

4.1.2.

it has and shall continue to have all necessary rights in and to the
Licensed Software made available by the Supplier (and/or any Sub-
Contractor) to the Buyer which are necessary for the performance of
the Supplier’s obligations under this Order Contract including the
receipt of the Deliverables by the Buyer;

all components of the Specially Written Software shall:

4.1.2.1. be free from material design and programming errors;

4.1.2.2. perform in all material respects in accordance with the
relevant specifications and Documentation; and

4.1.2.3. notinfringe any IPR.

5. Provision of ICT Services
5.1. The Supplier shall:

5.1.1.

5.1.2.

5.1.3.

ensure that the release of any new COTS Software in which the
Supplier owns the IPR, or upgrade to any Software in which the
Supplier owns the IPR complies with any interface requirements of
the Buyer specified in this Order Contract and (except in relation to
new Software or upgrades which are released to address Malicious
Software) shall notify the Buyer three (3) Months before the release
of any new COTS Software or Upgrade;

ensure that all Software including upgrades, updates and New
Releases used by or on behalf of the Supplier are currently
supported versions of that Software and perform in all material
respects in accordance with the relevant specification;

ensure that the Supplier System will be free of all encumbrances;



5.1.4. ensure that the Deliverables are fully compatible with any Buyer
Software, Buyer System, or otherwise used by the Supplier in
connection with this Order Contract;

5.1.5. minimise any disruption to the Services and the ICT Environment
and/or the Buyer's operations when providing the Deliverables;

6. Standards and Quality Requirements

7.

8.

6.1.

6.2.

6.3.

6.4.

The Supplier shall, where specified by the Buyer as part of their Order
Procedure, and in accordance with agreed timescales, develop quality plans
that ensure that all aspects of the Deliverables are the subject of quality
management systems and are consistent with BS EN ISO 9001 or any
equivalent standard which is generally recognised as having replaced it
("Quality Plans").

The Supplier shall seek Approval from the Buyer (not be unreasonably
withheld or delayed) of the Quality Plans before implementing them.
Approval shall not act as an endorsement of the Quality Plans and shall not
relieve the Supplier of its responsibility for ensuring that the Deliverables are
provided to the standard required by this Contract.

Following the approval of the Quality Plans, the Supplier shall provide all
Deliverables in accordance with the Quality Plans.

The Supplier shall ensure that the Supplier Personnel shall at all times
during the Order Contract Period:

6.4.1. be appropriately experienced, qualified and trained to supply the
Deliverables in accordance with this Order Contract;

6.4.2. apply all due skill, care, diligence in faithfully performing those duties
and exercising such powers as necessary in connection with the
provision of the Deliverables; and

6.4.3. obey all lawful instructions and reasonable directions of the Buyer
(including, if so required by the Buyer, the ICT Policy) and provide
the Deliverables to the reasonable satisfaction of the Buyer.

ICT Audit

7.1.

The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1. inspect the ICT Environment and the wider service delivery
environment (or any part of them);

7.1.2. review any records created during the design and development of the
Supplier System and pre-operational environment such as
information relating to Testing;

7.1.3. review the Supplier’s quality management systems including all
relevant Quality Plans.

Intellectual Property Rights in ICT

8.1.

Assignments granted by the Supplier: Specially Written Software



8.1.1. The Supplier assigns (by present assignment of future rights to take
effect immediately on it coming into existence) to the Buyer with full
guarantee (or shall procure assignment to the Buyer), title to and all
rights and interest in the Specially Written Software together with and
including:

8.1.1.1. the Documentation, Source Code and the Object Code of
the Specially Written Software; and

8.1.1.2. all build instructions, test instructions, test scripts, test data,
operating instructions and other documents and tools
necessary for maintaining and supporting the Specially
Written Software and the New IPR (together the "Software
Supporting Materials").

8.1.2. The Supplier shall:

8.1.2.1. inform the Buyer of all Specially Written Software or New
IPRs that are a modification, customisation, configuration or
enhancement to any COTS Software;

8.1.2.2. deliver to the Buyer the Specially Written Software and any
computer program elements of the New IPRs in both Source
Code and Object Code forms together with relevant
Documentation and all related Software Supporting
Materials within seven days of completion or, if a relevant
Milestone has been identified in an Implementation Plan,
achievement of that Milestone and shall provide updates of
them promptly following each new release of the Specially
Written Software, in each case on media that is reasonably
acceptable to the Buyer and the Buyer shall become the
owner of such media upon receipt; and

8.1.2.3. without prejudice to paragraph 8.1.2.2, provide full details to
the Buyer of any of the Supplier’s Existing IPRs or Third
Party IPRs which are embedded or which are an integral
part of the Specially Written Software or New IPR and the
Supplier hereby grants to the Buyer and shall procure that
any relevant third party licensor shall grant to the Buyer a
perpetual, irrevocable, non-exclusive, assignable, royalty-
free licence to use, sub-license and/or commercially exploit
such Supplier’s Existing IPRs and Third Party IPRs to the
extent that it is necessary to enable the Buyer to obtain the
full benefits of ownership of the Specially Written Software
and New IPRs.

8.1.3. The Supplier shall promptly execute all such assignments as are
required to ensure that any rights in the Specially Written Software
and New IPRs are properly transferred to the Buyer.

8.2. Licences for non-COTS IPR from the Supplier and third parties to the
Buyer

8.2.1. Unless the Buyer gives its Approval the Supplier must not use any:



8.3.

a) of its own Existing IPR that is not COTS Software;
b) third party software that is not COTS Software

8.2.2. Where the Buyer Approves the use of the Supplier’s Existing IPR that
is not COTS Software the Supplier shall grant to the Buyer a
perpetual, royalty-free and non-exclusive licence to use adapt, and
sub-license the same for any purpose relating to the Deliverables (or
substantially equivalent deliverables) or for any purpose relating to
the exercise of the Buyer’s (or, if the Buyer is a Central Government
Body, any other Central Government Body’s) business or function
including the right to load, execute, store, transmit, display and copy
(for the purposes of archiving, backing-up, loading, execution,
storage, transmission or display) for the Order Contract Period and
after expiry of the Order Contract to the extent necessary to ensure
continuity of service and an effective transition of Services to a
Replacement Supplier.

8.2.3. Where the Buyer Approves the use of third party Software that is not
COTS Software the Supplier shall procure that the owners or the
authorised licensors of any such Software grant a direct licence to
the Buyer on terms at least equivalent to those set out in Paragraph
8.2.2. If the Supplier cannot obtain such a licence for the Buyer it
shall:

8.2.3.1. notify the Buyer in writing giving details of what licence terms
can be obtained and whether there are alternative software
providers which the Supplier could seek to use; and

8.2.3.2. only use such third party IPR as referred to at paragraph
8.2.3.1 if the Buyer Approves the terms of the licence from
the relevant third party.

8.2.4. Where the Supplier is unable to provide a license to the Supplier’s
Existing IPR in accordance with Paragraph 8.2.2 above, it must meet
the requirement by making use of COTS Software or Specially
Written Software.

8.2.5. The Supplier may terminate a licence granted under paragraph 8.2.1
by giving at least thirty (30) days’ notice in writing if there is an
Authority Cause which constitutes a material Default which, if
capable of remedy, is not remedied within twenty (20) Working Days
after the Supplier gives the Buyer written notice specifying the breach
and requiring its remedy.

Licenses for COTS Software by the Supplier and third parties to the
Buyer

8.3.1. The Supplier shall either grant, or procure that the owners or the
authorised licensors of any COTS Software grant, a direct licence to
the Buyer on terms no less favourable than those standard
commercial terms on which such software is usually made
commercially available.



8.4.

8.5.

8.6.

8.3.2. Where the Supplier owns the COTS Software it shall make available
the COTS software to a Replacement Supplier at a price and on
terms no less favourable than those standard commercial terms on
which such software is usually made commercially available.

8.3.3. Where a third party is the owner of COTS Software licensed in
accordance with this Paragraph 8.3 the Supplier shall support the
Replacement Supplier to make arrangements with the owner or
authorised licencee to renew the license at a price and on terms no
less favourable than those standard commercial terms on which such
software is usually made commercially available.

8.3.4. The Supplier shall notify the Buyer within seven (7) days of becoming
aware of any COTS Software which in the next thirty-six (36) months:

8.3.4.1. will no longer be maintained or supported by the developer;
or

8.3.4.2. will no longer be made commercially available
Buyer’s right to assign/novate licences

8.4.1. The Buyer may assign, novate or otherwise transfer its rights and
obligations under the licences granted pursuant to paragraph 8.2 (to:

8.4.1.1. a Central Government Body; or

8.4.1.2. to any body (including any private sector body) which
performs or carries on any of the functions and/or activities
that previously had been performed and/or carried on by the
Buyer.

8.4.2. If the Buyer ceases to be a Central Government Body, the successor
body to the Buyer shall still be entitled to the benefit of the licences
granted in paragraph 8.2.

Licence granted by the Buyer

8.5.1. The Buyer grants to the Supplier a licence to use the Specially
Written Software i) during the Order Contract Period for the purpose
of fulfilling its obligations under the Order Contract, and ii) after the
Contract period on the terms set out in the Open Government
Licence.

8.5.2. The Buyer grants to the Supplier a royalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Buyer
Software solely to the extent necessary for providing the Deliverables
in accordance with this Contract, including the right to grant sub-
licences to Sub-Contractors provided that any relevant Sub-
Contractor has entered into a confidentiality undertaking with the
Supplier on the same terms as set out in Clause 15 (Confidentiality).

Open Source Publication

8.6.1. Unless the Buyer otherwise agrees in advance in writing (and subject
to paragraph 8.6.3) all Specially Written Software and computer
program elements of New IPR shall be created in a format, or able to



be converted (in which case the Supplier shall also provide the
converted format to the Buyer) into a format, which is:

8.6.1.1. suitable for publication by the Buyer as Open Source; and
8.6.1.2. based on Open Standards (where applicable),

0.31.1 and the Buyer may, at its sole discretion, publish the same as Open Source.

8.6.2.

8.6.3.

The Supplier hereby warrants that the Specially Written Software and
the New IPR:

8.6.2.1. are suitable for release as Open Source and that the
Supplier has used reasonable endeavours when developing
the same to ensure that publication by the Buyer will not
enable a third party to use them in any way which could
reasonably be foreseen to compromise the operation,
running or security of the Specially Written Software, New
IPRs or the Buyer System;

8.6.2.2. have been developed using reasonable endeavours to
ensure that their publication by the Buyer shall not cause
any harm or damage to any party using them;

8.6.2.3. do not contain any material which would bring the Buyer into
disrepute;

8.6.2.4. can be published as Open Source without breaching the
rights of any third party;

8.6.2.5. will be supplied in a format suitable for publication as Open
Source ("the Open Source Publication Material") no later
than the date notified by the Buyer to the Supplier; and

8.6.2.6. do not contain any Malicious Software.

Where the Buyer has Approved a request by the Supplier for any part
of the Specially Written Software or New IPRs to be excluded from
the requirement to be in an Open Source format due to the intention
to embed or integrate Supplier Existing IPRs and/or Third Party IPRs
(and where the Parties agree that such IPRs are not intended to be
published as Open Source), the Supplier shall:

8.6.3.1. as soon as reasonably practicable, provide written details of
the nature of the IPRs and items or Deliverables based on
IPRs which are to be excluded from Open Source
publication; and

8.6.3.2. include in the written details and information about the
impact that inclusion of such IPRs or Deliverables based on
such IPRs, will have on any other Specially Written Software
and/or New IPRs and the Buyer’s ability to publish such
other items or Deliverables as Open Source.



Supplier-Furnished Terms
9.1. Software Licence Terms

9.1.1.1. Terms for licensing of non-COTS third party software in

accordance with Paragraph 8.2.3 are detailed in Annex A of
this Order Schedule 6.

9.1.1.2. Terms for licensing of COTS software in accordance with

Paragraph 8.3 are detailed in Annex B of this Order
Schedule 6.



Order Schedule 7 (Key Supplier Staff)

0.32

0.33

0.34

0.35

0.36

0.37

0.38

0.39

0.40

1. The Annex 1 to this Schedule lists the key roles (“‘Key Roles”) and names
of the persons who the Supplier shall appoint to fill those Key Roles at the Start
Date.

2. The Supplier shall ensure that the Key Staff fulfil the Key Roles at all
times during the Contract Period.

3. The Buyer may identify any further roles as being Key Roles and,
following agreement to the same by the Supplier, the relevant person selected
to fill those Key Roles shall be included on the list of Key Staff.

4. The Supplier shall not and shall procure that any Subcontractor shall not
remove or replace any Key Staff unless:

4.1 requested to do so by the Buyer or the Buyer Approves such removal
or replacement (not to be unreasonably withheld or delayed);

4.2 the person concerned resigns, retires or dies or is on maternity or long-
term sick leave; or

4.3 the person’s employment or contractual arrangement with the Supplier
or Subcontractor is terminated for material breach of contract by the
employee.

5.  The Supplier shall:

5.1 notify the Buyer promptly of the absence of any Key Staff (other than
for short-term sickness or holidays of two (2) weeks or less, in which
case the Supplier shall ensure appropriate temporary cover for that Key
Role);

5.2 ensure that any Key Role is not vacant for any longer than ten (10)
Working Days;

5.3 give as much notice as is reasonably practicable of its intention to
remove or replace any member of Key Staff and, except in the cases of
death, unexpected ill health or a material breach of the Key Staff's
employment contract, this will mean at least 3 Months’ notice;

54 ensure that all arrangements for planned changes in Key Staff provide
adequate periods during which incoming and outgoing staff work
together to transfer responsibilities and ensure that such change does
not have an adverse impact on the provision of the Deliverables; and

5.5 ensure that any replacement for a Key Role has a level of qualifications
and experience appropriate to the relevant Key Role and is fully



competent to carry out the tasks assigned to the Key Staff whom he or
she has replaced.

The Buyer may require the Supplier to remove or procure that any
Subcontractor shall remove any Key Staff that the Buyer considers in any

respect unsatisfactory. The Buyer shall not be liable for the cost of replacing
any Key Staff.



Annex 1- Key Roles

Key Role

Key Staff

Contact Details




Order Schedule 9 (Security)

Part A: Short Form Security Requirements
1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):
"Breach of the occurrence of:

Security a) any unauthorised access to or use of the

Deliverables, the Sites and/or any
Information and Communication
Technology ("ICT"), information or data
(including the Confidential Information and
the Government Data) used by the Buyer
and/or the Supplier in connection with this
Contract; and/or

b) the loss and/or unauthorised disclosure of
any information or data (including the
Confidential Information and the
Government Data), including any copies of
such information or data, used by the
Buyer and/or the Supplier in connection
with this Contract,

in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance therewith in accordance with
paragraph 2.2;

"Security the Supplier's security management plan

Management Plan" prepared pursuant to this Schedule, a draft of
which has been provided by the Supplier to the
Buyer and as updated from time to time;

2. Complying with security requirements and updates to them

2.1 The Buyer and the Supplier recognise that, where specified in DPS Schedule
4 (DPS Management), CCS shall have the right to enforce the Buyer's rights
under this Schedule.

2.2 The Supplier shall comply with the requirements in this Schedule in respect of
the Security Management Plan. Where specified by a Buyer as part of its
Order Procedure it shall also comply with the Security Policy and shall



ensure that the Security Management Plan produced by the Supplier fully
complies with the Security Policy.

2.3 Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

2.4 1f the Supplier believes that a change or proposed change to the Security
Policy will have a material and unavoidable cost implication to the provision
of the Deliverables it may propose a Variation to the Buyer. In doing so, the
Supplier must support its request by providing evidence of the cause of any
increased costs and the steps that it has taken to mitigate those costs. Any
change to the Charges shall be subject to the Variation Procedure.

2.5 Until and/or unless a change to the Charges is agreed by the Buyer pursuant
to the Variation Procedure the Supplier shall continue to provide the
Deliverables in accordance with its existing obligations.

3. Security Standards

3.1 The Supplier acknowledges that the Buyer places great emphasis on the
reliability of the performance of the Deliverables, confidentiality, integrity
and availability of information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its
security obligations and shall at all times provide a level of security which:

3.2.1 isin accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the
Deliverables and/or the Government Data; and

3.2.4 where specified by the Buyer in accordance with paragraph 2.2
complies with the Security Policy and the ICT Policy.

3.2.5The references to standards, guidance and policies contained or set
out in Paragraph 3.2 shall be deemed to be references to such items
as developed and updated and to any successor to or replacement
for such standards, guidance and policies, as notified to the Supplier
from time to time.

3.3 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative
of such inconsistency immediately upon becoming aware of the same, and
the Buyer's Representative shall, as soon as practicable, advise the
Supplier which provision the Supplier shall be required to comply with.

4. Security Management Plan

4.1 Introduction

4.1.1 The Supplier shall develop and maintain a Security Management
Plan in accordance with this Schedule. The Supplier shall thereafter
comply with its obligations set out in the Security Management Plan.



4.1.2 Content of the Security Management Plan
4.1.3 The Security Management Plan shall:

(a) comply with the principles of security set out in Paragraph 4.2
and any other provisions of this Contract relevant to security;

(b) identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;

(c) detail the process for managing any security risks from
Subcontractors and third parties authorised by the Buyer with
access to the Deliverables, processes associated with the
provision of the Deliverables, the Buyer Premises, the Sites and
any ICT, Information and data (including the Buyer’s
Confidential Information and the Government Data) and any
system that could directly or indirectly have an impact on that
Information, data and/or the Deliverables;

(d) be developed to protect all aspects of the Deliverables and all
processes associated with the provision of the Deliverables,
including the Buyer Premises, the Sites, and any ICT,
Information and data (including the Buyer’s Confidential
Information and the Government Data) to the extent used by the
Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have
an impact on that Information, data and/or the Deliverables;

(e) set out the security measures to be implemented and
maintained by the Supplier in relation to all aspects of the
Deliverables and all processes associated with the provision of
the Goods and/or Services and shall at all times comply with
and specify security measures and procedures which are
sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

(f) set out the plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of the
security requirements set out in this Contract and, where
necessary in accordance with paragraph 2.2 the Security Policy;
and

(g) be written in plain English in language which is readily
comprehensible to the staff of the Supplier and the Buyer
engaged in the provision of the Deliverables and shall only
reference documents which are in the possession of the Parties
or whose location is otherwise specified in this Schedule.

4.2 Development of the Security Management Plan

4.2.1 Within twenty (20) Working Days after the Start Date and in
accordance with Paragraph 4.2.5, the Supplier shall prepare and
deliver to the Buyer for Approval a fully complete and up to date
Security Management Plan which will be based on the draft Security
Management Plan.



4.2.2 If the Security Management Plan submitted to the Buyer in
accordance with Paragraph 4.2.1, or any subsequent revision to it in
accordance with Paragraph 4.2.5, is Approved it will be adopted
immediately and will replace the previous version of the Security
Management Plan and thereafter operated and maintained in
accordance with this Schedule. If the Security Management Plan is
not Approved, the Supplier shall amend it within ten (10) Working
Days of a notice of non-approval from the Buyer and re-submit to the
Buyer for Approval. The Parties will use all reasonable endeavours
to ensure that the approval process takes as little time as possible
and in any event no longer than fifteen (15) Working Days from the
date of its first submission to the Buyer. If the Buyer does not
approve the Security Management Plan following its resubmission,
the matter will be resolved in accordance with the Dispute Resolution
Procedure.

4.2.3 The Buyer shall not unreasonably withhold or delay its decision to
Approve or not the Security Management Plan pursuant to Paragraph
4.2.2. However a refusal by the Buyer to Approve the Security
Management Plan on the grounds that it does not comply with the
requirements set out in Paragraph 4.1.2 shall be deemed to be
reasonable.

4.2.4 Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.2.2 or of any change to the Security Management Plan
in accordance with Paragraph 4.2.5 shall not relieve the Supplier of
its obligations under this Schedule.

4.2.5 Amendment of the Security Management Plan

4.2.6 The Security Management Plan shall be fully reviewed and updated
by the Supplier at least annually to reflect:

(a) emerging changes in Good Industry Practice;

(b) any change or proposed change to the Deliverables and/or
associated processes;

(c) where necessary in accordance with paragraph 2.2, any change
to the Security Policy;

(d) any new perceived or changed security threats; and
(e) any reasonable change in requirements requested by the Buyer.

(f) The Supplier shall provide the Buyer with the results of such reviews
as soon as reasonably practicable after their completion and
amendment of the Security Management Plan at no additional cost to
the Buyer. The results of the review shall include, without limitation:

(g) suggested improvements to the effectiveness of the Security
Management Plan;

(h) updates to the risk assessments; and

(i)  suggested improvements in measuring the effectiveness of
controls.



(j) Subject to Paragraph 4.2.7, any change or amendment which the
Supplier proposes to make to the Security Management Plan (as a
result of a review carried out in accordance with Paragraph 4.2.6, a
request by the Buyer or otherwise) shall be subject to the Variation
Procedure.

4.2.7 The Buyer may, acting reasonably, Approve and require changes or
amendments to the Security Management Plan to be implemented on
timescales faster than set out in the Variation Procedure but, without
prejudice to their effectiveness, all such changes and amendments
shall thereafter be subject to the Variation Procedure for the purposes
of formalising and documenting the relevant change or amendment.

5. Security breach

5.1

5.2

5.3

Either Party shall notify the other in accordance with the agreed security
incident management process (as detailed in the Security Management
Plan) upon becoming aware of any Breach of Security or any potential or
attempted Breach of Security.

Without prejudice to the security incident management process, upon
becoming aware of any of the circumstances referred to in Paragraph 5.1,
the Supplier shall:

5.2.1 immediately take all reasonable steps (which shall include any action
or changes reasonably required by the Buyer) necessary to:

(a) minimise the extent of actual or potential harm caused
by any Breach of Security;

(b) remedy such Breach of Security to the extent possible
and protect the integrity of the Buyer and the provision of
the Goods and/or Services to the extent within its control
against any such Breach of Security or attempted
Breach of Security;

(c) prevent an equivalent breach in the future exploiting the
same cause failure; and

(d) as soon as reasonably practicable provide to the Buyer,
where the Buyer so requests, full details (using the
reporting mechanism defined by the Security
Management Plan) of the Breach of Security or
attempted Breach of Security, including a cause analysis
where required by the Buyer.

In the event that any action is taken in response to a Breach of Security or
potential or attempted Breach of Security that demonstrates non-
compliance of the Security Management Plan with the Security Policy
(where relevant in accordance with paragraph 2.2) or the requirements of
this Schedule, then any required change to the Security Management Plan
shall be at no cost to the Buyer.



Order Schedule 10 (Exit Management)

1. Within 20 (twenty) working days of the Start Date the Supplier must provide
for the Buyer’s Approval an exit plan which ensures continuity of service and which
the Supplier will follow at the end of the Order Contract. The Buyer shall not
unreasonably withhold Approval of the draft provided that the Supplier shall
incorporate the Buyer’s reasonable requirements in it

2. The Supplier must ensure that the exit plan clearly sets out the Supplier's
methodology for achieving an orderly transition of the Services from the Supplier to
the Buyer or its Replacement Supplier at the expiry or if the Order Contract ends
before the scheduled expiry.

3. The exit plan should set out full details of timescales, activities and roles and
responsibilities of the Parties for:
° the transfer to the Buyer of any technical information, instructions,

manuals and code reasonably required by the Buyer to enable a smooth
migration from the Supplier

° the strategy for export and migration of Buyer data from any relevant
Supplier system to the Buyer or a Replacement Supplier, including conversion
to open standards or other standards required by the Buyer

° the transfer of New IPR items to the Buyer or a Replacement Supplier
° the testing and assurance strategy for exported Buyer data

° if relevant, TUPE-related activity to comply with the TUPE regulations
° any other activities and information which are reasonably required to

ensure continuity of service during the exit period and an orderly transition to
the Buyer or a Replacement Supplier.



Order Schedule 13 (Implementation Plan and Testing)

Part A — Implementation Plan

1. Agreeing the Implementation Plan

1.1

1.2

1.3

The Supplier's tendered draft Implementation Plan is at Annex 1 to this
Part A of Order Schedule 13. The Supplier will provide an updated, fully
developed draft for Approval within [X] days of the Order Contract Start
Date.

The updated draft must contain enough detail for effective
management of Order Contract implementation.

The Buyer shall not unreasonably withhold Approval of the updated
draft provided that the Supplier shall incorporate the Buyer's
reasonable requirements in it.

2. Following the Implementation Plan

2.1

2.2

2.3

3.1

The Supplier shall perform its obligations in respect of Delivery and,
where relevant, Testing of the Deliverables in accordance with the
Approved Implementation Plan.

Changes to any Milestones, Milestone Dates, Milestone Payments or
Delay Payments shall only be made via the Variation Procedure.

Where the Supplier is responsible for the failure to achieve a Milestone
by the date specified in the Approved Implementation Plan this shall
constitute a material Default.

. Delays

If the Supplier becomes aware that there is, or is likely to be, a Delay it
shall;

Notify the Buyer in writing within 2 Working Days of becoming aware,
explaining the likely impact of the Delay

Use all reasonable endeavours to mitigate the effects of the Delay,
including complying with the Buyer’s reasonable instructions

4. Delay Payments



4.1  If Delay Payments have been included in the Implementation Plan and
a Milestone has not been achieved by the relevant Milestone Date, the
Supplier shall pay to the Buyer the Delay Payments set out in the Order
Contract and the following provisions shall apply:

- Delay Payments shall be the Buyer's exclusive financial remedy for the
Supplier’s failure to achieve a Milestone by its Milestone Date except where:

(@)  the Buyer is otherwise entitled to or does terminate this Contract
pursuant to Clause 10.4 (When CCS or the Buyer can end this contract); or

(b)  the delay exceeds the number of days (the "Delay Period Limit")
specified in the Order Contract commencing on the relevant Milestone Date;

- the Delay Payments will accrue on a daily basis from the relevant Milestone
Date until the date when the Milestone is achieved;

- no payment or other act or omission of the Buyer shall affect the Buyer’s
right to recover the Delay Payments, or be deemed to be a waiver of the right
of the Buyer to recover any such damages;

4.2 [Insert details of Delay Payment rate and Delay Period Limit]



Annex 1 Draft Implementation Plan



Part B

— Testing

In this Part B to Order Schedule 13, the following words shall have the following

meanings

and they shall supplement Joint Schedule 1 (Definitions):

“Test Period” the period specified in Part A to Order Schedule 13 during which
Testing shall be carried out.

"Test Plan” a plan for the Testing of the Deliverables to demonstrate
compliance with Contract requirements;

“Test Report” a test report produced by the Supplier in accordance with
Paragraph 3.3 of this Part B to Order Schedule 13;

“Test Success the criteria specified in the Test Plan agreed pursuant to Part B of

Criteria” Order Schedule 13 that the relevant Deliverables must satisfy for

the relevant Test to be recorded as successful.

1. All Tests will be carried out in accordance with the Test Plan.

2. The Supplier shall submit each Deliverable for the relevant Testing no later than
the date specified in the Contract for the Test Period to begin.

3. The Supplier shall submit a draft Test Plan for Approval no later than 30 days
after the Start Date.

4. The Test Plan will include:

An overview of how Testing will be carried out

Specific details of each Test to be carried out to demonstrate that the
Buyer’s requirements are satisfied

The Test Success Criteria for all Tests

A timetable for Testing over the Test Period, this to be compliant with any
Implementation Plan

The process for recording the conduct and results of Testing

The responsibilities of the Parties

A categorisation scheme for test issues eg critical/serious/minor

5. The Buyer shall not unreasonably withhold Approval of the Test Plan provided
that the Supplier shall implement the Buyer's reasonable requirements in the

plan.



6. Unless specified in the Test Plan the Supplier shall be responsible for carrying
out the Testing detailed in the plan.

7. The Buyer may require that a Buyer representative withesses the conduct of the
Tests.

8. No later than 30 days after the completion of the scheduled Test Period the
Supplier shall provide the Buyer with a Test Report setting out:

- An overview of Testing carried out

- Details of each Test carried out together with the result, indicating if the
success criteria were satisfied

- Details of any scheduled Tests that were not carried out

- Alist of all outstanding Test issues

9. Where by the end of the scheduled Test Period the Testing process has
demonstrated to the Buyer’s satisfaction that the Test Success Criteria have
been met then the Buyer shall notify the Supplier in writing that the Testing
process has been satisfactorily completed.

10.Where as a result of a Supplier default the Testing process has not by the end of
the scheduled Test Period demonstrated to the Buyer’s satisfaction that the Test
Success Criteria have been met then the Buyer may:

- Direct the Supplier to repeat any unsuccessful Test or undertake any
scheduled Test not thus far undertaken to give the Supplier an opportunity
to demonstrate that the outstanding issues detailed in the Test Report
have been resolved; or

- Notify the Supplier that testing has been satisfactorily completed subject to
rectification of outstanding issues within a period specified by the Buyer.
Failure to rectify the relevant issues within the period specified shall be a
material Default; or

- to reject the relevant Deliverables and to invoke Clause 3.2.12; or

- to reject the relevant Deliverables treating this as a material default and
invoking the Buyer’s termination right under Clause 10.4.1



Order Schedule 14 (Service Levels)

6. Definitions

6.1

In this Schedule, the following words shall have the following
meanings and they shall supplement Joint Schedule 1
(Definitions):

“Critical Service Means a failure to meet a Service Level Threshold
Failure” in respect of a Service Level

"Service Credits" any service credits specified in the Annex to Part A

of this Schedule being payable by the Supplier to
the Buyer in respect of any failure by the Supplier to
meet one or more Service Levels;

"Service Credit has the meaning given to it in the Order Form;

Cap

"Service Level means a failure to meet the Service Level
Failure" Performance Measure in respect of a Service Level;

"Service Level shall be as set out against the relevant Service
Performance Level in the Annex to Part A of this Schedule; and
Measure"

"Service Level shall be as set out against the relevant Service
Threshold" Level in the Annex to Part A of this Schedule.

7. What happens if you don’t meet the Service Levels

7.1

7.2

7.3

7.4

The Supplier shall at all times provide the Deliverables to meet or
exceed the Service Level Performance Measure for each Service
Level.

The Supplier acknowledges that any Service Level Failure shall
entitle the Buyer to the rights set out in Part A of this Schedule
including the right to any Service Credits and that any Service
Credit is a price adjustment and not an estimate of the Loss that
may be suffered by the Buyer as a result of the Supplier’s failure
to meet any Service Level Performance Measure.

The Supplier shall send Performance Monitoring Reports to the
Buyer detailing the level of service which was achieved in
accordance with the provisions of Part B (Performance
Monitoring) of this Schedule.

A Service Credit shall be the Buyer’s exclusive financial remedy
for a Service Level Failure except where:

7.4.1 the Supplier has over the previous (twelve) 12 Month period
exceeded the Service Credit Cap; and/or

7.4.2 the Service Level Failure:



(a) exceeds the relevant Service Level Threshold;

(b) has arisen due to a Prohibited Act or wilful Default by the
Supplier;

(c) results in the corruption or loss of any Government Data;
and/or

(d) results in the Buyer being required to make a
compensation payment to one or more third parties;
and/or

(e) the Buyer is otherwise entitled to or does terminate this
Contract pursuant to Clause 10.4 (CCS and Buyer
Termination Rights).

7.4.3 Critical Service Level Failure
On the occurrence of a Critical Service Level Failure:

7.5 any Service Credits that would otherwise have accrued during the
relevant Service Period shall not accrue; and

7.6  the Buyer shall (subject to the Service Credit Cap) be entitled to
withhold and retain as compensation a sum equal to any Charges
which would otherwise have been due to the Supplier in respect
of that Service Period ("Compensation for Critical Service Level
Failure™),

provided that the operation of this paragraph 3 shall be without prejudice to
the right of the Buyer to terminate this Contract and/or to claim damages from
the Supplier for material Default.



Part A: Service Levels and Service Credits

1. Service Levels
If the level of performance of the Supplier:

1.1 is likely to or fails to meet any Service Level Performance
Measure; or

1.2 is likely to cause or causes a Critical Service Failure to occur,

the Supplier shall immediately notify the Buyer in writing and the Buyer,
in its absolute discretion and without limiting any other of its rights,
may:

1.2.1 require the Supplier to immediately take all remedial action
that is reasonable to mitigate the impact on the Buyer and
to rectify or prevent a Service Level Failure or Critical
Service Level Failure from taking place or recurring;

1.2.2 instruct the Supplier to comply with the Rectification Plan
Process;

1.2.3 if a Service Level Failure has occurred, deduct the
applicable Service Level Credits payable by the Supplier to
the Buyer; and/or

1.2.4 if a Critical Service Level Failure has occurred, exercise its
right to Compensation for Critical Service Level Failure
(including the right to terminate for material Default).

2. Service Credits

2.1 The Buyer shall use the Performance Monitoring Reports supplied
by the Supplier to verify the calculation and accuracy of the
Service Credits, if any, applicable to each Service Period.

2.2  Service Credits are a reduction of the amounts payable in respect
of the Deliverables and do not include VAT. The Supplier shall set-
off the value of any Service Credits against the appropriate
invoice in accordance with calculation formula in the Annex to
Part A of this Schedule.



Annex A to Part A: Services Levels and Service

Credits Table

As detailed in Schedule 20 (Specification) and also the following:

KPI 1

Compliance Reporting - Output 1

KPI Description:

Production of an activity report against all lines (1.1-1.8) in
Output 1 with sufficient detail to the authority against Cyber
metrics demonstrating adherence to security policies,
alignment, and improvements. This report is requested
monthly in form of a word document or agreed format.

Frequency

Monthly

KPI Performance Thresholds:

‘Good’ (Contractual Target):

Report accepted with no amendments

‘Approaching target’ threshold:

Report accepted with Minor amendments (identified as less
than 10% of the report content requiring change)

‘Requires Improvement’ threshold:

Report accepted with Major amendments (identified as less
than 30% of the report content requiring change)

‘Inadequate’ threshold:

Report rejected due to more than 31% of the report content
requiring change.

Buyer Redress for failure to provide
services at or above service levels.

Approaching Target Service Level - Supplier to attend review,
meeting with Buyer to agree plan to return to ‘Good’ within
the next period. If KPI is assessed as anything other than
‘Good’ in the following month, 1% of the payment due for
this month shall be deducted (in addition to any retention or
deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in
the month failure is assessed, if the service level is

assessed as ‘inadequate service level’ or below.




KPI 2

Redacted under FOIA Section 24, Military sensitive technical

KPI Description:

information

Frequency

KPI Performance Thresholds:

‘Good’ (Contractual Target):

All reports delivered within 15 days of test completion

‘Approaching target’ threshold:

Report delivered within 3 days of target date

‘Requires Improvement’ threshold:

Report delivered within 5 days of target

‘Inadequate’ threshold:

Report delivered 7 or more days after agreed target date

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend review
meeting with Buyer to agree plan to return to ‘Good’ within
the next period. If KPI is assessed as anything other than
‘Good’ in the following month, 1% of the payment due for this
month shall be deducted (in addition to any retention or
deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in the
month failure is assessed, if the service level is assessed as
‘inadequate service level’ or below.

KPI 3

Redacted under FOIA Section 24, Military sensitive technical
information

KPI Description:

Frequency

KPI Performance Thresholds:

‘Good’ (Contractual Target):

After action report delivered within 24hrs (target)




‘Approaching target’ threshold:

After action report delivered within 30hrs

‘Requires Improvement’ threshold:

After action report delivered within 36hrs

‘Inadequate’ threshold:

After action report delivered beyond 36hrs

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend review
meeting with Buyer to agree plan to return to ‘Good’ within
the next period. If KPI is assessed as anything other than
‘Good’ in the following month, 1% of the payment due for this
month shall be deducted (in addition to any retention or
deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in the
month failure is assessed, if the service level is assessed as

‘inadequate service level’ or below.

KPI 4

Redacted under FOIA Section 24, Military sensitive

KPI Description:

technical information

Frequency:

KPI Performance Thresholds:

‘Good’ (Contractual Target):

Test completed within 10 working days (target)

‘Approaching target’ threshold:

Test completed within 13 working days

‘Requires Improvement’ threshold:

Test completed within 15 working days

‘Inadequate’ threshold:

Test completed in excess of 15 working days, or less than 2
tests achieved in a month without an agreed exemption

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend
review meeting with Buyer to agree plan to return to ‘Good’
within the next period. If KPI is assessed as anything other
than ‘Good’ in the following month, 1% of the payment due
for this month shall be deducted (in addition to any retention
or deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention




will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in
the month failure is assessed, if the service level is
assessed as ‘inadequate service level’ or below.

KPI 5

Compliance Reporting — Output 3

KPI Description:

Production of an activity report against all lines (3.1-3.8) in
Output 3 with sufficient detail to the authority against the
Promotion of Cyber Security Enablers.

This report is requested monthly in form of a word document
or agreed format.

Frequency

Monthly

KPI Performance Thresholds:

‘Good’ (Contractual Target):

Report accepted with no amendments

‘Approaching target’ threshold:

Report accepted with Minor amendments (identified as less
than 10% of the report content requiring change)

‘Requires Improvement’ threshold:

Report accepted with Major amendments (identified as less
than 30% of the report content requiring change)

‘Inadequate’ threshold:

Report rejected due to more than 31% of the report content
requiring change.

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend
review meeting with Buyer to agree plan to return to ‘Good’
within the next period. If KPI is assessed as anything other
than ‘Good’ in the following month, 1% of the payment due
for this month shall be deducted (in addition to any retention
or deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in
the month failure is assessed, if the service level is
assessed as ‘inadequate service level’ or below.

KPI 6

Compliance Reporting — Output 4

KPI Description:

Production of an activity report against all lines (4.1- 4.8) in

Output 4 with sufficient detail to the authority against the




development and enhancement of the maturity of RN
CylISOC and federation of SOCs within RN AoR. This report
is requested monthly in form of a word document or agreed
format.

Frequency

Monthly

KPI Performance Thresholds:

‘Good’ (Contractual Target):

Report accepted with no amendments

‘Approaching target’ threshold:

Report accepted with Minor amendments (identified as less
than 10% of the report content requiring change)

‘Requires Improvement’ threshold:

Report accepted with Major amendments (identified as less
than 30% of the report content requiring change)

‘Inadequate’ threshold:

Report rejected due to more than 31% of the report content
requiring change.

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend
review meeting with Buyer to agree plan to return to ‘Good’
within the next period. If KPI is assessed as anything other
than ‘Good’ in the following month, 1% of the payment due
for this month shall be deducted (in addition to any retention
or deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in
the month failure is assessed, if the service level is
assessed as ‘inadequate service level’ or below.

KP1 7

Compliance Reporting — Output 5

KPI Description:

Production of an activity report against activities 5.2-5.4 with
sufficient detail to the authority to enable the development
and implementation of corrective plans to ensure SbD
compliance within two weeks of 2LA completion.

Production of a monthly activity report detailing all activities
undertaken in support of 5.1 and 5.5-5.7.

Both reports should be in the form of a word document or
other agreed format.

Frequency

Monthly




KPI Performance Thresholds:

‘Good’ (Contractual Target):

Report accepted with no amendments

‘Approaching target’ threshold:

Report accepted with Minor amendments (identified as less
than 10% of one report content requiring change)

‘Requires Improvement’ threshold:

Report accepted with Major amendments (identified as less
than 30% of one report content requiring change)

‘Inadequate’ threshold:

Report rejected due to more than 31% of one report content
requiring change.

Buyer Redress for failure to provide
services at or above service levels.

IApproaching Target Service Level - Supplier to attend
review meeting with Buyer to agree plan to return to ‘Good’
within the next period. If KPI is assessed as anything other
than ‘Good’ in the following month, 1% of the payment due
for this month shall be deducted (in addition to any retention
or deduction due for failures in that following month).

Requires Improvement Service Level - Retention 2% of
payment due in the month failure is assessed. If KPI is
assessed as ‘Good’ in the following period, this 2% retention
will be paid to the Supplier. If KPI is assessed as anything
other than ‘Good’ in the following month, the 2% will be
retained and not paid (in addition to any retention or
deduction due for failures in that following month).

Inadequate Service Level - Deduct 5% of payment due, in
the month failure is assessed, if the service level is

assessed as ‘inadequate service level’ or below.

Based on the table above, should the Supplier performance fail to meet the lowest Service
Level Thresholds for all Service Levels, there is a potential total risk exposure of 35% for

Service Credits.

For each Contract Year, the Service Credit Cap shall be set at 12%.

A Critical Service Level Failure will occur if the Supplier either:

(a) fails to meet the ‘Good’ KPI Threshold in relation to an
individual KPI for four consecutive Reporting Periods; or

(b) has six or more instances of failing to meet the ‘Good’ KPI
Threshold in relation to an individual KPI within a period
covering 12 months of consecutive Reporting Periods; or

(c) has five or more instances of failing to meet the ‘Good’ KPI
Threshold in relation to an any combination of KPI's within a




single Reporting Period; or

(d) has fifteen or more instances of failing to meet the ‘Good’
Service Level Threshold in relation to any Service Level

Performance Criterion within a period covering 12 consecutive
Service Periods.

The Authority reserves the right to terminate the contract as a result of a Critical Service
Level Failure as outlined above.



Part B: Performance Monitoring

3. Performance Monitoring and Performance Review

3.1 Within twenty (20) Working Days of the Start Date the Supplier
shall provide the Buyer with details of how the process in respect
of the monitoring and reporting of Service Levels will operate
between the Parties and the Parties will endeavour to agree such
process as soon as reasonably possible.

3.2 The Supplier shall provide the Buyer with performance monitoring
reports ("Performance Monitoring Reports") in accordance with the
process and timescales agreed pursuant to paragraph 1.1 of Part
B of this Schedule which shall contain, as a minimum, the
following information in respect of the relevant Service Period just
ended:

3.2.1 for each Service Level, the actual performance achieved over
the Service Level for the relevant Service Period;

3.2.2 asummary of all failures to achieve Service Levels that occurred
during that Service Period;

3.2.3 details of any Critical Service Level Failures;

3.2.4 for any repeat failures, actions taken to resolve the underlying
cause and prevent recurrence;

3.2.5 the Service Credits to be applied in respect of the relevant
period indicating the failures and Service Levels to which the
Service Credits relate; and

3.2.6 such other details as the Buyer may reasonably require from
time to time.

3.3  The Parties shall attend meetings to discuss Performance
Monitoring Reports ("Performance Review Meetings") on a Monthly
basis. The Performance Review Meetings will be the forum for the
review by the Supplier and the Buyer of the Performance
Monitoring Reports. The Performance Review Meetings shall:

3.3.1 take place within one (1) week of the Performance Monitoring
Reports being issued by the Supplier at such location and time
(within normal business hours) as the Buyer shall reasonably
require;

3.3.2 be attended by the Supplier's Representative and the Buyer’s
Representative; and

3.3.3 be fully minuted by the Supplier and the minutes will be
circulated by the Supplier to all attendees at the relevant
meeting and also to the Buyer’'s Representative and any other
recipients agreed at the relevant meeting.

3.4  The minutes of the preceding Month's Performance Review
Meeting will be agreed and signed by both the Supplier's
Representative and the Buyer’s Representative at each meeting.



3.5  The Supplier shall provide to the Buyer such documentation as
the Buyer may reasonably require in order to verify the level of the
performance by the Supplier and the calculations of the amount of
Service Credits for any specified Service Period.

4. Satisfaction Surveys
4.1  The Buyer may undertake satisfaction surveys in respect of the

Supplier's provision of the Deliverables. The Buyer shall be
entitled to notify the Supplier of any aspects of their performance
of the provision of the Deliverables which the responses to the
Satisfaction Surveys reasonably suggest are not in accordance
with this Contract.



Order Schedule 17 (MOD Terms)

1 Definitions

1.1

In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"MOD Terms and the terms and conditions listed in this
Conditions" Schedule;
"MOD Site" shall include any of Her Majesty's Ships

or Vessels and Service Stations;

"Officer in charge" shall include Officers Commanding
Service Stations, Ships' Masters or
Senior Officers, and Officers
superintending Government
Establishments;

2 Access to MOD sites

2.1

22

2.3

The Buyer shall issue passes for those representatives of the Supplier who
are approved for admission to the MOD Site and a representative shall not
be admitted unless in possession of such a pass. Passes shall remain the
property of the Buyer and shall be surrendered on demand or on completion
of the supply of the Deliverables.

The Supplier's representatives when employed within the boundaries of a
MOD Site, shall comply with such rules, regulations and requirements
(including those relating to security arrangements) as may be in force for
the time being for the conduct of staff at that MOD Site. When on board
ship, compliance shall be with the Ship's Regulations as interpreted by the
Officer in charge. Details of such rules, regulations and requirements shall
be provided, on request, by the Officer in charge.

The Supplier shall be responsible for the living accommodation and
maintenance of its representatives while they are employed at a MOD Site.
Sleeping accommodation and messing facilities, if required, may be
provided by the Buyer wherever possible, at the discretion of the Officer in
charge, at a cost fixed in accordance with current Ministry of Defence
regulations. At MOD Sites overseas, accommodation and messing
facilities, if required, shall be provided wherever possible. The status to be
accorded to the Supplier's staff for messing purposes shall be at the
discretion of the Officer in charge who shall, wherever possible give his
decision before the commencement of this Contract where so asked by the
Supplier. When sleeping accommodation and messing facilities are not
available, a certificate to this effect may be required by the Buyer and shall
be obtained by the Supplier from the Officer in charge. Such certificate
shall be presented to the Buyer with other evidence relating to the costs of
this Contract.
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2.6

2.7

2.8

Where the Supplier's representatives are required by this Contract to join or
visit a Site overseas, transport between the United Kingdom and the place
of duty (but excluding transport within the United Kingdom) shall be
provided for them free of charge by the Ministry of Defence whenever
possible, normally by Royal Air Force or by MOD chartered aircraft. The
Supplier shall make such arrangements through the Technical Branch
named for this purpose in the Buyer Contract Details. When such transport
is not available within a reasonable time, or in circumstances where the
Supplier wishes its representatives to accompany material for installation
which it is to arrange to be delivered, the Supplier shall make its own
transport arrangements. The Buyer shall reimburse the Supplier's
reasonable costs for such transport of its representatives on presentation of
evidence supporting the use of alternative transport and of the costs
involved. Transport of the Supplier's representatives locally overseas which
is necessary for the purpose of this Contract shall be provided wherever
possible by the Ministry of Defence, or by the Officer in charge and, where
so provided, shall be free of charge.

Out-patient medical treatment given to the Supplier's representatives by a
Service Medical Officer or other Government Medical Officer at a Site
overseas shall be free of charge. Treatment in a Service hospital or
medical centre, dental treatment, the provision of dentures or spectacles,
conveyance to and from a hospital, medical centre or surgery not within the
Site and transportation of the Supplier's representatives back to the United
Kingdom, or elsewhere, for medical reasons, shall be charged to the
Supplier at rates fixed in accordance with current Ministry of Defence
regulations.

Accidents to the Supplier's representatives which ordinarily require to be
reported in accordance with Health and Safety at Work etc. Act 1974, shall
be reported to the Officer in charge so that the Inspector of Factories may
be informed.

No assistance from public funds, and no messing facilities, accommodation
or transport overseas shall be provided for dependants or members of the
families of the Supplier's representatives. Medical or necessary dental
treatment may, however, be provided for dependants or members of
families on repayment at current Ministry of Defence rates.

The Supplier shall, wherever possible, arrange for funds to be provided to
its representatives overseas through normal banking channels (e.g. by
travellers' cheques). If banking or other suitable facilities are not available,
the Buyer shall, upon request by the Supplier and subject to any limitation
required by the Supplier, make arrangements for payments, converted at
the prevailing rate of exchange (where applicable), to be made at the Site to
which the Supplier's representatives are attached. All such advances made
by the Buyer shall be recovered from the Supplier



3 DEFCONS and DEFFORMS

4 The DEFCONS and DEFORMS listed in Annex 1 to this Schedule are
incorporated into this Contract.

5 In the event of a conflict between any DEFCONs and DEFFORMS listed
in the Order Form and the other terms in an Order Contract, the DEFCONs and
DEFFORMS shall prevail.



ANNEX 1 - DEFCONS & DEFFORMS

The full text of Defence Conditions (DEFCONs) and Defence Forms (DEFFORMS)
are available electronically via https://www.gov.uk/quidance/knowledge-in-defence-
kid.

The following MOD DEFCONs and DEFFORMSs form part of this contract:

DEFCON No Version Description
DEFCON 5J 18/11/16 Unique Identifiers
DEFCON 68 05/21 Supply Of Data For Hazardous Articles, Material and

Substances
DEFCON 76 11/22 Contractors Personnel At Government Establishments
DEFCON 90 06/21 Copyright
DEFCON 129J 18/11/16 The Use Of Electronic Business Delivery Form
DEFCON 516 04/12 Equality
DEFCON 520 08/21 Corrupt Gifts And Payments Of Commission
DEFCON 522 11/21 Payment And Recovery OF Sums Due
DEFCON 531 09/21 Disclosure Of Information
DEFCON 532A 05/22 Protection Of Personal Data
DEFCON 565 07/23 Supply Chain Resilience and Risk Awareness
DEFCON 601 04/14 Redundant Materiel

applies in relation to DEFCON 611

DEFCON 611 12/22 Issued Property
DEFCON 658 10/22 Cyber
DEFCON 659A 09/21 Security Measures
DEFCON 660 12/15 Official Sensitive Security Requirements
DEFCON 671 10/22 Plastic Packaging Tax
DEFCON 694 07/21 Accounting For Property Of The Authority
DEFCON 707 10/23 Rights in Technical Data

DEFFORM 711 — NOTIFICATION OF INTELLECTUAL PROPERTY RIGHTS (IPR) RESTRICTIONS

DEFFORM 711 - PART A — Notification of IPR Restrictions

1.  ITT/Contract

Number

2. 3. 4. 5. 6.

ID# | Unique Unique Article(s)* Statement Ownership of the
Technical Data Identification Describing IPR Restriction Intellectual
Reference Number / Label Property Rights
Number / Label

1 Not Applicable




10

Please continue on additional sheets where necessary.

+ Article(s), for the purpose of this form only, means part or the whole of any item, component or process which the
Contractor is required under the Contract

to supply or in connection with which it is required under the Contract to carry out any service and any other article
or part thereof to the same design as that

article.

DEFFORM 711 - PART B — System / Product Breakdown Structure (PBS)

Not Applicable



Order Schedule 20 (Order Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will
be required to make to the Buyers under this Order Contract

Introduction

1. Navy Digital, located in the Navy Command Headquarters in Portsmouth, comprises a
number of directorates. The CEMA (Cyber and Electromagnetic Activities) function sits
within the C5ISR (Command Control Communications, Computing, Cyber, Intelligence,
Surveillance and Reconnaissance) directorate led by a military 1*. The Cyber element of
Navy Digital CEMA is primarily focused on Defensive Cyber Operations (DCO) with direction
and oversight by the CISO who heads the DCO team.

2.  Navy Digital is committed to cyber transformation activities to improve DCO functions
across the RN FLC in all domains both deployed and non-deployed. This activity is designed
to complement and support wider MOD policy and strategy and where pan MOD coherence
is appropriate is conducted in collaboration with UKSTRATCOM Cyber Joint User DCO
Programmes.

3. The MOD Cyber Resilience Strateqy sets out the headmark to build a cyber resilient
Defence, while outcome 4 from the Royal Navy Data and Digital Plan “/mproved Cyber
Security and Resilience” sets the end state for the Royal Navy in achieving that strategy.
The Cyber Risk Improvement Plan (CRIP) defines the ways and means in achieving the
ends. The CRIP is a broad plan which is aligned and mapped to recognised Cyber Security
Frameworks (CCFs) and covers all aspects of improvements required in the cyber domain to
achieve the desired end state.

4. A cyber service is required to support ongoing implementation of this plan and to
deliver effective cyber risk management under a business-as-usual model in support of RN
DCO activity.

5.  The BC is articulating that the procurement mechanism allows for additional Limit of
Liability to provide Navy Digital with the flexibility to increase the service levels which are
required in order to meet the deadlines articulated in the CRIP. Subsequent business cases
may be developed in future for additional cyber service to increase capacity to deliver the
plan and/or to implement other parts of the plan as funding becomes available.

Requirement & Deliverables

6. To meet Navy Digital DCO priorities in support of the maritime domain, as aligned to
the cyber resilience strategy, the four following high-level outputs and outcomes are
required.

Output | Required Output Output Description
. Please see output table
! Risk Management below for full details.
5 Systems Cyber Risk Identification and Please see output table
Assurance below for full details.

Please see output table

3 Risk Mitigations below for full details.




Please see output table

4 CylSOC maturity development below for full details.

Secure by Design (SbD) information security Please see output table
assessment and implementation. below for full details.

Please see output table

6 Optional Additional Service below for full details.

Service Outputs in Detail

7. Output 1: Articulate and advise on cyber risk management to RN senior leadership
working in support of CISO. Inform and influence NCHQ operational cyber risk management
while optimising Governance, Risk and Compliance (GRC) processes.

Activity | Description

1.1 Provide management and oversight of cyber security maturity and risk via
periodic returns including Navy Command Strategic Cyber Security Risk and
Defence Board updates.

1.2 Provide timely cyber risk updates in the Quarterly Performance and Risk
Review (QPRR).

1.3 Contribute to NCHQ cyber risk management guidelines and ensure these are
regularly updated to reflect evolving cyber security considerations.

14 Identify and integrate RN requirements and priorities into the Cyber Resilience
Improvement Plan (CRIP).

1.5 Understand the cyber-attack surface across Navy critical systems, establish
reporting metrics and make recommendations to address vulnerabilities.

1.6 Deliver governance meetings addressing cyber risk management from Navy
Board down.

1.7 Provide Governance, Risk and Compliance (GRC) guidance and
recommendations.

1.8 Support and advise CISO on cyber audit requirements including CCF and
GIAA requests. Develop action plans to address audit recommendations.

8.  Output 2: Conduct technical risk identification and assurance activities.

Activity | Description

2.1 Redacted under FOIA Section 24, Military sensitive technical information

2.2




23. Redacted under FOIA Section 24, Military sensitive technical information
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2.5

2.6

2.7

9.  Output 3: Promote Cyber Security Enablers. Leverage existing RN data sources in
support of cyber security objectives (e.g., Recognised Cyber Picture, Kraken etc) and
improve cyber risk visualisations. Maintain culture, awareness, and behaviour interventions.

Activity | Description

3.1. Triage and manage RN FLC Cyber Risk Balance Cases (CBRCs) received.
Track, review and engage with submitters throughout the process. Escalate
risks when required. Maintain CRBC statistics and recommend continuous
improvement of the process.

3.2. Evolve and maintain a digital Recognised Cyber Picture (RCyP) to ensure
currency and accuracy of data presented.

3.3. Support prioritisation and onboarding of RN FLC cyber assets on to
Defensive Cyber Capability (DCC) monitoring.

3.4. Advise on ways to improve risk management decision making speed and
accuracy using client tools and dashboards.

3.5 Provide Navy input and influence across wider Cyber Resilience Programme
and similar initiatives.

3.6 Support Navy Digital personnel onboarding and act as primary point of
contact for external requests and engagements on behalf of Navy Digital
Cyber SO2/SO1.

3.7 Attend the weekly Navy Digital front door triage meeting to establish and

capture Defensive Cyber requirements from across the RN, actioning and
delegating as required.

3.8 Manage Navy Digital DCO group user mailbox, triaging, actioning and
forwarding email communications as needed. Act as lead meeting organiser
via the group account.

10. Output 4: The development and enhancement of the maturity of RN CylISOC and
federation of SOCs within RN AoR

Activity | Description

4.1 Promote alignment of DCO processes which will provide a measurable
improvement for detect and respond (e.g. training pathways, CTI input etc)




4.2

Manage development and implementation of DCC remote access monitoring
capability (e.g. CylISOC Enabled Architecture — CEA or equivalent capability)

4.3

Understand and assess CylISOC activity against an agreed maturity model
(e.g. SOC CMM) and implement changes to improve standards where
appropriate.

4.4

Develop and refine policy and strategy for a federated CyISOC model within
the FLC that aligns and supports wider MOD DCO. To include but not limited
to development and review of CONOPS/CONEMP and SOPs. Support and
engage with DCC outstations.

4.5

Understand best practices from MOD and industry partners and adopt or
implement where appropriate. Support and implement an MOD federated
SOC model.

4.6.

Deliver agreed coaching, training and exercising of SOC staff based on
industry best practices

4.7

Provide subject matter recommendations and support to processes and
onboarding FLC prioritised systems

4.8

Act as FLC lead rep for DCC cyber data onboarding iaw MOD policy. Work
with the MOD Network Operating Authority (NOA) and DCO Cyber Mission
Data (CMD) teams to achieve onboarding. Support FLC cyber system data
gathering and prioritisation. Conduct system owner engagement, data
assessment, data engineering, and detection rule development in support of
FLC CyISOC. Conduct CMD sponsored training as required.

11.  Output 5: Secure by Design (SbD) information security assessment and
implementation.

Activity | Description

5.1 Support development of criteria for Second Line Assurance (2LA) Targets of
Assurance (ToA) based on priorities identified by Navy Command.

5.2 Conduct 2LAs based upon those criteria which adhere to established
practices.

5.3 Conduct 2LAs requested by SROs within resourcing constraints and at a
lower priority than TOAs selected for 2LA as directed.

54 Conduct other TLB assurance activities as directed by Navy Cyber Risk
Manager / CISO.

5.5 Represent Navy interests at Cyber Risk Assurance Forums.

5.6 When required, provide on the job coaching and mentoring/knowledge
transfer to civil servants arriving in post until they can perform the Assessor
role unsupervised

5.7 SbD Transition Support - support and advise on policy in accordance with the
Navy SbD implementation plan to ensure effective transition from
Accreditation to SbD across Navy.




Optional Requirements

12. Optional Additional Service 1: Provide cyber security services to enable the ongoing
operation and maturity of Chief Information Security Officer (CISO), P&T Lead, Governance
lead, D&R Lead functions across Navy Command.

Activity | Description

6.1 Provide functional leadership of cyber and information security across Navy
Command, representing cyber equities at senior boards and engaging and
influencing across directorates and enabling organisations.

6.2 Provide cyber security direction and guidance to all directorates and improve
cyber risk management through the Navy Command Operating Model.
6.3 Ensure Navy training courses have appropriate coverage of cyber security, as

part of a requirement for wider Digital skills uplift, and support implementation
of awareness campaign measures across Navy.

6.4 Manage the implementation of defensive cyber capabilities to the Fleet and
specific critical systems.
6.5 Manage the implementation of Secure by Design policy in Navy Command,

including development of core supporting products and processes.

Location

13. The main on-site location for this service is Navy Command HQ, Whale Island,
Portsmouth, PO2 8ER.

14. Hybrid working is permitted when office attendance is not required.

15. All Travel and Subsistence (T&S) expenses must comply with the MoD T&S Policy and
is to be included within the cost of the Core Services.

16. Foreign travel will require Authority approval before these costs are met.

17. All suppliers are obliged to provide sufficient guarantees to implement appropriate
technical and organisational measures so that the processing meets the requirements of
GDPR (General Data Protection Regulation) and ensures the protection of the rights of data
subjects. For further information please see the Information Commissioner's Office website
https://ico.org.uk/for-organisations/data-protection-reform/overview-of-the-gdpr/

Governance

18. The KPIs below are aligned to delivery of the stated Outcomes for the requirement and
performance. The performance against the KPIs will be assessed in line with the review
frequency associated with that KPI and performance score allocated in line with the metric
stated. The overall service delivery performance will be assessed at the Quarterly
Performance Review and evidence drawn from the performance against KPIs.



19. Performance and Progress reviews will be held in line with the cadence below to
examine performance against the stated areas of activity:

a) Monthly — Service lead to update Cyber service teams as required. Larger tasking
will be covered by ND activity task tracking entries. If two or more KPI scores are
reported ‘requires improvement’ or ‘inadequate’ a formal review will be triggered, and
an improvement plan will be agreed.

b) Quarterly — review with requirement owner to capture risks and issues and review
progress towards delivery and performance against stated KPIs (Key Performance
Indicators) and forward look to set priorities and tasks for the duration of the
contract. Supplier to be in attendance.

c) Annually — Annual report to the customer and forward look to set priorities and
areas for improvement for the following year. Supplier to be in attendance.

Performance Management

20. Quarterly review with requirement owner to capture Risks and Issues in Microsoft
Project Online (under Navy Portfolio) and review progress towards delivery and performance
against stated KPIs (Key Performance Indicators) and forward look to set priorities and tasks
for the following quarter.

21. Full details on KPIs and Service Credits can be found at Annex A to Part A to the draft
Call Off Order Form below.

Government Furnished Assets

22. MoD ICT will be used throughout this service and supplier ICS is not to be used for the
delivery of this service. Information or data must not be transferred from MoD ICS to the
supplier’s systems. The supplier must ensure all personnel have the relevant security
clearances to access necessary MoD ICS.

Security

Redacted under FOIA Section 24, Military sensitive technical information

Personal Data
25. No personal data will be processed during course of this contract.

Health & Safety



26. Work to be conducted in line with MOD H&S practise derived from HSE guidance.
Environmental

27. Work to be conducted in line with MOD Environmental practice.
Exit

28. The Supplier shall, within three 3 Months after the Start Date, deliver to the Buyer a
Call-Off Contract and SOW Exit Plan which complies with the exit requirements and is
otherwise reasonably satisfactory to the Buyer.

29. The Parties shall use reasonable endeavours to agree the contents of the Exit Plan. If
the Parties are unable to agree the contents of the Exit Plan within twenty 20 Working Days
of the latest date for its submission, then such Dispute shall be resolved in accordance with
the Dispute Resolution Procedure.

30. 6 months prior to the end of the contract the supplier will:

a) Generate a closing service delivery report that details the activities delivered by
this contract against the stated statement of requirement.

b)  Review performance against the service KPIls and milestones.
c) Generate a service transition plan.
d) Conduct a documents, information, and knowledge capture.

e) Correctly store and archive all information on MoD CIS in line with Navy Digital
Information Management policy.

f) Work with the customer to ensure preparations for a smooth transition in
service.

g) Generate a Learning from Experience report.

Two weeks prior to the end of the contract the supplier will meet with the SRO and
conduct the final transition planning meeting and present progress, issues and risks
relating to closing-down or transitioning the service.

All information is to be stored on MoD devices and in MoD locations (no information
to be stored on either, company laptops or personal device). The supplier should
make adequate preparation for handover and knowledge transfer to new supplier. A
key element to this contract will be information management and knowledge transfer.
The supplier will ensure that all relevant documentation is created and stored within
MoD configuration management policy.

Software

31. MoD ICT will be used throughout this service and supplier ICT is not to be used for the
delivery of this service. The supplier must ensure all personnel have the relevant security
clearances to access necessary MoD ICT.



IPR or Other Rights

32. Al IPR remains with MoD.

Acronyms

CEMA - Cyber and Electromagnetic Activities

NCHQ — Navy Command Headquarters

C5ISR - Command Control Communications, Computing, Cyber, Intelligence,
Surveillance and Reconnaissance

DCO - Defensive Cyber Operations

FLC — Front Line Command

MOD — Ministry of Defence

RN — Royal Navy

CCFs - Cyber Security Frameworks

CRIP - Cyber Risk Improvement Plan

ND — Navy Digital

GRC - Governance, Risk and Compliance

CISO - Chief Information Security Officer

JIACC - Joint Information Assurance Command Centre and Communications
Information Systems Officer

QPRR - Quarterly Performance and Risk Review

CRIP - Cyber Resilience Improvement Plan

TS — Top Secret

SbD — Secure by Design

TLB - Top Level Budget Holders

ToA — Targets of Assurance

GIAA — Government Internal Audit Agency

CCF — Combined Cadet Force

MCSU TST — Maritime C5IR Support Unit Technical Security Team
CA — Compliance Audits

VA — Vulnerability Audits

RCyP - Recognised Cyber Picture

DCC - Defensive Cyber Capability

CyISOC — Cyber Incident Security Operating Centre

SOCs — Security Operations Centre

AoR — Area of Responsibility

CTI output — Central Tyre Inflation

CEA — Committee for European Airspace

SOC CMM - Security Operations Centre Capability Management Measure
2LA - Second Line Assurance

T&S — Travel & Subsistence

GDPR - General Data Protection Regulation

KPIs — Key Performance Indicators

ND — Navy Digital



MoD ICT — Ministry of Defence Information Communications Technology
ICS — Information & Communication Services

SC — Security Clearance

DV — Developed Vetting

MoD H&S — Ministry of Defence Health & Safety

SOW - Statement of Work

IPR - Intellectual Property Rights



Order Schedule 22 — Secret Matters

Associated definitions:

In this Order Schedule 22, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Document”

"Secret Matter"

includes specifications, plans, drawings, photographs
and books;

means any matter connected with or arising out of the
performance of this Order Contract which has been, or

"Servant"

1. Disclosure

may hereafter be, by a notice in writing given by the
Customer to the Supplier be designated 'top secret’,
'secret’, or 'confidential’;

where the Supplier is a body corporate shall include a
director of that body and any person occupying in
relation to that body the position of director by
whatever name called.

1.1 The Supplier shall not, either before or after the completion or termination of
this Order Contract, do or permit to be done anything which it knows or
ought reasonably to know may result in information about a Secret Matter

being:

1.1.1without the prior consent in writing of the Buyer, disclosed to or
acquired by a person who is an alien or who is a British subject by
virtue only of a certificate of naturalisation in which his name was
included;

1.1.2disclosed to or acquired by a person as respects whom the
Buyer has given to the Supplier a notice in writing which has not
been cancelled stating that the Buyer requires that Secret Matters
shall not be disclosed to that person;

1.1.3without the prior consent in writing of the Buyer, disclosed to or
acquired by any person who is not a Servant of the Supplier; or

1.1.4disclosed to or acquired by a person who is an employee of the
Supplier except in a case where it is necessary for the proper
performance of this Order Contract that such person shall have the
information.

2. Safeguarding

2.1 Without prejudice to the provisions of Paragraph 1, the Supplier shall, both
before and after the completion or termination of this Order Contract, take
all reasonable steps to ensure:

2.1.1no such person as is mentioned in Paragraph 1.1, 1.1.1 or 1.1.2,
thereof shall have access to any item or Document under the control
of the Supplier containing information about a Secret Matter except
with the prior consent in writing of the Buyer;



2.1.2that no visitor to any premises in which there is any item to be
supplied under this Order Contract or where Goods are being
supplied shall see or discuss with the Supplier or any person
employed by him any Secret Matter unless the visitor is authorised in
writing by the Buyer so to do;

2.1.3that no photograph of any item to be supplied under this Order
Contract or any portions of the Goods shall be taken except insofar
as may be necessary for the proper performance of this Order
Contract or with the prior consent in writing of the Buyer, and that no
such photograph shall, without such consent, be published or
otherwise circulated;

2.1.4that all information about any Secret Matter and every
Document, model or other item which contains or may reveal any
such information is at all times strictly safeguarded, and that, except
insofar as may be necessary for the proper performance of this Order
Contract or with the prior consent in writing of the Buyer, no copies of
or extracts from any such Document, model or item shall be made or
used and no designation of description which may reveal information
about the nature or contents of any such Document, model or item
shall be placed thereon; and

2.1.5that if the Buyer gives notice in writing to the Supplier at any time
requiring the delivery to the Customer of any such Document, model
or item as is mentioned in Paragraph 2.1.4, that Document, model or
item (including all copies of or extracts therefrom) shall forthwith be
delivered to the Buyer who shall be deemed to be the owner thereof
and accordingly entitled to retain the same.

3. Decision of the Buyer

3.1

The decision of the Buyer on the question whether the Supplier has taken or
is taking all reasonable steps as required by the foregoing provisions of this

Order Schedule 22 shall be final and conclusive.

4. Particulars of People

41

If and when directed by the Buyer, the Supplier shall furnish full particulars

of all people who are at any time concerned with any Secret Matter.

5. Official Secrets Act

5.1

If and when directed by the Buyer, the Supplier shall secure that any person

employed by it who is specified in the direction, or is one of a class of

people who may be so specified, shall sign a statement that he understands

that the Official Secrets Act, 1911 to 1989 and, where applicable, the

Atomic Energy Act 1946, apply to the person signing the statement both
during the carrying out and after expiry or termination of the Order Contract.

6. Information concerning the Contract

6.1

If, at any time either before or after the expiry or termination of this Order

Contract, it comes to the notice of the Supplier that any person acting
without lawful authority is seeking or has sought to obtain information



concerning this Order Contract or anything done or to be done in pursuance
thereof, the matter shall be forthwith reported by the Supplier to the Buyer
and the report shall, in each case, be accompanied by a statement of the
facts, including, if possible, the name, address and occupation of that
person, and the Supplier shall be responsible for making all such
arrangements as it may consider appropriate to ensure that if any such
occurrence comes to the knowledge of any person employed by it, that
person shall forthwith report the matter to the Supplier with a statement of
the facts as aforesaid.

7. Duty to observe obligations

7.1

The Supplier shall place every person employed by it, other than a Sub
contractor, who in its opinion has or will have such knowledge of any Secret
Matter as to appreciate its significance, under a duty to the Supplier to
observe the same obligations in relation to that Secret Matter as are
imposed on the Supplier by Paragraphs 1 and 2 and shall, if directed by the
Buyer, place every person who is specified in the direction or is one of a
class of people so specified, under the like duty in relation to any Secret
Matter which may be specified in the direction, and shall at all times use its
best endeavours to ensure that every person upon whom obligations are
imposed by virtue of this Order Schedule 22 observes the said obligations,
and the Supplier shall give such instructions and information to every such
person as may be necessary for that purpose, and shall, immediately upon
becoming aware of any act or omission which is or would be a breach of the
said obligations, report the facts to the Supplier with all necessary
particulars.

8. Sub-Contract Obligations

8.1

The Supplier shall, if directed by the Buyer, include in the Sub-Contract
provisions in such terms as the Buyer may consider appropriate for placing
the Sub-Contractor under obligations in relation to secrecy and security
corresponding to those placed on the Supplier by this Order Schedule 22,
but with such variations (if any) as the Buyer may consider necessary.
Further the Supplier shall:

8.1.1give such notices, directions, requirements and decisions to its
Sub Contractors as may be necessary to bring the provisions relating
to secrecy and security which are included in Sub-Contracts under
this Order Schedule 22 into operation in such cases and to such
extent as the Buyer may direct;

8.1.2if there comes to its notice any breach by the Sub-Contractor of
the obligations of secrecy and security included in their Sub-
Contracts in pursuance of this Order Schedule 22, notify such breach
forthwith to the Customer; and

8.1.3if and when so required by the Buyer, exercise its power to
determine the Sub-Contract under the provision in that Sub-Contract
which corresponds to Paragraph 11.

9. Information to the Buyer



9.1 The Supplier shall give the Buyer such information and particulars as the
Buyer may from time to time require for the purposes of satisfying the Buyer
that the obligations imposed by or under the foregoing provisions of this
Order Schedule 22 have been and are being observed and as to what the
Supplier has done or is doing or proposes to do to secure the observance of
those obligations and to prevent any breach thereof, and the Supplier shall
secure that a representative of the Buyer duly authorised in writing shall be
entitled at reasonable times to enter and inspect any premises in which
anything is being done or is to be done under this Order Contract or in
which there is or will be any item to be supplied under this Order Contract,
and also to inspect any Document or item in any such premises or which is
being made or used for the purposes of this Order Contract and that any
such representative shall be given all such information as he may require on
the occasion of, or arising out of, any such inspection.

10. Exclusion

10.1 Nothing in this Order Schedule 22 shall prevent any person from giving any
information or doing anything on any occasion when it is, by virtue of any
enactment, the duty of that person to give that information or do that thing.

11. Grounds for Termination
11.1 If the Buyer shall consider that any of the following events has occurred:

11.1.1 that the Supplier has committed a breach of, or failed to
comply with any of, the foregoing provisions of this Order Schedule
22; or

11.1.2 that the Supplier has committed a breach of any

obligations in relation to secrecy or security imposed upon it by any
other contract with the Buyer, or with any department or person
acting on behalf of the Crown; or

11.1.3 that by reason of an act or omission on the part of the
Supplier, or of a person employed by the Supplier, which does not
constitute such a breach or failure as is mentioned in Paragraph
11.1.4 information about a Secret Matter has been or is likely to
be acquired by a person who, in the opinion of the Buyer, ought not
to have such information;

11.1.5 and shall also decide that the interests of the state require
the termination of this Order Contract, the Buyer may by notice in
writing terminate this Order Contract forthwith.

12. Buyer Decision to Terminate

12.1 A decision of the Buyer to terminate this Order Contract in accordance with
the provisions of Paragraph 11 shall be final and conclusive and it shall not
be necessary for any notice of such termination to specify or refer in any
way to the event or considerations upon which the Buyer's decision is
based.

13. Supplier’s notice

13.1 The Supplier may within five (5) Working Days of the termination of this
Order Contract in accordance with the provisions of Paragraph 11, give the



13.2

Buyer notice in writing requesting the Buyer to state whether the event upon
which the Buyer's decision to terminate was based is an event mentioned in
Paragraphs 11.1.1, 11.1.2 or 11.1.3 and to give particulars of that event;
and

the Buyer shall within ten (10) Working Days of the receipt of such a request
give notice in writing to the Supplier containing such a statement and
particulars as are required by the request.

14. Matters pursuant to termination

14.1

14.2

14.3

14.4

The termination of this Order Contract pursuant to Paragraph 11 shall be
without prejudice to any rights of either Party which shall have accrued
before the date of such termination;

The Supplier shall be entitled to be paid for any work or thing done under
this Order Contract and accepted but not paid for by the Buyer at the date of
such termination either at the price which would have been payable under
this Order Contract if the Order Contract had not been terminated, or at a
reasonable price;

The Buyer may take over any work or thing done or made under this Order
Contract (whether completed or not) and not accepted at the date of such
termination which the Buyer may by notice in writing to the Supplier given
within thirty (30) Working Days from the time when the provisions of this
Order Schedule 22 shall have effect, elect to take over, and the Supplier
shall be entitled to be paid for any work or thing so taken over a price which,
having regard to the stage which that work or thing has reached and its
condition at the time it is taken over, is reasonable. The Supplier shall in
accordance with directions given by the Buyer, deliver any work or thing
taken over under this Paragraph 14.3, and take all such other steps as may
be reasonably necessary to enable the Buyer to have the full benefit of any
work or thing taken over under this Paragraph 14.3 ; and

Save as aforesaid, the Supplier shall not be entitled to any payment from
the Buyer after the termination of this Order Contract.

15. Rights & Obligations after Termination

15.1

15.2

If, after notice of termination of this Order Contract pursuant to the
provisions of Paragraph 11:

15.1.1 the Buyer shall not within ten (10) Working Days of the
receipt of a request from the Supplier, furnish such a statement and
particulars as are detailed in Paragraph 13.1; or

15.1.2 the Buyer shall state in the statement and particulars
detailed in Paragraph 13.2 that the event upon which the Buyer's
decision to terminate this Order Contract was based is an event

mentioned in Paragraph.11.1.3,

15.1.3  the respective rights and obligations of the Supplier and the
Buyer shall be terminated in accordance with the following
provisions:

the Buyer shall take over from the Supplier at a fair and reasonable price all
unused and undamaged materials, bought-out parts and components and



15.3

15.4

15.5

15.6

articles in course of manufacture in the possession of the Supplier upon the
termination of this Order Contract under the provisions of Paragraph 11 and
properly provided by or supplied to the Supplier for the performance of this
Order Contract, except such materials, bought-out parts and components
and articles in course of manufacture as the Supplier shall, with the
concurrence of the Buyer, elect to retain;

the Supplier shall prepare and deliver to the Buyer within an agreed period
or in default of agreement within such period as the Buyer may specify, a
list of all such unused and undamaged materials, bought-out parts and
components and articles in course of manufacture liable to be taken over by
or previously belonging to the Buyer and shall deliver such materials and
items in accordance with the directions of the Buyer who shall pay to the
Supplier fair and reasonable handling and delivery charges incurred in
complying with such directions;

the Buyer shall indemnify the Supplier against any commitments, liabilities
or expenditure which are reasonably and properly chargeable by the
Supplier in connection with this Order Contract to the extent to which the
said commitments, liabilities or expenditure would otherwise represent an
unavoidable loss by the Supplier by reason of the termination of this Order
Contract;

if hardship to the Supplier should arise from the operation of this Paragraph
15 it shall be open to the Supplier to refer the circumstances to the Buyer
who, on being satisfied that such hardship exists shall make such
allowance, if any, as in its opinion is reasonable and the decision of the
Buyer on any matter arising out of this Paragraph 15.5 shall be final and
conclusive; and

subject to the operation of Paragraphs15.2, 15.3, 15.4, and 15.5 termination
of this Order Contract shall be without prejudice to any rights of either party
that may have accrued before the date of such termination.





