

OFFICIAL
Contract for the Provision of WAN and LAN Services
V5.0 Final

[image: image1.png]J, Ministry of
&L JUSTICE





WAN and LAN Services
Schedule 6.5: Business Continuity and Disaster Recovery Provisions
[This contract documentation has been redacted in accordance with the Freedom of Information Act 2000 Chapter 36 PART II (Exempt Information) in that it contains Exempt Information pursuant to Section 43(1)(2) (Commercial Interests)]
BIDDER FACING VERSION CONTROL

	Version Control  based on Cross Tower V3.0

	Issue No:
	Issue Date:
	Issue Author:
	Reason for Issue:

	V1.0
	December 2013
	(REDACTED)
	Draft consultation

	V2.0
	7th February 2014
	(REDACTED)
	ITP

	V3.0
	3rd April 2014
	(REDACTED)
	ITQ 

	V3.1
	3rd April
	(REDACTED)
	Application of new Protective Markings

	V4.0
	28th August 2014
	(REDACTED)
	Contract Engrossment

	V4.1
	4th September 2014
	(REDACTED)
	Contract Engrossment – includes version 3.1 omitted from v4.0.  Changes since v3.1 shown in tracks.

	V5.0
	11th  September 2014
	(REDACTED)
	Final for signature.


TABLE OF CONTENTS

41.
INTRODUCTION


42.
DEVELOPMENT AND MANAGEMENT OF THE ITSCM PLAN


63.
PROVISION OF RESOURCES


64.
PART A: WAN and LAN ITSCM PLAN


85.
PART B – WAN and LAN ITSC PLANS


96.
PART C – NETWORK DISASTER RECOVERY PLAN


107.
BACKLOG PROCESSING MANAGEMENT


118.
REVIEW AND AMENDMENT OF THE ITSCM PLAN, ITSC PLAN(S) AND DISASTER RECOVERY PLAN


129.
TESTING OF THE NETWORK ITSCM PLAN, ITSC PLAN AND DISASTER RECOVERY PLAN




1. INTRODUCTION
1.1 This Schedule sets out the Customer Authority's requirements on the WAN and LAN Supplier for ensuring continuity of the Customer Authority’s business processes and operations supported by the WAN and LAN Services in circumstances of WAN and LAN Service disruption or failure and for restoring the WAN and LAN Services through ITSCM and as necessary Disaster Recovery procedures.  It also sets out the obligations on the WAN and LAN Supplier to develop, review, test, change and maintain the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plan and WAN and LAN Disaster Recovery Plan in respect of the WAN and LAN Services in full consultation with the Customer Authority and its agents. This Schedule should be read in conjunction with Call Off Form, Appendix 3, Part A, Section 1 (Service Requirements) that set out the WAN and LAN Supplier’s obligations in terms of the provision of ITSCM for WAN and LAN Services provided to the Customer Authority by Other FITS Suppliers .
1.2 The WAN and LAN Supplier’s ITSCM Plan shall detail the processes and arrangements which the WAN and LAN Supplier shall implement following an ITSC Event and shall be comprised of three parts:

1.2.1 part A - general principles and requirements
1.2.2 part B – WAN and LAN ITSC Plans; and

1.2.3 part C – WAN and LAN Disaster Recovery Plan, to be invoked by the WAN and LAN Supplier following a Critical Incident. 

1.3 The WAN and LAN Supplier shall not be entitled to any relief from its obligations under this Agreement or to any increase in the Charges to the extent that an IT Service Continuity Event or a Disaster occurs as a consequence of any Default by the WAN and LAN Supplier of this Agreement.
2. DEVELOPMENT AND MANAGEMENT OF THE ITSCM PLAN

2.1 The WAN and LAN Supplier shall work and co-operate with the Customer Authority, its agents and Suppliers with respect to ITSCM.

2.2 The WAN and LAN Supplier shall develop the WAN and LAN ITSCM Plan in conjunction with the provisions of Call-Off Form Appendix 3, Part A, Section 1: WAN and LAN Service Requirements and Call-Off Form Appendix 3, Part B WAN and LAN Service Descriptions - IT Service Continuity Management.
2.3 The WAN and LAN Supplier shall develop the WAN and LAN ITSCM Plan within ninety (90) Working Days of the Effective Date (or such other period as set out in the Transition Plan or as otherwise agreed in writing by the Parties).
2.4 The WAN and LAN Supplier shall submit the draft WAN and LAN ITSCM Plan to the Customer Authority’s Key Personnel for Approval by the Customer Authority, within ninety (90) Working Days of the Effective Date and shall make any amendments required by the Customer Authority to enable the WAN and LAN ITSCM Plan and the WAN and LAN Disaster Recovery Plan to comply with the requirements of this Agreement.  Following such changes, the WAN and LAN Supplier shall resubmit the WAN and LAN ITSCM Plan to the Customer Authority Key Personnel for Approval by the Customer Authority.
2.5 The WAN and LAN Supplier’s WAN and LAN ITSCM Plan shall, unless otherwise required by the Customer Authority in writing, be based upon and be consistent with the provisions of this Schedule.  The WAN and LAN ITSCM Plan shall take into account, link and interoperate with any overarching and/or connected Business Continuity and/or Disaster Recovery Plan of the Customer Authority and of any Other PSN Services Contractors or Wider PSN Contractors and/or legacy service providers and the WAN and LAN Supplier shall request these from the relevant parties. If any such request by the WAN and LAN Supplier is not responded to sufficiently, the WAN and LAN Supplier shall notify the Customer Authority in writing who shall support the WAN and LAN Supplier in requesting these plans.
2.6 As part of its development of the WAN and LAN ITSCM Plan, the WAN and LAN Supplier shall carry out risk assessments of the WAN and LAN Supplier systems and all third party systems including those of the WAN and LAN Supplier’s Other PSN Connectivity Contractors or Wider PSN Contractors and any legacy service providers which interface with the WAN and LAN Supplier system and/or the WAN and LAN Services, to determine what risks exist and the appropriate response to them in accordance with this Schedule.  The WAN and LAN Supplier shall minimise such risks where possible to the WAN and LAN Supplier system and/or the WAN and LAN Services and, where requested by the Customer Authority, identify those other risks to the parties concerned including those of Other PSN Connectivity Contractors or Wider PSN Contractors and advise on implications and possible mitigation.

2.7 The WAN and LAN Supplier shall ensure that its Sub-contractors' Business Continuity and Disaster Recovery Plans are integrated with the WAN and LAN Suppliers ITSCM Plan. 

2.8 The WAN and LAN Supplier’s ITSCM Plan shall set out the conditions under which the ITSC Plan is invoked.

2.9 The WAN and LAN ITSCM Plan shall detail the processes and arrangements which the WAN and LAN Supplier shall follow to ensure continuity of the business processes and operations supported by the WAN and LAN Services following any failure or disruption of any element of the WAN and LAN Services or an ITSC Event and the recovery of the WAN and LAN Services in the event of a Critical Incident or a Disaster.

2.10 The WAN and LAN Supplier shall ensure that the IT Service Continuity Management and Disaster Recovery processes, policies and procedures to be operated in respect of the WAN and LAN Services are developed using a methodology that is consistent with Good Industry Practice and in compliance with the Standards.

2.11 The WAN and LAN Supplier shall demonstrate Configuration Management of the WAN and LAN ITSCM Plan to the Customer Authority and make the WAN and LAN ITSCM Plan available to the Customer Authority within three (3) Working Days of request.

2.12 The draft and Approved WAN and LAN ITSCM Plan shall be provided to the WAN and LAN Supplier’s Board if requested.
3. PROVISION OF RESOURCES

3.1 The WAN and LAN Supplier shall provide infrastructure, processes, policies, procedures, WAN and LAN Supplier Key Personnel and other resources as required to implement its responsibilities defined within the WAN and LAN ITSCM Plan and to satisfy its obligations under this Agreement (including achieving any agreed IT Service Continuity recovery times).

3.2 The WAN and LAN Supplier shall designate a Business Continuity manager who shall act as an informed and empowered point of contact for the Customer Authority in respect of its IT Service Continuity Management and Disaster Recovery issues.  The WAN and LAN Supplier shall ensure that the nominated Business Continuity manager is available so that cover is provided twenty four (24) hours a day, seven (7) days a week.

3.3 The WAN and LAN Supplier shall define, implement and operate organisations, escalation criteria and processes for the management of IT Service Continuity Events, in accordance with Good Industry Practice, the Law, this Agreement (including the Standards) and Clause 4.21 (Disasters and Business Continuity) of the Framework Agreement.
4. PART A: WAN and LAN ITSCM PLAN
4.1 The WAN and LAN Supplier’s ITSCM Plan shall:
4.1.1 describe the dependencies between the WAN and LAN Supplier’s ITSC Plan(s) and WAN and LAN Disaster Recovery Plan(s);

4.1.2 provide details of how the invocation of any element of the WAN and LAN Supplier’s ITSCM Plan may impact upon the provision of FITS Services;
4.1.3 detail how the WAN and LAN Supplier’s ITSCM Plan links and interoperates with any of the Customer Authority’s Business Continuity and Disaster Recovery Plan(s);

4.1.4 detail how the WAN and LAN Supplier’s ITSCM Plan links and interoperates with any of the Other Suppliers’ and Other Customer Authority Providers’ Business Continuity and Disaster Recovery Plan(s), where applicable; 
4.1.5 contain a communication plan including the specific communication channels with the Customer Authority; 
4.1.6 contain an obligation upon the WAN and LAN Supplier to liaise with the Customer Authority and (at the Customer Authority's request) any Other PSN Connectivity Contractors or Wider PSN Contractors with respect to issues concerning Business Continuity and Disaster Recovery where applicable;
4.1.7 detail the WAN and LAN Supplier’s processes and procedures, including, but not limited to, Incident Management and Problem Management, in the event that an ITSC Plan is invoked;
4.1.8 contain a risk analysis, including, but not limited to:

4.1.8.1 ITSC Event scenarios and assessments, and estimates of frequency of occurrence;

4.1.8.2 identification, impact analysis and risk management of any single point of failure within the WAN and LAN Supplier’s internal business functions, operations and services that may impact the End To End Services; and

4.1.8.3 identification, impact analysis and risk management of anticipated ITSC Events that may impact the End to End Services. 

4.1.8.4 identification of risks arising from the interaction of the WAN and LAN Services with the services provided by a Other PSN Connectivity Contractors or Wider PSN Contractors or legacy service provider; and

4.1.8.5 a Business Impact Analysis (detailing the impact on business processes and operations) of different anticipated failures or disruptions;

4.1.9 identify and document the processes and procedures for restoring the WAN and LAN Services to normal operations;
4.1.10 contain escalation procedures;

4.1.11 provide for documentation of processes, including business processes, and procedures;

4.1.12 set out Key Personnel contact details (including roles and responsibilities) as set out in the Call-Off Form Appendix 2 for invoking the WAN and LAN ITSCM Plan and WAN and LAN Disaster Recovery Plan within the WAN and LAN Supplier (and any Sub-contractors) and within the Customer Authority; 
4.1.13 set out method(s) of recovering or updating data collected (or which ought to have been collected) during a failure or disruption to ensure that there is no data loss and to preserve data integrity;

4.1.14 details of how the WAN and LAN Supplier shall ensure compliance with Information Security Management standards as laid out in Schedule 6 (Standards) of the Framework Agreement and Schedule 2.2 (Security Requirements and Plan) of the Call Off Form, where applicable, ensuring that compliance is maintained for any period during which the WAN and LAN ITSC Plan and WAN and LAN Disaster Recovery Plan is invoked;

4.1.15 provide for the provision of technical advice and assistance to key contacts at the Customer Authority as notified by the Customer Authority in writing from time to time to inform decisions in support of the Customer Authority’s business continuity plans;

4.1.16 demonstrate how the WAN and LAN Services shall be provided as set out in Call Off Form, Appendix 3, Part A, Section 1 (Service Requirements) and PSN Connectivity FA Schedule 14 Call-Off Schedule 2.1 (Service Performance Management) in the event of an ITSC Event; 
4.1.17 be consistent with current industry standards and best practices; and

4.1.18 sets out the processes and procedures for reviewing, testing, changing and maintaining the WAN and LANs ITSCM Plan.

4.2 Upon the occurrence of a Critical Incident where the WAN and LAN Supplier invokes the WAN and LAN ITSCM Plan the WAN and LAN Supplier shall inform the Customer Authority before it is invoked or as soon as practicable thereafter.

5. PART B – WAN and LAN ITSC PLANS
5.1 The WAN and LAN ITSC Plan shall set out the arrangements that are to be invoked to ensure continuity of the WAN and LAN Supplier’s internal business functions, operations and services. The WAN and LAN ITSC Plan shall include, but not be limited to:
5.1.1 alternative processes, (including business processes), options and responsibilities that shall be adopted in the event an ITSC Event affects the WAN and LAN Services; and
5.1.2 the steps to be taken by the WAN and LAN Supplier upon resumption of the WAN and LAN Services in order to address any prevailing effect or impact of the ITSC Event, including a root cause analysis and remediation plans.
5.2 The WAN and LAN ITSC Plan shall set out the conditions under which the WAN and LAN Disaster Recovery Plan is invoked.

5.3 The WAN and LAN Supplier shall provide the processes and procedures for reviewing, testing, changing and maintaining the WAN and LAN ITSC Plan.
5.4 The WAN and LAN ITSC Plan will be provided with the WAN and LAN ITSCM Plan to the Authority.

5.5 The WAN and LAN Supplier shall demonstrate Configuration Management of the WAN and LAN ITSC Plan to the Authority and make the WAN and LAN ITSC Plan available to the Authority within three (3) Working Days of request.
5.6 Upon the occurrence of a Critical Incident where the WAN and LAN Supplier invokes the WAN and LAN ITSC Plan the WAN and LAN Supplier shall inform the Authority before it is invoked or as soon as practicable thereafter.
5.7 Where an IT Service Continuity Event or Disaster occurs, the WAN and LAN Supplier shall:

5.7.1 continue to provide the unaffected WAN and LAN Services in accordance with the requirements of this Agreement (including the Service Levels); 

5.7.2 inform the Customer Authority of its intention to invoke the WAN and LAN ITSC Plan or Disaster Recovery Plan; 

5.7.3 invoke the WAN and LAN ITSC Plan or Disaster Recovery Plan and comply with their provisions; and

5.7.4 in any case, take action to allow the Customer Authority to resume operating its businesses in a minimum amount of time and restore the WAN and LAN Services in a sustainable manner in accordance with the Service Levels and the other terms of this Agreement.

5.8 Where the WAN and LAN Supplier is failing to meet any agreed IT Service Continuity recovery time set out in the WAN and LAN ITSC Plan or WAN and LAN Disaster Recovery Plan, this shall be immediately escalated to the appropriate level in accordance with the process set out in Schedule 6.3 (Dispute Resolution Procedure).  The relevant Key Personnel shall oversee the recovery efforts and report to the Customer Authority on progress until the WAN and LAN Services are restored in accordance with the Service Levels and the terms of this Agreement.

5.9 Nothing shall prevent or restrict the Customer Authority from invoking WAN and LAN ITSC Plans where an IT Service Continuity Event or Disaster occurs and the WAN and LAN Supplier has not complied with Paragraph 5.7.3.  Notwithstanding its invocation by the Customer Authority, the WAN and LAN Supplier shall remain responsible for complying with the WAN and LAN ITSCM Plan and this Schedule.

6. PART C – NETWORK DISASTER RECOVERY PLAN

6.1 The WAN and LAN Supplier shall design a WAN and LAN Supplier Disaster Recovery Plan which ensures that upon the occurrence of a Critical Incident:
6.1.1 the impacts on the WAN and LAN Supplier’s business functions, operations and services are minimised; and

6.1.2 the impacts on the Customer Authority, the WAN and LAN Services and the FITS Services are minimised.

6.2 The WAN and LAN Supplier shall inform the Customer Authority as soon as practicable after invoking The WAN and LAN Disaster Recovery Plan.

6.3 The WAN and LAN Disaster Recovery Plan shall include but not be limited to:

6.3.1 details of the procedures and processes to be put in place by the WAN and LAN Supplier in relation to the Disaster Recovery System and the provision of the Disaster Recovery Services and any testing of the same including but not limited to the following:

6.3.1.1 data centre and Disaster Recovery site audits;

6.3.1.2 the methodology and details of the WAN and LAN Supplier's approach to data availability and data integrity;

6.3.1.3 identification of all potential Critical Incidents;

6.3.1.4 Risk Analysis;

6.3.1.5 documentation of the processes and procedures;

6.3.1.6 hardware configuration details;

6.3.1.7 network planning including details of all relevant data networks and communication links;

6.3.1.8 rules governing the invocation of the WAN and LAN Disaster Recovery Plan; and
6.3.1.9 the steps to be taken by the WAN and LAN Supplier upon resumption of the services in order to address any prevailing effect or impact of the ITSC Event, including a root cause analysis and remediation plans.
6.4 details of how the WAN and LAN Supplier shall ensure compliance with information Security Management standards as laid out in Schedule 6 (Standards) of the Framework Agreement and Schedule 2.2 (Security Requirements and Plan), where applicable, ensuring that compliance is maintained for any period during which the WAN and LAN Supplier’s Disaster Recovery Plan is invoked;

6.5 The WAN and LAN Supplier shall provide the processes and procedures for reviewing, testing, changing and maintaining the WAN and LAN Supplier’s Disaster Recovery Plan.

6.6 The WAN and LAN Supplier’s Disaster Recovery Plan shall be provided, with the WAN and LAN ITSCM Plan, to the Customer Authority.

6.7 The WAN and LAN Supplier shall demonstrate Configuration Management of the WAN and LAN Supplier’s Disaster Recovery Plan to the Customer Authority and make the WAN and LAN Supplier’s Disaster Recovery Plan available to the Customer Authority within three (3) Working Days of request.

7. BACKLOG PROCESSING MANAGEMENT

7.1 Where the WAN and LAN Services involve processing of data, as soon as practicable following the restoration of the WAN and LAN Services, the WAN and LAN Supplier shall perform all required backlog processing operations.  Unless otherwise agreed in writing by the Customer Authority, the WAN and LAN Supplier shall ensure that such backlog processing does not affect the normal operation of the WAN and LAN Services.
7.2 The WAN and LAN Supplier shall ensure that backlog processing is completed within the timescales specified in the Service Requirements and/or the WAN and LAN Supplier Service Descriptions or, if no timescales are specified, in accordance with the Customer Authority’s requirements as notified.  Backlog processing shall be deemed to be completed when all data presented to the system either from interfaces or backlog buffers is being processed within all corresponding performance standards defined in the WAN and LAN ITSCM Plan.

8. REVIEW AND AMENDMENT OF THE ITSCM PLAN, ITSC PLAN(S) AND DISASTER RECOVERY PLAN
8.1 The WAN and LAN Supplier shall provide the processes and procedures for reviewing, testing, changing and maintaining the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and WAN and LAN Supplier’s Disaster Recovery Plan.
8.2 The WAN and LAN Supplier shall review and amend accordingly its WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and Business Continuity and Disaster Recovery Plan:

8.2.1 on a regular basis and as a minimum annually;

8.2.2 within one calendar month of the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and WAN and LAN Disaster Recovery Plan (or any part) having been invoked; and

8.2.3 following an annual review of the Authority's Business Continuity and Disaster Recovery Plan or an ITSC impact assessment.

8.3 Where the Customer Authority requests any additional reviews by notifying the WAN and LAN Supplier in writing, the WAN and LAN Supplier shall conduct such reviews in accordance with the Customer Authority's written requirements.  The reasonable and pre-agreed costs of the WAN and LAN Supplier for any such additional reviews will be met by the Customer Authority.

8.4 Any review by the WAN and LAN Supplier of the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and Disaster Recovery Plan shall assess the suitability of the procedures and methodologies set out in the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and Disaster Recovery Plan.  Each review shall take into account any changes to the WAN and LAN Supplier’s business functions, operations, FITS Services and WAN and LAN Services. 
8.5 Any review shall also take into account changes relating to the Customer Authority, Other PSN Connectivity Contractors or Wider PSN Contractors and/or legacy service providers.
8.6 Any review shall be completed by the WAN and LAN Supplier within the period specified in the WAN and LAN ITSCM Plan or the processes and procedures for reviewing, testing, changing and maintaining the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plan(s) or Disaster Recovery Plan. The WAN and LAN Supplier shall, within twenty (20) Working Days of the conclusion of each such review of the WAN and LAN ITSCM Plan, WAN and LAN ITSC Plan(s) or WAN and LAN Disaster Recovery Plan, provide to the Authority a report setting out:

8.6.1 the findings of the review;

8.6.2 any changes in the risk profile associated with the FITS Services and/or the WAN and LAN Services; and

8.6.3 the WAN and LAN Supplier’s proposals for addressing any changes in the risk profile and its proposals for amendments to the  WAN and LAN ITSCM Plan, WAN and LAN ITSC Plans and WAN and LAN Disaster Recovery Plan following the review. It shall also detail the impact that the implementation of such proposals may have on any services or systems provided by any other party.

8.6.4 The WAN and LAN Supplier shall, after receiving the Customer Authority's Approval of the WAN and LAN Supplier’s Proposals (having regard to the significance of any risks highlighted in the Review Report), effect any change in its practices or procedures necessary so as to give effect to the WAN and LAN Supplier’s Proposals.  Any such change shall be at the WAN and LAN Supplier’s expense unless it can be shown that the changes are required because of a material change to the risk profile.

8.7 The Review Reports and WAN and LAN Supplier’s Proposals shall be provided to the WAN and LAN Supplier’s Board if requested.

9. TESTING OF THE NETWORK ITSCM PLAN, ITSC PLAN AND DISASTER RECOVERY PLAN
9.1 The WAN and LAN Supplier shall test the WAN and LAN ITSCM Plan on a regular basis, and in any event not less than once in every twelve (12) month period.  The Customer Authority or the SIAM Supplier may require the WAN and LAN Supplier to conduct additional tests of some or all elements of the WAN and LAN ITSCM Plan including where there has been any change to the WAN and LAN Services, or on the occurrence of any event which may increase the likelihood of the need to implement the WAN and LAN ITSCM Plan.

9.2 If the Customer Authority or the SIAM Supplier requires an additional test of the WAN and LAN ITSCM Plan, it shall give the WAN and LAN Supplier written notice and the WAN and LAN Supplier shall conduct the test in accordance with the Customer Authority's requirements or the SIAM Supplier’s instructions and the relevant provisions of the WAN and LAN ITSCM Plan. 
9.3 The WAN and LAN Supplier's costs of any additional test shall be borne by the Customer Authority unless the WAN and LAN Supplier’s test of the WAN and LAN ITSCM Plan fails, in which case the WAN and LAN Supplier's shall retest the WAN and LAN ITSCM Plan until successful completion at its own cost. 
9.4 Following each test, the WAN and LAN Supplier shall, within twenty (20) Working Days, send to the Customer Authority for Approval a written report summarising the results of the test.  This shall include but not be limited to:

9.4.1 the outcome of the test;

9.4.2 any failures in the WAN and LAN ITSCM Plan revealed by the test; and

9.4.3 the WAN and LAN Supplier's proposals for remedying any such failures, 

9.5 The WAN and LAN Supplier shall implement any actions or remedial measures which the Customer Authority has Approved.

9.6 The WAN and LAN Supplier shall undertake and manage testing of the WAN and LAN ITSCM Plan in consultation with the Customer Authority and shall liaise with the Customer Authority in respect of the planning, performance, and review of each test, and shall comply with the Customer Authority’s requirements in this regard.

9.7 The ITSC Test Report shall be provided to the WAN and LAN Supplier Board if requested in accordance with Paragraph 2.1.3 of Schedule 6.1 (Governance).
End of Schedule
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