


L&P SERVICES AGREEMENT

PURCHASE ORDER

DATE:

	L&P:
	London & Partners Limited a company limited by guarantee incorporated in England and Wales with company number 07493460.


	L&P registered office address:

	Level 6, 2 More London Riverside, London, SE1 2RR.

	L&P Project Manager 


	Name: [NAME]
Email: [EMAIL]
Telephone: [NUMBER]

	Supplier:

	[COMPANY NAME & REGISTRATION NUMBER]

	Supplier's registered office address:

	[ADDRESS]

	Supplier Project Manager


	Name: [NAME]
Email: [EMAIL]
Telephone: [NUMBER]

	Commencement Date:

	[DATE] OR [The date the Agreement is entered into by the parties]

	End Date:

	[DATE] 

	Services:

	[DESCRIPTION], as further detailed in Schedule 1 to the Conditions. 

	Deliverables:

	[DESCRIPTION], as further detailed in Schedule 1 to the Conditions. 

	Milestones
	[INSERT SERVICES PERFORMANCE MILESTONES]


	Products:
	[DESCRIPTION], the products ordered by L&P and supplied by the Supplier, as further detailed in Schedule 1 to the Conditions.


	Site
	[INSERT LOCATION FOR PROVISION OF SERVICES]


	Delivery Location

	[INSERT LOCATION FOR PRODUCT DELIVERY]

	Delivery Date

	[INSERT DATE FOR PRODUCT DELIVERY]

	Charges:

	[SUMS], as further detailed in Schedule 2 to the Conditions.

	Key Personnel:

	[INSERT DETAILS]

	[Special terms of L&P]

	[INSERT ANY SPECIAL TERMS]




	Data Processing Particulars

	ITEM
	DETAILS


	Subject Matter of Services
	[insert description of services provided by the Supplier]


	Protected Data
	Types of personal data: [INSERT]
Categories of data subject: [INSERT]

	Special categories of personal data, criminal data, or otherwise sensitive data[footnoteRef:2] [2:  Special categories of personal data include: personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation. Criminal data includes: personal data relating to criminal convictions and offences.] 

	[insert description of special categories of personal data, criminal data, or otherwise sensitive personal data that will be included in the Protected Data]


	Nature and Purpose of Processing 
	[Describe processing activities performed by the Supplier, for example: storing Protected Data, access Protected Data for the purposes of providing IT support services].


	Duration
	[How long will the Protected Data be processed?]




	Approved Subprocessor
	Processing Activity


	[INSERT]
	[INSERT]


	Security Measures
	[INSERT]



[bookmark: _Toc17295657]

	1. This Agreement is made up of the following: (i) the Purchase Order; and (ii) the Conditions and its Schedules.

2. If there is an inconsistency between any of the provisions of the Purchase Order and the Conditions, the provisions of the Purchase Order shall prevail. 

Unless otherwise defined in the Purchase Order, terms used in the Purchase Order shall have the meaning given to them in the Conditions.




[bookmark: _Toc17295660]This Agreement has been entered into on the date stated at the beginning of it.

	Signed by
for and on behalf of 
LONDON & PARTNERS LIMITED
	)
)
)

	

Signed by
for and on behalf of 
[INSERT SUPPLIER LEGAL NAME]
	

)
)
)





ii

SERVICES AGREEMENT
CONDITIONS
BACKGROUND
L&P is the promotional agency for the Mayor of London. L&P helps to build London's international reputation and attract investment and growth for the city.
The Supplier is the supplier of the Services outlined in the Purchase Order. 
L&P wishes to obtain such services and the Supplier wishes to provide such services on the terms set out in this Agreement.
AGREED TERMS
1. [bookmark: a431732][bookmark: _Toc256000000][bookmark: _Toc15297260][bookmark: _Toc15571423][bookmark: _Toc16004902][bookmark: _Toc16006418][bookmark: _Toc17295662][bookmark: _Toc18666349]INTERPRETATION
[bookmark: _9kMJI5YVt3DEDMMP7vuirsuA]The following definitions and rules of interpretation apply in this Agreement.
Definitions:
	“Agreement”
	means the agreement between L&P and the Supplier for the supply of the Services in accordance with the Purchase Order, these Conditions and any Schedules.

	"Applicable Laws"
	means all applicable laws, statutes, regulations from time to time in force in the territory where the Services are being performed or received.

	“Business Day"
	means a day, other than a Saturday, Sunday or public holiday in England, when banks in London are open for business.

	“Change Order”
	has the meaning given in clause 6.1.

	“Conditions”
	means these terms and conditions as set out in clause 1 (Interpretation) to clause 28 (Governing law and jurisdiction).

	“Confidential Information”
	has the meaning given in clause 15.1.

	“Data Processing Particulars”
	means as set out in the Purchase Order.

	“Data Protection Legislation”
	means as applicable, (i) the Data Protection Act 2018, (ii) the General Data Protection Regulation EU 2016/679 ("GDPR") and any subsequent act incorporating the provisions of the GDPR into UK law, (iii) the Privacy and Electronic Communications (EC Directive) Regulations 2003, and (iv) all other applicable laws and regulations relating to the processing of personal data and privacy, including statutory instruments (and any re-enactment or amendment). The terms "controller", “processor”, “personal data” and “processing” shall have the meanings given to them in the GDPR (or any law which amends, replaces or re-enacts the GDPR).

	“Data Security Breach”
	means a breach or breaches of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, the Protected Data.

	“Data Subject(s)”
	means any individual(s) whose personal data is included in the Protected Data.

	“Data Subject Request”
	means an actual or purported request, notice or complaint made by, or on behalf of, a Data Subject in accordance with the exercise of rights granted pursuant to the Data Protection Legislation in relation to the Data Subject’s Protected Data.

	“Good Industry Practice”
	means in relation to any undertaking and any circumstances, the exercise of the degree of care, professionalism and skill, prudence and foresight which would be expected from a skilled, professional and experienced person engaged in the same type of undertaking under the same or similar circumstances.

	“Intellectual Property Rights”
	means patents, utility models, rights to inventions, copyright and neighbouring and related rights, moral rights, trade marks and service marks, business names and domain names, rights in get-up and trade dress, goodwill and the right to sue for passing off or unfair competition, rights in designs, rights in computer software, database rights, rights to use, and protect the confidentiality of, Confidential Information (including know-how and trade secrets) and all other intellectual property rights, in each case whether registered or unregistered and including all applications and rights to apply for and be granted, renewals or extensions of, and rights to claim priority from, such rights and all similar or equivalent rights or forms of protection which subsist or will subsist now or in the future in any part of the world.

	“L&P Materials”
	means all documents, information, items and materials in any form (whether owned by L&P or a third party), which are provided by L&P to the Supplier in connection with the Services.

	“Mandatory Policies”
	means L&P’s mandatory policies and procedures as notified to the Supplier from time to time.

	“Milestones”
	means a date by which a part or all of the Services is to be completed, as set out in Schedule 1.

	“Protected Data”
	means as applicable: (i) any personal data processed by the Supplier under this Agreement as a processor on behalf of L&P (acting as a controller); or (ii) any personal data shared by the Supplier and L&P under this Agreement with each Party acting as a controller.

	“Purchase Order”
	means the purchase order appended to these Conditions.

	“Specification”
	means the specification document in respect of the Services and Deliverables, as set out at Schedule 3.

	“Subprocessor”
	means a third party subprocessor of Protected Data appointed by the Supplier to assist with their processing of Protected Data.

	“Supplier Materials”
	means all documents, information, items and materials in any form (whether owned by the Supplier or a third party), which are provided by the Supplier to L&P in connection with the Services.

	“Transfer Regulations”
	means the Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246).

	“VAT”
	means value added tax or any equivalent tax chargeable in the UK or elsewhere.


[bookmark: a626713][bookmark: _9kMLK5YVt3DEDMMP7vuirsuA]Clause, Schedule and paragraph headings shall not affect the interpretation of this Agreement.
[bookmark: a1012957]A person includes a natural person, corporate or unincorporated body (whether or not having separate legal personality).
[bookmark: a342308]The Schedules form part of the Conditions and shall have effect as if set out in full in the body of the Conditions. Any reference to the Conditions includes the Schedules.
[bookmark: a584655]A reference to a company shall include any company, corporation or other body corporate, wherever and however incorporated or established.
[bookmark: a424483]Unless the context otherwise requires, words in the singular shall include the plural and in the plural shall include the singular.
[bookmark: a1020096][bookmark: _9kMPO5YVt3DEDMMP7vuirsuA][bookmark: _9kMHzG6ZWu4EFENNQ8wvjstvB]This Agreement shall be binding on, and enure to the benefit of, the parties to this Agreement and their respective personal representatives, successors and permitted assigns, and references to any party shall include that party's personal representatives, successors and permitted assigns.
[bookmark: a819425]A reference to a statute or statutory provision is a reference to it as amended, extended or re-enacted from time to time.
[bookmark: a342811]A reference to a statute or statutory provision shall include all subordinate legislation made from time to time under that statute or statutory provision.
[bookmark: a772655]A reference to writing or written includes email but not fax.
[bookmark: a206465]Any obligation on a party not to do something includes an obligation not to allow that thing to be done.
[bookmark: a514745][bookmark: _9kMH0H6ZWu4EFENNQ8wvjstvB][bookmark: _9kMH1I6ZWu4EFENNQ8wvjstvB][bookmark: _9kMH2J6ZWu4EFENNQ8wvjstvB][bookmark: _9kMH3K6ZWu4EFENNQ8wvjstvB]A reference to this Agreement or to any other agreement or document referred to in this Agreement is a reference of this Agreement or such other agreement or document as varied or novated (in each case, other than in breach of the provisions of this Agreement) from time to time.
[bookmark: a831823][bookmark: _9kMH4L6ZWu4EFENNQ8wvjstvB]References to clauses and Schedules are to the clauses and Schedules of this Agreement and references to paragraphs are to paragraphs of the relevant Schedule.
Any words following the terms including, include, in particular, for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms.
[bookmark: _Toc17295663][bookmark: _Toc18666350]DURATION
[bookmark: _9kR3WTr266BLGKFwvoqphstvBcE16]The Agreement shall commence on the Commencement Date and shall continue, unless terminated earlier in accordance with clause 17 (Termination), on the End Date, when it shall terminate automatically without notice.
SUPPLIER OBLIGATIONS
[bookmark: _Ref18664554]The Supplier shall:
perform the Services and provide the Deliverables and/or Products in accordance with the Purchase Order, the Specification and any applicable Milestones;
[bookmark: _9kMJI5YVt3AB6GIN8ns30xufrv3]ensure that the Services, Deliverables and Products will conform in all respects with the Purchase Order, Schedule 1 and Schedule 3 and that the Deliverables and Products shall be of the best quality and fit for any purpose expressly or implicitly made known to the Supplier by L&P;
[bookmark: _9kMH0H6ZWu4BC8CHhOuC4mj0]perform the Services with the highest level of care, skill and diligence in accordance with best industry practice and standards;
ensure that the Deliverables, the Products, and all goods, materials, standards and techniques used in providing the Services are of the best quality and are free from defects in workmanship, installation and design;
if applicable, ensure that the Products are properly packed and secured in such manner as to enable them to reach their destination in good condition;
co-operate with L&P in all matters relating to the Services and comply with L&P’s instructions;
[bookmark: a493999]before the date on which the Services are to start, obtain and maintain during the term of this Agreement, all necessary licences and consents; and
observe all health and safety rules and regulations that apply at any of L&P’s premises and comply with the Mandatory Policies and that have been communicated to it under clause 4.1.5.
In relation to the Supplier’s personnel, the Supplier shall:
use the Key Personnel in the provision of the Services;
[bookmark: _9kMI5L6ZWu4EFENNQ8wvjstvB]ensure that all personnel involved in the provision of the Services have suitable skills and experience to enable them to perform the tasks assigned to them, and that such personnel are in sufficient number to enable the Supplier to fulfil its obligations under this Agreement;
[bookmark: a267520]promptly inform L&P of the absence (or the anticipated absence) of any of the Key Personnel, and if so required by L&P, provide a suitably qualified replacement for such individual; and
use its best endeavours not to make any changes to the Key Personnel throughout the term of the Agreement and obtain the prior written approval of L&P (such approval not to be unreasonably withheld or delayed) to any replacements for such individuals.
[bookmark: _Toc17295664][bookmark: _Toc18666351]L&P OBLIGATIONS
L&P shall:
co-operate with the Supplier in all matters relating to the Services;
provide the Supplier with reasonable access at reasonable times to the L&P’s premises, data, and other facilities as may reasonably be requested by the Supplier and agreed with L&P in advance, for the purpose of providing the Services;
[bookmark: _9kMH4L6ZWu4BC8CHhOuC4mj0]use reasonable endeavours to provide to the Supplier all documents, information, items and materials required in order to perform the Services;
[bookmark: _Ref16505388]make available the L&P Materials to the Supplier, in such format as the Supplier reasonably requests in writing; and
[bookmark: a555250][bookmark: _Ref17294074][bookmark: _9kMHG5YVt895DMO]inform the Supplier of all health and safety and Mandatory Policies that apply at L&P’s premises to which the Supplier will require access or that otherwise shall apply.
[bookmark: _Ref17215591][bookmark: _Toc17295665][bookmark: _Toc18666352]PROJECT MANAGEMENT
[bookmark: _9kR3WTr266BJFYV1ulfvgIqrlq2][bookmark: _9kMHG5YVt488DLHaX3wnhxiKstns4]L&P and the Supplier shall appoint a designated representative, who shall be the internal project managers (each a Project Manager), and shall notify the other party of the appointed Project Manager’s name and contact details. Each party shall comply with their project management requirements as specified in this clause 5.
[bookmark: _9kMI6M6ZWu4EFENNQ8wvjstvB][bookmark: _9kR3WTr266BGEL5tsgpqs8][bookmark: _9kMI7N6ZWu4EFENNQ8wvjstvB]The L&P Project Manager shall have the responsibility for the overall progress of the Agreement and to whom all questions regarding this Agreement can be referred.
[bookmark: _9kR3WTr266BJMibrao06BtfzCBniE7ys8tV34y3][bookmark: _9kMI8O6ZWu4EFENNQ8wvjstvB]The Supplier agrees that the Supplier Project Manager shall attend meetings scheduled by the L&P Project Manager at reasonable intervals, to advise on all matters relating to the Agreement. Such meetings shall be on-site, off-site or via conference call, as appropriate.
[bookmark: _9kMHG5YVt488DLOkdtcq28Dvh1EDpkG90uAvX56]The Supplier shall to the extent possible, give L&P reasonable written notice of any proposed holiday or leave of absence to be taken by the Supplier Project Manager.
[bookmark: _9kMIH5YVt488DLOkdtcq28Dvh1EDpkG90uAvX56][bookmark: _9kMHG5YVt488DIGN7vuirsuA][bookmark: _9kMI9P6ZWu4EFENNQ8wvjstvB]The Supplier agrees that the Supplier Project Manager shall not be replaced during the term of this Agreement without notice to L&P, unless:
the appointed individual resigns from employment;
the contract of employment of the appointed individual is terminated; or
a written request to the Supplier is submitted by L&P to replace the appointed individual because they are performing unsatisfactorily or for any other reason.
[bookmark: _9kMJI5YVt488DLOkdtcq28Dvh1EDpkG90uAvX56]If the individual appointed as the Supplier Project Manager is replaced, the Supplier shall consult with L&P regarding the identity of a suitable replacement.
[bookmark: _Ref17292167][bookmark: _Toc17295666][bookmark: _Toc18666353]CHANGE CONTROL
[bookmark: _Ref17296190][bookmark: _9kMJ2H6ZWu4EFENNQ8wvjstvB]Either party may propose changes to the scope or execution of the Services, but no proposed changes shall come into effect until a relevant Change Order has been signed by both parties (or their authorised representatives). A Change Order shall be a document setting out the proposed changes and the effect those changes will have on: (i) the Services, the Deliverables and/or the Products; (ii) the Charges; (iii) the timetable for the Services; and (iv) any terms of this Agreement.
If either party wishes to make a change to the Services the Supplier shall, within a reasonable time period provide a draft Change Order to L&P.
[bookmark: _Toc18666354][bookmark: _Toc16004909][bookmark: _Toc16006424][bookmark: _Toc17295667]DELIVERY 
The Supplier shall provide the Services specified in the Purchase Order to the Site(s) in accordance with the Milestones.
The Supplier shall deliver the Products specified in the Purchase Order to the Delivery Location on the Delivery Date.
Delivery of the Products shall be complete on the completion of the unloading of the Products at the Delivery Location (Delivery).
Title and risk in the Products shall pass to L&P on Delivery.
The Supplier shall not deliver the Products by instalments except with the prior written consent of the L&P.
If the Products are not delivered on the specified Delivery Date then without limiting any other right or remedy L&P may have, L&P may:
refuse to take any subsequent attempted delivery of the Products;
terminate the Agreement with immediate effect;
obtain substitute products from another supplier and recover from the Supplier any costs and expenses reasonably incurred by L&P in obtaining such substitute products; and
subject to clause 16 (Limitation of liability), claim damages for any other costs, expenses or losses resulting from the Supplier's failure to deliver the Products on the Delivery Date, provided that the Supplier shall have no liability for any failure or delay in delivering the Products to the extent that such failure or delay is caused by the L&P's failure to comply with its obligations under this Agreement.
If L&P fails to accept delivery of the Products on the specified Delivery Date, then, except where such failure or delay is caused by the Supplier's failure to comply with its obligations under this Agreement, the Order shall be deemed to have been delivered at 9.00am on the Delivery Date and the Supplier shall store the Products until delivery takes place, and charge L&P for all reasonable related costs and expenses (including insurance).
Each Delivery of Products shall be accompanied by a delivery note from the Supplier showing the Purchase Order number, date of the Purchase Order and type and quantity of Products included in the delivery. If the Supplier requires L&P to return any packaging materials to the Supplier, that fact must be clearly stated on the delivery note accompanying and any such returns shall be at the Supplier's expense.
[bookmark: _Toc18666355]SERVICE LEVELS
[bookmark: _Ref19522645]The Supplier shall ensure that the Services, and any Deliverables, meet or exceed the requirements under this Agreement, including those specified in the Purchase Order and/or Specification.
If the Supplier fails to provide the Services and/or any Deliverables to the standards as set out in clause 8.1, L&P may, without prejudice to its other rights, require the Supplier to re-perform the applicable Services at no additional cost to L&P.
ACCEPTANCE OF PRODUCTS
L&P shall not be deemed to have accepted any Products until it has had a reasonable time to inspect them following Delivery, or, in the case of a latent defect in the Products, until a reasonable time after the latent defect has become apparent.
[bookmark: _Ref18664723]If any Products delivered to L&P do not comply with clause 3.1 (Supplier’s obligations) then without limiting any other right or remedy that L&P may have, L&P may reject those Products and:
[bookmark: _Ref18664724]require the Supplier to repair or replace the rejected Products at the Supplier’s risk and expense within five Business Days of being requested to do so;
require the Supplier to repay the price of the rejected Products in full (whether or not the L&P has previously required the Supplier to repair or replace the rejected Products); and 
[bookmark: _Ref18664751]claim damages for any other costs, expenses or losses resulting from the Supplier's delivery of Products that do not conform with the terms of this Agreement.
The terms of this Agreement shall apply to any repaired or replacement Products supplied by the Supplier under this clause. 
If the Supplier fails to promptly repair or replace rejected Products in accordance with clause 9.2(a), L&P may, without affecting its rights under clause 9.2(c), obtain substitute products from a third party supplier, or have the rejected Products repaired by a third party, and the Supplier shall reimburse L&P for the costs it incurs in doing so.
[bookmark: _Toc18666356]CHARGES AND PAYMENT
In consideration of the provision of the Services, Deliverables and/or Products by the Supplier, L&P shall pay the Charges.
The Supplier shall submit invoices for the Charges at the intervals specified in Schedule 2, or monthly in arrears, if not specified in Schedule 2.
L&P shall pay each invoice submitted to it by the Supplier within 30 days of the date of such invoice to a bank account nominated in writing by the Supplier.
All sums payable under this Agreement are exclusive of any VAT that may be payable by either party.
[bookmark: _9kR3WTr1344BFE][bookmark: _9kR3WTr14558Bzorolz77]If L&P fails to make a payment due to the Supplier under this Agreement by the due date, then, without limiting the Supplier’s remedies under clause 17 (Termination), L&P shall pay interest on the overdue sum from the due date until payment at the rate of 2% per annum above the base rate of Barclay’s Bank Plc. Such interest shall accrue on a daily basis from the due date until actual payment of the overdue amount, whether before or after judgment.
[bookmark: a193325][bookmark: _Toc256000010][bookmark: _Toc15297270][bookmark: _Toc15571437][bookmark: _Toc16004911][bookmark: _Toc16006426][bookmark: _Toc17295668][bookmark: _Toc18666357]INTELLECTUAL PROPERTY RIGHTS
In relation to the L&P Materials:
[bookmark: a108140]L&P and its licensors shall retain ownership of all Intellectual Property Rights in the L&P Materials; and
[bookmark: _9kMJ6L6ZWu4EFENNQ8wvjstvB]L&P grants to the Supplier a fully paid-up, non-exclusive, royalty-free, non-transferable licence to use the L&P Materials made available to the Supplier for the term of this Agreement solely for the purpose of providing the Services to L&P.
In relation to the Deliverables:
[bookmark: _Ref16502614][bookmark: _9kMML5YVt3AB788RM4wpxrjzI0sijFE58OW5k66][bookmark: _9kMML5YVt3AB6GIN8ns30xufrv3][bookmark: _9kMNM5YVt3AB788RM4wpxrjzI0sijFE58OW5k66][bookmark: _9kMJI5YVt3AB79Ig431Guzy3nrA]the Supplier assigns to L&P, by way of present assignment of future rights, with full title guarantee and free from all third party rights all Intellectual Property Rights in the Deliverables (excluding Intellectual Property Rights in any pre-existing Supplier Materials contained or embedded therein);
[bookmark: _9kMIH5YVt3AB79Ig431Guzy3nrA][bookmark: _9kMLK5YVt3AB788RM4wpxrjzI0sijFE58OW5k66][bookmark: _9kMKJ5YVt3AB6GIN8ns30xufrv3]the Supplier grants L&P a fully paid-up a perpetual, irrevocable, non-exclusive, assignable, royalty-free and global licence to use all Supplier Materials where relevant to the performance of the Services and/or to the extent necessary to make use of the Intellectual Property Rights subsisting in the Deliverables;
L&P grants the Supplier a fully paid-up, revocable, non-exclusive, non-transferable, royalty-free, global licence for the term of the Agreement to use the Deliverables where relevant to the performance of the Services;
[bookmark: _9kMON5YVt3AB788RM4wpxrjzI0sijFE58OW5k66]the Supplier shall, promptly at L&P’s request, do (or procure to be done) all such further acts and things and the execution of all such other documents as L&P may from time to time require for the purpose of securing for L&P all rights, title and interest in and to the Intellectual Property Rights in the Deliverables assigned to L&P in accordance with clause 11.2.1; 
the Supplier shall obtain waivers of all moral rights in the Deliverables created by the Supplier to which any individual is now or may be at any future time entitled under Chapter IV of Part I of the Copyright Designs and Patents Act 1988 or similar provisions of law in any jurisdiction; and
[bookmark: _Ref19290138][bookmark: _Ref19290600]the Supplier shall not, without L&P’s prior written consent, include any third party Intellectual Property Rights in the Deliverables. In the event that the Supplier is seeking L&P’s consent pursuant to this clause 11.2.6, the Supplier shall provide to L&P full details of the applicable licence that applies to such third party Intellectual Property Rights and bring to L&P’s attention any other matters in relation to such third party Intellectual Property Rights of which L&P should be made aware in accordance with Good Industry Practice.
Without prejudice to L&P’s other rights, in the event of a breach of clause 11.2.6, the Supplier shall provide a replacement to such third party Intellectual Property Rights at no additional cost to L&P. 
The Supplier:
warrants that the receipt, use and onward supply of the Services, the Deliverables or the Products by L&P shall not infringe the rights, including any Intellectual Property Rights, of any third party; and
[bookmark: _9kMHG5YVt9ID79E2qr4][bookmark: _9kMIH5YVt895DMO][bookmark: _9kMJI5YVt3AB7AGgkg8Guzy3nrA]shall indemnify L&P on demand in full against all liabilities, costs, expenses, damages and losses suffered or incurred by L&P (or any member of its group) arising out of or in connection with any claim brought against L&P (or any member of its group) for actual or alleged infringement of a third party’s Intellectual Property Rights arising from, or in connection with, the receipt, use or supply of the Services, the Deliverables and/or the Products (excluding the L&P Materials).
[bookmark: _Toc17295669][bookmark: _Toc18666358][bookmark: _Toc15571439][bookmark: a1005996][bookmark: _Toc256000012][bookmark: _Toc15297272][bookmark: _Toc16004913][bookmark: _Toc16006428]INSURANCE
[bookmark: _9kMKJ5YVt895DMO]During the term of this Agreement the Supplier shall maintain in force, with a reputable insurance company: (i) professional indemnity insurance at an amount not less than £1 million, and (ii) product liability insurance for not less than £1 million, and shall, on L&P’s request, produce both the insurance certificate giving details of cover and the receipt for the current year’s premium.
[bookmark: _Ref17293641][bookmark: _Toc17295670][bookmark: _Toc18666359]COMPLIANCE
[bookmark: _Ref18663183][bookmark: _9kMLK5YVt3AB6ENRG2ztleequVM4N][bookmark: _9kMKJ5YVt5ED7CDe5][bookmark: _9kR3WTr2774DFJHvgduFZ8yPKKL]Each party shall comply with all Applicable Laws and shall not engage in any activity, practice or conduct in breach of any anti-bribery and/or anti-corruption laws including, but not limited to, the UK Bribery Act 2010.
Each party shall cooperate and assist upon request by the other party with any and all dealing with any relevant regulatory authority and shall otherwise cooperate with any regulatory authority.
[bookmark: _Ref3472805][bookmark: _Ref18663185][bookmark: _9kML6J6ZWu5998HLdHqAI]Each party shall comply at all times with the Modern Slavery Act 2015.
[bookmark: _Ref3472806][bookmark: _9kML7K6ZWu5998HLdHqAI]Each party undertakes that it shall in the future refrain from any conduct or circumstances within any part of its business or supply chain anywhere in the world that may constitute “slavery and human trafficking” (as defined in section 54 of the Modern Slavery Act 2015).
During the term of this Agreement and for six years after the termination of this Agreement the Supplier shall maintain such records relating to its obligations under this Agreement as may be necessary to trace to supply chain of the Services, the Deliverables and the Products (as applicable) and to enable L&P to determine the Supplier’s compliance with clauses 13.1 and 13.3.
Each party and their contractors and agents shall seek and purchase goods and materials in order to fulfil its obligations under this Agreement that are ethically sourced and are produced and delivered under conditions that do not involve the abuse or exploitation of any persons encompassing: (i) child/forced labour; (ii) conditions of work; (iii) health and safety; (iv) discrimination; (v) wages; (vi) hours of work; and (vii) environment.
[bookmark: _Ref17293632][bookmark: _Toc17295671][bookmark: _Toc18666360]DATA PROTECTION
[bookmark: _Ref17189829]Each party shall comply with its respective obligations under the Data Protection Legislation.
Each party shall use reasonable endeavours to ensure that it does not act or omit to act in a way as to cause the other party to breach any of its obligations under the Data Protection Legislation.
The parties shall co-operate in good faith to ensure as far as reasonably possible that each party is able to perform its obligations under this Agreement in compliance with the Data Protection Legislation.
Where the Supplier acts as a processor on behalf of L&P (as a controller), the provisions in Schedule 5 shall also apply.
If during the term of the Agreement the Data Protection Legislation changes in a way that this Agreement is no longer adequate or appropriate for compliance with the Data Protection Legislation, the parties agree that they shall negotiate in good faith to review this Framework Agreement in light of the current Data Protection Legislation and amend, terminate and/or replace this clause and the relevant schedule, as appropriate.
[bookmark: _Toc256000014][bookmark: _Toc15297274][bookmark: _Toc15571441][bookmark: _Ref15655446][bookmark: _Ref15910349][bookmark: _Toc16004915][bookmark: _Toc16006430][bookmark: _Ref17216490][bookmark: _Ref17292002][bookmark: _Ref17293623][bookmark: _Toc17295672][bookmark: _Toc18666361]CONFIDENTIALITY
[bookmark: _Ref17296221]Each party undertakes that it shall not at any time disclose to any person any Confidential Information concerning the business, affairs, customers, clients or suppliers of the other party, except as permitted by clause 15.2.
[bookmark: _Ref17291990]Each party may disclose the other party's Confidential Information:
to its employees, officers, representatives or advisers who need to know such information for the purposes of exercising the party's rights or carrying out its obligations under or in connection with this Agreement. Each party shall ensure that its employees, officers, representatives or advisers to whom it discloses the other party's Confidential Information comply with this clause 15; or
as may be required by law, a court of competent jurisdiction or any governmental or regulatory authority.
[bookmark: _9kML3G6ZWu4EFENNQ8wvjstvB]No party shall use any other party's Confidential Information for any purpose other than to exercise its rights and perform its obligations under or in connection with this Agreement.
In the interests of transparency about public funding, L&P publicly reports the following information for each payment at or above a de minimis threshold of £250 (exc VAT): (a) name of the supplier; (b) general description of services; and (c) amount of payment, (together, the Transparency Information). 
For the avoidance of doubt, the Transparency Information shall not be considered to be Confidential Information for the purposes of this Agreement.
Unless otherwise directed by L&P, the Supplier shall not make any press announcements or publicise this Agreement in any way without L&P’s prior written consent.
L&P shall be entitled to publicise this Agreement in accordance with any legal obligation on L&P.
The Supplier shall not do anything that may damage the reputation of L&P or bring L&P into disrepute.
[bookmark: _Ref17293612][bookmark: _Toc17295673][bookmark: _Toc18666362]LIMITATION OF LIABILITY
[bookmark: _Ref17293151][bookmark: _9kML5I6ZWu4EFENNQ8wvjstvB][bookmark: _9kML6J6ZWu4EFENNQ8wvjstvB][bookmark: _9kR3WTr27759D3rcszv1G5w25rdoIEBLP7aeJ9E]Nothing in this Agreement shall limit or exclude either party’s liability for: (a) death or personal injury caused by its negligence, or the negligence of its personnel, agents or subcontractors; (b) fraud or fraudulent misrepresentation; (c) any indemnity given under this Agreement; (d) breach of the terms implied by section 2 of the Supply of Goods and Services Act 1982 (title and quiet possession); or (e) any other liability which cannot be legally limited or excluded by Applicable Law.
[bookmark: _9kML7K6ZWu4EFENNQ8wvjstvB][bookmark: _9kML8L6ZWu4EFENNQ8wvjstvB]Subject to clause 16.1 neither party to this Agreement shall have any liability to the other party, whether in contract, tort (including negligence), breach of statutory duty, or otherwise, for any: (i) loss of profit; (ii) loss of goodwill; (iii) loss of business; (iv) loss of business opportunity; (v) loss of anticipated saving; or (vi) special, indirect or consequential damage or loss arising under or in connection with this Agreement.
[bookmark: _9kML9M6ZWu4EFENNQ8wvjstvB][bookmark: _9kR3WTr266BEBL0p9vu9xgxBvn2I9zBeNBAy78A][bookmark: _9kMLAN6ZWu4EFENNQ8wvjstvB]Subject to clause 16.1 each party’s total liability to the other party, whether in contract, tort (including negligence), breach of statutory duty, or otherwise, arising under or in connection with this Agreement shall be limited to two times (2x) the Charges paid and/or payable by L&P under this Agreement or £250,000, whichever is greater.
[bookmark: _9kR3WTr266BEALL885zqw]The Supplier undertakes to L&P that it shall take all reasonable steps to ensure no employees of the Supplier are or will be eligible to transfer to the employment of L&P under the Transfer Regulations (or that any liability in connection with such employees will so transfer) in connection with the termination of the Services (or any part thereof).
[bookmark: _9kMKJ5YVt466DHGQEjhu]The Supplier shall indemnify L&P on demand against all costs and losses (including reasonable legal expenses and any awards payable to any employee(s) resulting from any subsequent termination of the employee’s employment by L&P provided such termination is made within twelve months of the individual(s) becoming an employee(s) of L&P) arising in connection with the operation of the Transfer Regulations or any right, assertion or claim by an employee or any former employee or any employee representative of the Supplier that L&P has obligations, duties to or is otherwise liable to him or her under the Transfer Regulations, in so far as they apply to the Services.
[bookmark: _9kMIH5YVt488DGDN2rBxwBzizDxp4KB1DgPDC09][bookmark: _9kMLBO6ZWu4EFENNQ8wvjstvB]The rights of the parties under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by the common law.
If the Supplier is required to indemnify L&P under this Agreement, L&P shall:
notify the Supplier in writing of any claim against it in respect of which it wishes to rely on the applicable indemnity under this Agreement (Claim); 
allow the Supplier, at its own cost, to conduct all negotiations and proceedings and to settle the Claim, always provided that the Supplier shall obtain L&P’s prior approval of any settlement terms, such approval not to be unreasonably withheld;
[bookmark: _9kMHzG6ZWu9A6ENP]provide the Supplier with such reasonable assistance regarding the Claim as is required by the Supplier, subject to reimbursement by the Supplier of L&P’s costs so incurred; and 
not, without prior consultation with the Supplier, make any admission relating to the Claim or attempt to settle it, provided that the Supplier considers and defends any Claim diligently, using competent counsel and in such a way as not to bring the reputation of L&P into disrepute.
[bookmark: _Ref17292830][bookmark: _Toc17295674][bookmark: _Toc18666363]TERMINATION
[bookmark: _9kMLCP6ZWu4EFENNQ8wvjstvB]L&P may terminate this Agreement on not less than thirty (30) days’ written notice.
Either party may terminate this Agreement with immediate effect by giving written notice to the other party if:
the other party commits a material breach of any term of this Agreement which breach is irremediable or (if such breach is remediable) fails to remedy that breach within a period of 20 days after being notified in writing to do so; 
the other party takes any step or action in connection with its entering administration, provisional liquidation or any composition or arrangement with its creditors (other than in relation to a solvent restructuring), being wound up (whether voluntarily or by order of the court, unless for the purpose of a solvent restructuring), having a receiver appointed to any of its assets or ceasing to carry on business; and
the other party suspends or ceases, or threatens to suspend or cease, carrying on all or a substantial part of its business.
[bookmark: _Ref17293602][bookmark: _Toc17295675][bookmark: _Toc18666364]CONSEQUENCES OF TERMINATION
On termination or expiry of this Agreement:
the Supplier shall immediately deliver to L&P all Products ordered under the Purchase Order, and all Deliverables whether or not then complete;
the Supplier shall immediately cease providing the Services;
L&P shall pay any outstanding undisputed invoices promptly for the Services and/or the Products provided under this Agreement;
each party shall promptly:
return to the other party all equipment, materials and property belonging to the other party that the other party had supplied to it in connection with the supply of the Services under this Agreement;
return to the other party all documents and materials (and any copies) containing the other party’s Confidential Information;
erase all the other party’s Confidential Information from its computer systems (to the extent possible); and
on request, certify in writing to the other party that it has complied with the requirements of this clause; and
the following clauses shall continue in force: clause 1 (Interpretation); clause 11 (Intellectual property rights); clause 13 (Compliance); clause 14 (Data protection); clause 15 (Confidentiality); clause 16 (Limitation of liability); clause 18 (Consequences of termination); and clause 21 (Variation and Waiver) to clause 28 (Governing law and jurisdiction).
[bookmark: _9kMIH5YVt488DMPS7vuirsuA]Termination or expiry of this Agreement shall not affect any rights, remedies, obligations or liabilities of the parties that have accrued up to the date of termination or expiry, including the right to claim damages in respect of any breach of the Agreement which existed at or before the date of termination or expiry.
[bookmark: a817069][bookmark: _Toc256000019][bookmark: _Toc15297279][bookmark: _Toc15571445][bookmark: _Toc16004919][bookmark: _Toc16006434][bookmark: _Toc17295676][bookmark: _Toc18666365]FORCE MAJEURE
[bookmark: a692401][bookmark: a302689][bookmark: a125152][bookmark: a392185][bookmark: a325506][bookmark: a525543][bookmark: a315645]Force Majeure Event means any circumstance not within a party's reasonable control including, without limitation: (i) acts of God, flood, drought, earthquake or other natural disaster; (ii) epidemic or pandemic; (iii) terrorist attack, civil war, civil commotion or riots, war, threat of or preparation for war, armed conflict, imposition of sanctions, embargo, or breaking off of diplomatic relations; (iv) nuclear, chemical or biological contamination or sonic boom; (v) any law or any action taken by a government or public authority, including without limitation imposing an export or import restriction, quota or prohibition, or failing to grant a necessary licence or consent; (vi) collapse of buildings, fire, explosion or accident; and (vii) interruption or failure of utility service.
[bookmark: _9kMMAM6ZWu4EFENNQ8wvjstvB][bookmark: _9kMMBN6ZWu4EFENNQ8wvjstvB]Provided it has complied with clause 19.3, if a party is prevented, hindered or delayed in or from performing any of its obligations under this Agreement by a Force Majeure Event (Affected Party), the Affected Party shall not be in breach of this Agreement or otherwise liable for any such failure or delay in the performance of such obligations, including the obligation to pay any charges or fees under the Agreement. The time for performance of such obligations shall be extended accordingly.
[bookmark: _Ref17292099]The Affected Party shall:
[bookmark: a767324]as soon as reasonably practicable after the start of the Force Majeure Event but no later than seven (7) days from its start, notify the other party in writing of the Force Majeure Event, the date on which it started, its likely or potential duration, and the effect of the Force Majeure Event on its ability to perform any of its obligations under the Agreement; and
[bookmark: a692555]use all reasonable endeavours to mitigate the effect of the Force Majeure Event on the performance of its obligations.
[bookmark: _9kMMCO6ZWu4EFENNQ8wvjstvB]If the Force Majeure Event prevents, hinders or delays the Affected Party's performance of its obligations for a continuous period of more than four (4) weeks, the party not affected by the Force Majeure Event may terminate this Agreement by giving seven (7) days’ written notice to the Affected Party.
[bookmark: a773486][bookmark: _Toc256000020][bookmark: _Toc15297280][bookmark: _Toc15571446][bookmark: _Toc16004920][bookmark: _Toc16006435][bookmark: _Toc17295677][bookmark: _Toc18666366]ASSIGNMENT AND OTHER DEALINGS
[bookmark: _9kMMDP6ZWu4EFENNQ8wvjstvB]Neither party shall, without the other party’s prior written consent, assign, transfer, mortgage, charge, subcontract, delegate, declare a trust over or deal in any other manner with any of its rights and obligations under this Agreement.
[bookmark: a100597][bookmark: _Toc256000021][bookmark: _Toc15297281][bookmark: _Ref15398466][bookmark: _Toc15571447][bookmark: _Toc16004921][bookmark: _Toc16006436][bookmark: _Toc17295678][bookmark: _Toc18666367]VARIATION AND WAIVER
[bookmark: _9kMN5G6ZWu4EFENNQ8wvjstvB]Subject to clause 6 (Change control) no variation of this Agreement shall be effective unless it is in writing and signed by the parties (or their authorised representatives).
[bookmark: a444023][bookmark: _9kMN6H6ZWu4EFENNQ8wvjstvB]A waiver of any right or remedy under this Agreement or by law is only effective if given in writing and shall not be deemed a waiver of any subsequent right or remedy.
[bookmark: a161444][bookmark: _9kMN7I6ZWu4EFENNQ8wvjstvB][bookmark: _9kMN8J6ZWu4EFENNQ8wvjstvB]A failure or delay by a party to exercise any right or remedy provided under this Agreement or by law shall not constitute a waiver of that or any other right or remedy, nor shall it prevent or restrict any further exercise of that or any other right or remedy. No single or partial exercise of any right or remedy provided under this Agreement or by law shall prevent or restrict the further exercise of that or any other right or remedy.
[bookmark: _9kMN9K6ZWu4EFENNQ8wvjstvB][bookmark: _9kMNAL6ZWu4EFENNQ8wvjstvB]Except as expressly provided in this Agreement, the rights and remedies provided under this Agreement are in addition to, and not exclusive of, any rights or remedies provided by law.
[bookmark: a273531][bookmark: _Toc256000024][bookmark: _Toc15297284][bookmark: _Toc15571448][bookmark: _Toc16004922][bookmark: _Toc16006437][bookmark: _Toc17295679][bookmark: _Toc18666368]SEVERANCE
[bookmark: _Ref17292192][bookmark: _9kMNBM6ZWu4EFENNQ8wvjstvB][bookmark: _9kMNCN6ZWu4EFENNQ8wvjstvB]If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Agreement.
[bookmark: _9kMNDO6ZWu4EFENNQ8wvjstvB]If any provision or part-provision of this Agreement is deemed deleted under clause 22.1 the parties shall negotiate in good faith to agree a replacement provision that, to the greatest extent possible, achieves the intended commercial result of the original provision.
[bookmark: _Toc17295680][bookmark: _Toc18666369]ENTIRE AGREEMENT
[bookmark: a1018741][bookmark: _9kMNEP6ZWu4EFENNQ8wvjstvB]This Agreement constitutes the entire agreement between the parties and supersedes and extinguishes all previous agreements, promises, assurances, warranties, representations and understandings between them, whether written or oral, relating to its subject matter.
[bookmark: _9kMO6G6ZWu4EFENNQ8wvjstvB][bookmark: _9kMO7H6ZWu4EFENNQ8wvjstvB]Each party agrees that it shall have no remedies in respect of any statement, representation, assurance or warranty (whether made innocently or negligently) that is not set out in this Agreement. Each party agrees that it shall have no claim for innocent or negligent misrepresentation or negligent misstatement based on any statement in this Agreement.
[bookmark: a1041278][bookmark: _Toc256000027][bookmark: _Toc15297287][bookmark: _Toc15571451][bookmark: _Toc16004924][bookmark: _Toc16006439][bookmark: _Toc17295681][bookmark: _Toc18666370]NO PARTNERSHIP OR AGENCY
[bookmark: _9kMO9J6ZWu4EFENNQ8wvjstvB]Nothing in this Agreement is intended to, or shall be deemed to, establish any partnership or joint venture between any of the parties, constitute any party the agent of another party, or authorise any party to make or enter into any commitments for or on behalf of any other party.
Each party confirms it is acting on its own behalf and not for the benefit of any other person.
[bookmark: a472577][bookmark: _Toc256000028][bookmark: _Toc15297288][bookmark: _Toc15571452][bookmark: _Toc16004925][bookmark: _Toc16006440][bookmark: _Toc17295682][bookmark: _Toc18666371]THIRD PARTY RIGHTS
[bookmark: _9kMOAK6ZWu4EFENNQ8wvjstvB][bookmark: _9kMOBL6ZWu4EFENNQ8wvjstvB]This Agreement does not give rise to any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement.
[bookmark: _Ref17216857][bookmark: _Toc17295683][bookmark: _Toc18666372]NOTICES
[bookmark: _9kMOCM6ZWu4EFENNQ8wvjstvB]Any notice given to a party under or in connection with this Agreement shall be in writing and shall be:
[bookmark: _9kR3WTr145578vmxDSOC1xu0FbE6][bookmark: _9kMHG5YVt3AB6FJNMAzvsyDZC4][bookmark: _9kMJI5YVt466689bNtB3liz]delivered by hand or by pre-paid first-class post or other next Business Day delivery service at its registered office; or
sent by email to the following email addresses:
L&P Project Manager email address, as set out in the Purchase Order; and 
Supplier Project Manager email address, as set out in the Purchase Order.
Any notice shall be deemed to have been received:
if delivered by hand, on signature of a delivery receipt or at the time the notice is left at the proper address (or, if delivery is not in business hours, at 9.00am on the first Business Day following delivery); 
[bookmark: _9kR3WTr145579wmxDD952uyxoj5][bookmark: _9kMKJ5YVt466689bNtB3liz][bookmark: _9kR3WTr14559C2rcnzpEQE3zw2HdG8][bookmark: _9kMIH5YVt3AB6FJNMAzvsyDZC4][bookmark: _9kMLK5YVt466689bNtB3liz]if sent by pre-paid first-class post or other next Business Day delivery service, at 9.00 am on the second Business Day after posting or at the time recorded by the delivery service; and
if sent by email: (i) at the time of transmission; or (ii) if this time falls outside business hours in the place of receipt, when business hours resume.
[bookmark: _9kR3WTr14556FcPxnbx][bookmark: _9kR3WTr1454EMTLvibx]In this clause 26, business hours means 9.00am to 5.00pm Monday to Friday on a day that is not a public holiday in the place of receipt.
[bookmark: _9kMML5YVt466689bNtB3liz]This clause does not apply to the service of any proceedings or any documents in any legal action.
[bookmark: _Toc17295684][bookmark: _Toc18666373]COUNTERPARTS
[bookmark: _9kMODN6ZWu4EFENNQ8wvjstvB]This Agreement may be executed in any number of counterparts, each of which when executed shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.
[bookmark: _Ref15398504][bookmark: _Toc15571455][bookmark: _Toc16004928][bookmark: _Toc16006443][bookmark: _Toc17295685][bookmark: _Toc18666374]GOVERNING LAW AND JURISDICTION
[bookmark: _9kMOEO6ZWu4EFENNQ8wvjstvB][bookmark: _9kMHzG6ZWu577EJFOFkiv][bookmark: _9kMH0H6ZWu577EJFOFkiv]This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the law of England and Wales.
[bookmark: _9kMH1I6ZWu577EJFOFkiv][bookmark: _9kMOFP6ZWu4EFENNQ8wvjstvB][bookmark: _9kMH2J6ZWu577EJFOFkiv]The parties irrevocably agree that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim that arises out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims).


[bookmark: _Ref17293777][bookmark: _Toc18666375]Services, Products and Deliverables


[bookmark: _Ref17296665][bookmark: _Ref17296846][bookmark: _Ref18662755][bookmark: _Toc18666376]Charges


[bookmark: _Ref17293786][bookmark: _Toc18666377]Specification


[bookmark: _Toc18666378]Mandatory Policies


[bookmark: _Ref18083624][bookmark: _Toc18666379]Data Processing Terms
1. [bookmark: _Toc18666380]Data Processing Particulars 
[bookmark: _Toc18666381]The description of the specific processing under this Schedule is set out in the Data Processing Particulars. The Parties will update the Data Processing Particulars, if required under the Agreement. 
[bookmark: _Toc18666382]Supplier Obligations
The Supplier shall process Protected Data only in accordance with L&P’s documented instructions. These may be specific instructions or instructions of a general nature as set out or provided for in the Agreement. For the avoidance of doubt, nothing in this Schedule shall prevent the Supplier from processing Protected Data where it is required to do so under applicable EU or English law. In such circumstances, the Supplier shall notify L&P in advance of that legal requirement unless applicable law prohibits such notification on important grounds of public interest.
The Supplier shall inform L&P immediately if, in its reasonable opinion, an instruction issued in accordance with paragraph 2.1 would result in either Party breaching Data Protection Legislation. 
All Protected Data shall be treated as strictly confidential by the Supplier and may not be copied, disclosed or processed in any way (i) without the express authority of L&P or (ii) unless required by law or any relevant regulatory body (as described in paragraph 2.1 above).
The Supplier warrants that all individuals who it authorises to process Protected Data on behalf of L&P, including employees and contractors, are obliged to protect the confidentiality of such Protected Data.
Where the Supplier processes Protected Data (whether stored in the form of physical or electronic records) on behalf of L&P it shall:
process Protected Data only to the extent, and in such a manner, as is necessary in order to comply with its obligations under the Agreement;
implement appropriate technical and organisational measures to protect the Protected Data against unauthorised or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure in compliance with obligations set out in Data Protection Legislation, including, where appropriate:
the pseudonymisation and encryption of Protected Data;
ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services;
restoring the availability and access to Protected Data in the event of a physical or technical incident; and
regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring security of the processing;
in furtherance of its obligations in paragraph 2.5.2, implement and maintain as a minimum the security measures set out in the Data Processing Particulars;
if so requested by L&P, within a reasonable timeframe supply details of the technical and organisational measures in place to safeguard the Protected Data, and otherwise make available to L&P all information necessary to demonstrate compliance with the obligations set out in clause 14, this Schedule 5, the Data Processing Particulars and the Data Protection Legislation; and
on reasonable prior notice, permit persons authorised by L&P to enter any premises on which Protected Data is processed on behalf of L&P and to inspect the Supplier’s systems to ensure that sufficient security measures are in place.
[bookmark: _Toc18666383]Third Party Subprocessors
L&P acknowledges that the Supplier may rely on Subprocessors for its processing of Protected Data, or certain aspects of such processing. On entering into this Data Processing Agreement, L&P hereby approves the use by Supplier of those Subprocessors set out in the Data Processing Particulars Data Security Breach.
Without prejudice to paragraph 3.1 above, the Supplier shall not transfer or disclose any Protected Data to any party or sub-contract any processing function without verifying that the Subprocessor provides sufficient guarantees to protect the Protected Data.
[bookmark: _GoBack]The Supplier shall provide reasonable prior written notice to L&P where the Supplier wishes to engage a Subprocessor (in addition to an Approved Subprocessor) to process the Protected Data and shall provide, upon L&P’s request, the identity and location of the Subprocessor and a description of the processing to be subcontracted or outsourced to such Subprocessor. 
Having received notice of the Supplier’s intention to engage a Subprocessor to process the Protected Data pursuant to paragraph 3.3 above, if L&P reasonably believes that such Subprocessor presents an unreasonable risk to L&P or prevents (or may prevent) L&P from complying with Data Protection Legislation, L&P may, within thirty (30) days of receiving such notice from the Supplier:
notify the Supplier that it objects to the Subprocessor and ask the Supplier to provide an alternative third party contractor which the Supplier shall in good faith seek to achieve; and/ or 
on no less than thirty (30) days written notice to the Supplier, terminate the Agreement and receive a pro rata refund of any unused Charges paid in advance for the remainder of the duration of the Agreement.
If L&P does not object to the use of a Subprocessor notified to L&P by the Supplier within thirty (30) days of L&P receiving such notice from the Supplier, the Supplier may proceed to engage the Subprocessor and then shall enter into a written contract with the Subprocessor which (i) contains obligations that are at least as protective of Protected Data as those contained in this Schedule 5, (ii) permits both L&P and the Supplier to enforce those obligations, (iii) is governed by English law, and (iv) automatically terminates upon termination of this Agreement.
For the avoidance of doubt, the Supplier remains fully liable to L&P for the performance of the obligations of any Subprocessor (including Approved Subprocessors).
[bookmark: _Toc18666384]Complaints and Rights of Data Subjects
[bookmark: _Ref452975921]The Supplier shall ensure that it protects the rights of Data Subjects under Data Protection Legislation and shall:
promptly notify L&P in writing (within no more than two (2) working days) if it receives:
a Data Subject Request; or
a complaint or request relating to L&P’s obligations as a controller under Data Protection Legislation; and
[bookmark: _Ref451253882]provide L&P with full co-operation and assistance in relation to any such complaint or request made, including by:
promptly providing L&P with full details of any complaint or request and any additional information requested by L&P;
taking all steps necessary to enable L&P to comply with a request from a Data Subject within the relevant timescale set out in Data Protection Legislation and in accordance with L&P's reasonable instructions;
providing L&P with any Protected Data the Supplier holds in relation to a Data Subject (within the timescales required by L&P); 
using appropriate technical and organisational measures, as far as this is possible, to assist L&P to respond to requests from Data Subjects to exercise their rights; and
ensuring that (other than as set out above) no reply or other communication is made in response to such complaint or request unless approved by L&P.
[bookmark: _Toc18666385]Security Breaches
The Supplier shall notify L&P without undue delay after becoming aware of any Data Security Breach and in any event no later than twelve (12) hours after becoming aware, and shall include in that notification a full description of:
the nature of the Data Security Breach including details of the Protected Data and categories and approximate numbers of Data Subjects affected;
categories and approximate numbers of records containing Protected Data affected;
the likely consequences of the Data Security Breach; and
the measures taken or proposed to be taken by the Supplier to address the Data Security Breach, including, where appropriate, measures to mitigate its possible adverse effects.
In the event of a Security Breach arising:
the Supplier shall provide all assistance to L&P as reasonably required, including ongoing reporting and information about the Data Security Breach and assistance with L&P’s internal investigations;
where requested by L&P, the Supplier shall provide notifications to affected Data Subjects, affected entities or the Information Commissioner’s Office (where such notifications must be approved by L&P before dissemination);
the Supplier shall maintain records of all information relating to the Data Security Breach; and
the Supplier shall take all measures as necessary to prevent a future Data Security Breach from occurring again.
[bookmark: _Toc18666386]Data Protection Impact Assessments / Consultations with the ICO
The Supplier shall provide reasonable assistance to L&P with any data protection impact assessments required under Data Protection Legislation and prior consultations with the Information Commissioner’s Office which L&P reasonably considers to be required by Data Protection Legislation, in each case solely in relation to Protected Data processed under this Agreement and taking into account the nature of the relevant processing activity and information available to the Supplier.
[bookmark: _Toc18666387]Transfers outside the UK/EEA 
The Supplier shall not transfer Protected Data outside of the European Economic Area or the UK unless the prior written consent of L&P has been obtained and the following conditions are fulfilled:
L&P or the Supplier has ensured the Protected Data is being transferred to an adequate country or, if not, that appropriate safeguards are in place in relation to the transfer in accordance with Data Protection Legislation as determined by L&P;
the Data Subject has enforceable rights and effective legal remedies;
the Supplier complies with its obligations under the Data Protection Legislation by providing an appropriate level of protection to any Protected Data that is transferred; and
the Supplier complies with any reasonable instructions notified to it in advance by L&P with respect to the processing of the Protected Data.
[bookmark: _Toc18666388]Duration of Processing
The Supplier shall process the Protected Data as required under this Agreement, until the sooner of:
termination or expiry of the Agreement; or
L&P reasonably requesting (orally or in writing) that the Supplier stops processing the Protected Data.
The Supplier agrees that, on the occurrence of any of the circumstances set out in paragraph 8.1, the Supplier shall: 
transfer a copy of all Protected Data held by it to L&P in a format reasonably requested by L&P; and/or 
at L&P’s request, destroy all such Protected Data (including back-ups and copies) using a secure method which ensures that it cannot be accessed by any third party and shall provide L&P with written confirmation of secure disposal. 
For the avoidance of doubt, the Supplier’s compliance with paragraph 8.2 shall be without prejudice to EU or UK legal and regulatory requirements on the Supplier to retain Protected Data. 
All obligations placed on the Supplier in this Schedule shall remain enforceable upon its termination for as long as paragraph 8.2 (which shall survive termination of this Agreement for any reason) remains to be complied with, or the Supplier continues to process Protected Data.




