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SERVICES DESCRIPTION 

This Schedule sets out the intended scope of the Services to be provided by the 
Supplier and to provide a description of what each Service entails. 

• Implementation Services  

• Operational Services  

• Interface Requirements  

• Security Requirements 

• Other Authority Requirements 

  

  

1 INTRODUCTION AND BACKGROUND 

Background 

Her Majesty’s Passport Office’s current contract for Business Process 
Outsourcing (BPO) expires in 2020.  

The Scanning, Validation and Storage Project (SVS) will manage a 
procurement exercise for a new service. This will be a transformation from 
existing BPO arrangements.  

This Project reports to HM Passport Office Strategy, Project and Digital 
Services Directorate, and is governed by the Modern Digital Business Mission 
Board. 

The primary objective is to both maintain business continuity for HM Passport 
Office and introduce a modern, digital service to remove paper workflows, 
eliminate geographical restraints, maximise efficiency and quality and improve 
document fraud detection. 

 

 

Purpose 

The purpose of this document is to set out the requirements for the Scanning, 
Validation and Storage Project, to aid the procurement process for a minimum 
of two Document Handling Units and the services therein. 

These requirements have been determined through stakeholder engagement 
and consideration of the current position to establish the necessary services to 
be provided to HM Passport Office by a Supplier. 

Layout 
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2 HIGH LEVEL REQUIREMENTS 

The high-level requirements are summarised here to provide an indication of 
the strategic intent behind this procurement. 

HM Passport Office requires: 

• Digitisation and association of any paper input submitted as part of an application 

to enable a digital replacement of our paper driven workflow system. 

• Processing and storage for volumes estimated within the volume analysis in 

Appendix 17. Solutions must be scalable to meet these volumes as a minimum. 

• Functionality (software and hardware) to support all aspects of document and 

paper form handling, to include receipt, payment handling, validation, scanning, 

storage and retrieval.  

• Sortation of postal items by type; paper applications identified, removed from 

envelopes, data checked for completeness and payments taken. 

• Screening (threat checking), and unless advised otherwise, opening of ALL 

incoming mail.  Application mail represents 99% of the total mail and will require 

processing. Non-application mail (less than 1%) to be forwarded to the relevant 

HM Passport Office Department using HM Passport Office’s Secure Delivery 

Suppliers. 

• Scanning of supporting documents (other than the old passport) to a quality that 

enables examiners to read the data effectively and efficiently for manual 

casework and investigations. 

• Scanning of paper application forms, including photographs, using an automated 

digital method of text recognition (optical character recognition OCR) and any 

payment processed and recorded.  

• Completion of checks to verify the physical integrity of supporting documents, 

physically cancel the ‘old passport’ and allow relevant risk and vulnerability 

indicators, as detailed in Appendix 16 ‘Validation’, to be identified.  

• Completion of validation checks in line with the Carltona Principle and HM 

Passport Office National Document Fraud Unit (NDFU) guidance and reference 

material. Plus regular assessment of these processes by both the Supplier and 

HM Passport Office. 





OFFICIAL SENSITIVE 

SVS Schedule 2.1 Service Description Final 230420 Page 6 of 51 
 

 

 
 

 
 

  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

   
 

  
 

 
 

 
 

 
 

 
  

 
 

   
 

 
  

 
 

SVS.  
 



OFFICIAL SENSITIVE 

SVS Schedule 2.1 Service Description Final 230420 Page 7 of 51 
 

 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
   

 
 

  
 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

 
  

 
 

 
 

 
 



OFFICIAL SENSITIVE 

SVS Schedule 2.1 Service Description Final 230420 Page 8 of 51 
 

 

 3 PROCESS INCOMING MAIL 

Mail for HM Passport Office will be received at Supplier-managed Document 
Handling Units. The majority of UK mail is received from Royal Mail, and 
international applications are normally received via courier.    

All incoming mail, however received, must be screened before opening to give 
assurance that no threats, including substances, are present. Suspect packages 
must be dealt with accordingly.  The Supplier will be responsible for providing and 
maintaining threat checking equipment and carrying out this task.   

Identifiers are currently used to help the Supplier sort and route mail to assist 
workflow.  Within the Supplier’s area of responsibility it is at the discretion of the 
Supplier how mail is sorted.  Service Level Agreements (Appendix 3) will apply for 
end-to-end processing times. 

Incoming mail will consist of: 

• Documents submitted in support of an online application 

• Paper application forms (including supporting documents and payments, if 
applicable) 

• Letters and documents provided by customers with an in-flight application, in 
response to a query from the Supplier or HM Passport office 
NOTE: Multiple applications/documents relating to family members may be 
submitted in one envelope (these applications are known as ‘linked 
applications’.) 
 
Mail may also include: 

• Private mail (which will require threat checking only). 
 

Occasionally, documents will be received which cannot be associated to an 
application (orphan documents). These must be recorded and stored (see Section 
7 on Document Storage for more information). 

There will also be a small amount of internal mail (personal letters, for example) 
which will need to be identified, recorded and passed to HM Passport Office 
unopened for onward distribution. 

Once mail is opened (with the exception of private mail) and sorted, the contents 
must be recorded appropriately: Supporting documents require association against 
the relevant application (with each document logged as an individual item).  Paper 
application forms, including a photograph, require scanning using an automated 
digital method of text recognition (Optical Character Recognition (OCR)) and any 
payments processed and recorded.  Occasionally a payment for an additional 
service, such as the return of documents using a secure mail service, may be 
received for a digital application.  The requirements relating to payments in section 
3.3 will apply. 

On rare occasions, documents may become detached from the envelope or 
application with which they were submitted, (for example, as a result of damage in 
the post).  The Supplier must attempt to associate these documents where possible. 
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‘Validation’ The activity carried out within the Document Handling Unit, to 

confirm the physical integrity of supporting documents in line 

with HM Passport Office-issued Reference Material. 

‘Reference 

Material’ 

Guidance provided by HM Passport Office to the Document 

Handling Units, to define document categories, and the 

validation activity required for each category to allow relevant 

risk/vulnerability indicators to be identified and escalated.  

(These activities will include, but are not limited to, visual 

checks against sources of information provided by the Public 

Protection Directorate (PPD), National Document Fraud Unit 

(NDFU), and Public Register of Authentic travel and identity 

Documents Online (PRADO).) 

HM Passport Office will provide the successful Supplier with links or access to 

the above reference material. Documents that fall within certain categories will 

have predefined criteria for validation. Some of these may involve technology, 

for example ultra violet light, while some will not require validation at all, for 

example a handwritten letter. 

All activity will need to be conducted in light of the Carltona principles. This 

means that only Civil Servants can set rules on decision-making that impacts 

on how passport application are assessed. The Supplier and the Supplier 

Personnel must operate within those instructions alone for such matters. 

Where any decisions cannot be made within that framework, they must be 

referred to a Civil Servant for consideration.  

A team of Civil Servants will be embedded within the Document Handling 

Units to provide advice and support (see section 8.12).  Cases where any 

concerns are found will be referred to this team who will make a decision on 

next steps.  

Documents must be validated to the required standard whether by the use of 

technology or human input.    

The reference material provided by HM Passport Office will direct the Supplier 

to further sources of information that can be used to assess documents, for 

example the Public Register of Authentic Travel and Identity Documents 

Online (PRADO) which is a database of travel and identity documents, 

available in the public domain. 
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4.4 Non-Document Handling Unit Sites or Additional Locations 

4.4 Non-Document Handling Unit Sites or Additional Locations 

The Supplier-led validation function will take place within the Document 
Handling Units only. 

 

  

5 SCANNING 

HM Passport Office requires any paper or items submitted (to include 
documents and paper application forms) by a customer as part of an application 
to be digitised so that it can be accessed by HM Passport Office.   

To achieve this, all documents other than ‘old books’ must be scanned and 
digitised prior to processing by HM Passport Office.  

Scanning must conform to industry standards in both quality and data security.  
The Supplier must provide a process to perform re-scans should an issue be 
found. 

The scanning solution must capture data/metadata as requested by HM 
Passport Office. 

Additional scanning functionality (hardware and associated software) at further 
Non-Document Handling Units will be required. 

 

Supporting Documents 

A mechanism must be available to scan documents of different sizes (from 
passport photograph size through to A3), non-standard sizes and levels of 
delicacy.  The Supplier must be able to scan documents with multiple pages 
and/or print on both sides. 

 

Paper Application Forms 

A different type of scanning functionality is required for paper application forms. 
These forms require an automated digital method of text recognition (OCR) to 
digitise the customer’s handwritten entries to data fields.  

Currently an estimated 40% of passport applications are still made on paper.  It 
is expected that this percentage will steadily fall in line with HM Passport 
Office’s aspiration to be ‘digital by default’, however for the foreseeable future 
paper will remain an application route. Please see Appendix 17 for volume 
projections. 

When a paper form is received it must be scanned onto the system and the 
scanned image checked and re-scanned where applicable. Where a scanning 
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7 STORAGE AND RETURN OF DOCUMENTS 

Document Storage 

HM Passport Office expects that every physical document (including paper 
forms and passports) received into the Document Handling Unit will be placed 
into physical storage until notification is received that the passport application, 
for which the documents are associated, has been completed. 

The digital storage of all documents, including application forms, will be 
provided and managed by HM Passport Office. However, the Supplier must 
provide a system compatible with the Application Programming Interface (API) 
in order to ingest the scanned images. 

HM Passport Office’s intake per week peaks at 3% of the total annual volume 
each year (this has been a constant for at least the last fifteen years).  The 
Supplier must provide storage based on at least six weeks’ volume.  

During the six weeks much of the volume will be ‘churned’, that is replaced by 
new application ‘packs’, within the first two to three weeks. 

During extremely busy periods (that is, where HM Passport Office are operating 
up to the maximum stated customer SLA) that would equate to approximately 
4.2 million documents, application forms and ‘old’ passports being stored at any 
one time. 

The Supplier must be able to physically store ALL work in progress at the 
Document Handling Units that is processing it. Work CANNOT be stored in a 
separate location(s). The Supplier will be responsible for providing all storage 
equipment including but not limited to racking, boxes and wallets. 

The Supplier must be able to locate a document on request.  When documents 
are removed an audit trail must be kept. 

The Supplier must be able to manage the volume of documents being stored, 
located and returned.  

Documents which cannot be associated (orphan documents) or are returned as 
‘recovered’ or ‘undelivered’ must also be stored. These are documents that 
have been returned due to our delivery partners being unable to deliver, or 
returned by the Police Forces, UKV&I and other government agencies for HM 
Passport Office action.  After a year, or following contact from the customer, 
these documents will need to be removed from the store and passed to HM 
Passport Office for action.  In 2018 approximately 16 000 documents (or 8000 
application ‘packs’) were stored over the course of the year due to either HM 
Passport Office being unable to associate them to an application or return them 
due to loss of contact with the customer.   

 

Document Return 

Once the case is completed, the Supplier will be digitally informed, via an ‘event’ 
that the documents can be prepared for return to the customer, HM Passport 
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8 GENERAL REQUIREMENTS 

8.1 Security, Public Protection and Due Care 

The Supplier will be expected to ensure the physical security of the buildings, 
Supplier Personnel and contents of its work areas, including the documents 
stored on behalf of HM Passport Office. 

The Supplier will be responsible for any breaches in security that take place 
within its area of responsibility, and for any loss or damage to documents within 
this area.  The Supplier must develop a tracking system which will enable the 
Supplier to locate any physical item within the process or during storage.   

There is zero tolerance for losses. Any losses that occur must be treated as a 
serious security incident. When losses do occur, it is necessary for the location 
and circumstances to be identified and reported as defined in the SLAs. 

Damage must be prevented. When damage does occur it is necessary for the 
circumstances to be recorded and reported immediately. 

The Supplier must ensure all relevant legislation linked to personal data 
(including the Data Protection Act 2018 and the GDPR) is adhered to, with any 
breaches being treated as a serious security incident. When breaches do occur 
it is necessary for the location and circumstances to be identified and reported 
immediately.  

Data must be treated as ‘Official’ unless advised otherwise by HM Passport 
Office, and handled in line with Her Majesty’s Government Security Policy 
Framework.  

‘Official’ is the classification used for the majority of information that is created 
or processed by the public sector. This includes routine business operations 
and services, some of which could have damaging consequences if lost, stolen 
or published in the media, but are not subject to a heightened threat profile.  
Information on Government Security Classification can be found on Gov.UK.   

A link is provided in the Useful information section at the end of this document. 

HM Passport Office will conduct assurance checks on a small percentage of 
documents after they have been validated and scanned to ensure that the 
process used is meeting HM Passport Office’s requirements regarding the 
finding of fraud.  The findings from assurance checks will influence the 
validation materials provided to the Supplier. 
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8.12 Locations and On-Site Support  

Document Handling Units must be in a minimum of two separate locations for Business 
Continuity and Disaster Recovery (BCDR) reasons. The locations must be on the UK 
mainland and accessible by public transport and / or good road network access.  HM 
Passport Office will not provide the premises for the Document Handling Units. 

 

The two Document Handling Units will have a small number of HM Passport Office 
staff embedded in each, i.e. the Civil Servant Embedded Team (CSET). For 
‘Operational Services’ delivery this will consist of a maximum of 20 staff per DHU (the 
HMPO core CSET team size), although the Authority may decide to provide additional 
staff for ‘early life support’ or exceptionally high volume periods.  If the supplier 
requests additional support from the Authority for more than the HMPO core CSET 
team size, the extra resource costs will be funded by the Supplier.  The size of the 
CSET is expected to decrease during the contract, following agreement of both 
Parties, once the supplier is proficient in the new processes e.g. Validation.  Changes 
to the HMPO core CSET team size will be agreed via a Change Request. The staff in 
the embedded team will work 37 hours per week across standard daytime business 
hours Monday to Friday.  

The primary functions of these staff will be to:  

• Advise the Supplier, when consulted, on document validation when the 
pass/fail outcome for a document is not immediately clear.  

• Answer questions relating to document categorisation and validation (for 
example, an unknown document type or assistance with interpreting HM 
Passport Office’s reference material). 

• Provide a point for decision making, as required, and escalation to the Public 
Protection Directorate. 

• Perform sample checks to assure the quality of processes and procedures. 

The Supplier will be expected to provide HM Passport Office’s embedded staff with 
access to workplace facilities, including but not restricted to: 

• IT (broadband network and routers) enabled to access the internal HM 
Passport Office systems, email, intranet and network drives and secure 
conferencing. 

• Confidential Waste and/or shredding capabilities. 

• Secure lockable storage (suitable for the storage of laptops and confidential 
documents, as required). 

• A secure room without external windows and with the ability to be ‘blacked 
out’ to be used as a ‘forgery room’. 

• Access to the Supplier Personnel’s facilities (toilets, rest areas, as examples). 

 








