

SPECIFICATION - DRAFT
1. Introduction - The Requirement
Broxtowe Borough Council (the Council) is seeking to appoint a single camera surveillance maintenance contractor to provide the following core services:
· Preventative maintenance of cameras and the Control Room

· Responsive maintenance to faults with cameras, equipment and the Control Room

· Installation, removal, replacement and redeployment of cameras where required

· Camera lens and dome cleaning services 
· Possible of provision of capital equipment

· Electrical safety testing of CCTV columns, street cabinets and CCTV structures.

Further detail regarding the above is described later in the Specification in Section 5.

The Council is the contracting organisation. However, the Contractor will also provide a fully comprehensive surveillance camera Maintenance Service to Newark & Sherwood District, and Ashfield District Council in support of their respective existing surveillance camera systems, as well as Broxtowe Borough Council
The Contractor shall perform the contract requirements to a standard that is in all respects acceptable to the Council and in the most cost-effective and efficient manner and in full compliance with the requirements of the original equipment manufacturer's recommendation.
The Contractor may also benefit from being the preferred provider of any surveillance related projects during the whole life of the contract. However, the council would reserve the right to enter a further tendering exercise for projects outside the scope of this contract.
2.  Background Information – the Councils
Ashfield District 
Ashfield District covers an area of 10,956 hectares and is located on the western side of Nottinghamshire in the East Midlands region.  It adjoins Nottingham City to the South, Mansfield to the North, Gedling to the east and part of the western boundary with Derbyshire.  The Council’s main officers are located in Kirkby in Ashfield.  There are three main urban areas in the district where housing, jobs and services are generally concentrated.  The southernmost is Hucknall which lies immediately north of Nottingham.  Kirkby in Ashfield and Sutton in Ashfield are to the north of the district.   The 2017 mid-year population estimate shows the district to have a population of 126,124.  Ashfield District Council has 29 wireless surveillance cameras across the district, predominantly covering the town centres of Hucknall, Kirkby in Ashfield and Sutton in Ashfield. 

Broxtowe Borough Council

Broxtowe Borough Council lies to the west of the city of Nottingham and there are four main towns within the borough, these being Beeston, Stapleford, Kimberley and Eastwood. It has a population of approximately 111,000.

Broxtowe Borough Council’s main offices are located at Beeston, with local depot buildings in Kimberley and other operational sites spread across the district comprising primarily of three Leisure Centres, a Sports Centre, a heritage centre.

Newark & Sherwood District Council

Newark & Sherwood District Council oversees the largest District in the County of Nottinghamshire providing a range of services to local residents, businesses and visiting tourists. 
NSDC’s main offices are located at Castle House in Newark, with local depot buildings on the Brunel Drive Industrial Estate in Newark. Newark and Sherwood District covers 65,000 hectares with a population of approximately 115,000. The District has contrasting areas of agriculture, market towns, commuter villages and rural coalfield villages.

NSDC, BBC and ADC need to be viewed as three separate organisations with different requirements. There may on occasions be the need for a different solution or approach to problem solving for each organisation. There may also be occasions when BBC or ADC could require a different or modified solution to that adopted by NSDC. 

3.  The Control Room

The control room for the shared services countywide surveillance systems is currently based within the Police headquarters at Sherwood Lodge, Arnold NG5 8PP.  The specification requires full maintenance of the CCTV systems/equipment in this joint shared control room.  

The contractor should familiarise themselves with the current control room integrated control system (Synergy 3) and ensure that it has the skills, knowledge and expertise necessary to repair/replace surveillance cameras and equipment licensed to this system and to ensure their integration with the joint council’s surveillance management system platform (Synergy 3).

4. Technical Infrastructure/Location of Cameras
Please see Part 6 for a full list of surveillance equipment/including control room equipment to be included in the contract, including remote management systems (REM systems) at remote locations throughout each individual Borough, sometimes housed in shared Police facilities but sometimes in other Council buildings. 
5. Detail of Requirement
No work is to be carried out on surveillance equipment without prior approval of the service visit. This may be agreed by, Text, E-mail or Telephone with the Council.

5.1 Preventative (Planned) and Routine Responsive Maintenance Requirements:

The Contractor shall carry out the preventative maintenance of all surveillance equipment, as detailed in Parts 6, twice annually as directed by the Council (i.e. every 6 months, appropriately recorded, evidenced and submitted to the council on request for audit purposes) from the contract commencement date.

The types of equipment to be included and the maintenance checks required are as follows:
a) Cameras

· Visual check for vandalism/ damage

· Check mountings are secure

· Check weatherproofing of camera

· Examine weatherproof catches ensure they are lubricated

· Check cable plugs and sockets

· Check wiper unit and blade (if fitted)

· Check washer nozzle and heater (if fitted)

· Ensure all lenses and domes are clean (quarterly, included)

· Confirm operation of zoom, focus and iris

· Check back focus

· Check tour operation is functioning

· Confirm output level

· Change IR bulbs annually (if fitted)

· Ensure Privacy Zones are operational (where fitted)

· Check and update firmware/software to individual cameras/groups of cameras to ensure platform security
· Treated with spider ease spray to deter insects

Note: 
If the camera is wireless, the following additional checks should be added:

· Check battery (if fitted)

· Ensure strongest signal between camera and control room to produce the optimum picture and control quality

If the camera carries out additional tasks such as ANPR, the Contractor shall carry out the following additional checks:

· Connectivity

· Coverage

· Movement

· Auto focus

· Functionality

b) Street Boxes

· Check cabinet for vandalism

· Ensure box and doors are serviceable and secure

· Check earth connectors

· Check earth leakage protection

· Confirm power supply

· Check Heater thermostats (if fitted)

· Check Edge connectors of all panels

· Test Signal level on all lines

· Test all camera functions
c) Poles and Towers

· Check all pole/tower mounting points and pole tilting mechanisms (if fitted)

· Ensure access hatch is secure and functional

· Carry out maintenance as per structure/manufacturers manual
d) Pan and Tilt Units

· Check security of mounting

· Carry out visual check of unit

· Conduct full function check

· Check seals

· Check speed of pan and tilt
· Check functionality of cables plug and sockets
e) Control Room Equipment

· Camera selection controls

· Pan and tilt operation

· Zoom and focus operation

· Peak white inverter operation (if fitted)

· Record selection and record level
· Hard drives, servers and RAID systems are checked
· Playback selection and playback level

· Multiplexer full functional and recording duration check
· Computer and Automatic clock function

· Quad Units functionality
· Review suite operation checked
f) Monitors

· Monitor selection controls

· Monitor set up

· Contract and colour balance
· Dead pixel count
· Monitor wall software check
· Display alternative camera selection checked.
g) Other CCTV related equipment

· As per Manufacturer’s Instructions
Delivery of Preventative and ‘Routine’ Responsive Maintenance

The Councils have a process where the preventative and identified ‘routine’ responsive maintenance requirements are scheduled in on a weekly basis, as directed by the Councils.
It is required that the successful Contractor will provide two days per week of preventative and identified ‘Routine’ Responsive Maintenance. This will equate to 16 hours, assuming an 8-hour working day.

This will be a mixture of preventative maintenance for NSDC, ADC and BBC cameras. 

The Contractor may schedule the 16 hours as they see fit to ensure the most efficient delivery, subject to the below.

The Contractor shall perform these requirements on the same days each week, unless otherwise agreed with the Councils Contract Manager. The 16 hours will also be delivered as one block, with the remaining hours delivered the following day, for example:

· 8 hours completed on Wednesday

· 8 hours completed on Thursday.

These are to be consecutive days i.e there is not to be a gap of one or two days or a weekend in the delivery of the weekly service requirements, unless otherwise agreed with the Councils Contract Manager.

Where a fault is identified as a fault with the network provider, (such as Virgin Media) then the Contractor will report this to the contract manager to escalate with the network provider.

The Contractor must record when they arrive and depart each site. Following each visit, the Contractor will be required to submit a report to the Council detailing their arrival and departure times, and setting out a comprehensive list of the maintenance work carried out whilst on site via an electronic monitoring system accessible by the council through a web portal or mobile application.

5.2 Unplanned Responsive Maintenance Requirements:

The following actions are required in the event of faults, which require rectifying through reactive/responsive maintenance visits by the Contractor.
All such visits will be categorised into one of two levels of priority, as follows:
· Level 1 - Critical System/ Equipment Failure:

A 24/7, 365 days a year cover is required.

The Contractor will provide the Council with a 24/7 contact point for reporting these faults.
A Contractor’s representative shall be on site within 90 minutes with the equipment, tools and materials to carry out the repair or alternatively provide a temporary replacement item if repair is not possible. Repair to be completed within 4 hours. 

Where relevant an initial remote dial in assessment is to be carried out within 30 minutes of the call.
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· Level 2 – Additional Routine System/ Equipment Fault:

A Contractor’s representative shall be on site within 5 working days and repair completed within a further 48 hours, inclusive of weekends and bank holidays (so completion is required with 7 calendar days).
The number of such call outs for both level 1 and 2 is approximately 35 per year.

5.3 Installation, Removal and Redeployment of Cameras

The new CCTV Code of Practices requires all camera owners to conduct an Operational Assessment on each of its cameras at least annually. This is to ensure that cameras are still operationally necessary in their current location. If not, they should be re-located or removed. In the case of fixed position cameras this will be infrequent if at all but in the case of wireless cameras the need to move them may be more frequent.
In instances where the Council instructs the Contractor to move a camera, the Contractor shall carry out the following:
a. To move a fixed position camera:

· Removing camera from current location and making good and safe the current location.
· Provision of camera pole or tower with all services included

· Setting up camera location on a building with all services

· Ducting provided (assume 100 meter’s)
· Placement of camera on new pole/ tower/ building 
· Provide all tools, materials, plant and equipment to complete request.

b. To move a wireless camera:
Wireless cameras moved from lamppost to lamppost. Including connection to power source and establishment of signal between camera and Control Room.
c. Set up Temporary Camera

Depending on location, relevant risk assessments carried out and council informed if engineers require any further permissions (i.e. highways).  Camera to be fixed to pole or on a bracket to a wall and connected to electric (assume electricity connection available).  Once connected, installer to check with control room that field of vision is as required before leaving site.  On removal of such cameras, site made good.
5.4 Lens and Dome Cleaning
Camera lens and dome cleaning services are also included in the requirement. The cleaning is separate to the above maintenance service in 5.1. This service will be conducted on a quarterly basis (i.e. every 3 months, appropriately recorded evidenced and submitted to the council on request for audit purposes, Two ‘cleaning operations’ are to be made at the same time as the two scheduled preventative maintenance visits, but must be logged and evidenced separately. These will be included in the Preventative (Planned) and Routine Responsive Maintenance Requirements price (Ref 1 of Part 6 the Pricing Schedule).

The remaining two quarterly cleans are to be priced in Ref 5 of Part 6 the Pricing Schedule).

5.5 Capital Procurement of Equipment:
If a high-value item of equipment (i.e. a camera, NVR or DVR, etc.) develops a fault that is beyond economical repair, the Council will require a set price (quotation) for a like-for-like replacement. This refers to replacement high-value equipment or new high-value equipment over the life of the contract. No equipment is to be replaced or new equipment fitted without the prior written agreement of the Council. The Council reserves the right for this requirement to be satisfied by another organisation outside of this contract, however this equipment will then be covered by these contract requirements.
5.6 Electrical Safety Inspections and Testing

To demonstrate that a surveillance camera column installation meets the necessary safety standards, electrical safety inspection and testing comparable to any other fixed equipment installation shall be carried out. Electrical inspection and testing is to be carried out at intervals of up to six years in accordance with the requirements of BS 7671: Requirements of Electrical Installations.

The contractor shall within the first year of the maintenance contract carryout electrical safety testing to all the council’s surveillance camera columns, street cabinets and structures Identified in Schedule Part 6.  The electrical safety testing shall be carried out by a fully qualified engineer to ensure compliance with the current regulations – chapter 73 of the IEE requirements for periodic testing of electrical installations. To “Verify the on-going safety of persons and livestock and protection of property from damage as a result of fire and heat. To identify that the installation is not damaged or deteriorated, which could impair safety and to identify defect or non-compliance with Regulations, which could cause danger.”  Each column or structure should receive an electrical safety certificated on completion of inspection; the certificate should indicate either a pass or fail and identify any remedial work if the column/structure has failed its inspection.  
6. Consumable Part/Components

6.1 Repair or Replacement of Parts (Preventative and Responsive Maintenance)
During preventative and responsive maintenance, where any components/consumable parts of equipment require repair or replacement, the Contractor shall repair or replace all such components/ during the equipment inspection and replacement parts are to be of ‘like for like’ quality.
For any one component/consumable part or whole equipment replacement of a value less than £200, the replacement will not require prior verbal or written agreement from the Council. 

Components below this value shall be replaced at no extra charge to the Council (i.e. the Contractor will meet the full cost of supplying and installing the replacement equipment or component parts).

For any individual components/consumable part or whole equipment replacement of a value greater than £200 (or for any complete replacement) written consent from the Council will be required. 
During Preventative Maintenance visits, where an individual component, consumable part or whole equipment replacement over the value of £200 is identified as being necessary to maintain the integrity of the system, the Council shall only pay the difference between £200 and the resultant cost of the individual component, consumable part or whole equipment replacement. A reduction to the aforementioned value must be demonstrated and shown on a copy invoice submitted to the council for audit purposes.
Before any action is taken or parts of this value are replaced, the provider will supply the Council’s authorised officer with an itemised quotation representative of the full cost and then showing the discounted value covered by the Contractor by £200. Any component part or item of equipment that has failed and is beyond economical repair must be returned to the council, this item may be sent away for independent testing and an evaluation of condition made independently to meet internal audit requirements.
All new parts/components become the property of the Council or the relevant CCTV Partner
6.2 Documentation / Manuals

Where replacement equipment/parts require new system documentation (i.e. Operator and /or Maintenance Manuals) the Contractor shall provide such documentation to the Council at their own expense.  

7. Guarantees
The Contractor will guarantee their workmanship and new/repaired parts for one year (12 Months) from completion of each job.

Where the part/component used has a longer guarantee, the Contractor shall honour this. 

8. Plant and Equipment
The Contractor will be required to have permanent access to a access vehicle/cherry picker and usage of this is to be included in the contract price.

The Contractor will supply all necessary equipment including platforms, barriers, tools, specialist equipment, test equipment, spares, goods and materials to enable safe maintenance of all the surveillance systems equipment and to comply with all relevant Acts, Regulations and Guidelines.

9. Site and Public Safety
Contractor must provide for the efficient protection of the public in order to prevent mishaps and accidents whilst carrying out the contract requirements.
The Contractor shall, after carrying out his duties, leave the equipment and location in a clean and sound condition, and shall clear away all rubbish. 

10. Staff

The Contractor will ensure that all Staff employed on this contract are suitably trained, qualified and experienced to undertake the work required by this contract and is qualified and experienced in working from heights.
Staff/employees will be required to undergo ‘Police Vetting’ to non-police personnel level 2 (NPPV2) before access to the Control Room is allowed. The Contractor is responsible for the cost of this and is to allow for this when pricing their bid
11. Record Keeping and KPI’s
All maintenance requests, site visits preventative, reactive or routine visits are to be logged/recorded electronically by the contractor. A computerised asset management system should be provided by the contractor with enabled access for each district to allow the monitoring progress of each event.  The asset maintenance list should provide time, date attended and nature of work carried out and must be signed off by a member/representative of the Council’s staff and the engineer when complete.
The Contractor will provide a site logbook, which should contain a copy of site risk assessments and working on the highway, method statements, COSHH (in particular covering The Working at Height Regulations 2005), compliance with the Council’s Policies and Procedures for the Contractors operatives and specialist sub-contractors. 

The Contractor shall provide a record of any breach in regulations at the Council’s site including any work on surveillance equipment which may breach the Data Protection Act, Health and Safety at Work Act or Council policies and procedures (Health and Safety and CDM Regulations where applicable)

Within 30 days of the award of the contract the Contractor should submit a full Annual Maintenance Work Program for the Council’s surveillance systems and maintenance.

The Contractor shall record and supply to the Council on a monthly basis the following Performance Indicators;

· Time to respond to urgent calls (90 minutes).
· Time to resolve non urgent camera faults (48 hours unless new part required).
· Monthly spreadsheet sent outlining all faults unresolved within the 5 day / 48 hours and explaining timescales.
· Preventative/proactive maintenance completed to date.
12. Contractors Contract Manager and Meetings

The Contractor will appoint a named maintenance contract manager (Key Personnel to be named by Contractor) to liaise with the Council. This contract manager will be responsible for monitoring performance levels, resolving service queries and attending quarterly contract management meetings, either in person or virtually via Microsoft Teams, with the Council. The right is reserved for either party (if deemed necessary) to request unscheduled meetings.
13. Standards, Corporate and Service Policies

The Contractor agrees to work to the Council Policies and Statements in Part 7, which include but a not limited to:

· Equality and Diversity

· Modern Slavery

· Safeguarding

· Whistleblowing 

These will apply to any sub-contractor used.

The Contractor will ensure that all their operations comply with the following Acts, Regulations and Guidelines and any future amendments in during the contract term (This list is not exhaustive and the Contractor shall be responsible for compliance with any additional Acts, Regulations and Guidelines applicable to the provision of the service):

· BS 7671 1992 (18th Edition Wiring Regulations for Electrical Installations as issued by the Institute of Electrical Engineers).

· NACOSS NACP20 Code of Practice for planning, installation and maintenance of CCTV systems.

· The Provision and Use of Work Equipment Regulations (PUWER) Lifting Operations and Lifting Equipment Regulations 1998 (LOLER).

· Approved Code of Practice and Guidance L113: Safe use of lifting equipment.

· BS 7671: 2001 Requirements for Electrical Installation (and all amendments).

· Provision and Use of Work Equipment Regulations 1992. Guidance on the regulations L22 1992.

· Health and Safety at Work etc Act 1974.

· The Data Protection Act 2018. (GDPR 2016)
· Roads and Street Works Act 1991
14. Data Protection

Contractors working within the surveillance environment will respect the integrity of such an environment and therefore will not disclose any information heard within the environment to any other party.

The Contractor shall have a Data Protection Policy that governs conduct of all Staff to ensure personal data is kept secure.

The Contractor will ensure that the Personnel who provide this service are aware of their responsibilities under Data Protection legislation. The Contractor will ensure that new Personnel receive training on this as part of their induction and receive refresher training on their responsibilities under the Data Protection legislation at least every two years.

The Contractor will ensure signed confidentiality agreements are in place for all members of Personnel working on the contract.

The Contractor will provide the required information for the Council to complete a Data Privacy Impact Assessment at no additional cost to the Council. The Contractor should note that this may change the draft Information Processing/Sharing Agreement in Schedule XX
Location of Personal Data Storage/Back-up

The Contractor is to ensure that any personal data processed under this contract shall not be processed outside of the UK. If requested the Council may consider alternatives to this as long as significant security requirements are met, which may mean a change of terms and conditions the Contractor has with any third-party storage solution provider. The Council is under no obligation to consider a request to store this personal data outside of the UK. Any additional costs the Contractor incurs to meet these requirements shall be entirely met by the Contractor.

The Contractor is required to understand where the personal data is 'stored' especially if using 'cloud services'. 

The Contractor will engage and respond to any request from the Council concerning the location of stored personal data, with proof if requested, at no extra cost to the Council.

15. Service Continuity

The Contractor will have a service continuity plan for this contract. The service continuity plan shall refer to all elements required to perform the Service Specification and as a minimum cover the following:

· The plan shall have clearly identified points as to when the service continuity plan needs to be invoked.

· An obligation upon the Contractor to liaise with the Council with respect to issues concerning service continuity, disaster recovery, insolvency and support Council initiatives to monitor and manage risks to service continuity, 

· The Contractor has mechanisms to identify any financial problems, that may affect service delivery, at the earliest possible stage. 

· The Contractor has plans in place to ensure Staff cover is provided in the event of sickness, annual leave, strikes, absence, staff leaving and any other events that could lead to a staff shortage such as epidemic/pandemic/viral illnesses, restrictions on travel etc.

The Contractor shall upon the Council's request provide the service continuity plan and any other risk management strategies documents relating to the performance of this Service.

The Contractor shall review the service continuity plan on an annual basis during the term of the contract, to ensure it is addressing all know issues and risks.

16. Invoicing and Payments

The Council will require equal monthly invoices for the preventative maintenance contract.  Any additional responsive works or works outside the standard contract must be invoiced separately with an agreed reference to identify the works carried out.
17. Retendering and Handover

Towards the end of the contract or a new contract is let with another organisation the Contractor will assist as appropriate and in a reasonable, positive and timely manner.

Where, TUPE is likely to apply on the termination or expiration of the contract, the information to be provided by the Contractor on request from the Council, to the Council, shall include, as applicable, accurate information relating to the Staff/Employees who would be transferred under the same terms of employment under TUPE, including in particular (but not limited to):

· The number of Staff/Employees who would be transferred, 

· In respect of each of those Staff/Employees, their dates of birth, sex, salary, pensions, length of service, hours of work and rates, and any other factors affecting redundancy entitlement, any specific terms applicable to those Staff/Employees individually and any outstanding claims arising from their employment; and

· The general terms and conditions applicable to those Staff/Employees, including provisions, probationary periods, periods of notice, current pay agreements and structures, special pay allowances, working hours, entitlement to annual leave, sick leave, maternity, paternity and special leave, injury benefit, redundancy rights, terms of mobility, any loan or leasing agreements and any other collective agreements, facility time arrangements and additional employment benefits.

18. IR35 (Intermediaries Legislation) Amendment for Off-Payroll Working in the Public Sector

The law now requires public sector bodies to decide the employment status of persons they engage to provide Services, or predominantly Services, through an intermediary such as a personal service company or agency. The Council will decide the employment status prior to engagement using HM Revenue and Customs employment status tool, which can be found here –

https://www.tax.service.gov.uk/check-employment-status-for-tax/setup
If the Council decides the engagement is ‘employment’ Tax and Employees National Insurance will be deducted from the Contractors invoice under PAYE. 

The Council believes that IR35 is not applicable to this requirement. However, if it becomes apparent that there needs to be a review of the employment status of this requirement, then the Contractors shall co-operate with and assist the Council in reaching a decision if IR35 is applicable, which shall rest with the Council.

19. Innovation

The Contractor shall offer assistance, guidance, help, training and advice with all new technology within the system and inform he Council of new processes and systems that could improve the contract requirements and reduce the cost to the Council.
20. Insurance

Employer’s Liability Insurance cover of £10 million for any one single event.

Public Liability Insurance cover of £5 million for any one single event.

21. Contract Term
The contract is for an initial period of three years with the option to extend for further periods up to a maximum of a further three years.

Prices Control Options
Prices are fixed for a three-year duration with a 5% increase in year 4 and then prices remain static for the remainder of all possible extension periods.
Any annual increase is the CPI up to a maximum of 3%.

Prices are submitted for each year as part of the bid and these will be the fixed price that that year of the contract.

