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Glossaty of Terms and Abbreviations

Term of Abbreviation Desecription
CESG Communicattons-Electrone Secuntty Group (past of GCIIO)
Clas CESG Lasiad Advaser Sehume
thH ’ Government Seenre Intranee
HMG lies Majeny's Government
A Information Assurance
cr Informaton and Communtcations Technology
181 HAMG Inforrmation Assumnce Sandand No 1 (Purts §und 2)
182 HMG Informatiua Assunce Standand No 2
15C Leyal Service Comsnussivn
PGA Pan Govemment Aoceeditor
Pl Privacy Impact Assessment
PID Programme Initiaton Document
RMADS Risk Mavagement Accredininm Docoment Set
The MTCE SAL The MTCE Sccurity Aspects Leter
SAM Sccugiry Accredarion Maniger
SIROY Sentor Information Risk € laner
Version. 1.0 Page 5of 14
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SECURITY PLAN

1. Introduction

LG

1.7

Thie document, referred 1o hereafrer as ‘the Secunty Plan,' provides a high-level plain-
English desenprion al the Informanon Security responsibilities of The Conmtractor's staff.
contractors and personnel invelved in the PSN Connecuviry Framework (PSN-C)
hereafter known as ‘the Service' and o protect the seeurity of - The Authoney's

infortnation to which The Contracror has custody.

It also lsts the responsibilines and informatinn rus;uired froan TIM Treasury o erable

T Contrctor to discharge ity responsibilities under this Plan,

To thar end, the Secunity Plan is made available 10 all members of ‘The Contracior’s stalf,

contractors and persunned who sell, desygm, implement, manage, maintzin the Service.

This document does not replace or supplant any other of The Contractor’s policies hin
uffers speafic, addinonal advice where necessary on pactcular seeanty aspeets relatng to
the Service, rnd pointers and links 1 where additional information may be found, with
the aim of ensuring rhat ‘The Contracror complies with it cantmactual requirements

under the Fmmework Agreement

‘The tenn “The Authorny™ nominally refers 1o the Government Procusement Serviee bue

can refer o HM “Vreasuey where appropriate.
ft is assumed that FIM Treasury wall provide a Seeunty Aspeers Letter to the conreacror,

s document deserihes the approach tor PSN —C in general of which HM Treasury as

Ot COsTOmer.

2. Information Security Management System (ISMS)

-

21 The Contmctor 15 committed to developing, certifving mainraning and improviny an
INO2T10 L -compliant [SMS. ‘The details af the curtent version of the 18MS, 1s seope,
policies, procedures, work instructions and records can be viewed as parr of an Audi
upan request subjecr i aon-cisclosure

Version. 1.0

Data Jan 20114
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22 Porrhe Call O conteace to which this Annex € is atwached, the following will be added

to the scope of The Contractor’s 1SMS
M Bresamy PRSWAN

23 The Contractor's [ISMS is  cermgficd under the CIESG Assured  Service

(Telecommumcations) and  independently audited - accordance with CESG - Good

Practice Guide no. 32,

3. Security Aspects

i I3 the absence of HM Treasury specific Seeurity Aspects instruetions, the Contractor will
use the prndples kid our in the PSN Seeunsy Gudanee, PSN Codes and PSNA
Instructions to intorm the Secudty Aspects of the service. To that end:

32 the customer shall inform Level 3 if any aspect of the service other rhan the maffic on the

1P VN i sensitve (11.3).

33  Nomwithsmnding any forthcoming change m the Govemment Protective marking
Scheme The Contractor shall assign to non-seusitive assets a business mapact level of 2,

2. 4 for Confidentality, Integrity and \vailability respectvely.

34 Some nan-sensiive dara may be stored and accessed ouwside the EEA. This will be

confined to infurmaaon held by Level 3 provaded by the customer or created by leved 3

as a resule of operating the service.

35 Customer traffic on the 1P VPN shall be reganded as sensitive (EL3) and no customer

traffic darz will be held or tansmurred ourside UK borders.

36 Relevant pares of any RMADS pmduced and mainsained by The Contractor during the
life of the PSN-C Framewark Agreement shall refleer the speafie dentands of the

Customer {or the services under eonsideration.

37 The Contractor holds informanon abaur the enstomer’s service n its husiness support

svsterns e.g. billing, inventory, orders and nckeang. These systems do not connect to or

Verson: 1.0 Page 9 of 14
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directdy affect the networks provided by Level 3 that carry the Custotner’s uwn trattic

For this reason they are outside of scape of Service RAADS

4. Security Information Dissemination

The contents of the customer'’s service sccanry seguirements will be published on The

Contmacror's miranct along with guidance on interpreradon.

The Conmractors Security Compliance Tean, supported by semior management, shall
ensiee that all The Contrctor’s staff and contractors concerned with the Service wall b
provided with a security briefing on any apecific secuniry aspects ol the Service, within 61

working days of the Fficctive Date of the MTCF Framework Agreement.
The Secunty bricfing will cover a minimum of :

* Locadon of key security document,

* Any secunty aspects which are not ‘business-as-usual”

e Sceusity roles {Accruditor, Sponsor ete.); and

*  Where to tind additional guidance.

5. Accreditation

L
i

53

The Services will be Accredired being aligned 1o [3]. The Contractor employs a CLAS

consultant (SIRA Practitivner) for che purpose of assisting in this accredienon.

The Accreditanon povernance procedures shall comply with those of the PSN Risk

Management ad Acereditinon Reference Document (RMARD).

The Contractor’s secunry team will be mpemented fiom time o ume by using specialist
menbers of the CESG Listed Adviser Scheme (CLAS) and service providers approved
under the CHECK Scheme when such needs anse for example as part of the anoual 17T
Health Check.

Version: 1.0 Page 10cf 14
Date. Jan 2014



_..—-"'_'_FF I‘_\_\_”"—u-, ..f— - — — e —- —
—. " - — P
S —. e —

HM Treasury Security Plan

34 The security easures o be implemented and maingained by The Contmctor in relagon
to aspects of the Service wirlin scupe will e documented by the Secunty Acereditation
Manager in a Risk Managemenr and Accreditagon Document Ser (RMADS).  The
Securiry Conteols adopred will be propostionate to manage the risks, As a defaule
postiun for [L, 2-2-1 services The Contractor will aspire 1o conform ta the requirements

of [4]. Any nin-confonmitics will be noted in the Residual Risk Statememt for the

Service avatlable 1o Customer on request.

55  Unassured offshored aspects of the service will be documented in the Residual Risk

Statement and the service accredinon cerficate,

56  RMADS are pivatd o the seeunty accreditation process and, simply put, provide a

structure which is used to ussemble portfolios of documents that will collectively:
& Explain the business purpose and scope;
¢ Summuarise the key computer sysicms, networks, services und locatons;

¢ ldennly and guamity risks that may damage the ineegrity, availability or
conficentiality of information dealt with by these compurer systems, nerworks

and services;

) Deserthe rthe blend of physical, personnel. procedural and technical secunity

cuntrols usced to manage these dsks; and

*  P'rovide regular evidence, such s secunty test, security inspectinn and securty
incident reports, to demonsteate that the security controls used manape these

risks work effectively in pracrice.

57 RMADS walt be proportionate, accurate and focussed,  The formac shall be apreed

berween The Contractor and the Pan Gavernmenr Acereditor.

58 The nsk asessment methodology in [3] is used in the RALADS. Reference 3] describes
HMG’s Technieal Risk Assessment methad ~ a systematie approach 1o documenting and
yuantitving technical dsks that may threaten the integriry, availabiliry or confidentiality of
a computrer system, network or seevice. Reference [3] provides HMG's Technical Risk

Treatment methed — a structured approach to documenting a Securitv: Case that

Version 1.0 Page 11 of 14

Date: Jan 2014
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describes the nanee ad strinpency of the security controls and assurances needed

manage any nsks idendfed by applying the methad.

59  When Assessing Risk Treatnent, The Contractor will use a Risk Tolerance Level based
on the published PSN Risk Appence Statement. The Risk Toleranee Leved shall speeily
the level of risk ax determimed by the methods in [3] that The PGA is prepared ta acceps.

Any change ta the Risk "Talerance level alter the Elfvctive Date is deemued a change w

the PSN-C Framework Agreement.

510110 Where aspccts of the Service are held nr moved offshare The Authanty will be advised.

\uthnrm and included or nﬁrcnccd in the RMADS,

511 The RMADS will form part of the 1SMS, be uvalable to appropriately-clearsd personndd
anel be leld and maintained by The Contracror, 1t will be available for nspecnon ac The

Contractor's premises as part of an Audit.

302 The RMADS will be approved by the Pan Government \ccreditor and be structured
according to ISO2700), cross-referencing i necessary 1o schedoles within the

Framewnsk Agreement and reference 1.

513 The existence of a current Accreditaion Starement from a Pan Governnene Acerechior
referencing the service RMADS shall be sufficient o provide assurance to TIM Treasury

Accredstor thar risks within the accreditaion boundary of the contracted service are

being managed adequately.

6. Transition

61 Where the Service is not currently part of the [SMS, The Contractioe will be resprmsible,
using reasonable endeavours and due process, tor ransigon of the secunty arrangements

and responsibilitics for the Service inro the scope of the 1SMS.

62 e asswned that where sponsorship ts required from The Authority to pain PGA or
similar support tha this will be geanred in a omeh manner.
Version: 1.0 Page 12 of 14

Date: Jan 2014
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7. Personnel Security

7.1 All The Contracior’s emplovees. ther agents and sub-contraciors shall reccive a secuny
verang level accarding o the provistons of the Secunty Policy Framework or eguivalent

tor statt lucated vverseas, This is BPSS by defaudt, with certain roles atmactng SC.

8. Sccurity Incident Reporting

8.1 The following eontacr points shall he used when HM Treasury s reporung security

incidents to The Contractor:

iclephone DE45 015 1N36 for Dara Incidents.

9. Responsibilities of The Contractor

91 The Contractor shall mainein Accreditadon for she Service and provide a capy of the
Accreditation Statement upon request.  Far the avourdance of doult, capies of the
RMADS will not be made avatlable but can be viewed at The Contractor’s premises
subject to agreement from the PGA.

92 The Comteactor shall provide u Service Residual Risk Staternent in accordance with the
RMARD upon request.  This shall provide HM Treasury Acercdiror with summary
derails of the main residual risks and non-conformitics, together with risk managemnent
statement and guidance on SyOPs that should be adopted by [N Treasury's smfl o
operare the Service securely.

2.3 For the avardance of doubt ‘The Contractor will not share the results of detuled VTTIC
reports or vulnembilides thar have been ‘dosed” with HM Traasuny. The an

Government Accreditor will have access to these.

10. Responsibilities of HM Treasury

1.1 1 required, HM Treasury shall undertake a Pnvacy Impact Assessiment for each Service

and provide it 10 The Contractor for inclusion in the Residual Risk Statement.

Version: 1.0 Page 13 of 14
Date: Jan 2014
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11. Amendment and Revision of this Plan

111 "lhs Secunty Plan will be seviewed annually.

Version: 1.0 Page 14 of 14

Date: Jan 2014



Test Plan for WAN Based Projects

implementation and Migration Process
New 10Mb, 100Mb, 1000Mb FE and 1GE and 10GE Circuits

After Off-net or On-net handaover the new Cirauit and Router Installations and
test will be approached as foliows~,

Stage 1 Take On

a. Installation of hew Router at agreed dale during warking haurs, minimum of
3 working days ih advance of scheduled migration date. Level 3 shall
complete CPE router installation (Router node (D) and connect it to the
access circuils in working hours. This includes service Take On. New seivice
will be installed in Cuslomer cabinels for the new Prémium Setvice Primary
and Secondary Roulers. ;

b. Conduct Take-on validation test and line proof — Confirm Speed/Duplex
eettings for both ends. (Router Node ID).

NON SERVICE AFFECTING

Resources:

Level 3 Field Englneer from DI Data Customer site - (Field Engineer details
notified to client)

Level 3 DI Data Field engineer contacts MIPSA duty number {Level 3 Turn
Up)
Clienf to provide cabinet space for new Router —

Note: Router to be installed and Taken-on with MIPSA. This Router will then
be migrated te the new circuit and connectivity tested.

Staqge 2 Take On - LAN

¢. Migration of services at an agreed date dunng working hours minimum of 3
days after new Rouler installation. Migrate from existing WAN Cireuil to new
Premium Primary. Level 3 lo complete agreed test of new premium service.
Again confirn Speed/Duplex settings for both ends,

Resources:

Level 3 Di Data Field Engineer on Customer site — (Field Engineer details
notified to Client)

Level 3 Tech Support engineer — remote

Client engineering support

L.ave! 3 Projecl Manager— via phone



UAT / User Testing [Applicati

{Following table is an outline example ~ Leve| 3 would expect the autharity’s Desktop provider to
define the specific required test actions)

1 Turn off WID/PC Términal (if on)

2 Power on WID/PC Terminal

3 Login inta AD, Partal Services and Office Productivity Applications
4 Log into email systems and ensure email can be read or other apps
5 {og into MS$ Applications

6 Test send and recejve ern:;lls

7 Prnt

d. Secondary Circuit Installation

Repeat stages a — ¢ (Stages 1 & 2) for the new Sscondary Routers/Circuils

Cutover to hew Premium Services Primary and Secondary

OOH working may be required as the services are likely to be live. Itis usual lor
Failover testing to commence at 1800 hours and finish at 2000 hours.

"y
'

Level 3 will relumn to site and ratest the new Ethemet Primary and
Secondary circlits

Shutdown mid-point of primary circuit to test failover to secondary
UAT testing of Secondary failover

Restore mid-point of primary circuit and then remove LAN cable {o
simulate switch failure 1a tesl failover to secondary

UAT testing of Secondary failaver

Reconnect primary router LAN cable

Final UAT on restoration of Premium resiliént servicé

NoOG A

UAT / User Testing

{Following table is an nutline example — Level 3 would expect the aulhority's Desktop provider to
define the specific required test actions)

1 Turn off WID/RC Terminal (i on)




Pawer on WID/PC Terminal

Login into AD, Portal Services and Offlce Productivity Applications

Log into email systems and ensure email can be read or other apps

Log inte MS Applicatinns

Test send and recelva emails

Print







EMEA Managed IPSA Testing Script

Below is an appraved Testing procedisre to cover all Stage 1 and Stage 2 installatians. Regardless of
product type. Unfortunately due Lo obvious differences with each device (IP addressing etc), there
wili be an element of human Interaction with this document,

Fletds that will require your input are clearly documented in [BOLD BRACKETS).

Any additional notes will be Highlighted and Stared (*}.

All outputs of the below cammands will then need ta be documented and applied to your TTB
{Technlcal Notes Tield) in EON, before TTB camplaticn.

et plogge note ***"

» A Prerequisite is Lhal your MGMT script has been applied successfully
*  Proof read your resuits befare clicking through your Task as a pass. To putt éimply, If
something fails. It"s not a pass until the issue is resotved

Once you're happy. You can go ahead and run the script on your device,

Stage 1

!

-Clear countars

Y

show version

;how ip interface brief

ihaw run interface JWAN_INTERFACE]

:haw interface [WAN_INTERFACE]

Ling {CORE_WAN_IP] source [CPE_WAN_IP] repeat 1000 size 1600
:show ip route

show ip bgp summary
t

show ip bgp neighbar [NEIGHBOR_ADDRESS] advertised roules
|

show samp contact

|

show udgp | 1162

|

show policy-imap interface

1

"' .*NU"‘E... *

1ADSL Output. Commands may differ dependant on (DS revision.
|For older 10S ~

|



show dsl interface [ATM_INTERFACE] | include Speed | Err [Atten|Naise
!

lti lt"oTEt‘ [ = 3

IFar 105 Version 15 onwards use

1

show controllers vdsl 0 | include Speed |err| Atten| Noise

!

[

IQ L E.L ] NOTEOO e

Mhe below TCL [Too| Command Language) Script below will Stress Test your WAN link. Gradually
Hncreasing in packet size. Some of these tasts may fall due to Palicing or CoPP an the core
finfrastructure. Speak with a Senior Engineer if unsure of results.

!

telsh

foreach pktsize {

64

124

512

D24

1280

1500

H

ping [CORE_WAN_|P_ADDRESS] source [CPE_WAN_|#_ADDRESS] timeoul 1 size Spkisize repeat
1800

|

wrmem

|

reload

|

|

'! e .NOTE. L1 1)

ISTAGE 1 - CISCO CORE TESTS

!

show interface [WAN_INTERFACE]

!

show run interface [WAN_INTERFACE]

1

shaw ip route vrf [VRF] [MGMT_LOOPBACK]

|

show policy-map Interface [WAN_INTERFACE]
I

e *‘Nm’t"‘ 3

1 Carry out the below command on all the care devices in your path. to ensure the same
Bandwlidth lis allocated across 13

!

show palicy-map [MAP_NAME]

I

WF mem

I

|

I.--‘NOTE.’“



ISTAGE 1 — JUNIPER CORE TESTS

show interface {WAN_{NTERFACE]
b

show configuratian interface [WAN_INTERFACE)
|

show route table [RD] (LOOFBACK_IP]

i "

show policy [Policy)

!

show route received-protocol bgp [NEIGHBGR_UP] Table [RD]

STAGE 2

* Prerequisite. LAN migration has taken place and all required ports are open

Show ip int brief
!
Ii [ £ 7] NOTE-.’-

! You will need to obtain a working sites LAN IP address.
!

Ping {LAN_IP_OF EXSISTING_SITE] saurce [LAN_IP_ADDRESS] rapeat 1000 size 1000
I

show run Interface [LAN_INTERFACE]
!

Show interface [LAN_INTERFACE)
t

Show arp

|

lto -'NOTE. L2 3 3

| if using HSRF usa the below
{

show standby brief
i

;how track [x] { where ‘ x ' is the canfiguration on the primary LAN port track option )
:-00tNm'Ei LR 3 J

{Repeat once HSRP has falted over.

;how standby brief

!show track [x] { where ' x " is the configuration an the primary LAN port track option )
:Nl' mem

{

IS'—“NOTE.“‘
IStage 2 Core checks

IClscn TEST



show Ip route vef [VRF] [CPE LAN IP]

luniper Tast

shaw route table [RD] [VRF] [CPE LAN IP]

Once stage 2 tests are complete. Confirm with on site contact all is working. Take hisfher name for
your documentation,

It goes without sayipg that if youhave a stage 1 and stage 2 booked at the tame time you’li need to
complete the entire test document Before completing out any paperwark.
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Level 3

Subject To Change Without Notice

IMPORTANT NOTICE: This Business Continuily Program ("Program”) Ovenview is pravided s a couriesy and may not, and
should not, be relied upon by any person or entily, Including, wilhout kmstation, any current, past, or prospaciive employee,
agent, custamer, of vandor of Level 3 Communications, LLC {"Lévol 37} or any of ils affiliates. This Program Ovendaw may be
modified or terminaled at any Bme, without notice. The lerms and conddions of any refationship batwean Leve! 3, or any of its
affliates. on the gne hand, and any other person or endity, on the other, shall be governed scloly and exclusively by any
separale writlon agreemants or olher arrangements between the respective paries and net by this Program Overview,
regardiess of whelhor such agreement ar arangement is mede befoca, an, ar after the dale heteol, Nekher this Program

Overvlew nor the defivery hereof consfitutes a i=pally-binding commilmeant by Levet 3 ta mainiamn a Program in any parlicutar
mannsr.
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EXECUTIVE SUMMARY

Business continuily planning is an essential component of Leve! 3 Communicatlons’ business operaling moded, Due {o the
nature of the lefecommurucations mdustry, the products and services Level 3 proviges are expected by cuslomers 1o reat
remarkably high standards for availability. Lavel 3 respects this responsihility and ensures a robust Policy and Program is in
place 1o maintaln uninerupled servicas whanever possible end. when nacessary. lo recover from unavoidable disruptions
quickly and efficlenily.

Introduction

The Level 3" Network, Bn acknowletdged part of our global Ielecommunications crilical infrastruciure, vras built with business
conlmuity in mind, using physical plant companems and regundant syslems lo support continuous, uninterrupled sarvices for
ouwr custormprs. Hardware, however, is only part of the solulion. Advance planning to dovelop and rahearsa siralegies that
capilalize on all of our capabifities and enable us fo racover our services quickly remains key to Level 3's resifisncy. To engape
in elfeclive planning, a cross-functional business continuity ptanning siruciure spans across all regrons of the company
adhernng (g the business cortinuily policy and framawark. As a result, Level 3 plans for and works everyday to deliver
unintarrupled sarvice

Level 3's developraent, implamentation, and maintenance of the Program's Ife cycle can give our custorvers confidence that
our services will run with minimal intérruptions, regardiess of the event experienced

Ungerslend

the Bugingss Sutilegy
,.f {Suealegr) Deeatzpmant
Exaregn.  gygiNess
Malniain 8 CONTINUITY Datatnunp
Raviaw Blraleyes

| Vandrenl M preart® 1Strubogn |

arxor

Asn s M

Figure 1: Life Cycle of Level 3's BCP Program
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Fha mission of Level 3's Program s to:

Strategy

Idestify tha threats/hazerds end their potensial impacts and provide a framewaork for building enlerprise resillence

-':;'Iafeguard employees, key siakeholders, and jong-tarm markal share in the event of an unplanned intarruption to
{he business

Mainigin unintermupled sorvice whanover postible, and whan necessary, effectively caordinale recovery from
unavoidable disruptions gulckly and efficianily

Resporyd fo emergency siluations in a safe, effective and imely manner

Tha Program has been designed (o pratact sharehiolder value by ensuring that business conbinuity related risk Is éffectively
identificd, assessed, and managed, end where feasible, mikgated. The Corparate BCP Team is responsible for the formutalion
of policy, developing the framework. end govemance of the Program. Each Funcllonal Graup owning critical functlons is
respansible for develohing, maintaining, and sxercising plans.

A Business Impact Analysis (BIA) idenlifies criticality and deterninines how soon after an evenl procassasisysiams need to ba
availabla. Those tire inlervals are then used to praritize the récovety and Irnplement recovery solubions tor essenbal
opéralions. Business conlinuity planning focuses on planning for Ihe Impacts ihal could be caused by any scenarlo and
dedining Ihe appropriate {acticol recovery

The key panciples upon which the Program sirategies and capadliities are based Include

Incident Prevention — Pratedting serviozs from threats (environmeént, hardware/soltware, apelalional orrors

malicious altacks and natural disastars)

Incidont Detoction — Detecling incidents & the earliest oppariumity 10 minimize impact
Response - Responding lo incidents in ihe most appropriats manner prowding for an efficent recavery and

minimizng downtime

Recovery - Impiementing 3ppi opriale recovery siralagies and solutions that will ensure timely and prioritized

resumptjan of operations

Impravement - incorporating fessans learned from cigonts, oxercisos and tesls to enhance our level of

preperedness

Level (3)
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GLOBAL BUSINESS CONTINUITY PROGRAM

Thu Program is a holislic process designed o provida B methodology for [dentilying and asseasing threats and hazards,

understanding ther impacls 1o Leve! 3 operations, and developing & framawork {or planning and respanding 10 unaveidable
disruptions. The camponents of the Program are outlined here

Program Management

Program Accountability: Program management is tha heart of the BCP Program. Accouniability of the Program |s held gt
the senlor managenier jovel so i recaivas the proper focus and alignment with enterprise prinrities for a successful
implemeniation. Program managemant includes making sure goals have been met and providing for a coninual review of
the Program to enstie ils conknuing $wialiity, adequacy and affecliveness.

Resoursa Comimitment and Traihing: Based on lhe resulls of the BIA and Risk Assessmani, managament commils the
resources to execuls iha Program and makas sure thay are trained and competant. The Program uliizes role-based -
trelsing modulas (0 Irain ds émployees The instructional modules are designed 1o provide braining on the Program
objectives as well as an explenation of how (o compléte he tasks (o mect the requiemenls

Embed BCP into Culturo: The padicipabion of senior menagement is key in making sure that tha BCP Pragram ia
comecily mroduced, adequately supported and is proparly smbadded as part of Level 3's culture.

Understanding the Business

Business Impact Analyals: A BlA is eondutied to idenbfy the Impacts resulling from business interruplions and provids
the critaria to quantify and qualify those Impacts 1o delermine whal is most enilical 10 aur operalions This analysis
identifies time-ciitical funclions, their recavery prioedied, and Inferdependencies so recovery line objeclives can be
establishod and approved. This data then drwes the prioalies for conlindity planning and developingfriptementing
recovery siralogies and solulions lo support the recovery Hme objectives.

Risk Assassment: A Risk Assessmeni is conducted Io evaluate the Ihweats and hazards and identily polenbial tauses of
interruplions, tha probability of their nccamence, thelr severity and their inspacl when they do occlr. Measures can [hen bg
tdentified 1o reduce the probabiiy of ocourrence or reduce the impact of an inddent

Risk Management: After the risk o oparstional disiuptions i3 assessed and understood, Level 3 evaluales the risks and
rmpacis it can comiral or influence, Management can then make Infanmead decsions on managing vnaceeptable leyels of
fis¥

Determine Strateglies

Stralogy Development and mplementation: The resd!s from the BIA and Risk Asaessment are used to assess and
impizment appropsfale sifalogies lo reduce the fikelihood and impacis of inodants or diaruptions. Thie requeres identifying
conlinulty sirategies Uhal will improve Loval 3's resiliency to a disruption by ensuring crilical activities continue aL. or are
fecovered 10, an acceplable lavel and meet agread upon recovery fimeframas. The sirategies define the raquited

resillency solufions 30 that conlrols around incident prevention, detection, response, recavery and restoration @r2 put Inlo
place

Vendér Resiliency Management: Level 3 analyzes the rsiliency of its entical vendors ihat suppon critical
fencllons/processes, acilitios and systems to proaclively manage unaoceptsble levels of risk.
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Develop and Implement Response

Incident Management Response Structure: Level 3 employs a multi-layes scalable responae siructure to efficienly
respond (o dissupbions thal span ils globa! opperabons.

Plan Developmant: Level 3's resiliency planning concentrates on sustaining ils crtlcal business operaiong and Its
supporting Infrastniciure {|.e., network, peopde, systems, laciites, vendors, elc.) Plamting locuses on tha Impacis that

cauld be caused by any scenann and provides the procedures for maintaining the cantinuity of operations. Level X's BCE
Program includas the follmving surde of ptans:

Erderprisa Business Continuity Plan — Company overascdwng sirategies

Crisls Management Plan - protect Company brand

Incidery Managemant Plans — provide command, contral and cootdination over recovery teams
Businass Continulty Ptans - contmue crilical operations

Facility Recavery Plans — recover crilical infrastructure of facties

Application Repovery Plans — recover applications

Pandemic Plans — tecavery of mfluenza oulbrenks

Exercising, Maintaining and Reviswing Responsa

Exorcise and Maintenanco: Busmoss conlinuity and incident manageren piannmp is exercisad and maintainad lo
valate thelrviability. Leval 3 exarcisas iis plans to develop teamwork, competence, and confidence among its rocovery
feams Plang are maintalned in 3 siate ol readiness,

QA Reviews To maintain a consistent leved of Program axecution, Level 3 conducts QA reviews on planning

Post-Event Review: Level 3 assasses iis response 10 and recovery from events to measure the effectiveness ofils
rasponse and racovery capabilibes . Post-evend reviews provide tha impaciedfactivaled groups with an opportunity lo sask
feedback on their mcovery and their incident management performance . A summary of the event incorporates any

corfochve aclions for rmprovemant which become part of ongoing detection, analysis. and elirnation of actual or polenbat
causas af disruptions

Standards and Practices
Lavel 3 utilizes the follovdng standards for modeling its BCP Program:

= Brtish Standards Insitution (8S1), BS 25909 "25998-1-2006 Business Continuity Manegement. Code of Prachice” and
‘BS 25995-2:2007 Specificabon for Business Gontinuity Managemant®

s British Standards BS ISOAEC 27031 2011: *Informaton Technology — Secunly lechneques -~ Guidelines fos
infosmation and communication technology readiness for business continuity”

« Inlemational Standard SO 22201. “Socielal security — Business conlinuity management systems — Requirements”

» American Soclety for Ingusirial Secunty (ASIS) “Business Conbnuity Gukieling: A Practical Appraach lor Emergency
Preparednass, Crisis Management, and Desasier Recovery”

= American Soclety for Industrial Secvidy(ASIS) iBritish Slandards Institution (BS1} ASIS/BSI BCM [1-2010 “Business
Canlinulty Menagemenl Sysiems: Requrements With Guidance for Use'

» NFPA 1600, “Slandard on DisastarEmergency Management and Business Continuity Prograrms” 2010 Edition
+ MIST Special Pubilicatron 800-34 Rav 1. “Contingency Plenning Guide for Fedaral Infommaticn Systems™

» BBl PAS 200:2011 "Cnsls Managemen - Guidance and Good Praciice”

+ The Homelant Security Exercise and Evalualion Program (HSEER)

» Disaster Recovery Inliemabonal Institute: *Professionsl Prachees for Business Cantinuity Pracisioners”
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CONCEPT OF OPERATION —~ RESPONSE AND RECOVERY

Leved 3 utllizes the following process for monitoring, declanng and managing resovasy from events. Keeping our customers
apprised of unavoldable disruplions is a high priority when triggered events require us 1o implament a communication plan,
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RESILIENCY AND PREPAREDNESS CAPABILITIES
Levol ¥'s praparedness capatiliies and siralegies include, bl are not limitad th:

Level 3 Network

The Level 3 network 15 hully roule-diverse and is designied viih completa “ring” protection. This design ansures thal aur
jrotected services are fully path-redundant and ara not suscaplibie to putages. The core design characteristic driving Leval
' high-level of nelwork reliability is geographic netvork diversity. Each city along tha network is served by two, or in some
cases three, diverse palhs Hius énsuring thal a fber cul along any one roule will nat isclale a cily fram the nebwork ensuring
conlinuity of service

Network Operating Centers

Redwndani Network Oparating Centers (NOGs) gengraphicatly disbursed enabling Level 3 to Idenidy and Isolate causes ¢f
polenlial nolvrork disrupbons and guickly coordinate resolution of system outages

Network Facilities

All crttical facikdies have plans forrecovering Iheie critical mirastructung lrom foss of access, pawer, HVAC of smployees, btc
We slso canduct evacuatian drilts 1o prolect the tife safety of dlir employees, customers and vendors.

Technical Support Centers

Techmcal Support Centers Ale gaographically disburzod and statied 24 x 7 (o provide dédicated support to our cuslomars

Data Cenlers

Alternate Processing Sits: Level 3 owns and sell-manages a geographically dispersed allesnate data canfer, which i
dlitized when Ine primary processing capabiilios are nol available. The aflemale data centar is a hot sile Bt is
comparable i size, power capaoty, and HVAC capacily lo tha prmasy data centes. The altenats data center 15 equippad
with ihe Infrasiructure, environment anr connéclnly o suppon recovery of its critical systams and applications for
esgenhal business functions within their recovery lime objectives

Altermats Storage Sits: Numerous data replication strategies are employed by Level 3 jo mansge dala starage m a safe
and secure manner. Dats from our primary data cenfer may be rephicated through vanous technologies o repositodes
located in our self-managed geograghically dispersed hackup data cenlers. This capability facilates meelfing our recovery
lme objectives and mitipates nsk of physical access snd refneval of backup information.

information System Backup: Lovel 3 has implemented a hot standby solubon in s aliemate processing and storage
silc Parodic lesting is condutled o media reliability and information intagrity.

Information System Recovary: Systam recovary is sequanced based on the criticality of the functions the information
systams support and the recovery fima objectives and recavery poini objecives defined by the business. Each infarmaiian
systam's failover capability utilizes recavery solulions designad 1o meel thosa recovery objeclives

Supply Chain/Critical Vendors

Level 3 eiitical vendors and suppliers are asked io demonsirale thefr business resiliency capabiidies. This provides Level 3 the
abillty lo manage any risk Yo lheir supply chain Levsl 3 incorperales its parinets in its axerciso program
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Pandemic Preparedness

Level 3 recagnizes its responsitility to cur employees, cusiomors and shareholders 1o minimize the patantial for business
disruption and lo recover operalions 85 rapxily as possiblé should a disruption occur as a result of a pandemic putbregk
Through offective, angoing preparation and pianning, Level 3 employeos are provided with putlic end privale resources fo
enhance awarestess and recommend precautions,

Level 3 maintaing both Global and Business Unit Pandemic influerza Plans, which are integrated into its Musiness Continulity
Progravi. Pandemic preparedness facuses on:

»  Ensuring miesion crilical functicns remain oparational

s« Personnel remole access and stalf reduction contingency siralegies

*  Providing an approprista level of awarenass for our émployoes and cuslomers

+  Anticipating and responding Yo our customer’s neads and possible disruptions 1o cut supply chain

Communications

Backup Communications: Lavel 3 has implemented regundant commumcations capabiliies ufilizing allernste carrars.

Prrmary and backup conference bridges are supplied by separate vendors using diverse patworks and roules. An
oulomated paging system, ulilized for nelifying and communicating during an event, is also paographicalty radundant.

Remote Notwork Access: Love! 3's network security architecture allows near-immediale and sustained remote
access mto ourintemal network 16 access critical applications and data thraugh any ISP, regardless of provides.
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