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RM6100 Technology Services 3 Agreement
Framework Schedule 4 - Annex 1
Lots 2, 3 and 5 Order Form

Order Form

This Order Form is issued in accordance with the provisions of the Technology Services 3
Framework Agreement RM6100 dated 15" June 2021 between the Supplier (as defined below) and
the Minister for the Cabinet Office (the "Framework Agreement") and should be used by Buyers
after making a direct award or conducting a further competition under the Framework Agreement.

The Contract, referred to throughout this Order Form, means the contract between the Supplier and
the Buyer (as defined below) (entered into pursuant to the terms of the Framework Agreement)
consisting of this Order Form and the Call Off Terms. The Call-Off Terms are substantially the terms
set out in Annex 2 to Schedule 4 to the Framework Agreement and copies of which are available
from the Crown Commercial Service website
https://www.crowncommercial.gov.uk/agreements/RM6100. The agreed Call-Off Terms for the
Contract being set out as the Annex 1 to this Order Form.

The Supplier shall provide the Services and/or Goods specified in this Order Form (including any
attachments to this Order Form) to the Buyer on and subject to the terms of the Contract for the
duration of the Contract Period.

In this Order Form, capitalised expressions shall have the meanings set out in Schedule 1
(Definitions) of the Call-Off Terms.

This Order Form shall comprise:

This document headed “Order Form”;

Attachment 1 — Services Specification;

Attachment 2 — Charges and Invoicing;

Attachment 3 — Implementation Plan;

Attachment 4 — Service Levels and Service Credits;

Attachment 5 — Key Supplier Personnel and Key Sub-Contractors;
Attachment 6 — Software;

Attachment 7 — Financial Distress;

Attachment 8 — Governance;

10. Attachment 9 — Schedule of Processing, Personal Data and Data Subjects;
11. Attachment 10 — Transparency Reports;

12. Annex 1 — Call Off Terms and Additional/Alternative Schedules and Clauses;
13. Appendix 1 — Additional Definitions;

14. Appendix 2 — Additional Terms and Conditions;

15. Appendix 3 — Application List;

16. Appendix 4 — Application Middleware List; and

17. Appendix 5 — Controlled Documents.
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The Order of Precedence shall be as set out in Clause 2.2 of the Call-Off Terms being:
1.1 the Framework, except Framework Schedule 18 (Tender);

1.2  the Order Form;

1.3 the Call Off Terms; and

.14  Framework Schedule 18 (Tender).

Section A
General information

Contract Details

Contract Reference: C5495

Contract Title: Application Maintenance and Support Services
for the Defra Application Estate

Contract Description: To provide a managed service as described in
Attachment 1 — Services Specification

Contract Anticipated Potential Value: this || NG

should set out the total potential value of the Contract

Estimated Year 1 Charges: I

Effective Date: this should be the date of the last the date of the last signature on Section E of this
signature on Section E of this Order Form Order Form

Buyer details

Buyer organisation name
The Secretary of State for Environment, Food and Rural Affairs

Billing address
Your organisation’s billing address - please ensure you include a postcode

Nobel House, 17 Smith Square, London SW1P 3JR

Buyer representative name
The name of your point of contact for this Order

Buyer representative contact details
Email and telephone contact details for the Buyer’s representative. This must include an email for the purpose of Clause
50.6 of the Contract.

RM6100 Order Form=Lots 2, 3and 5
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Buyer Project Reference
Please provide the customer project reference number.

C5251

Supplier details

Supplier name
The supplier organisation name, as it appears in the Framework Agreement
IBM United Kingdom Limited

Supplier address
Supplier's registered address

PO Box 41, North Harbour, Portsmouth, Hampshire PO6 3AU

Supplier representative name
The name of the Supplier point of contact for this Order

Supplier representative contact details
Email and telephone contact details of the supplier's representative. This must include an email for the purpose of
Clause 50.6 of the Contract.

Order reference number or the Supplier’'s Catalogue Service Offer Reference Number

A unique number provided by the supplier at the time of the Further Competition Procedure. Please provide the order
reference number, this will be used in management information provided by suppliers to assist CCS with framework
management. If a Direct Award, please refer to the Supplier's Catalogue Service Offer Reference Number.

RM6100 - Lot 3d - AMS — 001

Guarantor details

Guarantor Company Name
The guarantor organisation name

Not Applicable

Guarantor Company Number
Guarantor’s registered company number

Not Applicable

Guarantor Registered Address
Guarantor’s registered address

Not Applicable

RM6100 Order Form=Lots 2, 3and 5
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Section B
Part A — Framework Lot

Framework Lot under which this Order is being placed

Tick one box below as applicable (unless a cross-Lot Further Competition or Direct Award, which case, tick Lot 1 also
where the buyer is procuring technology strategy & Services Design in addition to Lots 2, 3 and/or 5. Where Lot 1 is
also selected then this Order Form and corresponding Call-Off Terms shall apply and the Buyer is not required to
complete the Lot 1 Order Form.

1. TECHNOLOGY STRATEGY & SERVICES DESIGN O

2. TRANSITION & TRANSFORMATION O

3. OPERATIONAL SERVICES

a: End User Services O
b: Operational Management O
c: Technical Management O
d: Application and Data Management %]
5. SERVICE INTEGRATION AND MANAGEMENT O

Part B — The Services Requirement

Commencement Date
18! February 2023

Contract Period

Lot Maximum Term (including Initial Term and
Extension Period) = Months (Years)

2 36 (3)

3 60 (5)

5 60 (5)
Initial Term Extension Period
24 Months (Charges are subject to agreement)

12 Months

Minimum Notice Period for exercise of Termination Without Cause 60 Calendar Days
(Calendar days) (see Clause 35.1.9 of the Call-Off Terms)

Sites for the provision of the Services

The Supplier shall provide the Services from the following Sites:
Buyer Premises:

RM6100 Order Form = Lots 2, 3 and 5
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Natural England, Electra Way, Crewe Business Park, Crewe CW1 6GJ

Rural Payments Agency, Curwen Road, Workington CA14 2DD

Supplier Premises:

IBM United Kingdom Limited, St Andrew’s House, West Street, Woking, Surrey GU21 6EB

Third Party Premises:

Buyer Assets

The Buyer Assets within this embedded document apply to both this Order Form and the Order
Form ‘C5424 Platform Services for the Defra Application Estate’.

E3:

Buyer Assals in

use December

Additional Standards
The additional standards in the following embedded document shall apply to the Contract over
and above the Standards.

Wi

Adastional
Standards.doox

Buyer Security Policy
The Supplier will comply with the Buyer's Security Policy set out in the following embedded
document.

=

Buyer Security
Policy.docx

Buyer ICT Policy

RM6100 Order Form=Lots 2, 3and 5
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The Supplier will comply with the Buyer’s ICT Policy set out in the following embedded document.

Wi

Buyer ICT
Policy.docx

Insurance

The Buyer requires the additional insurances as specified below:

Third Party Public Liability Insurance US$ equivalent of - per event in the annual policy
aggregate

Professional Indemnity Insurance US$ equivalent of i per event in the annual policy
aggregate

Employer’s Liability Insurance _per event

Buyer Responsibilities

To support the Supplier with the delivery of Services, the Buyer will adhere to the responsibilities
as set out in the ‘Buyer Responsibilities’ section of the Service Entity Descriptions (SEDs) found
in Attachment 1 of this Order Form.

Order Form ‘C5424 Platform Services for the Defra Application Estate’ being executed and
remaining in full force and effect and for the scope of supply as at the Commencement Date during
the Contract Period of this Order Form.

# Dependency Required By

1 In the event that the Buyer does not award the Order Form in 5* January 2023
respect of Platform Services on or before 5% January 2023,
unless otherwise agreed the Supplier shall deliver the Ser-
vices and Deliverables under this Order Form on the follow-
ing basis:

i) an impact assessment shall be carried out to determine the
impact on the Supplier’s delivery of the Services and Deliver-
ables under this Order Form,

ii) a Change Request shall be negotiated in good faith to re-
flect the consequential impact of the Platform Services Order
Form not being awarded which will address the impact on the
Services, Deliverables, Service Levels, dependencies and
Charges under this Order Form,

iii) notwithstanding any Changes to the Charges agreed al-
ready through the Change Control Procedure, the monthly
Charges payable by the Buyer under this Order Form as
amended by the above mentioned Change Request shall not
be lower than the monthly Charges as at the

RM6100 Order Form=Lots 2, 3and 5
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Commencement Date of this Order Form and not be greater
than the sum of the monthly Charges for this Order Form and

the Platform Order Form.

Goods

Not Applicable

Governance — Option Part A or Part B

Governance Schedule Tick as applicable
Part A — Short Form Governance Schedule O
Part B — Long Form Governance Schedule 54
The Part selected above shall apply this Contract.
Change Control Procedure — Option Part A or Part B
Change Control Schedule Tick as applicable
Part A = Short Form Change Control Schedule O
Part B — Long Form Change Control Schedule ¥

The Part selected above shall apply this Contract. Where Part B is selected, the following
information shall be incorporated into Part B of Schedule 5 (Change Control Procedure):

- for the purpose of Paragraph 3.1.2 (a), the figure shall be £0; and
- for the purpose of Paragraph 8.2.2, the figure shall be £50,000.

RM6100 Order Form = Lots 2, 3 and 5
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Section C

Part A - Additional and Alternative Buyer Terms

Additional Schedules and Clauses (see Annex 3 of Framework Schedule 4)
This Annex can be found on the RM6100 CCS webpage. The document is titted RM6100 Additional and Alternative
Terms and Conditions Lots 2, 3 and 5.

Part A — Additional Schedules

Additional Schedules Tick as applicable
S1: Implementation Plan v
S2: Testing Procedures %)
S3: Security Requirements (either Part A or Part B) Part A O or PartB =
S4: Staff Transfer %
S5: Benchmarking %]
S6: Business Continuity and Disaster Recovery ]
S7: Continuous Improvement %}
S8: Guarantee O
S9: MOD Terms a
Part B = Additional Clauses
Additional Clauses Tick as applicable
C1: Relevant Convictions m]
C2: Security Measures 7]
C3: Collaboration Agreement %]

Where selected above the Additional Schedules and/or Clauses set out in document RM6100
Additional and Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this
Contract.

Part C - Alternative Clauses

The following Alternative Clauses will apply:

Alternative Clauses Tick as applicable
Scots Law O
Northern Ireland Law O
Joint Controller Clauses O

Where selected above the Alternative Clauses set out in document RM6100 Additional and
Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this Contract.

RM6100 Order Form=Lots 2, 3and 5



DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

08
Crown

Commercial
Service

Part B - Additional Information Required for Additional
Schedules/Clauses Selected in Part A

Additional Schedule S3 (Security Requirements)

The Supplier will create a Security Management Plan within the first 6 months from the
Commencement Date. This will be aligned to the Buyer Security Policies and will be reviewed
and agreed by both Parties.

Additional Schedule S4 (Staff Transfer).

Note: where Schedule S4 (Staff Transfer) has been selected in Part A of Section C above, then for the purpose of the
definition of “Fund” in Annex D2 (LGPS) of Part D (Pension) insert details of the applicable fund below.

Not Applicable notwithstanding that S4 has been selected in Part A of Section C above.

Additional Clause C1 (Relevant Convictions)

Not Applicable

Additional Clause C3 (Collaboration Agreement)

The Supplier will work in a multi-disciplinary/multi-vendor environment to support the Buyer,
working collaboratively with existing Buyer teams and Other Suppliers.

The Collaboration Agreement agreed between the Authority (the Buyer) and the Service Provider
(the Supplier) under CCN6262Cen to the Buyer and Supplier eNabling Agreement on or around
29th March 2018 shall apply on a mutatis mutandis basis and is attached here for reference.

Collaboration
Agreement Schedule !

RM6100 Order Form = Lots 2, 3 and 5
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Supplier

Response

Commercially Sensitive information

Any confidential information that the Supplier considers sensitive for the duration of an awarded Contract should be
included here. Please refer to definition of Commercially Sensitive Information in the Contract — use specific references to
sections rather than copying the relevant information here.

i)

ii)
iii)
iv)
V)

vi)

Vii)
viii)

iX)

X)

Xi)

Xii)

The Charges and any related information (including the breakdown of the Charges and
any costs, profits and overhead percentages) relating to the Services.

The results of any audit, any 'open-book’ information derived from any audit.

All reports containing financial information relating to the provision of the Services.

The names of Suppliers Key Personnel.

The amounts of any Milestone Payments, Service Levels and Service Credits, Delay
Payments (if any).

Information provided by the Supplier regarding any Financial Distress Event and any
Financial Distress Service Continuity Plan relating to the Supplier and/or any Key Sub-
Contractor.

Details of any claims made by Buyer under any indemnity or otherwise under the
Contract.

All financial details relating to any Key Sub-Contractor including the costs of the services
procured by the Supplier from any Key Sub-Contractor.

Trade secrets of the Supplier, any Key Sub-Contractor and their respective third parties,
including but not limited to intellectual property rights, service and product information
and details, service descriptions and the information therein, statements of works and
the information therein, technical and technological information, commercial data, sales
methods, delivery methods, ideas, methods, methodologies, processes, techniques,
code, source code, formulas, data, strategies, engineering and design plans and
drawings, blueprints, customer and supplier lists, business information, financial
information, management information and outcome and results from benchmarks and
audits.

Any other confidential information of the Supplier, any Key Sub-Contractor and their
respective third parties whose disclosure would, or would be likely to, prejudice the
commercial interests of any legal person (including the Supplier, any Key Sub-Contractor
or their respective third parties), and any of the information in clause ix which for some
reason would not be considered as "trade secret".

Confirmation or denial of holding any information related to clause ix and x, if doing so
would, or would be likely to, prejudice the interests protected in clause ix and x.
Personal data.

10
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Section E
Contract Award

This Call Off Contract is awarded in accordance with the provisions of the Technology Services 3
Framework Agreement RM6100.

SIGNATURES

For and on behalf of the Supplier
Supplier_Signature

Date Signed:  22/12/2022

For and on behalf of the Buyer
Buyer_Signature

Date Signed:  23.12.2022
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Attachment 1 — Services Specification

The Supplier shall provide the Services in Table 1.1.

Service Group

Service
Name

SED Code

Service Description

SED File

1.1 | Application AS-ASM Support and maintenance for 85 o
Support and Supplier managed Applications =I
Maintenance 1.1. Application
Application Support and Mainten:
Services 1.2 | Application AS-AO Onboarding service, run on o >
Onboarding demand %
1.2. Application
Onboarding - Service
2 Not Used
Platform Services
3 Security CS-SEC Security Services and vetting m—\:‘
3. Security B Service
Entity Description.doc
4 Technical CS-TDA Technical assurance of _
Design Services m :
Authority 4. Technical
< Desagn Autharity
CrossSenvices "5 | Service Cs-SLs Senior leadership and 1
Leadership governance =
5. Service Leadership
- Service Entity Descr
6 Business CS-BOS Support services including 5
Operations resource, financial and =
commercial functions 6. Business
Operations - Service
Project PR-PES Project engagement and L
Engagement governance of Work Orders =
- 7.1. Project
) ] Engagement - Service
Project Services Project PR-PROJ Project delivery service, run on m
= Delivery demand j
: 7.2. Project Delivery -
Service Entity Descript
Delivery MS-DELC Office space B
Centre =|
8.1 e
8.1. Delivery Centre -
Miscellaneous Service Entity Descript
Services Application MS-SOFT Software licenses to manage :
Software and Buyer Applications 51
82 | Third Party 8.2. Application
Management Software and Thirty Pi

RM6100 Order Form = Lots 2, 3 and 5
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Service Group Service SED Code Service Description SED File
Name
People and MS-PENS Management of ex-Buyer staff B
Pensions =
= 8.3. People and
Pensions - Service Ent
Emergency MS-EM Maintenance of emergency
- Management plans m
’ £.4. Emergancy
Managemant
Residual MS-RES Managing server components B
Hosting =
8.5 : .
8.5. Residual Hosting
- Service Entity Descri

Table 1.1 - Services list

9. Working with Others and Behaviours

The Supplier recognises that the Services shall be delivered in a multi-disciplinary / multi-vendor
environment. The Supplier shall work collaboratively with the Buyer teams and the Other Suppliers
in delivering the Services in accordance with the Collaboration Agreement (Clause C3 of the
Additional Terms and Conditions to the Call-Off Terms).

The Supplier shall participate in agreed planning events to determine the scope of individual
Projects. However, it is recognised in an agile environment that change to agreed Project Work
Orders will happen and all material scope changes shall be captured in Project Change Notes
(PCN).

The Supplier shall embody an open and positive approach, supporting the Buyer in:

9.1  Aligning to the DDaT profession and roles by considering these professions and roles in
scoping and delivering Supplier Project Work Orders

9.2 Working and assessing to standards, including accessibility and GDS service standard, in
accordance with the Additional Standards, Buyer Security Policy and Buyer ICT Policy
(Part B of Section B in this Order Form)

9.3 Improving Buyer technology skills and approaches, keeping up to speed with the technol-
ogy landscape and building the Buyer technology community through the delivery of the
Technical Design Authority Service and Service Leadership Service

9.4 Demonstrating a commitment to innovation and continuous improvement in accordance
with Schedule 7 (Continuous Improvement) of the Additional Terms and Conditions to the
Call-Off Terms

10. General Requirements

The Supplier shall:

10.1 Adhere to GDS or the Buyer’s standards in accordance with the Additional Standards,
Buyer Security Policy and Buyer ICT Policy (Part B of Section B in this Order Form)

10.2 Provide suitably qualified or experienced IT staff aligned to TS3 framework and SFIA
Framework 7 in the delivery of the Services

10.3 Where possible, utilise SFIA’s 3's, 4’'s and 5’s as a baseline

10.4 Provide Services, subject to Buyer approval, from cost-efficient locations which extends to
locations outside of the UK and European Union

10.4.1 Not Used

13
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10.5 Adhere to the Buyer's mandated processes and policies in accordance with the Additional
Standards, Buyer Security Policy and Buyer ICT Policy (Part B of Section B in this Order
Form)

10.6 Provide software and tools for application development teams in accordance with terms
and conditions agreed in a Project Work Order

10.7 Collaborate with all internal and external service suppliers as they relate to the Services in
accordance with Clause C3 (Collaboration Agreement) of the Additional Terms and Condi-
tions to the Call-Off Terms

10.8 The Supplier will demonstrate support to Social Value in accordance with the obligations
and priorities under the TS3 Framework

10.9 Provide a Carbon Reduction Plan as detailed in Attachment 3 - Implementation Plan

11. Contract Exit

The Parties acknowledge and agree that the Supplier's obligations as described under Schedule
10 of the Call Off Terms shall be as follows:

1) With respect to the Application Services, Cross Services, Project Services and Miscellaneous
Services Service Groups exiting to a Replacement Supplier, the obligations in accordance with
the following Paragraphs of Schedule 10 are included within the associated Charges of those
Service Groups:

Paragraph 2.2 (including Paragraphs 2.2.1 and 2.2.2);

Paragraph 2.3 (including Paragraphs 2.3.1 and 2.3.2);

Paragraph 3 (including Paragraphs 3.1, 3.2, 3.3 and 3.4);

Paragraph 4 (including Paragraphs 4.1, 4.2 and Paragraphs 4.3.1 to 4.3.10, inclusive);
Paragraph 4.4.1 for parts (a) and (b) only; and

Paragraphs 4.5 and 4.6.

The Supplier's obligations described under all other Paragraphs of Schedule 10 apart from
those listed above, including Paragraph 2.4, Paragraph 4.4.1 parts (c) and (d), Paragraph
4.4.2, and all of Paragraphs 5 to 10, inclusive, are not included within the Charges and any
Termination Assistance associated with these obligations shall be requested by the Buyer
thought the Change Control Procedure and/or by commissioning a Work Order (or Work
Orders).

The following Paragraphs are not applicable on the basis there are no Transferable Assets
involved in the Services:

e Paragraph 2.1;

e Paragraphs 8.2.1 and 8.2.2; and

e Paragraphs 8.3 to 8.5, inclusive.
2) Not Used

14
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Part C - Project Rate Cards
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Part D — Risk Register

Not Applicable
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Attachment 3 — Outline Implementation Plan

The Implementation Plan is designed to minimise disruption to current services as the Services are
transitioned between the Buyer and Supplier eNabling Agreement to this Order Form agreed under
TS3.

An Outline Implementation Plan is detailed in Table 3.1.

The Detailed Implementation Plan shall be a combined Plan with the tasks from this Order Form
and the Order Form ‘C5424 Platform Services for the Defra Application Estate’ and, where the
tasks detailed within the Outline Implementation Plan are common to both, then the tasks shall be
combined as a single task.

Outline Implementation Plan Task Name Duration Complete
Supplier Mobilisation Commence | 0 Days Tue 01/02/23
Prepare Draft of Detailed Implementation Plan | 20 Working Days Tue 28/02/23
20 Working Days
Agree Detailed Implementation Plan | (from Draft Tue 28/03/23
Implementation Plan)
Review and impact assess inflight projects | 20 Working Days Tue 28/02/23
Submit Carbon Reduction Plan | 20 Working Days Tue 28/02/23
Prepare/Update Quality Plans | 30 Working Days Tue 14/03/23
Prepare Exit Plan | 3 months Mon 01/05/23
. ; No later than 6 months
Prepare Information Security Management System from Commencament Tue 01/08/23
(ISMS)
Date
No later than 6 months
Prepare Security Management Plan | from Commencement Tue 01/08/23
Date
Prepare Draft Transparency Reports | 3 months Mon 01/05/23
Agree sustainability reporting | 3 months Mon 01/05/23
Review per Application charges | 40 Working Days Tue 28/03/23
Refresh Buyer Assets list | 30 Working Days Tue 14/03/23
Finalise Controlled Documents | 30 Working Days Tue 14/03/23
Prepare Continuous Improvement Plan | 6 months Tue 01/08/23
Mobilisation Complete | 0 days Wed 01/08/23

Table 3.1 = Implementation Plan

—
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Attachment 4 — Service Levels and Service Credits
Service Levels and Service Credits
For the purposes of Performance Management, the Supplier’s performance on this Order Form and the
Order Form ‘C5424 Platform Services for the Defra Application Estate’ shall be combined (as though

only one Order Form had been awarded) and measured and reported accordingly.

The Service Levels and Service Credits are detailed in the following embedded document:

(W]

Afmachmant 4
Sarvica Levels and

29
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Attachment 5 = Key Supplier Personnel and Key Sub-Contractors

The Key Supplier Personnel required by the Supplier in the delivery of the Services are detailed in
Table 5.1. The Supplier shall update this table periodically to record any changes to Key Supplier
Personnel appointed by the Supplier after the Commencement Date.

Key Supplier Personnel
Key Supplier Personnel Key Role Duration

Table 5.1 - Key Supplier Personnel

Key Sub-Contractors
Not Applicable

Table 5.2 - Key Sub-Contractors

30
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DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

Attachment 7 = Financial Distress

For the purpose of Schedule 7 (Financial Distress) of the Call-Off Terms, the following shall apply:

Part A — Credit Rating Threshold

Credit Rating (long term) Credit Rating Threshold

(insert credit rating issued for the entity at  (insert the actual rating (e.g. AA-) or the Credit Rating

the Commencement Date) Level (e.g. Credit Rating Level 3)

Table 7.1 — Financial Distress

Part B — Rating Agencies
|
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DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

Attachment 8 — Governance

Part A — Short Form Governance

Not Applicable
Part B — Long Form Governance

The Buyer and Supplier's governance of this Order Form shall be performed
contemporaneously with governance of Order Form ‘C5424 Platform Services for the Defra
Application Estate’.

For the purpose of Part B of Schedule 7 (Long Form Governance) of the Call-Off Terms, the
following boards, starting in February 2023, shall apply:

Programme Board (Joint Collaboration Board (JCB) under the Buyer's governance model)

Buyer members of JCB ¢ Head of GIO

Service Management Executive (Chair)
Portfolio and Programme Manager

Chief Technology Officer

Senior Security Advisor

Commercial — Head of Technology Category
Deputy Director Service Strategy & Design

Supplier members of JCB e Client Partner
e Delivery Partner
e Technical Director

Frequency of JCB Every 2 months or such other frequency as agreed between the Parties
Location of JCB Buyer premises or alternative collaboration tool eg. MS Teams.

Table 8.1 Programme Board

Change Management Board (Commercial Management Board (CMB) under the Buyer's governance model)

Buyer Members of CMB e Commercial Lead (Chair)
Service Manager
Financial Manager

Supplier Members of CMB e Commercial Lead
* Financial representative (each quarter or as otherwise required)

Frequency of CMB Monthly or such other frequency as agreed between the Parties
Location of CMB Buyer premises or alternative collaboration tool eg. MS Teams.

Table 8.2 = Change Management Board

Technical Board (Technical Design Authority (TDA) under the Buyer's governance model)

Buyer Members of TDA e Head of Infrastructure & Security (Chair)

Heads of Application Architecture & Data Architecture
Domain/Programme/Solution architects (as required)

GIO Head of Technical services (and Technical Leads as required)
DDTS Service Owners, Commercial representatives (as required)
Head of Operational Security Assurance

37
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Supplier Members of TDA e Technical Director
« Domain/solution/technical architects / SMEs (as required)

Frequency of TDA Weekly or such other frequency as agreed between the Parties
Location of TDA Buyer premises or alternative collaboration tool eg. MS Teams.

Table 8.3 — Technical Board

Service Management Board (Service Management Board (SMB) under the Buyer's governance model)

Buyer Members of SMB e Service Management Executive (Chair)
e Service/Product Manager
* Service Management representative (where appropriate)
¢ Commercial representative
e  Supply Chain Assurance Security Advisor
Supplier Members of SMB e Account Manager
e Service Delivery Manager
e Operational Delivery Manager(s)
e  Security Manager
Frequency of SMB Monthly or such other frequency as agreed between the Parties
Location of SMB Buyer premises or alternative collaboration tool eg. MS Teams.

Table 8.4 — Service Management Board

Risk Management Board

Not Applicable - Included as part of Service Management Board

Table 8.5— Risk Management Board

38
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DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

In addition to the governance boards above which are referenced in Schedule 7 (Long Form
Governance) the Buyer and Supplier also take part in the following 2 (two) boards
concerning the governance of projects and programmes.

Project and Portfolio Management Board (Subject to Work Order)

Buyer Members of Project and Portfolio e Head of Portfolio and Pipeline (Chair) or designated
Management Board (include details of deputy

chairperson) Head of Project Delivery

IT Portfolio Manager

Commercial Management

Programme Managers (as appropriate)

Head of Service Transition

GIO Leadership Team members (as required)
Information Assurance Lead

e e e o o o o

Supplier Members of Buyer Members of

Programme and Projects Lead

Project and Portfolio Management Board e  Project Managers (as required)

Frequency of Buyer Members of Project and Monthly or such other frequency as agreed between the
Portfolio Management Board meetings Parties

Location of Buyer Members of Project and Buyer premises or alternative collaboration tool eg. MS
Portfolio Management Board meetings Teams.

Table 8.6 — Project and Portfolio Management Board

Single Supplier Project Board (Subject to Work Order)

Buyer Members of Single Supplier Project e Lead DDTS Programme Manager assigned to Supplier
Board (include details of chairperson) (Chair)

Commercial representatives

GIO Service Owner assigned to Supplier (where
appropriate)

Customer stakeholders (where appropriate)

Security representatives (where appropriate)

Supplier Members of Buyer Members of Single | ¢«  Programme and Projects Lead
Supplier Project Board e Project Managers (as required)

Frequency of Buyer Members of Single Frequency as agreed between the Parties
Supplier Project Board meetings
Location of Buyer Members of Single Supplier | Buyer premises or alternative collaboration tool eg. MS
Project Board meetings Teams.

Table 8.7 — Single Supplier Project Board

Buyer’s Terms of Reference for Supplier governance

DDTS Supplier
Governance ToR 2020

39
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Attachment 9 — Schedule of Processing, Personal Data and Data
Subjects

This Attachment 9 has been completed by the Supplier, however the final decision as to the
content of this Attachment shall be with the Buyer at its absolute discretion as the |||

3. The Processor shall comply with any further written instructions with respect to processing
by the Controller.
4. Any such further instructions shall be incorporated into this Attachment 9.

Description Details

Identity of The Buyer is Controller and the Supplier is Processor
Controller for each

Category of

The Services as defined in the Contract. Details of the Services can be found in the following

Personal Data Service Descriptions:

Application Services
Security

Technical Design Authority
Service Leadership
Business Operations
Project Services
Miscellaneous

The Supplier is Controller and the Buyer is Processor

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Supplier is the
Controller and the Buyer is the Processor in accordance with Clause 34.2 to 34.15 of the following
Personal Data:

* Not Applicable
The Parties are Joint Controllers

The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection
Legislation in respect of:

* Not Applicable
The Parties are Independent Controllers of Personal Data

The Parties acknowledge that they are Independent Controllers for the purposes of the Data
Protection Legislation in respect of:

Business contact details of Supplier Personnel,

Business contact details of any directors, officers, employees, agents, consultants and
contractors of the Buyer (excluding the Supplier Personnel) engaged in the performance of
the Buyer’s duties under this Contract.

Duration of the For the duration of the Contract Period or until termination of the Services whichever occurs first.
processing

40
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Description

Nature and
purposes of the
processing

Details
The processing activities with regard to Buyer Personal Data for the Services are:

Combines
Copies
Deletes
Links
Obscures
Parses
Reads
Receives
Sends
Shares
Stores
Transforms
Transitions
Updates

Type of Personal
Data

The following list sets out what types of Buyer Personal Data generally can be processed within the
Services:

e Capabilities and Qualifications of the Individual
o Profession and Employment Information
e  Characteristics of the Individual
o Criminal Records and Prosecutions
o Demographic
o Nationality and Citizenship
o Racial or Ethnic Origin
« Habits and Activities of the Individual
o Consumed Resources
e Identity of the Individual
Government Identities
Identification Number
Individual
Online Access and Authentication Credentials
Online Connection and Network Connectivity Data
Online Identifier
Person Name
Technology Identifiers
o Telephony
Location of the Individual
o Appointments, Schedules, Calendar Entries
o  Environment of the Individual
o Physical Location of the Individual

O 00 O0O0O0O0O0

.

The following list sets out what special categories of Buyer Personal Data generally can be
processed within the Service.

« Personal Data revealing racial or ethnic origin
e Personal Data revealing trade union membership
+ Personal Data relating to criminal convictions and offences

The lists set out above are information about the types of Buyer Personal Data and special catego-
ries of Buyer Personal Data which generally can be processed within the Service.

The Supplier will process all types of Buyer Personal Data and special categories of Buyer Personal
Data listed above in accordance with the Contract. If changes to the lists of types of Buyer Personal
Data and special categories of Buyer Personal Data require changes of the agreed Processing, the

Buyer shall provide additional instructions to the Supplier.

41
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Description

Categories of
Data Subject

DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

Details

The list set out below is information about the Categories of Data Subjects whose Personal Data
generally can be processed within the Services.

If changes to the list of Categories of Data Subjects require changes to the agreed Processing, the
Buyer shall provide additional instructions to the Supplier.

« Buyer's employees (including temporary or casual workers, volunteers, assignees, train-
ees, retirees, pre-hires and applicants)

Buyer’s (potential) customers (if those (potential) customers are individuals)

Employees of Buyer's (potential) customers

Buyer’s business partners (if those business partners are individuals)

Employees of Buyer's business partners

Buyer’s suppliers and subcontractors (if those suppliers and subcontractors are individuals)
Employees of Buyer’s suppliers and subcontractors

Buyer’s agents, consultants and other professional experts (contractors)

® & & & & o o

Plan for return
and destruction of
the data once the
processing is
complete

UNLESS
requirement under
union or member
state law to
preserve that type
of data

The Supplier will delete Buyer Personal Data at the end of the Services or otherwise in accordance
with the provisions of Clause 34. However, if instructed by the Buyer in writing and at the Buyer's
option prior to the termination or expiration, the Supplier will return a copy of the Buyer Personal
Data that is accessible to the Supplier within a reasonable period and in a reasonable format.

Data Sub- The Supplier may use the following Sub-processor(s) in the Processing of Buyer Personal Data.
processors Supplier will notify Buyer of any intended introduction of, or changes to, Sub-processors via the
Change Control Procedure.
IBM Services Centre UK Limited
Registered in England and Wales with number 9360752
Registered Office: 20 York Road, London, United Kingdom, SE1 7ND
Protective The Technical Organisational Measures (TOMs), applicable to the Services can be found below.
measures The Parties will agree to review and update the TOM at least every 6 (six) months.

Technical and Organisational Measure (TOMs) — Application Support and Maintenance

-

Ogristiod Mes

The TOM as set out above are applicable to all Content, including Buyer Personal Data.

Table 9.1 - Schedule of Processing, Personal Data and Data Subjects
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The Supplier's Transparency Reports in respect of this Order Form and the Order Form ‘C5424

Attachment 10 = Transparency Reports

Platform Services for the Defra Application Estate’ are required to be combined and submitted as
one Transparency Report.

Service / Performance

Profit Margin (%) split across the
Service Groups (Application

Certificate of
Costs template

Performance Monitoring Details the level of service which MS PPT summarising the Monthly
Reports was achieved in accordance with performance against the
the provisions of Part B Service Levels in
(Performance Monitoring) of accordance with Attachment
Schedule 3 (Service Levels, Service | 3 to this Order Form (Service
Credits and Performance Levels and Service Credits).
Monitoring).
Service Management Supplier's input into the monthly MS PPT (included within the | Monthly
Board report Service Management Board Service Management Board
summarising highlights, focus (SMB) report under the
areas, major incidents, Service Buyer's governance model
Levels summary as reported specified in Attachment 8 -
through the Performance Monitoring | Governance).
Reports, operational risks,
continuous service improvement
initiatives.
Security incidents report | Summary of the Security Services MS PPT (included within the | Monthly
including any security incidents Service Management Board
during the reporting period. (SMB) report under the
Buyer's governance model
specified in Attachment 8 -
Governance).
Contingency Response Summary of the Supplier's tests of MS PPT (included within the | Quarterly
Plan test report the Contingency Response Plan for | Service Management Board
the Application Service in (SMB) report under the
accordance with the Emergency Buyer's governance model
Management Service. specified in Attachment 8 -
Governance) once per
quarter.
Updated Buyer Assets Updated list of Buyer Assets used MS XLS spreadsheet (as Annually
inventory by the Supplier to deliver the attached in Buyer Assets
Services. section of this Order Form).
| Charges
Project report Specifies for each Project identified | MS XLS spreadsheet. Monthly
by Project number the total contract
value, invoiced value to date,
invoiced value for the month and an
indication showing the Project
status as open or closed.
Outstanding purchase Lists all outstanding purchase MS PPT (included within the | Monthly
order report orders, the report includes Project Commercial Management
number, Project description, existing | Board (CMB) report under
PO number where available and the Buyer's governance
outstanding purchase order value. model specified in
Attachment 8 - Governance).
Certification of costs Summarises the Supplier's quarterly | As per the attached Quarterly
report statement of revenue, cost, gross template:
profit (%), expense/RA (%), and 0
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Services, Cross Services,
Miscellaneous Services and Project
Services).

Managers’ reports)

report for each individual Work
Order for Project in delivery,
summarising overall Project status,
financial summary, risks, issues,
dependencies, milestones, and
Deliverables.

Bridge between Supplier | High-level summary of bridge Included with the Quarterly
billing and revenue report | between Supplier billing and Certification of costs report
revenue; the report shall highlight above.
items of significant impact, for
example, project accruals and
deferrals.
CMM (contract Updated contract management MS XLS spreadsheet (as Quarterly
management model) model to reflect changes from the attached in Part B — Service
previous quarter resulting from Charges of Attachment 2 to
agreed Change Authorisation Notes | this Order Form).
and other updates.
Contract/Commercial
Change Authorisation Summary of Change Authorisation MS PPT (included within the | Monthly
Note (CAN) report Notes (those recently signed, those | Commercial Management
with the Buyer for review, those Board (CMB) report under
under impact assessment by the the Buyer's governance
Supplier and those expected to be model specified in
raised by the Parties in the current Attachment 8 - Governance).
quarter).
Commercial Supplier's input into the monthly MS PPT (included within the | Monthly
Management Board Commercial Management Board Commercial Management
report summarising highlights, focus Board (CMB) report under
areas, financial information, the Buyer's governance
certification of costs, and Change model specified in
Authorisation Notes. Attachment 8 - Governance).
Sub-Contractor Summary of current Third Party MS XLS spreadsheet. Monthly (or as
Renewals Board report Software agreements and Sub- otherwise
Contracts connected to the agreed
Supplier's Services as input to the through the
Sub-Contractor Renewals Board in Sub-
accordance with Paragraph 8.2.10 Contractor
of the Application Software and Renewals
Thirty Party Management Service. Board)
Projects (Charges
covering these reports
are included within
Work Orders, these are
not included within the
Service Charges)
Project commissioning Summary of the Projects being MS XLS spreadsheet. Weekly
response dates report commissioned by the Supplier
including Project name, Buyer
requester, target date for Work
Order response and status.
Project reporting (Project | Project Management Report (PMR) | MS XLS spreadsheet. Weekly (or as

agreed in each
Work Order)

from the following plans
within the Outline
Implementation Plan
shall be agreed once

e Carbon Reduction Plan -
reports arising from the
agreed plan.

execution of the Detailed
Implementation Plan.

Project and Portfolio Supplier’s input into the monthly MS PPT report. Monthly
Management Board Project and Portfolio Management
report Board summarising highlights, focus
areas, summary of overall project
status.
Implementation Plan
Any reports resulting To be confirmed through TBC
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those plans have been °
agreed and executed

Quality Plans — reports
arising from the agreed
plans.

Information Security Man-
agement System (ISMS) —
reports arising from the
agreed system.

Security Management Plan
(SMP) — reports arising
from the agreed plan.
Sustainability reporting.

Continuous Improvement
Plan — reports arising from
the agreed plan.

Table 10.1 — Transparency Reports
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Annex 1 — Call Off Terms and Additional/Alternative Schedules and
Clauses

“RM6100 lots 2, 3 and 5 call off terms v3”:

RMEIDC-Lods-2-3
and=8-Call-CrH

“RM6100 lots 2, 3 and 5 additional and alternative terms and conditions v2.0”:

REMEIOE-LoTs-2~3
and-5-Addibsanal
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Appendix 1 — Additional Definitions

In this Order Form the following terms shall have the meanings described in Table A.1.

Term
Actual Performance

Definition
Shall have the meaning ascribed to it in Paragraph 2.3.2 of the Attachment
4 of the Order Form

Appliance

A combination of hardware and software designed for a particular function

Applicable Hours

The hours specified as such in Annex 2 to Attachment 4 of the Order Form,
during which Applications within a Service Level Tier shall be available for
use and during which Service Levels shall apply to the operation of the
Application. Where no Applicable Hours are specified for an Application the
Applicable Hours for that Application shall be 7.00 a.m. to 7.00 p.m. on
Working Days

Application

A software application (including a website) that the Supplier manages
and/or supports in accordance with the provisions of the Application
Services and related provisions of this Agreement

Application Deployment List

The list of Applications found in List 2 of Appendix 4 to this Order Form

Application List

The list of Applications in Appendix 3 to this Order Form

Application Middleware Product
Deployment Only List

The list of middleware products found in List 3 of Appendix 4 to this Order
Form

Application Middleware Product
Support List

The list of middleware products found in List 1 of Appendix 4 to this Order
Form

At Risk Amount

Shall have the meaning ascribed to it in Paragraph 2.4 of Attachment 4 of
the Order Form

Basic Monthly Credit

Shall have the meaning ascribed to it in Paragraph 2.3.3 of Attachment 4 of
the Order Form

Business As Usual

Continued operation of the Services in line with the applicable Service
Levels or for Services without defined Service Levels, to the standard
otherwise required under the terms of this Agreement

Buyer and Supplier eNabling
| Agreement

Agreement signed between the Parties in 2004

CMM

The contract management model described in Attachment 2 of the Order
Form (Charges and Invoicing)

Commercial Engagement and
Delivery with Suppliers (CEDS)
Process

The Buyer's standard set of templates, processes and procedures used for
engaging with the Supplier and Other Suppliers to commission Projects

Controlled Document

Those documents listed in an Appendix to the Order Form that will be used
to manage certain aspects of the Contract that do not require to be
amended through the Change Control Process and do not require a
Change Authorisation Note; instead the Parties shall each assign an owner
whose responsibility it is to review and agree any amendments periodically
with their counterpart

Day A period of eight (8) working hours on a Working Day except for work
delivered using the Offshore Rate Card where a Day is a period of nine (9)
working hours on a Working Day

DefraNet The Buyer's network (known at the Commencement Date as ‘DefraNet’)
and any successor network replacing DefraNet in whole or in part

Effective Date The date the Contract becomes binding through one Party signing and the
other Party countersigning the agreement

Emergency An event having a serious impact within the scope of the Buyer’s business

activities, public functions and/or responsibilities which requires or may
require the Buyer to use and/or make available IT related resources
beyond the scope of its ‘business as usual' requirements, which is either:

a) agreed to be such by the Parties from time to time (such agreement not
to be unreasonably withheld); or

b) identified as an Emergency in an Emergency Plan;

Financial Year

From (and including) 15t April to (and including) 315t March the following
year

FTE

Full time equivalent
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Minimum Service Level

The level of performance (below the contracted Specific Service Levels)
specified as such in Annex 2 (Performance Measures) to Attachment 4 of
the Order Form, below which the maximum Service Credits may become
due and payable for each Specific Service Level

MyIT The computerised service management system used to log and manage all
incidents, service requests and other records types needed to manage
information technology services, which is referred to as MyIT or
ServiceNow

Project Any programme of work agreed as a Work Order by the Parties through the

CEDS Process

Project Change Note or PCN

The document used to make agreed changes to a Project, the template of
which is maintained by the Buyer via the CEDS Process

Relevant Charges

The elements of the Charges against which the Supplier shall be liable to
pay Service Credits, comprising all of the relevant monthly Charges in
relation to the:

(a) Application Services

(b) Platform Services delivered under Order Form ‘C5424 Platform
Services for the Defra Application Estate’

(c) Security

(d) Technical Design Authority

(e) Service Leadership

(f) Business Operations

(g) Miscellaneous

Rough Order of Magnitude (ROM)

A request by the Buyer for consideration of a high-level initial estimate for a
Project, the template of which is maintained by the Buyer via the CEDS
Process

Security Aspects Letter or SAL

The letter ‘Security Aspects Letter IBM-Defra TS3 Bridge Contracts
20221221’ issued by the Buyer to the Supplier on 215t December 2022
detailing the security levels applicable to the Services, requirements for
vetting of Supplier Personnel and security classifications for artefacts and
systems that form the Services

Service Entity Code(s)

Codes listed in Attachment 1 of this Order Form which relate to Service
Entity Descriptions

Service Entity Description(s) or
SED(s)

Descriptions of the Services as laid out in the Attachment 1 of this Order
Form

Service Group

A group of Services as set out in Attachment 1 of this Order Form

Service Hours

The hours during which the Supplier will deliver the Services as detailed in
each Service Entity Description

Service Level Tier

The tier used to define the level of service for an Application as set out
section in Annex 2 to Attachment 4 of the Order Form

Severity Level

Shall have the meaning ascribed to it in Paragraph 1.1 of Annex 2 of the
Attachment 4 of the Order Form

Shortfall

Shall have the meaning ascribed to it in Paragraph 2.3.2 of the Attachment
4 of the Order Form

Specific Service Levels

The levels of performance which, if not achieved, permit the Buyer to
accrue Service Credits, as specified as such in Annex 2 2 (Performance
Measures) to Attachment 4 of the Order Form

Target Resolution Time

The time period within which the Supplier shall resolve a helpdesk
transaction.

Target Service Level

The level of performance (below the contracted Specific Service Levels)
specified as such in Annex 2 (Performance Measures) to Attachment 4 of
the Order Form, below which Service Credits may become due and
payable

Third Party Stranded Costs

Means the costs and charges payable by the Supplier to Sub-Contractors
(excluding any entity forming part of the Supplier's company, any business
unit of the Supplier, or any Sub-Contractor which is party to a Sub-Contract
entered into for the purposes of labour) in the performance of this Contract
and to the extent that the same remain to be recovered through the
Charges on the termination of the relevant Service provided by the Sub-
Contractor. Such costs and charges will be limited to direct costs only and
for the avoidance of doubt will exclude the Supplier’s internal costs of

RM6100 Order Form = Lots 2, 3 and 5

48



DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

financing, working capital and overheads associated with these costs
together with profit earned but not received accruing to these costs

User The Buyer users who, in accordance with the provisions of this Contract,
shall receive the Services

Weighting Shall have the meaning ascribed to it in Paragraph 2.1 of Annex 2 of the
Attachment 4 of the Order Form

Work Order A statement of work provided specifically in response to a PIR and

provided by the Buyer's PIR/WO template, which is maintained by the
Buyer via the CEDS Process

Working Hours

9.00 a.m. to 5.30 p.m. during Working Days

Table A. 1= Additional Definitions
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Appendix 2 — Additional Terms and Conditions

The following terms and conditions also apply to this Order Form:

3. The Contract Period and optional Extension Period shall be reviewed and agreed between the
Parties within month twelve (12) of the Initial Term.

4. The Buyer is responsible for the back-ups and management of Buyer Data through its agree-
ments with Other Suppliers that provide hosting services to the Buyer; the Supplier has no con-
trol over back-up procedures, tape handling or other aspects of Buyer Data management and
storage. Therefore, for the purposes of the Contract between the Buyer and Supplier, Clause
26.8 of the Call Off Terms is replaced in its entirety with: “The Buyer shall perform secure back-
ups of all Buyer Data and shall ensure that up-to-date back-ups are stored off-site in accord-
ance with the BCDR Plan or otherwise.”

5. The Buyer is not responsible for the provision of any Goods or Supplier Equipment under the
Contract, hence Clauses 14.4 to 14.6 of the Call Off Terms regarding maintenance, the
“Maintenance Schedule” and “Permitted Maintenance” are not applicable for the purposes of
this Contract.

6. The Buyer has requested that Additional Schedule S6 (Business Continuity and Disaster Re-
covery) is included in the Order Form. The Parties acknowledge and agree that the terms of
Schedule S6, including the provision of a "BCDR Plan", "Business Continuity Plan" and/or "Dis-
aster Recovery Plan" are all subject to agreement through a chargeable Work Order or Change
Authorisation Note to amend the Services. This is in line with the provisions of the equivalent
Disaster Recovery Schedule in the Buyer and Supplier eNabling Agreement.

7. The Buyer has requested that Additional Schedule S2 (Testing Procedures) is included in the
Order Form. The Parties acknowledge and agree that the terms of Schedule S2 are only
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RM6100 Order Form — Lots 2, 3 and 5



DocuSign Envelope ID: 478A7079-E28A-4641-AF2B-7B158B9CFC6F

10.
11.

12.
13.

applicable to Projects and hence are subject to agreement through a chargeable Work Order,
with each Work Order detailing which, if any, of the Testing Procedures are applicable for that
Project.

Nothing herein shall prevent the Supplier from using for any purpose that experience which is
gained by the Supplier Personnel (including Sub-Contractor personnel) in providing the Ser-
vices or prevent the Supplier from providing similar services and deliverables to others using
the same or different Supplier Personnel. The Supplier is not providing or licensing any Sup-
plier or Third Party COTS Software, or any Supplier Background IPR under this Contract.

The Supplier may provide, or the Buyer may require certain Open Source software for some of
the Services provided under this Contract. Open Source software that the Supplier may install,
update, access or otherwise use for the Buyer under this Contract is distributed and licensed to
the Buyer by the non-Supplier OSS distributors and/or respective copyright or other right hold-
ers under their terms and conditions. The Buyer is the licensee of any Open Source software.
The Supplier is not a licensee or licensor of such Open- Source software, and performs the
work described in this Contract on the Buyer’s behalf. Any Open Source software selected for
the Services and Projects under this Contract will be listed in software requirements documen-
tation. Open Source software may have additional obligations, which the Supplier will com-
municate to the Buyer if it applies to the Services under this Contract.

Not Used

Where and to the extent the Buyer exercises its rights to perform any audit of the Supplier or
any of its Key Sub-Contractors, the Buyer shall not use any auditor that is a competitor to the
Supplier and any of its Key Sub-Contractors to perform the audit services.

Not Used

Not Used
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Appendix 3 — Application List

Application List (Application Inventory Controlled Document v149a)

&

AMVIEisk
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Appendix 4 — Application Middleware List

I
-
Appendix 4 -
Application Middlewa
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Appendix 5 — Controlled Documents
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