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	Ref
	Question
	Answer
	Date questions received

	1a
	RFI deadline is for the questions in Section 7. There is a mention for proposed times for the presentation in the table below, but there is no table? Can they advise on this please?
	A revised document was issued yesterday to remove this reference.
	12/07/17

	2a
	Can they share a list of Applications they currently have running including any SaaS and any PaaS based applications
	Condeco, Wisdom, Kofax scanning, Kofax Northern Ireland Case Management system (ISCIS), Thunderhead, Kypera, Agresso, Websphere, SAP Business Objects Corporate Reporting, CHAMP (Northgate Oracle case management system)
These are the main business applications and there are plans to replace some of these with SaaS provision but none are live at the moment. We have no PaaS applications at the moment.
	

	3a
	Is the decision to outsource service desk to an on-shore, off-shore or in-source team? Is there any pre-requisites for this?
	The service desk options are outsource to on-shore or to provision in house. Services cannot be outsourced to off-shore from non-EU countries and need to be provided from within EU.
	

	4a
	What are the current monitoring tools for SMT?
	Service Now - Currently provisioned by the Service Provider we are looking to procure this service
	

	5a
	Is SOC part of the outsourcing or will this be a separate proposal?
	SOC is part of the proposal
	

	6a
	Will the customer be able to change their WAN and LAN topology to meet the flexibility they are looking for? 
	Yes, through the WAN / LAN service providers change control
	

	7a
	Can their WAN lines be moved to another DC should the new provider win the contract?
	Yes, through the WAN / LAN service providers change control
	

	8a
	For the SM to provide triage services can they advise on how many Network switches, telephony and WAN lines they have?
	WAN and LAN provider will manage switches and lines across the 22 Insolvency Service sites. Telephony uses ISDN lines for connectivity average 30 channels per office, telephony is completely separate to the desktop.. One WAN line per office for desktop environment. Network switches please elaborate is it Network switch that connects to the WAN or Network switches that connect to the floor ports?
	

	9a
	How many tickets do they current raise on a monthly basis for IMAC service requests and incidents?
	Average calls per month 1,700.
	

	10a
	Do they want to refresh the end user hardware? If so a rough specification would be beneficial to provide a proposal
	Yes


	



	Ref
	Question
	Answer
	Date questions received

	1b
	The RFI states ‘The approach is to invite suppliers in for a presentation from the project team on requirements and capabilities and then ask suppliers to present back with a proposed solution at a high level with indicative costs based on declared assumptions’. Please can The Insolvency Service confirm when supply presentations will be as the RFI states 28/07/2017 which is the RFI submission date?
	Response provided in answer 1a
	17/07/17

	2b
	Please can the Insolvency Service confirm when all the Collated Clarification Questions will be responded to, as this will impact on the quality of our response?
	These are the current questions to date.
	

	3b
	In consideration to Question 2 (above), please can The Insolvency Service consider a week’s extension for the RFI submission as this will allow for all clarification questions to be circulated and for the appropriate visits/meetings with interested organisations?
	3 working days – 2 August
	

	6b
	The RFU states ‘The Insolvency Service is undergoing a significant period of change to transform itself into a more efficient and effective organisation to ensure greater financial stability in the long term’. In support of the TOM, please can The Insolvency Service outline the available budget for the Desktop and Hosting Service. While we appreciate that this is sometimes considered to be sensitive information, it is a reality that Fujitsu would develop a service that meets the overall cost envelope of our customers. As a result, an indication to the market of the available budget would serve to benefit The Insolvency Service.
	Budget to be determined by solution. Budget setting is the purpose of the RFI
	

	
	Where The Insolvency Service has shown ‘Sourcing Considerations’ in Section 5 that can be delivered either in-house or outsourced, will the Insolvency Service be interested in considering Fujitsu’s considered opinion on the optimal way to deliver the service?
	Response provided in answer 3a
	

	
	Please can The Insolvency Service confirm that the Security Operations Centre (SoC) is the scope of the outsourced service?
	Response provided in answer 5a
	

	7b
	Please can The Insolvency Service confirm the current procurement process and time line for selecting the Networks provider?
	In year 1 under business transformation continuing with incumbent supplier for a further year. In year 2 we would expect to converge our data and voice wide area network with our WAN provider.
Crown Commercial framework being used.
	

	8b
	In order to clarify the scope of requirements for Hosting, please can The Insolvency Service clarify the application estate across IaaS, PaaS and SaaS?
	Response provided in answer 2a
	

	9b
	Please can the Insolvency Service confirm why ‘some services’ will need to remain with the IaaS provider?
	A SaaS or PaaS provision isn’t available
	

	10b
	For clarity, what is the user base, how many at each location and how many of those are the executive users?
	See table A below
Executive users – approximately 25
	

	11b
	Please can The Insolvency Service confirm the Service Hours required?
	8am to 6pm
	

	12b
	Please can The Insolvency Service confirm the language support required?
	English
	

	13b
	Please can The Insolvency Service confirm Security – can you please provide more details on security services - is it only EU security, Perimeter, etc..?
	There may be some crossover with other work streams such as networking – perimeter security would usually be provided by the network supplier.

For desktop and hosting specifically, we will be looking at end user security – anti virus, anti malware, hardware device control, as well as potentially application whitelisting.  All of this and any other logging that takes place will need to feed back into a central SOC that will manage the security alerts for the entire organisation. There should also be a mechanism in place for detecting and remediating any vulnerabilities existing within the hosted environment. 

Attached the list of SOC requirements. 


There is a requirement for SIEM, also for a scanning of email for malicious content, or potential data loss – these requirements are the same for the scanning of any web traffic.  This may be covered by the network work stream though – as might firewall and IPS systems which are also a requirement.    This all must feed back into a central SOC.
	

	14b
	Please can The Insolvency Service confirm Mobility – is this service needed for 100% of users or for a section of users and what is the number of those users?
	Assumption is for all staff to have mobile working. Please provide costs for non mobile workers
	

	15b
	Please can The Insolvency Service confirm SOC – can you please provide the services required in SOC? SIEM, End User, mail security, web browsing, firewalls, IDS/IPS?
	See answer 13b
	

	16b
	The TUPE implications for the associated scope of services
	To be advised.
	

	17b
	The expected contract term and procurement route should The Insolvency Service come to market for Desktop and Hosting Services 
	To be determined by end of August
	



Table A
	Location
	Approx Staff no's
	Location
	Approx Staff no's
	Location
	Approx Staff no's
	Location
	Approx Staff no's
	Location
	Approx Staff no's
	Location
	Approx Staff no's

	London
	324
	Cambridge
	21
	Edinburgh
	39
	Leeds
	90
	Newcastle
	41
	Southampton
	25

	Blackpool
	35
	Birmingham
	440
	Exeter
	16
	Liverpool
	36
	Nottingham
	52
	Southend-on-Sea
	28

	Brighton
	18
	Cardiff
	55
	Homeworkers
	17
	Manchester
	160
	Plymouth
	38
	Watford
	22

	Bristol
	39
	Croydon
	47
	Ipswich
	43
	Medway
	39
	Reading
	15
	



	Ref
	Question
	Answer
	Date question received

	1c
	What is the possibility of visiting current supplier premises to position End User Devices. Detail in this area may already be outlined, but as the stage of formal submission is still open we would like to try and allow our devices only to be considered, particularly as the specifications of devices are not included at this stage.
	At this point in time it is not possible as we are in Discovery stage.
	24/07/17



	Ref
	Question
	Answer
	Date question received

	1d
	Have you selected strategic partners for your target operating model? For example, have you committed to a Microsoft platform built around Office 365, or are you looking at alternatives?
	Strategic partners for our target operating model have not been selected.
A decision about the platform has not been made. 
	25/07/17



	Ref
	Question
	Answer
	Date question received

	1e
	The document refers to “Annex A”, which provides details of the current number of servers etc.
	Annex A has now been issued. 
	25/07/17



	Ref
	Question
	Answer
	Date question received

	1f
	We note that The Insolvency Service is considering seeking a commercial partner to provide a continuity of service for desktop services and hosting of agency systems at the conclusion of the existing contract in May 2019. Please can you clarify whether you intend to continue running the existing applications and services beyond May 2019 or if you will transform onto the Target Operating Model as part of the change of service provider?
	There are projects underway to replace some of the business applications only one will be replaced by May 2019 the intention is to host these applications with a new provider if possible and where appropriate. The intention is to run new desktop services from May 2019  
	25/07/17

	
	Assuming that the existing applications and services will continue in place, please can you give an indication of the key technologies that are in use?
	See answer 2a
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				Video conferencing
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										Printing capability for 1000 pages plus at a time
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																																														Docking station for mobile device
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Requirement prioritisation

		Requirements

		2		Core  Requirements				Prioritisation

								Must Have		Should Have		Could Have		Would Have

		2.1		Secure Printing				x

		2.2		Typing capability (Keyboard)				x

		2.3		navigate the system and select relevant applications (Mouse) 				x

		2.4		Log on to a wireless network 						x

		2.5		Scanning capability						x

		2.6		View documents and access LOB applications				x

		2.7		View documents and access LOB applications side by side 				x

		2.8		Digitally display statistics						x

		2.9		Send and receive faxes				x

		2.10		Mobile data transfer 				x

		2.11		Listen to audio files and training webinars						x

		2.12		Listen to online media						x

		2.13		Photocopying capability				x

		2.14		Colour printing 				x

		2.15		Black and white printing				x

		2.16		Printing capability for 1000 pages plus at a time						x

		2.17		Mobile Printing						x

		2.18		Taking Photographs						x

		2.19		Mobile Photocopying						x

		2.20		4G conmnectivity capability				x

		2.21		Personal Safety device/Location tracker						x

		2.22		Lightweight mobile device						x

		2.23		8-10 hours battery life of mobile solution						x

		2.24		Docking station for mobile device				x





E.U.D Matrix

				User Types		Fixed Location		Fixed Location - customer service helpline 		Multiple Location		Roaming - Investigations 		Roaming - Inspections		Roaming - Tribunals		SMT		Personal Assistants

		End User Devices

		Secure Printing				M		M		M		M		M		M		M		M

		Typing capability (Keyboard)				M		M		M		M		M		M		M		M

		navigate the system and select relevant applications (Mouse) 				M		M		M		M		M		M		M		M

		Log on to a wireless network 				S		S		M		M		M		M		S		S

		Scanning capability				M		M		M		S		S		S		C		M

		View documents and access LOB applications				M		M		M		M		M		M		M		M

		View documents and access LOB applications side by side 				M		M		S		C		C		C		S		M

		Digitally display statistics				M		M		S								S		S

		Send and receive faxes				M		M		M		C		C		C		S		M

		Mobile data transfer 				M		M		M		M		M		M		M		M

		Listen to audio files and training webinars				S		S		S		C		C		C		S		S

		Listen to online media				M		M		M		M		M		M		M		M

		Photocopying capability				M		M		C		C		C		C		M		M

		Colour printing 				S		S		S		W		W		W		S		S

		Black and white printing				M		M		M		M		M		M		M		M

		Printing capability for 1000 pages plus at a time				M		C		C		S		S		S		C		C

		Mobile Printing								C		M		M		M

		Taking Photographs								C		M		M		M

		Mobile Photocopying								C		M		M		M

		4G conmnectivity capability				M		M		M		M		M		M		M		M

		Personal Safety device								C		M		M		M

		Lightweight mobile device								M		M		M		M		M

		8-10 hours battery life of mobile solution								M		M		M		M		M

		Docking station for mobile device								M		M		M		M		M





MFD

		Requirements

		3		M.F.D  Requirements				Prioritisation

								Must Have		Should Have		Could Have		Would Have

		3.01		Secure Printing				x

		3.02		Colour printing 				x

		3.03		Black and white printing				x

		3.04		Send Faxes

		3.05		Receive Faxes

		3.06		Photocopying capability

		3.07		Printing capability for 1000 pages plus at a time

		3.08		Scanning Capability

		3.09		Ability to email scanned documents





Security

		Device Control/Restriction		All computer solutions		Lockdown for USB etc

		Device Encryption		Mobile,desktop.MFD

		Secure Communication Channels (Encryption at point of comms not device)		ALL EUD

		Robust vunerability remediation process		MFD & Mobile solution		Evidence to provide how this will be done and what the process is

		Must be able to communicate with supplier via an approved mechanism		MFD  		Supply levels, usage stats

		Robust audit capabilities		MFD		To monitor printer usage etc

		Ability to remote wipe		Mobile device		In case of loss		part of MDM integration
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		Non-Functional Requirements

		1		SOC		Security 		Priority										Can be met (Y or N)?		Evidence required

								Must Have		Should Have		Could Have		Would Have

		1.01				Must be able to consume information feeds from a variety of sources (internally hosted systems, cloud based or hosted by a third party) and platforms (Server and desktop operating systems, network and telephony systems,  IAM and MDM solutions, applications and databases etc.)		x

		1.02				Must be able to correlate event data collected from disparate sources		x

		1.03				Most provide coverage in line with business requirements for response times to incidents (majority of SOCs operate 24 hours, but need to confirm with the business what the requirements are)		x

		1.04				Should be ISO27001 compliant				x

		1.05				Must be able to respond to any incidents within business agreed SLAs		x

		1.06				Must be able to identity risks and weaknesses within a timely fashion		x

		1.07				Must be able to identify threat trends		x

		1.08				Must be secure itself – if multi tenanted, Insolvency Service data must be completely isolated from any other tenants.  Appropriate measures must be in place to safeguard Insolvency Service data.		x

		1.09				Must be able to recover from an event that compromises the integrity of availability of data.		x

		1.10				Must have the ability to report events at an appropriate threshold level.		x

		1.11				Must be able to identify and report on any suspicious, unauthorised  or malicious activity taking place within any monitored systems		x

		1.12				Should be able to integrate with any DLP (data loss prevention)  systems as required.				x

		1.13				Should be able to provide information feeds on threats back to NCSC or other targets as required.				x







Sheet2





Sheet3






image1.jpeg




image2.png
The Insolvency
Service




