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	Title:
Name of project / requirement 
	HMRC Cryptoasset analysis tooling

	HMRC Reference:
To be quoted in all correspondence
	SR302926154

	Date issued:
	13th January 2020

	Deadline for Responses:
	27th January 2020



	1.
	Contact Details

	Issued to:
	
	From:
	Kirstie Colder

	Address:
	
Event held within SAP Ariba Portal


	Address:
	HMRC Commercial Directorate
Plaza 1, Ironmasters Way, Telford, TF3 4NT



	Contact name:
	
	Contact name:
	Kirstie Colder

	Email:
	
	Email:
	kirstie.colder@hmrc.gov.uk

	Telephone:
	
	Telephone: 
	03000558910



	2.
	Background

	
2.1 Background to HMRC
HM Revenue & Customs (HMRC) is one of the UKs largest organisations, with approximately 60,000 full-time equivalent staff. Almost every individual and business in the UK is a direct customer of HMRC.
HMRC is an effective, efficient and impartial tax and payment authority with the vital purposes of:
· Collecting the money that pays for the UK’s public services and help families and individuals with targeted financial support
· Helping the honest majority to get their tax right and make it hard for the dishonest minority to cheat the system
· Collecting over £500 billion a year in revenue from 45 million individuals and 4.9 million business customers
· Playing a key role in enforcing UK Border Controls and national minimum wage levels, administering environmental taxes and recovering student loans
HMRC is a non-ministerial government department which was formed in 2005 through the merger of the Inland Revenue and HM Customs and Excise. 



2.2 [bookmark: _Hlk23941857]Background to HMRC Cryptoasset analysis tool requirement
2.2.1 FIS-DSI Cybercime is responsible for criminal investigations relating to fraudulent access to HMRC online services. These online services enable assessment and collection of billions of pounds of annual tax revenue.
2.2.2 Crypto assets, such as Bitcoin and Ethereum, provide a means to transfer value between interacting parties.  Also known as virtual and crypto currencies, these services are increasingly used for a range of purposes, from international money transfers, sales of digital services, paying staff and tax evasion and money laundering.  Many of these crypto asset transactions are recorded publicly in a ledger known as a blockchain.  Whilst the transactions are typically public, the participants undertaking them are not.  Commercially provided services work to link transactions with the institutions and people participating, using a range of sources.
2.2.3 The key deliverable outcomes of a Cryptoanalysis tool are as follows:
· Access to tools that enable efficiencies and opportunities in investigating cryptoasset transactions compared to using ‘free’ online resources and raw blockchain data. 
· Progress investigations, leading to closure of intelligence gaps in the use of crypto-assets in supporting criminal activity against HMRC.


	3.
	Requirements

	3.1 [bookmark: _Hlk23941758]General requirements

[bookmark: _GoBack]Provision of a tool that will support intelligence gathering methods to identify and cluster Cryptoasset transactions into linked transactions and identify those linked to Cryptoasset service providers.  

A commercial off the shelf tools/platform to enable interpretation of Cryptoasset blockchains, on the public transaction ledger.

The tool must specifically provide the following capabilities: - 
3.1.1 De-anonymization by cluster analysis and identify confidence rating in clusters

3.1.2 Attribution of a cluster/address to a known commercial entity (exchange) or a known service provider (mixing service, gambling service, dark market, etc) 

3.1.3 Software supplier to be able to produce on request a statement regarding why and how they have attributed activity to a specific entity. (primary evidence will remain from Open source block explorers and corroborating evidence from exchanges, however, complex/edge cases may require supporting statement from the vendor)

3.1.4 Web based access, visualisation and analytics of Blockchain transactions using proprietary data to enhance existing blockchain and open source derived data to progress identification of suspects, activity, and build intelligence.

3.1.5 The ability to track and trace, and for the tool to maintain this capability following any forks or other underlying currency change, for the following Cryptoassets as a minimum:-
Etherium
Etherium Classic
Bitcoin
Bitcoin Cash
Ripple
Tether
Litecoin
Preferable requirement - plans to develop capability for Monero, Zcash, Dash

3.1.6 The supplier to provider quality end user training delivered locally or remotely.

3.1.7 Secondary Training modules available via remote on demand delivery

3.1.8 HMRC requires all bidders to ensure that in the event they are successful in this competitive procurement exercise, no conflict of interest between this tool and any other services being supplied currently, or in the future, shall arise.


3.2 Skills

3.2.1 The successful Service Provider must have relevant people, suitable assets, and deep experience. Critically, we will be looking for vendors to showcase their capabilities by demonstrating their expertise in the field of Cryptoasset tracing.

3.3 Security

3.3.1 In the delivery of the service, the Service Provider must ensure that the standards, best practice guidelines and approaches that are required to protect UK government assets contained in the Security Policy Framework are adhered to. 


3.4 Duration / Project Plan 

3.4.1 The proposed start date for award is targeted to be 31st January 2020 for acquisition of software licencing. 
3.4.2 Tool specific training to be delivered within 20 working days from the licencing commencement.

3.5 Duration

Software Licence period to be a for a minimum 12 months.

3.6 Location 

3.6.1 Provision of a tool that will be accessible remotely via web access.  
3.6.2 Training locations to be at Customs House London, and/or via remote/distance learning.


	4 Pricing Schedule

	4.1 Pricing Structure
4.1.1 The pricing structure will consist of the following elements contained in the Excel spreadsheet Pricing Matrix provided at Annex A:
a. Confirm subscription licensing model e.g. concurrent users/user account basis
b. A fixed price per license per annum
c. Volume discount ranges for licenses
d. Discounts for multiyear licenses
e. Fixed Integration costs
f. Cost for witness statements
g. A fixed price for support
h. Training costs 
i. Trial costs



4.2 Invoicing

4.2.1 HMRC now requires all suppliers to transact via the HMRC dedicated Ariba portal. The winning supplier will need to be onboarded onto the system in order to receive PO numbers and to be able to send Invoices.  


4.3 Expenses

4.3.1 Expenses will not be payable if a supplier is invited to make a presentation for clarification purposes as part of the tender process.






	5 
	Commercial Terms

	5.1 Terms & Conditions.

5.1.1 Any contract entered into as a result of this RFP process will be under the HMRC Short Form Model Contract.  



	6 
	Tender Responses

	6.1 Procurement Timeline

6.1.1 The outline planned procurement timeline, which may be subject to change is: 
a. Issue RFP                                                               17/01/2020
b. Deadline for Clarification Questions                       24/01/2020 (17:00)
c. Deadline for Tender Responses                             31/01/2020 (12:00)
d. Complete evaluation of tender responses              30/01/2020 – 06/02/2020
e. Moderation                                                              07/02/2020
f. Trials (if applicable)                                                w/c 10/02/2020
g. Contract Start Date                                                 w/c 17/02/2020

6.2  Award Weighting Requirements

6.2.1 The award criteria that will be used for this procurement are as follows:
·     Quality – 50% 
· Cost   –   30%
· Security – 20%


6.3 Scoring

Scoring will be in line with the scoring scheme contained in the following table.    

	Score
	‘Closed’ Question Criteria
	‘Open’ Question Criteria

	100
	Excellent answer which meets all of the requirements and provides all of the required detail.
	The response is excellent and completely relevant. The response is comprehensive, unambiguous and demonstrates an excellent understanding of, and meets, the requirements in all aspects, with no clarification required. The response is well thought out and/or provides
· highly credible examples;
· benefits; or 
· innovation.  

	80
	Good answer which meets all of the requirements but lacks some minor detail 
	The response is good and highly relevant. The response indicates a good understanding of the requirements and provides sufficient detail across all areas. The response demonstrates how the requirements will be met in the main, which may require minor clarification only. 

	60
	Satisfactory answer, which meets the requirements in many aspects, but fails to provide sufficient detail in some areas.
	The response is satisfactory and relevant. The response indicates a satisfactory understanding of the requirements in most aspects, although may lack detail in certain areas. The response suggests that the outline requirements would be met satisfactorily but may some clarification may be required.

	40
	Limited answer which satisfies some aspects of the requirements, but fails to meet the specification in the whole.
	The response is limited and partially relevant.  The response indicates partial understanding of the requirement. The response contains ambiguities or deficiencies, which suggests that the requirements could be met, but clarification would be required. 

	20
	Poor answer which significantly fails to meet the requirements.
	The response is poor and only partially relevant. The response addresses some aspects of the requirements but contains insufficient/limited detail or explanation. The response demonstrates only limited understanding of the requirement. The response contains ambiguities or deficiencies which suggest the requirements would not be met. 

	0
	The response is not considered relevant. The response is unconvincing, flawed or otherwise unacceptable. Response fails to demonstrate an understanding of the requirement. 






	7 
	Request for Proposal Response 

	7.1 Response format

7.1.1 Vendor responses should be submitted electronically using HMRC’s eSourcing Portal. 

7.1.2 Accessibility needs, which cover a range of disabilities, should be highlighted to HMRC at the earliest opportunity if it felt that they may hinder the Tenders’ ability to provide a response.
7.1.3 As part of the e-Sourcing event suppliers are required to answer all of the questions contained within the questionnaires.

7.2 Selection Questionnaire

7.2.1 In response to the Selection Questionnaire, the applicant must provide: 
a. general organisation information, and 
b. financial information to allow revenue compliance checks to be made.

7.3 Quality Questionnaire

7.3.1 In response to this questionnaire the applicant should prepare a proposal. The formal proposal should explain how the requirements will be met and relating to the following specific sections of the requirements the following information should be provided;

a. Section 3.1, General Requirements – 
1. Please demonstrate how your solution provides an effective and intuitive interface to search and analyse the data within the platform? 
2. Please demonstrate how your solution is able to analyse the following as a minimum: -
Etherium
Etherium Classic
Bitcoin
Bitcoin Cash
Ripple
Tether
Litecoin
3. Please explain how your tool enables tracing of Cryptoassets and provides confidence ratings for any representation of results?
4. Please provide details and supporting examples of Cryptoasset service provider global coverage?
5. Please explain your process for requesting witness statements in support of tool output?
6. Please provide details of any previous court challenges to evidence produced from your platform.
7. Please provide details of user access control for customer organisations
8. Please demonstrate how your solution is supported by common web browsers.
9. Please confirm average service/web response times. 
10. Please provide details of any trial period you offer including scope and length. 
11. Please provide details of any training you offer.
12. Please provide examples of your experience of working with organisations of a similar size and scope.
13. Please confirm hours of support and service availability targets, including any DR plans in place to ensure this is met.
14.  Please confirm your logging and data retention policy.


b. Section 3.4, Security – 
Please complete the HMRC Security Questionnaire attached in Annex B






	8 
	Further information

	
8.1 Questions and Clarifications

8.1.1 Please send any clarification questions you have on this Request for Proposal via the eSourcing Portal using the ‘Compose Message’ field. In order to provide you with a comprehensive answer to your questions, HMRC request that all clarification questions are received by 22/01/2020 17:00hrs
8.1.2 If for any reason the messaging system be unavailable, then all queries in relation to this Request for Proposal should be directed to the HMRC contact detailed in section1. 
8.1.3 Commercial Directorate co-ordinates all queries in order to ensure equity of treatment of all potential Contractors.  Therefore, the business areas must not be contacted directly.

8.2 General Information

8.2.1 Instructions and guidance for completion of the on-line element are available from the help menus within the supplier’s area of the portal.

8.2.2 If any part of your submission is incomplete, it may not be evaluated resulting in you being excluded from the process.

8.2.3 In your response to the requirements, please do not:

a. reference your answers from one response to another, even where there is commonality;
b. submit additional documentation with your response except where specifically requested;
c. include publicity material of any kind, e.g. brochures and web references; or
d. contain any inserted, pasted or embedded; pictures or documents (e.g. image files, Adobe Acrobat documents or other Word documents).

8.2.4 Any additional items where requested should be provided as separate files using the format specified e.g. MS Word, MS Excel, MS PowerPoint, Adobe Acrobat or jpeg formats; no other formats should be used.

8.2.5 Where a supplier exceeds the permitted number of attachments and/or any maximum page limits, HMRC may disregard any information provided which is over and above the permitted limit.

8.2.6 These instructions are designed to ensure that all suppliers are given equal treatment.  It is important therefore that you provide all the information asked for in the format and order specified.

8.2.7 HMRC may decide to hold a product trial stage post evaluation for high scoring suppliers before award selection. 





	
Annex A – Pricing Matrix

The embedded Pricing Matrix below must be completed and provided as part of your proposal response.



Suppliers must only provide responses within the blue cells.

Annex B – HMRC Security Questionnaire

The embedded Security questionnaire must be fully completed and provided as part of your proposal response.
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		Background



		The Contractor is required to prepare a Security Plan in accordance with the HMRC’s Security Policy.

The requirements set out in this Security Plan also apply to any sub-contractors engaged by the Contractor to perform any of the services under the Contract.


HMRC has developed a standard set of questions and recommendations (see attached Appendices) to ensure consistency across relevant contracts. The Contractor is required to provide answers to the standard set of questions contained within this questionnaire to formulate the initial Security Plan.

This Security Questionnaire covers the principles of protective security to be applied in delivering the services in accordance with HMRC's Security Policy and Standards
The Contractor’s response to this questionnaire, with any subsequent amendments as may be agreed as part of a clarification process, will be included in the signed version of any resulting agreement, as confirmation that the content of the Security Plan has been agreed with HMRC. 




		 1 Policy & Standards



		1a Please confirm that you understand that your responses to this questionnaire will form the initial Security Plan and will be included in the final signed version of any resulting agreement.





		



		1b Please confirm your organisation and any subcontractors' will conform to the requirements set out in the Government Security Policy Framework (SPF), available from www.gov.uk and any Security Requirements recorded in the schedules and/or Order Form.





		



		1c If you believe that the Public Sector Network (PSN) Code of Connection, available from www.gov.uk, will apply to your organisation and any sub-contractors, please provide details of how you will conform to this.





		



		1d Please confirm that your organisation and any sub-contractors will handle HMRC assets in accordance with legislation including the Data Protection Act see www.gov.uk and in accordance with Clause D2 of the Contract.





		



		1e Please also confirm your Data Protection registration number. More information can be found via the following link: Information Commissioners Office see www.ico.org.uk



		



		1f Please provide details of any security accreditation that your organisation currently possesses, such as but non exclusive to, ISO 27001 and PCI DSS and describe the process used to achieve the accreditation.



		



		1g If you intend to involve sub-contractors at any stage during the Contract please list them and provide details of how you will ensure their compliance with all aspects of this Security Plan.





		



		1h If you are successful in the tender process, your Security Manager (or appointed person), will be required to sign a Security Aspects Letter (SAL) as part of the Contractual documentation. The SAL will define the Government Security Classification (see www.gov.uk) carried by the HMRC data. For information, the blank SAL template can be viewed at page 37 of the Contractual Process (see www.gov.uk.)

Please provide the name of your Security Manager who will act as a first point of contact and conduct ongoing management of security risks and incidents (including identification, managing, and reporting in line with agreed procedures for actual or suspected security breaches).





		



		2 Physical Security (For requirements please see Appendix A – Physical Security)



		2a For the locations where HMRC assets are held please provide details of any procedures and security in place designed to control access to the site perimeter.

Detail measures such as fencing, CCTV, guarding, and procedures and controls in place to handle staff and visitors requesting access to the site.

Please also provide details of the maintenance schedule of your security controls.





		



		2b Please provide details of the building where the service will operate from and describe the procedures and security in place to control access to premises and any areas within the premises holding HMRC assets.

Detail measures such as building construction type, availability of lockable storage, procedures covering end of day/silent hours, key management, visitor controls. Please also include details of any automated access controls, alarms and CCTV coverage. 

Please also provide details of the maintenance schedule of these security controls.





		



		3 IT Security (For requirements please see Appendix B – IT Security) 



		3a Please state what, if any, form of assessment in relation to the Government backed Cyber Essentials Scheme has been performed or provide details of any cyber essentials accreditation that you are planning in the future.



		



		3b Please provide details of the controls and processes you have in place covering patching, malware (anti-virus), boundary/network security (intruder detection), content checking/blocking (filters), lockdown (prevention), and how regularly you update them.





		



		3c Please provide details of the overall security and access control policy of your systems covering physical and electronic assets (including communications connection equipment, e.g. bridge, routers, patch panels). You should record details of the formal registration/deregistration process, how users are Authorised, Authenticated and held Accountable for their actions. Also include details of the measures in place to manage privilege access e.g. System Administrators and remote users.





		



		3d Please provide details of how your security and access control policy complies with the Security Policy Framework (including where necessary, use and control of backup systems, network storage and segregation of HMRC data (including 'cloud' solutions), and additional security for more sensitive information assets). 





		



		3e Please describe how you ensure all software and data is approved before being installed, and how your information systems are reviewed for compliance with security implementation standards (e.g. penetration testing).



		



		3f Please provide details of the controls and processes (including level of encryption and controlled access procedures) you have in place for the use of portable media and storage devices exceptionally loaded with HMRC data.





		



		3g Please provide details of how all equipment (e.g. hardware, portable media) that holds or has held data will be destroyed or decommissioned, and how all data will be rendered unreadable and irretrievable in line with HMG Security Policy Framework requirements for information management. 



		



		4 Personnel Security (For requirements please see Appendix C – Personnel Security)



		4a What security vetting has been carried out for staff who will have access to, or come in to contact with HMRC data or assets.  



		



		4b Please provide details of how you will ensure that all staff accessing HMRC data are aware of the confidential nature of the data and comply with their legal and specific obligations under the Contract.





		



		4c All contractor’s personnel who have access to HMRC data, and/or are directly involved in the service provision must sign a copy of HMRC’s Confidentiality Agreement. Please confirm that, in the event that your bid is successful, you will provide signed hard copies of the CA for all personnel involved in this Contract if requested.







		



		4d Please provide details of the ongoing training you provide to staff in respect of data security, including risk awareness and the identification and reporting of security incidents. Please also provide details of your documented information security procedures and processes that are available to all staff who will have access to, or come into contact with HMRC data.





		



		4e Please provide details of your procedures for on and off boarding staff







		



		5 Process Security (For requirements please see Appendix D – Process Security)



		5a Please provide details of the format in which HMRC data will be held, how you will ensure segregation of HMRC data, and the locations where this data will be processed.





		



		5b Please confirm your understanding and agreement that the transfer of any HMRC asset to third parties (any individual or group other than the main Contractor) is prohibited without prior written consent from HMRC. If you anticipate transferring data, especially using portable media during the delivery of this project, please set out your proposed transfer procedures for consideration.





		



		5c Please confirm that you understand that HMRC data must not be processed or stored outside the United Kingdom without the express permission of HMRC. 

If you are considering storing or processing data outside of the UK, please provide details on how and where the data will be stored and also provide details of how you comply with Cabinet Office policy for offshoring see www.gov.uk





		



		5d In order to protect against loss, destruction, damage, alteration or disclosure of HMRC data, and to ensure it is not stored, copied or generated except as necessary and authorised, please provide details of the technical and organisational measures you have in place (including segregation of duties and areas of responsibility) to protect against accident or malicious intent.





		



		5e What arrangements are in place for secure disposal of HMRC assets that may be in your possession once no longer required?



		



		5f How and when will you advise HMRC of security incidents that impact HMRC assets that may be in your possession?  



		



		5g Please describe your disciplinary procedures in the event of a security breach involving HMRC data.



		



		5h Do you have a List X accreditation? 



If ‘yes’, please answer the following:

· What is the name of your Security Controller?

· What/Where does the List X accreditation cover?

· For what purpose?

· Please provide evidence the Department who sponsored the List X accreditation has agreed to share the environment.





		



		6 Business Continuity



		6a Please provide an overview of your organisation’s Business Continuity and disaster recovery plans in terms of the HMRC data under the Contract, or attach a copy of your Business Continuity Plan. Please specify if you operate Business Continuity or disaster recovery from outside the UK.

Also, please provide details on when and how frequently these plans are tested and advise when they were last tested and confirm results of testing exercises are available for review if requested. 

Please provide details on how you will meet recovery times if these have been specified in the schedules and/or Order Form.



		



		7 Cryptography



		7a Please provide details of processes and procedures in place for handling Government cryptographic material.





		













The following appendices provide additional information on the types of security control that may be expected as a minimum for the protection of HMRC information, data and assets.

It is not a legally binding document, nor does it provide a definitive list of baseline security controls. It Should be read in conjunction with HMG and HMRC Security Policy and Standards. 



Appendix A – Physical Security



Please consider: the effect of topographic features and landscaping on perimeter security; the possibility of being overlooked; the ease of access and communications; the existence and proximity of public rights of way and neighbouring buildings; the existence of emergency and evacuation routes from adjacent buildings; the implications of shared accommodation; the location of police and emergency services; the build of the structure.



Building Security - There should be as few points of exit and entry as possible but in line with Health & Safety and Fire Regulations.  Where exit and entry points exist then physical security controls, such as window bars, grilles shutters Security Doors etc may be installed.  The effectiveness of these protection measures may be enhanced by the use of Intruder Detection Systems (IDS), CCTV or Guard Service.



		Physical Security 

		Requirements



		Recommended



		Secure Rooms

		Construction in line with CPNI guidance; locked during ‘silent hours’ and keys/combinations secured.

Sufficient CPNI-Approved lockable storage for material at OFFICIAL or above.

Intruder alarm with key holder response.

		Intruder alarm with police response.

Appropriate automated access control system.



		Perimeter Security

		

		CCTV Coverage to identify intruders with adequate lighting for night-time operation.

Use of fencing that offers a degree of resistance to climbing and to deter an opportunist e.g. anti-intruder fencing.

Manned guarding to be considered.



		Physical Access - secure areas

		Visitors limited to those with a business need, issued with identifying badges upon arrival and escorted at all times.

		A visitor log maintained and visitors sign in and out.



		Building

		Constructed of robust building materials typically, brick or lightweight block walls.

External doors of solid construction, locked during silent hours and linked to intruder detection system.

Access to keys must be checked and any lock combinations changed at regular intervals not exceeding 12 months. A record of key/combination holders must be maintained.

The number of keys to a lock must be kept to a minimum. Spare keys must not be held in the same container as ‘working keys’.

The premises must be locked during ‘silent hours’ and keys secured.

Intruder alarm with key holder response.

Windows double glazed or similar unit with locks.

Emergency exit doors included on intruder detection system.





		Security Keys should not be removed from the premises.

Intruder alarm with police response.

Power outage alarm with key holder response.

Appropriate automated access control system.



		Environmental

		Fire risk assessment must be carried out. 

Uninterruptible power supply for security and health & safety equipment.

		Smoke detection system e.g. VESDA.





		Transport and Storage

		Appropriate CPNI-Approved lockable storage for HMRC material.

Point to point transfer of all HMRC material using CPNI-Approved locked containers and (where necessary) solid sided vehicles.



		HMRC “trusted hand” using named individuals.



















Appendix B – IT Security



		IT Security 

		Requirements



		Recommended



		Cyber Essentials

		

It is mandatory for HMG suppliers to demonstrate that they meet the technical requirements prescribed by Cyber Essentials.



		Cyber Essentials Plus with independent assessment and certification.





		Authorisation

		Users and Administrators must be authorised to use the System/Service. Higher privilege access accounts should be tightly controlled and only assigned to authorised individuals. 

		





		Authentication[footnoteRef:1] [1:   Authentication is the process by which people “prove” to the system that they are the person they claim to be.  There are three possible authentication factors: Passwords (something a person knows), tokens (something a person possesses), and biometrics (something a person inherently is or how they behave).] 


		Individual passwords must be used to maintain accountability;

Robust passwords should be used, that are designed to resist machine based attacks as well as more basic guessing attacks.

Passwords must be stored in an encrypted form using a one-way hashing algorithm.

Passwords must be able to be changed by the end user, if there is suspicion of compromise. Passwords must be changed at least every 3 months. 

		Machine-generated passwords.

Multi-factor authentication should be considered for exposed environments and remote access.

Passwords for privileged accounts/users (Administrators) etc. should be changed more frequently than every 3 months. 



		Access Control



		User access rights to HMRC information assets must be revoked on termination of employment.

Audit logs for access management in place showing a minimum of 30 days of activity.

		



		Malware Protection[footnoteRef:2] [2:  CESG Good Practice Guide No 7 provides information on the threats and vulnerabilities and risks associated with malicious code and also provides guidance on appropriate risk management measures.] 


		Malware protection software should be installed on all computers connected or able to connect to the Internet. It must be regularly updated in line with vendor recommendations or at least daily and should be configured to scan files on access and perform regular scans of all files at server and desktop level (PC/Laptop etc).  It should also be configured to identify and block access to known malicious websites.  Security Operating Procedures (SyOps) must ensure that malware protection is kept up to date. Anti-Virus Administrators and users should be trained on use of AV software.

Users should receive awareness training so that they are aware of risks posed by malicious code from the use of email and attachments, internet and removable media (CD, DVD, USB devices etc).

All users, systems and services must be provided on a least privilege basis to reduce the potential for accidental introduction of malicious code.

For systems attaching to HMRC network, dual layered malware protection and detection capability.

		Consideration should be given to allowing privilege users (System Administrators) to only use a limited ‘non-privilege role’ to conduct vulnerable operations such as browsing or importing via removable media.



Dual layered malware protection and detection capability.



Malware protection software should be configured to update automatically or update through the use of a centrally managed deployment.  Systems and services holding assets with a Government Security Classification of Secret are expected to be air-gapped and will therefore require malware protection to be configured manually. 



		Network Security

		Information, applications and computers within the organisation’s internal networks should be protected against unauthorised access and disclosure from the internet, using boundary firewalls, internet gateways or equivalent network devices.
Boundary controls should have content checking and a blocking policy in place e.g. firewalls.  As a minimum the default administrative password for network devices such as Firewalls should be changed to a strong password comprising of a minimum of 8 characters. All unnecessary services should be disabled/‘blocked’ by default at the boundary firewall.  It is important that Firewall rules that are no longer required are disabled/removed timeously, for example when a service is no longer required.

The administrative interface used to manage boundary firewall configuration routinely must NOT be accessible from the Internet.[footnoteRef:3] [3:  It is envisaged that systems holding Secret assets will not be supported by a remote administrative and will not be Internet facing.] 


		Dual paired firewalls, different vendors.

Anomaly detection capability e.g. Network intruder detection system.



		Patch Management

		Software should be patched and devices, systems, operating systems and applications should be ‘locked down’ to remove unnecessary services and functionality. File types should be limited. 

All Critical security patches should be deployed timeously and in line with vendor recommendations.  The deployment of Important i.e. less critical patches should be deployed on the basis of risk.  

		



		System Documentation

		System designs/architectural blue prints and network designs should be protected from unauthorised access, loss and destruction.



		



		Disposal of media

		HMRC information assets must be sanitised in line with HMG IA Infosec Standard 5 Secure Sanitisation. Your CESG contact can provide further information.

		



		Technical Testing

		IT health check aka penetration testing for front facing internet services delivered to HMRC.

		Consideration for regular IT health check of application and infrastructure services delivered to HMRC.



		Use of Laptops and removable recordable media.

		Laptops holding any information supplied or generated as a consequence of a Contract with HMRC must have, as a minimum, a FIPS 140-2 approved full disk encryption solution installed.

Approval from HMRC must be obtained before information assets are placed on removable media[footnoteRef:4]. This approval must be documented sufficiently to establish an audit trail of responsibility. All removable media containing information assets must be encrypted. The level of encryption to be applied is determined by the highest HM Government Security Classification of an individual record on the removable media. Unencrypted media containing HMRC information assets must not be taken outside secure locations; the use of unencrypted media to store HMRC information assets must be approved by HMRC. [4:  The term drives includes all removable, recordable media e.g. memory sticks, compact flash, recordable optical media and external hard drives.] 




		







Appendix C – Personnel Security



		Personnel Security 

		Requirements



		Recommended



		Security Clearance

		Pre-employment checks should meet the Baseline Personnel Security Standard (BPSS) and must be completed for all staff with potential or actual access to HMRC assets.

Security Clearance for all staff with access or potential access to material with a Government Security Classification of SECRET.

		See www.gov.uk specifically the link to the Disclosure & Barring Service for more information.

Staff with privileged system access (system administrators) to have Developed Vetting Clearance.





		Confidentiality Agreements

		Confidentiality Agreements (CA) must be completed by all staff with potential or actual access to HMRC information assets as requested. 

		



		Security Awareness Training

		All staff must undergo security awareness training and be familiar with HMRC security policy, standards and guidance. There must be a plan in place, endorsed and owned by a named individual at Board Level, to ensure refresher training takes place at least annually.

		Board members and senior management should be able to demonstrate their commitment to security through a variety of mechanisms.



		Joiners and leavers

		Process to ensure individuals are appointed to clearly defined roles with appropriate access rights only. Leavers’ access rights to systems and premises are removed on termination of employment.

		





















Appendix D – Process Security



		Process Security 

		Requirements



		Recommended



		Disciplinary Process

		There must be an organisational disciplinary process. Staff must be briefed on this and the penalties that may result from failure to comply with documented security policies

		



		Security Policies, Processes and Procedures

		Where the contract requires you to hold HMRC assets at Secret or above you MUST ensure there is a relationship at senior management level between your organisation and CESG.

Procedures in place to determine whether any compromise of HMRC assets e.g. loss or modification of information, software and hardware has occurred.

Procedures for the handling and storage of HMRC information assets must be established to protect from unauthorised disclosure and/or misuse.

End of day procedures must ensure that HMRC assets are adequately protected from unauthorised access. 

A clear desk policy must be enforced.

Procedures must be in place to ensure HMRC’s assets are segregated from any other Client’s assets held by the contractor.

Procedures for the secure disposal of the HMRC’s assets must be in place.

Where HMRC assets are held at SECRET all staff and visitors must visibly wear an identifying pass while on site.

Where HMRC assets are held at SECRET portable media devices must be excluded from the secure area.

A challenge culture must be fostered, so that staff or visitors not wearing a pass are challenged. Where an access control system is in operation tailgating must be discouraged.

Where required HMRC assets must be destroyed in line with the Security Policy Framework. Further guidance on storage and destruction of media is available from CESG.

		Obtain the services of a CLAS consultant to help you through the bidding process and, if successful, the early stages of contract award.



























		Transfer of HMRC Data



		Any proposed transfer of HMRC data must be approved by HMRC in writing. If the Contractor is unsure whether approval has been given, the data transfer must not proceed.

Where data transfers are necessary in the performance of the Contract, they should be made by automated electronic secure transmission via the Government Secure Internet (GSI) with the appropriate level of security control. Individual data records (unless as part of a bulk transfer of an anonymised respondent survey data) will require specific transfer arrangements. Transfer of aggregated data such as results, presentations, draft and final reports may also need discussion and agreement, again in advance of any such transfer. 

		Whenever possible, putting data on to removable media should be avoided. Where this is unavoidable, hard drives and personal digital assistants, CD-ROM/DVD/floppy/USB sticks are only to be used after discussion and agreement with HMRC in advance of any such transfer. 

If the use of removable media is approved, data must be written to them in a secure, centralised environment and be encrypted to HMRC’s standards.

If you anticipate transferring data on removable media during the delivery of this project please set out your proposed transfer procedures.



		Incident Management

		Arrangements must be in place for reporting security breaches to the asset owner.

		



		List X

		Further information on List X is available at www.gov.uk.



A List X accreditation may just cover a floor, a room or even a particular piece of secure furniture and may be for a specific purpose. 



Note: If you do have a List X accreditation, please keep responses generalised for the purposes of completion of this question.

  

		























Appendix E – Business Continuity



		Business Continuity Requirements

		Requirements



		Recommended



		Business Continuity Management

		3rd party suppliers should provide HMRC with clear evidence of the effectiveness of its Business Continuity management arrangements and alignment with recognised industry standards, by assessing risks to their operations and producing and maintaining business continuity documentation.

		











Appendix F – Cryptography



		Government Cryptography

		Requirements



		Recommended



		Cryptographic Material

		Information on this subject will be available from your contact in CESG.
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