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Annex 1 Service Provider’s Fax Fault Sheet

1. Introduction

SFM is a database system developed by TfL. It is used for managing the maintenance of traffic control and monitoring equipment within Greater London, where the maintenance is TfL’s responsibility. Originally developed in 1987, SFM has historical records of over one million faults and detailed records of all the assets. Database and application servers (application infrastructure) for SFM are hosted within TfL’s Primary Service Provider’s unified environment. TfL recognises the need to achieve best use of its assets and this forms the incentive to operate a centrally managed service using SFM.
The provision of high quality data from both TfL and the Service Provider is essential to ensure that decisions on assets are made from certain knowledge and that payments are accurate.

This Appendix provides an overview relevant to a user of the processes used to manage SFM and the descriptions of TfL’s and the Service Provider’s responsibilities with regards to SFM. It includes the process of dealing with Faults and with managing the Sites, Equipment and wider asset base.
2. Use of SFM
SFM performs the following key functions:

Data storage and asset management;

Fault management;

Reporting;

Notification; and

Payment mechanism.

3. Data Storage and Asset Management
SFM is the central repository for management data and statistics for all deployed assets including:

Site configuration data including Equipment serial numbers and all dates and times of Equipment changes and or upgrades;

Site and Site Equipment Take-Over certificates / Acceptance Under Maintenance (AccUM) forms;
Fault Logs (including Fault details, delays in repair, engineer attendance times and all rectification activities);

Electrical Periodic Inspection schedules and attendance activities;

Contract details, including EMC Unit Rates;

Details of Planned Events;

Service Level Indicator, Service Failure Point, Service Failure Abatement and Preventative Maintenance Abatement details; 
Site Layout Drawings; and

Hazard Registers.

SFM records not only current information, but also an auditable history of changes to the above details. The PMP made under this Agreement will be calculated automatically using the EMC Unit Rates held in SFM and indexed in accordance with Schedule 7 (Charging and Operational Pricing).
TfL reserves the right to amend the SFM data requirements within reason.

The position of SFM within the asset management process is illustrated in Figure 1 (TfL’s Asset Management Process) below:
Figure 1: TfL’s Asset Management Process
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4. Fault Management
SFM will be used to centrally manage all Faults on Equipment as fully described in Appendix 3 (Fault Management Process) to Schedule 2 (Statement of Requirements).

For the successful performance of this Agreement, all Site, Fault and repair data must be entered onto SFM by the Service Provider. TfL’s and the Service Provider’s Personnel and Engineers are instructed to enter all Faults onto SFM and not to pass Faults to the Service Provider by any other means unless due to SFM being unavailable.

5. Notification
SFM will be used as a conduit for notices which trigger an instruction to other parties. For example:

notification of late Electrical Periodic Inspections;

notification of Hazards at Sites;

to record Faults or failures of Third Parties; and

automatic notification of stakeholders of relevant Faults and Services. These will include but not be limited to: London Streets Traffic Control Centre (LSTCC), London Streets Tunnels Operations Centre (LSTOC), TfL’s Tunnels and Structures Team and TfL’s Works Co-ordination and Permitting (WCaP) Team.
SFM will also be used as the primary tool for recording progress when chasing Third Parties in relation to Resolutions.
6. Reporting
SFM provides reports on the following:

Preventative Maintenance Payment details; 
Abatements and details;
Fault Service Level performance results;
performance reports;
SLI, SFA and SFP results and details;
records of when Equipment is installed; and

planned maintenance history.
Performance reports provided by SFM include: 

periodic performance reports;

Fault trend analysis reports;
Equipment management reports;

lifetime management reports (used to plan technology procurement, remedial and replacement requirements, maintenance management regimes and whole life cost management);
annual (and quarterly) management reports;

aspects of reporting for the purposes of the Service Provider's management; and

any daily or monthly Fault Logs and all reports containing availability data.

Faults and maintenance data will be exchanged between TfL, the Service Provider, Other Service Providers and SFM. 
The Service Provider shall provide reports on the Equipment and Services in accordance with Schedule 10 (Contract Management and Reporting). These reports will be generated directly from SFM. In some instances, the Service Provider shall be required to provide commentary on the reports.
Areas on which SFM will produce reports include, but are not limited to, the following:

asset rollout reports including deployment by type;

management reports (general overview reports on the Service Provider’s performance);

Fault rates across Equipment types during a specified period at a specified interval;

the number of occurrences per Fault Definition during a specified period at a specified interval; and

the number of Fault Clears per Repair Definition during a specified period at a specified interval.

periodic performance reports

SFM can output a range of Service Provider and Equipment performance data, which will be required in a variety of reporting formats and frequencies as specified by TfL. This facility is also at the disposal of the Service Provider to extract information on the performance of the Equipment covered by this Agreement.
TfL may use SFM reports to support presentations in meetings.

7. Other uses of SFM and its data
In addition to being the central repository for information concerning the asset base (details of the Equipment, their status, maintenance and performance), SFM serves to:

maintain and develop TfL’s Asset Management Directorate (AMD) objectives;

support the establishment of objective measurements for Equipment maintenance service levels;

facilitate the monitoring and assessment of delivered Equipment maintenance service levels; and
assist with the analysis, review and development of procedures to establish best practice and continuously improve TfL’s support and through-life management of their systems assets.

8. Roles and Responsibilities

TfL shall be responsible for:

maintaining and developing the SFM software;

maintaining and developing the SFM infrastructure within TfL’s firewall;

providing an internet gateway to support external usage of SFM;

providing password protected user accounts for SFM;

entering all Site configuration data into SFM;

providing 24hr emergency support for SFM;

where verified and provided by the Service Provider, TfL’s contract and data management teams will maintain: system parameters; lists of values; Site and Equipment data; and

issuing remote access tokens to provide secure remote access to SFM.

The Service Provider shall be responsible for:

verifying the accuracy of SFM where it relates to Equipment covered by the Agreement through and in conjunction with TfL’s data management team who will then enter this information into SFM. Such information includes but is not limited to:
Site location references;

Equipment codes;

Equipment Maintenance Category (EMC);

Equipment description;

installation and upgrade/replacement dates;

Equipment manufacturer;

asset condition;

Spares accessibility;

Obsolescence; 

Site Layout Drawings (SLDs); and

Hazard Registers.
providing accurate data and information related to the Agreement;

assuring the confidentiality of the data stored on SFM;

contributing constructively to the development of enhancements to SFM;

providing hardware to enable the Service Provider representative(s) on Site and at their offices to access SFM;

maintaining the Service Provider’s portable and office-based computers and the infrastructure within their firewall and all related hardware;

maintaining the Service Provider’s firewall used to enable access to SFM via the internet;

providing sufficiently high specification internet access (in terms of security and speed for the appropriate number of users) to satisfy the requirements of this Agreement;

providing hardware and a gateway to enable access to  SFM via the internet; and
supplying contact details for the members of the Service Provider’s Personnel working on this Agreement for use in management of the Agreement (first name, surname, company, email address, phone number, mobile number), and enabling TfL to maintain SFM user accounts. 

The Service Provider shall comply with the Data Protection Act 1998 in providing such information by:
keeping passwords safe;

gaining permission from TfL (which will not be unreasonably withheld) to issue/distribute data externally from SFM; and 

verifying data related to the Services covered by the Agreement. 

Data held within SFM is owned by TfL and TfL grants the use of the data to the Service Provider within the duties of this Agreement. The Intellectual Property Rights in SFM are exclusively owned by TfL.

TfL grants the use of SFM to selected, approved users exclusively for the purposes of this Agreement and the performance of the Services.
9. SFM System Maintenance and Development

SFM is subject to continual development to meet TfL’s objectives for continuous improvement, changes in operational requirements and to exploit technological development. 
SFM functionality is updated in line with new service providers to TfL and is also bespoke particularly with respect to reporting to support each Agreement individually.

The Service Provider shall be proactive in its support of TfL’s continued efforts to further develop and refine the administration and functionality of SFM. Such support will enable TfL to further develop SFM’s asset management capabilities and objectives generally. 
The Service Provider shall be involved in the development and testing of SFM on an as required basis.

The following areas are indicative of the types of SFM developments likely to be introduced during the period of the Agreement:

continued development of data capture and validation mechanisms;

continued functional development to support the Service Provider’s effective and successful delivery of the requirements of this Agreement;

continued development of a range of technology asset management services to enable the continuous improvement of the performance of the Service Provider and thereby assist in reducing the whole life costs of assets.

continued development of the SFM infrastructure; and

bespoke developments to meet TfL’s asset management objectives generally.

10. Access to SFM
Primary access to SFM by the Service Provider’s Personnel will be via the internet using an encrypted tunnel end-to-end; the same secure way a person can access a bank internet website. 
Users log in using a premier access token which generates a highly secure, one-time passcode that can never be re-used, hacked, or otherwise compromised.
Devices can connect to SFM via the internet using a two stage authorisation process. TfL will issue premier access tokens for the Service Provider to access SFM and authenticate login details. The typical lead time for delivery of premier access tokens is 4 (four) weeks following application to TfL. Browsers should support HTML and Java script. Devices should have the capability to view PDF documents.
All key stakeholders have access to SFM, including; TfL, the Service Provider, Other Service Providers, LSTOC, LSTCC, local London Boroughs and Bus Control Centres. 

Robust access routes to SFM are essential to the success of the Services. All parties who need to access SFM will be able to do so using conventional technologies, whether in TfL’s Premises, the Service Provider’s Premises or on Site.
The Service Provider’s access to SFM is 100% web-based. To access SFM the client PC must have the following web privileges enabled:

cookies enabled (for secure authentication);

pop-ups enabled (necessary for running reports);

Acrobat Reader (for accessing maps); and

ActiveX controls.

If allowing users open privileges on cookies and ActiveX controls contravenes corporate internet policies it is suggested the Service Provider configures TfL as a "trusted site". 
The software specification required to access SFM via a PC is:

Microsoft Internet Explorer version 7 or above (IE7) or equivalent browser; 

Adobe Acrobat Reader version 5.0 or above; and 

Sun Java Runtime Environment v1.6 (Sun JRE v1.6). 
The first time SFM is accessed, Java will automatically download. The user will be prompted to install it on to the PC. If the user is sure the download is from a reliable source then they can proceed with the installation.

The application requirements to access the SFM database are:

the URL to initiate the application;

an SFM username and password;

a completed security declaration form issued by TfL, signed by both the requesting user and TfL; and

a security authenticator (remote access token) issued by TfL.
The Service Provider shall request access to SFM for its Personnel using the process and documentation as advised by TfL at the time for requesting a SFM user account and remote access token.
The provision of a user account, authenticator, and data is wholly at the discretion of TfL.

The user will be notified by email that the requested account has been set up and activated.
If approved, an authenticator will be sent by TfL to the individual named on the request form for their sole use.
11. Technical Failures
In the event of failure of SFM, actions shall be taken as follows:

Short term failure of the Service Provider’s ability to connect to SFM (less than four (4) hours):
TfL may, at its discretion, send out only urgent Faults during this unavailable time; 

automatic Fault detection of the Equipment will still be available via the LSTOC Instation System. Faults shall be faxed (on form Service Provider’s Fax Fault Sheet.doc (example in Annex 1 (Service Provider’s Fax Fault Sheet) to this document)), emailed or, in extreme conditions, phoned, by TfL to the Service Provider’s Service Desk to enter/confirm Fault details onto the Service Provider’s Fault Management system as normal;
the Service Provider shall email Fault Clears to the TfL Fault Control Centre to gain a date and time stamp and then enter these details onto SFM when SFM next becomes available, with the date/time of the actual Fault Clear stated in the text and a request to back-date the Fault Clear in order to reflect the actual date/time the repair was carried out; and
Fault Clears must indicate the status of SFM at the time;
Long term failure of the Service Provider’s ability to connect to SFM (four (4) hours or more):
one of the Service Provider’s Personnel shall relocate to the TfL Fault Control Centre and carry out their normal operations from there;
Complete failure of SFM:
TfL, may, at its discretion send out only urgent Faults during this unavailable time;

automatic Fault detection of the Equipment will still be available via the LSTOC Instation System. Faults identified by the LSTOC Instation System will be relayed by TfL to the Service Provider as described in paragraph 11.1(A) above and Fault Clears shall be processed in the same manner; and 

When SFM becomes available, TfL’s operators will process the Faults in the normal manner and the Service Provider shall enter Fault Clears as described in paragraph 11.1(A) of this document above.

Following a failure of SFM, the Service Provider shall support TfL in the preparation and delivery of reports on such failures to users including attendance at meetings and presentations.
12. SFM Maintenance
Any SFM maintenance requiring downtime, other than emergency maintenance, which will result in users not being able to access SFM, will normally be conducted between the hours of 20:00 and 05:00.

In the circumstance of maintenance requiring downtime, the Fault Management process shall be as described in paragraph 11.1(A) above.
Software maintenance and upgrade releases will be documented in a version release note. TfL will communicate the details of the note to the Service Provider. 

TfL provides 24hr emergency support cover for the SFM infrastructure and application.

TfL will use reasonable endeavours to rectify faults with SFM within four (4) hours of the fault being reported to TfL. 
13. SFM Technical Support

SFM has 24 hour support: and, the Primary Service Provider (TfL’s computer system maintainer) has been provided with a contact support number for out of office hour support (1700 to 0900).

Security authenticators (RAS tags) are supported during operation hours (IM hours). If RAS tags fail, the Service Provider should report it to TfL during the hours of 6am to 8pm. TfL will raise the fault to IM and backdating of Fault Clears will be granted provided any Fault Clears entered retrospectively can be verified by an email sent at the time of repair.
14. SFM System Administration Service
TfL shall administer SFM as follows:

managing daily system backups;

archiving data at such times as are deemed necessary by TfL (all archived data will be made available for reporting upon request);

providing disaster recovery to re-establish the SFM service in the event of total loss of service;

controlling access to SFM by the allocation of user names and user passwords;

maintaining security such that SFM is protected as far as reasonably practicable against malicious or criminal intervention;

distributing and controlling client software and documentation;

monitoring SFM usage and administration;

providing a change control process for any SFM changes;

managing Site configuration data and control changes;

administering faults with SFM and expediting through the SFM fault management process; and

providing SFM training.
15. Training on SFM
Training on SFM will be provided to the Service Provider’s Personnel as follows:

during the Mobilisation Phase, TfL will prepare a training plan giving regard to any reasonable requests from the Service Provider;

TfL will provide initial training to the Service Provider’s Personnel in accordance with the plan prepared using competent trainers and hands-on training techniques;
TfL will provide training on new functionality when this is introduced into SFM and will also provide continuity training and follow-up training to the Service Provider's Personnel as required; and 
TfL will provide training to the Service Provider’s management requiring access to SFM at the Service Provider’s request.
The Service Provider shall pay for any additional training in excess of the provision by TfL of two (2) workshops during each Contract Year.
Annex 1
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