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CALL OFF AGREEMENT Reference Number: RM3707 Front Office Counters Framework  Agreement   
This Call Off Agreement is dated _______________________ 2023   

This Call Off Agreement is agreed between:   

The Minister for the Cabinet Office as represented by Government Digital Service, whose offices are  
located at The White Chapel Building,10 Whitechapel High Street, London E1 8QS ("Authority")   

and   

the Contractor (being Post Office Limited)   

(each a "Party" and, together, the "Parties").   

This is a Call Off Agreement under the Single Supplier Framework Agreement for the provision of Front  
Office Counter Services and other Related Services (the "Framework Agreement") and has been  
agreed pursuant to Clause 2.2 of the Framework Agreement and the Call Off Process.   

1. Call Off Term  

1.1 The Call Off Term will begin on the date hereof and will continue for the initial term set out in  
Clause 2.11 of the Framework Agreement. The Parties agree that for the purposes of Clause  
2.11 of the Framework Agreement, the Initial Term of this Call Off Agreement shall be three  
(3) years. For the avoidance of doubt, the provisions set out in Clause 2.1.1 of the Framework  
Agreement which permit extensions of up to three further years or longer shall not apply in  
respect to this Call off Agreement.   

1.2 The Parties may extend the Call Off Term in accordance with Clause 57.2 of the Framework  
Agreement as varied by paragraph 1 of Annex 11 (Other Variations).   

2. Terms of the Call Off Agreement  

2.1 Subject to Clause 2.6 of the Framework Agreement, the terms of the Framework Agreement  are 
expressly incorporated by reference into this Call Off Agreement, except as otherwise  varied 
herein.   

2.2 All words and expressions defined in the Framework Agreement shall have the same meaning  and 
constructions when used in this Call Off Agreement unless expressly stated otherwise  herein. 
In the event of any conflict between the definition of any word and/or expression as  defined in 
the Framework Agreement and the definition of any word and/or expression as  defined in this 
Call Off Agreement, then the definition of such word and/or expression as  defined in this Call 
Off Agreement shall prevail. Any defined terms specific to this Call Off  Agreement shall be set 
out at the start of the relevant Annex to this Call Off Agreement.   

2.3 Subject to Clause 2.7 of the Framework Agreement, the Parties may agree to vary the terms  of the 
Framework Agreement which are incorporated by reference into this Call Off Agreement,  and 
all such variations shall be documented in Annex 11 (Other Variations) hereof.   

2.4 The Contractor confirms that where it is aware that the implementation of this Call Off  Agreement 
may affect other Services provided under the Framework Agreement it has, before   
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the Effective Date of this Call Off Agreement, disclosed the same to the Authority, the Lead  
Authority and to all other affected Service Recipients.   

3. Authority Requirements  

3.1 The detailed Authority Requirements applicable to this Call Off Agreement are as set out in  Annex 
1 hereof.   

4. Service Levels and Service Credits  

4.1 The Service Levels and Service Credits applicable to this Call Off Agreement, which have  been 
agreed by the Contractor and the Authority pursuant to the Call Off Process are as set  out in 
Annex 2 (Service Levels and Service Credits) hereof. The provisions relating to Service  
Levels and Service Credits which have been amended as appropriate from Schedule 2.2  
(Service Levels and Service Credits) of the Framework Agreement are as set out in Annex 2  
(Service Levels and Service Credits) hereof.   

5. Contractor Solution   

5.1 The detailed Contractor Solution applicable to this Call Off Agreement (based upon the outline  
Contractor Solution in Schedule 4.1 (Contractor Solution) of the Framework Agreement) is as  
set out in Annex 3 (Contractor Solution) hereof.   

5.2 If the Contractor identifies any material conflict between the Authority Requirements and the  
Contractor Solution the Contractor may notify the Authority and the Parties shall use their  
respective reasonable endeavours to resolve the conflict. If the conflict cannot be resolved to  
the Authority's satisfaction within 5 Working Days of such notice (or such longer period as the  
Parties may agree in writing) the Authority shall have the right to notify the Contractor that the  
Authority Requirements shall take precedence (in accordance with Clause 1.5 of the  
Framework Agreement).   

6. Authority Responsibilities  

6.1 The detailed Authority Responsibilities applicable to this Call Off Agreement are as set out in  
Annex 4 (Authority Responsibilities) hereof.   

7. Implementation   

7.1 The Detailed Implementation Plan shall be developed in accordance with Clause 4  
(Implementation Plan) of the Framework Agreement and the applicable procedures in  
Schedule 6.1 (Implementation Plan) thereof. The Parties agree that there is no Outline  
Implementation Plan and that the Detailed Implementation Plan shall be developed without  
reference to such plan.   

8. Charges and Invoicing  

8.1 The Charges applicable to this Call Off Agreement (based upon the Charges in Schedule 7.1  
(Charges and Invoicing) of the Framework Agreement and the Financial Model set out in  
Schedule 7.5 (Financial Model) of the Framework Agreement and agreed in accordance with  
Clause 2.12 of the Framework Agreement) are as set out in Annex 6 (Charges and Invoicing)  
hereof. The invoicing procedures applicable to this Call Off Agreement are as set out in  
Clause 20 (Charges and Invoicing) of the Framework Agreement and, amended as 
appropriate  from Schedule 7.1 (Charges and Invoicing) of the Framework Agreement, Annex 
6 (Charges  and Invoicing) hereof.   
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9. Financial Model  

9.1 The detailed Financial Model applicable to this Call Off Agreement (based upon the Financial  
Model in Schedule 7.5 (Financial Model) of the Framework Agreement) is as set out in Annex  
7 (Financial Model) hereof.   

10. Governance  

10.1 The governance applicable to this Call Off Agreement is as set out in Schedule 8.1  (Governance) 
of the Framework Agreement. The Parties acknowledge that they are bound  by the 
procedures in Schedule 8.1 (Governance) of the Framework Agreement where either  Party 
requests a reference to the Framework Board in accordance with that Schedule 8.1  
(Governance).   

11. Key Personnel  

11.1 The Key Personnel applicable to this Call Off Agreement are as set out in Annex 8 (Key  
Personnel) hereof. Any change to Annex 8 (Key Personnel) shall be subject to Clauses 31.6  
to 31.12 of the Framework Agreement.   

12. Pensions  

12.1 The pensions provisions and obligations applicable to this Call Off Agreement are set out in  
Annex 9 (Pensions) hereof.   

13. Insurance Requirements  

13.1 The insurance requirements applicable to this Call Off Agreement (based upon the template  
insurance requirements set out in Schedule 2.6 (Insurance Requirements) of the Framework  
Agreement) are set out in Annex 10 (Insurance Requirements) hereof.   

14. Other Variations  

14.1 Any other variations to the terms of the Framework Agreement incorporated by reference  herein 
shall be agreed in accordance with Paragraph 2.3 of this Call Off Agreement and shall  be 
documented in Annex 11 (Other Variations) hereof.   

15. Step-In Rights  

15.1 The provisions of Clause 63 (Step In Rights) of the Framework Agreement shall not apply  under 
this Call Off Agreement except as may be agreed otherwise by the Authority and the  
Contractor from time to time pursuant to the Change Control Procedure.   

16. Formation of Call Off Agreement  

The execution of this Call Off Order Form by each of the Contractor and the Authority shall  
create a valid and legally binding contract comprising the Clauses of and Schedules to the  
Framework Agreement which are stated in Clause 2 (Contracting Capacity and Arrangements  
for Call Off Agreements) of the Framework Agreement to be incorporated into the Call Off  
Agreement as amended and supplemented by this Call Off Order Form.   

17. Status of Postmasters   

In this Call Off Agreement the Contractor's Postmasters shall be treated as:   
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17.1 Contractor Personnel for data protection and information security purposes and not as Sub 
processors. Any activity undertaken by an employee of a Postmaster in relation to data shall  
be deemed to be activity undertaken by the Postmaster and such employees shall not be  
treated as Sub-contractors or Sub-processors; and   

17.2 Sub-contractors for all other purposes under this Call Off Agreement.   

18. Status of REDACTED   

The Parties agree that REDACTED shall be appointed as a Material Sub-contractor for the 
purpose of  the Framework Agreement and this Call Off Agreement and that (i) the Contractor 
shall  promptly take such steps and agree such changes to the Framework Agreement with 
the Lead  Authority as may be necessary to give effect to such appointment; and (ii) until such 
time as  the appointment is formally made under the Framework Agreement, REDACTED 
shall be deemed to  be a Material Sub-contractor for the purpose of this Call Off Agreement 
with effect from the  Effective Date.   

SIGNED for and on behalf of THE MINISTER  
FOR THE CABINET OFFICE by   

Signature   

REDACTED 

Name   
SIGNED for and on behalf of POST OFFICE  
LIMITED by   

Signature   

REDACTED 

Name   

Position   
REDACTED 

Position   
REDACTED  

Date   

Date   
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ANNEX 1 – AUTHORITY REQUIREMENTS  

Contents   

1. INTRODUCTION   

2. ACCESSIBILITY   

3. GENERAL REQUIREMENTS   

4. DIGITAL REQUIREMENTS   

5. COMPLIANCE   

6. TRAINING   

7. SECURITY   
8. NOT USED   

9. SERVICE STANDARDS   

10. MANAGEMENT INFORMATION   

11. COMPLAINTS   

12. WHISTLEBLOWING   

13. SOCIAL VALUE   

APPENDIX 1 – LOT 1   

APPENDIX 2 – MVP SERVICE DESIGN   

APPENDIX 3 – ADDITIONAL DOCUMENTATION REQUIREMENTS   

1. INTRODUCTION   

Our mission is to build one fast, simple and secure way for people to access government services. The  
One Login product is replacing circa 180 ways to log in and 44 different ways to prove your identity with  
one single ubiquitous account and product suite.   

In order to do this the Authority needs to provide a broad range of options that will support different 
user  groups to successfully access government services. For user groups with photo ID, standard 
financial  footprints and high digital literacy this is relatively straight forward.   

However, One Login’s success will not be measured by our ability to meet the needs of this group, it  
will be measured by our ability to provide an efficient digital service to people who have low or no digital  
skills, no photo ID and limited financial footprints because they don’t own their own homes or have 
loans  or credit cards.   

With this in mind, One Login is developing a number of different offerings to increase inclusion for its  
service.   

The Contractor’s service is part of our inclusion strategy. The value of providing a face to face offline  
channel is primarily twofold:   

1. To enable us to support a wide range of additional document sets quickly   
2. To provide some support for low digital skilled users who have photo ID but need a little help.   

One Login is a GMPP programme that is delivering both incrementally and at pace. It is leveraging a  
test and learn approach.   
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The Authority would like to work collaboratively with the Contractor. The Authority's intention is to  
increase the number of document types that can be used to support users to prove their identity thus  
increasing the inclusion of the One Login Product.   

The Authority will need the Contractor to support further enhancing the inclusion of the face-to-face  
offline channel service to better support citizens who face barriers to proving their ID - e.g. via; 
improved  access, additional documents that will support ID-challenged groups, and technical 
innovations to  support Assisted Digital interactions in a cost-effective manner. Such developments 
shall be discussed  with the Contractor and agreed changes managed through the Change Control 
Procedure.  

Leveraging a face to face offline channel shift service is new to the Authority, therefore we want to start  
small, prove out some technical concepts and ameliorate some challenges. The Authority is proposing  
therefore to start with a limited set of documents for the initial phase (as set out in paragraph 5 of the  
Functional Requirements sub-section of the General Requirements section below), learn lessons from  
their inclusion and then add additional options over time as our understanding of user needs and  
behaviour grows over time.   

Lot 1 enabling the following services:   
1. face to face identity verification   
2. face to face checking and sending of documents   
3. face to face issuing of documents   
4. face to face payment acceptance and refund services   
5. face to face support for citizens applying for services using electronic devices (such as  

tablets)   
6. Review and assess identity evidence against required standards, templates and  

biometric features   
7. Other related services where customers may find face to face help useful   

The ambition for the Front Office Counter Services is to support the Digital Identity Programme’s Offline  
face-to-face channel shift verification journey, namely supporting citizens who cannot get verified via  
other channels to successfully verify themselves using an offline face-to-face channel.   

The target state is for the face-to-face offline channel to be used by individuals who need it most, with  
other verification methods used in the first instance (i.e. online), supported by customer services.  
However, to design a truly inclusive Digital Identity service, the Authority must offer a face to face 
offline  channel for users who would otherwise be excluded by the online routes (e.g. those with access 
needs,  low digital skills, etc).   

Capitalised terms and expressions used in this Annex 1 - Authority Requirements shall have the  
meanings given in Framework Schedule 1 (Definitions) and/or Attachment 1 (Definitions) to Annex 11  
of this Call Off Agreement, unless otherwise defined herein.   

Data Protection. The Authority anticipates that the Authority will be the Controller and the Contractor  
will be the Processor for the purposes of the Data Protection Legislation. The processing of Personal  
Data in connection with this contract will be governed by and carried out in accordance with clause 43  
and Schedule 9.4 (Processing, Personal Data & Data Subjects) of the Framework Agreement.   

2. ACCESSIBILITY   

1. The Contractor shall ensure that identity verification services are made available in the agreed  
upon locations during standard branch opening hours.   

2. The Contractor shall ensure that all Outlets used in the delivery of any services under this  
agreement remain compliant with the Equality Act 2010 (Equality Act). The Contractor shall  
align to the principles set out in the Public Sector Equality Duty pages on GOV.UK  
(www.gov.uk/government/publications/public-sector-equality-duty), which in summary aim to:   

1. Eliminate unlawful discrimination, harassment and victimisation and other conduct  
prohibited by the Act.   
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2. Advance equality of opportunity between people who share a protected characteristic  
and those who do not, and   

3. Foster good relations between people who share a protected characteristic and those  
who do not.   

The Equality Act also explains that advancing equality of opportunity involves having due 
regard  for the need to:   

1. Remove or minimise disadvantages suffered by people due to their protected  
characteristics.   

2. Take steps to meet the needs of people with certain protected characteristics where  
these are different from the needs of other people, and   

3. Encourage people with certain protected characteristics to participate in public life or in  
other activities where their participation is disproportionately low.   

3. The Contractor shall collaborate with the Authority to help provide a service delivery model that  
meets these objectives and promotes equality during the contract term.   

4. The Contractor shall advise customers on how to access the Authority’s GOV.UK One Login  
services in accordance with these requirements. This may include re-directing them to the  
Authority’s online services if beneficial to the user.   

3. GENERAL REQUIREMENTS   

The initial phase will cover the implementation of a face to face verification process for users with  
documents as specified in the Functional Requirements below. This phase will be considered complete  
once a volume of users determined to be material (circa 1,000+) have successfully verified through the  
face-to-face offline channel route.  

Over the duration of this Call Off Agreement, The Authority anticipates the face to face offline channel  
verification to be delivered in a number of phases as we scale volumes, functionality and iterate  
provision in line with changing user needs and continuous improvement. Following the initial phase of  
integration, the Authority would expect to expand our offering to support new users. These changes will  
be handled in accordance with standard contractual variation procedures if required.  

Later phases of development of the Face-to-Face offline channel verification process will gradually  
expand the total number of documents offered for in-person verification. This will aim to offer a  
comprehensive set of supported documents so as to cover the majority of the prospective users. The  
Authority will communicate any specific requirements to the Contractor on the inclusion of these  
additional document types (see Appendix 2) once a decision has been taken as to which documents  
should be supported. Furthermore, the Contractor will need to communicate the mechanisms and costs  
associated with adding any additional document types to the Authority. Changes related to the 
inclusion  of additional documents will be handled in accordance with the Change Control Procedure.  

Functional Requirements  

Alongside the journey flow in Appendix 1, the Contractor Office must implement a solution which meets  
the following requirements:   

1. Provide an endpoint for the creation of an identity verification session   
2. Provide an endpoint for the retrieval of the Contractor’s outlets offering identity verification when  

called using a UK postcode   
3. Provide the Authority with formatted customer letters, including QR codes, to be shared with  the 

user by the Authority following the creation of the session.   
4. Provide the ability for the Authority to add an expiry date to the customer letter   
5. For the initial phase (as set out above), accept only the following documents (with any changes  

to this document set being subject to the Change Control Procedure):   
1. NFC Chipped Passport   
2. Non-Chipped Passport (where MRZ is available only)   
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3. UK Driving Licence   
4. Biometric Residence permit (BRP)   
5. EU/EEA Driving Licence   
6. EU/EEA National Identity Cards   

6. Validate that the identity document presented:   
1. Is genuine, as per GPG45 relevant standards (to enable the Authority to map a GPG45  

score)   
2. Matches the document named in the decision letter   
3. Is in date, as defined by:   

1. UK NFC Chipped Passport - within 18 months post expiry date   
2. Other NFC Chipped Passport - within expiry date   

3. Non-Chipped Passport (where MRZ is available only) – within expiry date   
4. UK Driving Licence - within expiry date   

5. Biometric Residence permit (BRP) - within expiry date   
6. EU/EEA Driving Licence - within expiry date   
7. EU/EEA National Identity Cards - within expiry date   

7. Process user data in accordance with clause 43 and Schedule 9.4 (Processing, Personal Data  
& Data Subjects) of the Call Off Agreement.   

8. Keep audit logs of the users interaction with the Contractor for a period as agreed with the  
Authority.   

9. Persist a transaction tracing ID (“user_tracking_id”) through from the creation of the session  
through to identity verification and provision of session report to the Authority.   

10. Embed error handling at all points in the service to allow for continuity of service should errors  
be encountered   

11. Following identity verification, provide the Authority with a session report to include:  
1. Legible scans of the document   
2. A picture of the user. The image should be a minimum of 720p resolution and be usable  

for identity verification.   
3. A report on the checks carried out against the identity document, in compliance with  

Table One   
4. All data captured by the Contractor on the user   
5. Determination on the authenticity of the document   

12. Must check other photo and non-photo identity documents in later phases, as identified by the  
Authority, as illustrated in Appendix 2 of this Annex. The Contractor must demonstrate the  
process by which new documents would be supported, the cost expected to support  
documents, and the timescales required to support these new documents. Requests for  
changes to the service including additional document types or verification shall be managed in  
accordance with the Change Control Procedure.   

4. DIGITAL REQUIREMENTS   

Alongside the journey flow in Appendix 1 of this Annex, the Contractor’s solution must include:   

1. All service, support and operations related to the processing of Authority Data must be UK  
based. This extends to any sub-processors or ancillary activities provided by the Contractor  
and its contracted partners to support the customer journey and security of transactions. Any  
exceptions or variations must be subject to the Authority’s security team review and 
acceptance  and must be detailed in Attachment 3 to Annex 11, Security Management Plan, 
Appendix 4.   

2. The Service must record and issue to the Authority (in a format to be agreed) accurate analytics,  
including the below:   

1. Total number of users whose customer documents are scanned   
2. Total number of users who are able to complete the session (ie, bring the correct  

document, have the document scanned and have their picture taken)   
3. Total number of users unable to verify due to suspected fraud in security centre   

4. Total number of successful verifications   
3. Deployments and planned/unplanned maintenance shall be as follows:   

1. Planned maintenance should be advertised to users and the Authority at least 5 days  in 
advance of any service downtime, with an approximate resolution time shared   

2. Planned maintenance, where possible, should occur outside of normal business hours  
3. Deployments should not require any downtime or cause any session disruption   
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4. Service availability/performance shall be as follows:   
1. The service should be available 99.5% of the time during business hours. The  

Contractor must specify how they measure service availability. This should be  
assessed through the availability of the API for session configuration, results report  
retrieval and other endpoint interactions.   

2. Successful API responses (2XX, 3XX, 4XX) must be received within 2 seconds 99% of  
the time, and within 10 seconds 99.95% of the time.   

3. 5XX responses and timeouts must occur for no more than 0.05% of invocations, i.e.  the 
service must encounter fatal internal errors during less than 0.05% of submissions  4. The 
API service must be able to handle a sustained volume of 1tps, and a peak volume  of 
10tps over a 5 min period for session creation.   
5. The API service must be able to handle a sustained volume of 1tps, and a peak to 3tps  

over a 5 min period for session results and retrieval.   
5. The Services UK Geographic Coverage shall be as follows:   

1. Support the required % coverage as specified by the Authority (being 85%) of the  
overall UK population having a Contractor’s premises face to face verification within 10  
miles   

2. The existing % coverage within each nation previously provided by the Contractor is  
sufficient for the first release, however in future the Buyer will look to extend coverage  
to meet 85% of the overall UK population (including all four nations) having the  
Contractor’s premises offering face to face verification within 10 miles. The Authority  
reserves the right to amend coverage requirements, in particular to support rural areas,  
and will work with the Contractor to explore the feasibility of extending coverage in the  
relevant geographic areas as appropriate. Without prejudice to the overall 85%  
coverage requirement (as may be amended under the Change Control Procedure), all  
coverage requirements shall take into account the constraints of available outlets that  
are able to support the Service, and under no circumstances will the Contractor be  
specifically required to operate any additional outlets solely for carrying the Service.  
Any changes to the coverage requirements shall be managed in accordance with the  
Change Control Procedure.   

6. The Services shall comply with the following fraud requirements:   
1. Provide suspected fraud reports and/or suspicious activity reports as soon as possible  

to the Authority (and whenever practicable no later than the end of normal business  
hours on the next Working Day following the relevant event) - even on partial journeys  
i.e. those that are terminated by the postmaster.   

2. All security centre session activity shall be processed as soon as practicable and in  any 
event within 72 hours of the relevant notification session being created.   

3. Ensure no data loss on transfer between systems.  
4. Ensure Image data is available for 30 days.  
5. Ensure images are saved securely in line with the standards described in section 9.2. 
6. Grant the Authority’s fraud analysts access to stored images  
7. Images given to sub-contractors/3rd parties shall not be used for improving algorithms 8. 
Security centre personnel are trained to a high level to identify forged and counterfeit  
documents  
9. Ensure mitigations against insider threat are in place  

5. COMPLIANCE   

1. The Contractor shall, where requested by the Authority complete a compliance review which may  
include an audit of services rendered, performance of contractual obligations and compliance with  
the terms and conditions of the contract.   

2. In the event of an outlet (or personnel working at an outlet) ability or integrity being compromised  in 
any way, the Authority shall raise a service management incident to the Contractor. The  
Contractor will assess whether the outlet needs to cease trading the service.   

3. The Contractor shall regularly assess and monitor the performance of Postmasters and/or  
individuals and address poor performance issues. Where appropriate, the Contractor shall take   
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appropriate actions to improve the quality of services provision, without additional cost and/or  
affecting continuity of service.   

4. The Contractor shall maintain the geographical requirements as set out in the requirements, unless  
expressly agreed otherwise in writing with the Authority.   

5. The Contractor shall provide the Authority with the details of Contractor Personnel within five (5)  
Working Days upon request. Information may include, but is not limited to the following:   

1. List of Outlets being utilised.   
2. Confirmation that Contractor Personnel have the ‘right to work in the UK’, including  

supporting evidence.   
3. List of security clearances held by Contractor Personnel including supporting evidence.   

6. The Contractor shall ensure the records of any Contractor Personnel, are kept up to date to reflect  
the validity of their security clearances and right to work in the UK. These records should be held  
in a secure manner and upon request shared with either the Authority within 5 Working Days. For  
avoidance of doubt, such records would not include any of the Contractor Postmasters’ 
employees.   

7. The Contractor must work in collaboration with the Authority to ensure that any outcomes from a  
Compliance Review are acted upon and done so in a time period determined by the Authority.   

8. The Contractor shall have robust processes in place to enable changes to the Authority’s  
processes to be implemented. The Contractor shall enact any reasonable changes within 8 weeks  
of notification.   

9. The Contractor shall have in place a robust fraud risk assessment for each of the Authority’s  
service areas as set out in these requirements, which the Contractor shall share with the Authority  
within 5 Working Days of receiving a request in writing.   

10. The Contractor shall keep a regular review of the fraud risk assessment for each service area,  
identifying and sharing known risks with the Authority. Where appropriate the Contractor shall  
share solutions to mitigate the risks identified.   

11. The Contractor shall have a robust risk management process, which is regularly reviewed to  
ensure that the Authority is not exposed to undue risk including (but not limited to) as a result of  
the delivery of other aspects of the Contractors Offices business/business model. Where a risk is  
identified which may expose the Authority to any form of risk this should be communicated within  
5 Working Days or at a time frame agreed by the Authority.   

12. Employees of subcontractors shall not keep notes or copy any information in relation to the 
citizens  personal data unless expressly linked to the process agreed by the Authority.   

13. The Contractor shall effectively and securely destroy any physical printed collateral / forms /  
documents at the request of the Authority within 5 Working Days.   

6. TRAINING   

1. The Contractor shall be responsible for the professional development, accountability and quality  of 
the Contractor Personnel. Where any member of the Contractor Personnel is not directly  
employed, the Contractor shall still remain responsible for ensuring that they have the correct level  
of professional development, training, and quality to perform their responsibilities in the  
performance of any contract under this agreement.   

2. The Contractor shall have processes in place to ensure training can be mobilised to implement  new 
services. This training must conform to the requirements of the Authority and be rolled out  across 
the network of outlets that will be utilised in the delivery of the Authority services in a timely  
manner. Contract change management processes will be utilised where the Authority makes a  
change to their use of the service requiring changes to training provided.   
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3. The Contractor shall, upon notification of changes to an existing service, work with the Authority to  
amend any training and ensure the Contractor Personnel are adequately trained within 8 weeks of  
appointment.   

4. The Contractor shall ensure that the training is effective, where possible using testing to provide  
assurance.   

5. The Contractor shall ensure that all Contractor Personnel receive training on the Data Protection  
Legislation and evidence of this training must be maintained for the duration of the Call Off  
Agreement. This may be requested by the Authority, and must be supplied within 5 Working Days.   

7. SECURITY   

1. The Contractor shall ensure that (i) all Contractor Personnel are security cleared to the appropriate  
level as specified by the Authority prior to them undertaking work on this Call off Agreement; and  
(ii) all services involving the processing of Authority Data are provided from within the UK.   

2. As a minimum the Contractor shall ensure that all Contractor Personnel have passed a security  
clearance to Baseline Personnel Security Standard (BPSS) or an equivalent of BPSS in  
accordance with the government baseline personnel security standard  
(https://www.gov.uk/government/publications/government-baseline-personnel-security-standard).  
It will be the responsibility of the Contractor to ensure that this minimum standard is met 
throughout  the duration of the Call Off Agreement.   

3. The Contractor shall ensure that Contractor's Personnel are made aware of and comply with the  
Contractor’s confidentiality obligations under clause 45 of the Framework Agreement.   

4. The Contractor must maintain accurate records in a secure manner to evidence compliance with  
the vetting requirements and/or any additional requirements set out by the Authority during the  
term of this Call Off Agreement. These must be provided to the Authority upon request within 5  
Working Days.   

5. In line with government approved standards and industry best practice, the Contractor may be  
required to implement physical, technical, personnel and procedural security controls as part of a  
layered or defence in depth approach to security that effectively balances prevention, detection,  
protection and response. The Contractor shall be responsible for the costs of developing and  
implementing such controls, provided that if following the Effective Date there is a new or 
amended  mandatory standard that solely impacts the Authority and/or this Call Off Agreement 
(and not any  other customer or contract of the Contractor) the Parties shall discuss how the 
standard should be  met and the treatment of the Contractor's costs.   

6. The Authority may, on giving reasonable notice in writing, carry out an annual review of the  
Contractor’s compliance with the Security Schedule to ensure appropriate physical security  
protections are in place to reduce the risk to the Authority and their assets.   

7. The Contractor shall ensure that a robust Security Incident/Breach procedure is in place, which  
upon request of the Authority shall be provided in accordance with the Security Schedule.   

8. The Contractor shall inform the Authority within 24 hours of any compromise to the Contractor’s  
and/or Buyers’ assets, including but not limited to data breaches in accordance with the Security  
Schedule.   

9. The Contractor shall ensure that its BCDR process and that of its subcontractors do not breach  UK 
GDPR or the Data Protection Act 2018.   

10. The Services must be delivered as per the GDS Service Manual (e.g. agile delivery aligned to  
scrum methodology) or other methodologies as required.   

11  

PROTECT - COMMERCIAL   
DocuSign Envelope ID: 021407B7-CE3C-49CF-8F99-AF633C9E8CDC 



11. The Contractor shall comply with the Security Schedule (subject to the deviations set out in  
Appendix 1 of Annex 3 (Contractor Solution)) and shall in addition:   

(a) provide a Security Management Plan for approval by the Authority within 20 days of the  
commencement of this Call Off Agreement; and   

(b) engage in security management reviews with the Authority as required.   

8. NOT USED  

9. SERVICE STANDARDS   

1. This section describes the required standards that the Contractor shall be obligated to comply with  
as part of the delivery of this Call Off Agreement.   

2. The Contractor shall at all times during the term of this Call Off Agreement, comply with the  Standards 
and must be certificated in the following Standards by the end of the first contract year:  a) Service 
Management Standards   

● ISO 9001 - Certified   
● ISO 14001 - Certified   

b) Information Security Management Standards   
● ISO 27001: 2017 - Certified   

3.The Authority shall not be liable for any costs of implementing these Standards and the full cost of  
implementation shall be borne by the Contractor.   

10. MANAGEMENT INFORMATION   

1. Notwithstanding the requirements set out in Framework Schedule 5 (Management Charges and  
Information), this section describes the additional mandatory Management Information, monitoring  
and data reporting requirements that the Contractor must fulfil as part of the delivery of the Call off  
Agreement.   

2. The Authority may request data and reports on an ad hoc basis to assist with Parliamentary  
Questions (PQs). Where data and a structured report is available, the Contractor shall provide  
within one Working Day of request by the Authority the required data. Where a report is not  
available the Contractor shall provide the required data to the Authority within 72 hours. The  
Contractor shall provide the Authority with data in relation to the number of complaints received on  
a quarterly basis. This data must inform the Authority at a minimum about:   

1. total volume of complaints   
2. the volume upheld   
3. the volume which were considered unfounded   
4. the volume by service delivery   
5. volume by location   

3. The Contractor, working together with the Authority, must be able to contribute to the effective  
measurement of change in user behaviour across various services. For example a methodology  
to measure a change in usage from paper applications to digital solutions.   

4. The Contractor shall provide the Authority, with regular management information (weekly updates,  
at a minimum, from the outset) about, but not limited to:   

1. the volume of applications processed,   
2. the volume of declined applications (citizen)   
3. broken down by reason   
4. geographical location of usage   
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5. number of outlets available   
6. utilisation per outlet   
7. journeys flagged as suspicious by:   

o type of fraud / document   
o time of fraud   
o location of fraud   
o action taken   

5. The Contractor shall produce and provide to the Authority any requested tailored/non-standard  
Management Information reports as may be reasonably requested by the Authority from time to  
time which shall be provided free of charge, for example Equality and Diversity Monitoring.   

6. The Contractor shall provide MI on the performance of the service via scheduled or ad hoc reports.  

11. COMPLAINTS   

This section describes the additional mandatory complaints procedures that the Contractor must fulfil  
as part of the delivery of this Call Off Agreement.   

1. The Contractor shall have in place robust and auditable procedures for logging, investigating,  
managing, escalating and resolving complaints initiated by users, its representatives and/or its  
customers, employees and contractors. The procedure should allow for the identification and  
tracking of individual complaints from initiation to resolution.   

2. A clearly defined complaints procedure is required which sets out timescales of the action that shall  
be taken and includes timescales of when matters shall be escalated.   

3. The Contractor shall ensure that any complaints received directly from a user who are encountering  
problems whilst trying to use a service are dealt with as a matter of priority.   

4. Complaints made by a user or the Authority should be acknowledged within 24 hours of the  
complaint being received by the Contractor. Thereafter updates on how the Contractor is 
proactively  working to seek a resolution of the complaint should be made by the Contractor to the 
user or the  Authority at regular intervals, until a satisfactory resolution has been agreed which is 
mutually  acceptable to both parties. As a minimum, complaints shall be acknowledged within 24 
hours, and  where possible, the majority of complaints shall be satisfactorily resolved within 5 
Working Days, or  at time period in agreement with the Authority.   

5. The Contractor shall provide comprehensive reports on all complaints to the Authority on a monthly  
basis or as agreed within this Call Off Agreement. These reports shall include the date of the  
complaint was received and resolved, complainant contact details, the nature of the complaint and  
actions agreed and taken to resolve the complaint.   

6. The level and nature of complaints arising and proposed corrective action shall be reviewed by the  
parties periodically, as appropriate according to the numbers of complaints arising, and in any 
event  at intervals of 3 months.   

12. WHISTLEBLOWING   

1. The Contractor shall throughout the term of this Call Off Agreement put in place, maintain and  
comply with a policy that enables Contractor Personnel to voice concerns in a responsible and  
effective manner, this includes where a Contractor Personnel member and other members of your  
organisation discovers information which they believe shows serious malpractice or wrongdoing  
within the organisation. The policy shall allow for this information to be disclosed internally without  
fear of reprisal, and there should be arrangements to enable this to be done independently of line  
management. The policy shall include:   

13  

PROTECT - COMMERCIAL   
DocuSign Envelope ID: 021407B7-CE3C-49CF-8F99-AF633C9E8CDC 



1. Details of The Public Interest Disclosure Act, which came into effect in 1999 and gives  
legal protection to employees against being dismissed or penalised by their employers  
as a result of publicly disclosing certain serious concerns.   

2. Details of a prescribed person or body if an individual feels they cannot go to their  
employer. B  

13. SOCIAL VALUE   

1. Social Value legislation places a legal requirement on all public bodies to consider the additional  
social, economic and environmental benefits that can be realised for individuals and communities  
through commissioning and procurement activity, and, in Scotland, to deliver them. These benefits  
are over and above the core deliverables of Contracts. General information on the Social Value  
Act can be found here.   

2. Recent guidance published in Procurement Policy Note 06/20  
(https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/fi 
le/921437/PPN-06_20-Taking-Account-of-Social-Value-in-the-Award-of-Central-Government 
Contracts.pdf) requires that Social value should be explicitly evaluated in all central government  
procurement rather than just ‘considered as required under the Public Services (Social Value) Act  
2012. Updated social value themes for public bodies can be found on this link.   

3. The following Social Value priorities are intrinsic to the specification for this Call Off Agreement:  
1. Covid 19 Recovery   
2. Tackling economic inequality   
3. Fighting Climate Change   
4. Equal Opportunity   
5. Wellbeing  

4. The Authority may identify further specific Social Value priorities based on the updated social value  
themes during a Call-Off Procedure.   

5. The Contractor shall be prepared to provide delivery plans and reporting of impacts and  
performance of social value to buyers (e.g. method statements and KPIs), as may be required by  
the Authority.   

APPENDIX 1 – LOT 1   

1. The Contractor shall provide Front Office Counter Services throughout the United Kingdom via a  
network of outlets which provide face to face support to users. These services must be accessible  
in line with the mandatory requirements set out above.   

2. The services the Contractor must be able to provide include, but are not limited to:   

1. face to face documentation checks   
2. face to face identification verification   
3. face to face issuing service   

3. The Contractor should have a robust management process in place to deliver high volume  
requirements across the whole of the United Kingdom.   

Documentation Checks - In Person   

4. The Contractor shall provide a comprehensive face to face document checking service. This service  
will include, but is not limited to, the following requirements:   

1. To provide guidance in person on the general process and manage citizens  
expectations about the process in line with the Authority’s guidance.   
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5. The Contractor shall be responsible for all administrative costs associated with the delivery of the  
document checking services.   

6. The Contractor shall ensure that any documents provided in support of the forms are acceptable in  
accordance with the Authority’s requirements.   

7. Where necessary, the Contractor may make direct contact with the Authority (via a telephone or  
online) to resolve real time issues and seek guidance.   

Documentation Checks - Digital   

8. The Contractor shall provide a comprehensive face to face electronic document checking service.  
This service will include, but is not limited to, the following requirements:   

1. Face to face capture personal details on behalf of the citizen  electronically. 
Electronically send this information to a format and schedule agreed by  the Authority.  

9. The Contractor shall ensure it has the capability to design, build and manage the requirement for  
the electronic transfer of data in accordance with the guidance provided by the NCSC on Security  
Design Principles (https://www.ncsc.gov.uk/collection/cyber-security-design-principles) and Using  
TLS to protect data (https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data). These shall be  
provided via standardised approaches, frameworks and languages for API integration (for example  
JSON/XML), but on occasion may require more bespoke solutions.   

10. Where there are investment costs to deliver the Authority needs these will be agreed at Call Off  
Stage and be charged separately.   

11. The Contractor shall ensure it has the technical expertise and capability to capture data in line with  
the Authority needs using its own IT infrastructure (including assistive technology such as tablets),  
including the reading of barcodes and/or QR as a form identification tool.   

12. The Contractor shall be responsible for all administrative costs associated with the delivery of the  
digital document checking services, including service and maintenance costs for any system / IT  
requirements.   

13. The Contractor shall ensure that any documents provided in support of the citizens forms are  
acceptable in accordance with the Authority’s requirements.   

Identity Checks   

14. The Contractor shall provide a comprehensive face to face identity checking service, including the  
capability to check physical and digital identification documents. This service will include, but is not  
limited to, the following requirements:   

1. face to face review of the citizens evidence of identity to ensure compliance with the  
Authority’s requirements   

2. To check for any potential fraudulent evidence as part of the Authority’s   
3. processes   
4. To make copies of any evidence provided by the citizens in line with the Authority’s  

requirements.   
5. To provide guidance on the general process and manage citizens expectations about  

the process in line with the Authority’s guidance.   

15  

PROTECT - COMMERCIAL   
DocuSign Envelope ID: 021407B7-CE3C-49CF-8F99-AF633C9E8CDC 



15. The Contractor shall ensure that all validation and verification checks are compliant with the Good  
Practice Guidance 45 (www.gov.uk/government/publications/identity-proofing-and-verification-of 
an-individual) or any updated guidance set out on behalf of the public sector. The Contractor shall  
ensure it has the capability to work with the Authority to align to their needs, including the 
necessary  confidence level set out in the GPG45 (Low - Very High) and their respective 
processes.   

16. The Contractor shall have the capacity to manage these checks, which may take up to 15 minutes  
(longer in some instances) to process across the network of outlets.   

17. The Contractor shall have the capacity to review and check the validity of a multitude of 
documents,  not limited to the following documents, as per agreed scope of initial phase   

1. NFC Chipped Passport   
2. Non-Chipped Passport (where MRZ is available only)   
3. UK Driving Licence   
4. Biometric Residence Permit (BRP)   
5. EU/EEA Driving License   
6. EU/EEA National Identity Cards   

18. The Contractor shall have the capability to integrate digital solutions such as real time eligibility  
checks into their processes and service offering. Requests to add documents for verification or  
additional checks to the process shall be managed in accordance with the Change Control  
Procedure.   

19. The Contractor shall verify the identification of the citizen by reviewing the evidence/documents  
provided by ensuring they are genuine and correspondent to the citizen in line with the Authority’s  
guidance.   

20. The Contractor shall have robust measures in place to identify where there is a risk of fraud, and  
appropriate measures to escalate any incidents to the Authority to mitigate the risk of fraud.   

APPENDIX 2 – MVP SERVICE DESIGN  

1. Prior to attending the outlet the user will have carried out the following:   
a. Creation of a GOV.UK Account   

b. Chosen a route for identity verification requiring an face to face identity check   
c. Affirmed that they carry one of the documents (which once checked will   

 meet the Buyer’s identity needs) within the appropriate validity window, as agreed in   
 section 3:   

1. NFC Chipped Passport   
2. Non-Chipped Passport (where MRZ is available only)   
3. UK Driving Licence   
4. Biometric Residence Permit (BRP)   
5. EU/EEA Driving Licence   
6. EU/EEA National Identity Cards   

d. Choose which of the above documents they will carry to the Contractor’s outlets.  e. 
Provided their full name, full postal address, date of birth and email/SMS contact   details   
f. Selected outlet near them to have their documents verified in   
g. Confirmed that they will attend the outlet for face to face verification   
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2. A request will be made from the Buyer to the Contractor to create a session and customer letter.  
This request will include, at a minimum:   
a. A correlation/tracing ID (“user_tracking_id”)   
b. The name of the user   
c. The date of birth of the user   
d. The address of the user   
e. The document (or, in future, documents) the user will be bringing to the Contractor   
premises   
f. An indication that a customer letter should be shared with the Authority (Ie, “IN   
STRUCTIONS_EMAIL_REQUESTED” enabled)   

g. The Contractor that they will be attending to verify their identity documents   

3. The Contractor Personnel will confirm that a session has been created.   

4. The Contractor's Personnel will confirm to the Authority that a customer letter is available for  the 
user   

5. the Authority will retrieve the customer letter and forward to the user internally   

6. Later, the user will visit their chosen outlet which offers identity verification with their customer  
letter. They should go through the below process in a local branch:   
a. The Contractor Personnel must scan the QR code contained in the user’s letter  b. The 
Contractor Personnel must validate that the user has brought the correct docu  ment, as per 
their customer letter   
c. The Contractor Personnel must validate that the picture in the identity document   
matches the user   

d. The Contractor Personnel must check that the document is valid and genuine   
e. The Contractor Personnel must take a picture of the user   

f. The Contractor Personnel must take a picture of the user’s identity document   
g. (If the user has a passport) The Contractor Personnel must perform an NFC scan of   the 
user’s identity document   
h. If the documents do not meet the required standard (through fakery, fraudulence, etc)   then 
the user should be informed and the session should be ended.in this scenario,   data must be 
provided to the Authority on the reason the session was ended   

7. Once the user’s identity check is completed by the Contractor Personnel, the Contractor  
Personnel must upload the doc images and photograph and forward this session data onto the  
Contractor’s Security Centre to complete additional document and face match checks, when  
required by the Authority.   

8. The Contractor’s Security Centre must evaluate the user’s identity document submission, and  
then notify the Authority of the outcome through sharing a single session report to include the  
scanned identity document and image of the user, along with confirmations of the process  
carried out to validate the user's identity document.   

APPENDIX 3 – ADDITIONAL DOCUMENTATION REQUIREMENTS  

Beyond Phase One Documentation Assessment Criteria   
The below list records the different pieces of evidence that may be required in the future. Should  
support for these documents be required, the Authority will provide sufficient notice via the Change  
Control Procedure.   

● Council Regulation (EC) No 2252/2004   
● Northern Ireland Voters Card   
● US passport card   
● Retail bank/credit union/building society current account   
● Student loan account   
● Bank credit account (credit card)   
● Non-bank credit account (including credit/store/charge cards)   
● Bank savings account   
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● Buy to let mortgage account   
● Digital tachograph card   
● Armed forces ID card   
● Proof of age card issued under the Proof of Age Standards Scheme (containing a unique  

reference number)   
● Secured loan account (including hire purchase)   
● Mortgage account   
● 2006/126/EC   
● Firearm Certificate   
● DBS Enhanced Disclosure Certificate   
● HMG issued convention travel document   
● HMG issued stateless person document   
● HMG issued certificate of travel   
● HMG issued certificate of identity   
● Birth Certificate   
● Adoption Certificate   
● UK asylum seekers Application Registration Card (ARC)   
● National 60+ bus pass   
● Unsecured personal loan account (excluding pay day loans)   
● An education certificate gained from an educational institution regulated or administered by a  

Public Authority (e.g. GCSE, GCE, A Level, O Level)   
● An education certificate gained from a well recognised higher   
● educational institution   
● Residential property rental or purchase agreement   
● Proof of age card issued under the Proof of Age Standards Scheme (without a unique  

reference number)   
● Police warrant card   
● Freedom pass   
● Marriage/Civil Partner certificate   
● Fire brigade ID card   
● Non bank savings account   
● Mobile telephone contract account   
● Buildings insurance   
● Contents insurance   
● Vehicle insurance   
● Home Office Travel Doc   
● Fixed the line telephone account   
● Gas supply account   
● Electricity supply account   
● P45   
● Financial Statement   
● Benefit Statement   
● Mortgage Statement   
● P60   
● Central or Local entitlement document   
● Police Bail Sheet   
● Letter from Local Authority   
● DBS Enhanced Disclosure Certificate   
● HMG issued convention travel document   
● HMG issued stateless person document   
● HMG issued certificate of travel   
● HMG issued certificate of identity   
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ANNEX 2 – SERVICE LEVELS AND SERVICE CREDITS  

1. Scope   
This Annex 2 sets out the Service Levels which the Contractor is required to achieve when  
delivering the Services, the Service Credits which the Contractor is required to pay for failing  
to meet a Required Service Level, the Notification Thresholds, Termination Thresholds and  
the method by which the Contractor's performance of the Services will be monitored. This  
Annex comprises:   

1.1 Part A: Service Levels and Service Credits;   

1.2 Appendix 1 to Part A - Service Levels Detailed Descriptions;   

1.3 Appendix 2 to Part A - Summary of Service Levels and Service Credits; and   

1.4 Part B: Performance Monitoring.   

PART A  

1. Principles   
1.1 The objectives of the Service Levels and Service Credits are to:   

1.1.1 ensure that the Services are of a consistently high quality and meet the requirements of the  
Authority;   

1.1.2 provide a mechanism whereby the Authority can attain meaningful recognition of  inconvenience 
and/or loss resulting from the Contractor's failure to deliver the level of Service  which it has 
contracted to deliver; and   

1.1.3 incentivise the Contractor to meet the Service Levels and to remedy any failure to meet the  
Service Levels expeditiously.   

2. Service Levels   
2.1 The Service Levels applicable to this Agreement and their corresponding Service Credits are  set 

out in detail in Appendix 1 and Appendix 2 to this Part A.   

2.2 The Contractor shall monitor its performance of each of the Services against the Service  Level(s) 
for that Service as set out in Paragraph 2.1 and shall send the Authority a report  detailing the 
level of service which was achieved in accordance with the provisions of Part B  of this Annex 
2.   

2.3 The Contractor shall, at all times, provide the Services in such a manner that the Required  Service 
Level for each Service is achieved.   

3. Repeat and Persistent Failures   
3.1 If the Contractor fails to achieve the same Required Service Level during six (6) consecutive  

months or during six (6) months in any twelve (12) months, such failure shall be deemed to be  
a "Repeat Failure".   

3.2 In the event of a Repeat Failure, the Contractor shall:   

3.2.1 be deemed to have reached the Notification Threshold; and   
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3.2.2 take all reasonable steps to resolve the underlying cause of the Repeat Failure and prevent  
recurrence.   

3.3 The Contractor shall be deemed to have reached the Termination Threshold in the event of  two (2) 
Repeat Failures.   

4. Service Credits   
4.1 Service Credits will accrue as set out in Appendix 2 to Part A of this Annex 2 (Service Levels  and 

Service Credits).   

4.2 The liability of the Contractor in respect of Service Credits will be limited in accordance with  Clause 
55.2.5 (Limitations on Liability) of the Framework Agreement.   

4.3 The Contractor shall within ten (10) Working Days after the end of the relevant Measurement  
Period issue a credit note to the Authority for a sum equal to the Service Credits payable for  
that Measurement Period and such sum shall be recoverable by the Authority in accordance  
with the relevant provisions of Annex 6 (Charges and Invoicing).   

4.4 The Authority shall use the performance reports provided pursuant to Part B of this Annex to,  
among other things, verify the calculation and accuracy of the Service Credits, if any,  
applicable to each relevant month.   

4.5 Service Credits are a reduction of the amounts payable to the Contractor in respect of the  Services 
and do not include VAT.   

5. Nature of Service Credits   
The Contractor confirms that it has modelled the Service Credits and has taken them into  
account both in setting the level of the Charges and in calculating its Financial Model. Both  
Parties agree that the Service Credits are a reasonable method of price adjustment to reflect  
poor performance. The Parties acknowledge that the Service Credits represent a genuine pre  
estimate of the Authority's direct losses for the Service Failures to which they relate.   

6. Application of Thresholds   
6.1 If the level of performance of the Contractor of any element of a Service during the relevant  

Measurement Period:   

6.1.1 achieves the Required Service Level in respect of each element of the Service, no Service  
Credits will accrue in respect of the Services;   

6.1.2 is below the Required Service Level but above the Termination Threshold in respect of any  
element of the Service, the appropriate value of Service Credits shall be payable in respect of  
that element of the Service;   

6.1.3 is below the Notification Threshold in respect of any element of the Service, the Contractor  shall 
undertake the remedial action set out in Clause 11.3 of the Framework Agreement in  addition 
to accruing the Service Credits which are payable in respect of that element of the  Service;   

6.1.4 constitutes a Critical Service Failure, the Authority shall be entitled to terminate the Agreement  
pursuant to Clause 58.3.5 (g) (Termination Rights) of the Framework Agreement and/or seek  
damages at large in addition to accruing the Service Credits which are already payable by the  
Contractor to the Authority.   

6.2 For the avoidance of doubt, any Service Credits paid by the Contractor to the Authority in  respect 
of any Critical Service Failure in accordance with Paragraph 6.1.4 above shall be   

20   
PROTECT - COMMERCIAL   

DocuSign Envelope ID: 021407B7-CE3C-49CF-8F99-AF633C9E8CDC 



deducted from any amount of damages at large sought by the Authority in respect of such  
Critical Service Failure under Paragraph 6.1.4.   
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 APPENDIX 1 TO PART A  

Service Levels Detailed Descriptions   

Uptime   
REDACTED 

Response and resolution times for Platform issues   
REDACTED 

 

REDACTED REDACTED REDACTED 
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REDACTED 

 
Change Management SLA exclusion   

It must be noted that no service development can be deployed during a six week window in November and  
December due to a Christmas change freeze period. This is the peak time of the year for our branches  
and hence to enable effective operations we cease all change in the network to enable our postmasters to  
focus on customer service and not on service changes or training.  

Contact Details:  
Clients may email REDACTED 

Service Credits   
REDACTED.   
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APPENDIX 2 TO PART A  
 
Table - REDACTED 
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* Or different resolution times for particular incidents agreed pursuant to the "Please note" section in 
Appendix 1 to Part A above.   



PART B  

Performance Monitoring  

This Part B is to be read in conjunction with Schedule 8.1 (Governance) of the Framework 
Agreement.   

1. Principles   
1.1 This Part B provides the methodology for monitoring the Services:   

1.1.1 to ensure that the Contractor is complying with the Service Levels; and   

1.1.2 for identifying any Service Failures in the performance of the Contractor and/or 
delivery of the  Services ("Performance Monitoring System").   

1.2 Within twenty (20) Working Days of the Effective Date the Contractor shall 
provide the Authority  with a Performance Monitoring System for the 
Authority's approval (not to be unreasonably  withheld or delayed) which 
shall, as a minimum, include details of the Contractor's proposals in  
respect of the following:   

1.2.1 performance review;   

1.2 Authority audit;   

1.2.3 the processes and systems the Contractor will put in place to monitor 
effectively its performance  of the Services as against the Service Levels;   

1.2.4 the format and content of the Performance Monitoring Report; and   

1.2.5 how the Contractor will comply with the obligations set out in Part B of this Annex 2.   

1.3 The Authority shall notify the Contractor within ten (10) Working Days of its 
receipt of the draft  Performance Monitoring System of its response 
(approval or rejection) to it. The draft  Performance Monitoring System shall 
not be deemed to have been approved if no notice of  approval is given 
during such period. If the draft Performance Monitoring System is approved  
by the Authority it shall be adopted immediately.   

1.4 If the Authority gives notice of its rejection of the draft Performance Monitoring 
System, it shall  in such notice identify the changes it requires to be made 
to it. The Contractor shall amend the  draft Performance Monitoring System 
so as to incorporate the changes required by the Authority  and re-submit 
the amended draft Performance Monitoring System to the Authority for 
approval  within five (5) Working Days of receipt of the Authority's rejection 
notice. If the Authority does  not approve the draft Performance Monitoring 
System following its resubmission to the Authority  pursuant to the 
provisions of this Paragraph 1.4, the matter shall be resolved in accordance  
with the Dispute Resolution Procedure.   

1.5 The Contractor shall ensure that the Performance Monitoring System shall be 
maintained and  updated by the Contractor as may be necessary to reflect 
the then current state of the Services.  An updated Performance Monitoring 
System shall be forwarded to the Authority for approval at  least once every 
month during the Term in accordance with the agreed reporting schedule, 
and  within five (5) Working Days of receipt by the Contractor of any request 
from the Authority for  an update. The Authority shall be entitled to require 
reasonable amendments to the updated  Performance Monitoring System 
and the Contractor shall make such amendments and re  
submit a further updated Performance Monitoring System to the Authority 
for approval. Until  such time as the updated Performance Monitoring 
System is approved by the Authority the  Performance Monitoring System 
then existing (that is to say prior to the update) shall continue  to apply.   



1.6 The Parties shall consider and review the Performance Monitoring System at the 
Call Off  Performance Management Board pursuant to Schedule 8.1 
(Governance) of the Framework  Agreement.   

 1.7 The Authority shall be entitled to reasonably require changes to the Performance 
Monitoring  System, which shall be implemented in accordance with the Change Control 

Procedure.   

1.8 Without prejudice to the provisions of Paragraphs 1.5 and 1.7 of this Part B each 
of the Authority  and the Contractor shall have the right to propose any 
Changes to the Performance Monitoring  System in accordance with the 
Change Control Procedure. For the avoidance of doubt, any  requests for 
Changes to the Performance Monitoring System shall be dealt with via the 
Change  Control Procedure.   

2. Performance Monitoring and Performance Review   
2.1 Within ten (10) Working Days of the end of each month, the Contractor shall 

provide a  Performance Monitoring Report to the Authority.   

2.2 The Performance Monitoring Report shall be in the format set out in the 
Performance Monitoring  System and shall contain, as a minimum, the 
following information in respect of the month just  ended:   

2.2.1 the monitoring which has been performed in accordance with the Performance 
Monitoring  System with a summary of any issues identified by such 
monitoring including any occurrences  of the Service Failures having the 
effect of taking the Service Levels below the Notification  Thresholds;   

2.2.2 for each Service Level, the actual performance achieved over the month, and 
that achieved  over the previous three (3) months;   

2.2.3 a summary of all Service Failures that occurred during the 

Measurement Period;  2.2.4 the level of each Service Failure which 

occurred;   

2.2.5 which Service Failures remain outstanding and progress in resolving them, the 
cause of the  fault and any action being taken to reduce the likelihood of recurrence;   

2.2.6 for any Repeat Failures, actions taken to resolve the underlying cause and prevent 
recurrence;   

2.2.7 the Service Credits to be applied in respect of that month indicating the Service 
Failure(s) to  which the Service Credits relate;   

2.2.8 a rolling total of the number of Service Failures that have occurred and the 
amount of Service  Credits that have been incurred by the Contractor over the past 

six (6) months;   

2.2.9 relevant particulars of any aspects of the performance by the Contractor which 
fail to meet the  requirements of the Agreement; and   

2.2.10 such other details as the Authority may reasonably require from time to time.   

2.3 The draft Performance Monitoring Report shall be reviewed and its contents 
agreed by the  Parties at the Performance Review Meeting which 
immediately follows the issue of such report  in accordance with Paragraph 
2.5 of this Part B.   

2.4 The Contractor shall provide the Authority with a quarterly written summary of the 
Performance  Monitoring Reports that have been prepared during that 
Quarter ("Quarterly Summary"). The  Quarterly Summary shall be provided 
by the Contractor to the Authority within five (5) Working  Days of the end of 
each Quarter, and shall be reviewed at the Performance Review Meeting  
which immediately follows its issue. The Quarterly Summary shall contain 



such details as the  Authority shall reasonably require.   

2.5 The Parties shall attend Performance Review Meetings on a monthly basis 
(unless otherwise  agreed). The Performance Review Meetings will be the 
forum for the review by the Contractor  and the Authority of the 
Performance Monitoring Reports and Quarterly Summaries (where  
relevant). The Performance Review Meetings shall (unless otherwise 
agreed):   

 

2.5.1 take place within one (1) week of the Performance Monitoring Report being 
issued by the  Contractor;   

2.5.2 take place at such location and time (within normal business hours) as the 
Authority shall  reasonably require unless otherwise agreed in advance;   

2.5.3 be attended by the Contractor and the Authority; and   

2.5.4 be fully minuted by the Contractor. The Contractor shall provide to the Authority 
the prepared  minutes within two (2) Working Days from the date of the 
relevant meeting for its approval and,  once approved, the Contractor shall 
circulate the approved minutes to all other attendees at the  relevant 
meeting and to any other recipients agreed at the relevant meeting.   

2.6 The Authority shall be entitled to raise any additional questions and/or request 
any further  information regarding any Service Failure.   

2.7 The Contractor shall provide to the Authority such supporting documentation as 
the Authority  may reasonably require in order to verify the level of the 
performance by the Contractor and the  calculations of the amount of 
Service Credits for any specified period.   

3. Satisfaction Surveys   
3.1 In order to assess the level of performance of the Contractor, the Authority may 

undertake  satisfaction surveys in respect of Customers or various groups 
of Customers ("Satisfaction  Surveys"). These surveys may consider:   

3.1.1 the assessment of the Contractor's performance by Customers against the 
agreed Service  Levels; and/or   

3.1.2 other suggestions for improvements to the Services.   

3.2 The Authority shall be entitled to notify the Contractor of any aspects of their 
performance of  the Services which the responses to the Satisfaction 
Surveys reasonably suggest are not  meeting the Authority Requirements.   

3.3 The Contractor shall, as soon as reasonably practicable after notification from 
the Authority in  accordance with Paragraph 3.2 of this Part B ensure that 
such measures are taken by it as are  appropriate to achieve such 
improvements as soon as is reasonably practicable.   

3.4 All other suggestions for improvements to the Services shall be dealt with as part 
of the  continuous improvement programme pursuant to Schedule 2.4 
(Continuous Improvement) of  the Framework Agreement.   

4. Records   
4.1 The Contractor shall keep appropriate documents and records (e.g. Help Desk 

records, Service  Failure log, staff records, timesheets, training 
programmes, staff training records, goods  received documentation, 
supplier accreditation records, complaints received etc) in relation to  the 
Services being delivered and the other requirements to be satisfied. Without 
prejudice to  the generality of the foregoing, the Contractor shall maintain 
accurate records of call histories  for a minimum of twelve (12) months and 
provide prompt access to such records to the Authority  upon the Authority's 
request. The records and documents of the Contractor shall be available  
for inspection by the Authority and/or its nominee at any time and the 



Authority and/or its  nominee may make copies of any such records and 
documents.   

4.1.1 In addition to the requirement in Paragraph 4.1 of this Part B to maintain 
appropriate documents  and records, the Contractor shall provide to the 
Authority such supporting documentation as  the Authority may reasonably 
require in order to verify the level of the performance of the  Contractor both 
before and after the Cut Over Date and the calculations of the amount of  
Service Credits for any specified period.   

4.1.2 The Contractor shall ensure that the Performance Monitoring System and any 
variations or  amendments thereto, the Performance Monitoring Report, any 
reports and summaries  produced in accordance with this Annex and any 
other document or record reasonably required  by the Authority are 
available to the Authority on-line and capable of being printed.   

ANNEX 3 – CONTRACTOR SOLUTION  

Introduction   

REDACTED 

The Service   

REDACTED 
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IMAGE REDACTED 

(1) Session creation, generation of user instructions   
REDACTED 

(2) In branch experience   
REDACTED 

(3) Post branch processing  

                         REDACTED 
 
 

  Image-REDACTED 
 
  Image- REDACTED 

 

 

 

 

 



Face matching   
 
REDACTED.   

NFC Chip validation   
REDACTION 

 

REDACTED Admin System   

REDACTED 
 
Image- REDACTED 

 
REDACTED 

(4) Session results and retrieval  

REDACTED.   

Report Structure   
 
REDACTED.   

Data retention  
 

REDACTED   

Check recommendations (outcomes)   

REDACTED 

REDACTED 

REDACTED REDACTED 
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Fraud management: In-branch  

● REDACTED 

Fraud management: Post branch processing  
REDACTED 

Incorrect documents presented in-branch  

● REDACTED 
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Documents supported (MVP/V1)   

Table-  REDACTED.   
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Document checking criteria  
   

REDACTED 
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Post Office IBV enabled branch locations   

Image- REDACTED 

  

 

  

Image- REDACTED 
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REDACTED 

REDACTED.   
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REDACTED 

REDACTED 

 

Image- REDACTED 
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Image - REDACTED 
 
Image- REDACTED 

   
REDACTED 
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6. Innovation and continuous improvement   

REDACTED 
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7. Account, Contract Management and Business Continuity   

REDACTED 
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8. Social Value   

REDACTED 
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9. Implementation Plan, Solution Integration and Exit Management Plan  

REDACTED  
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Appendices   

The agreed versions of the documents listed below at the Effective Date are contained in the emails sent  
from REDACTED, Identity Product Manager of the Contractor to:   

- (in respect of Appendix 22) REDACTED, Commercial Manager of the Authority at 12:02 on  27 
June 2023 which the Authority acknowledges was received on that date; and   

- (in respect of all other Appendices) REDACTED, Commercial Manager of the Authority at  16:00 
on 21 June 2023 which the Authority acknowledges was received on that date.   

Appendix # Document Title Description  

  Table-      REDACTED 
    
      Table -  REDACTED 
 

49   
PROTECT - COMMERCIAL   

 

 

 

 

 

 

 

 

 



 ANNEX 4 – AUTHORITY RESPONSIBILITIES  

1. Introduction   

1.1 The responsibilities of the Authority set out in this Annex 4 shall constitute the Authority  
Responsibilities under this Call Off Agreement. Any obligations of the Authority specified in the  
Annex 1 (Authority Requirements) and Annex 3 (Contractor Solution) shall not be Authority  
Responsibilities and the Authority shall have no obligation to perform any such obligations  
unless they are specifically highlighted as "Authority Responsibilities" and cross referenced in  
the table in Paragraph 3 of this Annex.   

1.2 The responsibilities specified within this Annex shall be provided to the Contractor free of  charge, 
unless otherwise agreed between the Parties.   

2. General Obligations   

2.1 The Authority shall:   

2.1.1 perform those obligations which are set out in the Clauses of this Call Off Agreement and the  
Paragraphs of the Annexes (except Annex 1 (Authority Requirements) and Annex 3 
(Contractor  Solution) and/or where these are set out under Authority Requirements in this Call 
Off  Agreement);   

2.1.2 use its reasonable endeavours to provide the Contractor with access to appropriate members  of 
the Authority’s staff, as such access is reasonably requested by the Contractor in order for  the 
Contractor to discharge its obligations throughout the Term;   

2.1.3 provide sufficient and suitably qualified staff to fulfil the Authority’s roles and duties under this  
Agreement as defined in the agreed Implementation Plan;   

2.1.4 use its reasonable endeavours to provide such documentation, data and/or other information  that 
the Contractor reasonably requests that is necessary to perform its obligations under the  
terms of this Agreement provided that such documentation, data and/or information is available  
to the Authority and is authorised for release by the Authority; and   

2.1.5 procure for the Contractor such agreed access and use of the Authority’s premises, facilities,  
including relevant ICT systems as is reasonably required for the Contractor to comply with its  
obligations under this Call Off Agreement, such access to be provided during the Authority's  
normal normal on each Working Day or otherwise as agreed by the Authority (such agreement  
not to be unreasonably withheld or delayed).   

3. Specific Obligations   

The Authority shall, in relation to this Call Off Agreement perform the Authority's 
responsibilities  identified as such in this Call Off Agreement the details of which are set out 
below:   
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Document Location (Paragraph)   
Provide the Contractor with at least 
quarterly  updates of volume forecasts (to 
be provided  at a per month breakdown) & 
forthcoming  connecting services.   

Provide the Contractor with reports and 
updates regarding transparency of 
performance - i.e. if there is a sudden 
unexpected peak of volumes. Such reports 
should include reasoning and expectations 
for future periods.   

Regular sharing of One Login plans to 
enable  service enhancement discussions.   

Data Flows Within the Service Section  

Data Flows Within the Service Section   

Data Flows Within the Service Section   

 

Share feedback on the service received 
from  the Users customers or the 
Authority’s  representatives.  

Data Flows Within the Service Section  
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ANNEX 5 – OUTLINE IMPLEMENTATION PLAN  

None   
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ANNEX 6 – CHARGES AND INVOICING   

PART A - CHARGING   

1. Purpose of this Part A of this Annex   

                        The purpose of this Part A of this Annex is to set out the provisions relating to:   

1.1 Milestone Payments;   

1.2 the Charges applicable to the Services;   

1.3 payments for Authority Cause;   

1.4 retentions;   

1.5 Service Credits;   

1.6 Delay Payments;   

1.7 Charges for Changes;   

1.8 indexation; and   

1.9 time and materials Charges.   

2. Milestone Payments   

2.1 On the issue of the Milestone Achievement Certificate in relation to a Milestone the Contractor  will 
be entitled to deliver an invoice to the Authority in respect of the Charges associated with  that 
Milestone as set out in the table below:  
 
Table- REDACTED 

 
 

 
 
 

 REDACTED 

2.2 REDACTED   

2.3 REDACTED 

53  

2.4 The Contractor shall be required to repay to the Authority any reclaimable Milestone Payments  
under the circumstances set out in Clauses 58.9.2 or 61.6 of the Framework Agreement.   

 

 

 

 

 



 

3. Service Charges   

3.1 REDACTED   

3.2 REDACTED   

  

3.3 REDACTED   

3.4 REDACTED   

3.5 REDACTED 
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4. Payments for delays due to Authority Cause   

REDACTED.   

4.2 To the extent that:   

REDACTED 

5. Royalty Share   

REDACTED.   

6. Delay Payments   

REDACTED 

Milestone Number Delay Payment  

 None   

 
 

 

7. Charges for Change Control   

REDACTED 

8. Indexation   

REDACTED 

 

 

 



9. Service Credits   

REDACTED  

10. Time and Materials   

10.1 Charges for Additional Services which are to be calculated on the basis of a "Time and  Materials 
Charge", shall be calculated by applying the Day Rate Card specified in Appendix 2  in 
accordance with this Paragraph 10.1 provided that in no event shall the rates applicable to  a 
Time and Materials Charge exceed the rates set out in the Day Rate Card set out in the  
Appendix to this Annex 7.1 (Charges and Invoicing).   

10.2 The Contractor shall provide a breakdown of any Time and Materials Charge. For the  avoidance 
of doubt, no risks or contingencies shall apply to the provision of Additional Services  for which 
Time and Materials Charges apply.   

10.3 The Contractor shall keep records of hours worked in the form of timesheets and expenses  
incurred, and it shall submit a summary of the relevant records with the invoice. The Contractor  
shall make available copies of the detailed records to the Authority within twenty (20) Working  
Days after the Authority’s request.   

10.4 Subject to Paragraph 2 of Appendix 2 to this Annex, the Contractor may not recover any travel,  
subsistence or other expense costs incurred for travel in the course of the Contractor’s  
provision of Services.   

10.5 The Contractor shall be entitled to raise an invoice in respect of any Time and Materials  Charges 
in accordance with Paragraph 2 of Part B to this Annex.   

10.6 The Parties agree that this Paragraph 10 shall not apply to any Fixed Charges and may not be  
used to vary the Charges for Core Services or Optional Services in any way.   

57  PROTECT - COMMERCIAL   



PART B - INVOICING   

1. Purpose of this Part B of this Annex   

This Part B of this Annex sets out the method by which the Contractor shall raise invoices to  
the Authority for payment, together with the requirements which apply to such invoices, and  
the payment terms thereof.   

2. Contractor Invoices   

2.1 The Contractor shall be entitled to raise an invoice in respect of any payment which falls  payable to 
the Contractor pursuant to this Call Off Agreement.   

2.2 The Contractor shall provide reporting data via CSV file using the template set out in  Appendix 3 of 
this Annex as well as a PDF invoice so invoices can be automatically reconciled  by the 
Authority systems.   

2.3 The Contractor shall invoice the Authority in respect of Services in accordance with the  timescales 
specified for issue of invoices for the Charges as detailed in Part A of this Annex.   

2.4 The Contractor shall ensure that each invoice contains the following information:  2.4.1 

the date of the invoice;   

2.4.2 a unique invoice number;   

2.4.3 the Invoicing Period or other period(s) to which the relevant Charge(s) relate;  

2.4.4 the reference number of the purchase order to which it relates (if any);   

2.4.5 the dates between which the Services which are the subject of each of the Charges detailed  on 
the invoice were performed;   

2.4.6 a breakdown of the Services to which each of the Charges detailed on the invoice relate;   

2.4.7 details of the number and type of transactions performed during the applicable Invoicing Period  to 
which an invoice relates;   

2.4.8 the methodology applied to calculate the Charges;   

2.4.9 any payments due in respect of Achievement of a Milestone;   

2.4.10 the total Charges gross and net of any applicable deductions and, separately, the amount of  any 
disbursements properly chargeable to the Authority under the terms of this Call Off  
Agreement, and, separately, any VAT or other sales tax payable in respect of the same;   

2.4.11 details of any Delay Payments or similar deductions that shall apply to the Charges detailed on  
the invoice;   
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2.4.12 reference to any reports required by the Authority in respect of the Services to which the  
Charges detailed on the invoice relate (or in the case of reports issued by the Contractor for  
validation by the Authority, then to any such reports as are validated by the Authority in respect  
of the Services);   

2.4.13 a contact name and telephone number of a responsible person in the Contractor's finance  
department in the event of administrative queries; and   

2.4.14 the banking details for payment to the Contractor via electronic transfer of funds (i.e. name and  
address of bank, sort code, account name and number).   

2.5 In respect of each invoice, the Contractor shall supply to the Authority electronically (as soon  as 
practicable prior to the issue of such invoice) sufficient information ("Supporting  
Documentation") to enable the Authority to reasonably assess whether the Charges detailed  
thereon are properly payable. Any such assessment by the Authority shall not be conclusive.  
The Supporting Documentation shall be provided by the Contractor to such persons as the  
Authority may notify to the Contractor from time to time for internal review purposes only. The  
Contractor undertakes to provide to the Authority any other documentation reasonably  required 
by the Authority from time to time to substantiate an invoice.   

2.6 The Contractor shall issue invoices to the Authority by email.   

2.7 Notwithstanding Paragraphs 2.5 and 2.6 above, the Contractor shall (where requested by the  
Authority) submit invoices and Supporting Documentation in such format as the Authority may  
specify from time to time to:   
 
Recipient and Address: REDACTED 

 
with a copy (again including any Supporting Documentation) to such other person and at such  
place as the Authority may notify to the Contractor from time to time.   
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2.8 All Contractor invoices shall be expressed in sterling or such other currency as shall be  permitted by 
the Authority in writing.   

2.9 The Authority shall only regard an invoice as valid if it complies with the provisions of this Part  B of 
this Annex. Where any invoice does not conform to the Authority's requirements set out in  
Paragraph 2 of Part B to this Annex, the Authority will return the disputed invoice to the  
Contractor. The Contractor shall promptly issue a replacement invoice which shall comply with  
the same.   

3. Payment Terms   

Subject to the provisions of Paragraph 2 of Part B to this Annex, the Authority shall make  
payment to the Contractor within 30 days of receipt of a valid invoice by the Authority at its  
nominated address for invoices.   

4. Additional Payment and Invoicing Requirements  

4.1 The Contractor shall comply with the additional payment and invoicing requirements set out in  this 
Paragraph 4.   

4.2 The Contractor shall have the ability to support payment options, with no additional charge, as  
directed by the Authority to include, but not limited to:   

- Consolidated invoice accounts, for example 7 or 30 days   
- Individual and or single bill back (for example not consolidated)   
- Manual invoicing   
- Invoicing to different levels of detail   

4.3 The Contractor will issue valid electronic invoices monthly in arrears. Each invoice shall be  
accompanied by a breakdown of the deliverables and services, quantity thereof, applicable unit  
charges and total charge for the invoice period, in sufficient detail to enable the Authority to  
validate the invoice. The Contractor shall ensure the invoice has the PO number and WP2087.   

4.4 Where requested by the Authority the Contractor shall interface with the Contractor's  
payment/purchase system.   

4.5 The Contractor must have a solution to accurately account for payments received when  delivering 
the services under this Call Off Agreement. These records must be secure and  retrievable 
within 5 Working Days upon request by the Authority.   

4.6 If applicable during the term of this Call Off Agreement and where requested by the Authority,  the 
Contractor shall agree with the Authority how to transfer any payments received in delivering  
the services, but at a minimum the Contractor must have UK based accounting facilities which  
enable the transfer of funds into an account of the Authority’s choice. Payment shall be  
transferred daily or at a frequency specified by the Authority.   

4.7 The Contractor shall respond to any queries in relation to the remittance for services and/or  upon 
receipt of a reconciliation report from the Authority within 5 Working Days.   

4.8 The Contractor shall comply with the Authority’s requirements in respect of authorisation,  invoicing 
and payment processes and procedures.   

4.9 Invoices shall be created in line with the Authority’s requirements but at a minimum they must  
contain itemised charges for service provided and rates applied.   
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Appendix 1 – Milestone Payments and Service Charges   

The table below sets out details of the transaction price, the implementation / integration charges, the 
ongoing charges and the expansion programme charges.   
 
Table- REDACTED 
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Appendix 2 – Day Rate Card   

1. The Day Rate Card sets out the maximum Day Rate Cost which shall apply to each  
individual member of Contractor Personnel.   
REDACTED  

3. Day Rate Card   
    
   REDACTED 
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Appendix 3 – Invoice CSV Template   

The agreed version of this template at the Effective Date is contained in the email sent from 
REDACTED, Commercial Manager of the Authority to REDACTED, Identity Services Director and 
REDACTED,  Identity Product Manager of the Contractor at 21:10 on 21 June 2023 which the 
Contractor  acknowledges was received.   
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ANNEX 7 – FINANCIAL MODEL  

The Parties agree that for the purpose of this Call Off Agreement the table set out in Appendix 1 of  
Annex 6 (Charges and Invoicing) shall be treated as being the Financial Model.   
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ANNEX 8 – KEY PERSONNEL  

REDACTED 
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ANNEX 9 – PENSIONS  

Not Used   
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ANNEX 10 – INSURANCE REQUIREMENTS  

1. Insurance Covenants  

1.1 The Contractor:   

1.1.1 shall maintain the Insurances in full force and effect at all times from the   
Effective Date until the date which is six (6) years following the end of the   

Term;   

1.1.2 shall not cancel the Insurances or make any material change thereto without   
the express written consent of the Authority, such consent not to be   

unreasonably withheld or delayed; and   

1.1.3 may change the insurers with whom the Insurances are held on an annual   
basis, upon notice to the Authority at least 10 Working Days prior to any such   

change. In the event that such a change results in revisions to the terms or   
cover, Authority consent will be required before the change can be   

implemented, such consent not to be unreasonably withheld or delayed.   

1.2 The Insurances shall be maintained on terms that are as favourable to those generally  
available to a prudent contractor in respect of risks insured in the international   
insurance market.   

1.3 The Insurances shall be maintained with a reputable insurance company.   

1.4 The Contractor shall procure, at no cost to the Authority, in respect of each of the  public 
liability, employer's liability and product liability Insurances that:   

1.4.1 each such Insurance shall be extended automatically to indemnify the   
Authority as Joint Insured to the extent of the Authority's insurable interest;   

and   

1.4.2 the insurers of each such Insurance shall waive all rights of subrogation or   
action that insurers may acquire against the Authority,   

provided that the Authority shall as though they were the insured under the   
Insurances, observe, fulfil and be subject to the terms, exclusions, conditions and   

endorsements of the Insurances so far as they can apply.   

1.5 The Contractor shall procure that nothing is done which would entitle the relevant  insurer 
to cancel, rescind or suspend any Insurance or cover, or to treat any Insurance,   

cover or claim as avoided in whole or part. The Contractor shall use reasonable   
endeavours to notify the Authority (subject to third party confidentiality obligations) as   

soon as practicable when it becomes aware of any relevant fact, circumstance or   
matter which has caused, or is reasonably likely to provide grounds to, the relevant   

insurer to give notice to cancel, rescind, suspend or avoid any Insurance, or any cover   
or claim under any Insurance in whole or in part.   

1.6 The Authority may purchase (if possible) any of the Insurances which the Contractor  has 
failed to maintain in full force and effect pursuant to this Agreement. The Authority   
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Contractor.   

1.7 On request from the Authority, the Contractor shall, not more than ten (10) Working  Days 
after the Effective Date, and within fifteen (15) Working Days after the renewal   

of every Insurance, forward a letter from its insurance brokers who arranged the   
Insurances containing at least the information set out in the appendix to this Annex.   
The Contractor shall confirm in each covering letter that the maximum deductible in   
respect of any of its insurance policies is no greater than 10% (ten per cent) of the   

sum insured under that policy. (Where the maximum deductible value varies between   
insurances, these values should be added in a separate column to the table at   

Paragraph 2 below).   

1.8 The Authority may from time to time submit a request in writing to the Contractor,  
demanding evidence of the existence of all Insurances, copies of all policy terms, and   

evidence of the timely payment of premiums (confirmation in the form of a broker's   
letter), including a summary of the Insurances under which the Authority is named as   

a Joint Insured, and the Contractor shall provide all such evidence within five (5)   
Working Days of such written request.   

2. Insurances  
 
Table - REDACTED 
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 Appendix to Annex 10  

Contents of Broker's Letter   

A) Class: PUBLIC LIABILITY  

Insurer: REDACTED  

Policy No: REDACTED   

Period: REDACTED 

Confirmation that the levels of Insurance are at least as required in Paragraph 2 of this Annex 10.   

Confirmation that the premiums due under the terms of the policy of insurance are not (and have not  
previously been) in arrears as at the date of inception or renewal or as at the date of the broker's letter.   

B) Class: EMPLOYERS LIABILITY  

Insurer: REDACTED   

Policy No: REDACTED   

Period: REDACTED 

Confirmation that the levels of Insurance are at least as required in Paragraph 2 of this Annex 10.   

Confirmation that the premiums due under the terms of the policy of insurance are not (and have not  
previously been) in arrears as at the date of inception or renewal or as at the date of the broker's letter.   

C) Class: PROFESSIONAL INDEMNITY  

Insurer: REDACTED  

Policy No: REDACTED   

Period:REACTED 

Confirmation that the levels of Insurance are at least as required in Paragraph 2 of this Annex 10.   

Confirmation that the premiums due under the terms of the policy of insurance are not (and have not  
previously been) in arrears as at the date of inception or renewal or as at the date of the broker's letter.   
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ANNEX 11 – OTHER VARIATIONS   

The Parties agree to amend the Framework Agreement terms (only insofar as they are incorporated  
into this Call Off Agreement and not for the purpose of any other Call Off Agreement) in accordance  
with Clause 2.7 of the Framework Agreement, as follows:   

1. Clause 57.2 shall be deleted in its entirety and replaced with the following:   

“57.2 The Parties may by written agreement (and pending budget approval and successful  
contract performance) extend the Term of the Call Off Agreement by two periods of up to  
twelve (12) months from the end of the Initial Term (or Extension Period, as applicable). 
Unless  the parties agree otherwise, the Charges for the Services payable in respect of any 
extension  of the Term of the Call Off Agreement shall be the Charges applicable immediately 
before the  end of the Initial Term (or Extension Period, as applicable).”  

2. Schedule 1 (Definitions) is amended as set out in Attachment 1 of this Annex.  3. Not 

used.  

4. Not Used.   

5. A new Clause 26A (Reporting Supply Chain Spend) shall be inserted into the Framework  
Agreement following Clause 26 which shall read:   

"26A Reporting Supply Chain Spend   

In addition to any other Management Information requirements set out in this Call-Off  
Agreement, where requested by the Authority the Contractor agrees that it shall, at no charge,  
provide timely, full, accurate and complete supply chain spend information for the purpose of  
Procurement Policy Note 01/18 titled Supply Chain Visibility."   

6. The contents of Clause 43 (Protection of Personal Data) is deleted from the Framework  Agreement 
and replaced in its entirety by the provisions set out in Attachment 2. A new  Schedule 9.4 
(Processing Personal Data) shall also be inserted in the form set out in  Attachment 2.   

7. Clause 50 (Security) shall be deleted in its entirety and replaced with a new Clause 50  (Security) 
which shall read:   

“50. The Parties shall comply with their obligations set out in Schedule 2.5 (Security  
Schedule).”   

8. Schedule 2.5 (Security Management Plan) shall be deleted in its entirety and replaced with  a new 
Schedule 2.5 (Security Schedule) in the form set out in Attachment 3.   
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9. Not Used.   

10. Clause 55.2.1 shall be amended as follows:   

The reference to “43.4 (Protection of Personal Data)” shall be replaced with a reference to  
“43.14 (Processing Personal Data)”.   

11. Clause 58.3.5(e) shall be amended by the inclusion of the following new Clause 58.3.5(e)(vi):  "the 
fraud requirements set out in the Authority Requirements;".   

12. The provisions in Schedule 7.4 (Financial Distress) of the Framework Agreement which refer  to 
the Financial Ratios shall not apply in respect of this Call Off Agreement. For the avoidance  
of doubt (i) such provisions shall not apply in respect of the Financial Ratios only and shall  
otherwise apply in full where applicable; and (ii) all of the events set out in paragraphs 3.1, 4.1  
and 5.1 of Schedule 7.4 shall be Financial Distress Events (in accordance with the definition  
of Financial Distress Event) except for events that concern Financial Ratios.   
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ATTACHMENT 1 TO ANNEX 11  
AMENDMENTS TO SCHEDULE 1 (DEFINITIONS)  

1. Schedule 1 (Definitions) shall be amended as described in this Attachment 1.  2. 

The following definitions shall be inserted:   

“Contracts  Finder”  
the online government portal which allows 
suppliers to search for information  about 

contracts as prescribed by Part 4 of the Public 
Contract Regulations 2015;  

“Controller” has the meaning given in the UK GDPR;   
“Data Loss  Event”  
any event that results, or may result, in 
unauthorised access to Personal Data  held by 
the Contractor under this Agreement, and/or 

actual or potential loss  and/or destruction of 
Personal Data in breach of this Agreement, 
including any  Personal Data Breach;   

“DPA 2018” the Data Protection Act 2018;   
“Data   
Protection  Impact   
Assessment” “Data Subject  Request”  
an assessment by the Controller carried out in 
accordance with section 3 of the  UK GDPR and 
sections 64 and 65 of the Data Protection Act 

2018;   

a request made by, or on behalf of, a Data Subject 
in accordance with rights  granted pursuant to the 
Data Protection Legislation to their Personal Data;   

“EEA” European Economic Area;   
“EU GDPR” Regulation (EU) 2016/679 of the European Parliament and of the Council of 27  April 

2016 on the protection of natural persons with regard to the processing of  
personal data and on the free movement of such data (General Data Protection  
Regulation) as it has effect in EU law;   

“European   
Standard”  
“Personal Data  Breach”  
in relation to an electronic invoice means the 

European standard and any of the  standards 
published in Commission Implementing Decision 
(EU) 2017/187);  shall have the meaning given in 
the UK GDPR;   

“Processor” has the meaning given in the UK GDPR;   
“Processor  Personnel”   

“Protective  Measures”  
means all directors, officers, employees, agents, 
consultants and contractors of  the Processor 
and/or of any Sub-processor engaged in the 
performance of its  obligations under this 
Agreement;   
appropriate technical and organisational 
measures designed to ensure  compliance with 
obligations of the Parties arising under Data 

Protection  Legislation and this Agreement, which 
may include: pseudonymising and  encrypting 
Personal Data, ensuring confidentiality, integrity, 
availability and  resilience of systems and 
services, ensuring that availability of and access 
to  Personal Data can be restored in a timely 
manner after an   
incident, and regularly assessing and evaluating 
the effectiveness of such  measures adopted by it 
including those outlined in Schedule 2.5 (Security  
Schedule).   

“SME” an enterprise falling within the category of micro, small and medium-sized  enterprises 
defined by the Commission Recommendation of 6 May 2003  concerning the 
definition of micro, small and medium-sized enterprises;   

“Sub  
processor” “Supply Chain  Transparency  Report”  
any third party appointed to process Personal 
Data on behalf of the Contractor  related to this 

Agreement;   
means the report provided by the Contractor to 
the Authority in the form set out  in Appendix B to 
Schedule 8.4 (Records Provision);   

 

“UK GDPR”  Regulation (EU) 2016/679 of the European Parliament and of the Council of 
27  April 2016 on the protection of natural persons with regard to the 
processing of  personal data and on the free movement of such data (United 
Kingdom General  Data Protection Regulation), as it forms part of the law of 
England and Wales,  Scotland and Northern Ireland by virtue of section 3 of 
the European Union  
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(Withdrawal) Act 2018, together with the Data Protection, Privacy and Electronic   
Communications (Amendments etc.) (EU Exit) Regulations 2019;   

“VCSE”  means a non-governmental organisation that is value-driven and which  
principally reinvests its surpluses to further social, environmental or cultural  
objective;  

 
 

3. The following definitions shall be deleted in their entirety:   

“Authority Information  Asset Owner”   
the individual as notified by the Authority to the 

Contractor  from time to time in accordance with 
Appendix 1 to Schedule 2.5  (Security Schedule);  

“Data Controller” shall have the same meaning as set out in the Data  
Protection Act 1998;  

“Data Processor” shall have the same meaning as set out in the Data  
Protection Act 1998;  

“Security Tests”  shall have the meaning set out in Paragraph 4.1 of   
Schedule 2.5 (Security Schedule); 

 
 

4. The following definitions shall be amended as follows, where deletions to the original terms  
are shown in struck through text and additions are shown in underlined text:   

“Authority Data” (a) the data (which shall include biometric data), text, drawings,  diagrams, images 
or sounds (together with any database made up of any   

of these) which are embodied in any electronic, magnetic, optical or   
tangible media, and which are:   
(i) supplied to the Contractor by or on behalf of the Authority; or   

(ii) which the Contractor is required to generate, process, store or   
transmit pursuant to this Agreement; and   
(b) any Personal Data for which the Authority is the Data Controller;  

“Data Protection  Legislation”   
the Data Protection Act 1998, the EU Data 
Protection Directive  95/46/EC, the Regulation of 
Investigatory Powers Act 2000, the  
Telecommunications (Lawful Business Practice) 
(Interception of  Communications) Regulations 
2000 (SI 2000/2699), the Electronic  
Communications Data Protection Directive 
2002/58/EC, the Privacy and  Electronic 
Communications (EC Directive) Regulations 
2003 and (i) all  applicable UK laws and 

regulations relating to the processing of personal  
data and privacy, including where applicable the 
guidance and codes of  practice issued by the 
Information Commissioner; but not limited to the  
UK GDPR, and the Data Protection Act 2018 to 
the extent that it relates  to processing of 
personal data and privacy; and (ii) (to the extent 
that it  may be applicable) the EU GDPR. The UK 
GDPR and EU GDPR are  defined in section 3 of 
the Data Protection Act 2018;  

“Data Subject” shall have the same meaning as set out in the Data  Protection 
Act 1998 given in the UK GDPR;  

“Personal Data” shall have the same meaning as set out in the Data  
Protection Act 1998 given in the UK GDPR;  

“Security   
Management Plan”  

the Contractor's security plan prepared pursuant to Paragraph 36.5 of  
Schedule 2.5 (Security Management Plan), an outline template of 
which  is set out in Annex Appendix 2 to Schedule 2.5 (Security 
Schedule); 
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ATTACHMENT 2 TO ANNEX 11   
CLAUSE 43 AND SCHEDULE 9.4 OF THE FRAMEWORK AGREEMENT   

43. PROCESSING PERSONAL DATA   

43.1 The Parties acknowledge that for the purposes of Data Protection Legislation, the Authority is  the 
Controller and the Contractor is the Processor. The only processing that the Processor is  
authorised to do is listed in Schedule 9.4 (Processing, Personal Data & Data Subjects) by the  
Controller and may not be determined by the Processor. The term “processing” and any  
associated terms are to be read in accordance with Article 4 of the UK GDPR.   

43.2 The Processor shall notify the Controller immediately if it considers that any of the Controller's  
instructions infringe Data Protection Legislation.   

43.3 The Processor shall provide all reasonable assistance to the Controller in the preparation of  any 
Data Protection Impact Assessment prior to commencing any processing. Such  assistance 
may, at the discretion of the Controller, include:   

43.3.1 a systematic description of the envisaged processing operations and the purpose of  
the processing;   

43.3.2 an assessment of the necessity and proportionality of the processing operations in  
relation to the Services;   

43.3.3 an assessment of the risks to the rights and freedoms of Data Subjects; and   

43.3.4 the measures envisaged to address the risks, including safeguards, security  
measures and mechanisms to ensure the protection of Personal Data.   

43.4 The Processor shall, in relation to any Personal Data processed in connection with its  obligations 
under this Agreement:   

43.4.1 process that Personal Data only in accordance with Schedule 9.4, unless the  
Processor is required to do otherwise by Law. If it is so required the Processor shall   
promptly notify the Controller before processing the Personal Data unless prohibited   
by Law;   

43.4.2 ensure that it has in place Protective Measures, which are appropriate to protect  
against a Data Loss Event, which the Controller may reasonably reject. In the event   

of the Controller reasonably rejecting Protective Measures put in place by the   
Processor, the Processor must propose alternative Protective Measures to the   

satisfaction of the Controller. Failure to reject shall not amount to approval by the   
Controller of the adequacy of the Protective Measures. Protective Measures must   

take account of the:   

(a) nature of the data to be protected;   

(b) harm that might result from a Data Loss Event;   

(c) state of technological development; and   

(d) cost of implementing any measures;   

43.4.3 ensure that :   

(a) the Processor Personnel do not process Personal Data except in   
accordance with this Agreement (and in particular Schedule 9.4);   
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(a) it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel 
who have access to the Personal Data and ensure that they: 

(i) are aware of and comply with the Processor’s duties under this clause; 

(ii) are subject to appropriate confidentiality undertakings with the Processor or any 
Sub-processor; 

(iii) are informed of the confidential nature of the Personal Data and do not publish, 
disclose or divulge any of the Personal Data to any third Party unless directed in 
writing to do so by the Controller or as otherwise permitted by this Agreement; and 

(iv) have undergone adequate training in the use, care, protection and handling of 
Personal Data; and 

43.1.2 not transfer Personal Data outside of the UK unless the prior written consent of the Controller has 
been obtained and the following conditions are fulfilled: 

(a) the destination country has been recognised as adequate by the UK government in 
accordance with Article 45 UK GDPR or section 74 of the DPA 2018; 

(b) the Controller or the Processor has provided appropriate safeguards in relation to the 
transfer (whether in accordance with UK GDPR Article 46 or section 75 DPA 2018) as 
determined by the Controller; 

(c) the Data Subject has enforceable rights and effective legal remedies; 

(d) the Processor complies with its obligations under Data Protection Legislation by providing an 
appropriate level of protection to any Personal Data that is transferred (or, if it is not so 
bound, uses its best endeavours to assist the Controller in meeting its obligations); and 

(e) the Processor complies with any reasonable instructions notified to it in advance by the 
Controller with respect to the processing of the Personal Data; 

43.1.3 at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the 
Controller on termination of the Agreement unless the Processor is required by Law to retain the 
Personal Data. 

43.2 Subject to Clause 1.6, the Processor shall notify the Controller as soon as reasonably possible if it: 

43.2.1 receives a Data Subject Request (or purported Data Subject Request); 

43.2.2 receives a request to rectify, block or erase any Personal Data; 

43.2.3 receives any other request, complaint or communication relating to either Party's obligations under 
Data Protection Legislation; 

43.2.4 receives any communication from the Information Commissioner or any other regulatory authority in 
connection with Personal Data processed under this Agreement; 

43.2.5 receives a request from any third party for disclosure of Personal Data where compliance with such 
request is required or purported to be required by Law; or 

43.2.6 becomes aware of a Data Loss Event. 

43.3 The Processor’s obligation to notify under Clause 1.5 shall include the provision of further information to the 
Controller, as details become available. 

43.4 Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance 
in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or 
request made under Clause 1.5 (and insofar as possible within the timescales reasonably required by the 
Controller) including but not limited to promptly providing: 

43.4.1 the Controller with full details and copies of the complaint, communication or request; 



43.4.2 such assistance as is reasonably requested by the Controller to enable the Controller to comply with a 
Data Subject Request within the relevant timescales set out in Data Protection Legislation; 

43.4.3 the Controller, at its request, with any Personal Data it holds in relation to a Data Subject; 

43.4.4 assistance as requested by the Controller following any Data Loss Event; 

43.4.5 assistance as requested by the Controller with respect to any request from the Information 
Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's 
Office. 

43.5 The Processor shall maintain complete and accurate records and information to demonstrate its compliance 
with this clause. This requirement does not apply where the Processor employs fewer than 250 staff, unless: 

43.5.1 the Controller determines that the processing is not occasional; 

43.5.2 the Controller determines the processing includes special categories of data as referred to in Article 
9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences referred to in 
Article 10 of the UK GDPR; or 

43.5.3 the Controller determines that the processing is likely to result in a risk to the rights and freedoms of 
Data Subjects. 

43.6 The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s 
designated auditor. 

43.7 Each Party shall designate its own data protection officer if required by Data Protection Legislation. 

43.8 Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Processor 
must: 

43.8.1 notify the Controller in writing of the intended Sub-processor and processing; 

43.8.2 obtain the written consent of the Controller; 

43.8.3 enter into a written agreement with the Sub-processor which give effect to the terms set out in this 
Clause 43 such that they apply to the Sub-processor; and 

43.8.4 provide the Controller with such information regarding the Sub-processor as the Controller may 
reasonably require. 

43.9 The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors. 

43.10 The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The 
Controller may upon giving the Processor not less than 30 working days’ notice to the Processor amend this 
agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office. 

43.11 The Contractor shall at all times, during and after the Term, on written demand indemnify the Authority and keep 
the Authority indemnified against all losses, damages, costs or expenses and other liabilities (including legal 
fees) incurred by, awarded against or agreed to be paid by the Authority arising from the Contractor's breach of 
this Clause 43. 

 
 



 
SCHEDULE 9.4 

PROCESSING, PERSONAL DATA & DATA SUBJECTS 

1. The contact details of the Controller’s Data Protection Officer are: REDACTED, Government Digital Services, 
REDACTED 

2. The contact details of the Processor’s Data Protection Officer are: REDACTED, Post Office, REDACTED 

3. The Processor shall comply with any further written instructions with respect to processing by the Controller. 

4. Any such further instructions shall be incorporated into this Schedule. 

 

Description Details 

Identity of the 
Controller and 
Processor 

REDACTED 

Subject matter of 
the processing 

REDACTED 

Duration of the 
processing 

REDACTED 

Nature and 
purposes of the 
processing 

REDACTED 

Type of Personal 
Data being 
Processed 

REDACTED 

Categories of Data 
Subject 

REDACTED 

International 
transfers and legal 
gateway 

REDACTED 

Plan for return and 
destruction of the 
data once the 
processing is 
complete 

 

REDACTED 



 

 

 

 

 

 

 

 

 

 

 



 
ATTACHMENT 3 TO ANNEX 11 
SCHEDULE 2.5 (SECURITY MANAGEMENT PLAN) 
 

Framework Schedule 2.5 (Security Management Plan) shall be replaced with the Security Schedule set out below. 

The Contractor's compliance with the Security Schedule shall be subject to the deviations set out in Appendix 1 of Annex 
3 (Contractor Solution). 

 
 

 



 

 
 
 
 

Security Schedule: 

(Security Management: Contractor-led 
Assurance)  



Contents 
 
1 Authority Options 1 

2 Definitions 1 

3 Introduction 12 

4 Principles of security 13 

5 Security requirements 13 

6 Authority to proceed 13 

7 Supplier confirmation 14 

8 Governance 14 

9 Personnel 15 

10 Sub-contractors 16 

11 Supplier Information Management System 17 

12 Certification Requirements 17 

13 Security Management Plan 19 

14 Monitoring and updating Security Management Plan 21 

15 Review and approval of Security Management Plan 22 

16 Changes to the Supplier Information Management System 23 

17 Remediation Action Plan 24 

18 Independent Security Adviser 25 

19 Withholding of Charges 27 

20 Access to Authority System 28 

1. Location 29 

2. Vetting, Training and Staff Access 31 

3. End-user Devices 32 

4. Hardware and software support 33 

5. Encryption 34 

6. Email 35 

7. DNS 35 

8. Malicious Software 35 

9. Vulnerabilities 36 

10. Security testing 37 

11. Access Control 41 

12. Event logging and protective monitoring 42 

13. Audit rights 43 

14. Breach of Security 45 

15. Return and Deletion of Authority Data 46 

1. Secure Software Development by Design 48 

2. Secure Architecture 49 

3. Code Repository and Deployment Pipeline 49 

4. Development and Testing Data 49 

5. Code Reviews 49 

6. Third-party Software 50 



7. Third-party Software Modules 50 

 
 



1 Authority Options 

1.1 Where the Authority has selected an option in the table below, the Contractor must comply 
with the requirements relating to that option set out in the relevant Paragraph: 

Locations (see paragraph 1 of the Security Requirements) 

The Contractor and Sub-Contractors may 
store, access or Process Authority Data in: 

the United Kingdom only ✠ 

the United Kingdom and European 
Economic Area only ◻ 

anywhere in the world not prohibited 
by the Authority ◻ 

Support Locations (see paragraph 1 of the Security Requirements) 

The Contractor and Sub-Contractors may 
operate Support Locations in: 

the United Kingdom only ✠ 

the United Kingdom and European 
Economic Area only ◻ 

anywhere in the world not prohibited 
by the Authority ◻ 

Locations for Development Activity (see paragraph 1 of the Security Requirements) 

The Contractor and Sub-Contractors may 
undertake Development Activity in: 

the United Kingdom only ✠ 

the United Kingdom and European 
Economic Area only ◻ 

anywhere in the world not prohibited 
by the Authority ◻ 

 

2 Definitions 

“Anti-virus 
Software” 

means software that: 

(a) protects the Supplier Information Management 
System from the possible introduction of 
Malicious Software; 

(b) scans for and identifies possible Malicious 
Software in the Supplier Information 
Management System; 

(c) if Malicious Software is detected in the 
Supplier Information Management System, so 
far as possible: 

(i) prevents the harmful effects of the 
Malicious Software; and 

(ii) removes the Malicious Software 
from the Supplier Information 
Management System; 



”Authority Data” as defined in Schedule 1 (Definitions) and, for the 
avoidance of doubt, shall include any meta data 
relating to categories of data referred to in 
paragraphs (a) or (b), the Code and any meta data 
relating to the  Code.  

“Authority Data 
Register” 

means the register of all Authority Data the Contractor, or any 
Sub-contractor, receives from or creates for the Authority, produced 
and maintained in accordance with paragraph 15 of the Security 
Requirements; 

”Authority 
Premises” 

as defined in Schedule 1 (Definitions); 

“Authority System” as defined in Schedule 1 (Definitions); 

“Breach Action 
Plan” 

means a plan prepared under paragraph 14.3 of the Security 
Requirements addressing any Breach of Security; 

“Breach of 
Security” 

for the purposes of this Security Schedule, means the occurrence 
of: 

(a) any unauthorised access to or use of the 
Services, the Authority Premises, the Sites, the 
Supplier Information Management System 
and/or any information or data used by the 
Authority, the Contractor or any 
Sub-contractor in connection with this Call Off 
Agreement, including the Authority Data and 
the Code;  

(d) the loss (physical or otherwise), corruption 
and/or unauthorised disclosure of any 
information or data, including copies of such 
information or data, used by the Authority, the 
Contractor or any Sub-contractor in connection 
with this Call Off Agreement, including the 
Authority Data and the Code; and/or 

(e) any part of the Supplier Information 
Management System ceasing to be compliant 
with the Certification Requirements; 

(f) the installation of Malicious Software in the: 

(i) Supplier Information Management 
System; 

(ii) Development Environment; or 
(iii) Developed System; 

(g) any loss of operational efficiency or failure to 
operate to specification as the result of the 
installation or operation of Malicious Software 
in the: 
(i) Supplier Information Management 

System; 



(ii) Development Environment; or 
(iii) Developed System;  and 

(h) includes any attempt to undertake the activities 
listed in sub-paragraph (a) where the 
Contractor has reasonable grounds to suspect 
that attempt: 

(i) was part of a wider effort to access 
information and communications 
technology by or on behalf of 
Central Government Bodies; or 

(ii) was undertaken, or directed by, a 
state other than the United 
Kingdom  

“Certification 
Requirements” 

means the requirements set out in paragraph 12.3. 

“CHECK Scheme” means the NCSC’s scheme under which approved companies can 
conduct authorised penetration tests of public sector and critical 
national infrastructure systems and networks 

“CHECK Service 
Provider” 

means a company which, under the CHECK Scheme: 

(a) has been certified by the National Cyber 
Security Centre; 

(b) holds “Green Light” status; and 

(c) is authorised to provide the IT Health Check 
services required by paragraph 10 of the 
Security Requirements; 

“Code” means, in respect of the Developed System: 

(a) the Source code; 

(b) the Object code; 

(c) third-party components, including third-party 
coding frameworks and libraries; and 

(d) all supporting documentation. 

“Code Review” means a periodic review of the Code by manual or automated 
means to: 

(a) identify and fix any bugs; and 

(b) ensure the Code complies with 

(i) the requirements of this Security 
Schedule   ; and 

(ii) the Secure Development 
Guidance; 



“Code Review 
Plan” 

means the document agreed with the Authority under paragraph 5.2 
of the Security Requirements setting out the requirements for, and 
frequency of, Code Reviews; 

“Code Review 
Report” 

means a report setting out the findings of a Code Review; 

"Contractor 
Personnel” 

as defined in Schedule 1 (Definitions); 

“Contractor 
System” 

as defined in Schedule 1 (Definitions); 

“Cyber Essentials” means the Cyber Essentials certificate issued under the Cyber 
Essentials Scheme; 

“Cyber Essentials 
Plus” 

means the Cyber Essentials Plus certificate issued under the Cyber 
Essentials Scheme; 

“Cyber Essentials 
Scheme” 

means the Cyber Essentials scheme operated by the National Cyber 
Security Centre; 

“Developed 
System” 

means any software or system that the Contractor will develop 
under this Call Off Agreement either: 

(a) as part of the Services; or 

(b) to create or modify Software to: 

(i) provide the Services; or 

(ii) Process Authority Data,; 

“Development 
Activity” 

means any activity relating to the development, deployment 
maintenance and upgrading of the Developed System, including: 

(a) coding; 

(b) testing; 

(c) code storage; and 

(d) deployment. 

“Development 
Environment” 

means any information and communications technology system and 
the Sites forming part of the Supplier Information Management 
System that the Contractor or its Sub-contractors will use to 
provide the Development Activity; 

“EEA” means the European Economic Area; 

“End-user Device” means any personal computers, laptops, tablets, terminals, 
smartphones or other portable electronic device used in the 
provision of the Services. 

“Email Service” means a service that will send, or can be used to send, emails from 
the Authority’s email address or otherwise on behalf of the 
Authority; 



“Higher Risk 
Sub-contractor” 

means a Sub-contractor that Processes Authority Data, where that 
data includes either: 

(a) the Personal Data of 1000 or more individuals in 
aggregate during the period between the first 
Operational Service Commencement Date and the 
date on which this Call Off Agreement terminates 
in accordance with Clause 4.1(b); or 

(b) any part of that Authority Data includes any of the 
following: 
(i) financial information (including any tax 

and/or welfare information) relating to any 
person; 

(ii) any information relating to actual or 
alleged criminal offences (including 
criminal records); 

(iii) any information relating to children and/or 
vulnerable persons; 

(iv) any information relating to social care; 
(v) any information relating to a person’s 

current or past employment; or 
(vi) Special Category Personal Data; or 

(c) the Authority in its discretion, designates a 
Sub-contractor as a Higher Risk Sub-Contractor: 
(i) in any procurement document related to 

this Call Off Agreement; or 
(ii) during the Term; 

“HMG Baseline 
Personnel Security 
Standard” 

means the employment controls applied to any individual member 
of the Contractor Personnel that performs any activity relating to 
the provision or management of the Services, as set out in “HMG 
Baseline Personnel Standard”, Version 6.0, May 2018  
(https://assets.publishing.service.gov.uk 
/government/uploads/system/uploads/attachment_data/file/714002/ 
HMG_Baseline_Personnel_Security_Standard_-_May_2018.pdf), 
as that document is updated from time to time; 

“Independent 
Security Adviser” 

means the independent and appropriately qualified and experienced 
security architect or expert appointed under Paragraph 18; 

“Information 
Management 
System” 

means the Supplier Information Management System and the 
Wider Information Management System; 

“IT Health Check” means testing of the Supplier Information Management System by 
a CHECK Service Provider; 

International Data 
Transfer Agreement 
(IDTA’s) 

Replaces Standard Contract Clauses under UK GDPR for 
International data transfers/restricted data transfers, and processing 
of data outside the UK 

“Malicious 
Software” 

as defined in Schedule 1 (Definitions); 



“Medium Risk 
Sub-contractor” 

means a Sub-contractor that Processes Authority Data, where that 
data 

(a) includes the Personal Data of between 100 and 999 
individuals (inclusive) in the period between the 
first Operational Service Commencement Date and 
the date on which this Call Off Agreement 
terminates in accordance with Clause 4.1(b); and 

(b) does not include Special Category Personal Data; 
“Modules Register” means the register of Third-party Software Modules required by 

paragraph 7.2 of the Security Requirements; 

“NCSC” means the National Cyber Security Centre; 

“NCSC Cloud 
Security Principles” 

means the NCSC’s document “Implementing the Cloud Security 
Principles” as updated or replaced from time to time and found at 
https://www.ncsc.gov.uk/collection/cloud-security/ 
implementing-the-cloud-security-principles. 

“NCSC Device 
Guidance” 

means the NCSC’s document “Device Security Guidance”, as 
updated or replaced from time to time and found at 
https://www.ncsc.gov.uk/collection/device-security-guidance;  

“NCSC Protecting 
Bulk Personal Data 
Guidance” 

means the NCSC’s document “Protecting Bulk Personal Data”, as 
updated or replaced from time to time and found at 
https://www.ncsc.gov.uk/collection/protecting-bulk-personal-data 

“NCSC Secure 
Design Principles” 

means the NCSC’s document “Secure Design Principles”, as 
updated or replaced from time to time and found at 
https://www.ncsc.gov.uk/collection/cyber-security-design-principle
s. 

“OWASP” means the Open Web Application Security Project Foundation; 

“OWASP Secure 
Coding Practice” 

means the Secure Coding Practices Quick Reference Guide 
published by OWASP, as updated or replaced from time to time and 
found at 
https://owasp.org/www-project-secure-coding-practices-quick-refer
ence-guide/migrated_content; 

“OWASP Top Ten” means the list of the most critical security risks to web applications 
published annually by OWASP and found at 
https://owasp.org/www-project-top-ten/; 

“Privileged User” means a user with system administration access to the Supplier 
Information Management System, or substantially similar access 
privileges; 

“Process” means any operation performed on data (which includes without 
limitation, Personal Data), whether or not by automated means, 
including collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction of that 
data, and “Processing” shall be interpreted accordingly”; 



“Prohibited 
Activity” 

means the storage, access or Processing of Authority Data 
prohibited by a Prohibition Notice; 

“Prohibition Notice” means a notice issued under paragraph 1.8 of the Security 
Requirements. 

“Protective 
Monitoring System” 

means the system implemented by the Contractor and its 
Sub-contractors under paragraph 12.1 of the Security Requirements 
to monitor and analyse access to and use of the Supplier 
Information Management System, the Development Environment, 
the Authority Data and the Code  

“Register of Support 
Locations and 
Third-Party Tools” 

means the part of the Security Management Plan setting out, in 
respect of Support Locations and Third-Party Tools: 

(a) the nature of the activity performed at the 
Support Location or by the Third-Party Tool on 
the Code or the Authority Data (as applicable); 

(b) where that activity is performed by individuals, 
the place or facility from where that activity is 
performed; and 

(c) in respect of the entity providing the Support 
Locations or Third-Party Tools, its: 

(i) full legal name; 

(ii) trading name (if any) 

(iii) country of registration; 

(iv) registration number (if applicable); 
and  

(v) registered address. 

“Relevant 
Activities” 

means those activities specified in paragraph 1.1 of the Security 
Requirements. 

“Relevant 
Certifications” 

means: 

(a) in the case of the Contractor, any SIMS 
Sub-contractor and any Sub-contractor that 
Processes Authority Data: 

(i) ISO/IEC 27001:2013 by a 
UKAS-approved certification body 
in respect of the Supplier 
Information Management System, 
or the Supplier Information 
Management System is included 
within the scope of a wider 
certification of compliance with 
ISO/IEC 27001:2013; and 

(ii) Cyber Essentials Plus; and 



(b) for all other Sub-contractors means Cyber 
Essentials Plus; 

“Relevant 
Convictions” 

means any previous or pending prosecution, conviction or caution 
(excluding any spent conviction under the Rehabilitation of 
Offenders Act 1974) relating to offences involving dishonesty, 
terrorism, immigration, firearms, fraud, forgery, tax evasion, 
offences against people (including sexual offences) or any other 
offences relevant to Services as the Authority may specify 

“Remediation 
Action Plan” 

means the plan prepared by the Contractor in accordance with 
Paragraph 10.20 to 10.24, addressing the vulnerabilities and 
findings in a IT Health Check report 

“Risk Management 
Approval 
Statement” 

the statement issued by the Authority under Paragraph 15.2 
following the Authority-led Assurance of the Supplier Information 
Management System; 

“Secure 
Development 
Guidance” 

means the Contractor’s secure coding policy required under its 
ISO27001 Relevant Certification; 

“Security 
Management Plan” 

means the document prepared in accordance with the requirements 
of Paragraph 13 and in the format, and containing the information, 
specified in Annex 2. 

“Security 
Requirements” 

mean the security requirements in Annex 1 to this Security 
Schedule  

“Security 
Requirements for 
Development” 

means the security requirement Annex 2 to this Security Schedule  

"Security Test" means: 

(a) an Authority Security Test; 
(b) an IT Health Check; or 
(c) a Contractor Security Test. 

"Security Working 
Group" 

means the Board established under Paragraph 8 or Schedule 8.1 
(Governance), as applicable; 

“SIMS 
Sub-contractor” 

means a Sub-contractor designated by the Authority that provides 
or operates the whole, or a substantial part, of the Supplier 
Information Management System; 

“Sites” means any premises (including the Authority Premises, the 
Contractor’s premises or third-party premises):  

(a) from, to or at which: 

(i) the Services are (or are to be) 
provided; or  

(ii) the Contractor manages, organises 
or otherwise directs the provision 
or the use of the Services; or 



(b) where: 

(i) any part of the Supplier System is 
situated; or  

(ii) any physical interface with the 
Authority System takes place; 

“SMP 
Sub-contractor” 

means a Sub-contractor with significant market power, such that: 

(c) they will not contract other than on their own 
contractual terms; and 

(d) either: 

(i) there are no other substitutable 
suppliers of the particular services 
other than SMP Sub-contractors; 
or 

(ii) the Sub-contractor concerned has 
an effective monopoly on the 
provision of the Services. 

“Statement of 
Information Risk 
Appetite” 

means the statement provided by the Authority under Paragraph 7.1 
setting out the nature and level of risk that the Contractor accepts 
from the operation of the Supplier Information Management 
System. 

“Sub-contractor” as defined in Schedule 1 (Definitions) and includes, for the 
purposes of this Security Schedule , any individual or entity that: 

(a) forms part of the supply chain of the 
Contractor; and 

(b) has access to, hosts, or performs any operation 
on or in respect of the Supplier Information 
Management System, the Development 
Environment, the Code and the Authority Data;  

“Sub-contractor 
Personnel” 

means: 

(a) any individual engaged, directly or indirectly, 
or employed, by any Sub-contractor; and 

(b) engaged in or likely to be engaged in: 

(i) the performance or management of 
the Services; 

(ii) or the provision of facilities or 
services that are necessary for the 
provision of the Services. 

"Sub-contractors’ 
Systems" 

means the information and communications technology system 
used by a Sub-contractor in implementing and performing the 
Services, including: 

(a) the Software; 



(b) the Supplier Equipment; 
(c) configuration and management utilities; 
(d) calibration and testing tools; 
(e) and related cabling; but 
does not include the Authority System; 

"Supplier 
Information 
Management 
System" 

means 

(a) the Contractor System; 

(b) the Sites; 

(c) any part of the Authority System the 
Contractor or any Sub-contractor will use to 
Process Authority Data, or provide the 
Services; and 

(d) the associated information management 
system, including all relevant: 

(i) organisational structure diagrams, 

(ii) controls, 

(iii) policies, 

(iv) practices, 

(v) procedures, 

(vi) processes; and  

(vii) resources; 

“Support Location” means a place or facility where or from which individuals may 
access or Process the Code or the Authority Data; 

“Support Register” means the register of all hardware and software used to provide the 
Services produced and maintained in accordance with paragraph 4 
of the Security Requirements. 

“Third-party 
Software Module” 

means any module, library or framework that: 

(a) is not produced by the Contractor or a 
Sub-contractor as part of the Development 
Activity; and 

(b) either: 

(i) forms, or will form, part of the 
Code; or 

(ii) is, or will be, accessed by the 
Developed System during its 
operation. 

“Third-party Tool” means any activity conducted other than by the Contractor during 
which the Code or the Authority Data is accessed, analysed or 
modified or some form of operation is performed on it; 

“UKAS” means the United Kingdom Accreditation Service; 



"Wider Information 
Management 
System” 

means 

(a) any: 

(i) information assets, 

(ii) IT systems, 

(iii) IT services; or Sites 

that: 

(b) the Contractor or any Sub-contractor will use 
to: 

(i) Process, or support the Processing 
of, Authority Data; or 

(ii) provide, or support the provision 
of, the Services; or 

(c) any IT systems controlled or operated by the 
Contractor or any Sub-contractor that interface 
such; 

together with the associated information management 
system, including all relevant: 

(i) organisational structure diagrams, 

(ii) controls, 

(iii) policies, 

(iv) practices, 

(v) procedures, 

(vi) processes; and  

(vii) resources. 

 

3 Introduction 

3.1 This Security Schedule sets out: 

(a) the Authority’s decision on where the Contractor may: 

(i) store, access or process Authority Data; 

(ii) undertake the Development Activity; 

(iii) host the Development Environment; and 

(iv) locate Support Locations, 

(in Paragraph 1) 
(b) the principles of security that apply to this Call Off Agreement (in Paragraph 4); 



(c) the requirement to obtain a Risk Management Approval Statement (in Paragraphs 6 
and 15); 

(d) the annual confirmation of compliance to be provided by the Contractor (in 
Paragraph 7); 

(e) the governance arrangements for security matters, where these are not otherwise 
specified in Schedule 8.1 (Governance) (in Paragraph 8); 

(f) access to personnel (in Paragraph 9); 

(g) obligations in relation to Sub-contractors (in Paragraph 10); 

(h) the responsibility of the Authority to determine the Supplier Information Management 
System that will be subject to Authority-led Assurance (in Paragraph 11); 

(i) the Certification Requirements (in Paragraph 12); 

(j) the development, monitoring and updating of the Security Management Plan by the 
Contractor (in Paragraphs 13, 14 and 15); 

(k) the granting by the Authority of approval for the Contractor to commence: 

(i) the provision of Services; and/or 

(ii) Processing Authority Data (in Paragraph 6); 

(l) the management of changes to the Supplier Information Management System (in 
Paragraph 16); and  

(m) the Authority’s additional remedies for breach of this Security Schedule), including: 

(i) the requirement for Remediation Action Plans (in Paragraph 17); 

(ii) the appointment of Independent Security Advisers (in Paragraph 18); and 

(iii) the withholding of Charges by the Authority (in Paragraph 19). 

4 Principles of security 

4.1 The Contractor acknowledges that the Authority places great emphasis on the confidentiality, 
integrity and availability of the Authority Data and, consequently, on the security of: 

(a) the Authority System; 

(b) the Contractor System; 

(c) the Sites; 

(d) the Services; and 

(e) the Supplier Information Management System. 

4.2 The Parties shall share information and act in a co-operative manner at all times to further the 
principles of security in Paragraph 4.1. 



5 Security requirements 

5.1 The Contractor must, unless otherwise agreed in writing with the Authority: 

(a) comply with the Security Requirements; and 

(b) subject to Paragraph 5.2, ensure that Sub-contractors comply with the Security 
Requirements. 

5.2 Where a Sub-contractor is a SMP Sub-contractor, the Contractor shall: 

(a) use best endeavours to ensure that the SMP Sub-contractor complies with the 
Security Requirements; 

(b) document the differences between Security Requirements the obligations that the 
SMP Sub-contractor is prepared to accept in sufficient detail to allow the Authority to 
form an informed view of the risks concerned; 

(c) take such steps as the Authority may require to mitigate those risks. 

5.3 Where the Contractor or any Sub-contractor undertakes Development Activity the Contractor 
must (where applicable) comply, and ensure that any applicable Sub-contractor complies, 
with the Security Requirements for Development.  

6 Authority to proceed 

6.1 Notwithstanding anything in this Call Off Agreement, the Contractor may not: 

(a) commence the provision of any Services; or 

(b) Process any Authority Data using the Supplier Information Management System, 

unless: 
(c) the Contractor has, and ensured that Sub-contractors have, obtained the Relevant 

Certifications under Paragraph 12; 

(d) the Contractor has completed an IT Health Check in accordance with paragraph 10 of 
the Security Requirements; and 

(e) the Authority has provided a Risk Management Approval Statement under 
Paragraph 15. 

7 Contractor confirmation 

7.1 The Contractor must, no later than the last day of each Contract Year, provide to the Authority 
a letter from its Chief Executive Officer (or equivalent officer) confirming that, having made 
due and careful enquiry: 

(a) the Contractor has in the previous year carried out all tests and has in place all 
procedures required in relation to security matters required by this Call Off 
Agreement; 

(b) subject to Paragraph 7.2:  



(i) it has fully complied with all requirements of this Security Schedule  ; and 

(ii) all Sub-contractors have complied with the requirements of this Security 
Schedule with which the Contractor is required to ensure they comply; 

(c) the Contractor considers that its security and risk mitigation procedures remain 
effective. 

7.2 Where the Authority has, in respect of the period covered by the confirmation provided under 
Paragraph 7.1 agreed in writing that the Contractor need not, or need only partially, comply 
within any requirement of this Security Schedule: 

(a) the confirmation must include details of the Authority’s agreement; and 

(b) confirm that the Contractor has fully complied with that modified requirement. 

7.3 The Contractor must: 

(a) keep and maintain a register setting out all agreements referred to in Paragraph 7.2; 
and 

(b) provide a copy of that register to the Authority on request. 

8 Governance 

8.1 This Paragraph 8 applies where a Security Working Group, or Board (as that term is defined 
in Schedule 8.1 (Governance) with a similar remit, is not provided for otherwise in this Call Off 
Agreement. 

8.2 The Authority must establish a Security Working Group on which both the Authority and the 
Contractor are represented. 

8.3 The notice or other document establishing the Security Working Group must set out: 

(a) the Authority members; 

(b) the Contractor members; 

(c) the chairperson of the Security Working Group; 

(d) the date of the first meeting; 

(e) the frequency of meetings; and 

(f) the location of meetings 

8.4 The Security Working Group has oversight of all matters relating to the security of the 
Authority Data and the Supplier Information Management System. 

8.5 The Security Working Group meets: 

(a) once every Contract Year following the review of the Security Management Plan by 
the Contractor under Paragraph 14 and before the Authority has completed its review 
of the updated Security Management Plan under Paragraph 15; and 



(b) additionally when required by the Authority. 

8.6 The Contractor must ensure that the Contractor Personnel attending each meeting of the 
Security Working Group: 

(a) have sufficient knowledge and experience to contribute to the discussion of the 
matters on the agenda for the meeting; 

(b) are authorised to make decisions that are binding on the Contractor in respect of 
those matters, including any decisions that require expenditure or investment by the 
Contractor; and 

(c) where relevant to the matters on the agenda for the meeting, include representatives 
of relevant Sub-contractors. 

8.7 Any decisions, recommendations or advice of the Security Working Group: 

(a) are not binding on the Contractor; and 

(b) do not limit or modify the Contractor’s responsibilities under this Security Schedule  

8.8 Appendix 3 applies to the Security Working Group. 

9 Personnel 

9.1 The Contractor must ensure that at all times it maintains within the Contractor Personnel 
sufficient numbers of qualified, skilled security professionals to ensure the Contractor 
complies with the requirements of this Security Schedule. 

9.2 To facilitate: 

(a) the Authority’s oversight of the Supplier Information Management System; and 

(b) the Contractor's design, implementation, operation, management and continual 
improvement of the Security Management Plan and the security of the Services and 
Information Management System and otherwise, 

at reasonable times and on reasonable notice: 
(c) the Contractor shall provide access to the Contractor Personnel responsible for 

information assurance; and 

(d) the Authority shall provide access to its personnel responsible for information 
assurance. 

10 Sub-contractors 

SIMS Sub-contractor 
 

10.1 Notwithstanding anything else in this Call Off Agreement but subject to Paragraph , a SIMS 
Sub-contractor shall be treated for all purposes as a Key Sub-contractor. 

10.2 In addition to the obligations imposed by this Call Off Agreement on Key Sub-contractors, the 
Contractor must ensure that the Key Subcontract with each SIMS Sub-contractor: 



(a) contains obligations no less onerous on the Key Sub-contractor than those imposed 
on the Contractor under this Security Schedule; and 

(b) provides for the Authority to perform Authority-led Assurance of any part of the 
Supplier Information Management System that the SIMS Sub-contractor provides or 
operates that is not otherwise subject to Authority-led Assurance under this Security 
Schedule. 

10.3 Where a SIMS Sub-contractor is also a SMP Sub-contractor, the Contractor shall: 

(a) use best endeavours to ensure that the SMP Sub-contractor complies with the 
requirements of this Call Off Agreement relating to Key Sub-contractors; 

(b) document the differences between the Key Sub-contractor obligations imposed by 
this Call Off Agreement and the Key Sub-contractor obligations that the SMP 
Sub-contractor is prepared to accept in sufficient detail to allow the Authority to form 
an informed view of the risks concerned; 

(c) take such steps as the Authority may require to mitigate those risks. 

Sub-contractors 
 

10.4 Unless otherwise set out in Appendix 1 to Annex 3 (Contractor Solution), the Contractor must 
ensure that Sub-contractors comply with all Security Requirements and Security 
Requirements for Development that apply to the activities that the Sub-contractor performs 
under its Sub-contract with the Contractor. 

10.5 The Contractor must, before entering into a binding Sub-contract with any Sub-contractor: 

(a) undertake sufficient due diligence of the proposed Sub-contractor to provide 
reasonable assurance that the proposed Sub-contractor can perform the obligations 
that this Schedule requires the Contractor ensure that the proposed Sub-contractor 
performs; 

(b) keeps adequate records of the due diligence it has undertaken in respect of the 
proposed Sub-contractors; and 

(c) provides those records to the Authority on request. 

11 Supplier Information Management System 

11.1 The Contractor must determine: 

(a) the scope and component parts of the Supplier Information Management System; 
and 

(b) the boundary between the Supplier Information Management System and the Wider 
Information Management System. 

11.2 Before making the determination under Paragraph 11.1, the Contractor must consult with the 
Authority and in doing so must provide the Authority with such documentation and information 
that the Authority may require regarding the Wider Information Management System. 

11.3 The Contractor shall reproduce its determination under Paragraph 11.1 as a diagram 
documenting the components and systems forming part of the Information Management 



System and the boundary between the Supplier Information Management System and the 
Wider Information Management System. 

11.4 The diagram prepared under Paragraph 11.3 forms part of the Security Management Plan. 

11.5 Where a proposed change to: 

(a) the component parts of the Supplier Information Management System; or 

(b) the boundary between the Supplier Information Management System and the Wider 
Information Management System, 

is considered significant or material and has specific impact to Authority Data then such 
change: 
(a) shall be an Operational Change to which the Change Control Procedure applies; 

(b) requires approval by the Authority under Paragraph 16; and 

(c) the Authority may require the appointment of an Independent Security Adviser to 
advise on the proposed change. 

12 Certification Requirements 

12.1 The Contractor shall ensure that, unless otherwise agreed by the Authority, both: 

(a) it; and 

(b) any Sub-contractor, 

are certified as compliant with the Relevant Certifications, that is to say: 
(c) in the case of the Contractor, any SIMS Sub-contractor and any Sub-contractor that 

Processes Authority Data: 

(i) ISO/IEC 27001:2013 by a UKAS-approved certification body in respect of the 
Supplier Information Management System, or the Supplier Information 
Management System is included within the scope of a wider certification of 
compliance with ISO/IEC 27001:2013; and 

(ii) Cyber Essentials Plus. It is acknowledged the Supplier is Cyber Essential 
Plus compliant only and the SIMS sub-contractor is not, but holds SOC 2 
certification. 

12.2 Unless otherwise agreed by the Authority, before it begins to provide the Services, the 
Contractor must provide the Authority with a copy of: 

(a) the Relevant Certifications for it and any Sub-contractor; and 

(b) the relevant scope and statement of applicability required under the ISO/IEC 
27001:2013 Relevant Certifications. 

12.3 The Contractor must ensure that at the time it begins to provide the Services, the Relevant 
Certifications for it and any Sub-contractor are: 



(a) currently in effect; 

(b) cover at least the full scope of the Supplier Information Management System; and 

(c) are not subject to any condition that may impact the provision of the Services or the 
Development Activity, 

(the “Certification Requirements”). 
 
12.4 The Contractor must notify the Authority promptly, and in any event within 3 Working Days, 

after becoming aware that, in respect of it or any Sub-contractor: 

(a) a Relevant Certification has been revoked or cancelled by the body that awarded it; 

(b) a Relevant Certification expired and has not been renewed by the Contractor; 

(c) a Relevant Certification no longer applies to the full scope of the Supplier Information 
Management System; or 

(d) the body that awarded a Relevant Certification has made it subject to conditions, the 
compliance with which may impact the provision of the Services (each a “Certification 
Default”) 

12.5 Where the Contractor has notified the Authority of a Certification Default under 
Paragraph 12.4: 

(a) the Contractor must, within 10 Working Days of the date in which the Contractor 
provided notice under Paragraph 12.4 (or such other period as the Parties may 
agree) provide a draft plan (a “Certification Rectification Plan”) to the Authority setting 
out: 

(i) full details of the Certification Default, including a root cause analysis; 

(ii) the actual and anticipated effects of the Certification Default; 

(iii) the steps the Contractor and any Sub-contractor to which the Certification 
Default relates will take to remedy the Certification Default; 

(b) the Authority must notify the Contractor as soon as reasonably practicable whether it 
accepts or rejects the Certification Rectification Plan; 

(c) if the Authority rejects the Certification Rectification Plan, the Contractor must within 
5 Working Days of the date of the rejection submit a revised Certification Rectification 
Plan and Paragraph 12.5(b) will apply to the re-submitted plan; 

(d) the rejection by the Authority of a revised Certification Rectification Plan is a material 
Default of this Call Off Agreement; 

(e) if the Authority accepts the Certification Rectification Plan, the Contractor must start 
work immediately on the plan. 



13 Security Management Plan 

Purpose of Security Management Plan 
 

13.1 The Authority may, at any time, provide the Contractor with a Statement of Risk Appetite. 

13.2 The Contractor must document in the Security Management Plan how the Contractor and its 
Sub-contractors will: 

(a) comply with the requirements set out in this Security Schedule and the Call Off 
Agreement in order to ensure the security of the Authority Data and the Supplier 
Information Management System; and 

(b) ensure that the operation of the Supplier Information Management System and the 
provision of the Services does not give risk to any information security risks greater 
than those set out in that Statement of Information Risk Appetite (where one has 
been provided).  

13.3 The Contractor must ensure that: 

(a) the Security Management Plan accurately represents the Supplier Information 
Management System;  

(b) the Supplier Information Management System will meet the requirements of this 
Security Schedule   and the Statement of Risk Appetite (where one has been 
provided); and 

(c) the residual risks of the Supplier Information Management System are no greater 
than those provided for in the Statement of Risk Appetite (where one has been 
provided). 

Preparation of Security Management Plan 
 

13.4 The Contractor must prepare and submit the Security Management Plan to the Authority: 

(a) by the date specified in the Detailed Implementation Plan; or 

(b) if no such date is specified, in sufficient time to allow for the Authority to review and 
approve the Security Management Plan before the first Operational Service 
Commencement Date. 

13.5 If Paragraph 13.4(b) applies, and any delay resulting from the Authority’s review and approval 
of the Security Management Plan causes or contributes to a Contractor Default, that delay is 
not a Authority Cause and the Contractor shall not be entitled to any relief or compensation 
under Clause 8. 

Contents of Security Management Plan 
 

13.6 The Security Management Plan must use the template in Appendix 5 and must include: 

(a) a formal risk assessment of, and a risk treatment plan for, the Supplier Information 
Management System; 

(b) a completed ISO/IEC 27001:2013 statement of applicability for the Supplier 
Information Management System; 



(c) the process for managing any security risks from Sub-contractors and third parties 
with access to the Services, the Supplier Information Management System or the 
Authority Data; 

(d) unless such requirement is waived by the Authority, the controls the Contractor will 
implement in respect of the Services and all processes associated with the delivery of 
the Services, including: 

(i) the Authority Premises; 

(ii) the Sites; 

(iii) the Contractor System; 

(iv) the Authority System (to the extent that it is under the control of the 
Contractor); and  

(v) any IT, Information and data (including the Confidential Information of the 
Authority and the Authority Data) to the extent used by the Authority or the 
Contractor: 

(A) in connection with this Call Off Agreement or 

(B) in connection with any system that could directly or indirectly have an 
impact on that Information, data and/or the Services; 

(e) evidence that the Contractor and each applicable Sub-contractor is compliant with the 
Certification Requirements; and 

(f) the diagram documenting the Supplier Information Management System, the Wider 
Information Management System and the boundary between them (created under 
Paragraph 11). 

(g) an assessment of the Supplier Information Management System against the 
requirements of this Security Schedule, including the Security Requirements and the 
Security Requirements for Development (where applicable); 

(h) the process the Contractor will implement immediately after it becomes aware of a 
Breach of Security to restore normal operations as quickly as possible, minimising 
any adverse impact on the Authority Data, the Authority, the Services and/or users of 
the Services; and 

(i) the following information, so far as is applicable, in respect of each Sub-contractor: 

(i) the Sub-contractor’s: 

(A) legal name; 

(B) trading name (if any); and  

(C) registration details (where the Sub-contractor is not an individual); 

(ii) the Relevant Certifications held by the Sub-contractor; 

(iii) the Sites used by the Sub-contractor; 



(iv) the Services provided, or contributed to, by the Sub-contractor; 

(v) the access the Sub-contractor has to the Supplier Information Management 
System; 

(vi) the Authority Data Processed by the Sub-contractor; 

(vii) the Processing that the Sub-contractor will undertake in respect of the 
Authority Data; and 

(viii) the measures the Sub-contractor has in place to comply with the 
requirements of this Security Schedule ); 

(j) the Register of Support Locations and Third Party Tools; 

(k) the Modules Register; 

(l) the Support Register; and 

(m) details of the protective monitoring that the Contractor will undertake in accordance 
with paragraph 12 of the Security Requirements, including: 

(i) the additional audit and monitoring the Contractor will undertake of the 
Supplier Information Management System; and 

(ii) the retention periods for audit records and event logs. 

14 Monitoring and updating Security Management Plan 

Updating Security Management Plan 
 

14.1 The Contractor shall regularly review and update the Security Management Plan, and provide 
such to the Authority, at least once each year and as required by this Paragraph. 

Monitoring 
 

14.2 The Contractor, where it plans to undertake, or after becoming aware of, any of the following: 

(a) a significant change to the components or architecture of the Supplier Information 
Management System which relates to the manner that the Contractor processes 
Authority Data; 

(b) a significant change in the boundary between the Supplier Information Management 
System and the Wider Information Management System; 

(c) a significant change in the operation of the Supplier Information Management 
System; 

(d) the replacement of an existing, or the appointment of a new: 

(i) SIMS Sub-contractor; or 

(ii) Sub-contractor that Processes Authority Data; 

(e) a significant change in the quantity of Personal Data held within the Service; and/or 



(f) where the Contractor has previously Processed Authority Data that is Personal Data, 
not including Special Category Personal Data, it proposes to start to Process 
Authority Data that is Special Category Personal Data under this Call Off Agreement; 

must: 
(g) within 2 Working Days notify the Authority; and  

(h) within 10 Working Days, or such other timescale as may be agreed with the Authority, 
update the Security Management Plan and provide the Authority with a copy of that 
document for review at the Security Working Group (SWG) for agreed next steps to 
be undertaken. 

14.3 Paragraph 14.2 applies in addition to, and not in substitution of, the Parties’ obligations to 
comply with the Change Control Procedure for any Contract Change or Operational Change. 

14.4 Any proposed change under Paragraph 14.2(a), 14.2(b) or 14.2(f) is a Contract Change to 
which the Change Control Procedure applies. 

15 Review and approval of Security Management Plan 

15.1 Where the Contractor has prepared or updated the Security Management Plan the Authority 
may review the plan and to do so may request such further information as the Authority 
considers necessary or desirable. 

15.2 At the conclusion of that review, it may issue to the Contractor: 

(a) where satisfied that the: 

(i) identified risks to the Supplier Information Management System are 
adequately and appropriately addressed; and  

(ii) that the residual risks are: 

(A) either: 

(1) where the Authority has provided a Statement of Information 
Risk Appetite, reduced to the level anticipated by that 
statement; or 

(2) where the Authority has not provided a Statement of 
Information Risk Appetite, reduced to an acceptable level; 

(B) understood and accepted by the Authority; and 

(C) recorded in the Residual Risk Statement; 

a Risk Management Approval Statement; or 
 

(b) where the Authority considers that: 

(i) the identified risks to the Supplier Information Management System have not 
been adequately or appropriately addressed; or 



(ii) the residual risks to the Supplier Information Management System have not 
been reduced: 

(A) where the Authority has Provided a Statement of Information Risk 
Appetite, to the level anticipated by that statement; or 

(B) where the Authority has not Provided a Statement of Information Risk 
Appetite, to an acceptable level, 

a Risk Management Rejection Notice, with the reasons for its decision. 

16 Changes to the Supplier Information Management System 

16.1 Notwithstanding anything in this Call Off Agreement, the Contractor must advise the Authority 
via the SWG process to agree next steps before making any of the following changes to the 
Supplier Information Management System: 

(a) a significant change in the systems or components making up the Supplier 
Information Management System; 

(b) a significant change in the operation or management of the Supplier Information 
Management System; or 

(c) the appointment of a new, or the replacement of an existing: 

(i) SIMS Sub-contractor; or 

(ii) Sub-contractor that Processes Authority Data. 

16.2 In seeking the Authority’s approval to a proposed changes to the Supplier Information 
Management System where this impacts Authority Data, the Contractor must: 

(a) prepare a proposal for the Authority setting out: 

(i) details of the proposed changes to the Supplier Information Management 
System; 

(ii) an assessment of the security implications of the proposed change; 

(iii) a risk assessment of the proposed change; and 

(b) where this impacts Authority Data, provide that proposal to the Authority no later than 
30 Working Days before the date on which the Contractor proposes to implement 
those changes. 

16.3 The Authority: 

(a) may request such further information as the Authority considers necessary or 
desirable; 

(b) must provide its decision within 20 Working Days of the later of: 

(i) the date on which it receives the proposal; or 

(ii) the date on which it receives any requested further information; 



(c) must not: 

(i) unreasonably refuse any proposal by the Contractor; and 

(ii) must not make any approval subject to unreasonable conditions. 

16.4 If the Authority does not provide a decision within the period specified in Paragraph 16.3(b), 
the proposal shall be deemed to have been accepted. 

Implementation of changes 
 

16.5 Where the Contractor implements a necessary change to the Supplier Information 
Management System to address a security related risk or vulnerability, the Contractor shall 
effect such change at its own cost and expense.  

16.6 If the Contractor does not implement a necessary change to the Supplier Information 
Management System to address a security related risk or vulnerability: 

(a) that failure is a material Default; and 

(b) the Contractor shall:  

(i) immediately cease using the Supplier Information Management System to 
Process Authority Data either: 

(A) until the Default is remedied, or 

(B) unless directed otherwise by the Authority in writing and then only in 
accordance with the Authority's written directions; and 

(ii) where such material Default is capable of remedy, remedy such material 
Default within the timescales set by the Authority (considering the security 
risks the material Default presents to the Services and/or the Supplier 
Information Management System). 

17 Remediation Action Plan 

Preparation of Remediation Action Plan 
17.1 Where: 

(a)  the Authority issues a Risk Management Rejection Notice; or 

(b) the Contractor receives a Security Test report identifies vulnerabilities in, or makes 
findings in respect of, the Supplier Information Management System, 

the Contractor must within 20 Working Days of receiving the notice or report, as applicable, 
prepare a plan addressing the matters raised in the notice or report, as applicable (a 
“Remediation Action Plan”). 

 
17.2 The Remediation Action Plan must, in respect of each matter raised by Risk Management 

Rejection notice or the Security Test report: 

(a) how the matter will be remedied; 



(b) the date by which the matter will be remedied; and 

(c) the tests that the Contractor proposes to perform to confirm that the matter has been 
remedied. 

Consideration of Remediation Action Plan 
17.3 The Contractor must 

(a) provide the Authority with a copy of any Remediation Action Plan it prepares; and  

(b) have regarded to any comments the Authority provides in the Remediation Action 
Plan. 

Implementing an approved Remediation Action Plan 
17.4 In implementing the Remediation Action Plan, the Contractor must conduct such further tests 

on the Supplier Information Management System as are required by the Remediation Action 
Plan to confirm that the Remediation Action Plan has fully and correctly implemented. 

17.5 If any such testing identifies a new risk, new threat, vulnerability or exploitation technique with 
the potential to affect the security of the Supplier Information Management System, the 
Contractor shall within 2 Working Days of becoming aware of such risk, threat, vulnerability or 
exploitation technique: 

(a) provide the Authority with a full, unedited and unredacted copy of the test report; 

(b) implement interim mitigation measures to vulnerabilities in the Information System 
known to be exploitable where a security patch is not immediately available; 

(c) as far as practicable, remove or disable any extraneous interfaces, services or 
capabilities not needed for the provision of the Services within the timescales set out 
in the test report or such other timescales as may be agreed with the Authority. 

18 Independent Security Adviser 

18.1 The Authority may require the appointment of an Independent Security Adviser where: 

(a) there is a proposed change to the Supplier Information Management System (see 
Paragraph 11.5); 

(b) the Authority issues two or more Risk Management Rejection Notices (see 
Paragraph 15.2(b)); or 

(a) a Security Test (see paragraph 10 of the Security Requirements) report identifies 
more than 10 vulnerabilities classified as either critical or high; or 

18.2 Where the Authority requires the appointment of an Independent Security Adviser the 
Independent Security Adviser shall be: 

(a) a person selected by the Contractor and approved by the Authority; or 

(b) where 

(i) the Authority does not approve the persons selected by the Contractor; or 



(ii) the Contractor does not select any person within 10 Working Days of the date 
of the notice requiring the Independent Security Adviser’s appointment, 

a person selected by the Authority. 
18.3 The terms of the Independent Security Adviser’s appointment shall require that person to: 

(a) undertake a detailed review, including a full root cause analysis where the 
Independent Security Adviser considers it appropriate to do so, of the circumstances 
that led to that person’s appointment; and  

(b) provide advice and recommendations on: 

(i) steps the Contractor can reasonably take to improvement the security of the 
Supplier Information Management System; and 

(ii) where relevant, how the Contractor may mitigate the effects of, and remedy, 
those  and to avoid the occurrence of similar circumstances to those leading 
to the appointment of the Independent Security Adviser in the future. 

18.4 The Contractor must permit, and must ensure that relevant Sub-contractors permit, the 
Independent Security Adviser to: 

(a) observe the conduct of and work alongside the Contractor Personnel to the extent 
that the Independent Security Adviser considers reasonable and proportionate having 
regard to reason for their appointment;  

(b) gather any information the Independent Security Adviser considers relevant in the 
furtherance their appointment;  

(c) write reports and provide information to the Authority in connection with the steps 
being taken by the Contractor to remedy the matters leading to the Independent 
Security Adviser’s appointment;  

(d) make recommendations to the Authority and/or the Contractor as to how the matters 
leading to their appointment might be mitigated or avoided in the future; and/or 

(e) take any other steps that the Authority and/or the Independent Security Adviser 
reasonably considers necessary or expedient in order to mitigate or rectify matters 
leading to the Independent Security Adviser’s appointment. 

18.5 The Contractor must, and ensure that relevant Sub-contractors: 

(a) where relevant, work alongside, provide information to, co-operate in good faith with 
and adopt any reasonable methodology in providing the Services recommended by 
the Independent Security Adviser in order to mitigate or rectify any of the 
vulnerabilities that led to the appointment of the Independent Security Adviser; 

(b) ensure that the Independent Security Adviser has all the access it may require in 
order to carry out its objective, including access to the Assets;  

(c) submit to such monitoring as the Authority and/or the Independent Security Adviser 
considers reasonable and proportionate in respect of the matters giving rise to their 
appointment; 



(d) implement any recommendations (including additional security measures and/or 
controls) made by the Independent Security Adviser that have been approved by the 
Authority within the timescales given by the Independent Security Adviser; and 

(e) not terminate the appointment of the Independent Security Adviser without the prior 
consent of the Authority (unless such consent has been unreasonably withheld).  

18.6 The Contractor shall be responsible for: 

(a) the costs of appointing, and the fees charged by, the Independent Security Adviser; 
and 

(b) its own costs in connection with any action required by the Authority and/or the 
Independent Security Adviser. 

18.7 If the Contractor or any relevant Sub-contractor: 

(c) fails to perform any of the steps required by the Authority in the notice appointing the 
Independent Security Adviser; and/or 

(d) is in Default of any of its obligations under this Paragraph 18, 

this is a material Default that is capable of remedy. 

19 Withholding of Charges 

19.1 The Authority may withhold some or all of the Charges in accordance with the provisions of 
this Paragraph 19 where: 

(e) the Contractor is in material Default of any of its obligations under this Security 
Schedule ; or 

(f) any of the following matters occurs (where those matters arise from a Default by the 
Contractor of its obligations under this Security Schedule ): 

(i) the Authority is entitled to terminate the Call Off Agreement for material 
Default on any of the grounds set out in Clause 58.3.5; or 

(ii) the Contractor commits a material Default that is capable of remedy and the 
Authority is entitled to step-in pursuant to Clause 63.1. 

19.2 The Authority may withhold an amount of the Charges that it considers sufficient, in its sole 
discretion, to incentivise the Contractor to perform the obligations it has Defaulted upon. 

19.3 Before withholding any Charges under Paragraph 19.1 the Authority must 

(a) provide written notice to the Contractor setting out: 

(i) the Default in respect of which the Authority has decided to withhold some or 
all of the Charges; 

(ii) the amount of the Charges that the Authority will withhold; 

(iii) the steps the Contractor must take to remedy the Default; 



(iv) the date by which the Contractor must remedy the Default; 

(v) the invoice in respect of which the Authority will withhold the Charges; and 

(b) consider any representations that the Contractor may make concerning the 
Authority’s decision. 

19.4 Where the Contractor does not remedy the Default by the date specified in the notice given 
under Paragraph 19.3(a), the Authority may retain the withheld amount. 

19.5 The Contractor acknowledges: 

(a) the legitimate interest that the Authority has in ensuring the security of the Supplier 
Information Management System and the Authority Data and, as a consequence, the 
performance by the Contractor of its obligations under this Security Schedule ; and 

(b) that any Charges that are retained by the Authority are not out of all proportion to the 
Authority’s legitimate interest, even where: 

(i) the Authority has not suffered any Losses as a result of the Contractor’s 
Default; or 

(ii) the value of the Losses suffered by the Authority as a result of the 
Contractor’s Default is lower than the amount of the Charges retained 

19.6 The Authority’s right to withhold or retain any amount under this Paragraph 19 are in addition 
to any other rights that the Authority may have under this Call Off Agreement or in Law, 
including any right to claim damages for Losses it suffers arising from the Default. 

20       Access to Authority System 

Where the Contractor, a Sub-contractor or any of the Contractor Personnel is granted access 
to the Authority System or to the Authority Equipment, it must comply with and ensure that all 
such Sub-contractors and Contractor Personnel comply with, all rules, policies and guidance 
provided to it and as updated from time to time concerning the Authority System or the 
Authority Equipment. 

 
21 Additional standards 

The Contractor shall (and shall ensure that its Sub-contractors shall) comply with where 
applicable:  

 
(a)  The Government Technology Code of Practice 

(https://www.gov.uk/government/publications/technology-code-of -practice)  

(b) The Government Service Standard and Service Manual 
(https://www.gov.uk/service-manual/service-standard)  

(c) NCSC Cyber Assessment Framework Guidance 
https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework  

(d) NCSC guidance https://www.ncsc.gov.uk/section/advice-guidance/all-topics  

https://www.gov.uk/government/publications/technology-code-of
https://www.gov.uk/service-manual/service-standard
https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework


(e) Government Functional Security Standard No.7 
https://www.gov.uk/government/publications/government-functional-standard-govs-00
7-security 

(f) NCSC Cloud Security Principles; 
https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-principles 

(g) Cyber Essentials plus certification  

https://www.gov.uk/government/publications/government-functional-standard-govs-007-security
https://www.gov.uk/government/publications/government-functional-standard-govs-007-security
https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-principles


Appendix 1 Security Requirements 

 
1. Location 

Location for Relevant Activities 
1.1 Unless otherwise agreed with the Authority, the Contractor must, and ensure that its 

Sub-contractors, at all times: 

(a) store, access or process Authority Data; 

(b) undertake the Development Activity; and 

(c) host the Development Environment, 

(together, the “Relevant Activities”) 

only in or from the geographic areas permitted by the Authority in Paragraph 1. 
1.2 Where the Authority has permitted the Contractor and its Sub-contractors to perform the 

Relevant Activities outside the United Kingdom or European Economic Area, the Contractor 
must, and must ensure that its Sub-contractors undertake the Relevant Activities in a facility 
operated by an entity where: 

(a) the entity has entered into a binding Call Off Agreement with the Contractor or 
Sub-contractor (as applicable); 

(b) that binding Call Off Agreement includes obligations on the entity in relation to 
security management equivalent to those imposed on Sub-contractors in this Security 
Schedule; 

(c) the Contractor or Sub-contractor has taken reasonable steps to assure itself that the 
entity complies with the binding Call Off Agreement; 

(d) the Contractor has provided the Authority with such information as the Authority 
requires concerning: 

(i) the entity; 

(ii) the arrangements with the entity; and 

(iii) the entity’s compliance with the binding Call Off Agreement; and 

(e) the Authority has not given the Contractor a Prohibition Notice under paragraph 1.8. 

1.3 Where the Contractor cannot comply with one or more of the requirements of paragraph 1.2: 

(a) it must provide the Authority with such information as the Authority requests 
concerning: 

(i) the security controls in places at the relevant location or locations; and 

(ii) where certain security controls are not, or only partially, implemented the 
reasons for this; 



(b) the Authority may grant approval to use that location or those locations, and that 
approval may include conditions; and 

(c) if the Authority does not grant permission to use that location or those locations, the 
Contractor must, within such period as the Authority may specify: 

(i) cease to store, access or process Authority Data at that location or those 
locations; 

(ii) sanitise, in accordance with instructions from the Authority, such equipment 
within the information and communications technology system used to store, 
access or process Authority Data at that location, or those locations, as the 
Authority may specify. 

Support Locations 
1.4 The Contractor must ensure that all Support Locations are located only in the geographic 

areas permitted by the Authority. 

1.5 Where the Authority has permitted the Contractor and its Sub-contractors to operate Support 
Locations outside the United Kingdom or European Economic Area, the Contractor must, and 
must ensure that its Sub-contractors operate the Support Locations in a facility operated by 
an entity where 

(a) the entity has entered into a binding Call Off Agreement with the Contractor or 
Sub-contractor (as applicable); 

(b) the binding Call Off Agreement includes obligations in relations to security 
management at least as onerous as those imposed on any Sub-contractor by this 
Security Schedule  ; 

(c) the Contractor or Sub-contractor has taken reasonable steps to assure itself that the 
entity complies with the binding Call Off Agreement; 

(d) the Contractor has provided the Authority with such information as the Authority 
requires concerning: 

(i) the entity; 

(ii) the arrangements with the entity; and 

(iii) the entity’s compliance with the binding Call Off Agreement; and 

(iv) the Authority has not given the Contractor a Prohibition Notice under 
paragraph 1.8. 

Third-party Tools 
1.6 The Contractor must use, and ensure that Sub-contractors use, only those Third-party Tools 

included in the Register of Support Locations and Third-party Tools. 

1.7 The Contractor must not, and must not allow Sub-contractors to, use: 

1.7.1 a Third-party Tool other than for the activity specified for that Third-party Tool in 
the Register of Support Locations and Third-party Tools; or 



1.7.2  a new Third-party Tool, or replace an existing Third-party Tool, without advising 
the Authority. 

Prohibited Activities 
1.8 The Authority may by notice in writing at any time give notice to the Contractor that it and its 

Sub-contractors must not undertake or permit to be undertaken some or all of the Relevant 
Activities or operate Support Locations (a “Prohibited Activity”). 

1.8.1 in any particular country or group of countries; 

1.8.2 in or using facilities operated by any particular entity or group of entities; or 

1.8.3 in or using any particular facility or group of facilities, whether operated by the 
Contractor, a Sub-contractor or a third-party entity, 

(a “Prohibition Notice”). 
1.9 Where the Contractor or Sub-contractor, on the date of the Prohibition Notice undertakes any 

Relevant Activities or operates any Support Locations  affected by the notice, the Contractor 
must, and must procure that Sub-contractors, cease to undertake that Prohibited Activity 
within 40 Working Days of the date of the Prohibition Notice. 

1.10 Nothing in this Paragraph 1 shall affect the Parties obligations to comply with Clause 43.4.4 
and the conditions set out therein shall continue to apply in addition to the requirements of 
this Paragraph 1.   

2. Vetting, Training and Staff Access 

Vetting before performing or managing Services 
2.1 The Contractor must not engage Contractor Personnel, and must ensure that Sub-contractors 

do not engage Sub-contractor Personnel in: 

2.1.1 Development Activity; 

2.1.2 any activity that provides access to the Development Environment; or  

2.1.3 any activity relating to the performance and management of the Services 

unless: 
2.1.4 that individual has passed the security checks listed in paragraph 2.2; or 

2.1.5 the Authority has given prior written permission for a named individual to perform 
a specific role. 

2.2 For the purposes of paragraph 2.1, the security checks are: 

2.2.1 The checks required for the HMG Baseline Personnel Security Standard (BPSS) 
to verify:  

2.2.1.1 the individual’s identity; 

2.2.1.2 where that individual will work in the United Kingdom, the individual’s 
nationality and immigration status so as to demonstrate that they 
have a right to work in the United Kingdom; 



2.2.1.3 the individual’s previous employment history; and 

2.2.1.4 that the individual has no Relevant Convictions; 

2.2.2 national security vetting clearance to the level specified by the Authority for such 
individuals or such roles as the Authority may specify; or 

2.2.3 such other checks for the Contractor Personnel of Sub-contractors as the 
Authority may specify. 

Annual training 
2.3 The Contractor must ensure, and ensure that Sub-contractors ensure, that all Contractor 

Personnel, complete and pass security training at least once every calendar year that covers: 

2.3.1 General training concerning security and data handling; and 

2.3.2 Phishing, including the dangers from ransomware and other malware. 

Staff access 
2.4 The Contractor must ensure, and ensure that Sub-contractors ensure, that individual 

Contractor Personnel can access only the Authority Data necessary to allow individuals to 
perform their role and fulfil their responsibilities in the provision of the Services. 

2.5 The Contractor must ensure, and ensure that Sub-contractors ensure, that where individual 
Contractor Personnel no longer require access to the Authority Data or any part of the 
Authority Data, their access to the Authority Data or that part of the Authority Data is revoked 
immediately when their requirement to access Authority Data ceases. 

2.6 Where requested by the Authority, the Contractor must remove, and must ensure that 
Sub-contractors remove, an individual Contractor Personnel’s access to the Authority Data, or 
part of that Authority Data specified by the Authority, as soon as practicable and in any event 
within 24 hours of the request. 

Exception for certain Sub-contractors 
2.7 Where the Contractor considers it cannot ensure that a Sub-contractors will undertake the 

relevant security checks on any Sub-contractor Personnel, it must: 

2.7.1 as soon as practicable, and in any event within 20 Working Days of becoming 
aware of the issue, notify the Authority; 

2.7.2 provide such information relating to the Sub-contractor, its vetting processes and 
the roles the affected Sub-contractor Personnel will perform as the Authority 
reasonably requires; and 

2.7.3 comply, at the Contractor’s cost, with all directions the Authority may provide 
concerning the vetting of the affected Sub-contractor Personnel and the 
management of the Sub-contractor. 

3. End-user Devices 

3.1 The Contractor must manage, and must ensure that all Sub-contractors manage, all End-user 
Devices on which Authority Data or Code is stored or processed in accordance the following 
requirements: 



3.1.1 the operating system and any applications that store, process or have access to 
Authority Data or Code must be in current support by the vendor, or the relevant 
community in the case of open source operating systems or applications; 

3.1.2 users must authenticate before gaining access; 

3.1.3 all Authority Data and Code must be encrypted using a encryption tool agreed to 
by the Authority; 

3.1.4 the End-under Device must lock and require any user to re-authenticate after a 
period of time that is proportionate to the risk environment, during which the 
End-user Device is inactive; 

3.1.5 the End-User Device must be managed in a way that allows for the application of 
technical policies and controls over applications that have access to Authority 
Data and Code to ensure the security of that Authority Data and Code; 

3.1.6 the Contractor or Sub-contractor, as applicable, can, without physical access to 
the End-user Device, remove or make inaccessible all Authority Data or Code 
stored on the device and prevent any user or group of users from accessing the 
device; 

3.1.7 all End-user Devices are within the scope of any Relevant Certification. 

3.2 The Contractor must comply, and ensure that all Sub-contractors comply, with the 
recommendations in NCSC Device Guidance as if those recommendations were incorporated 
as specific obligations under this Call Off Agreement. 

3.3 Where there any conflict between the requirements of this Security Schedule  and the 
requirements of the NCSC Device Guidance, the requirements of this Schedule take 
precedence. 

4. Hardware and software support 

4.1 The Contractor must ensure that all software used to provide the Services remains at all times 
in full security support, including any extended or bespoke security support. 

4.2 The Contractor must produce and maintain a register of all software that form the Supplier 
Information Management System (the “Support Register”). 

4.3 The Support Register must include in respect of each item of software: 

4.3.1 the date, so far as it is known, that the item will cease to be in mainstream 
security support; and 

4.3.2 the Contractor’s plans to upgrade the item before it ceases to be in mainstream 
security support. 

4.4 The Contractor must: 

4.4.1 review and update the Support Register: 

4.4.1.1 within 10 Working Days of becoming aware of the date on which, or 
any change to the date on which, any item of software will cease to 
be in mainstream security report; 



4.4.1.2 within 10 Working Days of introducing new software, or removing 
existing software, from the Supplier Information Management 
System; and 

4.4.1.3 at least once every 12 months; 

4.4.2 provide the Authority with a copy of the Support Register: 

4.4.2.1 whenever it updates the Support Register; and 

4.4.2.2 otherwise when the Authority requests. 

4.5 Where any element of the Developed System consists of COTS Software, the Contractor 
shall ensure: 

4.5.1 those elements are always in mainstream or extended security support from the 
relevant vendor; and 

4.5.2 the COTS Software is not more than one version or major release behind the 
latest version of the software. 

4.6 The Contractor shall ensure that all hardware used to provide the Services, whether used by 
the Contractor or any Sub-contractor is, at all times, remains in mainstream vendor support, 
that is, that in respect of the hardware, the vendor continues to provide: 

4.6.1 regular firmware updates to the hardware; and 

4.6.2 a physical repair or replacement service for the hardware. 

5. Encryption 

5.1 Before Processing any Authority Data, the Contractor must agree with the Authority the 
encryption methods that it and any Sub-contractors that Process Authority Data will use to 
comply with this paragraph 5. 

5.2 Where this paragraph 5 requires Authority Data to be encrypted, the Contractor must use, 
and ensure that Subcontractors use, the methods agreed by the Authority under 
paragraph 5.1. 

5.3 Notwithstanding anything in the specification for the Developed System or this Call Off 
Agreement, the Contractor must ensure that the Developed System encrypts Authority Data: 

5.3.1 when the Authority Data is stored at any time when no operation is being 
performed on it; and 

5.3.2 when the Authority Data is transmitted. 

5.4 Unless paragraph 5.5 applies, the Contractor must ensure, and must ensure that all 
Sub-contractors ensure, that Authority Data is encrypted: 

5.4.1 when stored at any time when no operation is being performed on it, including 
when stored on any portable storage media; and 

5.4.2 when transmitted. 



5.5 Where the Contractor, or a Sub-contractor, cannot encrypt Authority Data as required by 
paragraph 5.4, the Contractor must: 

5.5.1 immediately inform the Authority of the subset or subsets of Authority Data it 
cannot encrypt and the circumstances in which and the reasons why it cannot do 
so; 

5.5.2 provide details of the protective measures the Contractor or Sub-contractor (as 
applicable) proposes to take to provide equivalent protection to the Authority as 
encryption; 

5.5.3 provide the Authority with such information relating to the Authority Data 
concerned, the reasons why that Authority Data cannot be encrypted and the 
proposed protective measures as the Authority may require. 

5.6 The Authority, the Contractor and, where the Authority requires, any relevant Sub-contractor 
shall meet to agree appropriate protective measures for the unencrypted Authority Data. 

5.7 Where the Authority and Contractor reach agreement, the Contractor must update the 
Security Management Plan to include: 

5.7.1 the subset or subsets of Authority Data not encrypted and the circumstances in 
which that will occur; 

5.7.2 the protective measure that the Contractor and/or Sub-contractor will put in place 
in respect of the unencrypted Authority Data. 

5.8 Where the Authority and Contractor do not reach agreement within 40 Working Days of the 
date on which the Contractor first notified the Authority that it could not encrypt certain 
Authority Data, either party may refer the matter to be determined by an expert in accordance 
with the Dispute Resolution Procedure. 

6. Not Used 

7. Not Used 

8. Malicious Software 

8.1 The Contractor shall install and maintain Anti-virus Software or procure that Anti-virus 
Software is installed and maintained on the Supplier Information Management System. 

8.2 The Contractor must ensure that such Anti-virus Software: 

8.2.1 prevents the installation of the most common forms of Malicious Software in the 
Supplier Information Management System and the Development Environment; 

8.2.2 is configured to perform automatic software and definition updates; 

8.2.3 provides for all updates to be the Anti-virus Software to be deployed within 
10 Working Days of the update’s release by the vendor; 

8.2.4 performs regular scans of the Supplier Information Management System to check 
for and prevent the introduction of Malicious Software; and 



8.2.5 where Malicious Software has been introduced into the Supplier Information 
Management System, identifies, contains the spread of, and minimises the 
impact of Malicious Software. 

8.3 If Malicious Software is found, the Parties shall cooperate to reduce the effect of the Malicious 
Software and, particularly if Malicious Software causes loss of operational efficiency or loss or 
corruption of Authority Data, assist each other to mitigate any Losses and to restore the 
Services to their desired operating efficiency. 

8.4 The Contractor must at all times, during and after the Term (subject to the Limitation Act 
1980), on written demand indemnify the Authority and keep the Authority indemnified, against 
all Losses incurred by, awarded against or agreed to be paid by the Authority arising from any 
Breach of Security caused by Malicious Software where the Breach of Security arose from a 
failure by the Contractor, or a Sub-contractor, to comply with this paragraph. 

9. Vulnerabilities 

9.1 Unless the Authority otherwise agrees, the Contractor must ensure that it or any relevant 
Sub-contractor applies security patches to any vulnerabilities in the Supplier Information 
Management System no later than: 

9.1.1 7 days after the public release of patches for vulnerabilities classified as “critical”; 

9.1.2 30 days after the public release of patches for vulnerabilities classified as 
“important”; and 

9.1.3 60 days after the public release of patches for vulnerabilities classified as “other”. 

9.2 The Contractor must: 

9.2.1 scan the Supplier Information Management System and the Development 
Environment at least once every month to identify any unpatched vulnerabilities; 
and 

9.2.2 if the scan identifies any unpatched vulnerabilities ensure they are patched in 
accordance with paragraph 9.1. 

9.3 For the purposes of this paragraph 9, the Contractor must implement a method for classifying 
vulnerabilities to the Supplier Information Management System as “critical”, “important” or 
“other” that is aligned to recognised vulnerability assessment systems, such as: 

9.3.1.1 the National Vulnerability Database’s vulnerability security ratings; or 

9.3.1.2 Microsoft’s security bulletin severity rating system. 

10. Security testing 

Responsibility for security testing 
10.1 The Contractor is solely responsible for: 

(a) the costs of conducting any security testing required by this paragraph 10 (unless the 
Authority gives notice under paragraph 10.2); and 



(b) the costs of implementing any findings, or remedying any vulnerabilities, identified in 
that security testing. 

Security tests by Authority 
10.2 The Authority may, where it has significant concerns relating to the security of the Supplier 

Information Management System, give notice to the Contractor that the Authority will 
undertake the Contractor Security Tests. 

10.3 Where the Authority gives notice under paragraph 10.2: 

(a) the Contractor shall provide such reasonable co-operation as the Authority requests, 
including: 

(i) such access to the Supplier Information Management System as the 
Authority may request; and  

(ii) such technical and other information relating to the Information Management 
System as the Authority requests; 

(b) the Authority must provide a full, unedited and unredacted copy of the report relating 
to the IT Health Check as soon as reasonably practicable after the Authority receives 
a copy of the report; and 

(c) for the purposes of paragraphs 10.18 to 10.27: 

(i) the Contractor must treat any IT Health Check commissioned by the Authority 
as if it were such a report commissioned by the Contractor; and 

(ii) the time limits in paragraphs 10.18 and 10.20 run from the date on which the 
Authority provides the Contractor with the copy of the report under 
paragraph (b). 

10.4 In addition to its rights under paragraph 10.2, the Authority and/or its authorised 
representatives may, at any time and with notice to the Contractor, carry out such tests 
(including penetration tests) as it may deem necessary in relation to: 

(a) the Service; 

(b) the Supplier Information Management System; and/or 

(c) the Contractor’s compliance with the Security Management Plan, 

(“Authority Security Tests”). 
10.5 The Authority shall take reasonable steps to notify the Contractor prior to carrying out such 

Authority Security Tests to the extent that it is reasonably practicable for it to do so taking into 
account the nature of the Authority Security Tests. 

10.6 The Authority shall notify the Contractor of the results of such Authority Security Tests after 
completion of each Authority Security Test. 

10.7 The Authority shall design and implement the Authority Security Tests to minimise their impact 
on the delivery of the Services. 



10.8 If an Authority Security Tests causes Contractor Default, the Authority Security Tests shall be 
treated as an Authority Cause, except where the root cause of the Contractor Default was a 
security-related weakness or vulnerability exposed by the Authority Security Tests. 

Security tests by Contractor 
10.9 The Contractor must: 

(a) before submitting the draft Security Management Plan to the Authority for an 
Assurance Decision; 

(b) at least once during each Contract Year; and 

(c) when required to do so by the Authority; 

undertake the following activities: 
(d) conduct security testing of the Supplier Information Management System, insofar as it 

relates to the Developed System but excluding the Development Environment (an “IT 
Health Check”) in accordance with paragraphs 10.15 to 10.17; and 

(e) implement any findings, and remedy any vulnerabilities identified by the IT Health 
Check in accordance with paragraphs 10.18 to 10.27. 

10.10 In addition to its obligations under paragraph 10.9, the Contractor must undertake any tests 
required by: 

(a) any Remediation Action Plan; 

(b) the ISO27001 Certification Requirements; 

(c) the Security Management Plan; and 

(d) the Authority, following a Breach of Security or a significant change, as assessed by 
the Authority, to the components or architecture of the Supplier Information 
Management System, 

(each a “Contractor Security Test”). 
10.11 The Contractor must 

(a) design and implement the Contractor Security Tests so as to minimise the impact on 
the delivery of the Services; 

(b) agree the date, timing, content and conduct of such Contractor Security Tests in 
advance with the Authority. 

10.12 Where the Contractor fully complies with paragraph 10.11, if a Contractor Security Test 
causes a Performance Failure in a particular Measurement Period, the Contractor shall be 
entitled to relief in respect of such Performance Failure for that Measurement Period. 

10.13 Not Used.  

10.14 The Contractor shall provide the Authority with a full, unedited and unredacted copy of the 
results of such Security Tests (in a form approved by the Authority in advance) as soon as 
practicable, and in any case within 10 Working Days, after completion of each Contractor 
Security Test 



IT Health Checks 
10.15 In arranging an IT Health Check, the Contractor must: 

(a) use only a CHECK Service Provider to perform the IT Health Check; 

(b) design and plan for the IT Health Check so as to minimise the impact of the IT Health 
Check on the Supplier Information Management System and the delivery of the 
Services. 

(c) promptly provide the Authority with such technical and other information relating to 
the Supplier Information Management System as the Authority requests; 

(d) include within the scope of the IT Health Check such tests as the Authority requires; 

(e) agree with the Authority the scope, aim and timing of the IT Health Check. 

10.16 The Contractor must commission the IT Health Check in accordance with the scope, aim and 
timing agreed by the Authority. 

10.17 Following completion of an IT Health Check, the Contractor must provide the Authority with a 
full, unedited and unredacted copy of the report relating to the IT Health Check without delay 
and in any event within 10 Working Days of its receipt by the Contractor. 

Remedying vulnerabilities 
10.18 In addition to complying with Paragraphs 10.20 to 10.27, the Contractor must remedy: 

(a) any vulnerabilities classified as critical in a Security Test report within 5 Working Days 
of becoming aware of the vulnerability and its classification; 

(b) any vulnerabilities classified as high in a Security Test report within 1 month of 
becoming aware of the vulnerability and its classification; and 

(c) any vulnerabilities classified as medium in a Security Test report within 3 months of 
becoming aware of the vulnerability and its classification. 

10.19 The Contractor must notify the Authority without undue delay if it does not, or considers it will 
not be able to, remedy the vulnerabilities classified as critical, high or medium in a Security 
Test report within the time periods specified in Paragraph 10.18. 

Responding to a Security Test report 
10.20 Where the Security Test report identifies vulnerabilities in, or makes findings in respect of, the 

Supplier Information Management System, the Contractor must within 20 Working Days of 
receiving the Security Test report, prepare and submit for management via the SWG a draft 
plan addressing the vulnerabilities and findings (the “Remediation Action Plan”). 

10.21 Where the Authority has commissioned a root cause analysis under Paragraph 10.28, the 
Contractor shall ensure that the draft Remediation Action Plan addresses that analysis. 

10.22 The draft Remediation Action Plan must, in respect of each vulnerability identified or finding 
made by the Security Test report: 

(a) how the vulnerability or finding will be remedied; 



(b) the date by which the vulnerability or finding will be remedied; and 

(c) the tests that the Contractor proposes to perform to confirm that the vulnerability has 
been remedied or the finding addressed. 

10.23 The Contractor shall promptly provide the Authority with such technical and other information 
relating to the Supplier Information Management System, the IT Health Check report or the 
draft Remediation Action Plan as the Authority requests. 

10.24 Where a Remediation Action Plan is deemed by the Authority to be insufficient then the SWG 
may request additional actions to be agreed jointly between parties, to address: 

(a) the draft Remediation Action Plan where it considers that the draft Remediation 
Action Plan is inadequate, providing its reasons for doing so, in which case: 

(i) the Contractor shall within 10 Working Days of the date on which the 
Authority rejected the draft Remediation Action Plan submit a revised draft 
Remediation Action Plan that takes into account the Authority’s reasons; and 

(ii) paragraph 10.22 to 10.24 shall apply, with appropriate modifications, to the 
revised draft Remediation Action Plan; 

10.25 Where the Authority accepts the draft Remediation Action Plan, the Contractor must 
immediately start work on implementing the Remediation Action Plan in accordance with 
Paragraph 10.26 and 10.27. 

 

Implementing an approved Remediation Action Plan 
10.26 In implementing the Remediation Action Plan, the Contractor must conduct such further tests 

on the Supplier Information Management System as are required by the Remediation Action 
Plan to confirm that the Remediation Action Plan has fully and correctly implemented. 

10.27 If any such testing identifies a new risk, new threat, vulnerability or exploitation technique with 
the potential to affect the security of the Supplier Information Management System, the 
Contractor shall without undue delay of becoming aware of such risk, threat, vulnerability or 
exploitation technique: 

(a) provide the Authority with a full, unedited and unredacted copy of the test report; 

(b) implement interim mitigation measures to vulnerabilities in the Information System 
known to be exploitable where a security patch is not immediately available; 

(c) as far as practicable, remove or disable any extraneous interfaces, services or 
capabilities not needed for the provision of the Services within the timescales set out 
in the test report or such other timescales as may be agreed with the Authority. 

Significant vulnerabilities 
10.28 Where: 

(a) a Security Test report identifies more than 10 vulnerabilities classified as either critical 
or high; or 

(b) the Authority does not accept a revised draft Remediation Action Plan, 



the Authority may, at the Contractor’s cost, either: 
(c) appoint an independent and appropriately qualified and experienced security architect 

and adviser to perform a root cause analysis of the identified vulnerabilities; or 

(d) give notice to the Contractor requiring the appointment as soon as reasonably 
practicable, and in any event within 10 Working Days, of an Independent Security 
Adviser. 

11. Access Control 

11.1 The Contractor must, and must ensure that all Sub-contractors:  

(a) identify and authenticate all persons who access the Supplier Information 
Management System and Sites before they do so; 

(b) require multi-factor authentication for all user accounts that have access to Authority 
Data or that are Privileged Users; 

(c) allow access only to those parts of the Supplier Information Management System and 
Sites that those persons require; 

(d) maintain records detailing each person’s access to the Supplier Information 
Management System and Sites, and make those records available to the Authority on 
request. 

11.2 The Contractor must ensure, and must ensure that all Sub-contractors ensure, that the user 
accounts for Privileged Users of the Supplier Information Management System: 

11.2.1 are allocated to a single, individual user; 

11.2.2 are accessible only from dedicated End-user Devices; 

11.2.3 are configured so that those accounts can only be used for system administration 
tasks; 

11.2.4 require passwords with high complexity that are changed regularly; 

11.2.5 automatically log the user out of the Supplier Information Management System 
after a period of time that is proportionate to the risk environment during which 
the account is inactive; and 

11.2.6 are: 

11.2.6.1 restricted to a single role or small number of roles; 

11.2.6.2 time limited; and 

11.2.6.3 restrict the Privileged User’s access to the internet. 

11.3 The Contractor must ensure, and must ensure that all Sub-contractors ensure, that it logs all 
activity of the Privileged Users while those users access those accounts and keeps the 
activity logs for 20 Working Days before deletion. 



11.4 The Contractor must require, and must ensure that all Sub-contractors require, that Privileged 
Users use unique and substantially different high-complexity passwords for their different 
accounts on the Supplier Information Management System. 

11.5 The Contractor must ensure that the Developed System is developed and configured so as to 
provide for the matters set out in paragraphs 11.1 to 11.4. 

11.6 The Contractor must, and must ensure that all Sub-contractors: 

11.6.1 configure any hardware that forms part of the Supplier Information Management 
System that is capable of requiring a password before it is accessed to require a 
password; and 

11.6.2 change the default password of that hardware to a password of high complexity 
that is substantially different from the password required to access similar 
hardware. 

12. Event logging and protective monitoring 

Protective Monitoring System 
12.1 The Contractor must, and must ensure that Sub-contractors, implement an effective system of 

monitoring and reports, analysing access to and use of the Supplier Information Management 
System, the Development Environment, the Authority Data and the Code to: 

12.1.1 identify and prevent potential Breaches of Security; 

12.1.2 respond effectively and in a timely manner to Breaches of Security that do occur; 

12.1.3 identify and implement changes to the Supplier Information Management System 
to prevent future Breaches of Security; and 

12.1.4 help detect and prevent any potential criminal offence relating to fraud, bribery or 
corruption using the Supplier Information Management System or the Developed 
System 

(the “Protective Monitoring System”). 
12.2 The Protective Monitoring System must provide for: 

12.2.1 event logs and audit records of access to the Supplier Information Management 
system; and 

12.2.2 regular reports and alerts to identify: 

12.2.2.1 changing access trends; 

12.2.2.2 unusual usage patterns; or 

12.2.2.3 the access of greater than usual volumes of Authority Data; 

12.2.3 the detection and prevention of any attack on the Supplier Information 
Management System or the Development Environment using common 
cyber-attack techniques; 

12.2.4 any other matters required by the Security Management Plan. 



Event logs 
12.3 The Contractor must ensure that, unless the Authority otherwise agrees, any event logs do 

not log: 

12.3.1 personal data, other than identifiers relating to users; or 

12.3.2 sensitive data, such as credentials or security keys. 

Provision of information to Authority 
12.4 The Contractor must provide the Authority on request with: 

12.4.1 full details of the Protective Monitoring System it has implemented; and 

12.4.2 copies of monitoring logs and reports prepared as part of the Protective 
Monitoring System. 

Changes to Protective Monitoring System 
12.5 The Authority may at any time require the Contractor to update the Protective Monitoring 

System to: 

12.5.1 respond to a specific threat identified by the Authority; 

12.5.2 implement additional audit and monitoring requirements; and  

12.5.3 stream any specified event logs to the Authority’s security information and event 
management system. 

13. Audit rights 

Right of audit 
13.1 The Authority may undertake an audit of the Contractor or any Sub-contractor to: 

13.1.1 verify the Contractor’s or Sub-contractor’s (as applicable) compliance with the 
requirements of this Security Schedule  and the Data Protection Legislation as 
they apply to Authority Data; 

13.1.2 inspect the Supplier Information Management System (or any part of it); 

13.1.3 review the integrity, confidentiality and security of the Authority Data; and/or 

13.1.4 review the integrity and security of the Code. 

13.2 Any audit undertaken under this Paragraph 13.1: 

13.2.1 may only take place during the Term and for a period of 18 months afterwards; 
and 

13.2.2 is in addition to and without prejudice to any other rights of audit the Authority has 
under this Contract (including but not limited to, Clause 33). 

13.3 The Authority may not undertake more than one audit under Paragraph 13.1 in each calendar 
year unless the Authority has reasonable grounds for believing: 



13.3.1 the Contractor or any Sub-contractor has not complied with its obligations under 
this Contract or the Data Protection Legislation as they apply to the Authority 
Data; 

13.3.2 there has been or is likely to be a Breach of Security affecting the Authority Data 
or the Code; or 

13.3.3 where vulnerabilities, or potential vulnerabilities, in the Code have been identified 
by: 

13.3.3.1 an IT Health Check; or 

13.3.3.2 a Breach of Security. 

Conduct of audits 
13.4 The Authority must use reasonable endeavours to provide 15 Working Days’ notice of an 

audit. 

13.5 The Authority must when conducting an audit: 

13.5.1 comply with all relevant policies and guidelines of the Contractor or 
Sub-contractor (as applicable) concerning access to the Suppler Information 
Management System the Authority considers reasonable having regard to the 
purpose of the audit; and 

13.5.2 use reasonable endeavours to ensure that the conduct of the audit does not 
unreasonably disrupt the Contractor or Sub-contractor (as applicable) or delay 
the provision of the Services. 

13.6 The Contractor must, and must ensure that Sub-contractors, on demand provide the Authority 
with all co-operation and assistance the Authority may reasonably require, including: 

13.6.1 all information requested by the Authority within the scope of the audit; 

13.6.2 access to the Supplier Information Management System; and 

13.6.3 access to the Contractor Personnel. 

Response to audit findings 
13.7 Where an audit finds that: 

13.7.1 the Contractor or a Sub-contractor has not complied with this Contract or the 
Data Protection Legislation as they apply to the Authority Data; or 

13.7.2 there has been or is likely to be a Breach of Security affecting the Authority Data 

the Authority may require the Contractor to remedy those defaults at its own cost and 
expense and within the time reasonably specified by the Authority. 

13.8 The exercise by the Authority of any rights it may have under this Paragraph 3 does not affect 
the exercise by it of any other or equivalent rights it may have under this Contract in respect 
of the audit findings. 

14. Breach of Security 



Reporting Breach of Security 
14.1 If either party becomes aware of a Breach of Security it shall notify the other as soon as 

reasonably practicable after becoming  aware of the breach, and in any event within 24 hours. 

Immediate steps 
14.2 The Contractor must, upon becoming aware of a Breach of Security immediately take those 

steps identified in the Security Management Plan (if applicable) and all other steps reasonably  
necessary to: 

14.2.1 minimise the extent of actual or potential harm caused by such Breach of 
Security; 

14.2.2 remedy such Breach of Security to the extent possible;  

14.2.3 apply a tested mitigation against any such Breach of Security; and 

14.2.4 prevent a further Breach of Security in the future which exploits the same root 
cause failure; 

Subsequent action 
14.3 As soon as reasonably practicable and, in any event, within 5 Working Days, or such other 

period agreed with the Authority, following the Breach of Security, provide to the Authority: 

14.3.1 full details of the Breach of Security; and 

14.3.2 if required by the Authority: 

14.3.2.1 a root cause analysis; and 

14.3.2.2 a draft plan addressing the root cause of the Breach of Security, 

1. (the “Breach Action Plan”). 

14.4 The draft Breach Action Plan must, in respect of each issue identified in the root cause 
analysis: 

14.4.1 how the issue will be remedied; 

14.4.2 the date by which the issue will be remedied; and 

14.4.3 the tests that the Contractor proposes to perform to confirm that the issue has 
been remedied or the finding addressed. 

14.5 The Contractor shall promptly provide the Authority with such technical and other information 
relating to the draft Breach Action Plan as the Authority requests. 

14.6 The Authority may: 

14.6.1 not endorse the draft Breach Action Plan where it considers that the draft Breach 
Action Plan is inadequate, providing its reasons for doing so, in which case: 

14.6.1.1 the Contractor shall within 10 Working Days of the date on which the 
Authority rejected the draft Breach Action Plan submit a revised draft 



Breach Action Plan that takes into account the Authority’s reasons; 
and 

14.6.1.2 paragraph 14.5 and 14.6  shall apply to the revised draft Breach 
Action Plan; 

14.6.2 accept the draft Breach Action Plan, in which case the Contractor must 
immediately start work on implementing the Breach Action Plan. 

Assistance to Authority 
14.7 Where the Breach of Security concerns or is connected with the Authority Data or the Code, 

the Contractor must provide such assistance to the Authority as the Authority requires until 
the Breach of Security and any impacts or potential impacts on the Authority are resolved to 
the Authority’s satisfaction. 

14.8 The obligation to provide assistance under paragraph 14.8 continues notwithstanding the 
expiry or termination of this Contract. 

Reporting of Breach of Security to regulator 
14.9 Where the Law requires the Contractor report a Breach of Security to the appropriate 

regulator, the Contractor must: 

14.9.1 make that report within the time limits: 

14.9.1.1 specified by the relevant regulator; or 

14.9.1.2 otherwise required by Law; 

14.9.2 to the extent that the relevant regulator or the Law permits, provide the Authority 
with a full, unredacted and unedited copy of that report at the same time it is sent 
to the relevant regulator. 

14.10 Where the Law requires the Authority to report a Breach of Security to the appropriate 
regulator, the Contractor must: 

14.10.1 provide such information and other input as the Authority requires within the 
timescales specified by the Authority; 

14.10.2 ensure so far as practicable the report it sends to the relevant regulator is 
consistent with the report provided by the Authority. 

14.11 This Paragraph 14 applies in addition to, and not in substitution of, the Parties’ obligations in 
respect of a Data Loss Event set out in this Contract.. 

15. Return and Deletion of Authority Data 

15.1 The Contractor must create and maintain a register of 

15.1.1 all Authority Data the Contractor, or any Sub-contractor, receives from or creates 
for the Authority; and 

15.1.2 those parts of the Supplier Information Management System, including those 
parts of the Supplier Information Management System that are operated or 



controlled by any Sub-contractor, on which the Authority Data is stored (the 
“Authority Data Register”). 

15.2 The Contractor must: 

15.2.1 review and update the Authority Data Register: 

15.2.1.1 within 10 Working Days of the Contractor or any Sub-contractor 
changes those parts of the Supplier Information Management System 
on which the Authority Data is stored; 

15.2.1.2 within 10 Working Days of a significant change in the volume, nature 
or overall sensitivity of the Authority Data stored on the Supplier 
Information Management System; 

15.2.1.3 at least once every 12 (twelve) months; and 

15.2.2 provide the Authority with a copy of the Authority Data Register: 

15.2.2.1 whenever it updates the Authority Data Register; and 

15.2.2.2 otherwise when the Authority requests. 

15.3 The Contractor must, and must ensure that all Sub-contractors, securely erase any or all 
Authority Data held by the Contractor or Sub-contractor, including any or all Code: 

15.3.1 when requested to do so by the Authority; and 

15.3.2 using a deletion method agreed with the Authority that ensures that even a 
determined expert using specialist techniques can recover only a small fraction of 
the data deleted. 

15.4 The Contractor must, and must ensure that all Sub-contractors, provide the Authority with 
copies of any or all Authority Data held by the Contractor or Sub-contractor, including any or 
all Code: 

15.4.1 when requested to do so by the Authority; and 

15.4.2 using the method specified by the Authority. 



 



Appendix 2 Security Requirements for Development 

1. Secure Software Development by Design 

1.1 The Contractor must, and must ensure that all Sub-contractors engaged in Development 
Activity, implement secure development and deployment practices to ensure that: 

1.1.1 no malicious code is introduced into the Developed System or the Supplier 
Information Management System. 

1.1.2 the Developed System can continue to function in accordance with the 
Specification: 

1.1.2.1 in unforeseen circumstances; and 

1.1.2.2 notwithstanding any attack on the Developed System using common 
cyber-attack techniques, including attacks using those vulnerabilities 
identified at any time in the OWASP Top Ten. 

1.2 To those ends, the Contractor must, and ensure that all Sub-contractors engaged in 
Development Activity: 

1.2.1 comply with the Secure Development Guidance as if its requirements were terms 
of this Contract; and 

1.2.2 document the steps taken to comply with that guidance as part of the Security 
Management Plan. 

1.3 In particular, the Contractor must, and ensure that all Sub-contractors engaged in 
Development Activity: 

1.3.1 ensure that all Contractor Personnel engaged in Development Activity are: 

1.3.1.1 trained and experienced in secure by design code development; 

1.3.1.2 provided with regular training in secure software development and 
deployment; 

1.3.2 ensure that all Code: 

1.3.2.1 is subject to a clear, well-organised, logical and documented 
architecture; 

1.3.2.2 follows OWASP Secure Coding Practice 

1.3.2.3 follows recognised secure coding standard, where one is available; 

1.3.2.4 employs consistent naming conventions; 

1.3.2.5 is coded in a consistent manner and style; 

1.3.2.6 is clearly and adequately documented to set out the function of each 
section of code; 



1.3.2.7 is subject to appropriate levels of review through automated and 
non-automated methods both as part of: 

(a) any original coding; and 

(b) at any time the Code is  changed; 

1.3.3 ensure that all Development Environments: 

1.3.3.1 protect access credentials and secret keys; 

1.3.3.2 is logically separate from all other environments, including production 
systems, operated by the Contractor or Sub-contractor; 

1.3.3.3 requires multi-factor authentication to access; 

1.3.3.4 have onward technical controls to protect the Developed System or 
the Supplier Information Management System in the event a 
Development Environment is compromised; 

1.3.3.5 use network architecture controls to constrain access from the 
Development Environment to the Developed System or the Supplier 
Information Management System; 

2. Secure Architecture 

2.1 The Contractor shall design and build the Developed System in a manner consistent with: 

2.1.1 the NCSC’s guidance on “Security Design Principles for Digital Services”; 

2.1.2 where the Developed System will Process bulk data, the NCSC’s guidance on 
“Bulk Data Principles”; and 

2.1.3 the NCSC’s guidance on “Cloud Security Principles”. 

2.2 Where any of the documents referred to in paragraph 2.1 provides for various options, the 
Contractor must document the option it has chosen to implement and its reasons for doing so. 

3. Code Repository and Deployment Pipeline 

3.1 The Contractor must, and must ensure that all Sub-contractors engaged in Development 
Activity:  

(a) when using a cloud-based code depository for the deployment pipeline, use only a 
cloud-based code depository that has been assessed against the NCSC Cloud 
Security Principles; 

(b) ensure user access to cope repositories is authenticated using credentials, with 
passwords or private keys;  

(c) ensure secret credentials are separated from source code. 

(d) run automatic security testing as part of any deployment of the Developed System. 

4. Development and Testing Data 



4.1 The Contractor must, and must ensure that all Sub-contractors engaged in Development 
Activity, use only anonymised, dummy or synthetic data when using data within the 
Development Environment for the purposes of development and testing, 

5. Code Reviews 

5.1 The Contractor must: 

5.1.1 regularly; or 

5.1.2 as required by the Authority 

review the Code in accordance with the requirements of this paragraph 5 (a “Code 
Review”). 

5.2 Before conducting any Code Review, the Contractor must agree with the Authority: 

5.2.1 the modules or elements of the Code subject to the Code Review; 

5.2.2 the development state at which the Code Review will take place; 

5.2.3 any specific security vulnerabilities the Code Review will assess; and 

5.2.4 the frequency of any Code Reviews (the “Code Review Plan”). 

5.3 For the avoidance of doubt the Code Review Plan may specify different modules or elements 
of the Code are reviewed at a different development state, for different security vulnerabilities 
and at different frequencies. 

5.4 The Contractor: 

5.4.1 must undertake Code Reviews in accordance with the Code Review Plan; and 

5.4.2 may undertake Code Reviews by automated means if this is consistent with the 
approach specified in the Code review Plan. 

5.5 No later than 10 Working Days or each Code Review, the Contractor must provide the 
Authority will a full, unedited and unredacted copy of the Code Review Report.  

5.6 Where the Code Review identifies any security vulnerabilities, the Contractor must: 

5.6.1 remedy these at its own cost and expense; 

5.6.2 ensure, so far as reasonably practicable, that the identified security vulnerabilities 
are not present in any other modules or code elements; and 

5.6.3 modify its approach to undertaking the Development Activities to ensure, so far 
as is practicable, the identified security vulnerabilities will not re-occur; and 

5.6.4 provide the Authority with such information as it requests about the steps the 
Contractor takes under this paragraph 5.6. 

6. Third-party Software 

6.1 The Contractor must not, and must ensure that Sub-contractors do not, use any software to 
Process Authority Data where the licence terms of that software purport to grant the licensor 



rights to Process the Authority Data greater than those rights strictly necessary for the use of 
the software. 

7. Third-party Software Modules 

7.1 Where the Contractor or a Sub-contractor incorporates a Third-party Software Module  into 
the Code, the Contractor must: 

7.1.1 verify the source and integrity of the Third-party Software Module by 
cryptographic signing or such other measure that provides the same level of 
assurance; 

7.1.2 perform adequate due diligence to determine whether there are any recognised 
security vulnerabilities with that Third-party Software Module; 

7.1.3 continue to monitor any such Third-party Software Module so as to ensure it 
promptly becomes aware of any newly-discovered security vulnerabilities; 

7.1.4 take appropriate steps to minimise the effect of any such security vulnerability on 
the Developed System. 

7.2 The Contractor must produce and maintain a register of all Third-party Software Modules that 
form part of the Code (the “Modules Register”). 

7.3 The Modules Register must include, in respect of each Third-party Software Module: 

7.3.1 full details of the developer of the module; 

7.3.2 the due diligence the Contractor undertook on the Third-party Software Module 
before deciding to use it; 

7.3.3 any recognised security vulnerabilities in the Third-party Software Module; and 

7.3.4 how the Contractor will minimise the effect of any such security vulnerability on 
the Developed System. 

7.4 The Contractor must: 

7.4.1 review and update the Modules Register: 

7.4.1.1 within 10 Working Days of becoming aware of a security vulnerability 
in any Third-party Software Module; and 

7.4.1.2 at least once every 6 (six) months; 

7.4.2 provide the Authority with a copy of the Modules Register: 

7.4.2.1 whenever it updates the Modules Register; and 

7.4.2.2 otherwise when the Authority requests. 



Appendix 3 Security Working Group 

1 Role of the Security Working Group 

1.1 The Security Working Group shall be responsible for the ongoing management, maintenance, 
monitoring and enhancement of the Contractor's security posture in line with the contractual 
obligations set out in the Security Schedule.  

1.2 The Security Working Group: 

(a) monitors and provides recommendations to the Contractor on the Authority-led 
assurance of the Supplier Information Management System; 

(b) builds a collaborative and robust working relationship between the Contractor and 
Service; 

(c) reviews and monitors the design implementation involving the Contractor, and 
application of safety management systems, including cyber and fraud frameworks in 
all Digital Identity related aspects of service and design principles; 

(d) reports (by exception) on risks to Board level where and when appropriate; 

(e) monitors and supports mitigation of risk to systems and services for the Digital 
Identity evolution of service and standards, including risk exposures, risk posture and 
appetite, with a view to emerging and unknown risks; and 

(f) oversees and aligns the operations of the Contractor to observe secure architecture 
standards and security due diligence. 

2 Meetings of the Security Working Group 

2.1 Paragraphs 3.4 to 3.7 of Schedule 8.1 (Governance) shall apply to the Security Working 
Group as if it were a Board established under that Schedule. 

3 Reports to the Security Working Group 

3.1 The Contractor must provide the following reports no later than five Working Days before 
each meeting of the Security Working Group: 

(a) ITHC and/or penetration testing reports;  

(b) remediation action plans relevant to this Call Off Agreement; 

(c) latest risk register relevant to this Call Off Agreement; 

(d) incident reports relevant to this Call Off Agreement; and 

(e) threat analysis relevant to this Call Off Agreement. 

4 Administration 

4.1 The Contractor is responsible for the secretarial functions of the Security Working Group. 



Appendix 4 Not Used 



Appendix 5 Security Management Plan Template 

Copy of Security Management Plan Template May23 - Google Docs 
 
 

https://docs.google.com/document/d/18NqEIuUJ3t_AM8JswqU87Bvkka1cQanMfIebRgHJOlI/edit#heading=h.1b4bexb

	 
	 
	 
	 
	ATTACHMENT 3 TO ANNEX 11 
	 
	Security Schedule: 
	(Security Management: Contractor-led Assurance) 
	1Authority Options 
	1.1Where the Authority has selected an option in the table below, the Contractor must comply with the requirements relating to that option set out in the relevant Paragraph: 

	2Definitions 
	3Introduction 
	3.1This Security Schedule sets out: 
	(a)the Authority’s decision on where the Contractor may: 
	(i)store, access or process Authority Data; 
	(ii)undertake the Development Activity; 
	(iii)host the Development Environment; and 
	(iv)locate Support Locations, 
	(in Paragraph 1) 

	(b)the principles of security that apply to this Call Off Agreement (in Paragraph 4); 
	(c)the requirement to obtain a Risk Management Approval Statement (in Paragraphs 6 and 15); 
	(d)the annual confirmation of compliance to be provided by the Contractor (in Paragraph 7); 
	(e)the governance arrangements for security matters, where these are not otherwise specified in Schedule 8.1 (Governance) (in Paragraph 8); 
	(f)access to personnel (in Paragraph 9); 
	(g)obligations in relation to Sub-contractors (in Paragraph 10); 
	(h)the responsibility of the Authority to determine the Supplier Information Management System that will be subject to Authority-led Assurance (in Paragraph 11); 
	(i)the Certification Requirements (in Paragraph 12); 
	(j)the development, monitoring and updating of the Security Management Plan by the Contractor (in Paragraphs 13, 14 and 15); 
	(k)the granting by the Authority of approval for the Contractor to commence: 
	(i)the provision of Services; and/or 
	(ii)Processing Authority Data (in Paragraph 6); 

	(l)the management of changes to the Supplier Information Management System (in Paragraph 16); and  
	(m)the Authority’s additional remedies for breach of this Security Schedule), including: 
	(i)the requirement for Remediation Action Plans (in Paragraph 17); 
	(ii)the appointment of Independent Security Advisers (in Paragraph 18); and 
	(iii)the withholding of Charges by the Authority (in Paragraph 19). 



	4Principles of security 
	4.1The Contractor acknowledges that the Authority places great emphasis on the confidentiality, integrity and availability of the Authority Data and, consequently, on the security of: 
	(a)the Authority System; 
	(b)the Contractor System; 
	(c)the Sites; 
	(d)the Services; and 
	(e)the Supplier Information Management System. 

	4.2The Parties shall share information and act in a co-operative manner at all times to further the principles of security in Paragraph 4.1. 

	5Security requirements 
	5.1The Contractor must, unless otherwise agreed in writing with the Authority: 
	(a)comply with the Security Requirements; and 
	(b)subject to Paragraph 5.2, ensure that Sub-contractors comply with the Security Requirements. 

	5.2Where a Sub-contractor is a SMP Sub-contractor, the Contractor shall: 
	(a)use best endeavours to ensure that the SMP Sub-contractor complies with the Security Requirements; 
	(b)document the differences between Security Requirements the obligations that the SMP Sub-contractor is prepared to accept in sufficient detail to allow the Authority to form an informed view of the risks concerned; 
	(c)take such steps as the Authority may require to mitigate those risks. 

	5.3Where the Contractor or any Sub-contractor undertakes Development Activity the Contractor must (where applicable) comply, and ensure that any applicable Sub-contractor complies, with the Security Requirements for Development.  

	6Authority to proceed 
	6.1Notwithstanding anything in this Call Off Agreement, the Contractor may not: 
	(a)commence the provision of any Services; or 
	(b)Process any Authority Data using the Supplier Information Management System, 
	unless: 
	(c)the Contractor has, and ensured that Sub-contractors have, obtained the Relevant Certifications under Paragraph 12; 
	(d)the Contractor has completed an IT Health Check in accordance with paragraph 10 of the Security Requirements; and 
	(e)the Authority has provided a Risk Management Approval Statement under Paragraph 15. 


	7Contractor confirmation 
	7.1The Contractor must, no later than the last day of each Contract Year, provide to the Authority a letter from its Chief Executive Officer (or equivalent officer) confirming that, having made due and careful enquiry: 
	(a)the Contractor has in the previous year carried out all tests and has in place all procedures required in relation to security matters required by this Call Off Agreement; 
	(b)subject to Paragraph 7.2:  
	(i)it has fully complied with all requirements of this Security Schedule  ; and 
	(ii)all Sub-contractors have complied with the requirements of this Security Schedule with which the Contractor is required to ensure they comply; 

	(c)the Contractor considers that its security and risk mitigation procedures remain effective. 

	7.2Where the Authority has, in respect of the period covered by the confirmation provided under Paragraph 7.1 agreed in writing that the Contractor need not, or need only partially, comply within any requirement of this Security Schedule: 
	(a)the confirmation must include details of the Authority’s agreement; and 
	(b)confirm that the Contractor has fully complied with that modified requirement. 

	7.3The Contractor must: 
	(a)keep and maintain a register setting out all agreements referred to in Paragraph 7.2; and 
	(b)provide a copy of that register to the Authority on request. 


	8Governance 
	8.1This Paragraph 8 applies where a Security Working Group, or Board (as that term is defined in Schedule 8.1 (Governance) with a similar remit, is not provided for otherwise in this Call Off Agreement. 
	8.2The Authority must establish a Security Working Group on which both the Authority and the Contractor are represented. 
	8.3The notice or other document establishing the Security Working Group must set out: 
	(a)the Authority members; 
	(b)the Contractor members; 
	(c)the chairperson of the Security Working Group; 
	(d)the date of the first meeting; 
	(e)the frequency of meetings; and 
	(f)the location of meetings 

	8.4The Security Working Group has oversight of all matters relating to the security of the Authority Data and the Supplier Information Management System. 
	8.5The Security Working Group meets: 
	(a)once every Contract Year following the review of the Security Management Plan by the Contractor under Paragraph 14 and before the Authority has completed its review of the updated Security Management Plan under Paragraph 15; and 
	(b)additionally when required by the Authority. 

	8.6The Contractor must ensure that the Contractor Personnel attending each meeting of the Security Working Group: 
	(a)have sufficient knowledge and experience to contribute to the discussion of the matters on the agenda for the meeting; 
	(b)are authorised to make decisions that are binding on the Contractor in respect of those matters, including any decisions that require expenditure or investment by the Contractor; and 
	(c)where relevant to the matters on the agenda for the meeting, include representatives of relevant Sub-contractors. 

	8.7Any decisions, recommendations or advice of the Security Working Group: 
	(a)are not binding on the Contractor; and 
	(b)do not limit or modify the Contractor’s responsibilities under this Security Schedule  

	8.8Appendix 3 applies to the Security Working Group. 

	9Personnel 
	9.1The Contractor must ensure that at all times it maintains within the Contractor Personnel sufficient numbers of qualified, skilled security professionals to ensure the Contractor complies with the requirements of this Security Schedule. 
	9.2To facilitate: 
	(a)the Authority’s oversight of the Supplier Information Management System; and 
	(b)the Contractor's design, implementation, operation, management and continual improvement of the Security Management Plan and the security of the Services and Information Management System and otherwise, 

	at reasonable times and on reasonable notice: 
	(c)the Contractor shall provide access to the Contractor Personnel responsible for information assurance; and 
	(d)the Authority shall provide access to its personnel responsible for information assurance. 


	10Sub-contractors 
	10.1Notwithstanding anything else in this Call Off Agreement but subject to Paragraph , a SIMS Sub-contractor shall be treated for all purposes as a Key Sub-contractor. 
	10.2In addition to the obligations imposed by this Call Off Agreement on Key Sub-contractors, the Contractor must ensure that the Key Subcontract with each SIMS Sub-contractor: 
	(a)contains obligations no less onerous on the Key Sub-contractor than those imposed on the Contractor under this Security Schedule; and 
	(b)provides for the Authority to perform Authority-led Assurance of any part of the Supplier Information Management System that the SIMS Sub-contractor provides or operates that is not otherwise subject to Authority-led Assurance under this Security Schedule. 

	10.3Where a SIMS Sub-contractor is also a SMP Sub-contractor, the Contractor shall: 
	(a)use best endeavours to ensure that the SMP Sub-contractor complies with the requirements of this Call Off Agreement relating to Key Sub-contractors; 
	(b)document the differences between the Key Sub-contractor obligations imposed by this Call Off Agreement and the Key Sub-contractor obligations that the SMP Sub-contractor is prepared to accept in sufficient detail to allow the Authority to form an informed view of the risks concerned; 
	(c)take such steps as the Authority may require to mitigate those risks. 

	10.4Unless otherwise set out in Appendix 1 to Annex 3 (Contractor Solution), the Contractor must ensure that Sub-contractors comply with all Security Requirements and Security Requirements for Development that apply to the activities that the Sub-contractor performs under its Sub-contract with the Contractor. 
	10.5The Contractor must, before entering into a binding Sub-contract with any Sub-contractor: 
	(a)undertake sufficient due diligence of the proposed Sub-contractor to provide reasonable assurance that the proposed Sub-contractor can perform the obligations that this Schedule requires the Contractor ensure that the proposed Sub-contractor performs; 
	(b)keeps adequate records of the due diligence it has undertaken in respect of the proposed Sub-contractors; and 
	(c)provides those records to the Authority on request. 


	11Supplier Information Management System 
	11.1The Contractor must determine: 
	(a)the scope and component parts of the Supplier Information Management System; and 
	(b)the boundary between the Supplier Information Management System and the Wider Information Management System. 

	11.2Before making the determination under Paragraph 11.1, the Contractor must consult with the Authority and in doing so must provide the Authority with such documentation and information that the Authority may require regarding the Wider Information Management System. 
	11.3The Contractor shall reproduce its determination under Paragraph 11.1 as a diagram documenting the components and systems forming part of the Information Management System and the boundary between the Supplier Information Management System and the Wider Information Management System. 
	11.4The diagram prepared under Paragraph 11.3 forms part of the Security Management Plan. 
	11.5Where a proposed change to: 
	(a)the component parts of the Supplier Information Management System; or 
	(b)the boundary between the Supplier Information Management System and the Wider Information Management System, 
	is considered significant or material and has specific impact to Authority Data then such change: 
	(a)shall be an Operational Change to which the Change Control Procedure applies; 
	(b)requires approval by the Authority under Paragraph 16; and 
	(c)the Authority may require the appointment of an Independent Security Adviser to advise on the proposed change. 


	12Certification Requirements 
	12.1The Contractor shall ensure that, unless otherwise agreed by the Authority, both: 
	(a)it; and 
	(b)any Sub-contractor, 

	are certified as compliant with the Relevant Certifications, that is to say: 
	(c)in the case of the Contractor, any SIMS Sub-contractor and any Sub-contractor that Processes Authority Data: 
	(i)ISO/IEC 27001:2013 by a UKAS-approved certification body in respect of the Supplier Information Management System, or the Supplier Information Management System is included within the scope of a wider certification of compliance with ISO/IEC 27001:2013; and 
	(ii)Cyber Essentials Plus. It is acknowledged the Supplier is Cyber Essential Plus compliant only and the SIMS sub-contractor is not, but holds SOC 2 certification. 


	12.2Unless otherwise agreed by the Authority, before it begins to provide the Services, the Contractor must provide the Authority with a copy of: 
	(a)the Relevant Certifications for it and any Sub-contractor; and 
	(b)the relevant scope and statement of applicability required under the ISO/IEC 27001:2013 Relevant Certifications. 

	12.3The Contractor must ensure that at the time it begins to provide the Services, the Relevant Certifications for it and any Sub-contractor are: 
	(a)currently in effect; 
	(b)cover at least the full scope of the Supplier Information Management System; and 
	(c)are not subject to any condition that may impact the provision of the Services or the Development Activity, 
	(the “Certification Requirements”). 

	12.4The Contractor must notify the Authority promptly, and in any event within 3 Working Days, after becoming aware that, in respect of it or any Sub-contractor: 
	(a)a Relevant Certification has been revoked or cancelled by the body that awarded it; 
	(b)a Relevant Certification expired and has not been renewed by the Contractor; 
	(c)a Relevant Certification no longer applies to the full scope of the Supplier Information Management System; or 
	(d)the body that awarded a Relevant Certification has made it subject to conditions, the compliance with which may impact the provision of the Services (each a “Certification Default”) 

	12.5Where the Contractor has notified the Authority of a Certification Default under Paragraph 12.4: 
	(a)the Contractor must, within 10 Working Days of the date in which the Contractor provided notice under Paragraph 12.4 (or such other period as the Parties may agree) provide a draft plan (a “Certification Rectification Plan”) to the Authority setting out: 
	(i)full details of the Certification Default, including a root cause analysis; 
	(ii)the actual and anticipated effects of the Certification Default; 
	(iii)the steps the Contractor and any Sub-contractor to which the Certification Default relates will take to remedy the Certification Default; 

	(b)the Authority must notify the Contractor as soon as reasonably practicable whether it accepts or rejects the Certification Rectification Plan; 
	(c)if the Authority rejects the Certification Rectification Plan, the Contractor must within 5 Working Days of the date of the rejection submit a revised Certification Rectification Plan and Paragraph 12.5(b) will apply to the re-submitted plan; 
	(d)the rejection by the Authority of a revised Certification Rectification Plan is a material Default of this Call Off Agreement; 
	(e)if the Authority accepts the Certification Rectification Plan, the Contractor must start work immediately on the plan. 


	13Security Management Plan 
	13.1The Authority may, at any time, provide the Contractor with a Statement of Risk Appetite. 
	13.2The Contractor must document in the Security Management Plan how the Contractor and its Sub-contractors will: 
	(a)comply with the requirements set out in this Security Schedule and the Call Off Agreement in order to ensure the security of the Authority Data and the Supplier Information Management System; and 
	(b)ensure that the operation of the Supplier Information Management System and the provision of the Services does not give risk to any information security risks greater than those set out in that Statement of Information Risk Appetite (where one has been provided).  

	13.3The Contractor must ensure that: 
	(a)the Security Management Plan accurately represents the Supplier Information Management System;  
	(b)the Supplier Information Management System will meet the requirements of this Security Schedule   and the Statement of Risk Appetite (where one has been provided); and 
	(c)the residual risks of the Supplier Information Management System are no greater than those provided for in the Statement of Risk Appetite (where one has been provided). 

	13.4The Contractor must prepare and submit the Security Management Plan to the Authority: 
	(a)by the date specified in the Detailed Implementation Plan; or 
	(b)if no such date is specified, in sufficient time to allow for the Authority to review and approve the Security Management Plan before the first Operational Service Commencement Date. 

	13.5If Paragraph 13.4(b) applies, and any delay resulting from the Authority’s review and approval of the Security Management Plan causes or contributes to a Contractor Default, that delay is not a Authority Cause and the Contractor shall not be entitled to any relief or compensation under Clause 8. 
	13.6The Security Management Plan must use the template in Appendix 5 and must include: 
	(a)a formal risk assessment of, and a risk treatment plan for, the Supplier Information Management System; 
	(b)a completed ISO/IEC 27001:2013 statement of applicability for the Supplier Information Management System; 
	(c)the process for managing any security risks from Sub-contractors and third parties with access to the Services, the Supplier Information Management System or the Authority Data; 
	(d)unless such requirement is waived by the Authority, the controls the Contractor will implement in respect of the Services and all processes associated with the delivery of the Services, including: 
	(i)the Authority Premises; 
	(ii)the Sites; 
	(iii)the Contractor System; 
	(iv)the Authority System (to the extent that it is under the control of the Contractor); and  
	(v)any IT, Information and data (including the Confidential Information of the Authority and the Authority Data) to the extent used by the Authority or the Contractor: 
	(A)in connection with this Call Off Agreement or 
	(B)in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Services; 


	(e)evidence that the Contractor and each applicable Sub-contractor is compliant with the Certification Requirements; and 
	(f)the diagram documenting the Supplier Information Management System, the Wider Information Management System and the boundary between them (created under Paragraph 11). 
	(g)an assessment of the Supplier Information Management System against the requirements of this Security Schedule, including the Security Requirements and the Security Requirements for Development (where applicable); 
	(h)the process the Contractor will implement immediately after it becomes aware of a Breach of Security to restore normal operations as quickly as possible, minimising any adverse impact on the Authority Data, the Authority, the Services and/or users of the Services; and 
	(i)the following information, so far as is applicable, in respect of each Sub-contractor: 
	(i)the Sub-contractor’s: 
	(A)legal name; 
	(B)trading name (if any); and  
	(C)registration details (where the Sub-contractor is not an individual); 

	(ii)the Relevant Certifications held by the Sub-contractor; 
	(iii)the Sites used by the Sub-contractor; 
	(iv)the Services provided, or contributed to, by the Sub-contractor; 
	(v)the access the Sub-contractor has to the Supplier Information Management System; 
	(vi)the Authority Data Processed by the Sub-contractor; 
	(vii)the Processing that the Sub-contractor will undertake in respect of the Authority Data; and 
	(viii)the measures the Sub-contractor has in place to comply with the requirements of this Security Schedule ); 

	(j)the Register of Support Locations and Third Party Tools; 
	(k)the Modules Register; 
	(l)the Support Register; and 
	(m)details of the protective monitoring that the Contractor will undertake in accordance with paragraph 12 of the Security Requirements, including: 
	(i)the additional audit and monitoring the Contractor will undertake of the Supplier Information Management System; and 
	(ii)the retention periods for audit records and event logs. 



	14Monitoring and updating Security Management Plan 
	14.1The Contractor shall regularly review and update the Security Management Plan, and provide such to the Authority, at least once each year and as required by this Paragraph. 
	14.2The Contractor, where it plans to undertake, or after becoming aware of, any of the following: 
	(a)a significant change to the components or architecture of the Supplier Information Management System which relates to the manner that the Contractor processes Authority Data; 
	(b)a significant change in the boundary between the Supplier Information Management System and the Wider Information Management System; 
	(c)a significant change in the operation of the Supplier Information Management System; 
	(d)the replacement of an existing, or the appointment of a new: 
	(i)SIMS Sub-contractor; or 
	(ii)Sub-contractor that Processes Authority Data; 

	(e)a significant change in the quantity of Personal Data held within the Service; and/or 
	(f)where the Contractor has previously Processed Authority Data that is Personal Data, not including Special Category Personal Data, it proposes to start to Process Authority Data that is Special Category Personal Data under this Call Off Agreement; 
	must: 
	(g)within 2 Working Days notify the Authority; and  
	(h)within 10 Working Days, or such other timescale as may be agreed with the Authority, update the Security Management Plan and provide the Authority with a copy of that document for review at the Security Working Group (SWG) for agreed next steps to be undertaken. 

	14.3Paragraph 14.2 applies in addition to, and not in substitution of, the Parties’ obligations to comply with the Change Control Procedure for any Contract Change or Operational Change. 
	14.4Any proposed change under Paragraph 14.2(a), 14.2(b) or 14.2(f) is a Contract Change to which the Change Control Procedure applies. 

	15Review and approval of Security Management Plan 
	15.1Where the Contractor has prepared or updated the Security Management Plan the Authority may review the plan and to do so may request such further information as the Authority considers necessary or desirable. 
	15.2At the conclusion of that review, it may issue to the Contractor: 

	16Changes to the Supplier Information Management System 
	16.1Notwithstanding anything in this Call Off Agreement, the Contractor must advise the Authority via the SWG process to agree next steps before making any of the following changes to the Supplier Information Management System: 
	(a)a significant change in the systems or components making up the Supplier Information Management System; 
	(b)a significant change in the operation or management of the Supplier Information Management System; or 
	(c)the appointment of a new, or the replacement of an existing: 
	(i)SIMS Sub-contractor; or 
	(ii)Sub-contractor that Processes Authority Data. 


	16.2In seeking the Authority’s approval to a proposed changes to the Supplier Information Management System where this impacts Authority Data, the Contractor must: 
	(a)prepare a proposal for the Authority setting out: 
	(i)details of the proposed changes to the Supplier Information Management System; 
	(ii)an assessment of the security implications of the proposed change; 
	(iii)a risk assessment of the proposed change; and 

	(b)where this impacts Authority Data, provide that proposal to the Authority no later than 30 Working Days before the date on which the Contractor proposes to implement those changes. 

	16.3The Authority: 
	(a)may request such further information as the Authority considers necessary or desirable; 
	(b)must provide its decision within 20 Working Days of the later of: 
	(i)the date on which it receives the proposal; or 
	(ii)the date on which it receives any requested further information; 

	(c)must not: 
	(i)unreasonably refuse any proposal by the Contractor; and 
	(ii)must not make any approval subject to unreasonable conditions. 


	16.4If the Authority does not provide a decision within the period specified in Paragraph 16.3(b), the proposal shall be deemed to have been accepted. 
	16.5Where the Contractor implements a necessary change to the Supplier Information Management System to address a security related risk or vulnerability, the Contractor shall effect such change at its own cost and expense.  
	16.6If the Contractor does not implement a necessary change to the Supplier Information Management System to address a security related risk or vulnerability: 
	(a)that failure is a material Default; and 
	(b)the Contractor shall:  
	(i)immediately cease using the Supplier Information Management System to Process Authority Data either: 
	(A)until the Default is remedied, or 
	(B)unless directed otherwise by the Authority in writing and then only in accordance with the Authority's written directions; and 

	(ii)where such material Default is capable of remedy, remedy such material Default within the timescales set by the Authority (considering the security risks the material Default presents to the Services and/or the Supplier Information Management System). 



	17Remediation Action Plan 
	17.1Where: 
	(a) the Authority issues a Risk Management Rejection Notice; or 
	(b)the Contractor receives a Security Test report identifies vulnerabilities in, or makes findings in respect of, the Supplier Information Management System, 
	the Contractor must within 20 Working Days of receiving the notice or report, as applicable, prepare a plan addressing the matters raised in the notice or report, as applicable (a “Remediation Action Plan”). 

	17.2The Remediation Action Plan must, in respect of each matter raised by Risk Management Rejection notice or the Security Test report: 
	(a)how the matter will be remedied; 
	(b)the date by which the matter will be remedied; and 
	(c)the tests that the Contractor proposes to perform to confirm that the matter has been remedied. 

	17.3The Contractor must 
	(a)provide the Authority with a copy of any Remediation Action Plan it prepares; and  
	(b)have regarded to any comments the Authority provides in the Remediation Action Plan. 

	17.4In implementing the Remediation Action Plan, the Contractor must conduct such further tests on the Supplier Information Management System as are required by the Remediation Action Plan to confirm that the Remediation Action Plan has fully and correctly implemented. 
	17.5If any such testing identifies a new risk, new threat, vulnerability or exploitation technique with the potential to affect the security of the Supplier Information Management System, the Contractor shall within 2 Working Days of becoming aware of such risk, threat, vulnerability or exploitation technique: 
	(a)provide the Authority with a full, unedited and unredacted copy of the test report; 
	(b)implement interim mitigation measures to vulnerabilities in the Information System known to be exploitable where a security patch is not immediately available; 
	(c)as far as practicable, remove or disable any extraneous interfaces, services or capabilities not needed for the provision of the Services within the timescales set out in the test report or such other timescales as may be agreed with the Authority. 


	18Independent Security Adviser 
	18.1The Authority may require the appointment of an Independent Security Adviser where: 
	(a)there is a proposed change to the Supplier Information Management System (see Paragraph 11.5); 
	(b)the Authority issues two or more Risk Management Rejection Notices (see Paragraph 15.2(b)); or 
	(a)a Security Test (see paragraph 10 of the Security Requirements) report identifies more than 10 vulnerabilities classified as either critical or high; or 

	18.2Where the Authority requires the appointment of an Independent Security Adviser the Independent Security Adviser shall be: 
	(a)a person selected by the Contractor and approved by the Authority; or 
	(b)where 
	(i)the Authority does not approve the persons selected by the Contractor; or 
	(ii)the Contractor does not select any person within 10 Working Days of the date of the notice requiring the Independent Security Adviser’s appointment, 
	a person selected by the Authority. 



	18.3The terms of the Independent Security Adviser’s appointment shall require that person to: 
	(a)undertake a detailed review, including a full root cause analysis where the Independent Security Adviser considers it appropriate to do so, of the circumstances that led to that person’s appointment; and  
	(b)provide advice and recommendations on: 
	(i)steps the Contractor can reasonably take to improvement the security of the Supplier Information Management System; and 
	(ii)where relevant, how the Contractor may mitigate the effects of, and remedy, those  and to avoid the occurrence of similar circumstances to those leading to the appointment of the Independent Security Adviser in the future. 


	18.4The Contractor must permit, and must ensure that relevant Sub-contractors permit, the Independent Security Adviser to: 
	(a)observe the conduct of and work alongside the Contractor Personnel to the extent that the Independent Security Adviser considers reasonable and proportionate having regard to reason for their appointment;  
	(b)gather any information the Independent Security Adviser considers relevant in the furtherance their appointment;  
	(c)write reports and provide information to the Authority in connection with the steps being taken by the Contractor to remedy the matters leading to the Independent Security Adviser’s appointment;  
	(d)make recommendations to the Authority and/or the Contractor as to how the matters leading to their appointment might be mitigated or avoided in the future; and/or 
	(e)take any other steps that the Authority and/or the Independent Security Adviser reasonably considers necessary or expedient in order to mitigate or rectify matters leading to the Independent Security Adviser’s appointment. 

	18.5The Contractor must, and ensure that relevant Sub-contractors: 
	(a)where relevant, work alongside, provide information to, co-operate in good faith with and adopt any reasonable methodology in providing the Services recommended by the Independent Security Adviser in order to mitigate or rectify any of the vulnerabilities that led to the appointment of the Independent Security Adviser; 
	(b)ensure that the Independent Security Adviser has all the access it may require in order to carry out its objective, including access to the Assets;  
	(c)submit to such monitoring as the Authority and/or the Independent Security Adviser considers reasonable and proportionate in respect of the matters giving rise to their appointment; 
	(d)implement any recommendations (including additional security measures and/or controls) made by the Independent Security Adviser that have been approved by the Authority within the timescales given by the Independent Security Adviser; and 
	(e)not terminate the appointment of the Independent Security Adviser without the prior consent of the Authority (unless such consent has been unreasonably withheld).  

	18.6The Contractor shall be responsible for: 
	(a)the costs of appointing, and the fees charged by, the Independent Security Adviser; and 
	(b)its own costs in connection with any action required by the Authority and/or the Independent Security Adviser. 

	18.7If the Contractor or any relevant Sub-contractor: 
	(c)fails to perform any of the steps required by the Authority in the notice appointing the Independent Security Adviser; and/or 
	(d)is in Default of any of its obligations under this Paragraph 18, 

	this is a material Default that is capable of remedy. 

	19Withholding of Charges 
	19.1The Authority may withhold some or all of the Charges in accordance with the provisions of this Paragraph 19 where: 
	(e)the Contractor is in material Default of any of its obligations under this Security Schedule ; or 
	(f)any of the following matters occurs (where those matters arise from a Default by the Contractor of its obligations under this Security Schedule ): 
	(i)the Authority is entitled to terminate the Call Off Agreement for material Default on any of the grounds set out in Clause 58.3.5; or 
	(ii)the Contractor commits a material Default that is capable of remedy and the Authority is entitled to step-in pursuant to Clause 63.1. 


	19.2The Authority may withhold an amount of the Charges that it considers sufficient, in its sole discretion, to incentivise the Contractor to perform the obligations it has Defaulted upon. 
	19.3Before withholding any Charges under Paragraph 19.1 the Authority must 
	(a)provide written notice to the Contractor setting out: 
	(i)the Default in respect of which the Authority has decided to withhold some or all of the Charges; 
	(ii)the amount of the Charges that the Authority will withhold; 
	(iii)the steps the Contractor must take to remedy the Default; 
	(iv)the date by which the Contractor must remedy the Default; 
	(v)the invoice in respect of which the Authority will withhold the Charges; and 

	(b)consider any representations that the Contractor may make concerning the Authority’s decision. 

	19.4Where the Contractor does not remedy the Default by the date specified in the notice given under Paragraph 19.3(a), the Authority may retain the withheld amount. 
	19.5The Contractor acknowledges: 
	(a)the legitimate interest that the Authority has in ensuring the security of the Supplier Information Management System and the Authority Data and, as a consequence, the performance by the Contractor of its obligations under this Security Schedule ; and 
	(b)that any Charges that are retained by the Authority are not out of all proportion to the Authority’s legitimate interest, even where: 
	(i)the Authority has not suffered any Losses as a result of the Contractor’s Default; or 
	(ii)the value of the Losses suffered by the Authority as a result of the Contractor’s Default is lower than the amount of the Charges retained 


	19.6The Authority’s right to withhold or retain any amount under this Paragraph 19 are in addition to any other rights that the Authority may have under this Call Off Agreement or in Law, including any right to claim damages for Losses it suffers arising from the Default. 

	20       Access to Authority System 
	Where the Contractor, a Sub-contractor or any of the Contractor Personnel is granted access to the Authority System or to the Authority Equipment, it must comply with and ensure that all such Sub-contractors and Contractor Personnel comply with, all rules, policies and guidance provided to it and as updated from time to time concerning the Authority System or the Authority Equipment. 

	1.Location 
	Location for Relevant Activities 
	1.1Unless otherwise agreed with the Authority, the Contractor must, and ensure that its Sub-contractors, at all times: 
	(a)store, access or process Authority Data; 
	(b)undertake the Development Activity; and 
	(c)host the Development Environment, 
	(together, the “Relevant Activities”) 
	only in or from the geographic areas permitted by the Authority in Paragraph 1. 

	1.2Where the Authority has permitted the Contractor and its Sub-contractors to perform the Relevant Activities outside the United Kingdom or European Economic Area, the Contractor must, and must ensure that its Sub-contractors undertake the Relevant Activities in a facility operated by an entity where: 
	(a)the entity has entered into a binding Call Off Agreement with the Contractor or Sub-contractor (as applicable); 
	(b)that binding Call Off Agreement includes obligations on the entity in relation to security management equivalent to those imposed on Sub-contractors in this Security Schedule; 
	(c)the Contractor or Sub-contractor has taken reasonable steps to assure itself that the entity complies with the binding Call Off Agreement; 
	(d)the Contractor has provided the Authority with such information as the Authority requires concerning: 
	(i)the entity; 
	(ii)the arrangements with the entity; and 
	(iii)the entity’s compliance with the binding Call Off Agreement; and 

	(e)the Authority has not given the Contractor a Prohibition Notice under paragraph 1.8. 

	1.3Where the Contractor cannot comply with one or more of the requirements of paragraph 1.2: 
	(a)it must provide the Authority with such information as the Authority requests concerning: 
	(i)the security controls in places at the relevant location or locations; and 
	(ii)where certain security controls are not, or only partially, implemented the reasons for this; 

	(b)the Authority may grant approval to use that location or those locations, and that approval may include conditions; and 
	(c)if the Authority does not grant permission to use that location or those locations, the Contractor must, within such period as the Authority may specify: 
	(i)cease to store, access or process Authority Data at that location or those locations; 
	(ii)sanitise, in accordance with instructions from the Authority, such equipment within the information and communications technology system used to store, access or process Authority Data at that location, or those locations, as the Authority may specify. 


	Support Locations 
	1.4The Contractor must ensure that all Support Locations are located only in the geographic areas permitted by the Authority. 
	1.5Where the Authority has permitted the Contractor and its Sub-contractors to operate Support Locations outside the United Kingdom or European Economic Area, the Contractor must, and must ensure that its Sub-contractors operate the Support Locations in a facility operated by an entity where 
	(a)the entity has entered into a binding Call Off Agreement with the Contractor or Sub-contractor (as applicable); 
	(b)the binding Call Off Agreement includes obligations in relations to security management at least as onerous as those imposed on any Sub-contractor by this Security Schedule  ; 
	(c)the Contractor or Sub-contractor has taken reasonable steps to assure itself that the entity complies with the binding Call Off Agreement; 
	(d)the Contractor has provided the Authority with such information as the Authority requires concerning: 
	(i)the entity; 
	(ii)the arrangements with the entity; and 
	(iii)the entity’s compliance with the binding Call Off Agreement; and 
	(iv)the Authority has not given the Contractor a Prohibition Notice under paragraph 1.8. 


	Third-party Tools 
	1.6The Contractor must use, and ensure that Sub-contractors use, only those Third-party Tools included in the Register of Support Locations and Third-party Tools. 
	1.7The Contractor must not, and must not allow Sub-contractors to, use: 
	1.7.1a Third-party Tool other than for the activity specified for that Third-party Tool in the Register of Support Locations and Third-party Tools; or 
	1.7.2 a new Third-party Tool, or replace an existing Third-party Tool, without advising the Authority. 
	Prohibited Activities 
	1.8The Authority may by notice in writing at any time give notice to the Contractor that it and its Sub-contractors must not undertake or permit to be undertaken some or all of the Relevant Activities or operate Support Locations (a “Prohibited Activity”). 
	1.8.1in any particular country or group of countries; 
	1.8.2in or using facilities operated by any particular entity or group of entities; or 
	1.8.3in or using any particular facility or group of facilities, whether operated by the Contractor, a Sub-contractor or a third-party entity, 
	(a “Prohibition Notice”). 

	1.9Where the Contractor or Sub-contractor, on the date of the Prohibition Notice undertakes any Relevant Activities or operates any Support Locations  affected by the notice, the Contractor must, and must procure that Sub-contractors, cease to undertake that Prohibited Activity within 40 Working Days of the date of the Prohibition Notice. 

	2.Vetting, Training and Staff Access 
	Vetting before performing or managing Services 
	2.1The Contractor must not engage Contractor Personnel, and must ensure that Sub-contractors do not engage Sub-contractor Personnel in: 
	2.1.1Development Activity; 
	2.1.2any activity that provides access to the Development Environment; or  
	2.1.3any activity relating to the performance and management of the Services 
	unless: 
	2.1.4that individual has passed the security checks listed in paragraph 2.2; or 
	2.1.5the Authority has given prior written permission for a named individual to perform a specific role. 

	2.2For the purposes of paragraph 2.1, the security checks are: 
	2.2.1The checks required for the HMG Baseline Personnel Security Standard (BPSS) to verify:  
	2.2.1.1the individual’s identity; 
	2.2.1.2where that individual will work in the United Kingdom, the individual’s nationality and immigration status so as to demonstrate that they have a right to work in the United Kingdom; 
	2.2.1.3the individual’s previous employment history; and 
	2.2.1.4that the individual has no Relevant Convictions; 

	2.2.2national security vetting clearance to the level specified by the Authority for such individuals or such roles as the Authority may specify; or 
	2.2.3such other checks for the Contractor Personnel of Sub-contractors as the Authority may specify. 

	Annual training 
	2.3The Contractor must ensure, and ensure that Sub-contractors ensure, that all Contractor Personnel, complete and pass security training at least once every calendar year that covers: 
	2.3.1General training concerning security and data handling; and 
	2.3.2Phishing, including the dangers from ransomware and other malware. 

	2.4The Contractor must ensure, and ensure that Sub-contractors ensure, that individual Contractor Personnel can access only the Authority Data necessary to allow individuals to perform their role and fulfil their responsibilities in the provision of the Services. 
	2.5The Contractor must ensure, and ensure that Sub-contractors ensure, that where individual Contractor Personnel no longer require access to the Authority Data or any part of the Authority Data, their access to the Authority Data or that part of the Authority Data is revoked immediately when their requirement to access Authority Data ceases. 
	2.6Where requested by the Authority, the Contractor must remove, and must ensure that Sub-contractors remove, an individual Contractor Personnel’s access to the Authority Data, or part of that Authority Data specified by the Authority, as soon as practicable and in any event within 24 hours of the request. 
	Exception for certain Sub-contractors 
	2.7Where the Contractor considers it cannot ensure that a Sub-contractors will undertake the relevant security checks on any Sub-contractor Personnel, it must: 
	2.7.1as soon as practicable, and in any event within 20 Working Days of becoming aware of the issue, notify the Authority; 
	2.7.2provide such information relating to the Sub-contractor, its vetting processes and the roles the affected Sub-contractor Personnel will perform as the Authority reasonably requires; and 
	2.7.3comply, at the Contractor’s cost, with all directions the Authority may provide concerning the vetting of the affected Sub-contractor Personnel and the management of the Sub-contractor. 


	3.End-user Devices 
	3.1The Contractor must manage, and must ensure that all Sub-contractors manage, all End-user Devices on which Authority Data or Code is stored or processed in accordance the following requirements: 
	3.1.1the operating system and any applications that store, process or have access to Authority Data or Code must be in current support by the vendor, or the relevant community in the case of open source operating systems or applications; 
	3.1.2users must authenticate before gaining access; 
	3.1.3all Authority Data and Code must be encrypted using a encryption tool agreed to by the Authority; 
	3.1.4the End-under Device must lock and require any user to re-authenticate after a period of time that is proportionate to the risk environment, during which the End-user Device is inactive; 
	3.1.5the End-User Device must be managed in a way that allows for the application of technical policies and controls over applications that have access to Authority Data and Code to ensure the security of that Authority Data and Code; 
	3.1.6the Contractor or Sub-contractor, as applicable, can, without physical access to the End-user Device, remove or make inaccessible all Authority Data or Code stored on the device and prevent any user or group of users from accessing the device; 
	3.1.7all End-user Devices are within the scope of any Relevant Certification. 

	3.2The Contractor must comply, and ensure that all Sub-contractors comply, with the recommendations in NCSC Device Guidance as if those recommendations were incorporated as specific obligations under this Call Off Agreement. 
	3.3Where there any conflict between the requirements of this Security Schedule  and the requirements of the NCSC Device Guidance, the requirements of this Schedule take precedence. 

	4.Hardware and software support 
	4.1The Contractor must ensure that all software used to provide the Services remains at all times in full security support, including any extended or bespoke security support. 
	4.2The Contractor must produce and maintain a register of all software that form the Supplier Information Management System (the “Support Register”). 
	4.3The Support Register must include in respect of each item of software: 
	4.3.1the date, so far as it is known, that the item will cease to be in mainstream security support; and 
	4.3.2the Contractor’s plans to upgrade the item before it ceases to be in mainstream security support. 

	4.4The Contractor must: 
	4.4.1review and update the Support Register: 
	4.4.1.1within 10 Working Days of becoming aware of the date on which, or any change to the date on which, any item of software will cease to be in mainstream security report; 
	4.4.1.2within 10 Working Days of introducing new software, or removing existing software, from the Supplier Information Management System; and 
	4.4.1.3at least once every 12 months; 

	4.4.2provide the Authority with a copy of the Support Register: 
	4.4.2.1whenever it updates the Support Register; and 
	4.4.2.2otherwise when the Authority requests. 


	4.5Where any element of the Developed System consists of COTS Software, the Contractor shall ensure: 
	4.5.1those elements are always in mainstream or extended security support from the relevant vendor; and 
	4.5.2the COTS Software is not more than one version or major release behind the latest version of the software. 

	4.6The Contractor shall ensure that all hardware used to provide the Services, whether used by the Contractor or any Sub-contractor is, at all times, remains in mainstream vendor support, that is, that in respect of the hardware, the vendor continues to provide: 
	4.6.1regular firmware updates to the hardware; and 
	4.6.2a physical repair or replacement service for the hardware. 


	5.Encryption 
	5.1Before Processing any Authority Data, the Contractor must agree with the Authority the encryption methods that it and any Sub-contractors that Process Authority Data will use to comply with this paragraph 5. 
	5.2Where this paragraph 5 requires Authority Data to be encrypted, the Contractor must use, and ensure that Subcontractors use, the methods agreed by the Authority under paragraph 5.1. 
	5.3Notwithstanding anything in the specification for the Developed System or this Call Off Agreement, the Contractor must ensure that the Developed System encrypts Authority Data: 
	5.3.1when the Authority Data is stored at any time when no operation is being performed on it; and 
	5.3.2when the Authority Data is transmitted. 

	5.4Unless paragraph 5.5 applies, the Contractor must ensure, and must ensure that all Sub-contractors ensure, that Authority Data is encrypted: 
	5.4.1when stored at any time when no operation is being performed on it, including when stored on any portable storage media; and 
	5.4.2when transmitted. 

	5.5Where the Contractor, or a Sub-contractor, cannot encrypt Authority Data as required by paragraph 5.4, the Contractor must: 
	5.5.1immediately inform the Authority of the subset or subsets of Authority Data it cannot encrypt and the circumstances in which and the reasons why it cannot do so; 
	5.5.2provide details of the protective measures the Contractor or Sub-contractor (as applicable) proposes to take to provide equivalent protection to the Authority as encryption; 
	5.5.3provide the Authority with such information relating to the Authority Data concerned, the reasons why that Authority Data cannot be encrypted and the proposed protective measures as the Authority may require. 

	5.6The Authority, the Contractor and, where the Authority requires, any relevant Sub-contractor shall meet to agree appropriate protective measures for the unencrypted Authority Data. 
	5.7Where the Authority and Contractor reach agreement, the Contractor must update the Security Management Plan to include: 
	5.7.1the subset or subsets of Authority Data not encrypted and the circumstances in which that will occur; 
	5.7.2the protective measure that the Contractor and/or Sub-contractor will put in place in respect of the unencrypted Authority Data. 

	5.8Where the Authority and Contractor do not reach agreement within 40 Working Days of the date on which the Contractor first notified the Authority that it could not encrypt certain Authority Data, either party may refer the matter to be determined by an expert in accordance with the Dispute Resolution Procedure. 

	6.Not Used 
	7.Not Used 
	8.Malicious Software 
	8.1The Contractor shall install and maintain Anti-virus Software or procure that Anti-virus Software is installed and maintained on the Supplier Information Management System. 
	8.2The Contractor must ensure that such Anti-virus Software: 
	8.2.1prevents the installation of the most common forms of Malicious Software in the Supplier Information Management System and the Development Environment; 
	8.2.2is configured to perform automatic software and definition updates; 
	8.2.3provides for all updates to be the Anti-virus Software to be deployed within 10 Working Days of the update’s release by the vendor; 
	8.2.4performs regular scans of the Supplier Information Management System to check for and prevent the introduction of Malicious Software; and 
	8.2.5where Malicious Software has been introduced into the Supplier Information Management System, identifies, contains the spread of, and minimises the impact of Malicious Software. 

	8.3If Malicious Software is found, the Parties shall cooperate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Authority Data, assist each other to mitigate any Losses and to restore the Services to their desired operating efficiency. 
	8.4The Contractor must at all times, during and after the Term (subject to the Limitation Act 1980), on written demand indemnify the Authority and keep the Authority indemnified, against all Losses incurred by, awarded against or agreed to be paid by the Authority arising from any Breach of Security caused by Malicious Software where the Breach of Security arose from a failure by the Contractor, or a Sub-contractor, to comply with this paragraph. 

	9.Vulnerabilities 
	9.1Unless the Authority otherwise agrees, the Contractor must ensure that it or any relevant Sub-contractor applies security patches to any vulnerabilities in the Supplier Information Management System no later than: 
	9.1.17 days after the public release of patches for vulnerabilities classified as “critical”; 
	9.1.230 days after the public release of patches for vulnerabilities classified as “important”; and 
	9.1.360 days after the public release of patches for vulnerabilities classified as “other”. 

	9.2The Contractor must: 
	9.2.1scan the Supplier Information Management System and the Development Environment at least once every month to identify any unpatched vulnerabilities; and 
	9.2.2if the scan identifies any unpatched vulnerabilities ensure they are patched in accordance with paragraph 9.1. 

	9.3For the purposes of this paragraph 9, the Contractor must implement a method for classifying vulnerabilities to the Supplier Information Management System as “critical”, “important” or “other” that is aligned to recognised vulnerability assessment systems, such as: 
	9.3.1.1the National Vulnerability Database’s vulnerability security ratings; or 
	9.3.1.2Microsoft’s security bulletin severity rating system. 


	10.Security testing 
	Responsibility for security testing 
	10.1The Contractor is solely responsible for: 
	(a)the costs of conducting any security testing required by this paragraph 10 (unless the Authority gives notice under paragraph 10.2); and 
	(b)the costs of implementing any findings, or remedying any vulnerabilities, identified in that security testing. 

	Security tests by Authority 
	10.2The Authority may, where it has significant concerns relating to the security of the Supplier Information Management System, give notice to the Contractor that the Authority will undertake the Contractor Security Tests. 
	10.3Where the Authority gives notice under paragraph 10.2: 
	(a)the Contractor shall provide such reasonable co-operation as the Authority requests, including: 
	(i)such access to the Supplier Information Management System as the Authority may request; and  
	(ii)such technical and other information relating to the Information Management System as the Authority requests; 

	(b)the Authority must provide a full, unedited and unredacted copy of the report relating to the IT Health Check as soon as reasonably practicable after the Authority receives a copy of the report; and 
	(c)for the purposes of paragraphs 10.18 to 10.27: 
	(i)the Contractor must treat any IT Health Check commissioned by the Authority as if it were such a report commissioned by the Contractor; and 
	(ii)the time limits in paragraphs 10.18 and 10.20 run from the date on which the Authority provides the Contractor with the copy of the report under paragraph (b). 


	10.4In addition to its rights under paragraph 10.2, the Authority and/or its authorised representatives may, at any time and with notice to the Contractor, carry out such tests (including penetration tests) as it may deem necessary in relation to: 
	(a)the Service; 
	(b)the Supplier Information Management System; and/or 
	(c)the Contractor’s compliance with the Security Management Plan, 
	(“Authority Security Tests”). 

	10.5The Authority shall take reasonable steps to notify the Contractor prior to carrying out such Authority Security Tests to the extent that it is reasonably practicable for it to do so taking into account the nature of the Authority Security Tests. 
	10.6The Authority shall notify the Contractor of the results of such Authority Security Tests after completion of each Authority Security Test. 
	10.7The Authority shall design and implement the Authority Security Tests to minimise their impact on the delivery of the Services. 
	10.8If an Authority Security Tests causes Contractor Default, the Authority Security Tests shall be treated as an Authority Cause, except where the root cause of the Contractor Default was a security-related weakness or vulnerability exposed by the Authority Security Tests. 
	Security tests by Contractor 
	10.9The Contractor must: 
	(a)before submitting the draft Security Management Plan to the Authority for an Assurance Decision; 
	(b)at least once during each Contract Year; and 
	(c)when required to do so by the Authority; 
	undertake the following activities: 

	(d)conduct security testing of the Supplier Information Management System, insofar as it relates to the Developed System but excluding the Development Environment (an “IT Health Check”) in accordance with paragraphs 10.15 to 10.17; and 
	(e)implement any findings, and remedy any vulnerabilities identified by the IT Health Check in accordance with paragraphs 10.18 to 10.27. 

	10.10In addition to its obligations under paragraph 10.9, the Contractor must undertake any tests required by: 
	(a)any Remediation Action Plan; 
	(b)the ISO27001 Certification Requirements; 
	(c)the Security Management Plan; and 
	(d)the Authority, following a Breach of Security or a significant change, as assessed by the Authority, to the components or architecture of the Supplier Information Management System, 
	(each a “Contractor Security Test”). 

	10.11The Contractor must 
	(a)design and implement the Contractor Security Tests so as to minimise the impact on the delivery of the Services; 
	(b)agree the date, timing, content and conduct of such Contractor Security Tests in advance with the Authority. 

	10.12Where the Contractor fully complies with paragraph 10.11, if a Contractor Security Test causes a Performance Failure in a particular Measurement Period, the Contractor shall be entitled to relief in respect of such Performance Failure for that Measurement Period. 
	10.13Not Used.  
	10.14The Contractor shall provide the Authority with a full, unedited and unredacted copy of the results of such Security Tests (in a form approved by the Authority in advance) as soon as practicable, and in any case within 10 Working Days, after completion of each Contractor Security Test 
	IT Health Checks 
	10.15In arranging an IT Health Check, the Contractor must: 
	(a)use only a CHECK Service Provider to perform the IT Health Check; 
	(b)design and plan for the IT Health Check so as to minimise the impact of the IT Health Check on the Supplier Information Management System and the delivery of the Services. 
	(c)promptly provide the Authority with such technical and other information relating to the Supplier Information Management System as the Authority requests; 
	(d)include within the scope of the IT Health Check such tests as the Authority requires; 
	(e)agree with the Authority the scope, aim and timing of the IT Health Check. 

	10.16The Contractor must commission the IT Health Check in accordance with the scope, aim and timing agreed by the Authority. 
	10.17Following completion of an IT Health Check, the Contractor must provide the Authority with a full, unedited and unredacted copy of the report relating to the IT Health Check without delay and in any event within 10 Working Days of its receipt by the Contractor. 
	Remedying vulnerabilities 
	10.18In addition to complying with Paragraphs 10.20 to 10.27, the Contractor must remedy: 
	(a)any vulnerabilities classified as critical in a Security Test report within 5 Working Days of becoming aware of the vulnerability and its classification; 
	(b)any vulnerabilities classified as high in a Security Test report within 1 month of becoming aware of the vulnerability and its classification; and 
	(c)any vulnerabilities classified as medium in a Security Test report within 3 months of becoming aware of the vulnerability and its classification. 

	10.19The Contractor must notify the Authority without undue delay if it does not, or considers it will not be able to, remedy the vulnerabilities classified as critical, high or medium in a Security Test report within the time periods specified in Paragraph 10.18. 
	Responding to a Security Test report 
	10.20Where the Security Test report identifies vulnerabilities in, or makes findings in respect of, the Supplier Information Management System, the Contractor must within 20 Working Days of receiving the Security Test report, prepare and submit for management via the SWG a draft plan addressing the vulnerabilities and findings (the “Remediation Action Plan”). 
	10.21Where the Authority has commissioned a root cause analysis under Paragraph 10.28, the Contractor shall ensure that the draft Remediation Action Plan addresses that analysis. 
	10.22The draft Remediation Action Plan must, in respect of each vulnerability identified or finding made by the Security Test report: 
	(a)how the vulnerability or finding will be remedied; 
	(b)the date by which the vulnerability or finding will be remedied; and 
	(c)the tests that the Contractor proposes to perform to confirm that the vulnerability has been remedied or the finding addressed. 

	10.23The Contractor shall promptly provide the Authority with such technical and other information relating to the Supplier Information Management System, the IT Health Check report or the draft Remediation Action Plan as the Authority requests. 
	10.24Where a Remediation Action Plan is deemed by the Authority to be insufficient then the SWG may request additional actions to be agreed jointly between parties, to address: 
	(a)the draft Remediation Action Plan where it considers that the draft Remediation Action Plan is inadequate, providing its reasons for doing so, in which case: 
	(i)the Contractor shall within 10 Working Days of the date on which the Authority rejected the draft Remediation Action Plan submit a revised draft Remediation Action Plan that takes into account the Authority’s reasons; and 
	(ii)paragraph 10.22 to 10.24 shall apply, with appropriate modifications, to the revised draft Remediation Action Plan; 


	10.25Where the Authority accepts the draft Remediation Action Plan, the Contractor must immediately start work on implementing the Remediation Action Plan in accordance with Paragraph 10.26 and 10.27. 
	 

	Implementing an approved Remediation Action Plan 
	10.26In implementing the Remediation Action Plan, the Contractor must conduct such further tests on the Supplier Information Management System as are required by the Remediation Action Plan to confirm that the Remediation Action Plan has fully and correctly implemented. 
	10.27If any such testing identifies a new risk, new threat, vulnerability or exploitation technique with the potential to affect the security of the Supplier Information Management System, the Contractor shall without undue delay of becoming aware of such risk, threat, vulnerability or exploitation technique: 
	(a)provide the Authority with a full, unedited and unredacted copy of the test report; 
	(b)implement interim mitigation measures to vulnerabilities in the Information System known to be exploitable where a security patch is not immediately available; 
	(c)as far as practicable, remove or disable any extraneous interfaces, services or capabilities not needed for the provision of the Services within the timescales set out in the test report or such other timescales as may be agreed with the Authority. 

	Significant vulnerabilities 
	10.28Where: 
	(a)a Security Test report identifies more than 10 vulnerabilities classified as either critical or high; or 
	(b)the Authority does not accept a revised draft Remediation Action Plan, 
	the Authority may, at the Contractor’s cost, either: 
	(c)appoint an independent and appropriately qualified and experienced security architect and adviser to perform a root cause analysis of the identified vulnerabilities; or 
	(d)give notice to the Contractor requiring the appointment as soon as reasonably practicable, and in any event within 10 Working Days, of an Independent Security Adviser. 


	11.Access Control 
	11.1The Contractor must, and must ensure that all Sub-contractors:  
	(a)identify and authenticate all persons who access the Supplier Information Management System and Sites before they do so; 
	(b)require multi-factor authentication for all user accounts that have access to Authority Data or that are Privileged Users; 
	(c)allow access only to those parts of the Supplier Information Management System and Sites that those persons require; 
	(d)maintain records detailing each person’s access to the Supplier Information Management System and Sites, and make those records available to the Authority on request. 

	11.2The Contractor must ensure, and must ensure that all Sub-contractors ensure, that the user accounts for Privileged Users of the Supplier Information Management System: 
	11.2.1are allocated to a single, individual user; 
	11.2.2are accessible only from dedicated End-user Devices; 
	11.2.3are configured so that those accounts can only be used for system administration tasks; 
	11.2.4require passwords with high complexity that are changed regularly; 
	11.2.5automatically log the user out of the Supplier Information Management System after a period of time that is proportionate to the risk environment during which the account is inactive; and 
	11.2.6are: 
	11.2.6.1restricted to a single role or small number of roles; 
	11.2.6.2time limited; and 
	11.2.6.3restrict the Privileged User’s access to the internet. 


	11.3The Contractor must ensure, and must ensure that all Sub-contractors ensure, that it logs all activity of the Privileged Users while those users access those accounts and keeps the activity logs for 20 Working Days before deletion. 
	11.4The Contractor must require, and must ensure that all Sub-contractors require, that Privileged Users use unique and substantially different high-complexity passwords for their different accounts on the Supplier Information Management System. 
	11.5The Contractor must ensure that the Developed System is developed and configured so as to provide for the matters set out in paragraphs 11.1 to 11.4. 
	11.6The Contractor must, and must ensure that all Sub-contractors: 
	11.6.1configure any hardware that forms part of the Supplier Information Management System that is capable of requiring a password before it is accessed to require a password; and 
	11.6.2change the default password of that hardware to a password of high complexity that is substantially different from the password required to access similar hardware. 


	12.Event logging and protective monitoring 
	Protective Monitoring System 
	12.1The Contractor must, and must ensure that Sub-contractors, implement an effective system of monitoring and reports, analysing access to and use of the Supplier Information Management System, the Development Environment, the Authority Data and the Code to: 
	12.1.1identify and prevent potential Breaches of Security; 
	12.1.2respond effectively and in a timely manner to Breaches of Security that do occur; 
	12.1.3identify and implement changes to the Supplier Information Management System to prevent future Breaches of Security; and 
	12.1.4help detect and prevent any potential criminal offence relating to fraud, bribery or corruption using the Supplier Information Management System or the Developed System 
	(the “Protective Monitoring System”). 
	12.2The Protective Monitoring System must provide for: 
	12.2.1event logs and audit records of access to the Supplier Information Management system; and 
	12.2.2regular reports and alerts to identify: 
	12.2.2.1changing access trends; 
	12.2.2.2unusual usage patterns; or 
	12.2.2.3the access of greater than usual volumes of Authority Data; 
	12.2.3the detection and prevention of any attack on the Supplier Information Management System or the Development Environment using common cyber-attack techniques; 

	12.2.4any other matters required by the Security Management Plan. 

	Event logs 
	12.3The Contractor must ensure that, unless the Authority otherwise agrees, any event logs do not log: 
	12.3.1personal data, other than identifiers relating to users; or 
	12.3.2sensitive data, such as credentials or security keys. 
	Provision of information to Authority 

	12.4The Contractor must provide the Authority on request with: 
	12.4.1full details of the Protective Monitoring System it has implemented; and 
	12.4.2copies of monitoring logs and reports prepared as part of the Protective Monitoring System. 

	Changes to Protective Monitoring System 
	12.5The Authority may at any time require the Contractor to update the Protective Monitoring System to: 
	12.5.1respond to a specific threat identified by the Authority; 
	12.5.2implement additional audit and monitoring requirements; and  
	12.5.3stream any specified event logs to the Authority’s security information and event management system. 


	13.Audit rights 
	Right of audit 
	13.1The Authority may undertake an audit of the Contractor or any Sub-contractor to: 
	13.1.1verify the Contractor’s or Sub-contractor’s (as applicable) compliance with the requirements of this Security Schedule  and the Data Protection Legislation as they apply to Authority Data; 
	13.1.2inspect the Supplier Information Management System (or any part of it); 
	13.1.3review the integrity, confidentiality and security of the Authority Data; and/or 
	13.1.4review the integrity and security of the Code. 

	13.2Any audit undertaken under this Paragraph 13.1: 
	13.2.1may only take place during the Term and for a period of 18 months afterwards; and 
	13.2.2is in addition to and without prejudice to any other rights of audit the Authority has under this Contract (including but not limited to, Clause 33). 

	13.3The Authority may not undertake more than one audit under Paragraph 13.1 in each calendar year unless the Authority has reasonable grounds for believing: 
	13.3.1the Contractor or any Sub-contractor has not complied with its obligations under this Contract or the Data Protection Legislation as they apply to the Authority Data; 
	13.3.2there has been or is likely to be a Breach of Security affecting the Authority Data or the Code; or 
	13.3.3where vulnerabilities, or potential vulnerabilities, in the Code have been identified by: 
	13.3.3.1an IT Health Check; or 
	13.3.3.2a Breach of Security. 

	Conduct of audits 

	13.4The Authority must use reasonable endeavours to provide 15 Working Days’ notice of an audit. 
	13.5The Authority must when conducting an audit: 
	13.5.1comply with all relevant policies and guidelines of the Contractor or Sub-contractor (as applicable) concerning access to the Suppler Information Management System the Authority considers reasonable having regard to the purpose of the audit; and 
	13.5.2use reasonable endeavours to ensure that the conduct of the audit does not unreasonably disrupt the Contractor or Sub-contractor (as applicable) or delay the provision of the Services. 
	13.6The Contractor must, and must ensure that Sub-contractors, on demand provide the Authority with all co-operation and assistance the Authority may reasonably require, including: 
	13.6.1all information requested by the Authority within the scope of the audit; 
	13.6.2access to the Supplier Information Management System; and 
	13.6.3access to the Contractor Personnel. 
	Response to audit findings 

	13.7Where an audit finds that: 
	13.7.1the Contractor or a Sub-contractor has not complied with this Contract or the Data Protection Legislation as they apply to the Authority Data; or 
	13.7.2there has been or is likely to be a Breach of Security affecting the Authority Data 
	the Authority may require the Contractor to remedy those defaults at its own cost and expense and within the time reasonably specified by the Authority. 

	13.8The exercise by the Authority of any rights it may have under this Paragraph 3 does not affect the exercise by it of any other or equivalent rights it may have under this Contract in respect of the audit findings. 

	14.Breach of Security 
	Reporting Breach of Security 
	14.1If either party becomes aware of a Breach of Security it shall notify the other as soon as reasonably practicable after becoming  aware of the breach, and in any event within 24 hours. 
	Immediate steps 
	14.2The Contractor must, upon becoming aware of a Breach of Security immediately take those steps identified in the Security Management Plan (if applicable) and all other steps reasonably  necessary to: 
	14.2.1minimise the extent of actual or potential harm caused by such Breach of Security; 
	14.2.2remedy such Breach of Security to the extent possible;  
	14.2.3apply a tested mitigation against any such Breach of Security; and 
	14.2.4prevent a further Breach of Security in the future which exploits the same root cause failure; 
	Subsequent action 

	14.3As soon as reasonably practicable and, in any event, within 5 Working Days, or such other period agreed with the Authority, following the Breach of Security, provide to the Authority: 
	14.3.1full details of the Breach of Security; and 
	14.3.2if required by the Authority: 
	14.3.2.1a root cause analysis; and 
	14.3.2.2a draft plan addressing the root cause of the Breach of Security, 
	1.(the “Breach Action Plan”). 


	14.4The draft Breach Action Plan must, in respect of each issue identified in the root cause analysis: 
	14.4.1how the issue will be remedied; 
	14.4.2the date by which the issue will be remedied; and 
	14.4.3the tests that the Contractor proposes to perform to confirm that the issue has been remedied or the finding addressed. 

	14.5The Contractor shall promptly provide the Authority with such technical and other information relating to the draft Breach Action Plan as the Authority requests. 
	14.6The Authority may: 
	14.6.1not endorse the draft Breach Action Plan where it considers that the draft Breach Action Plan is inadequate, providing its reasons for doing so, in which case: 
	14.6.1.1the Contractor shall within 10 Working Days of the date on which the Authority rejected the draft Breach Action Plan submit a revised draft Breach Action Plan that takes into account the Authority’s reasons; and 
	14.6.1.2paragraph 14.5 and 14.6  shall apply to the revised draft Breach Action Plan; 

	14.6.2accept the draft Breach Action Plan, in which case the Contractor must immediately start work on implementing the Breach Action Plan. 
	Assistance to Authority 

	14.7Where the Breach of Security concerns or is connected with the Authority Data or the Code, the Contractor must provide such assistance to the Authority as the Authority requires until the Breach of Security and any impacts or potential impacts on the Authority are resolved to the Authority’s satisfaction. 
	14.8The obligation to provide assistance under paragraph 14.8 continues notwithstanding the expiry or termination of this Contract. 
	Reporting of Breach of Security to regulator 
	14.9Where the Law requires the Contractor report a Breach of Security to the appropriate regulator, the Contractor must: 
	14.9.1make that report within the time limits: 
	14.9.1.1specified by the relevant regulator; or 
	14.9.1.2otherwise required by Law; 

	14.9.2to the extent that the relevant regulator or the Law permits, provide the Authority with a full, unredacted and unedited copy of that report at the same time it is sent to the relevant regulator. 
	14.10Where the Law requires the Authority to report a Breach of Security to the appropriate regulator, the Contractor must: 
	14.10.1provide such information and other input as the Authority requires within the timescales specified by the Authority; 
	14.10.2ensure so far as practicable the report it sends to the relevant regulator is consistent with the report provided by the Authority. 


	15.Return and Deletion of Authority Data 
	15.1The Contractor must create and maintain a register of 
	15.1.1all Authority Data the Contractor, or any Sub-contractor, receives from or creates for the Authority; and 
	15.1.2those parts of the Supplier Information Management System, including those parts of the Supplier Information Management System that are operated or controlled by any Sub-contractor, on which the Authority Data is stored (the “Authority Data Register”). 

	15.2The Contractor must: 
	15.2.1review and update the Authority Data Register: 
	15.2.1.1within 10 Working Days of the Contractor or any Sub-contractor changes those parts of the Supplier Information Management System on which the Authority Data is stored; 
	15.2.1.2within 10 Working Days of a significant change in the volume, nature or overall sensitivity of the Authority Data stored on the Supplier Information Management System; 
	15.2.1.3at least once every 12 (twelve) months; and 

	15.2.2provide the Authority with a copy of the Authority Data Register: 
	15.2.2.1whenever it updates the Authority Data Register; and 
	15.2.2.2otherwise when the Authority requests. 


	15.3The Contractor must, and must ensure that all Sub-contractors, securely erase any or all Authority Data held by the Contractor or Sub-contractor, including any or all Code: 
	15.3.1when requested to do so by the Authority; and 
	15.3.2using a deletion method agreed with the Authority that ensures that even a determined expert using specialist techniques can recover only a small fraction of the data deleted. 

	15.4The Contractor must, and must ensure that all Sub-contractors, provide the Authority with copies of any or all Authority Data held by the Contractor or Sub-contractor, including any or all Code: 
	15.4.1when requested to do so by the Authority; and 
	15.4.2using the method specified by the Authority. 
	 


	1.Secure Software Development by Design 
	1.1The Contractor must, and must ensure that all Sub-contractors engaged in Development Activity, implement secure development and deployment practices to ensure that: 
	1.1.1no malicious code is introduced into the Developed System or the Supplier Information Management System. 
	1.1.2the Developed System can continue to function in accordance with the Specification: 
	1.1.2.1in unforeseen circumstances; and 
	1.1.2.2notwithstanding any attack on the Developed System using common cyber-attack techniques, including attacks using those vulnerabilities identified at any time in the OWASP Top Ten. 


	1.2To those ends, the Contractor must, and ensure that all Sub-contractors engaged in Development Activity: 
	1.2.1comply with the Secure Development Guidance as if its requirements were terms of this Contract; and 
	1.2.2document the steps taken to comply with that guidance as part of the Security Management Plan. 

	1.3In particular, the Contractor must, and ensure that all Sub-contractors engaged in Development Activity: 
	1.3.1ensure that all Contractor Personnel engaged in Development Activity are: 
	1.3.1.1trained and experienced in secure by design code development; 
	1.3.1.2provided with regular training in secure software development and deployment; 

	1.3.2ensure that all Code: 
	1.3.2.1is subject to a clear, well-organised, logical and documented architecture; 
	1.3.2.2follows OWASP Secure Coding Practice 
	1.3.2.3follows recognised secure coding standard, where one is available; 
	1.3.2.4employs consistent naming conventions; 
	1.3.2.5is coded in a consistent manner and style; 
	1.3.2.6is clearly and adequately documented to set out the function of each section of code; 
	1.3.2.7is subject to appropriate levels of review through automated and non-automated methods both as part of: 
	(a)any original coding; and 
	(b)at any time the Code is  changed; 


	1.3.3ensure that all Development Environments: 
	1.3.3.1protect access credentials and secret keys; 
	1.3.3.2is logically separate from all other environments, including production systems, operated by the Contractor or Sub-contractor; 
	1.3.3.3requires multi-factor authentication to access; 
	1.3.3.4have onward technical controls to protect the Developed System or the Supplier Information Management System in the event a Development Environment is compromised; 
	1.3.3.5use network architecture controls to constrain access from the Development Environment to the Developed System or the Supplier Information Management System; 



	2.Secure Architecture 
	2.1The Contractor shall design and build the Developed System in a manner consistent with: 
	2.1.1the NCSC’s guidance on “Security Design Principles for Digital Services”; 
	2.1.2where the Developed System will Process bulk data, the NCSC’s guidance on “Bulk Data Principles”; and 
	2.1.3the NCSC’s guidance on “Cloud Security Principles”. 

	2.2Where any of the documents referred to in paragraph 2.1 provides for various options, the Contractor must document the option it has chosen to implement and its reasons for doing so. 

	3.Code Repository and Deployment Pipeline 
	3.1The Contractor must, and must ensure that all Sub-contractors engaged in Development Activity:  
	(a)when using a cloud-based code depository for the deployment pipeline, use only a cloud-based code depository that has been assessed against the NCSC Cloud Security Principles; 
	(b)ensure user access to cope repositories is authenticated using credentials, with passwords or private keys;  
	(c)ensure secret credentials are separated from source code. 
	(d)run automatic security testing as part of any deployment of the Developed System. 


	4.Development and Testing Data 
	4.1The Contractor must, and must ensure that all Sub-contractors engaged in Development Activity, use only anonymised, dummy or synthetic data when using data within the Development Environment for the purposes of development and testing, 

	5.Code Reviews 
	5.1The Contractor must: 
	5.1.1regularly; or 
	5.1.2as required by the Authority 
	review the Code in accordance with the requirements of this paragraph 5 (a “Code Review”). 

	5.2Before conducting any Code Review, the Contractor must agree with the Authority: 
	5.2.1the modules or elements of the Code subject to the Code Review; 
	5.2.2the development state at which the Code Review will take place; 
	5.2.3any specific security vulnerabilities the Code Review will assess; and 
	5.2.4the frequency of any Code Reviews (the “Code Review Plan”). 

	5.3For the avoidance of doubt the Code Review Plan may specify different modules or elements of the Code are reviewed at a different development state, for different security vulnerabilities and at different frequencies. 
	5.4The Contractor: 
	5.4.1must undertake Code Reviews in accordance with the Code Review Plan; and 
	5.4.2may undertake Code Reviews by automated means if this is consistent with the approach specified in the Code review Plan. 

	5.5No later than 10 Working Days or each Code Review, the Contractor must provide the Authority will a full, unedited and unredacted copy of the Code Review Report.  
	5.6Where the Code Review identifies any security vulnerabilities, the Contractor must: 
	5.6.1remedy these at its own cost and expense; 
	5.6.2ensure, so far as reasonably practicable, that the identified security vulnerabilities are not present in any other modules or code elements; and 
	5.6.3modify its approach to undertaking the Development Activities to ensure, so far as is practicable, the identified security vulnerabilities will not re-occur; and 
	5.6.4provide the Authority with such information as it requests about the steps the Contractor takes under this paragraph 5.6. 


	6.Third-party Software 
	6.1The Contractor must not, and must ensure that Sub-contractors do not, use any software to Process Authority Data where the licence terms of that software purport to grant the licensor rights to Process the Authority Data greater than those rights strictly necessary for the use of the software. 

	7.Third-party Software Modules 
	7.1Where the Contractor or a Sub-contractor incorporates a Third-party Software Module  into the Code, the Contractor must: 
	7.1.1verify the source and integrity of the Third-party Software Module by cryptographic signing or such other measure that provides the same level of assurance; 
	7.1.2perform adequate due diligence to determine whether there are any recognised security vulnerabilities with that Third-party Software Module; 
	7.1.3continue to monitor any such Third-party Software Module so as to ensure it promptly becomes aware of any newly-discovered security vulnerabilities; 
	7.1.4take appropriate steps to minimise the effect of any such security vulnerability on the Developed System. 

	7.2The Contractor must produce and maintain a register of all Third-party Software Modules that form part of the Code (the “Modules Register”). 
	7.3The Modules Register must include, in respect of each Third-party Software Module: 
	7.3.1full details of the developer of the module; 
	7.3.2the due diligence the Contractor undertook on the Third-party Software Module before deciding to use it; 
	7.3.3any recognised security vulnerabilities in the Third-party Software Module; and 
	7.3.4how the Contractor will minimise the effect of any such security vulnerability on the Developed System. 

	7.4The Contractor must: 
	7.4.1review and update the Modules Register: 
	7.4.1.1within 10 Working Days of becoming aware of a security vulnerability in any Third-party Software Module; and 
	7.4.1.2at least once every 6 (six) months; 

	7.4.2provide the Authority with a copy of the Modules Register: 
	7.4.2.1whenever it updates the Modules Register; and 
	7.4.2.2otherwise when the Authority requests. 




