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1. [bookmark: _Toc440008085][bookmark: Start]Introduction
This policy paper defines how the Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP) will be implemented across the Highways England Internet Protocol (IP) connected devices.
It sets out how the DNS naming convention will be implemented. The implementation is dependent upon the operational requirements of Highways England and CHARM. Some restrictions will exist, affecting the interim solution, where legacy systems and devices are connected to the network.
The DHCP element will remain the responsibility of the National Roads Telecommunications Service (NRTS) provider.
2. [bookmark: _Toc440008086]Background
The topology of the Highways England roadside IP Network is based upon a modular and hierarchical design, using a combination of access devices, backbone routers and high-speed data links to interconnect a large number of devices in a meshed configuration for high resilience. The Highways England IP Network provides communication capacity to support the Highways England TMC operation under all conditions of communication load. The design delivers stable, deterministic behaviors, is scalable, and flexible. It provides a High Availability (HA) Fault Tolerant (FT) network access for a number of ‘hosts’, or roadside devices.
Roadside devices fall into two main categories: IP connected devices, and legacy (RS485/HDLC) devices connected via IPTs (IP Translators). For clarity all roadside devices shall be considered to be ‘IP connected’. The majority of roadside devices make use of the ECP (Equipment Configuration Plug) to provide configuration and addressing information. The ECP is pre-configured by a competent engineer using information supplied by the Scheme Designer and/or NRTS prior to implementation.
Both of the above mean that the system: is relatively secure and immune to malicious attack; is compartmentalised by region. It can be relatively inflexible in that any changes required can take time and numerous roadside visits to put into effect. The requirement for DNS/DHCP therefore is to put in place a system that is flexible, covers the whole of the network, whilst remaining secure.
3. [bookmark: _Toc440008087]Domain name system
The Domain Name System (DNS) translates domain names, which are human readable, into the numerical IP addresses needed for the computer devices on the network. The DNS is a hierarchical system, where the address is read right to left, that is used to define the location (logical) of computers services or resources connected to the network.
a. [bookmark: _Toc440008088]Domain name syntax
The definitive descriptions of the rules for forming domain names are defined in RFC 1035, RFC 1123, and RFC 2181. A domain name comprises a number of parts (labels) separated by periods. In summary;
· The right-most label is the top-level domain,
· Reading right to left each label defines a subdivision. There can be up to 127 levels,
· Each label can be up to 63 characters; a-z, A-Z, 0-9 and hyphen. Domain names cannot begin or end with a hyphen and the top-level domain name cannot be all numeric.
b. [bookmark: _Toc440008089]Domain name strategy
Although at present the NRTS network is not connected to the public internet. The naming strategy shall conform to the assigned format for the Highways England internet domain in order to avoid conflict and ensure that there is no need for re-work or re-assignment. The top-level domain (TLD) reflects the historical evolution of the Highways England roadside network and be; NMCS.
There are two main elements in defining the levels below the TLD. The following two elements shall form the domain name;
· Geographic	-	Define the level by road number; M1, M2 etc. whilst specific areas such as the Dartford River Crossing (DRC) having their own domains,
· System	-	Define the secondary layer by System or Equipment Type, such as CCTV, MIDAS or MS (Message Sign) etc.
c. [bookmark: _Toc440008090]Structure
The above would result in a domain tree structure as illustrated in the following diagram;


The next major element will be the GEOGRAPHIC ADDRESS (hageoraphicaddress) which is currently held in the ECP; may be moved into the device configuration download file, or held centrally within CHARM. Referencing TR 2133 and the formatting from MCH 2525 the field will take the form; 
	Characters 1 to 5
	Road Identifier; made up of an initial letter (A, B or M only), followed by additional digit(s) and possibly suffixed by an M. The identifier is made up if necessary, to 5 characters with leading spaces. Road Identifiers of more than 5 digits, e.g. A6144M, should be truncated from the right, i.e. A6144;

	Character 6
	Delimiter ‘-’;

	Characters 7 to 10
	Distance; a 4 digit number in the range 0000-9999 of longitudinal distance from a nominal starting point;

	Character 11
	Carriageway; a single letter (A, B, J, K, L or M only);

	Character 12
	Lane or Minor distance; an optional digit (default of space) representing either a lane number as a single digit in the range 1-6 (e.g. for signals) or a minor distance as a single digit in the range 1-4 representing closer spacing than the standard 100 metres (e.g. tunnel telephones).



For example the hageographicaddress may be M5-2345A. Although this form risks repeating the earlier geographic element. It will act as a cross-check that the device or network element is in the correct location.
· This would give an example address such as; m5-2345a.midas.m5.nmcs
Although the system or equipment, for example MIDAS, has been identified early on in the address schema there are for the majority of equipment, such as AMI or SIGNAL sub-types within each of those families that need to be specifically addressed. 
It should be noted that whilst a single RSC (Roadside Controller) can have up to sixteen AMIs (Advanced Motorway Indicators) attached, that these are addressed via specific TCP Ports. So these will appear as; 0 and 8 for hard-shoulder sites, 1 thru 7 for carriageway A lanes, and 9 thru 15 for carriageway B lanes. Usually after the device URL (Universal Resource Locator) address, such as signal450.m5‑2345a.signal.m5.nmcs:10020, which is a standard gantry mounted AMI over the A carriageway hard-shoulder.
The fully qualified domain name (FQDN) shall be the ONLY entry in the ECP. Though where the end device supports multiple device configurations, such as the SIGNAL450 above, the additional elements (Port addresses) would be appended thus:
signal450.m5‑2345a.signal.m5.nmcs:10020, 10021, 10022,…1002n
This would then be parsed by the end device thus:
signal450.m5‑2345a.signal.m5.nmcs:10020 > hard-shoulder
signal450.m5‑2345a.signal.m5.nmcs:10021 > lane 1
signal450.m5‑2345a.signal.m5.nmcs:10022 > lane 2
signal450.m5‑2345a.signal.m5.nmcs:1002n > lane n
The function of the DNS server will then be to resolve the names into assigned IP addresses, in co-operation with the DHCP server, based upon the information in its database tables. It shall be the responsibility of the DHCP server, and the NRTS service provider to ensure that these database tables are maintained and up-to-date at defined service intervals.
Any end device that does not present a valid, pre-registered, FQDN will thus be captured and ‘flagged’ for attention.
4. [bookmark: _Toc440008091]DNSSEC (DNS Security Extensions)
DNSSEC (short for DNS Security Extensions) adds security to the DNS (Domain Name System). DNSSEC was designed to protect networks from certain types of attack. It is a set of extensions to DNS, which provide:
a) origin authentication of DNS data, 
b) data integrity and, 
c) authenticated denial of existence. 
Note:  DNSSEC does not provide confidentiality of data.
The core of the DNSSEC specification is described in the following 3 RFCs, published March 2005:
· RFC 4033 - DNS Security Introduction and Requirements
· RFC 4034 - Resource Records for the DNS Security Extensions
· RFC 4035 - Protocol Modifications for the DNS Security Extensions
Highways England shall determine if DNSSEC is a requirement, and whether DNSSEC shall be implemented as a part of the DNS/DHCP implementation.
5. [bookmark: _Toc440008092]Dynamic Host Configuration Protocol
The Dynamic Host Configuration Protocol (DHCP) is common in all modern networks including NRTS and is used by computers, servers, routers, and roadside devices for requesting IP parameters, such as an IP address, from a network server. 
DHCP is used for Internet Protocol version 4 (IPv4), as well as for IPv6. However IPv4 and IPv6 differ sufficiently that they may be considered separate protocols. To avoid confusion only IPv4 will be described.
The DHCP is described in RFC 951 (BOOTP), RFC 1531, RFC 1541, and RFC 2131 (DHCPINFORM). IPv6 functionality is covered in RFC 3315, RFC 3633 and RFC 3736 amongst others.
a) [bookmark: _Toc440008093]Operation
The operation of the DHCP is summarised in the following diagram:


Figure 1 - Typical DHCP session
The DHCP employs User Datagram Protocol (UDP) messaging using ports 67 & 68.
· The process starts with the client issuing a DHCP discovery broadcast message using the destination address 255.255.255.255, or specific subnet address if available.
· When a DHCP server receives a DHCPDISCOVER message, the server reserves an IP address for the client and makes a lease offer by sending a DHCPOFFER message to the client.
· In response to the DHCP offer, the client responds with a DHCP request, broadcast to the server, requesting the offered address.
· When the DHCP server receives the DHCPREQUEST message from the client, the server enters the final phase by sending a DHCPACK message to the client. This message includes the lease duration and any other configuration information that the client may have requested.
This is a simplistic representation of the DHCP process. If more information is required please refer to the source RFCs mentioned above.
b) [bookmark: _Toc440008094]CHARM / NRTS DHCP implementation
The NRTS service provider shall define and implement the DHCP server architecture. However, there are two predominant means and are: Using a single DHCP server with DHCP relay agents; or having local DHCP servers on discreet IP subnets. In any event the DHCP and DNS servers will exist within the NRTS network.
The following diagram is a conceptual view of how CHARM and NRTS will interact, and how roadside devices (RSDs) or clients will communicate with CHARM via NRTS to obtain their IP address and other configuration data. The actual process and detail will need to be elaborated.


Figure 2 - DNS / DHCP session
i. [bookmark: _Toc440008095]Scheme / Device registration
Similar to how devices are currently registered on the NRTS network, will be the requirement to register devices in CHARM and subsequently NRTS. However the data requirements may be different from those used in the past and there may be no unique IP address assigned to the end device at time of registration.
ii. [bookmark: _Toc440008096]Equipment configuration plug data
Rather than providing extensive configuration data, the role of the ECP will be reduced to the minimum required to enable device registration. As discussed above this would most likely be the fully qualified domain name (FQDN), for example:

signal450.m5‑2345a.signal.m5.nmcs
iii. [bookmark: _Toc440008097]Device start-up and device IP configuration
Currently every end device on the Highways England network contains, from build, two assigned pieces of information:
· The STORES_TYPE_NUMBER a unique device identifier (Dev_Type), and
· The SOFTWARE_MODIFICATION, the currently installed software/firmware-build (SWID).
During the boot process, and DNS/DHCP assignment, the end device will send the fully qualified domain name, Dev_Type, and SWID inside the DHCPDISCOVER message, and undergo security and validation before being assigned an IP address by the DNS/DHCP server. The end device and DHCP server negotiation will then update the DNS service with the name space information for the end device.
iv. [bookmark: _Toc440008098]Security check and specific device configuration data
Once the end device has been successfully registered on the DNS/DHCP service the end device will require its specific configuration data, including any updates from the Update Service. During this phase the security service will validate the end device in detail to ensure that information is only passed to and received from an accredited source.
6. [bookmark: _Toc440008099]Dealing with legacy devices
Initially the vast majority of devices on the network will remain as currently configured, that is by means of ‘hard-coding’ within the ECP, with only new deployments being configured by DNS/DHCP. During the transition period, which could be quite protracted, will be the requirement to retain the vast majority of hard-coded IP addresses with the DNS/DHCP server as Static allocation, and only removing them from that list as and when the devices are updated, swapped out, or retired. This does not mean that devices in the Static allocation should be ‘trusted’ and the requirement remains for these to validated and checked by the same routines as those managed by the DHCP server as either; Dynamic allocation, or Automatic allocation.
7. [bookmark: _Toc440008100]DNS/DHCP Server Requirements
The major requirements that the DNS/DHCP Server will be required to fulfil are:
· Zone Administration 
· Single or multiple ‘zones’ dependent upon NRTS network configuration;
· Rapid updates 
· up to 100 updates in 10s dependent upon number of active devices;
· Reliable zone data synchronization
· Checking data integrity;
· Checking sync & delay time;
· DNSSEC Capability
· Key management (generation / rollover).
8. [bookmark: _Toc440008101]Equipment configuration plug – options
Part of the migration process will be to manage the variety of equipment configuration plugs (ECP) and the internal memory content of such devices. If the device remains physically and electronically unchanged, only its memory contents, there will be potential for confusion unless tightly controlled. 
a) [bookmark: _Toc440008102]Current NMCS2 Equipment configuration plug Type 9300
The current ECP uses an I2C (8kbyte or 64kbyte) EEPROM in a 6-pin MIL-C connector. In order to programme the device, the engineer requires a USB-to-I2C adaptor and a specially written application programme. The end device must be equipped with a suitable I2C EEPROM reader and be programmed to read and interpret the data.
b) [bookmark: _Toc440008103]Alternative ECP
There are two geospatial domains within which end devices and therefore ECPs exist on our network: Location Critical, and non-Location Critical. This should not be confused with the LOC record as used in DNS (RFC 1876), though this might prove useful.
However, in this sense: 
· Location Critical applications are where end devices are deployed, such as lane specific AMIs etc. to impart driver information and instruction, and where safety is a critical factor.
· non-Location Critical applications are for generic devices, such as MIDAS, CCTV etc. Where geospatial data can be derived from other network data.
Therefore the question becomes whether for non-Location Critical devices an ECP requirement actually exists or is required, and for Location Critical devices what shape or form the ECP and what content that should be?
Rather than pre-empt the market, this question needs to be left to open market competition for the most economical solution to be arrived at.
9. [bookmark: _Toc440008104]Next Steps
In order to develop and test the proposed DNS/DHCP process, the next step will be to test the concept using existing field equipment, such as a MIDAS Outstation. The process will be an iterative step-wise development conducted in the following distinct stages;
a) [bookmark: _Toc440008105]Laboratory test
Initial testing will be carried out with a suitably configured PC acting as a DNS/DHCP server, and a modified MIDAS Outstation. The testing to include penetration testing to ensure that security has not been compromised.
b) [bookmark: _Toc440008106]Test using the NRTS permanent test network
Test, using the same PC and MIDAS Outstation as in 9.a above over the NRTS permanent test network (PTN) to gain confidence that the proposed solution will function correctly.
c) [bookmark: _Toc440008107]Test using the NRTS live network and DNS/DHCP server
Repeat the above tests using a suitable live link to the NRTS DNS/DHCP server.
d) [bookmark: _Toc440008108]Field deployment of MIDAS Outstation on the network
The final stage will be to deploy the modified MIDAS Outstation onto the live network to demonstrate the full DNS/DHCP functionality.
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