[bookmark: _Toc251335349]CALL-OFF FORM
CALL-OFF FORM TO ENTER INTO A CALL-OFF CONTRACT UNDER THE PSN SERVICES FRAMEWORK AGREEMENT (reference RM1498):
Dated:    , Reference number 4057-2-ICT-ICT-Contract
(1) 	Ministry of Justice whose principal place of business is at 102 Petty France, London, SW1H 9AJ (the “Customer Authority”); and
(2)	EE Ltd (Company Number: 02382161) whose registered address is at                                     Trident Place, Mosquito Way, Hatfield, Hertfordshire, AL10 9BW (the “Contractor”).
1 [bookmark: _Toc211763283][bookmark: _Toc219889087][bookmark: _Toc219889297][bookmark: _Toc220732903][bookmark: _Toc222712161][bookmark: _Toc226282763][bookmark: _Toc251335350]DEFINITIONS AND INTERPRETATION
1.1 Unless otherwise stated, defined terms used in this Call-Off Form have the meanings given in Schedule 1 (Definitions) of the Call-Off Terms incorporated through Paragraph 2.1 below.
1.2 The Initial Term shall be 2 years and the Commencement Date shall be the date of second signature of this Call Off Form.			
1.3 The Framework Authority wishes to avoid the situation where through completion of this Call-Off Form by the Customer Authority and the Contractor, a Call-Off Contract creates a conflict with the Framework Agreement.  Therefore, if there is a conflict between a Call-Off Contract and the Framework Agreement, the Framework Agreement shall prevail to the extent of such conflict and the Customer Authority and the Contractor shall comply with the instructions of the Framework Authority (acting reasonably and in consultation with the Customer Authority and the Contractor) on how such conflict shall be resolved.
2 [bookmark: _Toc211763284][bookmark: _Toc219889088][bookmark: _Toc219889298][bookmark: _Toc220732904][bookmark: _Toc222712162][bookmark: _Toc226282764][bookmark: _Toc251335351]TERMS OF CONTRACT
2.1 [bookmark: _Ref275875862]This Call-Off Form and its appendices, together with the Call-Off Terms (including the Schedules to the Call-Off Terms) shall constitute a Call-Off Contract. 
2.2 The Call-Off Terms are enhanced by and subject to the contents of this Call-Off Form and any of its appendices. 
2.3 The Services are to be provided for the benefit of:
2.3.1 the Customer Authority; and 
2.3.2 the Indirect Customers set out in Appendix 1 to this Call-Off Form.
3 CALL-OFF COOPERATION AGREEMENT
3.1 In accordance with Clause 7.4.2.2 of the Framework Agreement, the Customer Authority does not require the Contractor to enter into a Call-Off Cooperation Agreement, to be substantially in the form set out in Schedule 6.7 (Call-Off Cooperation Agreement) of the Call-Off Terms. 
4 NOT USED

5 [bookmark: _DV_C27][bookmark: _DV_C28]GUARANTEE
5.1 [bookmark: _DV_C29][bookmark: _DV_C30]In accordance with Clause 50 of the Call-Off Terms, the Customer Authority does not require the Contractor to enter into a Guarantee substantially in the form set out in Schedule 12 (Guarantee) of the Framework Agreement. 
6 NOT USED 

[bookmark: _DV_M44]
APPENDIX 1
INDIRECT CUSTOMERS
Her Majesty’s Courts and Tribunals Service whose principal place of business is at 102 Petty France, London, SW1H 9AJ


APPENDIX 2
INFORMATION REQUIRED FOR CALL-OFF TERMS
1. REPRESENTATIVES AND KEY PERSONNEL
7.1 For the purposes of Clause 20.1 of the Call-Off Terms, the Customer Authority Representative shall be: 
	Name

	Responsibilities/Authorities

	redacted, Vendor Management
	· As set out in Clauses 7.3 and 32.2.12 of the Call-Off Terms;
· As set out in Schedules 2.1 (Service Levels, Related Remedies and Performance Monitoring), 2.2 (Security Requirements and Plan), 4.2 (Testing Procedures) and Schedule 6.5 (Business Continuity and Disaster Recovery Provisions) of the Call-Off Terms;
· As set out in Schedule 6 (Standards) of the Framework Agreement.




7.2 For the purposes of Clause 20.1 of the Call-Off Terms, the Contractor Representative shall be: 
	Name
	Responsibilities/Authorities
	Key Role Minimum Period


	redacted
	· As set out in Schedule 2.1 (Service Levels, Related Remedies and Performance Monitoring) of the Call-Off Terms;
	3 months  from the Commencement Date



7.3 In accordance with Clause 26.5 of the Call-Off Terms, the Parties have agreed the appointment of the following Key Personnel:
	Name
	Role
	Responsibilities/Authorities
	Key Role Minimum Period


	None
	N/A
	N/A
	N/A


[bookmark: _Ref88562223][bookmark: _Toc127759066][bookmark: _Toc139080106][bookmark: _Toc210196729][bookmark: _Toc252183362]
1. [bookmark: _Ref72116895][bookmark: _Ref72116915][bookmark: _Ref72117062][bookmark: _Ref72117075][bookmark: _Ref72117086][bookmark: _Ref72117275][bookmark: _Toc127759101][bookmark: _Toc139080426][bookmark: _Toc210196771][bookmark: _Toc252183393]OTHER CUSTOMER AUTHORITY PERSONNEL
	Name
	Role
	Responsibilities/Authorities


	None
	N/A
	N/A



1. APPROVED SUB-CONTRACTORS
9.1 In accordance with Clause 22.2 of the Call-Off Terms, if the Customer Authority or the Contractor wish to remove any of the sub-contractors set out in Schedule 8 (Key Personnel and Approved Material Sub-contractors) of the Framework Agreement and/or add any more Material Sub-contractors in relation to this Call-Off Contract, they must obtain the prior written approval of the Framework Authority. In accordance with Clause 22.6 of the Call-Off Terms and subject to Clause 22.2 of the Call-Off Terms, the Contractor may sub-contract its obligations to the following Sub-contractors: 
	Sub-contractor Name, Address (including registered office) and Registered Number

	Related Product/Service Description
	Role in delivery of the Services

	redacted
	Wifi hardware and engineering
	The provision of wifi related engineering and project management resource.



1. COMMERCIALLY SENSITIVE INFORMATION
10.1 Without prejudice to the Customer Authority's general obligation of confidentiality, the parties acknowledge that the Customer Authority may have to disclose Information in or relating to this Call-Off Contract following a Request for Information. 
10.2 Without prejudice to the Customer Authority's obligation (unless it is a private authority) to disclose Information in accordance with FOIA, the Customer Authority will consider in good faith whether it is appropriate to apply the commercial interests exemption set out in s.43 of FOIA to the following Information:
	Items
	Duration of Confidentiality


	Contractor Pricing information as set out in Appendix 10
	Initial Term plus any Extension Period (if applicable). 



11 [bookmark: _Toc252183405]NOT USED 
1. INDIRECT CUSTOMERS
In accordance with Clause 53.4 of the Call-Off Terms, the Indirect Customers set out in Appendix 1 may enforce the benefit of this Call-Off Contract as a third party to the extent that the Services are being provided to that Indirect Customer: 
1. [bookmark: _DV_C79][bookmark: _Ref88044888][bookmark: _Toc127759121][bookmark: _Toc139080625][bookmark: _Toc210196789][bookmark: _Toc252183410]NOT USED
1. NOTICES
In accordance with Clause 59.4 of the Call-Off Terms, the following addresses and other details for service of notices shall apply:
Customer Authority: Ahmed Choudhry, Commercial and Contract Management Directorate, Ministry of Justice , 102 Petty France, London, SW1H 9AJ
Contractor: EE Limited, 1 Trident Place, Mosquito Way, Hatfield, Hertfordshire, AL10 9BW
9 	Not used
10 	PROTECTION OF PERSONAL DATA
In accordance with Clause 32.2.14 of the Call-Off Terms, the Contractor will not Process Customer Authority Personal Data in the following territories: 
None
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APPENDIX 3
SERVICE REQUIREMENTS AND CONTRACTOR SERVICE DESCRIPTIONS
PART A: SERVICE REQUIREMENTS 
1.	The Contractor shall provide the Services to support a number of business areas and potential requirements for 4G wi-fi.  These are listed below:
•	HMCTS – up to 20 criminal court house sites, with up to 500 access points; 
•	RCJ  - up to 5 sites with up to 150 access points;
•	potential other sites – up to 30 further sites with up to 750 access points.
2.	The Services shall comply with the requirements set out in Annex A to this Appendix 3, except where otherwise indicated in the Contractor Service Description, and shall include:

· 1400 4G enabled access points;
· secure fixing brackets;
· site surveys for all sites;
· managed installation;
· potential for some out of hours working;
· full dedicated project management resource to expedite the solution;
· minimum of 32GB data bundle per access point;
· hardware maintenance for 1400 access points;
· remote management and support for 1400 access points;
· remote monitoring of 1400 4G connections;
· monthly reporting for up to 5 SSIDs and data usage;
· configuration of up to 5 SSIDs for the Customer Authority; 
· creation of 1 branded landing page per business area; and
· dedicated project management.

3.	The Services provided by Contractor shall not include 240v power or cabling or external antennas which shall be the responsibility of the Customer Authority



ANNEX A
REQUIREMENTS
Requirements

Scope of 4G Wi-Fi Service


The Customer Authority reserves the right not to implement 4G Wi-Fi in any or all sites at its discretion.  


Requirements


The Contractor shall use existing court house infrastructure where it is possible, practical and cost effective to do so. This includes, but is not limited to, cabling and ducting.

The Contractor shall provide the Services in accordance with the user stories and acceptance criteria set out in the requirements attached below.




Professional Court Users

The Contractor shall provide the Services to ensure that professional court users will have routine access to 4G wi-fi. They include but are not limited to:

· Crown Prosecutors
· Prosecution agents
· Prosecution Counsel
· Defence Solicitors and Counsel
· Probation Service Officers
· Legal Advisors
· Magistrates (Magistrates Courts)
· District Judges (Magistrates Courts)
· Judiciary (Crown Courts) 
· Witness service
· MoJ staff 
· Police

In addition to the above, the Contractor shall ensure that the court 4G wi-fi solution must have provision for users that require occasional or one-off and time bound access to the Court 4G Wi-Fi. Access for such users may only become known in the moment it is needed. 

Type of devices accessing Courthouse 4G Wi-Fi

Users will access the courthouse 4G wi-fi using a variety of devices and software platforms. These will include, but are not limited to:

· Tablets
· Laptops
· Smartphones
· Android
· APPLE IOS
· Windows
· Firefox
· Chrome
· Safari
· Internet Explorer 6 onwards

Any device that is 802.11n must connect to the solution.

Location of 4G Wi-Fi in the court house

The exact location of court house 4G wi-fi will be determined site by site but is likely to be required to be available in, but not necessarily limited to:

· court rooms; 
· retiring room;
· Advocates Rooms (Magistrates’ Courts);
· Robing Room (Crown Court);
· foyer / atrium / canteen/ restaurant/ reception area; and
· custody cells area (Crown and Magistrates Courts)
·   Pre-court work takes place in these areas for which 4G wi-fi will be essential.  

Site Surveys

The Customer Authority shall notify the Contractor of candidate sites for implementation and the Contractor shall undertake a site survey of each site in accordance with the process set out in paragraph 2 of Appendix 10.


Installation around Session hours

The Contractor shall complete installation of the 4G wi-fi solution during business hours, wherever this is possible.  

NOTE: Court business will continue to operate throughout the period and cannot be impacted. Court houses are typically open Monday to Friday 08:00 – 20:00 and 08:00 – 17:00 on Saturdays and Bank Holidays other than Christmas Day and Good Friday. 

The Contractor must plan on being able to work either side of the core hearing times, (10am – 4pm) to avoid any impact.  The Contractor must be able to work from 18:00 onwards for the start of any noisy work, but with local agreement an earlier start might be possible in some locations.  This can be established following site survey and local engagement.  

The Contractor is required to provide costs breakdown for survey and installation work that can be carried out during business hours.  Contractor is required to provide costs breakdown for survey and installation work can be carried out only before or after business hours.

Helpdesk

The Contractor must provide managed support service of which the helpdesk support is one aspect. This will need to be proportionate, with an approach that is flexible and can be scaled as the installations are rolled out to the business.  

The requirements attached above confirm helpdesk times required for the three different business areas.

Additional service options provided by the Contractor 

The Contractor may provide any related additional services that they may wish to offer alongside the core offering and pricing for these should be by way of the Contractor’s  catalogue. A full and separate breakdown of cost for each additional service should be provided. Additional services must meet the requirements.   

Testing

The Contractor shall test installation at each site according to a test plan, which shall be agreed between the Contractor and the Customer Authority. System penetration testing and user acceptance testing shall be carried out by the Customer Authority.  

redacted

User acceptance testing shall be carried out at any random HMCTS court house sites followed by an evaluation of the service.  The Customer Authority reserves the right to insert a delay in implementation if needed for business change or any other reason. Such delay would be notified to the Contractor before the Contractor commences its implementation activities and, as such, the Customer Authority shall not be liable to the Contractor for the delay. The Contractor shall support the authority and work collaboratively with them during UAT which will be concluded by agreed sign off by both parties. 

Encumbrances

The Customer Authority requires that at the end of the contract, at no additional cost, the Contractor shall transfer ownership in and all associated rights in all hardware, software associated infrastructure and user data used in connection with the Services either:

· to the Customer Authority; or 
· to a nominated supplier,

in either case as directed by the Customer Authority.

Details of architecture solution

The Contractor shall comply with the architecture solution of the 4G wi-fi project as set out in Part B of this Annex A.  This architecture solution shall cover all aspects of the design work with details of but not limited to the following:

· design overview and how it maps back to the requirements;
· details of the hardware components;
· details of the software components;
· details of the licences associated with any aspects of the design;
· details of how security has been built into the design;
· how the managed service will be implemented; and
· broadband choice, volumetric and upgrade paths.

Scalability

The Contractor acknowledges that, in addition to provision of 4G wi-fi in HMCTS criminal court buildings and RCJ, there may be business requirement to deliver the Services to other non-crime sites in future years. The 4G wi-fi solution must be scalable to include these additional sites in different court jurisdictions in due course, if and when business need dictates.   


Service
The service availability requirements for both of the business areas are included in the requirements. 


Physically securing access points and choice of data packages

The Contractor shall provide a means of physically securing the access points at each site, e.g. wall mounted bracket and provide the cost associated with this.  

Contract

The contract for the 4G Wi-Fi shall be for an initial term of 24 months with an option for extensions in accordance with the terms of the PSN Framework,
The Contractor shall provide details of choice of data packages for each site.  This information shall be reflected in the costs breakdown per month.

In the event the Customer Authority exercises the termination for convenience right pursuant to clause 45.8 of the Call-Off Terms, the Contractor shall be entitled to Unrecovered Costs and Breakage Costs (as defined in the Call-Off Terms). In order to give the Customer Authority a clear understanding of these costs, Schedule 10 provides a formula for calculating these costs.


PART B: CONTRACTOR SERVICE DESCRIPTIONS 
1. Requirements

1.1	The Contractor shall provide the Services in accordance with the Contractor’s service description set out below and in Annex 1 to this Part B of Annex A, and to meet the Customer Authority’s requirements in relation to providing quick internet access to the criminal court, RCJ and other locations prior to the permanent wi-fi project. 


REDACTED
















PPENDIX 4
SERVICE LEVELS AND RELATED REMEDIES
1. SERVICE LEVELS
None.


APPENDIX 5
ADDITIONAL STANDARDS
In addition to the Standards set out in Schedule 6 (Standards) of the Framework Agreement, the Contractor shall also comply with the following further Standards: 
None.
APPENDIX 6
SECURITY PLAN
None.


APPENDIX 7
CUSTOMER AUTHORITY EQUIPMENT AND EXCLUSIVE EQUIPMENT
1. CUSTOMER AUTHORITY EQUIPMENT
In accordance with Clause 14.4 of the Call-Off Terms, the Contractor shall take ownership of the following Customer Authority Equipment: 

	Customer Authority Equipment
	Ownership to transfer to Contractor (Yes/No) 
	Price (£)

	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]None
	
	



17 EXCLUSIVE EQUIPMENT
The following Equipment shall be Exclusive Equipment for the purposes of this Call-Off Contract: 
	Customer Authority Equipment
	Contractor Equipment

	None
	



18 ENCUMBRANCES
18.1 In accordance with Clause 14.8 of the Call-Off Terms and subject to Paragraph 3.2 below, the following Equipment is subject to encumbrances (such encumbrances being discharged upon payment by the Customer Authority of the amounts set out in below): 
	Equipment (excluding Customer Authority Equipment)
	Encumbrance/Encumbrancer
	Discharge prices (£) and applicable time periods (as per paragraphs 9.3 and 9.4 of Schedule 6.4 (Exit Management) of the Call-Off Terms)

	None
	
	



18.2 There shall be no encumbrances of Exclusive Assets except where agreed by the Parties and set out in the table in Paragraph 3.1 above.

APPENDIX 8
OUTLINE IMPLEMENTATION PLAN 
In accordance with Paragraph 2 of Schedule 4.1 (Implementation Plan) of the Call-Off Terms, the following Outline Implementation Plan is agreed by the Parties and should include the following (to the extent such are required by the Customer Authority): 

	Milestone (indicate if Key Milestone/relevant to a Gateway review)
	Deliverables (bulleted list showing all Deliverables (and associated tasks) required for each Milestone)
	Duration (Working Days/
Months)
	Milestone Date
	Dependencies
	Customer Authority Responsibilities (if applicable)
	Link to ATP/
CPP



REDACTED
APPENDIX 9
TESTING PROCEDURES
None.

APPENDIX 10
CHARGING AND INVOICING
1. MILESTONE PAYMENTS
1.1	There shall be no Milestone Payments.

2. SERVICE CHARGES
2.1 In accordance with Paragraph 3.1 of Part A of Schedule 5.1 (Charges and Invoicing) of the Call-Off Terms, the prices specified in this Appendix 10, together with the cost of any items to be purchased from the Contractor’s Service Catalogue, shall be used to calculate the Service Charges for Services provided at each Site in accordance with the process set out in paragraphs 2.2 to 2.6.
	Site surveys
2.2 Where the Customer Authority requires Services at a Site or Sites, the Customer Authority shall notify the Contractor of the Site or Sites at which it requires the Services (the “Candidate Site(s)”) by completing the Statement of Requirements set out in Annex A to this Appendix 10.  Upon receipt of a completed Statement of Requirements, the Contractor shall notify the Customer Authority of the number of days required for the survey and shall promptly undertake a survey of the Candidate Site(s).
2.3 Within seven days of completion of survey(s) of the Candidate Site(s), the Contractor shall provide to the Customer Authority the results of the survey and its proposals for the Services to be provided at the Candidate Site(s) (the Design) by completing the Site Call-Off Form set out in Annex B to this Appendix 10, which will include:
2.3.1 the proposed implementation plan for delivery of the Services at the Candidate Site(s), in accordance with the relevant Detailed Implementation Plan;
2.3.2 full details of the Services proposed to be provided at the Candidate Site(s); and
2.3.3 proposed Service Charges for delivery of the Services at the Candidate Site(s);
2.4 Within seven days of receipt of the completed Site Call-Off Form for the Candidate Site(s) pursuant to paragraph 2.3, the Customer Authority shall notify the Contractor whether the Design has been agreed and whether or not it wishes to proceed with the Services at the Candidate Site(s) by updating the Site Call-Off Form. 
2.5 The Customer Authority may request a meeting with the Contractor prior to issuing the updated Site Call-Off Form to the Contractor pursuant to paragraph 2.4, in which case the Customer Authority and the Contractor shall meet to discuss the Contractor’s proposals and to agree any changes to them.
2.6	On receipt of the updated Site Call-Off Form from the Customer Authority pursuant to paragraph 2.4, the Contractor shall implement and provide the Services at the Sites in accordance with the Detailed Implementation Plan and this Call-Off Contract. 
Service Charges
REDACTED


3	EXPENSES 
In accordance with Paragraph 3.5 of Part A of Schedule 5.1 (Charges and Invoicing) of the Call-Off Terms, the Customer Authority shall pay the following categories of expenses incurred by the Contractor during the course of performing the Services: 
None.
4	DELAY PAYMENTS
In accordance with Paragraph 5 of Part A of Schedule 5.1 (Charges and Invoicing) of the Call-Off Terms, the following Delay Payments shall apply: None.
5	NOT USED
6	SUPPORTING DOCUMENTATION
In accordance with Paragraph 2.6 of Part B of Schedule 5.1 (Charges and Invoicing) of the Call-Off Terms, the address to which all invoices and Supporting Documentation shall be sent is as follows: 
REDACTED
	
ANNEX A
STATEMENT OF REQUIREMENTS
This Statement of Requirements forms part of and shall be agreed in accordance with the Customer’s Agreement with EE.  Words and expressions used in this document shall, unless the context requires otherwise, have the meaning given to them in, and be interpreted in accordance with, the Agreement.

REDACTED

 



ANNEX B
SITE Order FORM
Evidence of Budget Holder approval in the form of an email must be submitted with this form.

REDACTED



APPENDIX 11
NOT USED

APPENDIX 12
GOVERNANCE
The Contractor Board and the Service Board will be merged into one single Board,  In accordance with Paragraph 3.1 of Schedule 6.1 (Governance) of the Call-Off Terms, the following Board structures and representations shall apply: 
Services / Contractor Board
	Customer Authority Board Members (together with responsibilities)
	REDACTED

	Supplier Board Members (together with responsibilities)
	Contractor Representative
REDACTED

	Date, time and location of the first Services Board meeting
	Within one week of the date of this Call Off Contract.  The meeting will be held at such location and at such time (within normal business hours) as the Customer Authority Representative shall reasonably require.


	Frequency of subsequent Services Board meetings
	Monthly

	Date, time and location of subsequent Services Board meetings
	To be agreed at the previous Service Board meeting.





APPENDIX 13 
NOT USED
[bookmark: LASTCURSORPOSITION]


APPENDIX 14
NOT USED

APPENDIX 15
NOT USED

APPENDIX 16
SPECIAL TERMS


None.

SIGNED by or on behalf of the Parties on the date set out above:
	For and on behalf of the Secretary of State for Justice:

	Name and Title
	

	Signature
	

	Date
	



	For and on behalf of the Contractor:

	Name and Title
	

	Signature
	

	Date
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Version Control

		Version		Written By		Change		Date

		2.00		C R Greig		baselined document		11/25/13

		3.00		A Twomey		Added User Story WiFi 28 and WiFi 29		12/19/13

		4.00		Neeta Hindocha		Updated to include RCJ/LAA		7/25/14

		5.00		Neeta Hindocha		Updated to change some to Critical		7/28/14

		6.00		Neeta Hindocha		Reverted back to must		7/29/14





User Stories

		Story ID		Story Title		Story		Acceptance Criteria		Priority		Area		Suppliers to confirm compliance		Justification of compliance

		WiFi-1		Defence Access to IDPC		As a duty defence solicitor I would like to have access to the digital IDPC file for cases instructed on the day		Must be able to access IDPC file via Wi-Fi		Must		access

		WiFi-2		Government Access to Network		As a Government network user I would like to be able to access the Wi-Fi system without the need for registration (Government networks currently include GSI, PNN, PSN and eJudiciary)		Must have access to Wi-Fi
Must have compatible device		Must		access

		WiFi-3		Request Access to Network		As a non Government network user I want to register so that I can request access to a wireless network using a non Government device.		Can register users
Can compare user details with CJSM and GSI accounts		Must		access

		WiFi-4		Log On to Network		As a user I want to Login so that I can connect to a wireless network		Can login to Wi-Fi network		Must		access

		WiFi-5		Maintain Log On		As a user I want to remain logged in to the network until I logout or lose wireless connection		Session maintained until User logs out
Session maintained until Wi-Fi connection lost		Must		access

		WiFi-6		Log Off from Network		As a user I want to Logout so that I can disconnect from a wireless network		Can logout from Wi-Fi network		Must		access

		WiFi-7		Defendant Access		As a defendant in court I would like to be able to access the Wi-Fi		System must provide an ad-hoc account for defendant access		Must		access

		WiFi-8		Control Use of Apps		As a Network Administrator I want to be able to control which Apps can and can't be used		Can block apps that contravene usage policy
Can block apps that conflict with network design
Can block apps that cause performance issues		Must		admin

		WiFi-9		Prevent Improper Usage		As a Network Administrator I want to be able to identify improper use so that action can be taken		Wi-Fi must produce user level reporting
Wi-Fi must be able to store users browsing history		Must		admin

		WiFi-10		Analyse Usage		As a Network Administrator I want to be able to monitor usage to manage the service		Wi-Fi must produce user level reporting
Wi-Fi must be able to store users browsing history		Must		admin

		WiFi-11		Disable User		As a Network Administrator I want to be able to disable users		Can block at user level		Must		admin

		WiFi-12		Limit Download Usage		As a Network Administrator I would like to be able to set a limit to the amount of data that any single user can download in a session		Can set download limit per user		Must		admin

		WiFi-13		Download Charging		As a Network Administrator I would like to be able to charge users who exceed the download limit		Can view download usage per user
Can see usage above limit per user		Must		admin

		WiFi-14		Coverage		As a user I would like to be able to use the court house Wi-Fi in all professional areas, including custody cells area, interview rooms, retiring rooms and all interconnecting corridors without losing connection.		Wi-Fi coverage for courts, cells, interview rooms and all interconnecting corridors
Sufficient Wi-Fi signal in all professional areas		Must		coverage

		WiFi-15		Design		The wireless based solution shall have dedicated and managed wireless access points.		WAPs shall be dedicated to court network alone
WAPs shall be managed		Must		hardware

		WiFi-16		Connection		The wireless based solution shall have Wireless Access Points (WAP) that provide a direct and private connection to the Internet Provider		WAPs provide direct connection to ISP		Must		hardware

		WiFi-17		Renew Expired Password		As a user I Want to be able to set up a new password on expiry of my old password		Password expires after set time
Warns user of impending password expiry
Prompts user to reset password when old one has expired		Must		security

		WiFi-18		Change Password		As a user I want to Change My Password so that I can use a different password		Can allow user to reset password at any time before it expires		Must		security

		WiFi-19		Forgotten Credentials		As a user I want to be able to reset my security credentials so that I can reset a password that I have forgotten		Can reset forgotten password
Credentials must be provided in an easy to read format		Must		security

		WiFi-20		Password Notification		As a user I would like to be notified 10 days before my password expires		system notifies user 10 days before password expires		Must		security

		WiFi-21		Helpline Support		As a user I want to be able to get Helpline Support		Single number provided for helpline		Must		support

		WiFi-22		Use of Wi-Fi		As a user I would like to be able to use online resources		Must have access to Wi-Fi
Must have compatible device		Must		use

		WiFi-23		Access Mail		As a user I want to be able to access my mail account so that I can send and receive e-mails		can access mail system		Must		use

		WiFi-24		Access Blacklisted Site		As a member of the judiciary I want to be able to access blacklisted sites as necessary for pursuing court business		Able to override blocking of site		Must		use

		WiFi-25		Access the Internet		As a user I want to be able to Access the Internet		Can access the internet via Wi-Fi		Must		use

		WiFi-26		Connect to my work systems		As a user I want to be able to connect to my external work systems so that I can access them remotely and securely via VPN		Can allow VPN access		Must		use

		WiFi-27		Proxy VPN		As a network user I would like to be able to setup any device on the network as a proxy VPN so that other unauthorised users can use the system		Can set up device as proxy VPN
Can allow other users access to the system via the proxy VPN device		Must		use

		WiFi-28		Download Data		As a user I want to be able to download data via the Wi-Fi		Can the user download data		Must		use

		WiFi-29		Upload Data		As a user I want to be able to upload data using the Wi-Fi		Can the user upload data		Must		use





NFRs

		Req No		Area		Requirement		Priority		Suppliers to confirm compliance		Justification of compliance

		*WIFINFR-01		Design		The wireless based solution shall have Wireless Access Points (WAP) that should not provide any direct connectivity to any internal Ministry of Justice (MoJ) network (e.g. DISC).		Must

		*WIFINFR-02		Design		Wireless coverage will be defined by a site survey of each individual court building		Must

		*WIFINFR-03		Design		The site survey must be approved by Her Majesty's Courts and Tribunals Service (HMCTS)		Must

		*WIFINFR-04		Design		The wireless based solution should be based on 802.11b/g/n, but have a minimum level of 802.11n		Must

		*WIFINFR-05		Design		The wireless based solution will not require the installation of an executable on any wireless endpoint. This includes but are not limited to laptops tablets and phones		Must

		*WIFINFR-06		Design		The wireless based solution will not require the use of a "landing" page to initiate connection for those users wishing to use corporate Virtual Private Networks (VPN)		Must

		*WIFINFR-07		Design		The wireless based solution will not require the use of browser plug-ins.		Must

		*WIFINFR-08		Design		The wireless based solution will work for any device with 802.11b/g/n connectivity irrespective of operating system		Must

		*WIFINFR-09		Design		The wireless based solution will comply with current government standards on interoperability at the time of installation and will ensure this is maintained following any upgrades.		Must

		*WIFINFR-10		Design		The wireless based solution will be possible to obtain time from a reliable Network Time Protocol V4 approved time source, synchronising all elements of the solution to that source. The solution will include regular reviews of synchronisation across the solution.		Must

		WIFINFR-11		Design		The wireless based solution clock will be able to cater for changes in time from B.S.T to G.M.T and vice versa without disruption to the service.		Must

		WIFINFR-12		Design		The wireless based solution will be capable of handling at least all dates between 1900 and 2100, including all date/time changes.		Must

		WIFINFR-13		Design		The wireless based solution shall display error messages to the user, which are meaningful and appropriate, and offer immediate prompts for actions to resolve the error wherever possible.		Must

		*WIFINFR-14		Design		The wireless solution must not interfere with or be interfered with by any other wireless system in the courtroom		Must

		*WIFINFR-15		Access		The wireless based solution must allow users to register for use across the entire estate, not just one courthouse, utilising the same username and password at each site		Must

		WIFINFR-16		Access		The supplier's Helpdesk will have the ability to remove users from the system		Must

		WIFINFR-17		Access		The supplier's Helpdesk will have the ability to reset a users password		Must

		WIFINFR-18		Access		Users will have the ability to reset their password		Must

		WIFINFR-19		Access		The solution must utilise keyword checking to identify and restrict access to restricted websites		Must

		WIFINFR-20		Access		The solution must allow users to access restricted websites in support their criminal case work.		Must

		WIFINFR-21		Access		The solution must require users who attempt to access restricted website(s) to confirm that they wish to proceed to the web site(s) before the solution allows them to do so.		Must

		WIFINFR-22		Access		The solution must monitor users who attempt to access restricted sites once confirmation is given by the user that they wish to proceed to the restricted web site(s)		Must

		WIFINFR-23		Access		The service must be such that users need to `register' only once in order subsequently to log in successfully at any court site that has the WiFi service		Must

		WIFINFR-24		Access		a mechanism for allocation of temporary passwords for one off users, such as unrepresented defendants will be required		Must

		WIFINFR-25		Audit		The wireless based solution must ensure that the user access to the internet is tracked, logged and auditable.		Must

		WIFINFR-26		Audit		The wireless based solution must provide the ability to block and/or restrict access to certain websites or Internet locations		Must

		WIFINFR-27		Audit		The wireless based solution must ensure only system administrators will have access to the audit log		Must

		WIFINFR-28		Audit		The wireless based solution must ensure that audit log entries will be maintained to track user activity within the wireless based solution.		Must

		WIFINFR-29		Audit		The wireless based solution must ensure that the content of the audit log will be configurable but not fall below the minimum specified.		Must

		WIFINFR-30		Audit		The wireless based solution must ensure that all unauthorised access attempts will be recorded in the audit trail as well as a facility to highlight this activity at a central administration point or similar.		Must

		WIFINFR-31		Audit		The wireless based solution must ensure that it shall not be possible to amend or delete any audit trail data.		Must

		WIFINFR-32		Audit		The wireless based solution must hold user login audit data only for as long as is specified by the data retention schedule. (Assume up to 1 year)		Must

		WIFINFR-33		Availability		The wireless based solution must be available and fully operational from 08:00–20:00 hours, Monday to Friday, plus 08:00 - 17:00 hours on Saturdays and Bank Holidays. Note: Courts Closed on Sundays, Good Friday and Christmas Day.		Must

		WIFINFR-34		Availability		The wireless based solution must have Helpdesk support in a scalable format such that is flexible and proportionate to the number of calls received.		Must

		WIFINFR-35		Availability		The supplier's Helpdesk must be available 08:00–20:00 hours, Monday to Friday, plus 08:00 - 17:00 hours on Saturdays and Bank Holidays. (Note: Courts Closed on Sundays, Good Friday and Christmas Day). and respond to the initial report of a problem within 1 hour		Must

		*WIFINFR-36		Availability		The wireless based solution across all deployed sites must have an availability level of at least 99.5% (planned outages excepted).		Must

		WIFINFR-37		Availability		The wireless based solution across all deployed sites should have an availability level of at least 99.5% (planned outages excepted).		Must

		*WIFINFR-38		Availability		Planned maintenance must be scheduled out of working hours (currently 20:01 to 7:59 hours on Saturdays and Bank Holidays.) or when a court is not in use		Must

		WIFINFR-39		Capacity		The wireless based solution must be able to support audit and archive records for all users.		Must

		WIFINFR-40		Capacity		The wireless based solution must be able to support deployment to all court buildings in England and Wales		Must

		WIFINFR-41		Capacity		The wireless based solution must be able to absorb a 10% increase in capacity without the need of redesign or investments in infrastructure.		Must

		*WIFINFR-42		Capacity		The 4G solution must be scalable to meet business needs		Must

		WIFINFR-43		Compliance and Policy		Assurance level the solution will need to maintain an IL0 (max) solution where the IL0 elements centre on the registration and authentication services and there is an IL1 level set against the storage of credentials		Must

		WIFINFR-44		Compliance and Policy		The supplier must show evidence of source code and document management practices (ISO 9001)		Must

		WIFINFR-45		Compliance and Policy		The supplier must use a CLAS Consultant as resource in order to support and maintain the writing of SyOPS		Must

		WIFINFR-46		Compliance and Policy		The user must not be given access until they have acknowledged that they have read the SyOPS displayed upon initial connection.		Must

		WIFINFR-47		Compliance and Policy		The process of acknowledging the SyOPS must be accounted and auditable		Must

		WIFINFR-48		Compliance and Policy		The supplier must support the MoJ in the documenting of key IA risks faced by the solution, the controls in place to mitigate these risks and the residual risk to be accepted by the MoJ		Must

		*WIFINFR-49		Compliance and Policy		The supplier must maintain sufficient licences to support the system		Must

		*WIFINFR-50		Compliance and Policy		The system must visually identify to the user at initial log on that:
• Only authorised users may logon to the system
• Any unauthorised access or misuse of the system is a criminal act under the Computer Misuse Act.		Must

		*WIFINFR-51		Compliance and Policy		Suppliers must comply with the Government's ICT policies, including its Strategic Implementation Plan (SIP).  In particular, open standards principle and open technology and solutions should be proposed, wherever possible.  Providers should highlight any instances where they plan to deviate from Government policies and SIP and the impact of any such deviation.		Must

		*WIFINFR-52		Compliance and Policy		The offering can make use of standard, readily available scalable commodity software products and services (COTS).  Suppliers should highlight any instances where they plan to deviate from this.		Must

		*WIFINFR-53		Compliance and Policy		The 4G WiFi solution will work consistently across the most commonly used web browsers (Chrome, Firefox, IE6 onward, Safari, etc) and not be restricted to or exclude any particular browser, platform or version		Must

		*WIFINFR-54		Compliance and Policy		The solution must be compliant with current UK and EU legislation relating to the provision of public internet services.		Must

		*WIFINFR-55		Data Integrity		The solution must ensure that the actions of one user will not interfere with the actions of other users		Must

		WIFINFR-56		Disaster Recovery		All wireless access points must be self healing in the event of a system failure		Must

		*WIFINFR-57		Disaster Recovery		Any backup of user login details must be capable of delivering complete or point in time recovery		Must

		*WIFINFR-58		Disaster Recovery		Backups must be available online, on nearline storage, on offline media within the data centre or offsite as appropriate in order to comply with key controls and cope with low level operational problems or site-wide disaster		Must

		WIFINFR-59		Disaster Recovery		Backups must be kept offsite for a period of no more than 1 year (log files) with system related backups to a period specified by supplier to maintain service.		Must

		*WIFINFR-60		Disaster Recovery		Automated backup / recovery procedures must take into account system growth and specify such things as what is to be backed up, size, type of backup and ensure compatibility with existing infrastructure.		Must

		*WIFINFR-61		Disaster Recovery		Backups must fit in with the existing backup schedule		Must

		WIFINFR-62		Disaster Recovery		Removable media and backup tapes containing the live data must be encrypted using approved algorithms		Must

		*WIFINFR-63		Disaster Recovery		The system must have the capability to store user access records for up to 1 year		Must

		*WIFINFR-64		Disaster Recovery		The resilient / recoverable solution must be capable of being enabled with the minimum of operator intervention or second level support		Must

		WIFINFR-65		Disaster Recovery		In the event of an incident affecting the provision of operations or support, it must be stated what alternative can be arranged (for example remote provision vs onsite presence)		Must

		WIFINFR-66		Disaster Recovery		A means of delivering processing, operational control and support must be provided in the event of an incident through an alternative site or other means		Must

		WIFINFR-67		Disaster Recovery		The Disaster Recovery solution (including resources) must be maintained within the UK		Must

		WIFINFR-68		Disaster Recovery		In the event of a system failure, all diagnostic data must be retained and available for root cause analysis and development of fixes or circumventions		Must

		WIFINFR-69		Disaster Recovery		The supplier must articulate the boundaries of the system covered by the disaster recovery solution		Must

		WIFINFR-70		Disaster Recovery		Any testing of service continuity must be conducted out of normal service hours or on a dedicated continuity testing environment and/or be non-intrusive to production		Must

		WIFINFR-71		Disaster Recovery		Service continuity testing must be carried out regularly with the following frequency – Yearly		Must

		WIFINFR-72		Disaster Recovery		Full recovery procedures, responsibilities and escalation paths must be documented for partial and complete failure of the environment and be tested		Must

		WIFINFR-73		Infrastructure		The supplier must describe measures to counter denial of service attacks i.e. Wireless Intrusion Detection System (WIDS) or Wireless Intrusion Prevention System (WIPS) systems		Must

		*WIFINFR-74		Infrastructure		The supplier must conduct an IT Health Check which includes a penetration test conducted by an authorised Check Team on the solution and implement any recommendations made.  This will be done on 6 Early Adopter Area (EAA) sites chosen by the Authority.		Must

		WIFINFR-75		Infrastructure		The system must be physically kept and maintained separately from any other system.		Must

		*WIFINFR-76		Infrastructure		All electronic storage that is part of the solution shall be securely controlled.		Must

		WIFINFR-77		Infrastructure		The supplier must use existing court house infrastructure where it is possible, practical and cost effective to do so. This includes, but is not limited to, cabling and ducting.		Must

		*WIFINFR-78		Logging		Log files must not be allowed to grow to the extent that they affect system performance, and older records should be archived at this point		Must

		WIFINFR-79		Logging		Log files must be retained for a period of 52 weeks		Must

		WIFINFR-80		Logging		In the event of error, the log file must provide enough information for the supplier support teams to isolate the point and possible cause of failure		Must

		WIFINFR-81		Maintenance		All components of the service must be included in a maintenance and upgrade regime		Must

		*WIFINFR-82		Maintenance		Any components that need to be replaced must be capable of being replaced without the need for systems that are still running to be taken out of service		Must

		*WIFINFR-83		Maintenance		Failing components must be capable of being fixed in place, repaired or replaced as necessary		Must

		*WIFINFR-84		Maintenance		Supporting contracts must be in place for the anticipated lifetime of the system, or be renewable to extend coverage beyond the initial term		Must

		WIFINFR-85		Maintenance		The system supplier must provide technical support		Must

		WIFINFR-86		Monitoring		The wireless based solution must, wherever possible, allow monitoring statistics to be captured in real time during working hours		Must

		*WIFINFR-87		Monitoring		The wireless based solution must enable performance reports providing information on:
Overall bandwidth utilisation
User bandwidth utilisation
User concurrency
User connection times/durations		Must

		*WIFINFR-88		Monitoring		The supplier must analyse the utilisation data and make recommendations to the authority on increase/decrease in service bandwidths		Must

		WIFINFR-89		Monitoring		The supplier must produce a performance monitoring report on a monthly basis or  at a lesser frequency when requested by the Authority.		Must

		*WIFINFR-90		Monitoring		The supplier must produce a monthly written summary of system performance		Must

		WIFINFR-91				The service must include monitoring and notification of when any site's usage trend indicates it is approaching the limits of its capacity such that upgrades may be considered and planned in the most cost effective manner prior to capacity being fully utilised.		Must

		*WIFINFR-92		Security		The wireless based solution must utilise appropriate encryption for secure data transport to the wireless access point.		Must

		WIFINFR-93		Security		The wireless based solution must utilise application layer authentication.		Must

		*WIFINFR-94		Security		All passwords on the system must be at least 9 characters long and consist of at least one capital letter, one number and one special character.		Must

		WIFINFR-95		Security		Users must be forced to change passwords every 90 days		Must

		WIFINFR-96		Security		The wireless based solution must lock after 3 failed passed password attempts and require unlocking by the Helpdesk		Must

		WIFINFR-97		Security		A user must not be able to use any of their previous 4 passwords		Must

		*WIFINFR-98		Security		Passwords must be encrypted and/or hashed during transportation, electronic transmission and electronic storage		Must

		*WIFINFR-99		Security		Passwords must be hidden from display.		Must

		*WIFINFR-100		Security		Access to the system must be limited by username and password		Must

		*WIFINFR-101		Security		The solution must limit the user to three concurrent logins on separate devices at any one time		Must

		*WIFINFR-102		Security		Out of hours support engineers who require remote access to the system must do so securely.		Must

		WIFINFR-103		Security		The wireless based solution must verify and manage continued access/expiration of previously authorised accounts/devices.		Must

		WIFINFR-104		Security		User and/or device accounts must be deleted if not validated every 60 days		Must

		WIFINFR-105		Security		The supplier must produce, maintain and apply a patching policy that is approved by the Authority.		Must

		WIFINFR-106		Security		The supplier must produce, maintain and apply a virus policy that is approved by the Authority.		Must

		WIFINFR-107		Security		The supplier must maintain and update the virus signatures.		Must

		WIFINFR-108		Security		The service must be discrete such that only designated authorised users may access.  Authorised users are defined as `Professional court users'.  The list of such users will not be fixed and will change over time as decided by the Authority		Must

		WIFINFR-109		Training		The supplier must supply sufficient documentation for the system, consisting of user level crib sheets at least		Must

		WIFINFR-110		Service		A service wrap for all sites, including the above		Must

		WIFINFR-111		Service		The service must include a Helpdesk for users - court based staff will not provide this service		Must

		WIFINFR-112		Service		The service must not be connected to, but must allow Pass through to secure government systems, including GSI and PNN.		Must

		WIFINFR-113		Service		A mechanism for applying a charge to `Super Users' will be availabile, including proposals for how such a charging mechanism might work in practice.		Must

		WIFINFR-114						Must

		WIFINFR-115		Incident Reporting		The supplier must ensure that all incidents are logged on receipt of notification on an incident log		Must

		*WIFINFR-116		Incident Reporting		When the supplier receives more than one report of an incident, then all reports must be logged on the initial incident log report		Must

		WIFINFR-117		Incident Reporting		The supplier must record the following items on the incident log:
Unique Report number
The date and time the report was received
The nature and location of the incident
The person/organisation making the report
The level assigned to the Incident by the Customer
An estimate of the number of End Users which are affected by the Incident 
The action intended to be taken or which has been taken to Resolve the Incident
Details of any communication with the Customer Authority Representative in connection with the Incident
Notes/comments regarding any mitigating circumstances with regard to the Incident
The reasons for any inability of the Contractor to meet the Service Level Targets so as to Resolve the Incident
Any further information required under the Service Management Documentation		Must

		WIFINFR-118		Incident Reporting		The supplier must provide a copy of the entry in the incident log within a period of time appropriate with the seriousness of the incident		Must

		WIFINFR-119		Incident Reporting		When requested, the supplier must provide up to date status reports in respect of each incident		Must

		*WIFINFR-120		Incident Reporting		An incident level (Incident level tab) must be assigned to each incident		Must

		WIFINFR-121		Incident Reporting		The supplier must keep appropriate documents and records in relation to the services provided		Must

		WIFINFR-122		Incident Reporting		the supplier must provide a helpdesk facility where each incident can be reported and actioned upon		Must

		WIFINFR-123		Incident Reporting		The supplier must provide the helpdesk facility to match service availability or as a minimum core business hours		Must

		WIFINFR-124		Incident Reporting		The supplier must provide notification of change requirements for other key services within the business areas and their impact		Must

		*WIFINFR-125		Security		The option to be able to configure content filtering. The following content filtering options are desired:
• Category-Based Filtering
• Whitelists and Blacklists
• Block Page By-Pass
• Whitelist Only		Must

		WIFINFR-126				Specific to Royal Courts of Justice (RCJ)		Must

		WIFINFR-127		Availability		The 4G wireless based solution must be available and fully operational from 07:00–22:00 hours, Monday to Friday, plus 08:00 - 17:00 hours on Saturdays and Bank Holidays. Note: Courts Closed on Sundays, Good Friday and Christmas Day.		Must

		WIFINFR-128		Access		A minimum of 32GB data allowance per AP		Must

		WIFINFR-129		Availability		4G solution to be implemented by end of August 2014 or as soon as possible thereafter.  The suppliers to provide an implementation plan, which will be agreed with the authority.		Must

		*WIFINFR-130		Security		The option to be able to configure content filtering. The following content filtering options are desired:
• Category-Based Filtering
• Whitelists and Blacklists
• Block Page By-Pass
• Whitelist Only		Must
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