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CLARIFICATIONS

	Date Rec’d
	No
	Question
	Clarification
	Published

	14/04/20
	1
	Please can you confirm what AHDB is asking from suppliers? The start talks about AHDB having a tool, but then wants a recommendation of a tool and a service around it. Therefore, can the supplier operate on AHDB’s existing tools, rather than as a managed service?

	AHDB undertook a trial last year on one application to assess the benefits of using a Static and Dynamic Analysis tool and considered it a worthwhile investment and obtained the budget to pursue coverage of all the IS applications as listed in the specification. We require a supplier to provide a suitable tool as described in the specification. The trial tool was owned by the supplier who provided it.
	1404/20

	17/04/20
	2
	Which Software Product was used for the trial?
	AHDB used a tool from Veracode to provide our trial



	17/04/20

	17/04/20
	3
	Do you prefer On-Prem, Hybid or Saas solution?
	With AHDB being a small organisation we would prefer a Saas solution which would provide less management overhead for us.

	17/04/20

	17/04/20
	4
	Are all your developers in house (employed by AHDB) or are you using 3rd parties?
	AHDB developers are in house, but we occasionally use 3rd party contractors when the demand requires
	17/04/20

	16/04/20
	5
	Section 2 of the Quality Response Form states that it is mandatory for the tool to seamlessly integrate with Visual Studio - for a Dynamic Application Security Testing Tool, this integration is not relevant and so can further clarification please be provided on this matter. With Visual Studio and Azure SQL DB being used, is AzureDevOps being employed and will the AHDB look at tools that provide either/or SAST or DAST capabilities?
	If the Dynamic tool cannot be integrated with Visual Studio then please explain the reasons why this is not relevant in your response.

AzureDevOps is being used in AHDB and we are happy to use two tools, but they must provide the functionality required.

	17/04/20

	20/04/20

	6

	Please can you confirm the deadline date and time for this tender? We have seen both the 1st May and 27th April.	
	[bookmark: _Hlk38462128]The actual Closure date will be 27th April. The 1st May was entered at a time when the dates were still provisional. Apologies for any confusion. If this is an issue to anyone, please contact us urgently.
	20/04/20


	20/04/20

	7
	Please could you advise whether you know the number of lines of code that AHDB expect will be scanned on a monthly basis?
	This is difficult to answer. Our application sizes have been included in the applications and they are more on the small scale and depends on how often we will be updating them. 
Levy Portal has 19k lines of code, Admin Portal has 34k. So maybe about 75-100k.
​Although it depends on what is being scanned. If it's just executable code, then Levy Portal is down to 6k.
	20/04/20


	20/04/20

	8
	Please could you advise on the number of assets that AHDB are looking to scan with a vulnerability scanner?
	So far about 20 applications which are all listed in an appendix

	20/04/20


	20/04/20

	9
	Within the RFP you mention Vulnerability scanning, as a tool to scan for known vulnerabilities. You also mention that vulnerability scanning should scan the application, network and infrastructure for known vulnerabilities. Could you please clarify if you are looking for a solution to scan for known security vulnerabilities relating to disclosed vulnerabilities such as CVEs within software components or if you are looking for a solution to scan the application and/or network for new vulnerabilities relating your application behaviours/source code and configurations? The later would typically be covered by Software Composition Analysis (SCA) tools while the later would normally be discovered by a variety of other methods such as DAST, IAST and penetration testing or network infrastructure testing. Although these tools can be integrated together it is unclear from the proposal if you are looking for a combined solution or just one or more of the parts mentioned in the proposal.
	We are looking for a solution (s) to do Static, SCA, Dynamic. We have separated the Pen testing requirement into another contract.
We are happy with a solution that combines more than one product into the final proposal.
	22/04/20

	20/04/20

	10
	Within the Requirements document you mention both tools and services offering a solution. Do you have a preference for tools or services for any parts of a proposed solution? For example, Infrastructure testing typically most effective when performed as a services engagement as is Penetration testing whereas code scanning for OWASP related issues can either be performed as Services or via tooling.
	We are not looking for the penetration testing element in this proposal and that part has been separated into another contract.  We don’t have a preference for a service or a tool, but as we would run lots of static and dynamic tests it would make sense for this to be as automated as possible – i.e. a tool.
	22/04/20

	20/04/20

	11
	As part of the OWASP code scanning and Vulnerability scanning sections you seem to express an interest towards static analysis tools focused on finding vulnerabilities within non-running applications. Would proposals including Interactive or Dynamic testing also be of interest? If applicable do you currently use any automated or manual testing tools/process as part of your QA testing cycle prior to deployment to production?
	We are looking for both Static and Dynamic and any others you think might be relevant. For example above you mention Software Composition Analysis (SCA) which would also be of interest for us.  We don’t currently use any automated or manual testing tools/process as part of our QA testing cycle prior to deployment. We are trying to move in this direction so any help / evidence you can provide of what is possible / and how your tools fit into these processes that would be interesting to us.
	22/04/20

	21/04/20
	12
	How many systems/servers does AHDB have? The answer you gave for the number of assets wasn't what we were hoping for, as you gave us the number of applications. We were asking about the number of physical systems that AHDB are wanting us to vulnerability scan.
	AHDB have around 10 – 15 Systems and about 100 servers, however we are not asking for testing of the servers, we are looking for a tool to scan our IS Applications to the scope provided
	22/04/20
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